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IN RESPONSE TO A USER BEING DETERMINED AS A PRIMARY
USER FOR SPLITTING A TRANSACTION KEY, OBTAIN, AT A USER
DEVICE OF THE PRIMARY USER, THE NUMBER OF USERS IN A
GROUP OF USERS AND A FIRST PREDETERMINED VALUE, THE
FIRST PREDETERMINED VALUE INDICATING THE MINIMUM
NUMBER OF USERS FOR RESTORING THE TRANSACTION KEY,
THE GROUP OF USERS BEING USED TO MANAGE THE

TRANSACTION KEY
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RANDOMLY GENERATE, BASED ON A MESSAGE RELATED TOA
FURTHER USER FROM A MANAGEMENT DEVICE, THE
TRANSACTION KEY ASSOCIATED WITH A PROCESSING
PERMISSION OF A PRESENT TRANSACTION, THE MESSAGE
RELATED TO THE FURTHER USER INDICATING AT LEAST A
PUBLIC KEY OF THE FURTHER USER DIFFERENT FROM THE

PRIMARY USER IN THE GROUP OF USERS
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SPLIT THE TRANSACTION KEY INTO A PLURALITY OF SUB-KEYS,
THE NUMBER OF SUB-KEYS BEING THE SAME AS THE NUMBER
OF USERS, EACH OF THE PLURALITY OF SUB-KEYS

CORRESPONDING TO ONE USER IN THE GROUP OF USERS

SEND A PLURALITY OF ENCRYPTED SUB-KEYS TO THE
MANAGEMENT DEVICE, EACH OF THE PLURALITY OF
ENCRYPTED SUB-KEYS BEING ENCRYPTED WITH A PUBLIC KEY

OF AUSER CORRESPONDING TO A SUB-KEY
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IN RESPONSE TO A USER BEING DETERMINED AS A
RESTORING USER FOR RESTORING A TRANSACTION KEY,
OBTAIN, AT A USER DEVICE OF THE RESTORING USER, A

RESTORATION MESSAGE FOR RESTORING THE TRANSACTION
KEY FROM A MANAGEMENT DEVICE, THE RESTORATION
MESSAGE INDICATING AT LEAST THE NUMBER OF
CONFIRMING USERS IN A GROUP OF USERS AND AN
IDENTIFICATION OF THE RESTORING USER, THE CONFIRMING
USERS APPROVING A PRESENT TRANSACTION, THE GROUP OF
USERS BEING USED TO MANAGE THE TRANSACTION KEY

IN RESPONSE TO DETERMINING THAT THE NUMBER OF
CONFIRMING USERS IS LARGER THAN OR EQUAL TO A FIRST
PREDETERMINED VALUE, DETERMINE THE TRANSACTION KEY
BASED ON SUB-KEYS OF THE CONFIRMING USERS OBTAINED
FROM THE MANAGEMENT DEVICE, THE SUB-KEYS OF THE
CONFIRMING USERS BEING GENERATED BY SPLITTING THE

TRANSACTION KEY IN ADVANCE

\ _306
SIGN ATRANSACTION REQUEST FOR THE PRESENT
TRANSACTION BASED ON THE DETERMINED TRANSACTION

KEY
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OBTAIN, AT A MANAGEMENT DEVICE, TRAFFIC INFORMATION
ABOUT A GROUP OF USERS FROM A USER DEVICE OF A
TEAMING PRIMARY USER FOR CREATING THE GROUP OF
USERS, THE TRAFFIC INFORMATION INDICATING AT LEAST THE
NUMBER OF USERS IN THE GROUP OF USERS AND A FIRST
PREDETERMINED VALUE, THE FIRST PREDETERMINED VALUE
INDICATING THE MINIMUM NUMBER OF USERS FOR
RESTORING A TRANSACTION KEY, THE GROUP OF USERS

BEING USED TO MANAGE THE TRANSACTION KEY
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SEND A MESSAGE RELATED TO AFURTHER USER TO A USER
DEVICE OF A PRIMARY USER FOR SPLITTING THE
TRANSACTION KEY, THE MESSAGE RELATED TO THE FURTHER
USER INDICATING AT LEAST A PUBLIC KEY OF THE FURTHER
USER DIFFERENT FROM THE PRIMARY USER IN THE GROUP OF

USERS
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OBTAIN A PLURALITY OF SUB-KEYS FROM THE PRIMARY USER,
THE NUMBER OF SUB-KEYS BEING THE SAME AS THE NUMBER
OF USERS IN THE GROUP OF USERS, THE PLURALITY OF SUB-
KEYS BEING GENERATED BY SPLITTING THE TRANSACTION
KEY BY THE PRIMARY USER, AND THE PLURALITY OF SUB-
KEYS BEING ENCRYPTED WITH PUBLIC KEYS OF THE
RESPECTIVE USERS
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CACHE THE PLURALITY OF SUB-KEYS TO BE SENT TO THE
RESPECTIVE USERS

FIG. 4



WO 2020/065633 PCT/1B2019/058292

5/6

500 ~
504 502 506 508
USER DEVICE OF MANAGEMENT USER DEVICE OF USER DEVICE OF
PRIMARY USER DEVICE RESTORING USER FURTHER USER
D
3
fa”
)
>
14
)
INITIALIZATION o1 1>
OF USER
DEVICE OF @
PRIMARY USER fo”
P
> o2
'
L=
2
- I
S
INITIALIZATION ;
OF USER 5 B
DEVICE OF
FURTHER USER g
Lo
®
b
B
ﬁ 546.
5
B
=
______________________________ = S P
'
B
£
4
5
B
B
fo”
P
B
SPLITTING 1
TRANSACTION KEY @
>
By
i3
far”
B
o
70
B
574
6
B
=
L=
2
L=
8
84
RESTORING as6
TRANSACTION KEY ﬁ
g
e
B
L=
v A\

FIG. 5



WO 2020/065633 PCT/1B2019/058292

6/6
600
_— 601 602 603
CPU ROM RAM
< Y A /604 Y >
/O INTERFACE
y
_— 606 v 607 y 608 vy, — 609
INPUT OUTPUT STORAGE [ COMMUNICATIONE
UNIT UNIT UNIT UNIT

FIG. 6



