WD 02/ 075554 PCT/ US02/ 08436 - 1 POOL- BASED RESOURCE MANAGEMENT | N A DATA
NETWORK [ 01] The present invention relates to conmunication networks and,
in particWw@dyoreesevi ding an enhanced quality of service (Faafsobesse! ect ed
traffic flows within a network. [02] For network service providers, a key
consideration in network design and nmanagenent is the appropriate

all ocation of access capacity and network resources between traffic
originating fromnetwork service custoners and traffic originating from
outside the service provider's networks(e.g., fromthe Internet). This
consideration is particularly significant with respect to the traffic of
networ k custonmers whose subscription includes a Service Level Agreenent
(SLA) requiring the network service provider to provide a mninmm
comuni cati on bandwi dth or to guarantee a particular Quality of Service
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service provider to inplenent a network architecture and protocol that
achi eve a specified QS and that enforce adm ssion control to ensure
sufficient access capacity and network resources are available for
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the wel | - known Resource ReSerVation Protocol (RSVP) defined by | ETF RFC
2205 [R. Dinimum communication bandwidth or to guarantee a particular Quality of Sérvice (QoS)

for certain flows. Such service offerings require the network service provider to implement a
network architecture and protocol that achieve a specified QoS and that enforce admission
control to ensure sufficient access capacity and network resources are available for

customers.

[03] In Internet Protocol (IP) networks, a straightforward approach to achieving QoS and
implementing admission conﬁol comparable to that of connection-oriented network services,
such as voice or Asyﬁchronous Transfer Mode (ATM), is to emulate the same hop -by-hop
switching paradigm of signaling resource reservations for the flow of IP packets requiring
QoS. In fact, the IP signaling standard developed by the Internet Engineering Task Force
(IETF) for Integrated Services (Intserv or IS) adopts precisely this approach. As described in
IETF RFC 1633 [R. Branden et al., “Integrated Services in the Internet Axchitecture: an
Overview” June 1994], Intserv is a per-flow IP. QoS architecture that enables applications to
choose among multiple, controlled levels of delivery service for their data packets. To
support this capability, Intserv permits an application at a transmitter of a packet flow to use
.the well-known Resource ReSerVation Protocol (RSVP) defined by IETF RFC 2205 [R.

Branden et al., “Resource ReSerVation Protocol (RSVP) — Version 1 Functional



Branden et al., "Resource ReSerVation Protocol (RSVP) - Version 1

Functi onal WO 02/ 075554 PCT/ US02/ 08436 -2 Specification” Sept. 1997] to
initiate wwddxamsdshpat recei ves enhanced QS from network glanmgbssalong t he
path to a receiver of the packet flow [041 RSVP is a QoS signaling
protocol on the control plane of network devices that is  utilized to
request resources for a sinplex flows (i.e., RSVP requests resources for a
unidirectional flow). RSVP does not have routing functions, but is instead
designed to operate with unicast and nylticast routing protocols to ensure
QS for those packets that are forwarded in accordance with routing (i.e.,
RSVP consults the forwarding table (as populated by routing) in order to
deci de the downstreaminterface on wh ich policy and adm ssion control for
QS are applied). [051. Figure 1 is a block diagramof an Intserv nodal
processi ngheb@dehont’NSdpt U997 26 SnfBMéPa o ACRI8MSCRBhhdte AT HBRC BetWolih RFC
2205. As illustrated, a transmtting host 100 executes an application 104,
whi ch traﬁ@n@ﬁ%ﬂ@@iﬁm@émgoarvﬁﬁ@baﬂgspwﬁbhﬂ¢%n or voice -over-1P (VolP))

t hat reqU|res a hlgher QS than the "best effort” QoS generally accorded
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each packentroldbeQaS pecippliedychedul er 114, which actually achi eves the QoS
required for each flowin accordance with the packet classification
perfor rred by packet. classifier 112. [071 To_ initiate an RSVP session,
appl i cat I8 18U8yrednis fi Hleckdigsaarmy Oifrégé%iéf‘é" Dol PFPopssing model that utilizes RSVP

to achieve QoS in accordance with RFC 2205. As illustrated, a transmitting host 100

executes an application 104, which transmits data (e.g., video distribution or voice -over-IP
(VoIP)) that requires a higher QoS than the “best effort” QoS generally accorded Internet
traffic. Between transmitting host 100 and a receiving host 118 are coupled one or more

additional nodes, such as router 102, which implements a routing process 116.

[06] In the control plane, each network node includes an RSVP process 106 that supports
inter-node communication of RSVP messages, a policy control block 108 that determines if a
user has administrative permission to make a resource reservation for an enhanced QoS flow,

and an admission control block 110 that determines whether or not the node has sufficient
outgoing bandwidth to supply the requested QoS. In the data plane, each node further

includes a packet classifier 112, which identifies pa:ckets of a flow and determines the QoS
class for each packet, and a packet scheduler 114, which actually achieves the QoS required

for each flow in accordance with the packet classification performed by packet classifier 112.

[07] To initiate an RSVP session, application 104 transmits a PATH message, which is
sequentially passed to the RSVP process 106 at each node between transmitting host 100 and



sequentially passed to the RSVP process 106 at each node between
transmtting host 100 and WD 02/ 075554 PCT/ US02/ 08436 -3 receiving host
118. Alt hewghydgzsgpsm tting host 100 initiates the RSVP sesgimomso2ogl€i Vi ng
host 118 is responsible for, requesting a specified QS for the session by
sending a RESV nessage containing a QS request to each network node al ong
the reverse path between receiving host 118 and transmtting host 100. In
response to the. receipt of the RESV nessage, each RSVP process 106 passes
the reservation request to its |ocal p_o%j cy control nodule 108 and

adm ssion control block 110. As noted above, policy control block 108

det erm nes whet her the user has admnistrative permssion to nake the
reservation, and adm ssion control bl ock 110 determ nes whet her the node

has sufficient available resources (i.e., downstream|link bandwi dth) to
supply t n@ceﬁﬁﬂgﬁ@éteﬁsQo§nhnghtt%E}nﬁ{$§h§st m%ﬁﬁteétth@kbw%m heds
transmtting host recel ving host 118, each RSVP process$ 106 sets
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i ntensive RSVP processing that is required at each network node.
parti cul deterrREvP V\rhétmr rﬂ@s uﬁf@ rhars | admimSudivs i npraishion to pagke- the gegervation, and
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conparabl e to that of tel.epho ing and r res a hj
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recogni tion of the scalability and other problems associated wth
i npl enentQagg apg RSVP process 106" at transmitting host 100 notifies application 104 that the
requested QoS has been granted. If, on the other hand, either check fails at any node in the
path, RSVP process 106 at transmitting host 100 returns an error notification to the

application 104.

[08] Although conceptually very simpie, Intserv QoS provisioning has limited scalability
because of the computationally intensive RSVP processing that is required at each network
node. In particular, RSVP requires per-flow RSVP signaling, per -flow classification, per-
flow policing/shaping, per-flow resource management, and the periodic refreshing of the soft
state information per flow. Consequently, the processing required by Intserv RSVP signaling

is comparable to that of telephone or ATM signaling and requires a high performance (i.e.,
expensive) proceésor component within each IP router to ha ndle the extensive proceséing h

required by such signaling.

[09] In recognition of the scalability and other problems associated with implementing IP
QoS utilizing conventional Intserv RSVP signaling, the IETF promulgated the Differentiated
Services (Diffserv or DS) protocol defined in RFC 2475 [S. Blake et al., “An Architecture for
Differentiated Services” Dec. 1998]]. Diffserv is an IP QoS architecture that achieves



QS utilizing conventional Intserv RSVP signaling, the | ETF pronul gated the
Differentiated Services (Diffserv or DS) protocol defined in RFC 2475 [S.
Bl ake et @loo207834Architecture for Differentiated Servi cag'r/i6/0s45898]] .
Diffserv is an IP QoS architecture that achi eves WO 02/ 075554

PCT/ US02/ 08436 - 4 scalability by conveying an aggregate traffic
classification within a DS field (e.g., the IPv4 Type of Service (TOS)
byte or I1Pv6 traffic class byte) of each |IP-layer packet header. The first
six bits of the DS field encode a Diffsgrv Code Point (DSCP) that requests
a specific «class of service or Per Hop Behavior (PHB) for the packet at
each node along its path within a Diffserv domain. [101 In a Diffserv
dormai n, network resources are allocated to packet flows in accordance wth
service provisioning policies, which govern DSCP nmarking and traffic
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and/ or naarlgjifggrv%ach.lP packet's header. [111 As described in RFC 2998 [Y.
Bernet et®al oo R umewor k for Integrated Services Operation over

Di ffserv Networks" Nov. 2000] and as illustrated in Figure 2, Integrated
Servi ces [ggin hg ai DpfsERRIBRE, Q¥éBForR rddblit ey £8%hi18884 1S9aVict EBWI ¢BEddrdahbe t he

network nodel jllustrated.in Figure 2, edge routers (ERs) 120, 128 connect
| nt egr at e¥thsssrvice @sovigioping pobicisy, orkieh Bavesn (HYEP sieking and thfimdendjtioning er s

(BRs) 12 by r f?i) %thﬁjc uni directi I
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120 and howkidgrandr cotditionlif® cpemtibabakbel] bERmiplermadeBRnlXat IRifpact hatebyk, at
the transmfit.er i ngress_ side,. .and e router 128 and_ boundary router
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si de. receiver to establish a flow having a specified QoS, Diffserv enables an ingress boundary

router to provide the QoS to aggregated flows simply by examining and/or marking each IP

packet’s header.

[11] As descn'be;d in RFC 2998 [Y. Bernet et al., “A Framework for Integrated Services
Operation over Diffserv Networks” Nov. 2000] and as illustrated in Figure 2, Integrated
Services can be implemented over a Differentiated Services domain. In the network model
illustrated in Figure 2, edge routers (ERs) 120, 128 connect Integrated Services-aware
cuétomer LANSs (not shown) to boundary routers (BRs) 122, 126 of a Diffserv network 124.
To reflect a unidirectional traffic flow from LAN-TX (transmitting) to LAN-RX (receiving),
edge router 120 and boundary router 122 are labeled ER-TX and BR-TX, respectively, at the
transmitter or ingress side, and edge router 128 and boundary router 126 are labeled ER-RX

and BR-RX, respectively, at the receiver or egress side.

[12]  Viewed logically, each of routers 120, 122, 126 and 128 has control and data planes,
which are respectively depicted in the upper and lower halves of each router. The data plane
includes all of the conventional hardware components in the forwarding path of the router

(e.g., interface cards and switching fabric), and the control plane includes control hard ware



[1.21 Viewed logically, each of routers 120, 122, 126 and 128 has control
and data planes, which are respectively depicted in the upper and | ower
hal ves of wep@h7sssyt er. The data plane includes all of thecaakiensizenal

har dwar e conponents in the forwarding path of the router (e.g., interface
cards and switching fabric), and the control plane includes control hard
ware WO 02/ 075554 PCT/ US02/08436 -5 (e.g., a control processor) and
control software (e.g., routing, signaling and protocol stacks) that
support and direct the operation of thecdata plane. [13) In'the data pl ane,
packets are marked by data plane 120b of ER-TX 120 with the appropriate
DSCP (e.g., based upon the Intserv 5-tuple of source address, destination
address, protocol id, source 'port and destination port) and forwarded to
D ffserv network 124. The packets are then solely Di.ffserv forwarded
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policies inplenented in policy decision points (PDPs) 130a, 130b. In ER-TX
120, control plane 120a perfornms Intserv per-flow classification and
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control - LAN- BR- RX 1 perfornms adm ssion control_ for the |ink
bet ween iTPersf 1%gncEQZthzlgysegRquaggszfacmg edge routers 120, 128 manage RSVP

signaling, perform Intserv policy and admission control functions, and mainta in per-flow
state with path state blocks and reservation state blocks. Control plane 128a of ER-RX 128
performs Intserv per-flow shaping before outgoing packets are forwarded to LAN -RX.

[14]  As discussed above, before sending a traffic flow, a transmitting host in LAN-TX
initiates a RSVP PATH message. When the receiving host in LAN-RX receives the PATH
message, the receiving host returns a RESV message along the reverse data path to request
reservation of resources to provide the desired QoS. After receiving the RESV message,
each intermediate router having an Intserv control plane performs admission control for only
its downstream link. Thus, ER-RX 128 performs admission control for LAN-RX, BR- RX
126 performs admission control for the link between itself and ER-RX 128, BR-TX 122
performs admission control for the path across Diffserv network 124 to BR-RX 126, and ER-
TX 120 performs admission control for the link between itself and BR -TX 122. The RSVP
admission control process verifies resource availability on each link and accordingly adjusts

the remaining resource count for the link.



perfornms adm ssion control for the path across Diffserv network 124 to
BR-RX 126, and ER- TX 120 perforns adm ssion control for the |ink between
itsel f angdBf3/0735%4122. The RSVP adm ssion control procesecardobingsSe
resource availability on each |ink and accordingly adjusts the renaining
resource count for the |ink. WO 02/075554 PCT/US02/ 08436 - 6 [151 Although
I ntserv per-flow adm ssion control is perforned on the control plane, the
actual delivery of QoS for a traffic flowis acconplished on the data
plane. ER-TX 120 performs Intserv opergtions (i.e., per-flow
classification, per-flow policing, and per-flow DSCP marking) on data
packets received at its Intserv input interface (ISIN. At the Diffserv
output interface (DS QUT) of ER-TX 120, data packets are identified and
cl ass- based queued based on only their DSCP val ues. BR- TX 122 then

performs I]IQS‘I - CARSough RS RS DA ad8AGIbnCeRHENR peforthéd oh MRWonirbE Sada G (DS
IN) and class -based queuing at its output interface (DS OUT). At BR-RX
126, no cstehdelbrery of Ezqsf o eelgatéie flomeisi svpemplished phdbe ditpPplaneN)ER-dRd 120
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[16] Although the Diffserv standard improves upon Intserv’s scalability by replacing
Intserv’s processing-intensive signaling in the Diffserv domain with a'six'nple class-based
processing, implementation of the Diffserv protocol introducqs a different problem. In
particular, because Diffserv allows host mwﬁng of the service class, a Diffserv network
customer link (e.g., the outgoing link of BR-RX 126) can experience a Denial of Service
(DoS) attack if a number of hosts send packets to that link with the DS field set to a high

priority.

[17] Furthermore, despite some improvements in scalability within the Diffserv domain,
Intserv admission control utilizing RSVP still.réquires per-flow state installation, per -flow
state refreshment, per-flow traffic management and resource reservation on each edge and
boundary router of a service provider’s networks. Because boundary routers process
-thousands of traffic flows as network aggregation points, many vendors’ boundary. routérs
cannot install flow state for such a large number of flows. As a result, RSVP per-flow

admission control has been rarely implemented and supported By router vendors. Thus,



state refreshnent, per-flow traffic nmanagenent and resource reservation on
each edge and boundary router of a service provider's networks. Because
boundary weusa@ssspr ocess thousands of traffic flows as naicwardo2e9QEegat i on
poi nts, many vendors' boundary routers cannot install flow state for such
a large nunber of flows. As a result, RSVP per-flow adm ssion control has
been rarely inplenented and supported by router vendors. Thus, WO 02/ 075554
PCT/ US02/ 08436 -7 conventional Intserv per-flow adm ssion control using
RSVP remai ns undesirable due to its lack of scalability. [18] The present

i nvention addresses the foregoing and additional shortcomngs in the prior
art by introducing an inproved nethod, apparatus and system for performng
adm ssion control. [19] In accordance with one enbodi nent .of the

i nvention, a network systemof the present invention includes at |least a
first r OLHoﬁ{rerﬁBQal%ﬁé‘zQ/% floRUAREis SR B8] hen@RSYPSemBRRuhdddkalo duP gy M ¢
data flow fromthe first router to the second router across the upstream

| i nk. Thdacksefseslebilityut er incl udes a control plane and a data pl ane having
an input port coupled to the wupstream!link and an output port connectable
to a downstream link. The control plane includes a virtual pool having a
capaci ty [¢8ir r hpomndieng inventon edivessesethe dpmegobing il ddd@iohalr ﬂiortcaminge in @ied an

adm ssion control. function, response to a reguest gserve resources
for o ¢ IRGi BH PaiTPEHEE AP B ERPS pbites HELDSRE o PO RGO o ¢
t he adn1&§mgﬂ_cqntrol function perforns adm ssion control for the upstream

link by reference to resource availability. within the virtual pool. In one
enbodi ment, the request is a request to reserve resources for an

I nt egrat ggﬁur o g{ 'a&%?dafmlsé) WltP %HQ fﬁl?(gdé‘r?lg_@g)glt m%ntltoﬁ ea }{ét(v%}'kagys Rloclf tﬁeﬁ%r%geif ond S

are capacl t ervi ces’service c
t he fi r stinventibe rnch{dzs)]at llédsilatﬁmhmhteolajl@atssqonﬂealutw @sipledrid aadlpardaaglaﬂc of t he

present LovSTLIRYA  RSCOTE, RPar Dl Lramne Lollow padetgLledyr ten
i nvent i onednd r&@br MmOkuldBs h Bokth? plane and a data plane having an 1nput port coupled to the
upstream link and an output port connectable to a downstream link. The control plane
includes a virtual pool having a capacity corresponding to a resource capacity of the first
router and an admission control function. In response to a request to reserve resources for a
flow through the data plane from the input port to the output port, the admission control
function performs admission control for the upstream link by reference to resource
availability within the virtual pool. ‘In one embodiment, the request is a request to reserve
resources for an Integrated Services flow, and the capacity of the virtual pool corresponds to

a resource capacity of a Integrated Services service class supported by the first router.

[20]  Additional objects, features, and advantages of the present invention will become

apparent from the following detailed written description.

[21] The novel features believed characteristic of the invention are set forth in the
appended claims. The invention itself however, as well as a preferred mode of use, further
objects and advantages thereof, will best be understood by reference to the following detailed
description of an illustrative embodiment when read in conjunction with the accompanying

drawings, wherein:



appended cl ains. The invention itself however, as well as a preferred node
of use, further objects and advantages thereof, w |l best be understood by
r ef er encewigio2ihgsshiol | owi ng detail ed description of an il lpstgabioyBe

enbodi ment when read in conjunction with the acconpanying draw ngs,
wherein: WD 02/ 075554 PCT/US02/08436 - 8 [22] Figure 1 depicts a

conventional Integrated Services (Intserv) nodal processing nodel in which
per-flow QoS is achieved utilizing RSVP signaling in accordance with RFC
2205; [23] Figure 2 illustrates -a conyentional network nodel in which

Inte grated Services (Intserv) are inplemented over a Differentiated
Services (Diffserv) domain in accordance wth RFC 2998; [24] Figure 3 is a
hi gh-1 evel network nodel that, in accordance with a preferred enbodinent

of the present invention, inplenments Intserv ove r a Diffserv domain while
elimnating Intserv processing in the boundary routers of the Diffserv

domai n; [[35] Figieer depfideh HebiRhEMaONRARENGEVRY, HIsGH) hite pREakivERRIge

rout er of traff l'ow can identified wthin the network nodel of

Fi gure 3,1n,m$]h HErgiweQ@S 1sychleﬂqﬁrléllldélgéiﬂ\élﬂ81§m@mg ighesgrdanseofitteaRFE 2A6%I t t i ng
edge router in accordance wth a preferred enbodi nent of the present

i nventi on;,. 27%]. Fi gur. i nor e..detai | ed, bl ock .di agr ei.vi ng
boundarnggutﬁbggﬁﬂy]ﬁggﬁ*V| ﬁogﬁang@dF@?m#hm'iﬁdpd%ﬂ%ﬁqaﬁﬁﬁgg{§F@?%?red
embodi menint@hv)t fie ippeeRAtedi dee At DBRTentihi28]S ehigsr iffserd) dnkMi® &K acioadmagn of
an exenpl ary server conputer systemthat nmay be wutilized to inplenent a
Pol i cy DettlERER 2B8%:nt (PDP) in accordance with a preferred enbodi nent of
the present invention; [29] Figure 8A depicts a preferred nethod of
instal |'i nggpol S10 oy} e ecej v

toutor clPine Mg 0R, 7 HEERVY B R snhdh cloaBilthck i ) MefeldF
preferredmﬂvdhmdn@ﬁthﬂ$MahM|m@mmthumdgnaﬂsdnmawemmumgIhﬁbuﬂdbnmnrmmﬂer and

recei vi n%hglcllgaet‘mg ?ﬁ!ttsgr(' pllorg:esrs1ens eboundary ?oe\"lrté/rls &Fine %df’%éew dome(ljm

[25] Figure 4 illustrates one method by which the receiving edge router of a traffic flow
can be identified within the network model of Figure 3;

[26] Figure 5 is a more detailed block diagram of a transmitting edge router in accordance

with a preferred embodiment of the present invention;

[27] Figure 6 is a more detailed block diagram of a receiving boundary router and

receiving edge router in accordance with a pre ferred embodiment of the present invention;

[28] Figure 7 is a block diagram of an exemplary server computer system that may be
utilized to implement a Policy Decision Point (PDP) in accordance with a preferred

embodiment of the present invention;

[29] Figure 8A depicts a preferred method of iﬁstalling policies on a receiving boundary

router and receiving edge router during service initialization;

[30] Figure 8B illustrates a preferred method of installing policies on a receiving

boundary router and receiving edge router in response to a service update; and



WO 02/ 075554 PCT/ US02/08436 - 9 [31] Figure 8C depicts a preferred nethod
of policy synchronization followng a direct service update to a receiving
boundary weu2psssh. Network Model Overview [32] Wth ref ergiggsoaggdzpe to the
figures and, in particular, with reference to Figure 3, there is depicted
a high level block diagramof an scal abl e network nodel that provides
enhanced Q@S to selected traffic by inplenenting edge -based Intserv over a
Diffserv domain in accordance with the present invention. Specifically, as
described in detail below, the illustragted network nodel inproves network
scalability by elimnating Intserv per- flow adm ssion control from
network devices in the Diffserv domain using a nmechani smthat maps
per-fl ow bandwi dth requirenments to cl ass-based resource pools for resource
reservation and nmanagenent. For ease of understanding, Figure 3 enploys

the same [Mdgei Futé 8€nr$dﬁ$[dtst eiprdaded shathad RIf pBREE SRthehizRANRIINIALd Afect
utilized in Fig [33]. In Figure 3, Integrated Services-aware LAN TX
and LAN—R%?“ﬁﬁﬁ%%“ﬂﬁfr@&@ﬁngkﬂﬁﬁﬁWﬁo @he or nore hosts, are connected to
custoner prenises equi pnent (CPE) edge routers (ERs) 150, 158. Edge
routers 150, 158 are in turn coupled by access networks (e.g., L2 access
netmorks)lto beimeds Yodeldeargiey BRs) 152, 156 of Diffserv network 124. The
net wor k E%IV|%@hpmﬁvmmemgmmmbnbudﬁmuﬁomﬁﬁnspﬂﬂﬂnmlﬁﬂhxiﬁﬁmﬁad)ﬂﬁguﬁﬂﬂ

installs dnlss on r poljcies 150, 152, 6 and
utilizi ngt%(e_)lﬁe 0 ep’r’CrBe éﬁ%sleigdblo‘ﬁ%g Pf yay ﬁ@al{aﬂ? Setwgs F‘ﬁ’&?la ROV %
net wor k n@atiehcedQds @yElectdd AR Wy limplbiicitih®6ddeoRakd InHe?vf §ef a D@ BMRin
transmtting hosts in LANNTX to receiving hosts in RX. As 1s typical,

such conmiirceaidarss Yih ghe peses|ijvessarucipseilioe Ly, | i %@eﬂayéie@d priowothel
ar chi t eCtih@raidy ndofb R BHAVEE AbewloRY SEatkiitity "ICRARARRD: HhusbNepdll HOST
erred enbo |%En$,

| ayer and | ower |ayer protocofs one pre
comuni ¢ aadmossi@muinbykiroth ecwairk déncesmn thetRiffeat dBmeihasiop ahdeharidm tHaheapet wor k

| evel , mhlc ds to L SO oSl Internatlona
o gant zadt oo b IRRER P eR 5 Rediostd oo s e oGt Partive b
nmodel . Abawegtientn Eovedsk of @ydRFstanding, Figure 3 employs the same receiver/transmitter and

data plane/control plane notation utilized in Figure?2 .

[33] In Figure 3, Integrated Services-aware LAN-TX and LAN-RX, which may each
contain one or more hosts, are connected to customer premises equipment (CPE) edge routers
(ERs) 150, 158. Edge routers 150, 158 are in turn coupled by access networks (e.g., L2
access networks) to boundary routers (BRs) 152, 156 of Diffserv network 124. The network
service provider configures routers 150, 152, 156 and 158 and installs admission control and

other policies on 150, 152, 156 and 158 ﬁtilizing one or more PDPs 160.

[34]  Utilizing this configuration, the network model of Figure 3 supports unidirectional
traffic flow from transmitting hosts in LAN-TX to receiving hosts in LAN- RX. As is typical,
such communication is preferably conducted utilizing a layered protocol architecture in
which each protoco(l layer is independent of the higher layer and lower layer protocols. In
one preferred embodiment, communication employs the well-known Internet Protocol (IP) at
the network level, which corresponds to Layer 3 of the ISO/OSI (International Organization

for Standardization/Open Systems Interconnect) reference model. Above the network layer,



WO 02/ 075554 PCT/ US02/ 08436 -10 communi cation may enploy TCP (Transm ssion
Control Protocol) or UDP (User Datagram Protocol) in the transfer |ayer
corr espongligg/sssihayer 4 of the OSI/ I SO reference nodel . [pajudbeyget he
transfer layer, comunication may enploy any of a nunber of different
protocols, as determned in part by the required QoS and other requirenents
of a flow For exanple, the International Tel econmunication Union (ITU)

H. 323 protocol and the IETF Session Initiation Protocol (SIP) are comonly
utilized to provide signaling for voicegy,video, nmultinmedia and other types
of enhanced QoS sessions over an |IP network. As an end -to-end protocol,

SI P advant ageously permts the end nodes with the capability to control

call processing utilizing various call features (e.g., Find-ne/Follow
-nme). [36] In contrast to the prior art network nodel illustrated in Figure

2, whi ch dogghifi@Sioa inayl &hsi6y TOPATEdrehifioa TontrbEPRroRREN) @F WDH UL D¥tagram
processing in at |east each edge and Diffserv boundary.router, the network

model i | | Rfgtoral) authe trapsfeimeer sorresppnding toyliysict of the OSHED rrfetspeymodsd. t he

extrene edge of the network, that is, on network-nmanaged CPE edge routers

150, 158.;3x;Thu il t i di I |__packet fl ow, e
routers 1‘%8], fg%o v%)cehﬁ? })r?%féfrnl% %""Z’r {;/O%Ig1 %{dgisogor%%g (E)I%&& glangtoif i nzulmr? gep %Q}E{%gent
si gnal i ngrotocqls, o idderminkdic eat @ thef etuised Qevaskotherf requitendoAbd-ob$ flaw LA RX.

Because edge youte 150, 1 erformlntserv 1.ssion control for
Di ffserv % r el%‘ierfmaq?&alaiéﬁ‘%%mf‘?ﬁ’ton RRES Q&&T réSé\%PROt‘i‘S’ apd, dhen i wel |
traffic REGbOREELDL PrébOEIFSID aROcdr@Bnly AtilizHa 16 PR deahaRst ol voiB@ video,

adm ssion control for Diffserv network 154. Consequently, in accordance
wi th t he PrlEgsdie and piher bipes ofemhancstl QaSesessinms ever andP nefvcirk.e Ay an endeioend 54,

i ncludin d 56,4an ' ] e o) [;S,.14 S
requi redqztrggﬁaavgf%r?a?ﬁt%%&% re1t r(% ﬂ%l %lr?g?&%é L{?l%?%:ea? ?@8%]?}’ rt(;efcg%ng%c%an
nuner al s pt&@ssimgnekiliZiGavarioGo cedefaterds (g .g., Bmdnd#Fellovoutedr s 152 and 156 can be

significantly sinplified to pronote enhanced scalability of the service

ooV der BBt ke 3 o ETLS L AVA AgeUe L L cption L1,

nodi fi cattheas dodtrbhflaf® M@ Hetomd Idtdth® @Foted3BYn at least each edge and Diffserv
boundary router, the network model illustrated in Figure 2 employs Intserv processing only
at the extreme edge of the network, that is, on ‘network—managed CPE edge routers 150, 158.
Thus, for the illustrated unidirectional packet flow, edge routers 150, 158 perform Intserv
admission control utilizing RSVP signaling to provide enhanced QoS for a flow sent from
LAN-TX to LAN-RX. Because edge routers 150, 158 perform Intserv admission control for
Diffserv network 154 (and assuming that Diffserv network 154 has been well traffic
engineered), there is no need to implement any additional admission control for Diffserv
network 154. Consequently, in accordance with the present invention, none of the routers in
Diffserv network 154, including boundary routers 152, 156 and unillustrated core Touters, is
required to have an Intserv control plane, as indicated at reference numerals 152a and 156a.
Consequently, boundary routers 152 and 156 can be significantly simplified to promote

enhanced scalability of the service provider network.

[371 To achieve this advantageous simplification in boundary routers 152, 156, the
network model of Figure 3 implements modifications to the conventional Intserv RSVP

signaling model, which, as described above, always performs symmetric processing at each



signal i ng nodel, which, as described above, always perfornms symetric
processi ng at each WO 02/ 075554 PCT/ US02/ 08436 -11 node to perform

adm ssi onweploreds4f or the downstream link. I n the network praggdoziosdssist r at ed
in Figure 3, the RSVP RESV nessage returned by the receiving host is
processed only by the Intserv control planes 150a, 158a of edge routers
150, 158, which verify the availability of the requested resources and
adj ust resource counts accordingly. In particular, Intserv control plane
150a of ER-TX 150 perforns downstream ggm ssion control for the |ink
between itself and BR-TX 152. Intserv control plane 158a of ER-RX 158,
however, perfornms adm ssion control not only for its downstreamli nk
(i.e., LANNRX), but also for the wupstreamlink itself and BR- RX 156
because boundary routers 152, 156 are not RSVP -aware. [38] Although

concept uabliytogdee@a tadmistiod cBRk N6 KheBERhsuSRaWAK] M fileGidfvrorB nfdas] iBustiakaber
of non-trivial challen&gs t hat nmust be addressed in order to obtain

oper at i v Kiguge Sk the; RpY B it \amessase renyped Ry Hisl 1eceiyiag fogds prsessert peidly
Intserv RMRehARAkLNHahes RO RIA FRlige %%xte?ﬁ?gb q%@ R v v&quvtﬁgmmhw

mechani smis provi ded to i nf ot m ER- recei vi ng
rout er amf thestqueshet efsoureespard adjnstadsoussi muntscmtmdingf;or In tpsrticyst, rle@anvl | nk

wi t hany CON R fodPEER B B0 mE et el AR ontpr el i Tk

avai | abi betneedfitstiieand PBREERM 32, NKnik@t conhblC Plagdinmssai GNERORKT HI8, AeSlevhre
performed. Moreover, RFC 2998 (and the art generally) does not prOV|de any

gui danc e PPEaSdREsSHE\FOREO} I}%Pélbfefﬁlt itpylqvinseap ik S LANESOnbtdlsegonthe ER- TX
150 and, bQTeQﬁlrlhﬂ{q{éEﬁ%?d ﬁgegxq% bl BRREAAD WouliSs 8P, 158t 5Lt KhASSEarel ©

D ffserv asses erred solutions to these and ot her Issues concer ni ng
an i nplenentation of the network nodel shown in Figure 3 are described. in
detail béIgw. Aﬂthoummpm@lylidi@nﬁdﬂs mtwbﬂkembdeﬂ ishcami on FiBa} 3Res arnu'm’mgr now

i ‘ Wwhich an e

to Figur t her depi d one fer qﬁ

outer. ShohrdtrarekdierEl el GLhar iR T it uar i e

router. fplehentdedisCred exa@ﬁ% dbtdige SHOBRIONGL InBAGRSVP biBLalkdSd §imhetkiodNs,

edge routers 150, 158 and_ boundary_ routers
at each node, no conventional mechanism is provided to inform ER-RX 156 that it is the

“receiving” edge router and must therefore perform admission control for its upstream link.

In addition, conventional Intserv RSVP signaling does not provide ER-RX 156 with any
information regarding the resource capacity and resource availability of the upstream link for
which admission control must be performed. Moreover, RFC 2998 (ahd the art generally)
does not provide any guidance regarding how to implement Diffserv/Intserv interworking at
ER-TX 150 aﬁd, in particular, does not disclose how to map Intserv classes to Diffserv
classes. Preferred solutions to these and other issues concerning an implementation of the

network model shown in Figure 3 are described in detail below.

1L Receiving Edge Router Identification

| [39] Refeﬁing now to Figure 4, there is depicted one preferred method by which an edge
router, such as.ER-RX 158, can determine that it is the receiving edge router. In the depicted
operating scenario, each of the customer LANS, edge routers 150, 158 and boundary routers
152, 156 has a different IP address, and the customer LANs coupled t? ER-RX 158 are each
assigned an IP address that is a subnet of the IP address assigned to ER-RX 158.



152, 156 has a different |IP address, and the customer LANs coupled to ER RX
158 are each assigned an |IP address that is a subnet of the |IP address
assi gned wo RR75%4158. WO 02/ 075554 PCT/ US02/ 08436 - 12 [ 4Qr/és20ei3ed
above, a transmitting host in LANTX initiates an enhanced QS session

with a receiving host in LANNRX by transm tting an RSVP PATH nessage. Based
upon the destination address (DestAddress) specified in the PATH nessage,
which in the illustrated exanple is a.b.p.d, the PATH nessage is routed to
across Diffserv network 154 to LAN-RX _{5ln response to the PATH nessage,
the receiving host transmts an RSVP RE%V message containing a SESSI ON

obj ect that specifies the destination address. Upon receipt of the RESV
nessage, the RSVP process in Intserv control plane 158a of ER-RX 158 can
determ ne whether ER-RX 158 is the receiving edge router by conparing the

destinatijag] aKdn@s® abbiel atth@sthittimURetin BAN-EXSinRfate8 a6 enBidcag dess3ber
LANs. If and only if the destination address falls into one of its

at t ached "iths? seaiving ipseinl ANRRRy remmifting s RIVP PATHmessagsc Sagadnipoa diege
router fq I 1 C r d - r: i RESV
message hae\S/tiFu{r%gog ag%%%sl géls%dé%g e gﬁ? g.(lp %r?tnhs est Fln%as% %n&glgg rngglgé ié{tl.%%.rage.dd, ,
ER- RX 15&xakplevs a.bipad, the PATHthessage ceioviadgo edges Diffseernesvark el3dhe LIAN-RHr ess

f LAN - i.e., a,b.p.d) i | P_sub d f 4. ER- RX
U551 her adPEORE PorRI I T caSy iR deR e Srit gy o Aenh, BESV ek 1 or
t he enhaneedini®Sa IIBRNIONAddjedhl thAiayedifiéshihe depiidaaen Qfidheste NUbbY kddgipt BE the

recei ving edge router has _the advantage of si rrplicitb%/, it requires that
each dest iBFFsagge s RS e Prgogssains ilpaY contrelhplape c 1287 plg ERIRX 1% weRr ' S

| P addre i W_ ' y LGhi -t hi i CLi ' i.rabl e,
al ter nat ?%tgnhﬂnlgt‘?\%g S 0 ?%egltg?%/?ﬁ\s@%ﬁglngggg? \%‘lﬁ%%l% d%(lérﬁ cl)iﬁl é?gtr(rigﬁﬁg{é(;@
enpl oyed.adfiess withrth¢ éP sabnet dddess b ehchadtpvhddncud®immi ILAWS h Iff esipedy if theFi gur e

6, the r i vi.n qger ut er nay.. %ht rnativel ei%g{]%g' g“thro,uhan
Bige ol (e PHBRE RSB et ds R Btr eyl PR 45 atpntd sy
PDPs 160 .thel fee6i®ingOddgé otkat forsthé waifiyy 86w S Ioe ickympleewhén FRE RX 858R5ei0és 4 P
addresses for which a.router is the recejiving edge router.
V message having a SESSION object containing destination address a.b.p.d, ER-RX 158
knows that it is the receiving edge router since the IP address of LAN -RX (i.e., a.b.p.d) is an
" IP subnet address of a.b.p.0/24. ER-RX 158 therefore performs Intserv admission control for

its upstream link for the enhanced QoS flow.

[41]  Although this method of idéntifying the receiving edge router has the advantage of
simplicity, it requires that each destination address specify a subnet of the receiving edge
router’s IP address. In implementations in which this restriction is not desirable, alternative
methods of identifying the receiving edge router may be employed. For example, as
described below in detail with respect to Figure 6, the receiving edge router may
alternatively be identified through an Edge Point Identification table configured on edge
routers 150, 158 by PDPs 160. These policy data structures specify one or more ranges of IP

addresses for which a router is the receiving edge router.



WD 02/ 075554 PCT/ US02/ 08436 -13- 111. Resource Managenent [42] To track
resource availability (including the resource availability utiIized to
perform yrslBaeE, adm ssion control), each Intserv -aware#gaﬁﬁ

mai ntai ns a separate or shared virtual pool in its control plane Por each
Intserv class, where each virtual pool represents the resource
availability for the associated Intserv class(es) on a |link for which the
router perfornms adm ssion control. Wenever an edge router receives an
RSVP RESV nessage, the edge router perforns adnm ssion control on the |ink
by checki ng the requested bandw dth a&ginst the appropriate virtual pool
to determne resource availability in the requested Intserv class. If the
virtual pool indicates the requested bandwidth is |ess than the avail able
bandw dth, the reservation request is approved and the reservabl e resources
of virtu po by the anmount of reserved bandwi dth. If,
however , 61%Ihe ?ggﬂgégg%ﬁagﬁgﬁfdth exceeds the virtual pool's avail able
bandwi dt H42lhe TQoBackegsrmste dveilaheliiy echcljdd®] thé ndserrne lakziihgililmemi\Md td berfdrnt serv

adm ssi on contro and Diffserv a plane functions. js ach

RS 0c: ar BTG peeioh Coo, et BlerPrIRg B e rrirlfis derbt i Sboreth
control vidnid pbblen liRGos@bl pmaiﬁqeﬁee@fmﬁt@w @1aky, whlefd @R Virful f&l rdfRésents the

cl ass-based QoS on the data pl ane. partlcular each Intserv class is

uni quel y TesouEse; apdabilibt Foroe assngiasid W@fﬁé chissey epty 2| léréq &l Whlthéb% TOWRRNevVer
like the %fﬁ&&@%dﬁﬂ%@&?cdﬁhjo 'Wﬁgletv?x ﬂxeédgg é&%’céﬂ%ée?\;e\é 2B REVPSR BN E lthe

separ at e Progica queue can be T npl enente each one or nDre ‘ntserv
cl asses, edgfd rane pesforms radmiisspincantroluen tlisa kindy b ehequpigeﬂre ne@ustad baivbridtt

e PG SRR St P e B S bl B

pool s t hatassrayifbae i\rmﬁa&r@m afdivated it tdqaemuaﬁﬂwdtame 1es1;gﬂlaﬁ ald eksiladbfe a

service %rOV|der etwork. WD 02/ 075554 PCT/ US02/ 08436 -14
andwidth, the reservatlon request 1s approved and the reservable resources of virtual pool

are reduced by the amount of reserved bandwidth. If, however, the requested bandwidth

exceeds the virtual pool’s available bandwidth the QoS request is denied.

[43] Interworking between the Intserv admission control and Diffserv data plane functions
is achieved by association of the virtual pools utilized to perform Intserv admission control
with the logical queues employed by Diffserv to deliver class-based QoS on the data plane.
In particular, each Intserv class is uniquely associated with one and only one Diffserv logical
queue. However, like the virtual pools utilized to perform Intserv admission conmtrol, a
separate logical queue can be implemented for each of one or more Intserv classes, and one
or more logical queues may be implemented as shared queues that are associated with

multiple Intserv classes.

[44] Table I below summarizes the possible combinations of logical queues and virtual
pools that may be implemented within the boundary and edge routers of a service provider

network.



Table I Virtual pool Logical Queue Separate Shared Separate Case 1 Not
Applicable Shared Case 3 Case 2 [45] As shown in Table I three cases are
possi bl e: wgrparadsg virtual pools with separate |ogical (nﬁgﬁﬁed
virtual pools wth shared |ogi cal queues, and separate V|rtua 00 W th
shared | ogi cal queues. The case of a.virtual pool shared by nultlple
Intserv classes is not applicable to an inplenentati on having separate

| ogi cal queues for each Intserv class, since no virtual pool information
woul d be available on an individual clggs basis. Inportantly, boundary and
edge routers in the same network may be configured to concurrently

i npl ement different cases, as long as marking is correctly perfornmed . [46]
Wth reference nowto Figures 5 and 6, there are depicted nore detailed

bl ock diagranms of edge and boundary routers of the network nodel of Figure
3 in which traffic in each Intserv segyqire class is assigned a separate
virtual pool in the control plane and separate |ogical queue in the data
pl ane in accordance with Case 1 of Table |I. Referring first to Figure 5, a
nore detaifl ed 9ﬂ%§m1§ ? ranlcf ER- TX 150 i s dépudipedl As noted above| ER-TX
150 has an Intse rol pllane 15B8eparattll ch mapages RSWHagtdgnaling and

i npl enent s Tnt SeSepaa 1 CY ard adm s@4sem contraf, anqN@MQQQ@mﬂgane T50b,

whi ch provTﬁ___Tﬁgﬁﬁgmk—TEVET““dETrwgﬁy307 Dffiserv Cla$§m@@560 \pa
Control plame—150anctudes—anmRSYPprocess 180, —anm—adnrsston—cont+ol

bl ock 1182 having associated virtual pools 184, a policy control block 188,
an | S- DS #5it erAsoshkivngnfTabbt I, chre¢ ICWé} apopdssipler: abpasate yiroek pd@6 Wiﬁnrmhpaat%ol icy

Confi gur tlon Interfa | which ER- 150 co
ol 1 cy 1 APOTRT St B bbb P ioate! Fupise e SRAPR SR GPes200, a
f or war di Rgtt shagkdilegica Qeusndr lﬁl’baw&ﬂw{mtﬂ@lrﬁool SHed By lipte TiEBLElaREs Ueues
212 that each _corresponds to a Diffserv class. WD 02/075554 PCT/ US02/ 08436
not applicable to an implementation having separate logical queues for each Intserv class,
since no virtual pool information would be available on an 1nd1v1dual class basis.

Importantly, boundary and edge routers in the same network may be configured to

concurrently implement different cases, as long as marking is correctly performed .

[46] With reference now to Figures 5 and 6, there are depicted more detailed block
diagrams of edge and boundary routers of the network model of Figure 3 in which traffic in
each Intserv service class is assigned a separate virtual pool in the control plane and separate
logical queue in the data plane in accordance with Case 1 of Table I. Referring first to
Figure 5, a more detailed block diagram of ER-TX 150 is depicted. As noted above, ER-TX
150 has an Intserv control plane 150a, which manages RSVP signaling and implements
Intserv policy and admission control, and a data plane 150b, which provides the link level
delivery of Diffserv class-based QoS. Control plane 150a includes an RSVP process 180, an
admission control block 182 having associated virtual pools 184, a policy control block 188,
an IS-DS interworking function (IWF) configuration block 186, and a Policy Configuration
Interface (PCI) 190 through which ER-TX 150 communicates policy information with PDP
160a. Data plane 150b has an input port 200, a forwarding function 208, and an output port

210 having a number of queues 212 that each corresponds to a Diffserv class.



-15 [47J As descri bed above, RSVP process 180 in control plane 150a handl es
RSVP signaling (e.g., PATH and RESV nessages) utilized to reserve (and

rel ease) (Rpu-sRs for enhanced QoS flows. In response tGdEcRbNs3Y @ RESV
nmessage request%ﬁg resources for an enhanced QoS flow, RSVP process 180

i nterrogates adm ssion control block 182 and policy control block 188 to
verify that the requestor has adm nistrative permssion to establish the
QS flow and that the downstreaminterface has sufficient avail able
resources to support the requested Cpﬁs_ln addition to determ ning

adm ni strative perm ssion, policy control block 188 can execute additional
policies, such as authentication based on certificates or signatures,
managenent of bandwi dth distribution anong the authorized requestors, and
preenption of allocated resources for a pending, higher-priority flow

[48] In tihg | IAULLADES BEROGR TP L0 QRS hl@“ﬂ?%ﬁﬁt;?ﬁ fﬁﬂh@ &f59a ChAdfRs (s Pp

CGuaranteed Service (GS) and Controlled Load (CL as a separate virtual
pool 184aignaluh(c.gpdHATEl ol BBBY mo¢ssagebloeillized 20 neseive drwd tebesalvigsduadss Ifot y  of

resources_pon t strream |ink for. each serv class ..using virtua

" esour oo cpitheb el AR aF Meadlo LRk BT RESK i B RBrui e P bR on
request s enh@iced Qb§ ifloivg RS \aVrobab 1180 biaxarilyd athsdinsssvaboh@dll iBodkn1 8N @dviolityal
pool associated with the requested Intserv class and ot herw se denies the

reser vat iGHIleURRks8S imdyAids fhsh thegrgesior hay atopinishativeaReaissiop i cxiatdish 4 e
resour Ceg)dafgw Yhd 4R heRRVnsti¥ant DEerBEDHIM subRIUE SV S AR &R t6 bt weH |

reservation, and increases the reservable resources in a virtual pool by

t he anmoumnequegtd Qosourcdditionde deigpoiningeadmiinistratone nekmissivh,gwelicy gpairaldiedky, t he
nunber of oyirtual s the. .bandw dth.all ocated to each virtual pool 184,
ano. the. b5 88k B AR Rop 865 A7 BOY S SdeRi Bord & POl b M B
fixed, buianagendnnsf badivadihrdissiadiodsnfmnglthe ndboridedrequestodsnsidapre@dptin HR- TX

150 (and gther network el ements) by a PDP_160. Wilizing Conmon Qpen Policy
Ser vi ce @@ﬁﬁ@?‘ﬁ%mﬁFﬁgF*HF%E@&dP@“%ﬁEW“Bbﬂ?%ies may be pushed onto network

el ements by PDP 160 or pulled from PDP 160 by a network el ement, for

exanpl e, in response to receipt of an RSVP RESV nessage. WO 02/ 075554
PCT/ US02/14f84 3én the illustrated embodiment, each supported Intserv class (e.g., Guaranteed Service

(GS) and Controlled Load (CL)) has a separate virtual pool 184a, 184b. Admission control
block 182 monitors the availabilify of resources on the downstream link for each Intserv class
using virtual resource pools 184. Thus, admission control block 182 grants reservation
requésts when sufficient available bandwidth is available in the virtual pool associated with
the requested Intserv class and otherwise denies the reservation request. Admission control
block 182 reduces the available resources in a virtual pool by the amount requested by each
successful reservation, and increases the reservable resources in a virtual pool by the amount
of resources freed upon termination of a flow. Importantly, the number of virtual pools, the
bandwidth allocated to each virtual pool 184, and the mapping between the virtual pools and
Diffserv classes are not fixed, but are instead expressed as po licies that are installed at ER-
TX 150 (and other network elements) by a PDP 160. Utilizing Common Open Policy
Service (COPS) or other protocol, such policies may be pushed onto network elements by
PDP 160 or pulled from PDP 160 by a network element, for example, in response to receipt
of an RSVP RESV message. .



-16 [491 PDP 160a configures the mappi ng between Intserv classes and

D ffserv classes (and DSCPs) on I S-DS 1WF configuration block 186 (e.g.,
GS to DSCRQl@2M04sk¢ CL to DSCP 010011). 1S-DS | WF conf i gurrtti/use2osack 186
may al so receive configurations from RSVP process 180. Based upon these
configurations, IS -DS I W configuration block 186 dynam cally provisions
a packet classifier 202, policer 204, and marker 206 on input port 200 for
each Intserv flow (In sone inplenmentations, packet classifier 202, policer
204, and marker 206 may be inpl enmentedi@s a single integrated nodul e, such
as a Field Programmable Gate Array (FPGA) or Application Specific
Integrated Circuit (ASIC).) [50] In accordance with this provisioning,
packets within each Intserv flow, whose service class is indicated by an
Intserv 5 -tuple, are classified and narked by packet classifier 202 and
mar ker 2069\ tFDE 160appifigpres alicemB)iGhy bétwbhielntgor elgatcadd Difgat \clabasand e. 9. ,

or 1ocar 1R6hS o, AERE 3V, Rinstburacbpittesky 198 B osvb oser adle CEhe ier &
aggr egat agoont)0 18186 EWEdonBkublidd SRIK 186 d8SLas0 reBEtAUSHidbRIATROd BEMD

shown in Figure 5 reflects se 1 fromTabl'e I, a separate |ogical queue
212 is prisosegedl8n pFiased 2pon fiheseeartiizyiappes t SdDONIWEr vondigaesion Gdocdknd86L) i n

addi tion ieal i . e ] l. g.,
he Expod?Pauialy pRATRL A e1 AR A8 Dol Qb i P 5 BR B O O

Ef fort (Bl eadhaBsesy) floSch@dubme iRiblefndntatinny rpavied etassifibre 20 prodiper 204 2QaS t o
t he packets,wi thin each l.ogical gueue 212 by, schedul i packet X
trangm' s P ?@ﬁ] P8y %ng’hﬁéfef e%Zi‘? 4 PRl JPEH W“ﬁﬂlesc%éﬂlﬁsef‘ FEgnt s
assi gned Hregraaetibld Gk gpml 1 : fedB8fa .

il ugt r at égg enbodi rr(gﬁt Q%:‘ay R- T§2 %5%p$§a%ap§g%@g§é %gdnet V\gifsjsdgrgvi ce
provider, ER-TX 150 can be trusted by the network service provider to
correctl r . A . to LN

i er nat 1ol cip AREEELS wit'ls PRERRouifh, bRkl ahinn Oy ARRaARS it
servi ce playisdedicatRDby sehnierv 16Qde,mpag/clpssdiadded ttaeked Diyfphslet vlassifas 202 bodt i on

olicies to, BR IX 152 instea - TX 150, 1t _shoul d al so be,noted WO
82 / 07555 L{nqgﬁ%goxﬁl}lbé&?gpmpna e"HSCﬁfR of the aggregate Diffserv class (€.g., with one og the
16 code points (Pool 2 xxxx11) reserved for experimental or local use). In this manner,

Intserv flows having enhanced QoS are aggregated into preferential Diffserv classes.
Because the embodiment shown in Figure 5 reflects Case 1 from Table I, a separate logical
queue 212 is provided on port 210 for each supported Intserv class (GS and CL) in addition
to the logical queues assigned to other Diffserv classes (e.g., the Expedited Forwarding (EF),
Assured Forwarding (AF) and default Best Effort (BE) classes). Scheduler 21 4 then provides
the appropriate QoS to the packets within each logical queue 212 by scheduling packet
transmission frdm logical queues 212 in accordance with scheduler weights assigned to each

logical queue 212 by PDP 160a.

[51] Because the illustrated embodiment of ER-TX 150 is managed by the network service
provider, ER-TX 150 can be trusted by the network service provider to correctly mark
packets with DSCPs so that no “theft” of QoS occurs. In alternative embodiments in which
ER-TX is not managed by the network service provider, PDP server 160a may provide the
Diffserv classification policies to BR-TX 152 instead of ER-TX 150. It should also be noted



-17 that core routers of Diffserv network 154 need not inplenent separate
D ffserv queues for Intserv flows, even if separate queues are inplenented

on edge Pamedary routers. [521 Referring now to Fi gure&yydiBRiseare
|IIustratgg)nDre detail ed bl ock diagrans of BR- RX 156 ana)ER- 158 in

accordance wth a preferred inplenentation of Case 1 of Table I. As noted
above, BR-RX 156 and ER-RX 158 have respective control planes 156a, 158a
and data planes 156b, 158b. Control plane 158a of ER-RX 158 is an enhanced
I ntserv control plane including a PCl _190, an RSVP process 180 havi ng
associ at ed adnmi ssion and policy control’ blocks 182 and 188, and an edge
point identification table 252 and upstreamvirtual pools 250 by which

adm ssion control block 182 perforns upstream adm ssion control. BR - RX
156a, by contrast, has no Intserv control plane, but instead includes only

a PCl 190 red
2 S0t B4 TRy oAbl RO RPDIRLS, GRIK BT e
pol i ci es bysemhflows, evemif seppoité queueomt iopleh8Bted eh edgriané bowdttlaghrovtast oner s

having adm ni strative perm ssion to request resource reservations for
enhanced QoS flows. In addition, PDP 160b installs an edge point

i denti fi cpb] onRéfeRing Mtotmﬁresa) QEdré bRS1109RA m bR d8tafleNBIesk Sihg@RS loif BRLI ON
| P addresses for which ER-RX 158 is_the rece|V|ng ed%e router. Thus, upon

recei pt oRXdl5REoyEReB kS in pecordenes wih amrep on ohCeesr 1 it abie k he
custoner As n%@gl%cﬁg BRRRI F6a8 E‘ReRxgﬁs”era%éke%Bec*% PsHtiof 1aﬁé§”is”69' %%8%8 ) 1o

adm ssion contro 2 I nterrogates edge pol nt |dent|f| ation
det er m nedata'l plEResRS6b5 858k Chigral e)dmalevlfr&lg o dfeRXo13%is dhamhérived Irrtmquestuteﬂl

flow. ot RX 1 co ti.onal stream ad ion
cont ol . Bt pEpang Db 50 Ty Bméecht dF Horoe A SRS Rt B
ER- RX 158:dn%rol blecks' E82eindi 183, @Iﬂﬂﬁl édglétlﬁ[ntfidﬁnuﬁbﬁmh&ébl@&'s%dmﬁ LpdtteaddAiESI ON
control block 182 perforns upstream adm.ssion control by reference_to the

upst r eam RA%s 239 bypwhich adpissipn peirod blogk k8 pefprmpsirermy adimissign gpntioht B8rv
class . wi tichagh! By%bn@mltﬁs %%OIntséﬁ/ dsse! bhed aﬁnﬁgtéédl ﬁﬂclﬁ@&vé‘rﬂ Qagdy Mopt ual

pool 250a, 250b" is utilized by adm ssion control bl ock 182 to ascertain the
avai | abi Ifihtqﬂgbfwhl@llhfﬁ tanearents ahdati tliahe 13 age f‘»@tﬁm@ﬂéﬁ POPo6s. a particul ar
Intserv class on the upstream|ink

[33] Within control plane 158a of ER-RX 158, PDP 160b installs policies by which local
policy control 188 determines which customers having administrative permission to request
resource reservations for enhanced QoS flows. In addition, PDP 160b installs an edge point
identification table 252 that specifies one or more ranges of destination IP addresses for
which ER-RX 158 is the receiving edge router. Thus, upon receipt of a RESV message
requesting an enhanced QoS flow for which the customer is granted administrative
permission by policy control 188, admission control 182 interrogates edge point
identification table 252 to determine if ER-RX 158 is the receiving edge router for the
requested flow. If not, ER-RX 158 performs only conventional downstream admission
control. However, if edge point identification table 252 indicates that ER-RX 158 is the
receiving edge router for the requested flow, admission control block 182 performs upstream
admission control by reference to the upstream virtual pool capacities allocated by PDP 160b
to each Intserv class within virtual pools 250. As described generally above, each virtual
pool 250a, 250b is utilized by admission confrol block 182 to ascertain the availability of |

sufficient bandwidth for a requested flow of a particular Intserv class on the upstream link



WD 02/ 075554 PCT/ US02/ 08436 -18 between ER-RX 158 and BR-TX 152. As
i ndi cated at reference nuneral 252, PDP 160b obtains periodic or solicited

f eedback wegperdssag virtual pool usage on ER-RX 158 and dweamiiwabsdse
coordi nates any operator-initiated adjustnments to the capacities of the

virtual pools with updates to the |ogical queue(s) and schedul er wei ght(s)
inplenmented in the data plane to ensure that the Intserv bandw dth
actually utilized is less than the operator-specified capacity. [54]
Referring now to the data plane, data pjgane 158b of ER- RX 158 may be

i npl emented w th conventional classification, forwarding and Intserv

queui ng, the details of which are omtted to avoid obscuring the present

i nvention. Data plane 156b of BR-RX 156 includes an input port 220 having
a classifier 222, an output port 240 having a plurality of Diffserv

physi cal Wéb%SEli’—‘l@( ang aad FHIFRULSY, Ré’r‘indl@di‘éilaxfe%ié%@é%&graﬁ WRg! PP 148H t hat
sw tches packets fromthe input port to the appropriate p}%il cal queues

242 on outhkies peredioen solicitedcieedtnshdesaifing Yirualcpapd gistgecar ilnRFedfdravdd by

classifi & azn%:%?c&ﬁﬁ%g%@%la&@ta%g 0 %} %Juftllatga a tme?x&dto ¥|§: e}%fc %egé?'{ﬁes Vﬁ’él%l are

configure In ac nate ner tor
confi gur qiaolsnwmﬁ upipsdsrteahe lolgtcabqueuv(s] amchpdmérswmght@o iiplenepid e the5Baa of

ER- RX 158. cular, in th at e classifie 22 is
cont 1 gur diisiedo Rt 1R tE Tiet? eenfuit sl Eiee” Cobratis Brereert iibases
i nto whi cdaf,glmtg,serv traffic are aggregated, such the packets in each

Diffserv class representing an Intserv trafflc type are forwarded to
separate physical queues 242 for Intserv GS and CL cl asses on. out put port

cach of dihedtsaue ML) MR G, BARGRKL 138, BERARX IFHERY bempdhefib o°
\él rE ;'?led cmazﬁalmmtal e?ls?i:iceaﬁﬂgﬁr\&aﬂmgnmﬂ Intservr gsomgp?epdmmls of aplach 1a;el56 o
Choure s i B e RE gt fhe SR i Debi P B a8 o BR R 1B ieg o e

pool capagiihyut thu;zo hdvlihge§ SRAGEsr 2B; Bi(oﬂ@ﬁtflﬂfrfm%m@vﬁﬁ,c;@?ﬂlﬂﬂm 95 Deffseg@nt 1 Ol
as a pro for different Intserv classes to separate
virtual ﬂé‘bﬁ%ﬁla‘ﬂﬁuﬁ ]21175 élpg], aquélgglgera 44, and a forwarding function 230 that switches

packets from the input port to the appropriate physical queues 242 on output port 240 in
accordance with the classification performed by classifier 222. As indicated, classifier 222
and physical queues 242 are configured by PDP 160b in a coordinated manner to reflect the
configuration of upstream Intserv virtual pools on control plane 158a of ER-RX 158. In
particular, in the illustrated embodiment, classifier 222 is configured to identify packets
belonging to the separate Diffserv classes into which Intserv traffic are aggregated, such the
packets in each Diffserv class representing an Intserv traffic type are forwarded to separate

physical queues 242 for Intserv GS and CL classes on output port 240. PDP 160b also
configures the scheduling weight scheduler 244 gives each of queues 242. In addition, PDP
160 coordinates the sum of the virtual pool capacities on ER-RX 158 with the resource pool
capacity dictated by queue capacities and weights in data plane 156b of BR-RX 156 to
ensure that the virtual pool capacity does not exceed the actual resource pool capacity. Thus,

in essence, ER-RX performs upstream admission control as a proxy for BR -RX.

[55] Mapping different Intserv classes to separate virtual pools and Diffserv queues as.

shown in Figures 5 and 6 permits better traffic management than mapping all Intserv classes



shown in Figures 5 and 6 permts better traffic nmanagenent than mapping al

I ntserv classes WO 02/ 075554 PCT/US02/ 08436 -19 to a single Diffserv
queue. By“ﬂﬁﬁﬁﬁgﬁhng the distinction between Intserv clas /ﬁﬁﬁb&&@e
Diffserv network in this manner, different traffic types (e.g., VolP

Videol P and file transfer) can be provided opti nal handllng, and
enterprise resource planning is sinplified. However, as noted above, sone
or all routers in a service provider network nay alternatively be

i npl emented in accordance with Cases 2 ﬁpd 3. To inmplenent Case 2 instead
of Case 1, ER-TX 150 and ER-RX 158 are“configured with a single shared

vi rtual pooI for multiple Intserv classes, and ER-TX 150 and BR-RX 156 are
configured with a single shared logical queue for the multiple Intserv
classes. Alternatively, to inplenment Case IIl, ER- TX 150 and ER-RX 158 are
confi gur r - re
each con?llg ga)llj\%l%%le v? ?ﬁérgtqgflynégl 139 Z’k?asrglglmgzbg 831(5;5@? E%n Je%ylééﬂoh%aﬁ] ('sqggrs %‘?egglslés

[56] |t shdiseny nsevarlstimthis mannmchffer@wtwﬁ@ty&)cm(erm,tiiPkVubnlfPi a@d ifd¢ iransfa]

control p 152 ar. d | ane ,152b of BR-TX 52 IS I, n order to
provi de eéﬁlﬁan Lo S LR Eg??ﬁ%l&l i CNIGRILRLCSOFGEP al%éﬁé‘ﬁ‘ﬂ’ ﬁF eHIQH'ﬁV%rsi on
control pasondtetedbdyy, demesirrghrouldts BX aleBvienptoveRr netvirk the alesmaterans | i nk
of BR-TX 152 has sufficient bandwi dth to support each adm tted enhanced
QoS f 1 ow, MBI HESHIAGCEViEhEaws ¢ s f PRSI (Hass 2 fpsiqad df\Case abses

ensures piatk 46 sdPERIRY1PAACRLENES Wb Jﬁﬂéi@%ﬁ@r@d %al g?/ fgpgll I s Wth

reference nowto Figure 7, there is depicted a high |evel ram of

a ser verlnsermlasess, @}dsEléfff XHa8 ané@RbBXeﬁﬁl 2y eehfigored vADPa $iggleisharad bngickhnce

with a pr n th re |nve t|o | udes one
or more” S scbE B tRB Ry Hlsdsy ARRRFR MBS Bgeseh, P oy 3 408
subsyst erARBX 158hire hoﬁlﬁ?g(n erbm:th lsqma’canﬂmm Poole a6d ERETHI 150(aRABR-RKeESH 48! ¥

menory ((RON), n dIS cal disk_and/or other storage technol ogy.
St or age gﬁ%@@‘?ﬁg&g tchpar Gé}éar%‘it%]ﬁ‘é‘“gg’ “Ig%t{rﬁse(‘éd@sses t abl es 280-290) and

instructions (e.g. configuration manager 292) processed by processor(s) 262

to confl g186] It should be noted that no flow-specific network configuration of control plane 152a
or data plane 152b of BR-TX 152 is required in order to provide enhanced QoS to particular
flows. This is because the admission control provided by downstream ER-RX 158 ensures
that the downstream link of BR-TX 152 has sufficient bandwidth to support each admitted
enhanced QoS flow, and the mapping of Intserv flows to particular Diffserv classes ensures

that data plane 152b achieves the requested QoS.

Iv. PDP

[57]  With reference now to Figure 7, there is depicted a high level block diagram of a
server computer system that may be employed as a PDP 160 in accordance with a preferred
embodiment of the present invention. PDP 160 includes one or more processors 262 coupled
by an interconnect 264 to a storage subsystem 268, which may comprise random access
memory (RAM), read only memory (ROM), magnetic disk, optical disk and/or other storage
technologj Storage subsygtem 268 provides storage for dafa (e.g., tables 280—296) and
instructions (e.g. configuration manager 292) processed by processor(s) 262 to configure
network elements and to install and determine network policies.  Also coupled to

interconnect 264 may be one or more input devices (e.g., a keyboard and/or graphical



network el enments and to install and determ ne network policies. Al so
coupled to interconnect 264 nmay be one or nore input devices (e.g., a
keyboar d @medd2arsghaphi cal WO 02/ 075554 PCT/ US02/ 08436 - 2GdqagidabiogiGe devi ce)
270 and one or nore output devices (e.g., a display) 272, as well as a
comuni cation interface 274 through which conmputer system 260 may

communi cate with network devices, such as routers 150, 152, 156 and 160.
[581 To configure and install policies on routers 150, 156, 160 in the
manner described above, each PDP 160 pygferably inplenments a number of
Policy Rule Class (PRC) tables w thin storage subsystem 268. In one
preferred enbodi nent, these PRC tables include at |east an Adm ssion
Control Virtual Pool Table 280, Intserv Capacity Table 282, Intserv-to-

D ffserv Interworking Function Table 284, Edge Point Identification Table
286, Pool pdisagedesiegdbmcikndlaR 6r 2B% oﬁ‘tgﬁit 3@&%@3&2., Regigplape2P00ls Jablag 2290.
[59J Admi ssion Control Virtual Pool Table 280 determ nes the capacities of
t he virt (OMMEReAtONJRteEfgefe 27 thrarad Wisioh camputengtsteny 269 midyi costmurdcate withr m

ad”iSSi0@m%%&%%@bk@§%g¥ﬁ&%&ﬂ§s]BBPEQVY&$£R§E$S- I n Admi ssion Contro
,

Virtual Pool Table he sumof the capacities assigned to the virtual
pools associated with all Intserv classes is set to be |less than the data

pl ane qu capacity of the sociat ed bound r. to ensure, that the
Fequest ed tos T contieurt Al eBlatrE ouAnns Lion80ek0 i tnaRBr B0 R, The
tabl e furdbbes, cape@DP @60 phgdhgy ilnpRmeaRN HEhER FPNiEPRuW Clas@aTedt tables
reservations and the | ogical interface nanme of the boundary router

associ at Hithin somps Tbarstsm 268 dn osg PrgserEed cmbasiiapnte fhese BRI tellppincludatat ol

Vi rtual e j 0 " r4{g4a abl e
Logi cal Il%%g%? g‘?ghﬁlséﬁg@%ﬁ%r\?gc{lggid:op#lflgszgwt%%%%g@ﬁﬁef%ggéhﬁ%g‘;'}[)égi cal
i nt er f aciffsgyduicavediing Functibre TAdr284,\Edee PaifPddintifination. Tabhyj 286, PoylpEsagSNVP

String  peedback Table 288, and Boundary Resource Pool Table 290.

[59] Admission Control Virtual Pool Table 280 determines the capacities of the virtual
pools on edge routers 150, 158 that are utilized to perform admission control for various
Intserv classes. In Admission Control Virtual Pool Table 280, the sum of the capacities
assigned to the virtual pools associated with all Intserv classes is set to be less than the data
plane queue capacity of the associated boundary router to ensure that the requested QoS of
each admitted flow can be achieved in the data plane. The table further specifies whether the
admission control will accept reservations and the logical interface name of the boundary
router associated an edge router. In an exemplary embodiment, Admission Control Virtual

Pool Table 280 may be defined as follows:

AdmCtlVirtualPoolTable

Logical Interface Name
Description: This SNMP string identifies the logical interface
associated with the Adm CtlVirtualPool entry.
Object Type: SNMP string

Direction
Description: This attribute indicates the relationship of the traffic
stream to the interface as either (1) inbound or (2) outbound. This
attribute is used in combination with the
BoundaryLogicallnterfaceName to differentiate ER-RX virtual
resource pools and ER-TX virtual resource pools. An ER -RX
upstream virtual resource pool has an inbound Direction and non -



Direction Description: This attribute indicates the relationship of the
traffic streamto the interface as either (1) inbound or (2) outbound.
This attwiglesiss used in conbination with the PCT/US02/08436
Boundar yLogi cal I nterfaceNane to differentiate ER-RX virtual resource pools
and ER-TX virtual resource pools. An ER -RX upstreamvirtual resource pool
has an inbound Direction and non WO 02/075554 PCT/US02/ 08436 -21 resource
pools and ER-TX virtual resource pools. An ER -RX upstream virtual
resource pool has an inbound Direction_gnd non - enpty

Boundar yLogi cal | nt erfaceNane. An ER-TX downstream virtual resource pool
has an out bound Direction and a non-enpty BoundaryLogi cal |l nterfaceNane
attribute. An ER-RX downstream virtual resource pool has an out bound
Direction and an enpty BoundarylLogicallnterfaceNane attribute. |IntSrvC ass
Description: This birksostdel Peols NHdC BREBXt Bigtubink&Bliée ChIS OAnCHERSRES t hat
have resources al| OQ@E@&annﬂﬁmrés%h&@ ;ﬁ)%[‘thﬁéj'anfﬁl%ﬂnﬁ ?reéﬂohtéhﬂ' ndPo! .

Obj ect Type: bits Coptfip ﬁ%m 1%%61(\1 Cugy aprepd &wgn% (2)

Null S i (3) O { e maxi mum
agsol ute:awr;tee(i )n Ki 'E? %T);i u}[&; O;%ne MRV @ ecg)@;%ﬁg%l ilv(gﬁéeamsessi(gns

defined by the AdmQl ﬁ“rua Telotrée pool s an outbound Direction and an empty
BoundaryLogicallnterfaceName attribute.
IntSrvClass
Description: This bit string indicates the Intserv class or classes that
have resources allocated by admission control from this virtual pool.
Object Type: bits
Controlled Load Service (1)
Guaranteed Services (2)
Null Service (3)
Other (4)
VirtualPoolMaxAbsRate
Description: the maximum absolute rate in kilobits that this pool may
allocate to Intserv sessions defined by the AdmCtlintSrvClass. The
sum of ER-RX upstream virtual resource pools is not to exceed the
ResourcePoolMaxAbsRate for the associated BoundaryInterfaceName.
Object Type: Unsigned 32

""U

BoundaryLogicallnterfaceName .
Description: identifies the adjacent boundary router and resource pool
that governs the capacity of the local virtual pool defined by this entry.
An empty attribute signifies that the VirtualPoolMaxAbsRate is
governed by a local ResourcePoolMaxAbsRate defined for the
LogicallnterfaceName of this entry. A non-empty attribute indicates
that a remote virtual pool capacity defined for this
BoundaryLogicallnterfaceName  governs the value of the
VirtualPoolMaxAbsRate of this entry.
Object Type: SNMP string

AcceptReservations
Description: This value indicates whether Admission Control will
attempt to process RSVP RESV requests. A value of 0 indicates that
reservations are not to be processed. A value of 1 indicates
reservations are to be processed.
Object Type: Unsigned 32



sum of ER-RX upstreamvirtual resource pools is not to exceed the

Resour cePool MaxAbsRat e for the associ ated Boundaryl nterfaceNanme. Qbject
Type: Uns{éﬂﬂﬁﬁﬂ%& BoundaryLogi cal | nterfaceNane Descripti Qi iddsiidski es the
adj acent boundary router and resource pool that governs the capacity of
the local virtual pool defined by this entry. An enpty attribute signifies
that the Virtual Pool MaxAbsRate is governed by a | ocal

Resour cePool MaxAbsRat e defined for the LogicallnterfaceNane of this entry.
A non-enpty attribute indicates that ? renote virtual pool capacity
defined for this BoundarylLogicallnter &ceNarre governs the value of the

Vi rt ual Pool MaxAbsRate of this entry. Object Type: SNMP string

Accept Reservati ons Description: This val ue indicates whether Adm ssion
Control will attenpt to process RSVP RESV requests. A value of 0 indicates

that re vaty) t I i neli c
oservatios arey SiRcPTabe B BRRCTRE s D s e babRil Bh0BoL i,
PCT/ US02/10i8e3 6 lass@An [téds dfitotle Diff Capawiut ywelgid en8@petafaranesters.h &hdst 1atepl ane
data rate_capaci %é’ al | ocat ea tPFg'}P {aglt seryv classes i tertms .of botg i f.fserv
queue wei G YRAABPOIBEH DirdbeirBle R OB PLITETe wlpgRyiey YEuamooky JHjs
associ at gdliby RilkeClhabhsovidtoWhe pRiferfddl @nidgtert OF beftaMed Inidié DP@QESatelni S
Policy Rul e Cass, accordin preferred enbodi nent, is contained in

to_one
the DiffSeBRtSEPEeY mé@?ﬁﬁilé%%aﬁdﬂ@y | nformati on Base (PIB). [61]
Intserv-to-Diffserv | WF Tabl e 284 defines the attributes used for
i nt er wor ki ng
[61] Intserv-to-Diffserv IWF Table 284 defines the attributes used for interworking

between the RSVP process in the control plane and Diffserv in the data plane. These
attributes are used by classifier 202, policer 204, and marker 20.6 on input port 200 of ER-TX
150 to classify, police and mark Intserv traffic flows so that Diffserv achieves the appropriate
QoS for each flow. In addition, the table specifies the specific scheduler instance to be used

for flows having particular Intserv classes. An exemplary embodiment of Intserv-to-Diffserv
[WF Table 284 is as follows:



bet ween the RSVP process in the control plane and Diffserv in the data

pl ane. These attributes are used by classifier 202, policer 204, and

mar ker 20@oo0v/o7ssut port 200 of ER-TX 150 to classify, pddicesoansissar k
Intserv traffic flows so that D ffserv achi eves the appropriate QS for
each flow In addition, the table specifies the specific schedul er instance
to be used for flows having particular Intserv classes. An exenplary
enbodi nent of Intserv-to-Diffserv |IW Table 284 is as follows: W

02/ 075554 PCT/ US02/ 08436 -23 Intserv- ek D ffserv Interworking Function
Table IwiPrid Description: This is thé unique identifier of the

Pkt | wf Tabl e entry. (bject Type: Instance ID (unsigned 32) Iw ntSrvd ass
Description: The value of the Intserv Cl ass associated with the attributes
of this specific interworki ng function entry. (It nust have a

cor r espondi ng it 6!l AL SFUBI ThuiEb] ect Type: - unsi gned 32
| wWf DSCP Descri ptslrgn e val ue of TtThe 5SCP to assign the data steam for the

session with tIQ@Pﬁ(ptserv cl ass type matching the val ue of
Pkt | whl nt Srvd ass. fonTYRE s the 1d¥1?tiﬂé? oPthe PRAwTIMULLY Profile

Description: This I ng behavi or when't he data
streamis out [lohn%r &1 T&ﬂ%%s@%?%h I'e %ﬂn& g)e) defined by the associ ated

Met er Tabl eEnt fath out rofl ‘%ctﬁ are to be
drooped. A | Cr: l;. nt S éyte € atfributes
hed A valve obe- Nl CH AT RAT ISR S e
corresponding bit set in AdmCtlIntSrvClass)
Object Type: unsigned 32

IwfDSCP
Description: The value of the DSCP to assign the data steam for the

session with the Intserv class type matching the value of
PktIwfIntSrvClass.
Object Type: integer value 0 - 63

IwfOutOfProfile
Description: This value indicates the policing behavior when the data
stream is out of profile. The profile can be defined by the associated
MeterTableEntry. A value of 1 indicates out-of-profile packets are to be
dropped. A value of 2 indicates out -of-profile packets are to be remarked
with the DSCP defined in IwfRemarkValue.
Object Type: Unsigned 32

IwfRemarkValue 4
Description: The value of the DSCP to remark an out-of-profile packe t.
This value is only used if the IwfOutOfProfile is set to 2.
Object Type: Unsigned 32 value 0-63

IwfSchedulerPrid
Description: The value of the instance ID of the specific scheduler to be
used by data streams of the sessions with an Intserv class matching the
value of attribute IwfIntSrvClass.
Object Type: Unsigned 32

[62] Edge Point Identification Table 286 defines a range or ranges of addresses for which
an edge router is a receiving edge router. This information may be configured on PDP 160
initially or may be learned locally. Admission control block 182 on ER-RX 158 performs
upstream admission control for reservation requests that specify a destination address within
the RSVP SESSION Object that falls within one of these address ranges. The values for a
particular edge router may be pushed down by PDP 160 to the local Edge Point Identification



with the DSCP defined in |Iw RemarkVal ue. Object Type: Unsigned 32
| Wf Remar kVal ue Description: The value of the DSCP to remark an
out - of - pr@fd ke t. This value is only used if the | Q‘é)g ileis
set to Z.W (}Zg)gfﬁgrype: Unsigned 32 value 0 -63 waSchequiIeC?E”él 445
Description: The value of the instance ID of the specific scheduler to be
used by data streans of the sessions with an Intserv class matching the
value of attribute IwWIntSrvC ass. Object Type: Unsigned 32 [62] Edge Poi nt
I dentification Table 286 defines a rangg.or ranges of addresses for which
an edge router is a receiving edge router. This infornmation may be
configured on PDP 160 initially or may be learned locally. Adm ssion
control block 182 on ER-RX 158 performs upstream adm ssion control for
reservation requests that specify a destination address within the RSVP
SESSI ON Chibiec 252 halizih@lOGPSibit bither Ss1Ry Qfrotobis eARBEIRS o b @8Bodith bR, Kagdles
for a particular, edge router may be pushed down by PDP 160 to the | ocal
Edge Poi rﬁon}tééﬁﬁfwfé(aﬂ%%%w%ﬂ@ﬁ%d pdrllome2/ 08436 - 24 Table 252
utilizing COPS or other policy protocol. According to one enbodi nent, Edge
Point ldentification Table 286 nay be defined as foll ows: End Point
| denti fi cat i onEndBpmt IRetiératonDdabi nPrid Description: unique identifier of
an entry of this policy rule class bject Type: Instance ID, a 32 bit
unsi gned i nt eg&eceiviRbomiaidtidddr Type Description: The enumeration val ue that
speci fies the addr egbs@m@n:agﬁque identifier of an entry of this policy rule class
Object Type: Instance ID, a 32 bit unsigned integer. :
ReceiverAddrType
Description: The enumeration value that specifies the address type as
defined in RFC 2851 [M. Daniele et al.,, “Textual Conventions for
Internet Network Addresses” June 2000]
Object Type: INET Address Type as defined by RFC 2851
ReceiverAddr ' :
Description: The IP address for the Session Object Destination
Address to match
Object Type: INET Address as defined by RFC 2851
ReceiverAddrMask
Description: the length of the mask for matching the INET Address
Object Type: unsigned 32

[63] Pool Usage Feedback Table 288 contains entries that specify the current resources
consumed by Intserv flows. This PRC table, which is used by PDP 160 to determine when to
complete provisioning an operator-initiated capacity updaté, may in an exemplary

embodiment be defined as follows:

Pool Usage Feedback Table

Usage Feedback Prid
Description: unique identifier of the Virtual Pool Usage Feedback entry.
Object Type: Instance Id. (unsigned 32)

PoolPrid .
Description: value of the instance ID of the specific AdmCtIVirtualPool
entry that usage is describing.
Object Type : Unsigned 32



defined in RFC 2851 [M Daniele et al., "Textual Conventions for Internet
Net wor k Addr esses” June 2000] Object Type: | NET Address Type as defined by
RFC 2851 wiepaiysl Addr Description: The | P address for thedasshoneb) ect
Destination Address to match Object Type: |INET Address as defined by RFC
2851 Recei ver Addr Mask Description: the length of the. mask for matching
the I NET Address (bject Type: unsigned 32 [63] Pool Usage Feedback Tabl e
288 contains entries that specify the current resources consuned by
Intserv flows. This PRC table, which ispsused by PDP 160 to determ ne when
to conplete provisioning an operator-initiated capacity update, may in an
exenpl ary enbodi nent be defined as foll ows: Pool Usage Feedback Tabl e
Usage Feedback Prid Description: unique identifier of the Virtual Pool
Usage Feedback entry. Object Type: Instance Id. (unsigned 32) Pool Prid
Descri ption: v&esmirafAtsRetelntstance | D of the specific AdnCtl Virtual Pool

entry that usage i s Diegiptiohi digreni@oiabedludlyfibe Intddnsiegnecks 32uddD 02/ 075554
PCT/ US02/ 08436 -25- ResourceAbsRat el nUse Description: current total value
of the Intserv resources in use. [641 Boundary Resource Pool Table 290

"defines the total rate capacity that nmay be
[ Boundary Resource Pool Table 290 defines the total rate capacity that may be

assigned by PDP 160 to the various admission control virtual pools associated with a given
egress boundary router (BR-RX). This PRC table may be defined in an exemplary

embodiment as follows:

Boundary Resource Pool Table

BoundaryResourcePool TableBoundaryResourcePoolPrid
Description: unique identifier of the Virtual Pool Usage Feedback entry
Object Type: Instance Id. (unsigned 32)

BoundaryLogical Interface Name
Description: identifies the adjacent boundary router and resource pool that
governs that capacity of the local virtual pools associated with this entry
in the AdmissionCtlVirtualPool Table
Object Type: SNMP string

ResourcePoolMaxAbsRate
" Description: maximum absolute rate in kilobits that may be allocated to
IntServ sessions defined by the AdmCtlIntSrvClass. The sum of ER -RX
upstream virtual pools is not to exceed the ResourcePoolMaxAbsRate for
the associated BoundaryInterfaceName.
Object Type: Unsigned 32

V. Network Configuration

[65] With reference now to Figures 8A-8C, a number of network diagrams are depicted,
which together illustrate preferred techniques by which PDP 160b configures and installs
policies on BR-RX 156 and ER-RX 158. The illustrated functions may be implemented, for
example, through the execution by PDP 160 of configuration manager software 292. In each
figure, it is assumed that communication between PDP 160b and routers 156, 158 is
conducted utilizing COPS, although it should be understood that other protocols may be



assigned by PDP 160 to the various adm ssion control virtual pools
associated with a given egress boundary router (BR-RX). This PRC table may
be defi negig q@gssexenpl ary enbodi ment as foll ows: BoundarpetResonse Pool
Tabl e Boundar yResour cePool Tabl eBoundar yResour cePool Prid Descri ption:

uni que identifier of the Virtual Pool Usage Feedback entry Object Type:

I nstance Id. (unsigned 32) Boundai yLogical Interface Nanme Descri ption:
identifies the adjacent boundary router and resource pool that governs
that capacity of the local virtual pools. associated with this entry in the
Adm ssionCt| Vi rtual Pool Table Object Type: SNWVP string

Resour cePool MaxAbsRat e Description: maxi num absolute rate in kilobits that
may be allocated to IntServ sessions defined by the Adntt || nt SrvC ass. The
sum of ER -RX upstreamvirtual pools is not to exceed the

Resour cePgghippegAbsRate for the associ ated Boundaryl nterfaceName. Object
Type: Unsigned 32 V. Network Configuration [65] Wth reference now to

Fi gures 8A-8C, a nunber of network diagrans are depicted, which together
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during service 1n1t1allzat10n In response, PDP 160b pushes the configuration of Intserv

virtual pool capacities onto each network-managed edge router (of which only ER-RX 158 is
shown) that is downstream of a boundary router of Diffserv network 154. For example, in
the depicted embodiment, PDP 160b pushes the virtual pool capaéity for each Intserv class
supported by LP1 at interface 1.m.n.b/30 onto ER-RX 158 with a.message allocating 10
megabits to the Intserv GS class and 25 megabits to the Intserv CL class. If the configuration
is successfully installed on ER-RX 158, ER-RX 158 replies with an acknowledgement
(ACK) message, as shown at reference numeral 304. PDP 160b, as indicated at reference
numeral 306, then pushes the corresponding configuration of‘ Diffserv queue(s) and scheduler
weight(s) onto BR-RX 156. BR-RX 156 also returns an ACK 308 to PDP 160b if the
configuration is successfully installed.

[67] If ER-RX 158 fails to install the virtual pool capacities pushed down by PDP 160b,
ER-RX 158 returns a negative acknowledgement (NACK) to PDP 160b. PDP 160b
accordingly sends a warning message to a network operator, such as “Fail to configure
Integrated Services virtual pool on ER XX!” Similarly, if the queue(s) and scheduler
weight(s) cannot be installed on BR-RX 156, BR-RX 156 returns an NACK to PDP 160b . In
response, PDP 160b transmits a message to ER-RX 158 to release the configuration of the
virtual pools and may also send a warning message to a network operator stating: “Fail to

configure Queue and Scheduler on BR XX!”



enpl oyed. 1661 Figure 8A specifically illustrates PDP 160b synchroni zi ng
virtual pool capacities on ER RX 158 with Diffserv |ogical queue

bandw dt hgygop/BRsiRX 152 during service initialization. Apdingkosesge at
reference nuneral 300 of Figure 8A, a Network Managenent System (NVS) nmay

initiate the configuration of Intserv capacity for a custoner, for exanple,
during service initialization. In response, PDP 160b pushes the
configuration of Intserv virtual pool capacities onto each network-managed
edge router (of which only ER- RX 158 isyzshown) that is downstream of a
boundary router of Diffserv network 154. For exanple, in the depicted
enbodi nent, PDP 160b pushes the virtual pool capacity for each Intserv
class supported by LP1 at interface |. mn.b/30 onto ER-RX 158 with a
nmessage al l ocating 10 negabits to the Intserv GS class and 25 negabits to

t he | ntsefes] CLit Ghasld. bd hofell @h@OPIDP JLG0Bt bR not SdiULE @sbiHlcktel With Alebgskicon
ER- RX 158, ER-RX 158 replies wth an acknow edgenent (ACK) nessage, as
shown at FepeHefteh AURBriaK 136and BRERA6HE; budnashastewt eammunieass trengheother

numer al 30y oG8 BHS NaRy ¢  6RSRAALAGEPBPPIYER] | {RE {465
gqueue(s) andoschedul er \f\ee?glﬁ?%’sg&o%g%pBR-eRx ?@g il%@t %’2{‘?&}1% issgs ?13 t}’rens an
ACK 308 tonPDRidag@bthidugh BR-REok8i guration i s successfully installed. [67]

If ER-RX 158 fails to install the virtual pool capacities pushed down by

PDP 160b, ER-RX 158 returns a negative acknow edgenent (NACK) to PDP 160b.

PDP 160b |68 cakithintigh s 86Wdemad Was Béandrices %@ 4 Serdic® apdue [§.cQRBIALAse czUCh
as "Fail to configure Integrated Services virtual pool on XX

Si i | ar | yleciepse; i SHbroribeds Ynige @Rl igrperfReneh e pn cxistias 1severksseatired on
BR- RX 1580, m&@sﬁg o Bistr i BR- .@?Pca%gcggron b hESRABRE, r%%gg,e&mb

transmts a message to ER-RX 158 to release th I guration
virtual poodwididng ik sow selrsdribedmapnéituis astsighdorvardprnedsnbediuseibe advor

stating: " i-t% ) . %i r eue_ an Scrlg,1 | er _on BR XX." WD 02/ Q75554
T sz B o8 25RO SUEHEHE: BR%rt A, desBbe Detb sl HaBt Vi Poct 1 v
conmmuni caibgerwed. HHowEWD decreasing the BR-RX capacity when the currently reserved bandwidth

is greater than the newly requested capacity requires coordination among PDP 160b, BR-RX

156, and ER-RX 158, as described below with respect to Figure 8B.

[70}] In Figure 8B, the NMS may initiate the reconfiguration of Intserv capacity for an
existing network service customer, as depicted at reference numeral 320. As shown at
reference numeral 322, PDP 160b installs the new virtual pool capacity value(s) on ER-RX
158. Admission control block 182 of ER-RX 158 compares each new virtual pool capacity
value with the amount of resources currently reserved within each virtual pool. If the new
virtual pool capacity value(s) are greater than the amount of resources currently reserved
from each virtual pool, admission control block 182 of ER-RX 158 overwrites the virtual
pool capacity value(s) with the new value(s) and immediately sends an ACK 324 to PDP
160b. However, if the new virtual pool capacity value(s) are less than the amount of
currently reserved resources, admission control block 182 of ER-RX 158 saves the new
capacity value(s) without overwriting the old ones. Admission control block 182 of ER-RX
158 accepts no new reservations from a virtual pool to which an update is to be pérformed
until the amount of reserved resources falls below the new virtual pool capacity. Once the

reserved resources fall below the new virtual pool capacity, admission control block 182 of



el ements, such as BR-RX 156 and ER-RX 158, but may instead comrunicate

t hrough other network elenents. For exanple, nessages between PDP 160b and
BR- RX 156wigrgs/086ss4 conmruni cat ed t hrough ER-RX 158. [ 69] At tiehiti@nosse NOW
turned to a scenario in which a service update (i.e., an increase or
decrease in subscribed Intserv capacity) is perforned for an existing
network service custoner. Increasing or decreasing the BR- RX capacity
when the currently reserved bandwi dth is bel ow the new subscri bed capa
city is a straightforward process becausg the new capacity can acconmodate
all ongoing custoner traffic, meaning no service inpact will be observed.
However, decreasing the BR-RX capacity when the currently reserved

bandwi dth is greater than the newy requested capacity requires

coordi nati on anong PDP 160b, BR-RX 156, and ER-RX 158, as descri bed bel ow
Wi th resp@R-RXKO158 gudrerid. the T virﬁlaF'?wr@p&@sy Ve (MRt ENe héW vaRe@),t HR
reconfiguration of Intserv capacity for an existing network service

cust omer , 2ghoydsices é‘&eﬁﬁan?ee‘?féﬁ% AeYE VAtHgEPeg! capagity Agluglibiin sepdingrasf A End4
nuner al 322ppPRPBp60b installs the new virtual pool capacity value(s) on
ER-RX 158. Adm ssion control block 182 of ER-RX 158 conpares each new
virtual pool capacity value with the anmount of resources currently

reserved .t hi vi r.t ual |. Jf th ew Vi al o] Ci

Vet ve(sy S oPRERESNY S B RRfon, af bk “Fsd bl on HREHC BRSPS ¢ o
each virtaedb peeives K $24 Offors WR-RO! 158,00k rdsBensefto ERERGUS DDV e60M Hii@ss t he

virtual pool capacity value(s) with the new_val ue&g% and i nmedi ately sends

an ACK 324U%45 oppeuraeys) andvishiuler weighi(ghonia\BRrRY 18P, gs5gbpstigieg 46 refprence
| t - - | .
val ue(s) ﬁﬁtﬁellaﬁ§§6.blﬁg’tg{< EJ%SE&@%? ﬂ{é%_ll%‘;l(on GEHhE S8Y @ﬁeﬁ@é&ﬁ%ﬁx&ﬁﬁ%}oﬂdcs%ﬁe uler

adm ssion control 158 saves the new capdcity value(s)
W t hout oweigh(pk BRgRKNS6otttrmsne ACKASS wAIh1@bnt r ol bl ock 182 of ER-RX 158
accepts no new reservations froma virtual pool to which an update is to be
performed wuntil the anmobunt of reserved resources falls bel ow the new
virtual pgal capackligmativeembobignent, PIIY 160h Hes@iheeshdnab Ipelffoidw vifieil ey
virtual pool capaci t%/, a(finii ssilg}? control block 182 of WO 02/075554
PCT/ US0?2/ 63Pasigy up nstead of ER- 138. In this embodiment, PDP 160b solicits reports of or
' programs periodic unsolicited reporting by ER- RX 158 of the currently reserved Intserv
bandwidth. If the currently reserved bandwidth is greater than the new capacity specified by
the NMS, PDP 160b pushes a policy to ER -RX 158 to stop accepting new reservations until
the reserved bandwidth is below the new capacity. To further reduce the amount of
messaging, PDP 160b ﬁlay push a policy on ER-RX 158 that instructs ER-RX 158 to send a
single unsolicited report to PDP 160b only after the reserved bandwidth is less than the new
capacity. In response to a message from ER-RX 158 indicating that the currently reserved
Intserv bandwidth is less than the new virtual pool capacity, PDP 160b pushes the new
Intserv virtual pool policy onto ER-RX 158 and pushes the corresponding new scheduler

queues and weights to BR-RX 156 in the manner described above.

[73] IfPDP 160b fails to successfully update either ER -RX 158 or BR-RX 156, PDP 160b
may roll back to the old virtual pool capacities and queue and scheduler weight
configuration. Additionally, PDP 160b may send warning messages to the network operator
to describe the reason of the failure (e.g., “Failure to configure the updated Integrated



ER- RX 158 overwites the old virtual pool capacity value(s) with the new
val ue(s), and acknow edges acceptance of the new virtual pool capacity

val ue(s) Wo ®@enskspg an ACK 324 to PDP 160b. [711 PDP 160bpcdefi®bssises
installation of new schedul er weight(s) on BR -RX 156 until PDP 160b
receives ACK 324 from ER-RX 158. In response to ACK 324, PDP 160b pushes
queue configuration(s) and schedul er wei ght(s) onto BR-RX 156, as
illustrated at reference nuneral 326. After successful installation of the
new queue configuration(s) and schedul ehg weight(s), BR-RX 156 returns an
ACK 328 to PDP 160b. [721 In an alternative enbodi nent, PDP 160b determ nes
when to performa virtual pool capacity update instead of ER-RX 158. In
this enbodi ment, PDP 160b solicits reports of or prograns periodic
unsolicited reporting by ER- RX 158 of the currently reserved Intserv

bandwi dt hSehvicel RataUHbeINEdpicifyeGEERERXDAROW Al foScodfif@t 8he UhtRRed 28e@W
capacity specified by the NM5 PDP 160b pushes a policy to ER -RX 158 to
st op acceﬂ‘tei%o’ﬁg&}ﬁéééfvati ons until the reserved bandwidth is bel ow t he
new capacity. To further reduce the anpbunt of nessaging, PDP 160b may push
a policy on ER- RX 158 that instructs ER-RX 158 to send a single
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the primary PDP.

[73] In the event of a failed ER or BR, IP routing and RSVP refresh messages are used to
discover a new route and reroute flows around the failed ER or BR. Upon successful
rerouting, PDP 160b may push a policy to the corresponding BR-RX 156 to release the
Diffserv queues allocated to Intserv traffic for the failed ER-RX or push policies to all
downstream ER-RXs of a failed BR-RX to release the configured virtual pbol(s) for the
failed BR-RX.

[76] Referring now to Figui‘e 8C, there is illustrated an exemplary scenario in which an
NMS or network service provider operator directly alters the configuration of queue(s) and
scheduler weight(s) on BR-RX 156. In response to the update, BR-RX 156 notifies PDP
160b of the changes. If not contained in the notification, PDP 160b pulls the configuration
update from BR-RX 156, as indicated. at reference numeral 342, and then, as depicted at
reference numeral 344, pushes the new configuration of virtual pool capacities onto all

affected ER-RX(s) (of which only ER-RX 158 is shown).



wei ght on BRXX!'"). [741 To prevent a PDP (e.g., PDP server 160b) from
becom ng a single point of failure, a backup PDP may be utilized for one
or nore pHig@iysVBPPs. I n the event that a prinmary PDP faig@yudobesdspt serv
service control nay be switched to the backup PDP, and each ER- RX
controlled by the primary PDP may report its current reservation state to

t he backup PDP. However, each ER-RX shoul d stop accepting new reservations
until the switch to the backup PDP is conpleted. After the primary PDP is
restored, the backup PDP first synchronjygzes state with the primry PDP and
then inforns each ER- RX to switch back to the primary PDP. After
switching back to the primary PDP, each ER-RX synchronizes its reservation
state with the primary PDP. [751 In the event of a failed ER or BR, IP
routing and RSVP refresh nessages are used to discover a new route and
reroute fYhws @mewsidnt he fail ed ER or BR Upon successful rerouting, PDP
160b may push a policy to the correspaonding BR-RX 156 to release the
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using policy and management information bases. The network model of the present invention

advantageously enhances scalability while maintaining a s tandardized architecture and can

therefore be readily adopted for implementation.

[78] While various embodiments of the present invention have been described above, it
should be understood that they have been presented by way of example only, and not
limitation. Thus, the breadth and scope of the present invention should not be limited by any
of the above-described exemplary embodiments, but should be defined only in accordance
with the following claims and their equivalents. For example, although the present invention
has been primarily discussed with respect to implementations employing Resource
Reservation Protocol (RSVP) and Internet Protocol (IP), it should be appreciated the present
invention has applicability to other communication protocols, including Session Initiation
Protocol (SIP) and ITU H.323, which may be used to perform admission control by the
selective admission or denial of an enhanced QoS flow based upon policy and available
resources. Moreover, although the present invention has been described with respect to
various hardware elements that perform various functions in order to achieve end-to-end QoS
for selected network flows, it should be understood that such functions can be realized

| through the execution of program code embodied in a com puter-readable medium. The term



that provides end-to-end QoS for selected flows by inplenenting edge-based
Intserv over a Diffserv domain. The network nodel supports a nunber of
functi onswg @@ahssdiing per-flow adm ssion control utilizi ngpditeoyssRSVP
processing only at the CPE edge routers, receiving edge router
identification, upstream adm ssion control at the receiving edge router,
pool - based resource managenent, and synchroni zation of bandw dth usage

i nformati on between the receiving boundary router and receiving edge
router by policy managenment. Despite igiroducing additional functionality,
t he network nodel of the present invention is consistent wth existing
Intserv, COPS and Diffserv nodels, and the Diffserv policy provisioning
nodel using policy and nanagenent information bases. The network nodel of
the present invention advantageously enhances scalability while

mai nt ai ni ‘Rgmputt-acudabldi Aeduar il LRAt kréin aRErE 38 arr% haeahar Sab artieRdiel Yn
adopted for inplenmentation. [78] Wile various enbodi nents of the present

i nvent i orPrR¥(EZHBERICHERTIO) DHéala pivsessingisystem ol PxecHiEony ntish ¢t wedivmpay rkey
have bee : - . N LUt at T t he
R B g
t he abovemedscri bed exenpl ary enbodi nents, but should be defined only in
accordance wth the followi ng clains and their equival ents. For exanpl e,
al t hough the present invention has been primarily discussed with respect
to i npl enentations enpl oyi ng Resource Reservation Protocol (RSVP) and
Internet Protocol (IP), it should be appreciated the present invention has
applicability to other conmunication protocols, including Session
Initiation Protocol (SIP) and I TU H. 323, which may be used to perform

adm ssion control by the selective adm ssion or denial of an enhanced QoS
fl ow based upon policy and avail able resources. Myreover, although the
present invention has been described with respect to various hardware

el ements that performvarious functions in order to achieve end-to-end QS
for selected network flows, it should be understood that such functions can
be realized through the execution of program code enbodied in a com

put er -readabl e medi um The term WO 02/ 075554 PCT/ US02/ 08436 -31



"conput er-readabl e nedi um’ as used herein refers to any nedi umthat
participates in providing instructions to a data processing systemfor
execut i onwoSpahs4edi um nmay take rmany forns, includi ng pgrinabosdzgited to
non-vola tile nedia, volatile nedia, and transm ssion nedia. WO 02/ 075554
PCT/ US02/ 08436 -32 CLAIMS What is clai,ged is: 1. Arouter, conprising: a
data pl ane having an input port connectg le to an upstream|ink and an

out put port connectable to a downstreamlink; and a control plane
including: a virtual pool having a capacity corresponding to a resource
capacity of an wupstreamrouter coupled to the upstreamlink; and an

adm ssion control function that, respgpgiyg to a request to reserve
resources for a flow through said data pfane fromsaid i nput port to said
out put port, perforns adm ssion control for the upstream!|ink by reference
to resourﬁﬁmgﬂﬁgha%iLLty within said virtual pool. 2. The router of Claim
1, wherein. él&igﬁgﬂ%al pool is a first virtual pool; said control plane
further includes a second virtual pool; each of said first and second
virtual pools is associated with a respective one of first and second
servi ce classed:O8iSH COWPHSIBEN ssi on control function perfornms adnission

vai | abi |1y |k and R ety MR R T TSRl S B Pa i e
a servi ceceingsigble falp davasdrebm lgdkj ahdr equest . WO 02/ 075554 PCT/ US02/ 08436
a control plane including:
a virtual pool having a capacity corresponding to a resource capacity of an
upstream router coupled to the upstream link; and
an admission contrpl function that, responsive to a request to reserve resources
for a flow through said data plane from said input port to ‘said output port, performs
admission control for the upstream link by reference to resource availability within

said virtual pool.

2. The router of Claim 1, wherein:

said virtual pool is a first virtual pool;

said control plane further includes a second virtual pool;

each of said first and second virtual pools is associated with a respective one of first-
and second service classes; and

said admission control function performs admission control for said flow on said
upstream link by reference to resource availability in one of said first and second virtual

pools associated with a service class indicated by said request.



-33- 3. The router of daim1l1, wherein: said first and second service

cl asses conprise first and second Integrated Services service classes; and
sai d requigsoless4 Resource Reservation Protocol (RSVP) re sz)g§43gesource
reservation fzor an Integrated Services flow 4. The router o] alm 3, and
further conprising a Resource Reservatign Protocol (RSVP) function in
comuni cation with said adnission contréf function, wherein said RSVP
function receives said request and provides said request to said adni ssion
control function. 5. The router of Claim1l, wherein said adm ssion control
function incI udes neans for det erm ning whether said router is a receiving

edge router ;rthe fr??\e{, erein said adm ssion control bl ock
performs adm s P%ﬁoué% éziumr or tHE" upstreamlink only in response to a

determination tdi@tfirsiodrd seQbtideservice thgses @6@pNIcNGrsE eAE sécobd Shtedrated t B&vickOW.
6. The router of Clalml and further conprising a policy control that

det er ni ne§eVigpEapss: adsource of the flow is authorized to request resource

reservation. 7g;A &ﬁé’é@ K SNek&Re ét?d 910t@60ﬁ gl‘fi’ést havi g%@g{%@

out put port; an upstream|ink coupled to t e out u t he

router; sessemdior euimegrated Sevitentfjowa data pl ane haV| ng an input port
coupled to the upstreamlink and an output port connectable to a
downstream link; and a control plane including: a virtual pool having a

capacity @orresponeitsg of Tlain 85 e Fatieapagiptiying of RefRirdel Redervalbit Proto@ddd an
adm ssion control function that, responsive to a request to reserve

r esour ces BOYP)FUpgtisw ip commasication i S%?@nxﬁ%%@na OL)ﬁmﬁteﬂn Wherein sdRYAP sai d
data WD 0Eﬁ@ﬁéﬁé&a&’&ﬂal&%@&Aé&%ﬁl@rowdes said request to said admission control function.

5. The router of Claim 1, wherein said admission control function includes means for
determining whether said router is a receiving edge router for the flow, and wherein said
admission control block performs admission control for the upstream link only in response to

a determination that said router is the receiving edge router for the flow.

6. The router of Claim 1, and further comprising a policy control that determines

whether a source of the flow is authorized to request resource reservation.

7. A network system, comprising:
a first router having an output port;
an upstream link coupled to the output port of the first router;
a second router, including:
a data plane having an input port coupled to the upstream link and an
output port connectable to a downstream link; and
a control plane including:
a virtual pool having a capacity corresponding to a resource capacity
of the first router; and
an admission control function that, responsive to a request to reserve

resources for a flow from said input port to said output port through said data



-34 plane, perfornms adm ssion control for the upstreamlink by reference to
resource availability within said virtual pool. 8. The network system of
Caim7, WeehRihkssy said virtual pool is a first virtual pgRlpysgosysgontrol
pl ane further includes a second virtual pool; each of said first and second
virtual pools is associated wth a respective one of first and second
service classes; and said admi ssion coit4ol function perfornms adm ssion
control for said flowon said upstreamlink by reference to resource
availability in one of said first and second v irtual pools associated
with a service class indicated by said request. 9. The network system of

Claim7, wherein: said first and second service classes ¢ rise first and
second | nt egrat ed 9@%‘?’ LTS A 81°8I%9§_1§8£¥0ra Ef?f?raal?elh%g& rFéreémﬁetgource
Reservati on Prot OCOﬂes({Lﬁ@\@)aﬂﬁﬁmﬁQﬁthiﬁgaﬁd{zjet&@lqj’o@ﬁ reservation for an

T

I ntegrated Services flow 10. e network systemof Claim9, said second
router further conprising a Resource Reservation Protocol (RSVP) function

i n comung cat i g Wik biS3hiEn ¢ a8 P9 neptrol  function, wherein said RSVP

function receives sal equest. and provides said request to said adm ssion
control funct isanl vitteal pbhkis adirsioikuag patlem of C aim 9, wherein said first

router conprises, a da I .ncludin forwardi ng function and a
plurality of qi?édtj%oggrf)@gee%ﬁer&(gﬁheaélS ‘%8gfvf1§'|’a£ﬁ?oqQUal ity of service,
wherein said fachar it dirdtune kécond SiktubLhRSs BasiRiatedobith Br@pEdlednSor Histes

flows into multiple different ones of said plurality of queues for
t ransni ssitgiesmdsgiviresdastiio?tdut er.  12. The network system of O aim 11,

and further cogmirl&maoﬁl SR BRctRInOYrf8hs RRRIRIK coﬂ%{]ﬂg fsaidpﬁ&w?lﬂ Layq Of

first routers including sard first router, erein eac sald urality
of WO 02/9@26684 liRETYyUSHZE B8 488 esource availability in one of said first and second v irtual

pools associated with a service class indicated by said request.

9. The network syﬁtem of Claim 7, wherein: /
said first and second service classes comprise first and second Integrated Services
service classes; and
said request is a Resource Reservation Protocol (RSVP) request for resource

reservation for an Integrated Services flow.

10. The network system of Claim 9, said second router further comprising a Resource
Reservation Protocol (RSVP) function in communication with said admission control
function, wherein said RSVP function receives said request and provides said request to said .

admission control function.

11.  The network system of Claim 9, wherein said first router comprises a data plane
including a forwarding function and a plurality of queues that each provide a different quality
of service, wherein said forwarding function switches packets of Integrated Services flows

into multiple different ones of said plurality of queues for transmission to said second router.

12.  The network system of Claim 11, and further comprising a service provider network

having a plurality of first routers including said first routef, wherein each of said plurality of



-35 first routers includes one or nore queues, and wherein different first
routers in said se rvice provider network concurrently inplenment different
mappi Nngs HWel presssknt egrat ed Services classes and sai d one@iydigizgueues.
13. The network systemof Claim 11, and further conprising a service

provi der network .having a plurality of %irst routers including said first
router, wherein each of said plurality 3 first routers is a
Differentiated Services router supporting a plurality of Differentiated
Servi ces classes, and wherein different first routers in said service

provi der network concurrently inplenent different mappi ngs between

L nt t : : Lo : i "
o aeses | i uf BIRIARET, Btk GRuR, oBl Bt HiRlenb i RO R LAE oA O
rout ers. fibvidehectmetrhookcusysilye mplbmehtadififer®nt whppiagn batevieeh adegrated Gerviast r o

function ipclude kgeans for determ ning whether said second router is a
receivingcéﬁﬁ%mFgﬁf PEBMEREFFHW, and wherein said adni ssion control

bl ock perfornms adm ssion control for the upstreamlink only in response to
a determnation that said second router is the receiving edge router for
the flowi3-15 ThheetwetwrtensyisEleim di. mddpharsomprging afeiqeradde nebrarkr
conpri sesy Q. : . S@l . ur. : ‘
el udos L B oL e T KRR G Thgy of
control pfisheoutas| isda MYiffeentinted Sehvipesotoukevsupporting ap abirdlyy obdrPDépmnidiedg t o

a resourcg capacity of ownstreamlink of said transmtting edge router;

Bnd-an- aanrePo st ol wARER: ERTh S cBimhanyetd SR MeL hralet 8braer ve

r esour cesconk@irerdlyl ingMehbi0liffref@@dpsiata bohwane Ibgsrl Kelviedsilhdstd agH edge

router to said receiving edge router, 5§rforns adm_ssion control for the
g

downst r eaPiiralifkolgpitferratipted wetviqes clagpes eeiffarenbencs of sjd plaraditepfdlditierentiaiedur ce

avai | abi | g&.y: i this said virtual pool of the transmtting edge rout er

14. The network system of Claim 7, wherein said admission control function includes
means for determining whether said second router is a receiving edge router for the flow, and
wherein said admission control block performs admission control for the upstream link only
in response to a determination that said second router is the receiving edge router for the

flow.

15. The network system of Claim 14, wherein said edge router comprises a receiving
edge router, and said network system further includes a transmitting edge router comprising:
a data plane; and
a control plane including:
a virtual pool having a capacity corresponding to a resource capacity of a
downstream link of said transmitting edge router; and
an admission control function that, responsive toa request to reserve resources
for a flow through said data plane of said transmitting edge router to said receiving
edge router, performs admission control for the downstream link of the transmitting
-edge router by reference to resource availability within said virtual pool of the

transmitting edge router.



WO 02/ 075554 PCT/ US02/ 08436 -36 16. The network systemof Caim7, said
control plane further conprising a policy control that determ nes whet her
a source @ d¢hesdshow i s authorized to request resource regefyedob@suzcl7. The
network systemof Claim7, and further conprising: the downstreamlink
connected to said output port; and a cyustoner network coupled to the
downstream |link. 18. A nethod of operating a router having an input port
connected to an upstream|ink and an output port connected to a downstream
| ink, said nethod conprising: the router maintaining a virtual pool having
a capacity corresponding to a resource capacity of an upstreamrouter

coupl ed t gt heppashw ERYT CBadn L ¥ -4d.. yest  t: ve
resour ces foreg'flomﬁ?ﬁ?%ﬁgﬁfsaidd¥gﬁgg§ﬁg%?%ﬁé§%?%1ﬁ%ﬁﬁgégg ﬁ? |%§§%£nd in
response that deigrapines giheter a sairet afdhg Bow peantlorinediy reqhestsiogrvecematvatibn.f or t he
upstream link by reference to resource availability within said virtual
pool. 19. The nethod of Caim 18, wherein: said virtual pool is a first
virtual pbbl; TiemteoRispgera of Cldimdl, abfattheasdpipkisiag: sai d router nai ntai ni ng
first and secoHd virtual .. pools that are each associated with a respective
one of first & ﬂd@@?ﬁﬁ@ﬂ§@$6p@%m de sud outgyiportyasd or ni ng adni ssi on contro
conprises sai %g&gﬁﬁ.nwotpgdﬁbmt@mgﬁ%gpeaﬁgmﬁ( ol for said flow on said
upstream |l ink by reference to resource availability in one of said first
and second virtual pools associated with a service class indicated by said
request . . The neth of .Caim19, wherei.n: said fir and second.service
cl gsses clc?ggor'rpr ixé]gnefﬂlmrdsé}do SerULE orr(l)BéLef ke UGF AF SHUERPY icgl&ecgég &p 91 vgs Eqag’s]é’i%; and
sai d receindiangupanjurt sescdtedwi adonhsaedie Bl s8ie nRgsdrcsaiphising:Pr ot ocol ( RSVP)

request for ap Integrated. Services flow. . ) .
the router maintaining a virtual pool having a capacity corresponding to a resource

capacity of an upstream router coupled to the upstream link;
-said router receiving a réquest to reserve resources for a flow through said router onto
said downstream link; and
in response to said request, said router performing admission control for the upstream

link by reference to resource availability within said virtual pool.

19. The method of Claim 18, wherein:

said virtual pool is a first virtual pool,

maintaining a virtual pool comprises said router maintaining first and second virtual
pools that are each associated with a respective one of first and second service classes; and

performing admission control comprises said router performing admission control for
said flow on said upstream link by reference to resource availability in one of said first and

second virtual pools associated with a service class indicated by said request.

20. The method of Claim 19, wherein:

said first and second service classes comprise first and second Integrated Services
service classes; and |

said receiving comprises receiving a Resource Reservation Prétocol (RSVP) request

for an Integrated Services flow.



WO 02/ 075554 PCT/ US02/ 08436 -37 21. The nethod of C aim 18, wherein said
upstreamrouter conprises a data plane including a plurality of queues,

and wher e @ansssget hod further conprises providing, a plpgdaidobsab
different qualities of service to a plurality of Integrated Services flows

utilizing said plurality of queues. 22,, The method of C aim 21, wherein
said first router belongs to a service provider network including a
plurality of first routers each having one or nore queues, said nethod
further conprising concurrently inplenenting different mappi ngs between
Integrated Services classes and said one or nore queues at different ones

of said ur al i -0 : qT h f i in
sai d ups 'ItOirle'am r%‘%eyu?lgtrhogo(?rirs) Fllaél% S }%ﬁ‘gﬁ%?la gsaﬁ gﬁsg]@?%ayfbgﬁ? Cﬁgfp?l gérpe%'gq aga}tl\lggﬁg
Servi ces imdutiegsa phiadlite adhqusugspend véheplinisatimsgthod fibitef epmptiseat mdviSimgvi ces

I : i furt i S] tly jgpl ting.diff t
roppi nos PBEReEr it eapn B SERiLEl BrieLL oL et B S b Typine "
Di f f er entdaat SiGraB8rofiguesescl asses in different ones of said plurality of

Differentiated Services routers. 24. The method of Caim 18, and further
conprising determ ning whether said router is a receiving edge router for

the Tl ow jnherfien,s@bd Jrotihfh 2EWHefIP sad HrsSlofty %@B&lé@ ko fapsrer\}i%epro'éﬁ%} feam
t router e

link only. 1n response to a determ nation at sal ist recel vi ng
edge r outmstworkdncluding filpbwali@Sof fitkerontetsheadh baviG anerod Boreaqubués,iisaii enethod

i Si | pl At | | i trol b t 1 Ni whet h f
The 11 ow PEbaleREPTIG SRS T el SXEREH VR 26 Th oG o

G ai m 18, Semiessedlissenbel badtRe GOMPre fRGeRal GiERicnt BOeLE0sAd PAhIaY , ofafd: Sai d
met hod further conprises transmtting said request fromsaid receiving edge
router tdo%Stransmitting edge router. WD 02/075554 PCT/ US02/ 08436 - 38

23.  The method of Claim 21, wherein said upstream router comprises one of a plurality of
Differentiated Services routers that each support a plurality of Differentiated Services
classes, said method further comprising concurrently implementing different mappings
between Integrated Services classes and said pluraﬁty of Differentiated Services classes in

different ones of said plurality of Differentiated Services routers.

24,  The method of Claim 18, and further comprising determining whether said router is a
receiving edge router for the flow, wherein said router performs admission control for the
upstream link only in response to a determination that said router is the receiving edge router

for the flow.

25.  The method of Claim 18, and further comprising implementing policy control by

determining whether a source of the flow is authorized to request resource reservation.

26.  The method of Claim 18, wherein said router comprises a receiving edg e router, and
said method further comprises transmitting said request from said receiving edge router to a

transmitting edge router.



27. The nethod of Caim 26, wherein said transmtting conprises
transmtting said request to said transmtting edge router wthout

per form nyoagrssiyon control at any intervening router. Z%T/ddeogdthod of
Claim 26, and further conprising: said transmtting edge router naintaining
a virtual pool having a capacity corregponding to a resource capacity of a
downstream |link of said transmtting e%g router; and in response to
receiving a request to reserve resources for the flow, said transmtting
edge router perform ng adm ssion control for a downstream|ink of the
transmtting edge router by reference to resource availability within the

virtual pgol mBientRIRAd.PY ISR §h, FhA8RNald HsknGHEE & bs .tl%gsmiﬁ}%hgﬁé hod

of Claim 18, and further conprising: In response to adm ssion o e tlow,
t he rout eequesutd rsgidt lrendrhiingt edge towsst owithout nEtinoming caipssioh tcontrdéleat any
downstream |ink. 30t. A program product for operating a router having an

i nput porlflelévgﬂjﬁléé?‘éar'to an upstream|link and an output port connected to a
downstream | i nk, said program product conprising: a conputer usable

medi um agnd a_control program.including: instructions for causing the

rout er t?gmai nthgitRe OQ/?fE@lﬁ’éer?;@B@ﬁH@ﬂ?ﬂjﬂpé“%baci ty corresponding to a

resource capaghiiy QhsAitd ddbe aButep UnSlntAHP! £dvil@art %olunl%tvﬁlgag‘ cébag&%y'

instructions for causing the router to recefve a request to Teser
r esour cegofresponding [tow resonmg papasal df eclotvastreant bols af daid dwenshittienedge mytemnd
instructi gs for causing the router, in response to said request, to

R4S 10! :
perform "adm ssion control for the upstreamlink by reference to resource

avai |l abi l'i ty \ih td3pdnseIaircteiitey DfequEt & fe8G0tIf3Curb&os the flow, said transmitting
edge router performing admission control for a downstream link of the transmitting edge
router by reference to resource availability within the virtual pool maintained by said

transmitting edge router.

29. The method of Claim 18, and further comprising:
in response to admission of the flow, the router routing the flow to a customer

network coupled to the downstream link.

30. A program product for operating a router having an input port connected to an
upstream link and an output port connected to a downstream link, said program product
comprising: '
a computer usable medium; and
a control program including:
instructions for causing the router to maintain a virtual pool having a capacity
corresponding to a resource capacity of an upstream router coupled to the upstream
link;
instructions for causing the router to receive a request to reserve resources for
a flow through said router onto said downstream link; and
instructions for causing the router, in response to said request, to perform
admission control for the upstream link by reference to resource availability within

said one or more resource pools.



WO 02/ 075554 PCT/ US02/08436 -39 31. The program product of C ai m 30,
wherein: said virtual pool is a first virtual pool; said instructions for
causi ng swioovosgser to maintain a virtual pool conprise irCArUeCH8406s for
causing said router to maintain first and second virtual pools that are
each associated with a respective one_g§ first and second service cl asses;
and said instructions for causing said router to perform adm ssion control
conprise instructions for causing said router to perform adm ssion control
for said flow on said upstreamlink by reference to resource availability
in one of said first and second virtual pools associated with a service
class indicated by said request. 32. The program product of C aim 31,
wherein: said first and second service classes conprise first and second

| nt egr at edll- Ser Vhereerageprofecs of Clam 88, whakeinsai d i nstructions for causing

said router togﬁ@g@&égx%pgaqggﬁgﬁ&ﬂggﬁprise instructions for causing said

router to receive a source Reservation Protocol (RSVP) request for an
| nt egr at ed Ser sdidt gsstfuctions 3@. casmgpsadr@amieprtoduaintgh £ ditmal 3ol acwanifriset her

conprising instructions for. caysi sai d.router to_determ ne whether said
Fouter i STETHRONT T (g 84t GOIE Orap R ire and Soenad il Bl theh frecach
perfornms adedigsd ﬁﬂh@@@%ﬂé@tﬁvefdhé of Hifst biRBdet QRlNbelvidcldRdsy ad) r esponse to a
determ nation that said router is the receiving edge router for the flow.
34. The progr aitihiwHyetonst forcansme 3eid LoMier 110 REOFMCHIRFTISN KORITI sIOMPEISE ons

for causi iﬂ?ruc?i@h? Férolz‘}u@ﬁlgt é%id'h Rh& ”}%erfb%i EHniEQ0H o8 trddVof! %Liﬂrﬁ‘&vmo'?xgsa‘{‘@gt her

a source of the flowis “authorized to request resource reservation.
The pr ogranstrpan dinkt byofef@krdento 3@soudrereilabibiyi d omeuifesaid Grsprand escoad veved vi ng

cadsi ng. SRl PR e dReRe T bkt BY s ARSI 0 equest to A
transm tting edge router.
32. The program product of Claim 31, wherein:
said first and second service classes comprise first and second Integrated Services
service classes; and
said instructions for causing said router to receive the request comprise instructions
for causing said router to receive a Resource Reservation Protocol (RSVP) request for an

Integrated Services flow.

33. The program product of Claim 30, and further comprising instructions for causing
said router to determine whether said router is a receiving edge router for the flow, wherein .
said router performs admission control for the upstream link only in response to a

determination that said router is the receiving edge router for the flow.

34. The program product of Claim 30, and further comprising instructions for causing
said router to implement policy control by determining whether a source of the flow is

authorized to request resource reservation.

35.  The program product of Claim 30, wherein said router comprises a receiving edge
router, said program product further comprising instructions for causing said receiving edge

router to transmit said request to a transmitting edge router.



WO 02/ 075554 PCT/ US02/ 08436 -40 36. The program product of O aim 37, and
further conprising: instructions for causing said transmtting edge router
to mai nt amo @/@s3stual pool having a capacity correspondi IRETIES02/08436 0Ur Ce
capacity of a downstreaml|ink of said transmtting edge router; and
instructions for causing said transmttjpg edge router, responsive to
receipt of a request to reserve resources for the flow, to perform

adm ssion control for a downstreamlink of the transmtting edge router by
reference to resource availability within the virtual pool maintained by
said transmtting edge router. 37. The program product of C aim 30, and
further conprising instructions for causing said router to route the flow
to a custoner network coupled to the downstreamlink in response to

adm ssion of the flow. 38. A data storage device, conprising: a data

st orage n%jl u%hﬁggggmv IV\% f@ﬁgn?)glza&lw r{m ?&Hég ncoded Wi thin said

conput er usabl e erein sai ol ®ata structure specifies
a virtual poolinstapsiond for tasingnaidgrassitidoeize auit@rto afairain dairianpdoMaikng hat

i ncl udes an upstream boundary router hayi n a_resourc apacjty

cor r espondFRFYD C?lﬁ%ﬂpeﬁl%aq A SEOPTCE LHRIHY P as‘iﬁ"&PSW?"tl 3’5& Posid ‘Eaé’ﬁ%‘étf

speci fyi ngioa rfR&t BN reservabl e bandwi dth that may be reserved at sai d
egress edge router by traffic fromsaid upstream boundary router in one or
more service cingEstisns frdcanpias eeid Gansthitfingtedar pulef, rdsponsivete wedeinteof a

associ at el%ﬂg{agl[% éée“% gr%Lof.ﬁgég 4o rctﬁ‘?ﬁ&zt% ‘é@%ﬁnta&%so@ﬁt Iﬁabmfbou&%m% am r’%ﬂ{ﬁgl of

t he data ata stotage device sal

pool dat aofsthe tahsniietifgluedgh @outecyrpafersndegoaesarse Daildilysvitlie kit sipedigosl ng
whi ch of said.o nore services classes have resources allocated to
themfron’i“i“ﬁ&a“%Pp?’é’ﬁalri“&BB‘W R4EF IPte'WD 02/ 075554 PCT/ US02/ 08436

37. The program product of Claim 30, and further comprising instructions for causing
said router to route the flow to a customer network coupled to the downstream link in

response to admission of the flow.

38. A data storage device, comprising:

a data storage medium; and

a virtual pool data structure encoded within said computer usable medium, Whgrein
said virtual pool data structure specifies a virtual pool capacity for an egress edge router of a
data network that includes an upstream boundary router having a resource capacity
corresponding to the virtual pool capacity, said virtual pool capacity specifying a maximum
reservalﬂe bandwidth that may be reserved at said egress edge router by traffic from said
upstream boundary router in one or more service classes, and wherein said virtual pool data
structure associates said virtual pool capacity with the upstream boundary router of the data

network.

39.  The data storage device of Claim 38, said virtual pool data structure further
comprising a service class field specifying which of said one or more services classes have

resources allocated to them from the virtual pool capacity.



-41 40. The data storage device of Claim38, said virtual pool data
structure further conprising a reservation field indicating whether

reservat i g 28858%t s requesting resources fromthe speci facadysobiédsal pool
capacity will be processed by an adm ssion control function of the egress

edge router. 41. The data storage devicg of Caim38, and further
conprising: a resource capacity data sttructure encoded within said conputer
usabl e nedium wherein said resource capacity data structure specifies a
resource capacity allocated to each of said one or nore service classes
within a data plane of a boundary router of a data network, and wherein
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with one or nore virtual pool capacities of downstreéam egress edge routers
of the datomprismgviordservdtion fitlé igticaiing twhetipe refewiatien ofqueitaraqusding wheneesn sai d
virtual pgol ,data.structure jncludes...a plurality of entries at .eac

speci fi es&én\gli‘erﬁpﬁ%ﬁeéﬁﬁua é’B!a%a}pf‘f/‘%? Wil ]%?rﬁ%%egsc?gibgtagﬁd‘é’bsé‘é’anB’fﬁ‘g ?‘}ﬂcﬂaﬁap
wher ei n stab ggidatedgstoutsage device further conprises a boundary resource data
structure, encoded within said conputer usable nedium that specifies a
maxi mum aggregate of said virtual pool capacities. 43. The data storage

devi ce ofiCl aifhedfhn Ailed dliiddSh CRAMPIS, S irnar PARkistigage data structure

encoded wi thin said conputer usable med 1um wherein” said pool usage data
struct ur e i ndiactsece capacite rdatay strestie \eadodsdr within sefd ¢drepusérr ysablle pedibim,
capacity._444.. A.data storage device, conpri.sing. a data.stgra medi .um
and an i nver a8 R ng runctr %ﬁtydﬁfaas Jf trulﬂec%’f{%‘rntglse %ﬁg%sc?%e\ﬁa?%tﬁ a@%‘iage%c% AR er
usabl e nedisd oneVbehire seimicd dladsey Withial ndafaupladd 6N aduaday ro@tlbe asheci fies
a plurality of Di ffere,nti,ated Services traffic control paraneters for an
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PCT/ USO2/\38£13Re or more virtual pool capacities of downstream egress edge routers of the data

network.

42, The data storage device of Claim 38, wherein said virtual pool data structure includes
a plurality of entries that each specifies a virtual pool capacity for an associated edge router,
and wherein said data storage device further comprises a boundary resource data structure,
encoded within said computer usable m;edium, that specifies a maximum aggregate of said

virtual pool capacities.

43. The data storage device of Claim 38, and further comprising:
a pool usage data structure encoded within said computer usable med ium, wherein

said pool usage data structure indicates a curently reserved portion of the virtual pool

capacity.

44, A data storage device, comprising:

a data storage medium; and

an interworking function data structure encoded within said computer usable medium,
wherein said interworking function data structure specifies a plurality of Differentiated

Services traffic control parameters for an ingress edge router routing incoming flows of one



-42 or nore Integrated Services service classes, said traffic control
paraneters including at | east a marking paraneter and a scheduling

par amet erw043/0758he dat a st orage device of C aim 44, said rcaftfSorossent r ol
parameters further including policing paraneters. 46. A data storage
device, conprising: a data storage nedlgnl and an edge router
identification data structure encoded within said conputer usable nedium
wherein said edge router identification data structure associates a router
of a data network with one or nore network addresses for which the router
is a receiving edge router. 47. A data storage device, conprising: a data
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conmput er usabl e nmedium wherein said pool usage data structure |nd|cates a
curr ent | y mraskiog perdmgter andnsdkdwingtpasdmeb@mol capacity for an egress edge
router of a data network that includes an upstream boundary router having
a resource capacity corresponding to the virtual pool capacity.

45. The data storage device of Claim 44, said traffic control parameters further including

policing parameters.

46. A data storage device, comprising:

a data storage medium; and

an edge router identification data structure encoded within said computer usable
medium, wherein said edge router identification data structure associates a router of a data

network with one or more network addresses for which the router is a receiving edge router.

47. A data storage device, comprising:

a data storage medium; and

a pool usage data structure encoded within said computer usable medium, wherein
said pool usage data structure indicates a currently reserved portion of virtual pool capacity
for an egress edge router of a data network that includes an upstream boundary router having

a resource capacity corresponding to the virtual pool capacity.



