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WD 00/ 60476 PCT/ US00/ 07087 1 ARCH TECTURE FOR A UNI VERSAL SERI AL BUS- BASED
PC FLASH DI SK Fi el d and Background of the Invention 5 The Br&¥&3P6 i nventi on
is related to sem conductor nenory devices, and in particular to erasable
and programmabl e nonvol atile nenory nodul es which are connected to a host
pl atformusing the USB PC Bus. Erasabl e and progranmmabl e non-vol atile
menory m)dul‘%?' hereinafter referred to as flash nenory or flash devices,
are known i@ EMTE ¢ for storage of 10 information. Fleshsagwsces incl ude
electrically erasabl e and programmabl e read-only nenori es (EEPROVs) nade of
flash-type, floating-gate transistors and are non- volatile nmenories
simlar in functionality and performance to EPROM nenories, wth an

addi tional functi onatRGHITEGERBFORUSUNSIYERSALISERIAL BUSBAGEBMMRDbI €,

operation to erase pages of the mr%ﬂﬁg exanpl e of an inplenentation
of such a flash device 15 is given in U'S. Eatent No. - 5, 799, 168,

i ncorporated by reference as if fully set forth herein. Flash devices have

the advant ageFifd hebisigroeldak ik Ghnicnexpensi ve and requiring relatively
little power as ¢ ared to traditional magnetic storage disks. However, in
a flash device, it “FEHBNYAURDF ielptediqsemisppdugtor memorpdéwingslagdiar i tt en ar ea of

~ the nmenory 2Qpaﬂimhmdmraaabbraﬁ@ﬁdklﬁﬂlﬁﬁgﬁoﬁﬁl@ﬁ@m%oﬂ;%dﬂgse‘ghich-r s limtation
of flash devi %%ﬁec%gyosaqi? wfem to be | ncongatl blewth typical existing

operating system progr g aigmusingtha USB BGBat be written to an area of

MeNDry within t he Efdsabich antb\iraganhaidinehvelalia. Masory PREXIAUSkYmRREN Wi tten,

unl ess the ar 1S, fir rased. sqQf tware managenent system such as
that di scl osedTh 8 ﬁ_ﬁ%’aﬁgwgry%_tfagé 36*4‘3%895“; knoppdy thmafprctorage 0993, 25

which is ithcdrfoorative Flals dévices inbhije slediriday érkkabl b PrograSmbEl i 66y t O Manage

these functi QRgmoried (HERR. ry. deyice. Currently, these Tlash nenory
devi ces have & second | |0nlv1fsk ﬁ%%%ﬁt&e’ iﬂlga“t“ﬁ"éf‘te FARUSIOrm 78Y 25T t her

attached st at"oltle|gemoges fiwiliroiot fumsitiandior ad retforihack aibroM migfoaghed
Gynancal, uebns e ARGkl U SR A 2L,
di fficulty ofcrase paggs of the memory. One example of an implementation of such a flash device
© 15 is given in U.S. Patent No. 5,799,168, incorporated by reference as if fully set forth
herein. |
Flash devices have the advantage of being relatively inexpensive and requiring
relatively little power as compared to traditional magnetic storage disks. However, in
a flash device, it is not practical to rewrite a previously written area of the memory
.20, without a preceding page erase of the area. This limitation of flash devices causes
them to be incompatible with typical existing operating system programs, since data
cannot be written to an area of memory within the flash device i;x which data has
- Previously been written, unless the area is first erased. A software management
System, such as that disclosed in U.S. Patent No. 3,404,485, filed on March 5, 1993,
25 which is incorporated as if fully set forth herein, is required to manage these functions.
- of the flash memory device. '
Cur;ently, these flash memory devices have a second limitation, which is that
they must be either attached statically to the host platform, or attached and detached
dynamica]ly.using the PCMCIA [Personal Computer Memory Card Intemational
30 Association] interface. Both implementations have drawbacks, including difficulty of

use and high cost.

A more useful implementation would follow the USB standard, as described in




use and high cost. A nore useful inplenentation would foll &w t he USB
standard, as described in 14 July 2006 WD 00/ 60476 PCT/ Usod? #8962 the
USB Specification Version 1.1 which is incorporated as if fully set forth
‘herein. The USB standard offers a smaller formfactor and greater ease of
use for the end user, while lowering the cost of the inplenentation. This
standard is specified to be an industry-wi de standard pronoted by

conpani es sUth4%7€Conpaq Conputer 5 Corporation, M cro%?ﬁjsw}ﬁ%y} and | ntel
to serve as an extension to the PC architecture wth a focus on Conputer
Tel ephony Integration (CTl), the consuner, and productivity applications.
The criteria which were applied to defifhe the architecture for the USB

standard i ncltheéSE Srecifiesion VersRE1 [ PAICE Maors AR YL Id al expansi on,
PP 2&@%@%@&812%%% ul I support

| ow cost, sup f O. transfer rates up to 1
for real-ti rreﬁﬁépg,ﬁ St\ia%(}laéde éeﬁf‘cfi'"&{]eré‘?’iﬂ Rclor pidementen eape effuse foTtie sndstsandar d al so

offers prot ocmhil¢lomﬁ1tﬁméwtﬂmehﬁiIMmmthjskﬁ&ﬁﬂtriQ%ﬁeggg transfers and

asynchronous ngs§ I,: i rati.on in conmodit devi ce technol ogy and
provi sion of a stgnd‘ggﬁm{d%{dg’r é’téeé‘%¥8‘?mpﬁ’§ﬁisa°w§é@m¢wuwnto any given

host product. Cemortier, Miaesoftt, FM eBHnsl ta ged 8 f SRLEEE Blthe BC ShiELG, MOdel for

15 cabl i ng ang;gt | S...such.-that all of the details of the
el ectrical functi g%gmnrtf%n %g?%%%%n slntf’%?‘t'r?f’ﬁgﬁs’élﬁé’?“&?’éﬁﬁ@ol ated fromthe

end user. Thr 8We¥tivilicapplicafiensr d, the peripheral devices are

~self-identifying, @0eissPRRL wak! t] ing of functjons to_ a driver.
Fur t her nor e, tt}]s st andard enabl egspgg%“"%"éi?l?gﬁ%’?%fm&&\fi’ sUtRstdardy nami cal | y

att achabl e anBPee BoTFs fFiCABereonal zomptes) petipherat epadsionClowdodcaHbALNY L0 t he
USB st andand irmsideses agxed20y/s06 L84 16 lgflned areas. US

i nt er connect i gn, USCE @e%ia_ﬁ_es “and the U%%ro tcf)(gfreapgﬁma?%%rvﬂﬂce’%°’8$ :

i nt er connect i O FrEef KAl srndar aliaofers prgBoq) Apxibility farmeixedzooizect ed to, and

comuni cat e wis¢chyondus @ath eadsfapd at hhdRondiiGnelaSiAL iirﬁég‘?ﬂioix ﬂﬂ%ﬂm%ﬁf? and
which Ts the connecti on nmodel between

conponent s i nglide the bus topol ogy, C CC Ll
USB 25 devices aﬁgm? ﬁ%y ?%’?é’f"‘gsf%t‘)? %?‘?ﬁda“f’ Figeraseoryapid inteeratipmingrappnnect i on has
a tiered star8efolt ogyuct Anhadditiors thaUSB B@ndard represents a single model for

15 cabling and attaching connectors, such that all of the details of the electrical fimctions,

including bus terminations, are isolated from the end user. Through the standard, the

peripheral devices are self-identifying, and support automatic mapping of functions to
adriver. Furthermore, the standard enables al] peripheral devices to be dynamically
attachable and re-configurable. .

20 A system constructed according to the USB standard is described by three
scparate, defined areas: USB 'interconnection, USB devices and the USB host
platform. The USB interconnection is the manner in which USB devices are
connected to, and communicate with, the host platform. The associated functions and
components include the bus topology, which is the connection model between USB

25 devices and the host platform.

' The USB physical interconnection has a ticred star topology. A hub is at the
center of each star. Each wire segment is a point-to-point connection between the host
platform and a hub or function, or a hub connected to another hub or function.

In terms of a capability stack, the USB tasks which are performed at each layef
30 i the system include a data flow model and a schedule. A data flow model is the
manner in which data moves in the system over the USB between data prodneers and

data consumers. A schedule determines access to the interconnection, which is




center of each star. Each wire segnent is a point-to-point connection
betweeh the host platformand a hub or function, or a hubi¢dHhé¥®¥ed to
anot her hub or function. In ternms of a capability stack, the USB tasks

whi ch are perfornmed at each layer 30 in the systeminclude a data fl ow
nodel and a schedule. A data flow nodel is the manner in which data noves
in the systemover the USB between data producers and data consuners. A
schedul " det"&"U& access to the interconnection, wWhi @riSeedAgJul y 2006 WO
00/ 60476 PCT/ US00/ 07087 3 shared. Such scheduling enabl es isochronous data
transfers to be supported and elimnatzes arbitration overhead. The USB

itself is a pall dsb S. g{]e host controller on the host platform initiates
all data tran(iiﬁaﬁF 5 SUcR Sphefiying erablss isechronops data wetstees to e suppaed midssi on of up to

three 5 packeéimnatdsaethtrdtionbeashd on begi ns when the host controller, on a
schedul ed basi s, n B packet describing the type and direction of
transaction, the ﬁ%@é&sg@agﬁwﬁ%ﬁﬁw@n Ist ot thewbastydatforThi s packet is

referred to abititeeall dakdeansipa CldBius franki@ons ISR SN tfaﬁsmiﬁs%n"éfﬂgﬁg hdle packet is

addr essed, s jtself by .decoding the appropriate address fields. In a
gi ven tr angag‘%a?%e&\s?%%ﬁr A Sla%uoﬁ’%ﬁ‘f?fw ?%Bh%? ‘E%‘E‘Pﬁ) ro8msehgduladativendpl at f orm t o

a device or f#U%B packeviewabihgtht type idsiredibabftRnsktiochN@e BkBagkd.on of data
transfer is spgeidi hJs token packet, The source of the transaction
then sends a datsé%ggg@éfn%gr&qeﬁ |133{)0@’StrﬁﬁFe“{]‘ﬁésg‘BGPF@PPﬁét- fdedata to
transfer. The/¥bdevicade which the packgdvaimtsed, baapanasbydbing drandshake packet

i ndi cating 10ffatd fABrels ANST uccessful . S%he USB data transfer
nodel bet V\B\gh@%. }?E)aurce e;n%n%elg% F%%fﬁ%m%%ﬁai%’s 6‘?%‘3“ PRermhand an

endpoi nt &h dodelaemn tog devipenr fign atdovieego the'hpit platforml TRy Eredtfog of db t ypes of

bi pes: st 1 eamaaiie ifpesRt nSEAILLRYR, AR B IRRdSl] fed structure, while

nmessage dat?i doeg. Addi tional |y, pipes have assSocCi H**%f 2dat a
_bandwi dt h, t FAREFES & ByliFpepthat i senrcedgsinadatito transter ke detimtibs i cs | i ke

‘directionali tgwewndesboﬁd&erﬁmshﬁﬂ&aké\ﬁaa&tﬂhi@ﬁﬁggﬁgﬁe %%d n%feq,wgg(i st ence when a
i t he Je au

USB devi ce i§uc&%@§d,9“r ed. One nessage pipe, control pipe,

~al'ways exists once a device is powered, in order to provide access to the
confi guratsi on, stHEediSB dardraserinood] bbiveay 2Bl Omhd dedinkidg ol BY h&E-

platform and an endpoint on 2 device is referred to as a “pipe”. There are two types of
pipes: stream and message. Stream data has no USB-defined structure, while message
- data does. Additionally, pipes have associations of data bandwidth, transfer service
type, and endpoint characteristics like directionality and buffer sizes. Most pipes come
20 into existence when a USB device is configured. One message pipe, the d;fauit
control pipe, always exists once a device is powered, in order to provide access to the
configuration, status, and control information for the device,
The transaction schedule for the USB standard permits flow control for some
stream pipes. At the hardware level, this prevents situations in which buffers
25 experience underrun or overrun, by using a NAK handshake to throttle the data rate.
With the NAK handshake, a transaction .is retried when bus time is available. The
flow control mechanism permits the construction of flexible schedules which
accommodate concurent servicing of a heterogeneous mix of stream pipes. Thus,
multiple stream pipes can be serviced at different intervals with packets of different
30 sizes,
The USB standard, as described, has three main types of packets, inchuding
token packets, data packets and handshake packets. An example of each type of




The transaction schedule for the USB standard pernmts flow control for sone
stream pi pes. At the hardware |evel, this prevents situati dAdulyA0hi ch
buffers 25 experience underrun or overrun, by using a NAK handshake to
throttle the data rate. Wth the NAK handshake, a transaction is retried
when bus tine is available. The flow control nechanismpermts the
construction of flexible schedul es which accommopdate concurrent servi cing
of a heter od¥h¥EMI6 ni x of stream pipes. Thus, nulti pl & gg,mspl pes can be
serviced at different intervals with packets of drfferent i zes. The
USB standard, as described, has three main types of packets, including

t oken packets, data packets and handshake packets An exarrpl e of each type
of 14 July 2008:080s Q0 i S wn i n background
art Figures 1%?%0 Back@gﬁ%agkﬁgyd?%%ugzi ‘\’A%lﬁ’ah QPVS?JSB abstract
devi ce. A t okenepRt é}ngbStfa%@eﬁ%v\n in background art Fr gure 1, features a
PID (packet ident Afw,m écﬁa)lﬂf i.f of three packet
types: IN, OUT, {o Ifab%lloqmy%ﬁcggﬁds%g@?‘? egattlrﬁgea% packet type,
the data trand¥ t‘&hﬂt ?‘W%‘? figld &2, Sﬂqetﬁrmaommﬁ&xtqeowketoypbhmmr opl atform If
PID field X2 smCJle ife3D Hbig I%Emﬁéstﬁ,ﬁﬂ{!’ e, a.transaction
is defined fr host latformto %Edg%%m}ifﬁ[sﬁ’ts%a%%‘im specifies
t he address, Iﬁ% hotplatforpg IfsPﬂBéieM 1é§pqchies theAtifor SETHOr t oken

packet 10. Forpadﬁhﬂfytamﬂe STt tsdctial 15 Aetinb®ém e RodtPfidin™ Prflighd 10 12
specifies that tok‘%hABﬁgk.ehdé g_ packe or a SETUP packet
type, ADDR field and “EXDP e ‘leﬂthiﬁddﬂfr‘if d@é?%ﬂm\é&hﬁﬂﬂ% siseifientbkpoi nt f or
" receiving theendmibts%qigbﬂntpadmtm m@tatandsshm trbuRadTibREUin Qi Iﬂ?k‘f}]g fol I ows

after tokegp p ansa ,_in which PID
specifies tha?f%i}g&ﬁésqml: ntpailfft s &h %p {&ie or f yREUP poksiRtpreel d 14 and

ENDP field 16AEPRqutréWmd|ENDPrﬁyldemhueemamfme ardpam&prtcea,r%shedat a packet.

A CRCS field Bsdodkad ter ning that token packet
10 has been r eerg}ve h%c%eﬂ?h%ﬁ%ﬁ%ﬁ{@g wg@h?@‘“?‘rs TR PpFhOERs | ssue token

packets 10, Franpackenst ig pdivh BHR fidd 82 sp@cifiesalvit therqraciter 1 is BYRN patkcansm ssi on of
the subseq Uel?be ARR A KEInE ENDP field 16 uniquely identify which endpoint stransmit a

15 datapacket. A CRCS5 field 18 contains the checksum, for determining that token

packet 10 has been recewed without corruption. Only host platform can issue token
packets 10, such that token packets 10 provide control over transmission of the
subsequent data packets.
As shown in background art Figure 2, a background art USB data packet 20
20 also features a PID (packet identification) field 22 for identifying the type of data
packet. Data packet 20 also features a data field 24 for optionally containing data, and
a CRC field 26 for containing the checksum as previously described.
Background art Figure 3 shows a background art USB handshake packet 28,
which features only a PID (packet identification) field 30. Handshake packets 28 are
25 used to report the status of a data transaction and can return values indicating
successful reception of data, command acceptance or rejection, flow control, and halt
conditions. Only transaction types which support flow control can retum handshake
packets 28. Handshake packets 28 are always returned in the handshake phase of 2
transaction and may be retumned, instead of data packets 20, in the data phase of a
30 transaction.
These three different types of packets are exchanged during various phases of

the transaction which includes a USB device. A schematic block diagram of the




- As shown in background art Figure 2, a background art USB data packet 20

20 also features a PID (packet identification) field 22 foF4?ﬁkﬁpﬁfying t he
type of data packet. Data packet 20 also features a data field 24 for
optionally containing data, and a CRC field 26 for containing the checksum
as previously described. Background art Figure 3 shows a background art USE
handshake packet 28, which features only a PID (packet identification)
field 30. HYPHYHUIe packets 28 are 25 used to report téegusiateys of a data
transaction and can return val ues indicating successful reception of data,
command acceptance or rejection, flow control, and halt conditions. Only
transaction types which support flow céntrol can return handshake packets

28. Handshakefupaiak® bBclddn afy8ical VY, b e andshake phase of a
R Rl UG Lo Bt uble s MAMSHRKT, OPhe G

transacti on ndlfrra be turned, instead c I

phase of a 30°¥ gé?’f%%\f:‘fp devigee USB deiiced2 gipioalsr ineludes y pISB chbtripdcket s ar e
exchanged durinttfacead,if@uising B oSS t LR0Sas L Leh ncludes a USB.
devi ce%J A sc Egtiﬂ C P%%)qgkgdi a ra?nfag?ﬂ"tg‘ﬁ'“er’_‘&5%5%@%@%&8’/‘60476 _
PCT/ US00/ 070875 & T &P BHYIe Ficticrisensls whiehase eompatigBwidle the &SB32 i s shown in
~Figure 4 for wwimraapﬁevipﬁmzd@rm&ndr@@ﬁ@mgggﬂa%d togﬁ@%‘ga‘?"i ce 32
typically ingl §36%w5ﬂ%ﬁin%lu§mcf' cal . nterface 34, featuring a cable and a
connector, which 13 a physiieal°f Rt BrF fulters the devicsaddress depodendort r ansni tti ng

el ectrical sidgerding thehildrtss af the srompatvidal for thd didhalk A WSBNT sepeci fi cation as
previously desghi i gnal.s ar en passed to a logical interface
36, which i nc?lgodé)ts?ﬁ%rﬁg-g rh%’ol'r%glgﬁhlffsf%géﬁ?’ﬂﬁg‘awpé‘E“’&H‘Efr‘@&@ed(f%oder f or
decodi ng t he RfitEcwsy oHYSE phstraw devie 38 eva USB fcvice hlt@tosddgnalSBcald a SYNC field

~synchroni zer chfiol SMREMLMoE L tdae, si.gnal s . I nformation and structures
required for . management of USH ab%?‘lrng%otnaﬂde%v??ge'ﬁwégg’ %”‘PBB‘?‘H@W ce are
stored in a USB'CNYSscoroly gisimannges hy seifinbmatidne mdametenties &USBA f uncti on and

devi ce engi nabskit dakcs 021 BYBBHod, ActordRRldvRELLAN 40 RONLLOLS ;and manages the
speci fic functions and F%%E)erti es of USng\tg%lgg?I{rlé‘gta% &qs%esﬁcp In addition,

function and GHRFTBOLRAGIGLAaRyertheYSB Bissunes and produces nost of the data

over the USB bus.Th¥ DEBsBifepemidbisaat defife €ORRiMRhip $6lv-OaiklG: " € ati onship
bet ween dj,

ff Sle&bd in USB abstract device 32, however. Rather, the USB specification describes
.only the requirements for the packets, and for the electrical and physical connection
between USB abstract device 32 and the bus. Therefore the comnmections and
relationships shown in background art Figure 4 are only one example of an
implementation which fulfills the requirements of the USB specification. Thus, any
20 specific device for fulfilling the USB specification must have a specifically defined
and described architecture.

Unfortunately, no such architecture exists for a ﬂééh memory device
containing one or more flash memory moduies, which would enable the flash memory
device to connect to a bus defined according to the USB specification and thereby to

25 form part of 2 USB system on a host platform. For example, U.S. Patent No.
5,799,168 does not teach or suggest such an implementation for the flash device. As
mentioned previously, such an architecture would be particularly useful for a number
of reasons, including low cost, eaée of use and transparency to the end user.

There is thus a need for, and it would be useful to have, an architecture for

30 defining and describing a flash memory device which is compatible with a USB

system and which follows the USB specification, such that the flash memory device

could sit ona USB-defined bus and communicate with the host platform through this




15 entities in USB abstract device 32, however. Rather, the USB

speci fication describes only the requirements for the packBt&lv280% for the
el ectrical and physical connection between USB abstract device 32 and the
bus. Therefore the connections and relationships shown in background art
Figure 4 are only one exanple of an inplenentation which fulfills the

requi rements of the USB specification. Thus, any 20 specific device for
fulfilling the USB specification mfst have a specifically defined and
descr i begrigliDebiribimtaf f@.Drédih@r t unat el y, no such architecture exists for a
flash nmenory i i n ry nodul es, which
woul d enabl e %ﬁdelﬁea Cﬁgr%t%b%cpgla V O?an?( oH'hJe Ifl??lzg”q%"g[)rk)us defi ned accordi ng
to the UBEkeiSEUsYECcati on and thereby to 25 formpart of a USB systemon a
host pl at f or nFIG-2¥s £scheMAtR bidck SagrBdlebadGroundPart 9B d48pslRas not teach or
suggest gm%p an inplenentation for the flash device. As nentioned

previ ous “Stich an architecture woul d be particularly useful for a nunber
of reasons, i h& d@ianghensiicdissk diagram of abackgreuraiatt YIBANBWsirabadatat o t he end
user. Thpé&etisﬁu(;uh}gs a need for, and it would be useful to have, an
architecture {__'%r efl ni E’%‘f%nd descri bi n% a flash nmenpry device which is
conpati bl e w ‘é's e’E e AeRfl HeepPRPmReckaund@BUSBeci i cati on, such
t hat t heddévicash nenory deV| ce could sit on a USB-defined bus and

conmmuni cat e V‘F!th k@%cﬂ&ﬁéﬂcmo@ﬁ&%rgf’ntom %@P‘h m'asﬂaéﬁ'g#ﬁld 006 6 Brief

Descrlpth of the Drawi nhgs F i's a schemat! c i agram of a
backgr outBetignality gegerdipg orthe Fﬂfﬁiﬁ@b‘f“’%‘f'?%cture FIG 2 is a schematic bl ock
di agram of a Hac&igrasshehatic blokiSagiarh af tha BB Flass tigkicture; FIG 3 is a

schemt i o bl ogls L A%AMAL 1APACIE BMhAIEWER RSB far 8 packet

structure; ram o ary background
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flash USB devkices [sfatsaﬁémameaiobn Yagharf of Ll whe r&dlﬁstmaa&e nt invention; FIG 6
I's a schemati lgleJO0 g sg1e tlc Eno&fdlagram clﬂJ al%lash write stalus packet;

FIG. | lis a schematic block diagram of a flash read request packet;

FIG. 12 is a schematic block diagram of a flash read status packet;

FIG. 13 is a schematic block diagram of a flash erase request packet; and

FIG. 14 is a schematic block diagram of a flash erase status packet.

Summary of the Invention

Example embodiments of the present invention relates to a flash memory
device, containing one or more flash modules, in which the flash memory is mapped to
the address space of an ASIC or a controller which has a USB-defined electrical
interface and a USB-defined logical interface. This controlier/ASIC (hereinafter termed
a "controller”) supports the USB functionality according to the USB standard, thereby
supporting enumeration onto the USB bus, as well as data reception and transmission
over USB pipes to and from USB endpoints. This controller also supports the
functionality and control of the flash memory device, as well as the processing of
command and data packets from the host '




FIG 7 is a schematic block diagramof a flash identification request
packet; FIG 8 is a schematic block diagramof a flash i dh“i‘r’(“fyle‘oe. tion
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one fl asar;])plication packet exiractor for connecting to said logical interface and for receiving said

logic signals, said application packet extractor extracting at least one packet from said logic

signals; and (h} an application command interpreter for receiving said at least one packet

and for determining a command according to said at least one packet, said command

being passed to said USB controller.

In accordance with a second aspect of the present invention, there is
provided a USB flash memory device for connecting to a USB-defined bus, the flash
memory device, being provided as a single integral unit with a single external
connector, comprising: (a) at least one flash memory module; (b) only a single external
connector, which connector is a USB connector adapted for connection to a USB-
defined bus; (c) a USB controller which interfaces with a host over said USB
connector by providing a block-device interface and which at least one of reads and

- writes to said at least one flash memory module, wherein said controller comprises a
command interpreter which interprets read and write block commands received as
application packets over said USB connector into actions for said at least one flash

memory module.

In accordance with a third aspect of the present invention, there is provided a
USB flash memory device for connecting to a USB-defined bus, the flash memory
device being provided as a single integral unit with a single external connecior, the
flash memory' device comprising: (a) at least one flash memory module; (b) a USB




menory nodul e; (d) an electrical interface for connecting hﬁ%@%@sGUSB
~connector and for receiving said packets fromsaid USB co as a
plurality of electrical signals; (e) a logical interface for connecting to
said electrical interface and for translating said plurality of electrical
signals to logic signals, said Io%,c signals being passed to said at |east

one flash nenory nodule; (f) a fufctional interface for receiving said
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written to and read from flash memory module wherem said device is dynamically

attachable/detachable to and from said USB defined bus.

In accordance with a fifth aspect of the present invention, there is provided a
USB flash memory device for connecting to a USB-defined bus, the flash memory
-device being provided as a single integral unit with a single external connector, the
flash memory device comprising: (a) flash memory means for storing data; (b) means
for connecting to the USB-defined bus; (¢} means for providing a USB interface
‘functionality to said means for connecting; (d} means for extracting flash memaory
commands from packets received via said means for connecting; (e) means for
' interpreting said commands; and (f) means for controlling said flash memory means in
.response to sald commands.

In accordance with a sixth aspect of the present invention, there is provided a
USB flash memory device for connecting to a USB-defined bus, the flash memaory
device being provided as a single integral unit with a single external connector, the

flash memory device comprising: (a) flash memory means for storing data; (b) means




supports a USB protocol; and (ii) a functionally separate flash nenory
interface which interprets commands received as appli catlwuﬂgg%ts over
said USB connector into actions for said at | east one flash nenory nodul e.
In accordance with a fourth aspect of the present invention, there is
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Detailed Description of the Invention

The present invention is of a flash memory device, containing one or more
flash modules, in which the flash memory is mapped to the address space of an ASIC
or a controller which has 2 USB-defined electrical interface and a USB-defined logical
;'ntcrfaf;c. This controller/ASIC (hereinafter termed a *“controller”) supports the USB

functionality according to the USB standard, thereby supporting enumeration onto the




7b for connecting to the USB-defined bus; (c) nmeans for pr%:)%;jug’ Rﬁ a USB
interface functionality to said neans for connecting; (d)

extractor operative to extract flash nenory conmands from packets recei ved
via said neans for connecting; (e) a command interpreter operative to
interpret said commands; and (f) a menory technol ogy driver operative to
controlling said flash menory nmeans in response to said comands.

Her ei naf t er YO/EMT6r m "conput er” includes, but is not birugeeehedzo, per sonal
conputers (PC) having an operating system such as DOS, WndowsTM OS/2TM or
Li nux; Maci ntoshTM conputers; conputers havi ng JAVATM CS as the operating
system and graphi cal vvorkstatl ons sucl as the conputers of Sun

Mcr osyst ens TUSBa04 as bl 4@ ré@égﬁ@lhhrﬁsny}élm ﬂ)q o %&E');? p&%y}&é&f{&%{l @/: ng some

version of the UNI X gperating system suc of Sun
M cr osyst ens TRIPOIBE- T copirafisr 2lse sirmarts t&ﬁ@“‘é@&ﬂlth@ﬂéﬂnﬁpéwfahqw system

i ncl udi ng opet@inbiPes USHwenSs ﬂ%{@&ea@ﬁﬁWd&ﬂﬁ’d’éﬁd $eda Hata picﬂfts 5&1?%%95@ systens,

i ncl udi ng cel I uI af ,@I % hones, handhel d conput ati onal devices and pal ntop
conput at i onal “BEHE e hagh gonpler yiepene of srvpraknessitivriptoepdsy bither sigmilash can be
connect ed to0 arpmﬁmmryktosfgeﬂehenﬁittc&hmaﬁdh@bé i eovsE Mhsn | ncl udes but is

not Ilimted WS ndows 3 TM.in which "x" .is an integer such
as "1", Wnd%o%tsm %W%S\&% lbﬁwhabléﬁﬁta%veﬂﬁgraded
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ASI C or ggcogy f.ined el ical int rface and a
USB- def i ned Iotsl:h@lgt Iﬁhf%@%a%g% .L‘%@Egeﬁtr %S{ @Y'H%Pa@lesh fter termed a

"cont rol | er ")shetifhheyndersiopbtheigps offordinaty itkih ﬂteyartamn@rams tgt hepredem USB
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functionality and '[‘E@;Iiﬁnlf:ibles afd dpbrRioh loBSVSB flash device and system according to

15 the present invention may be better understood with reference to the drawings and the
accompanying description, it being understood that these drawings are given for
illustrative purposes only and are not meant to be limiting.

Referring now to the drawings, Figure 5 is a schematic block diagram of the
_ main components of a flash memory device and system according to the present

20 invention. A flash merhory system 42 includes a host platform 44 as shown. Host

platform 44 operates USB flash device 46 as a non-volatile storage space.
Host platform 44 is connected to USB flash device 46 according to the present
invention through a USB cable 48. Host platform 44 connects to USB cable 48
through a USB host connector 50, while USB flash device 46 connects to USB cable
25 48 through a USB flash device connector 52. Host platform 44 features a USB host

controller 54 for controlling and managing all USB transfers on the USB bus.
USB flash device 46 features a USB flash device controller 56 for controlling
the other components of USB flash device 46 and for providing an interface for USR

flash device 46 to the USB bus, USB flash device connector 52 and at least one flash

3¢ memory module 58. Flash memory module 58 is pfeferably an array of flash memory

modules 58 in which the data is stored.

Whenever USB flash device 46 becomes connected to host platform 44, a




menory dev, as well as the processing of command and data ggkeiﬂ% fromthe
host controller. The host controller uses one of several E Wy 40108
protocols, either standard 5 or proprietary, to signal the next command to
be perforned to the USB flash <controller. Thus, the entire device acts as
a dynamcal ly attachabl e/ detachabl e non- vol atile storage device for the
host pl ath{vr.p blm%#ee the invention is susceptible to various nodifications
and can be ‘inpleffented using many alternative forns, theuswbasi nent is
shown by way of to exanple in the drawings and will be described in
details in the follow ng pages. It shoyl d be understood that one of
ordinary skill in the art appreciates that the present invention could be
i mpl ement ed i siandad USBsnotdigion pRyss talidieldcd) eiispRidess Sost Plakanay 2l |
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~ system 42 i nPgERlgont ﬁ@%?la%?%#‘dﬂ?ﬁeawsﬁﬁamm46Hh19ughth)dcﬂﬁei orm 44 oper at es

‘USB flash devh@Ritfor aetudchanids, i Rldide rehld" ?f‘%ﬁf . Host platforma44 is
connected to L;J@B flbash _dgﬂ\;i csé 46 aégofegilcﬁég%gts h %F%g%:nfftsg? nventi on
through a USEHEBIEPeAgevehst pl atform 44 connects to USB cable 48 through

a USE hosto conne ctia piimh irdg@esti36viol Ay 061 NE 088, SRAYEGLR, L 0 USB cabl e 25
pTat rm 44 features a USB

48 t hrough arlé§f?’stf|§$ht %%él ce connector 52. Host ,
host controlier BEFHP RBAPHSP1SoHe SAndSheastagrin)lentd ravsaitspackasf er s on t he
USB bus. USBof USBlraltedd. Chesdfqiesatis@sival lyIRH 188 Revile Vi o1& 88 LAG) | er 56 for

control ling R nents of USB.flash device 46 and for providing
an interf aceq‘so?]a%g%@irc? ?é;gﬁl% evi e 4%° B°‘?tﬁgg'8§3“?§h§{33l§3ﬁ' devigsh devi ce

- connect or 52 °¥¥fgliert56 thenparfoonevafibaspera@nion it tRG L @i Sr et NEMOr Y
modul e 58si S rpmef &b ¥ A flash .menor dul es. 58 in which the
data is stored, V\henev_e?ﬂd&gBB‘?ﬁg%B’dg\sﬂpgcémﬂ% aﬁ‘é?&ﬁé@“&‘%‘ﬁﬁ@é\‘@&st o host

pl at f or m 44, “F'°F4MRAfIoD gEiGORMBURO 16 OBElash device controller 56 controls flash

memory module(s) 58 by using a control line 60 to control the power of flash memory

module(s) 58, and also through various other signals such as chip enable, and read and

write signals for example. Flash memory module(s} 58 are also connected to USB

20 flash device controller 56 by an address/data bus 62. Address/data bus 62 transfers
commands for performing read, write or erase commands on flash memory module(s)
38, as weil as the addresses and data for these commands as defined by the
manufacturer of flash memory module(s) 58.

‘ In order for USB flash device 46 to notify host platform 44 on the result and

25 status for different operations requested by host platform 44, USB flash device 46
transmits status packets using the “status end point”. According to this procedure,
host platform 44 checks (polls) for status packets and USB flash device 46 retumms
either an empty packet if no packets for new status messages are present, or
alternatively returns the status packet itself;

39 A more detailed structure of the functional components of USB flash device
46 is shown in Figure 6. USB flash device 46 includes the physical and electrical

= interface defined for the USB standard, shown here as USB flash device connector 52




PCT/ USO0/ 07087 9 standard USB enuneration process takes place. In this
process host platform44 configures USB flash device 46 ahti 9% pde of
comuni cation with USB flash device 46. Although there are many different
met hods for configuring USB flash device 46, for the purposes of clarity
only and without intending to be limting, the 5 present invention is
explained ip greater detail belowwth regard to a nethod in which host
pl atform 44-W|Ogg’ﬂ’é'§ commands and requests to USB fl ash devismoeds t hr ough
one endpoint. Host platform44 queries USB fl ash device 46 through the

ot her endpoint for status changes, angyreceives related packets if any
such packets are waiting tao be received. 10 Host platform 44 requests
services fronfldSECPeHeHn G Re 64 UBB Hyshdlevieti compectoeifuesivepthe Kedidcat 0 USB host
control | er 54sigldSBrol033B BRUSHhiBcardds didcFRIN Ofer (2B cable 48.
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devi ce cont roillisecond6 USBeanpes t0fidion R TSGR0 A LLANS tPM) Qﬁ @o§ readi ng,
witing orjer@assieﬂ%ég%%ﬁasﬁ%ef.ro or to flash menory nodu e%s gl or
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modul e(s) 58 Lynus : ikne 60 to.control the power of flash
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enabl e, and rigtgeace A¥lis specificalysiesigat ©o eaiveeokanPpdcrets fsldasled FRAOEYE Nodul e(s) 58
are al so connggdmGidnQnd hdevi.ce cqontroller 56 by an address/data
bus 62. Addregs/ dat a bus%éé%“%gﬁ%ﬂé?egw"‘@ﬁ%ﬁaﬁ?ﬂég‘f‘ﬁ - Thesertelenpackets ead, wite
or erase tbmfEfaetedenly topatiichtanibrojionabaipbay( USBIBsh desicyVed Whidtsars he addr esses
and data for réaesrrneiBBdands 46fd he .. manufacturer of flash nmenory
modul e(s) 58. fQﬁ %?der for TJSB’]QI{%%)%Q gg%laggr‘ﬁ%m{qg’pﬁg{cl‘lﬁvpﬁ o) at f or m 44
on the resul 4R Heshgledeeds os a flash dipkpecordingtto thp erceeni iovestiore Qhies tokeh by host

pl atf or m 44, phiBs fddabdir 1e@YitRe rekbned dh@BRTLL Snabt K&lis sq3iop9 the
"status end ppi A o thi sBpr ocegu%g,%ﬁ%ﬂgggnﬁrﬁ}?lgt# 1M 44 checks

nt'. c in r oc
(polls) for S Oéytnﬁféndp&]g% y%{fgﬂfh NeISROVM) Huifendi SV Telagls device b pd allesabcher an enpty
patcket i I1h5no rqyantee fa UBBrﬂaskgadﬂvE]éaﬁMgthéTﬁsﬁaﬂ;eg"mt?s[ E’f’aﬁ’ﬁﬁ?‘%ﬁﬁc% ont ftteL natively
returns the t jtse nore detailed structure e .
functi onal c%gﬁ%ﬁﬁgﬁ%@ '?ele%g ﬁordée\}g%‘@gca“m and registration of USB flash
device 46 on the USB bus.

USB flash device 46 also features an application packet extractor 70 which
extracts the application data and commands from the USB application packets, such
20 that application packet extractor 70 supports only application related packets. Next,
any requests to USB flash device 46 by host platform 44 (not shown), in the form of
read, write, identify and erase commands, are interpreted by an application command
interpreter 72. For any commands which involve data or an address,-such as read,
write and erase commands, an address resolve module 74 translates the address from
25 the logical address space to the physical address space. Host platform 44 (not shown) |
relates to a linear address space of logical addresses, while USB flash device 46
contains at least one, and preferably a plurality of, flash modules 58, each of which
has a physical address space. Thus, a translation must be performed between the
logical address space of host platform 44 (not shown) and physical address space or
30 spaces of USB flash device 46, There are many ways to implement such a translation

which are suitable for the present invention. One example of a suitable

imp]ementation of an address translation method is described with regard to U.S.




46 is shown in Figure 6. USB flash device 46 includes the physical and
electrical interface defined for the USB standard, shown H&PY 206 s | ash
devi ce connector 52 14 July 2006 WO 00/ 60476 PCT/US00107087 10 and a
~connector interface 64. USB flash device connector 52 receives the
electrical signals fromUSB cable 48 which carries electrical signals from
host control | &0 (piewré shown). These signals are then pass; d t hrough
connector interface 64. Every mllisecond, a USB frame i TP on the
USB- defi ned bus, such that packets could 5 be sent to USB flash device 46.
Connector interface 64 then receives thedk packets through a first
interface conp&aeniNo. WH4elS5,ipsevibu g IBdHE 5 | ogicgl, interface
166. A functional,.jnterface 68 is Ssa _ecr??i gwrgfe%esei g%g'glytsgtfclg‘é@fe% t oken
packets as defined i The U&F PUpuegrg 3ash samanias a8ashdisk amivgiich idescr i bed
with regard to Fiilgele &r dperafiopwith the RRnpiacdgss 10 are related only to
particular functi on?[daga e‘ﬁts] g}}fm USB fl ash device 46 which are required
for the USB standard, “snt"dg "9dpndles data relfediaaments pmmy raeipairchinmetdaand

appl i cati on 5of couBBirgltizsiatadieryip EurdBo@Sin@ ' QLdi o the
present i nventi% %&esg tﬁ%(asn agl;acket]g ar?ga? ea?!riﬁ}é%?%%cntml \‘}pg)rgégtur ned data
packets enabl e "o P REisteP s Jakyhangier 76 perforhawreroamdedtios tndpl at f or m 44
(not . shown) 't 0 detbetitinirefhodiSR phlicaSdh BEMnE | e, 15 resources for
USB fl ash devi g, 48,001 aIEJiéB bus, Thus, f?’ﬂ%%?%’?ﬁ%%%&?%?l?“&& 8 only
supports USB functi ofarrt ‘§ WEGEihap vpdedyingiMempryi Tectnblogy Buivdr @ED)St r at i on

of ~USE flash dévé wete/Badam edatten paliButRuRsh iR J8a5 N md B 6_al so features
an -appl i cation mackshggt ractor 70 which extract s ?%Sggcgpp efsc?ﬁﬁlabn data and
- commands fromthe USB application packets, such 20 that application packet
extractor 70 supporHtiest piatfoymatd pheickseibd soiusreinaésat UBB GG dvicdVRithd rBJLY T €quest s

to USB fl ash demisEack&s | atf orm 44 (not shown), 1n the Torm of
read, wite, ident ﬁ‘cy an g??sﬂgﬂ’c%‘r’fﬁca‘{ﬁdﬁmﬁé“’é"f‘ﬂtl%ﬂaﬁlﬁé@éébl%pslam appl i cation

command inter E"LS&‘“SPE‘?ke‘FdJSEaﬂF;hé@hﬁdﬂ%uﬂiﬁnﬁbtdmﬁgiavﬁnﬂ@éﬁe%m?“ addr ess,

such as read, ofdifférént SNBSS F an. address resol ve nodule 74
transl ates the add[ee%s from 25 thEe |Qg?§%5‘?2%@dﬁsé@ges%%éh%).me physi cal

. address space. “a5er- e wed W%QS‘EWW@MM onedfalicasailablestabl RGAE addr ess
- space of | ogi caich adtiiceas® Ssrorthir FRvdigBadils2s Unidf LS8, AS: platform 44 to

determine the result of the read command (not shown). Similarly, the erase status

packet contains a status word indicating the completion of the erase process. A write
status packet is used by USB flash device 46 to notify host platform 44 about the
20 result of the write command, for example whether the command was successfil or
erroneous, and whether USB flash device 46 is ready for additional write requests
from host platform 44.

A Memory Technology Driver, or MTD 78 typically contains routines to read,
write and erase the flash memory device controlled by the controller operating MTD
78. In addition, MTD 78 optionally contains an identification routine for recognizing
the proper type of flash memory device for which MTD 78 was designed, so that the

controller can determine which MTD should be activated upon interacting with a

25

particular flash memory device atray. In addition, an identification routine should be
able to detect the size of the array of flash memory devices, including the number of

30 flash memory devices within the array, and various features of the flash array
Beometry, such as interleaving and bus width. This information later enables host

- platform 44 platform to determine the address space and size of the storage media.




contains at |east one, and preferably a plurality of, flash n?g#! s 58,
each of which has a physical address space. Thus, a t ransi A %#P%ust be
performed between the |ogical address space of host platform 44 (not
shown) and physical address space or 30 spaces of USB flash device 46.
There are many ways to inplenent such a translation which are suitable for
the present iwoemdotzen. One exanple of a suitable inplenentation of an
address translation nmethod is described with regard to JGIUSqonofy y 2006 WO
00/ 60476 PCT/ US00/ 07087 11 Patent No. 5,404, 485, previously incorporated
by reference as if fully set forth hereim, which teaches a nethod for
managing a fla N | ash dj sk and ich is suitable for

. operation wt hq?'ﬁ'e pr {eﬁsé%%tsl 9?%}({%?{ Yl%"r’?l.y ‘WOH’QE"‘E?\QE&W&I@FE’ isclpEnel sampat a

" rel at ed aspect fetchanilbled flsldevaemands, and 5 conveying the data through
functional interfacgy f] ash ule(s) 58. Optionally and
preferably, data_hagcstlllﬁgtrhgg%&ggers%dg? mégﬁ(iﬁ/aléﬁ tecé%?’?h%?'ia’ig‘?mé'ﬁdaﬂ det ecti on
met hods. Appl i CRUPTEHY trphemenidny mplicative vbich i§ 2mpletadnaibl sl gy regflrand addr ess
resol ve nodul e nfehnod) hmafPBEAlEm r.lyi Menmory. Techpol ogy Driver
(MD) 78 to wri tﬁre@d or er%@gg%%?‘??%&?\é?e%%p%ﬁméa@@ﬁ‘ﬁd t he

desi red addr es§b#VE Higndard blogk dexige intsefadodo 6€h appbetion | sattf ok magtbic hecks f or

stat us changes siomgbiBBdifith 8Bk Ga¥iahe:, 481 ANGd e A0S cviSt AL LS. ts from USB

flash device 4?, t\/\ﬂ%\g) 34@ew status pacis avé?ﬁ'ggﬁe‘é'g&%sceﬁcﬁgﬁ se status

packets, USB fI'&§ evieet®d6 can transmt, to host platform44, the results

of different commandsaneasmgeotyprf@sh embRAhaAr Peftdbrdsth bhSnibeqLest s (not

shown) . For;;15 ex I tpe read command st at usébéég‘%:]went%né'gﬁ?% ns one of the
o1 o B

avai | abl e stat S FEFioms gonaceied (0.3 USB flash dpvigeacagrding tothalprestrddr ess”
whi ch enabl es hosttiopisaleécobanwith régard t6l ik BroBisRB of BG ISR Uberdhmipe ead command

(not shown). Sju ] rase.status packet. containhs a Status word
i ndi cati ng th? ég%‘l%%{‘@(’faé‘hg g‘? %?%zle‘%?ea@’é%ﬁr%@é% of usiption enly gpdiwitheupacket i s

used by USB f| mdiagipbedimitretimany oty fiye drarsjlap USBiRshBedide b MMl BE 20 resul t

of the wite comBImetdy S %&Mther 8‘5% [ofo] d was successful or
erroneous, and whet her %gB ?I as dev:%(l:ctta1 24 t?é‘éﬁsﬂ‘l’?ﬂdmé%ffﬁ“f‘i“t?ﬁal wite
requests fto nebls Stvighinthe fashflepipe so that host platform operates with logical addresses.

' All commands and return codes between the flash device and the host platform are

carried on USB data packets, and are transferred through USB data pipes. The exact
structure of the packets, pipes and timings are described in the USB specification.
The operation of the exemplary device and system according to the present
20 invention is as follows. When the USB flash device 15 first connected to the host
platform, the USB host controller assigns an address to the USB flash device oﬁ the
USB bus, and also assigns resources as described in the USB specification. The USB
flash device actually asks the host platform to assign these resources, and must inform
the host platform how much of these resources are needed. Thus, the USB flash disk
25 can optionally support slower device speeds if the USB host platform has already
allocated resources to other devices.

The USB controller also negotiates with the flash modules and determines the
size and manufacturing type of these modules. The controller then builds an
identification structure holding this inforination, as well as the translation table and

30 logical address space.
After the USB host controller identifies the USB flash device, the host

platform often uploads a USB client driver. The driver issues an identification request




A Menory Technology Driver, or MID 78 typically contains routines to read,
wite and erase the flash nenory device controlled by the MY P er
operating MID = 25 78. In addition, MID 78 optionally contains an
identification routine for recognizing the proper type of flash nmenory

- device for which MID 78 was designed, so that the <controller can determ ne
whi ch MID shoul d be activated upon interacting.with a particular flash
menory devi ¥OWEHMAy. | n addition, an identification royldrrgeaner! d be able
to detect the size of the array of flash nenory devices, including the
nunber of 30 flash nmenory devices withijp the array, and various features of
the flash arra eonet r such as interleaving and bus width. This

i nformation | ﬁg’B’F’g’@ﬁ%ﬁF Bhgecontyofier; sanving theicopiredief orimmsngt abet er mi ne t he

addr ess space idhtificatichla padkBEB0SIhewA G y, aIdeﬂtﬂ*icgtR)!r%a&Pt% cé%)airgsm 60476
vi ousl'y ‘i ncorporated by

PCT/ US00/ 0708 S.. Patent . 5,799, 168, pre

reference, di gg%é@%?ﬂ’ﬂcg?gﬁ?ﬁ@%%ﬁa%@ﬁb%fwlfﬁf backgionmtartdéaniece. Usi ng
the above deser idestificqionpanked 800 céHtGiY ah CREMIER oplARh cBhAh LiPL af}g,hcan
optional ly.i applicatiopn which is inplenmentable wth any

regul ar 5 %%é%%%%’ggxg?&gtleﬁrﬁg’ﬁﬁgae ¥PR Epsh deviesrsoeyesidentificatio:  exanypl e,

host pl at f or miataipaciks=t B0 gidwenders tha vptedtidy bBlde 6RindGWInG 8~ coh8idiasc@e t © each

appl i cation, i8S cofhnl B tic storage nmedium "hard disk"” drive, as .

disclosed in t Téghé‘?iv. ous?i/l& & ibed U.S. Patent No. 5,404, 485. As an

exanpl e of a pref drregmnserd thei“identify " obminamnd, pic Asdrikbvitdmentaa: t he 10

operation of @ . ed.to SB .f| ash, deyice according to the
present inve nf %igi%&t_liog )‘aé;e@(‘:nr“%E %‘2’% ﬁé‘\h lﬁ R 20 %r g‘ 'il‘%gmf”f‘lg’ the 'g%‘%s?g‘é@ Bf

i denti fyir§, E‘E’H@?,dﬁ*ﬁﬁlﬁ"g"ﬁon dateeririrety8baieb centains infprhdtion bhoasthe devirme. For the
purposes of | i ahicdtd M Bl 306l b bcn LNERLLAAN S LLTLE NG [ 0 any

way, the exenp|ary USB flash device hds an arra “Plragi enor y
nmodul es, . eachH™Gf™ it £or greing the flesh siemery i recrasd dniesis: fietdss| ati on 15 tabl e

is wthin the fl aall o6y psets Qestdidl inhﬂ§Exa%%E£CQJn§n£{aﬁ)rg%F§§gﬁhgQ | ogi cal

addresses. All c S return codes betwe dévi ce and the
sent onawf%% U % e ut i
host pl atfor m are "*carr T Edoohe Besianaske BembadISBipkengneketi ansf er red t hr ough
USB data pi peemsiiitel, pxtacting thé USB taHteildhs iR iRtk fe abiRead d J | N Ngs are
des.(.: ribed in VL}H& tﬁ@mﬁﬂ&%ﬁ sfhlc)!?lg1 Eelz t?a%'smxjtted. Upon successful reception of the packet,
the USB controller issnes a USB ACK packet as described in the USB specification.

Once the device drivers in the host platform receive this status packet, the

drivers can star{ issuing read and write commands to the USB flash device with the ,
20 application commands. When a write request is sent, a USB data packet with the
operation code for the “write” command, and the buffer containing the data, is
transferred to the USB flash device, A write data packet 90 is shown in Figure 9,
which again includes the fields shown previously in Figure 8, except that write data
packet 90 also includes a write field 92 with the “write” operational code; an ADDR
25 field 94 with the logical address to be writté:n; a LEN field 96 with the length to be
written; and a DATA field 98 which contains the actual data to write. The packet
extractor extracts the operational code from write data packet 90 and transfers this
code to the application command interpreter. The logical address is transferred to the
qddress resolve module which translates this logical address to a physical address on
30 one of the flash modules. The data handler optionally calculates error correction and
detection mechanisms if employed by the USB flash device. Once all of the flash

memory modules are ready, a “write” command is sent to the flash modulc or modules




The operation of the exenplary device and system accordi ng %i thg pr esent
20 invention is as follows. Wien the USB flash device is fifef¥ @fnected to
the host "platform the USB host controller assigns an address to the USB
flash device on the USB bus, and al so assigns resources as described in
the USB specification. The USB flash device actually asks the host
platformto_assign these resources, and nust inform the host platform how
mich of the§%”W@@Bhrces are needed. Thus, the USB fl ashcivstenal can
opti.onally support slower device speeds if the USB host platform has

al ready allocated resources to other devices. The USB controller also
negoti ates wth the flash nodul es and ffetermines the size and

manuf act ur i ngedainghe styelsa adudasth mk 8RRy Bkl Losd HER ol bl0S an

- It r ans: alt iC(fcj)lnI ? gﬁﬁem °§‘§}1&% @%ﬁ%g’:'%g'lﬂﬁhﬁp@@?‘élgg@é‘?%Af‘géwﬁgqm%éw hgst

control | er i déntité/addeess hve WHEBB clnasdthel@ich 6RduIENE HIVRB deBibalofas of t en

upl oads a US i civer. The driver issues an identification request 14
July 2006 \/\088‘8‘4/36%2’&}%‘%&‘? sl 8 $tetyspacked irtefiiged 8 e TR G gkt |
~controller? cefifsioneratidnds owmitio toghie Host chittolleEinll paked th B8 Abvidelagak ion dat a

packet 80, shgg\ﬁbshgatg;ng‘ure 7. ldentification packet 80 contains PID field
22 and checksum field 26, as described previously for background art Figure
2. ldentificati onVfsekefladaortolier fnishescthaeriting ptdcebe ihd doytrolepegak kon code in

an operation e kRABatfobf iflt Bstanl NG extract.or. of the g B flash device
receives identification data ackg%% aaﬁlamfrf'%rﬁg?vé?eg’afﬂ’é“% g?’ati ng code of

the "ident i f PO AmdEiEe Yaist prsketdplh ps hawi mFigontfadopheatedpgs 84698, | n response
to the "i dentvirftysiatGammntoo dohging 4 a3H ' ds _an. identification
data packet 84 <hown %% Figure 8. Inﬂ%&?ﬁﬂgﬂ@%}'grﬁ?ﬁ%ﬂﬁ 8168 W hown in 10
Figure 7, ideéRETFieRhelaskymemony devics; and fromi vesse eemm mickes 100nfhohastit | on about t he

si ze of the flafbim doieleentbmatiof daRcolBlisiFudhef e bk bofifhandy Vel | 2
i Ni I or erasing the flash

o or 0, M T 7, g s B et B 1
exanpl e are eyl gAY belp d€inendsr fohihe hostpiatformRihave B rdidincbBBnds:inBef or e each
data packgt icSmm&itelat?d LIBek BERD 19gCkeEt 1S
As shown in Figure 11, 2 “read request” packet 104 contains the operation
code for the “read” command in a read field 106, and the logical address of the desired
location from which the flash controller should read in an ADDR field 108. Upon
receiving this command, the flash controller issues a read command to the MTD
20 block, after the address resolve module has transiated the address contained in ADDR
field 108 toa specific physical address in one of the flash components.
When the flash controller receives the data from the flash device, either after
the read command was issued, or if an error occurred, the flash controller sends a
signal to the host platform to indicate that a new status packet must be read. The host
25 platform issues a read request and receives a “read status” packét 110 as shown in
Figure 12. Read status packet 110 contains the address of the read data in ADDR
field 108, as well as the length of the read data in a LEN field 112 and the data itself
. in a data field 114. Read status packet 110 also features the status word, according to
which the operation was completed, in a status field 116. The read operation can be
30 completed with many different status situations such as success, fail, error detected,

‘invalid address, invalid length and so forth,

When the host platform needs to erase an erase unit in the flash device, the




15 transmtted, instructing the USB controller as to the iﬂ;nﬁie%% of the
~device end point to which the data packet should be trans % .6Upon
successful reception of the packet, the USB controller issues a USB ACK
packet as described in the USB specification. Once the device drivers in
the host platformreceive this status packet, the drivers can start
issuing read and wite commands to the USB flash device with the 20
applicati onVOIMUMds. Wien a wite request is sent, a WeBuskihmsPpacket with
t he. operation code for the "wite" command, and the buffer containing the
data, is transferred to the USB flash device. A wite data packet 90 is
shown in Figure 9, which again includés the fields shown previously in

Fi gure 8, excépt platienn ipguestap “crateaequpdgliciet A8, BbSPiniF dfeShigpatkdite field 92

With the "wi {61006 @l code. .an ADDR field 94 with the |ogical
address to be W tten: % Lg{ﬁm&?‘é;f’%?”éﬁl‘?ﬁ?sfﬁdﬁ%ﬂ'ﬁ‘é’r}@ﬂ%‘%aﬁkﬁsﬁmten; and a
DATA fiel d 98 exiffiush itamARPR SeldAge. divouskcidag euch Drofhidst, e ATARoRAALE!
extractor ext kaflags G RAELALL ode fro ite datag packet 90 and
transfers this.  code togg{ahe aﬁg??@g?l?%ﬁmceo °SF A teghysicgthe | ogi cal
addr ess i s>t r ¥Ereinaceg of e flash mogwlely ad sssuce smbrve comnibideo MRINGID Blans| at es thi s
| ogi cal address 't ahg eRkYPbLdlceRtH) 68 8 ne of,the. flash nodul es. The
dat a ‘handl er titﬁnal I %al c_f‘ﬁeat eg%g%rngo?e ﬁz,]g?r%ncﬁe%dnoré‘ﬂ’(ﬁep%fsecti on
nmechani sms i f "SHpPEYVES Ppcestiefinisipd. thepamtroflendotifes t@rimet pdtfornod ndwhe f | ash
menory nodul esatéyackeeR@ady @ traMdiriit The CATNRPG,cd to the flash nodule or
nodul es 14 Jul%ﬁggp V$ 00/ ?_,0476 PCgI'/ USOO?%%ga}‘%‘%ﬁ}ancgrrﬁea a‘nqsng the physi cal
addr ess, whi cfi ot PEHA el 4nErate siots parketd 24 tratvins e addrbsashherodul e t o
the MID blockerastdenitvii BDIMIROGAID 120 therbty PRk tﬂé%ohéﬁéifoﬁf?@ﬂﬁ‘?%&%&a . the
s to the e

dat a/ addr ess ich connects the flash ‘nodul ] vi ce ‘
controller. Id%éeyxf't;‘lh%q%e%%?gﬁsgﬁ“ PEOHBEH whigh theeperation weapomplaleitist i s r et ur ned

to the MID, tHwevideddnid ttatls fofd R2de operation is transnmitted to the host
controll er and passed to the device driver in the host platform Wen the
~flash controller finishes the witing process, the controller signals to
the host pl at f or ritt¥ithbe appescigtedtheigheabottehieschiSBng hrasflend®I@MMo SV € has
changed, by -cs@RflisNGid@hat ¥ s" packet. 100, .as shown in Figure 10. In
pl ace of data fi e% 98, 10 ’&ﬁeﬁe’g@t@%eﬁ%a%&ﬁ?‘é’#‘%ﬁ"i‘%i‘ﬂ‘%‘iaﬁ%‘ha status field
102. The host™PF 8t FOPHRIFEAEEIMMe st at us




packets fromthe flash nmenory device, and fromwite status packet 100, the
host platformretrieves information on the conpletion statAdYe% he wite
command by reading status field 102. In this exanple, the flash nenory
device repeats ADDR field 94 and LEN field 96 in order for the host
platformto have a reference to the spegific 15 conmand related to status
packet 100. As shown in Figure 11, a "read request" packet 104 contains the
operation code for the "read" command in a read field 106, and the | ogical
address of the desired |ocation frogmwmwisch the flash controller should
read in an ADDR field 108. Upon receiving this comand, the flash
control |l er 1.gsU8ktlshmemdry devigrdordotnecting @ ANINB-R&Gndal bag khe flashtneinolyne addr ess
resol ve nod t: cont al in ADDR .f.ield 108 toa
speci fic ph%v?gg%?g%%‘%{égé? ?%‘eé'ﬁ‘ggr%ggﬁ 7 afﬁqngis’lﬁgﬂé'@%S‘ﬁ‘%ﬁ?’s@m&\ﬂ%%t he flash
control | er recei®adeastpse fash semery sodeie for ftarisg ditevi ce, either after the read
command was i ss@gdUsBlcotrkctdiTor@bin@Eting €t UG definbtoul hATE: sGRME pRLEr sends a
signal to tQﬂe hast el atfo%?r’%éo incligig%;a%eg that a new status packet nust be
read. The hOaf™J% "BHIEBIRTS Lapde Uph-delipedituest and receives a "read
st atus" packet )0USB cottrolign far nontibiliggisadl a1 Rast Reddshshddonsmarket fod 10 cont ai ns
t he address : ; i é@@R fi.el S Il .a he | ength of
009{1”01&{%%31& %ﬁ C%E‘gor f%ﬁ A é at léa& 896 p%%% reeervfeg\gcl)r?] thg%&h-

the read data in-a LEN field 1] the data Its ata field 114.
Read st at usdeHacdibus: suph thatatads wristep thrand readh Gom sairt a pashomedlastarnemordi ng to  whi ch
t he operatimsuisps conpleted, in a status field 116. The read operation can

be 30 conpleted wth y different status, situations such as success,
fail, error det @y?‘be&cg%%]rﬂ‘%}%{%afetfec’%ﬁ?ﬂ?eé%,m TR @npestind s rgeidBE R t h.  When

the host plmtketsfomsgdUSBcomertasea plorality abadectitalsighdks; t he fl ash device, the 14
July 2006 WO 00, A - latformissues an "erase
request"” packet (esls%gglgisl E‘(%ééﬁg%ﬁ%égtrﬁé wi%.d eil]e%?léal Eltaegtécén‘tan%ﬁ r‘i"fnéflth% the "erase"
oper ati on cedeluralityefelesticaksignpla fodogiomignala seid dgis signald iz pasckditesgl 20f t he  er ase
unit in an 1R fiisk dmd doddpoONn recei ving such a request, the flash

control l-er translates gihe | ogi cal, address to a physical erase unit address

on one of the p tepna “ﬁff?f?g%éecg‘b‘a%@? tegic vignals pych Uyt ifssidpsissienglid i ssues an
erase commuemestrmda URB fiifdnll packt, saidfe-tieiabiaRr e 6GESSUSERInahd ¥ shiakes nore

time then QJSrBec@gro%Er a\égoi'&i(?g R LGP functionat packet; |
(g) an application packet extractor for connecting to said logical interface and for
receiving said logic signals, said application packet extractor extracting at least one packet
from said logic signals; and
(h) an application command interpreter for receiving said at least one packet and for
determining a command according to said at lcast one packet, said command being passed to
said USB controller. |

2. The flash memory device of claim 1, further comprising:
(i) an address resolver module for receiving said at least one packet and for resolving
an address contained in said at least one packet, said address being sent to said USB

controller, such that said command is performed according to said address.

3. The flash memory device of claim 2, wherein said command is a write command for
writing data to said at least one flash memory module and said address is a logical address
for writing said data, such that said address resolver module resolves said logical address toa

physical address of said at least one flash memory module.




When this erase process is finished, the controller notifies the host
platforma new status packet is ready to transmit. The coMt¥4#1408% then
transmts an "erase status" packet 124, as shown in Figure 14. Erase
status packet 124 contains the address of the 10 erased unit in ADDR field
122, thereby providing the host platfqmmw th a reference to the erase
requests. The status according to which the operation was conpleted is
provided in a status field 126. It will be appreciated that the above
descriptions are intended only to serve as 15 exanples, and that many

ot her enbodi nents are possible within the spirit and the scope of the
present i nventhofash dénadydeyic? 006 6, vdledlnvBd tommtentisR réadgemand #sr y devi ce for

CoMNeCti NG {9, fh BT AR Ldid i fhall Uic 1abif\RerkdrPR BB LN acl@tisGodial g pr ovi ded as
a single int egr§| unit wth a single external connectar, C@@%&%SI ng: (a) at

e
| east one f |addisssfumsdipe istlareushghat saidaddrses repatvermadply resol st ctor for

connecting tQdkhg MshRsideiddRach Biibat 8Ad oheflasiRatbirn@oqaicket s on, and for
recei ving packets from the USB-defined bus; (c) a USB controller for

controlling said at |east one flash menory nodule and for controlling said
USB connect of. Thacfelh tenngy dvicadf daiagtand ehgaokmising:ecei ved from t he USB-

defined bus, such,t LS rolhihd L . ; icsh satiad €ast one
Q)uaI Jeﬂﬁ%?xg@ g_)ﬁ beZT W hé; eeprlo; &te@tm hERHedib® PuBRIf at

flash nmenory no ectrical interface for connecting to said

"USB connect deastovd figsbmemery dlogileg sai d - packets from said USB connector as a

plurality of electrical signals; (e) a logical interface for connecting to

said electri ca}l i nterfac sl ati.n,ggb said plurality of electrical
e

andf ﬁor tfrt%@
signals to |%dheiesh Bepansdevice plelan o RSt GREM™hei ng passed to said at | east
one flash nenor y(sathshandidr for sectiving $aid0iish fubgtiow pasls frpm sai¢ Badicwdi ng sai d

logi ¢ signal Stf:r%é'cl:g ?ndtfpr%%ndin% Eizt%%:gpzjc%gi:&me?ﬁigé%%a%us of SR £R&NbnedadiSB f uncti onal

packet, sai d"tunctiona r ace sends a command to said USB
control | er acowndinetylereconiiniede VUSSR fedtipeaheacksbacket ; (g) an application
packet extractor for connecting to said logical interface and for -

receiving said | ogic signals, aig | i cat.i.on packet extractor extracting
at |east one” 55%"’@%1‘““’?%%"%?%1’?"1“5 ’i@%%f HTRIEPE and

(1) a MTD (memory technology driver) for receiving a write command and physical
address of said at least one flash memory module, and for performing said write command to

said physical address.

8. A USB flash memory device for connecting to a USB-defined bus, the flash memory
'4device, being provided as a single integral unit with a single external connector, comprising:

(a) at least one flash memory module;

(b) only a single external connector, which connector is a USB connector adapted for
connection to a USB-defined bus;

(c) a USB controfler which interfaces with a host over said USB connector by
providing a block-device interface and which at least one of reads and writes to said at least
one flash memory module,

wherein said controller comprises a command interpreter which interprets read and
write block commands received as application packets over said USB connector into actions

for said at least one flash memory module.




(h) an application command interpreter for receiving said at |east one
packet and for determining a comand according to said at'&¥00%ne
packet, said command being passed to said USB controller. 2. The flash
menory device of claim1l1, further conprising: (i) an address resol ver
nodul e for receiving said at | east one packet and for resolving an address
contained in said at |east one packet;gsaid address being sent to said USB
controller, such that said command is performed according to said address.

3. The fl asb ATBE®hén %Pﬂb&@e\@cje agcloﬁl'in@t@clalme&/@rerh s%ﬁ'l%B%gm& rdvﬁie wite

command for witing data to said ' east one menor e and said
address is %‘a‘\dﬁ”ﬁb@%deé'dm‘@%f%cm%ﬁhﬁﬁti@ P‘?‘P@SS@&F@%&?%Oneé\ﬁﬁﬁnwm sal d address
resol ver noaddud:. r esol ves said | ogi cal address to a physical address of
said at |east one flash nenory nodule. 14 July 2006 17 4. The flash nenory
device of claim2, wherein said conmand is a read command for reading data
fromsaid atd Héﬁﬁﬂmemdm@icmdiygm&im&v&n@insaﬂ tSB dahtretis piosida | ogi cal
address fOraﬁaﬂﬁﬂéknﬁleﬁd'&ngﬁﬂétfoﬁééGQSﬁ pongggsﬂﬁl%ﬁm %ﬁ)gl!llger modul e
resolves said logical address to a phy |ca ress sald at |east one
flash menory nodule. 5. The flash nenory device of claim2, and further
conpri sing: ll(h)ieﬁce(iaio&ilﬂga@dhlﬂrs M&eup@rdfc@ﬁm@@e@av&mor det ection and

correction fo one flash nenory nodule. 6. The flash
memory devf"rcgp%% g alc{rﬁ’l@/co?ﬂuatfoﬁ r‘tﬁf&aé % sing: (k) a status handler for

receiving said USB functional packet fromsaid functi onal interface and
for sendi noiofs sbalkUS:oRAEELs A AGRIAl 48 Byl at least one flash
menory nodul e accor |0ﬁ1§&to Zgal USB lj‘Taunctll&dana%saCgllr,ﬂ?gt 7. The flash nmenory
devi ce of dAtaghahlgdetachpb W%V%qu%ieﬁﬁ’we@[fa“éhqu (menory technol ogy driver)
for receiving a wite command and physical address of said at |east one

flash menor l.e, and f rformn e commmpnd to said
phy5| cal olér‘gg]gﬂ b mg I§[0¥’fe§fe“n°°ﬁ‘§ 30%@%)‘?8%["?% SRS 13‘(,17%"@’)”0 a
USB- def i nedietiers bemmeovrldeam singletingeral daivwvithes sidgeiengrnplicontiederthadash si ngl e

i ntegral U%Jmow&ebicé‘co R gg external connector, conprising: (a) at |east
one flash nmenory nodu g only a single external connector, which

connector is a eé%ﬁ??é@#*dﬁenma‘p?@& for

{b) a USB connector adapted for connection to a USB-defined bus; and

(c) a USB controller which interfaces with a host over said USB connector and which
reads and writes to said at least one flash memory module, the USB controller comprising:
(i) a USB interface which supports a USB protocol; and
(ii) a functionally separate flash memory interface which interprets
commands received as application packets over said USB connector into actions for said at

least one flash memory module.

14. A USB flash memory device according to claim 8, wherein said USB controller is

implemented as a single integrated circuit, separate from said flash memory, which is

operative to comimunicate via said connector with a host and which provides an interface to

said host for accessing said at least one flash memory module.

15. A USB flash memory device according to any of clalms 8, 13 or 14, wherein said
controller comprises:

(1) a USB-defined electrical interface;

(ii) a USB-defined logical interface;




connection to a USB-defined bus; (c) a USB controller which interfaces with
a host over said USB connector by providing a bl ock-devi c¥ {4t%9P% ace and
whi ch at | east one of reads and wites to said at |east one flash nmenory
nodul e, wherein said controller conprises a comuand interpreter which
interprets read and wite bl ock commands received as application packets
over said USB connector into actions figr said at | east one flash nenory
nodul e. 14 July 2006 18 9. A USB flash nmenory device according to claim8,
wherein said USB coni.rol | er provides st andar d bl oc evi interface to
sai d host for access{"r’?ﬁ% R th‘fcmf%dg%tf“atBﬁ’éth “as em&g%g?oéeg%aﬁfﬁg 10. A USB
fl ash nmenor yladeakete according to claim8, wherein said USB controller

provides a hard di ski.ntarface lidy RSt b WpicAGEGRES hRtPa Saled at | east -
one flash nenory rrodéY)eaEE(%leTsa% cfg\?aid%%é a?:cor dtieng gi o cl ai I’§1 8? wherein said

devi ce is opaskatintgaphysical adgstanengonmaneiatidatirashpoe trsh@erepmofit h sai d host.

12. A device according to claim8, wherein said device acts as a

dynam cal ly ,_at abl e/ det.achabl e. non- vol. at.i | t or,a evi for said
AR TRt TE Lt S R i S IR S L T
the flash neprwidys logleviopbyshatiandespravhthademsenssaidihog hrel shid atdegstane lisht with a

si ngl e exter, Iowaqda[hg_ctor, the flash nenory device conprising: (a) at

| east one flash nmenory nodul e; (b) a USB connector adapted for connection
to a USB-defined bus; and (c) a USB controller which interfaces with a host

over said USB £o5ma%h @eméh devivd b&@brding @GS oPdMImY\E, 115 6:514] Whesei lidatSH east one

flash menory nodule, the USB controller conprising. ). interface
whi ch suppofPereds PR} Bf’t(?m’?a"g%@er(eix?")‘c“ﬁg %8?’ T onal Iﬁélm)ssael%éar ate flash
menory interface which interprets commands received as application packets

over ai d UY COUIRER Bmb LOIASLLANS B oFifls €113 of AR GidldkAsh. memmor y

modul e. 14. | ) nory device according to ciaim8, wherein said
USB cont r ol kensists gsseriiphyl afplamgngsd)de- a single integrated circuit, separate
fromsaid flash menory, which is operative to comunicate via said

connect or WI1 ‘E’I]& fafS]g] 8ass£1 m%rggry \nglic% Qccglrd%\g/ IT.Oda%jS( o? cqairlng é,qg Llﬁlgl?w}tnegein said USB-
bus is connected to a host and wherein said host provides commands to said USB controller

using a proprietary protocol.

20. A USB flash memory device according to any of claims 8, 13 or 14, wherein said USB-

bus is connected to a host and wherein said host provides commands to said USB controller

using a standard profocol.

21. A USB flash memory device according to any of claims 8, 13 or 14, comprising an
address/data bus interconnecting said USB controller and said at least one flash memory

module.

22. A USB flash memory device according to any of claims 8, 13 or 14, wherein said USB
controller negotiates with said at least one flash memory module to determine at least onc of
its size and manufacturing type and uses said determined at least one of size and type to

generate at least one of a translation table and address space.




sai d host for accessing said at |east one flash nenory mdm\ﬁﬁ’ a A USB
flash nmenory device according to any of clainms 8, 13 or & n said
controller conprises: (i) a USB-defined electrical interface; (ii) a

USB- defined | ogical interface; 14 July 2006 19 (iii) a packet extractor
adapted to extract an operational code froma wite data packet; (iv) an
address resol ver adapted to translate &4 ogical address froma wite

packet into a physical address on one or nore of said at | east one flash
memory modulzg. 4 B85 nfn Widkol LBRA LR, %xvasamégq%punqh&an clains 8,
13 or 14, wherein sali d device provides’loglica hysi ca ad ress

transl ati on “BtolEarsoatssyvithsad atd‘ﬁ‘é! agg flagh azﬁm¢réa@ﬂui%tﬁéetﬁqna@wt legsbpSry modul e.
17. A USB f |fasife dT@id@ksh stV g@nreE0r ding to any of clainms 8, 13 or 14,
wherein said USB controller interprets wite commands after extracting
data to be witten fromsaid packets. 18. A USB flash nenory device

accordi ng t @4.anySflask mamorg d8/ice b oailing 1elclaiv28 veicrrinssaid dt lekdiine Eatugeonsi st s
essential l'y .gf rg‘l:sgrgggts (a)-(c). 19. A USB flash nenory device according to
any of clains % or 14, wherein said USB- bus is connected to a host and
wherein said host pr ovi des commands to said USB controller wusing a

propri et aryzpmottrmﬂﬁsh m&meéev%SBccB}dﬂ@fo ARIDB YwHIRM 6@ a1 06:6Qne ka@ret 0 any of
clainms 8, 13 or eln said USB- bus is connected to a host and

wher ei n sai "M "g?sa“pb?so“{’/‘ 'E]es commands to said USB controller using a
standard protocol. 21. A USB flash nenory device according to any of clains
8, 13 or 14, aid USB

cont rol | er Seid oo ARy @D de RS aRig (Rhdin SR LG RINATH RuBEE ™ oo
menory devi EXNPHEE 8% dicHepviog any of clai s 8, 13 or 14, wherein said USB
controller negotiates with said at | east one flash nenory nodule to

determ ne at, | t.one of its si and nufacturing ty nd uses said
det er ni ned %\IAI Sfestymemasy deyjos accar HngénE@‘mb%ﬁ%?rdﬁ ‘“'p‘f Sé‘glst one of a

t ransl at i oncdnglileeineindts aditrabty of difjameble Sghalllbky/fo24d@éhing to a plurality of flash

memory modules.

28. A USB flash memory device according to any of claims 8, 13 or 14, wherein said

controller is adapted to work with a plurality of different types of flash memory modules.

29. A USB flash memory device acéording to any of claims 8, 13 or 14, wherein said

controller uses.at least two USB endpoints for communication with a host system.

30. A USB flash memory device according to any of claims 8, 13 or 14, wherein said

connector is directly attached to said controller by a combined physical/logical interface.

31. A USB flash memory device according to any of claims 8, 13 or 14, wherein said

connector is directly attached to said controller.

32. A USB flash memory device for connecting to a USB-defined bus, the flash memory
device being provided as a single infegral unit with a single external connector, the flash
memory device comprising:

(a)at least one flash memory module;




20 23. A USB flash nenory device according to any of cl a| ﬁ 2255 or
wherein said USB ‘controller negotiates with said at | east b Q %sh rrem)ry
nodul e to determ ne at |east one feature of the flash nodul e geonetry. 24.
A USB flash nenory device according to claim23, wherein said at |east one
feature conprises a size. 25. A USB flash nenory device according to claim
23, wherein said at |east one feature 2konprises a bus width. 26. A USB
flash nenory device according to claim 23, wherein said at | east one

feature conpri siﬁﬁlmdoﬂfe&ﬁﬂ aeapfédrt&co&&tloﬁtobﬁajéﬂ-a&hmmm@wlf&e accordi ng

to any of .clains or controller includes a plurality
of chip enafﬁng"‘%? r‘iﬁ?‘“f‘?ﬁaée“f‘ﬂ? 5@?%3%5%""&?“ plurality of flash nenory
nodul es. 28. A l(JSIUSBamhrotmrmfcyntﬂbﬁingmdamemmwﬂaglm@nqaynylod)tlewdi_&:irms 8, 13 or
14, wher ei ”c&xﬂhﬂm?tﬁ,g%hw& U§s cdnﬁcc?oﬁi ckxgro‘ﬁ&rc%m lsﬁr{él a plurality of

di fferent types menory ash nmenory device
according to any of (Br&mngsona! mfi@cmdalltﬂfdtom@Y@mc@hF‘&hﬂ@blﬁﬁaﬁﬂaﬂ@? uses. at

| east two URR 3RdRRiidhhSpafiel, sdRmdidhae Rlckie i &lvad phket system 30. A USB
flash nenory device accor

to any of cl erein said
connector is direct 4P)%eP E?ﬁg’ﬂ pT°56t§gtfaﬁt°E:SS’ﬁﬁy8?'1“8?‘6‘%’\?“5&‘8é‘f?ﬁti“’ﬂ
physi cal / | oiptecfade andidgnddac ecei@lan applicsion ﬁdcm,ha:anpnhca]nodmkemectmamor ding to any

of clains 8€x§%§in £td%§’ac¥mﬁ%ﬂ%“§sgid kgtozglgector is directly attached to said

controller. Menory "devi ce for connect i ng to a USB-defined
bus, the flash menori) a@@vh@@mmwdpvtmﬁetﬁé@aﬂ%d ta respivsal cpmiaded unit with

a singl e exi@iMadut GRBEMAR such iﬁ@tdﬁﬂa%&%ﬁemmﬁé&ﬂﬂh’d f8h MOAHY shung: () at

| east one fl ash @ay({jgodul e, 14 200(2 &bg @r&USB c&gﬁector adapt ed
for connection #8%H ot Ay naieay Attackble’ ‘iﬁeéé"’tb d omsai4iSHg and

recei vi ng pétkeittss.vi a t he USB-defined bus; and (c) a USB controller for
controlling said at |east one flash nenory nodul e and for comunicating on

said USB connector, the USB controller conprising: (i) a functional
interface athaptiss flagh memos] desicg fopeankesting te o URB tdpfined bys, haflash mgopet

device being provided as a single integral unit with a single external connector, the flash
_memory device comprising: '
(a) ﬂash memory means for storing data;
(b) means for connecting to the USB-defined bus;
{(c) means for providing a USB inferface functionality to said means for connecting;
(d) means for extracting flash memory commands from packets received via said
means for connecting;
{¢) means for interpreting said commands; and

(f) means for controlling said flash memory means in response to said commands.

34. A USB flash memory device for connecting to a USB-defined bus, the flash memory
device being provided as a single integral unit with a single external connector, the flash
memory device comprising: )

(a) flash memory means for storing data;

{b) means for connecting to the USB-defined bus;

(c) means for providing a USB interface functionality to said means for connecting;

(d) 2 command extractor operative to extract flash memory commands from packets
received via said means for connecting;

{¢) a2 command interpreter operative to interpret said commands; and




is a USB functional packet, said functional interface acts on said packet;
(i1) an application packet extractor serially connected af Heulv2aPRy
functional interface and adapted to receive an application packet, said
application packet extractor extracting at |east a conmand from said
packet; and (iii) an application command interpreter adapted to receive
said command and to carry out said corfifand, such that data is witten to
and read fromflash nmenory nodule, wherein said device is dynamcally
attachabl e/ det achabl nd. from sai I, D€ SB fl ash
menory device fo c“é"ﬁ“r?égtﬁ%ﬁg" gﬂxgrﬁ%é&aree Eﬁ%%ﬁ%%%?ﬁaﬁgﬁwoggﬂeﬁﬁmy devi ce
bei ng provi desgonastogaid fampagdsi nt egral unit with a single external connector,
the flash nenory device conprising: (a) flash nenory neans for storing
data; (b) neans for conpecting to the USB-defi nEd_bus; %cg nmeans for

provi di ng a -tigBITVE BFPHIEE rpneclEw 11 J 538 05 HhsinE @hhecting; (d)
means for exiddale tongisdslaoledst gy y commands from packets received via said
means for connecting; (e) neans for interpreting said commands; and (t)
means for controlling said flash menory nmeans in response to said conmands.
34. A USB f Baghdavisaarcyrdige tpiapeoficlsimsdo b éé 32 arp 3 wheeinsp-fgdimenes bus, t he
flash menmor y,,q68 Wobdnib@laDIpiRh QY belfslkd 8ach bbin@bIRdihd M RELIRY) ofiHAividudit h a singl e
ext ernal connect [ t he fha h, mam)r%{ devj ce Cfﬁ”?“ Si ng}: ﬁg%) flash menory
means for staf‘fF'FSFf’%"'cTSFt“‘éS;e 9t st srriorsregirespying &3 Mg e Em s HET BEEMEEM ned bus;
(c) neans f edid peddiy dildng edsikgSRlyi im bk bkl Haskct i onal ity to said neans for
connecting; (d) a command extractor operative to extract flash nenory
commands from packets received via said neans for connecting; (e) a
command i nt 8¥-pr davise acoprdingitojayeoficloinisiy By bt 82 o vihegainyrididandee camprisesia July 2006
22 (f) a mepRlyint#ahael-Rey fidiker operative to controlling said flash
menory nmeans in- response to said conmands. 35. A device according to any
of clainms 8, 13, 14, 32 or 33, wherein said flash nmenory

38. A device according to any of claims 8, 13, 14, 32 or 33, wherein said device uses a

software management system o managé said flash memory as a flash disk.

39. A USB flash memory device according to claim 8, wherein said flash memory device

comprises a USB flash disk.

40. A device according to claim 14, wherein said single integrated circuit comprises an ASIC

{application specific integrated circuit).

4]1. A USB flash memory device according to claim 22, wherein said USB controller

negotiates 1o determine size.

42. A USB flash memory device according to claim 22, wherein said USB controller

negotiates to determine manufacturing type.

43. A USB flash memory device according to claim 34 further comprising means for address

. translation of an address received on said packet to an address of said flash memory means.

44, A device according to claim 8, wherein a single said application packet includes an entire
-read command and its parameters.




nodul e conprises at |east 64Miit. 36. A device according to any of clains
8, 13, 14, 32 or 33, wherein said flash nmenory nodule is br§i%9%d as a
plurality of blocks, each block including a plurality of individually
addressabl e sectors, each of said sectors corresponding to a file system
sector and wherein said nenory allows erasing only in units of said bl ock.
37. A device according to any of claffs 8, 13, 14, 32 or 33, wherein said
device conprises a plurality of flash nenory nodul es. 38. A device
according t of cl 4, 32 or 33, wherein said device uses a
sof t war e rra%%%‘e%éﬁ? a%???%fﬂ&%mﬁaw&&@ ypele Pidzeplicaiomprgretitcludeya W di sk. 39,
A USB fIashcwwwwﬁﬁmhﬁvwwﬁﬁaécord|ng to claim8, wherein said flash nenory
device conprises a USB flash disk. 40..A device according to claim 14,

wherein sai dg Mic@adc&ﬁﬁg [F2MTETs) 4@' \K/&}Hu; saﬁl@lﬁ@fe aﬁﬁ&atﬁ:ﬂ p@bﬁét%cllfd@sod%{al ggation

specific in{e |t menory device according to
claim 22, m%egéﬁkﬁggﬁ%wﬂgg’con roIIer negotlates to determ ne size. 42. A

USB fl ash menory devi ce according to claim22, wherein said USB controll er
negoti at es #b Addstvies adcerdingéneléimctSuwhengn $ajdidock4i8vicefnieiBise fdndsihcamewmpdy devi ce
accordi ng t Beferk suntihGphrdmeteld ol thdRah& Ng means for address. transl ation of
an address received .on said packet to an address of said flash nenory
means. 44. A device according to claim8, wherein a single said application
packet includes an entire read command and its paraneters. 14 July 2006 23
45. A device according to claim@8, wherein a single said application packet
includes a wite comand and its paraneters. 46. A device according to
clai m45, wherein said single application packet includes data to be
witten for said wite command. 47. A device according to claim45, wherein
sai d bl ock-device interface sends a command before sending paraneters for
the conmand. 14 July 2006 24 ARCH TECTURE FOR A UNIVERSAL SERI AL BUS- BASED
PC FLASH DI SK




ABSTRACT 5 A storage unit nmade of a flash array (58) and a,  Universal Seri al
Bus (USB) controller (56) is inplenented to be conpatiMeﬂﬁMqﬂ%W%e USB
specification. The unit (46) includes nenory nodules (58) which can accept
wite commands and read conmands froma host (44), and are erasable and
non-vol atile, referred to as flash nodules (58). The USB/flash controller
10 (56) is configured to provide USB fypctionality and conpatibility along
with common flash operations such as progranmm ng, reading, and erasing the
flash nodules (58). Figure 5

ARCHITECTURE FOR A UNIVERSAL SERIAL BUS-BASED PC FLASH DISK

ABSTRACT

A storage unit made of a flash array (58) and a Universal Serial Bus (USB) controller (56) is
implemented to be compatible with the USB specification. The unit (46) includes memory
modules (58) which can accept write commands and read commands from a host (44), and
are erasable and non-volatile, referred to as flash modules (58). The USB/flash controller

10 (56) is configured to proyide USB functionality and compatibility along with common.ﬂash

operations such as programming, reading, and erasing the flash modules (58).

Figure 5




