
MOBILE PLATFORM TRACKING IN WIRELESS NETWORKS 

Field 
The present invention relates generally to asset tracking, and more specifically to 

asset tracking in wireless networks. 
Background 

Information technology (IT) asset tacking is becoming prominent in enterprise. 
Mobile stations in wireless networks can be tracked as assets based on. their location 

within the network. When mobile stations enter power saving states, asset tracking may 

become more challenging. 

Brief Description of the Drawings 
Figure i showrs a diagram of a wireless network; 
Figure 2 shows a sequence of communications and actions in a wireless network; 

Figure 3 shows configuration information transmitted between wireless network 
nodes; 

Figures 4 and 5 show flowcharts in accordance with various embodiments of the 

present invention; and 
Figure 6 shows a system diagram in accordance with various embodiments of the 

present invention. 

Description of Embodiments 
In the following detailed description, reference is made to the accompanying 

drawings that show, by way of illustration, specific embodiments in which the invention 

may be practiced. These embodiments are described in sufficient detail to enable those 
skilled in the art to practice the invention. It is to be understood that the various 
embodiments of the invention, although different, are not necessarily mutually exclusive. 

For example, a particular feature, structure, or characteristic described herein in 
connection with one embodiment may be implemented within other embodiments without 
departing from the spirit and scope of the invention. In addition, it is to be understood that 
the location or arrangement of individual elements within each disclosed embodiment may 

be modified without departing from the spirit and scope of the invention. The following 

detailed description is, therefore, not to be taken in a limiting sense, and the scope of the 

present invention is defined only by the appended claims, appropriately interpreted, along 
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with the full range of equivalents to which the claims are entitled. In the drawings, like 

numerals refer to the same or similar functionality throughout the several views. 

Figure I shows a diagram of a wireless network. Wiretess network 100 includes 

access point (AP) 102 and mobile stations (STA) 110, 120, and 130. In some 

5 embodiments, wireless network 100 is a wireless local area network (WLAN). For 
example, one or more of mobile stations 110, 120, and 130, or access point 102 may 
operate in compliance with a wireless network standard such as ANSI/IEEE Std. 802.11, 
1999 Edition, although this is not a limitation of the present invention. Further, AP 102 
and mobile stations 110, 120, and 130 may operate in compliance with TEEE 802.1 1 v and 

10 may provide asset tracking. For example, mobile stations 110,120, and 130 may 
periodically provide "presence" information to AP 102, thereby allowing the mobile 
stations to be tracked as assets. Various embodiments of the present invention provide 

asset tracking in accordance with an 802.11 standard, and other embodiments provide 
asset tracking not in accordance with, or only partially in accordance with, an 802.11 

15 standard. As used herein, the term "802.11" refers to any past, present, or future IEEE 
802.11 standard, including, but not limited to, the 1999 edition. 

Mobile stations 110, 120, and 130 may be any type of mobile computing device 
capable of communicating in network 100. For example, the mobile stations may be 

computers, personal digital assistants, wireless-capable cellular phones, or the like. 
20 Access point 102 communicates with mobile station 110 (also referred to as "STA1") 

using signal 112. Access point 102 communicates with mobile station 120 (also referred 

to as "STA2") using signal 122, and access point 102 communicates with mobile station 

130 (also referred to as "STA3") using signal 132. 
One or more of mobile stations 110, 120, and 130 may be capable of saving power 

25 by entering one of many different possible power savings modes or power saving states 

(PSS). When a mobile station is in a power saving state, ail or a portion of the mobile 
station may be powered down to reduce power consumption. Multiple power saving states 
may exist. For example, a mobile station may enter a "suspend mode" or a "hibernate 

mode" to save power. Power saving states may be referred to as "sleep mode," "suspend 

30 mode," "hibernate mode," or the like. Any terminology may be used to describe low-

power states without departing from the scope of the present invention. 

Mobile station 110 includes network interface card (NIC) 114. In some 

embodiments, mobile station 110 may be a computer such as a notebook computer or a 
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desktop computer that includes NIC 114. Mobile stations 120 and 130 are shown without 

NICs. In some embodiments, mobile stations 120 and 130 may be wireless devices that 

have built-in wireless capability. For example, mobile station 120 may be a notebook 

computer having a chipset with built-in wireless connectivity capability. In various power 

5 saving states, NIC 114 may be powered down separately from the remainder of mobile 

station 110. For example, NIC 114 may be powered down by itself, while the remainder 
of mobile station 110 remains powered up. Also for example, NIC 1.14 may be powered 
down along with a majority of the remainder of mobile station 110. Any combination of 
circuits may be powered down in various power saving states without departing from the 

10 scope of the present invention. 
Various embodiments of the present invention allow location tracking of mobile 

stations in wireless networks while allowing the mobile stations to enter power savings 

states. Embodiments are further described with respect to asset tracking for laptop 
computers, but the invention is not so limited. Any asset having a power saving state may 

5 be tracked using the invention embodiments described herein. 
Today, most laptop thefts happen when a laptop is "closed-lid", which usually 

places the laptop in a power saving state. In some embodiments of the present invention, 

laptop computers in power saving states periodically provide presence indications to 

access points to provide asset tracking and management. A laptop in a power saving state 

) periodically "wakes" to provide the presence indication. 
The time period that a mobile station remains in a power saving state between 

waking to provide presence indications is referred to herein as a "power saving interval." 
Various embodiments of the present invention provide for multiple possible time values 
for a power saving interval. For example, a station may select the length of a power 
saving interval based on whether the station is mobile or stationaiy. Further, a station may 

select the length of a power saving interval based on configuration information. The 
configuration information may be provided by a user or a network administrator, and may 
include information such as an asset protection level. 

As described more fully below, shorter power saving intervals may be selected for 

stations with a high asset protection level or for stations that are in motion, and longer 

power saving intervals may be selected for stations with a low asset protection level or for 

stations that are stationary. By allowing mobile stations to indicate their presence while in 



power saving states, the various embodiments of the present invention reduce power 

consumption and extend the battery life while providing asset tracking manageability. 

Figure 2 shows a sequence of communications and actions in a wireless network. 

Sequence 200 includes communications between a user and a mobile station, and between 

5 an access point and a mobile station such as access point 102 and mobile station 110 
(Figure 1). As shown in Figure 2, time progresses from the top of sequence 200 to the 
bottom of sequence 200. During sequence 200, the mobile station is provided with 
configuration information by a user and/or access point, and the mobile station then 
periodically provides presence indications. The various embodiments of interaction 

10 shown between an access point and mobile stations are also further described below with 
reference to Figures 4 and 5 which show flowcharts of methods performed by an access 

point and a mobile station, respectively. 
At 210, a user provides configuration information to the mobile station. In some 

embodiments, this may correspond to providing an asset protection level to the mobile 
15 station. For example, in some embodiments, a user may provide a higher asset protection 

level to a laptop with sensitive information stored on a hard disk. Also for example, the 

interaction at 210 may correspond to a network administrator providing an asset protection 

level that cannot be modified by a user having lesser privileges. 
Once a mobile station is associated with an access point, the mobile station and 

20 access point may communicate to determine appropriate power saving interval(s) for the 

mobile station to use when in a power saving state. These AP/STA communications are 

shown at 220 and 230. At 220, the access point transmits a "presence configuration 
request" to the mobile station, and 230 the mobile station transmits a "presence 
configuration response" to the access point. The presence configuration request may 

25 include many fields, including: 

Maximum stationary power saving interval 
Maximum in-motion power saving interval 

Nominal stationary power saving interval 

30 - Nominal in-motion power saving interval 

The presence configuration request fields may have any values. For example, the 

maximum stationary power saving interval may be larger or smaller than the maximum in-
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motion power saving interval. In some embodiments, the value of the maximum in-

motion power saving interval is equal to the value of the maximum stationaiy power 
saving interval. Further, the nominal stationary power saving interval may be larger or 

smaller than the nominal in-motion power saving interval. In some embodiments, the 

5 value of the nominal in-motion power saving interval is equal to the value of the nominal 
stationary power saving interval. 

An example presence configuration request 310 is shown in Figure 3. When the 
mobile station receives the presence configuration request, the mobile station determines a 
stationary power saving interval and an in-motion power saving interval. This 

10 determination is based, at least in part, on the information received in the presence 
configuration request received at 220, and also based on the configuration information 
received at 210. As described above, the configuration information may include an asset 

protection level configured through a user profile, user interface, or some other method. 

In some embodiments, the asset protection level can be set to one of these values: Low, 
15 Medium or High. If the asset protection level is set to Low, the station may use the 

maximum power saving interval provided by the access point. If the asset protection level 

is set to High, the station may use the nominal stationary interval and nominal in-motion 

interval provided by the access point. If the asset protection level is set to Medium, the 
station may set a value between the maximum power saving interval and the normal 

20 interval for both the stationary power saving interval and the in-motion power saving 

interval. 

The example of the previous paragraph describes three discrete asset protection 
levels, and three different settings for each of the stationary power saving interval and the 
in-motion power saving interval. In some embodiments, the asset protection level may be 

25 selected from a much larger number of possible settings, and the corresponding power 

saving intervals may also be selected from much larger set of possible values. 
Once the station determines both the stationaiy power saving interval and the in-

motion power saving interval, the station includes these two additional fields in a presence 
configuration response to be sent back to the access point (shown at 230, Figure 2). 

30 - Stationary power saving interval 

In-motion power saving interval 
A presence configuration response 320 is shown in Figure 3. The presence 

configuration response may include much information in addition to the stationary and in-
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motion power saving intervals, in some embodiments, the presence configuration 

response may be compliant with a standard such as 802. i J v, and in other embodiments, 

the presence configuration response is not necessarily in compliance with a network 

standard. 

After the prcscnce configuration shown at 220 and 230, the mobile station has 
determined a stationary power saving interval and an in-motion power saving interval, and 
has communicated them to the access point. During subsequent operation when the 
mobile station is in a power saving state, the mobile station provides presence indications 
at either the stationary or in-motion power saving intervals, based on whether the mobile 

station is stationary or in motion. 
When the station is in a power saving state, it will wake periodically to provide a 

presence indication to one or more access points. For example, when the station is 

stationaiy, it wakes at the end of every stationary power saving interval to provide a 
presence indication. Also for example, when the station is in motion, it wakes at the end 

of every in-motion power saving interval to provide a presence indication. 
In some embodiments, a station may provide a unicast or multicast presence 

indication based on whether the station is currently associated with an access point. For 

example, if a mobile station is in the associated state, the station may send a unicast 

presence indication in the current channel to the current access point. Also for example, if 

a mobile station is in the unassociated state, the station may send broadcast presence 

indications, in one or more channels as received from previous presence configuration 

requests. 

Figure 2 shows two presence indication transmissions at 240 and 250. When the 
mobile station is stationary, the time between transmissions 240 and 250 is the stationaiy 
power saving interval, and when the mobile station is in motion, the time between 
transmissions 240 and 250 is the in-motion power saving interval. In some embodiments, 
the presence indications include a Null frame (empty frame), or include minimal 
information. For example, a presence indication frame may only include pre-configured 
transmit power information. In some embodiments, no measurement is conducted while a 

station is in a power saving state. This allows a mobile station to send back its presence 
indication without involving upper MAC operation and conducting any measurement. 

This feature leaves most calculation and measurement on the access point side when the 

station is in a power saving state. 



Figure 4 shows a flowchart in accordance with various embodiments of the present 

invention. In some embodiments, method 400 describes the operation of an access point 

in a wireless network. In some embodiments, method 400, or portions thereof, is 

performed by an access point, a network interface card, a processor, or an electronic 

system, embodiments of which are shown in the various figures. Method 400 is not 
limited by the particular type of apparatus, software element, or system performing the 

method. The various actions in method 400 may be performed in the order presented, or 
may be performed in a different order. Further, in some embodiments, some actions listed 
in Figure 4 are omitted from method 400. 

Method 400 is shown beginning at block 410 in which maximum and nominal 
stationary and in-motion power saving intervals are transmitted to one or more mobile 
stations as part of a presence configuration request. Examples of these fields are shown in 

Figure 3. The presence configuration request may include additional information beyond 
these fields. At 420, a stationary power saving interval and an in-motion power saving 
interval are received from a mobile station as part of a presence configuration response. 

At 430, the access point receives presence indications from the mobile station. 

When the mobile station is stationary and in a power saving state, the access point receives 
the presence indication every stationaiy power saving interval. When the mobile station is 
in-motion and in a power saving state, the access point receives the presence indication 

every in-motion power saving interval. 
Figure 5 shows a flowchart in accordance with various embodiments of the present 

invention. In some embodiments, method 500 describes the operation of a mobile station 
in a wireless network. In some embodiments, method 500, or portions thereof, is 
performed by a mobile station, a network interface card, a processor, or an electronic 
system, embodiments of which are shown in the various figures. Method 500 is not 

limited by the particular type of apparatus, software element, or system performing the 
method. The various actions in method 500 may be performed in the order presented, or 
may be performed in a different order. Further, in some embodiments, some actions listed 

in Figure 5 are omitted from method 500. 
Method 500 is shown beginning at block 510 in which an asset protection level is 

received. In some embodiments the asset protection level may be one piece of information 

included within configuration information received from a user or a system administrator. 

The asset protection level may have any number of levels. In some embodiments, the 
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asset protection level is hard-coded into the mobile station, and is not modifiable by a user. 

In other embodiments, the asset protection level is received from an access point. 
At 520, maximum and nominal stationary and in-motion power saving intervals are 

received from an access point as part of a presence configuration request. Examples of 

5 these fields are shown in Figure 3. 
At 530, the mobile station determines a. stationary power saving interval and an in-

motion power saving interval. In some embodiments, these intervals are determined as a 
function of the maximum and nominal intervals received at 520 and the asset protection 
level received at 510. For example, the stationary power saving interval may be between 

10 the nominal and maximum stationaiy power savings intervals, and the in-motion power 
saving interval may be between the nominal and maximum in-motion power savings 
intervals. The power savings intervals may be set longer for low asset protection levels, 

and may be set shorter for high asset protection levels. At 540, the stationary and in-
motion power saving intervals are transmitted back to the access point as part of a 

15 presence configuration response. 
At 550, the mobile station enters a power saving state (PSS). As described above, 

the power saving state may be any state in which the mobile station consumes less power. 

All or a portion of the mobile station may be powered down, or put to "sleep" in a power 
saving state. 

20 At 560, the mobile station determines if it is stationaiy or in motion. This may be 
determined in any way. For example, a mobile station may look at its access point 

association history to determine if it is in motion. Also for example, the mobile station 
may receive broadcast packets from surrounding stations and access points, and determine 
whether it is remaining in the same place, or if it is in motion. The manner in which the 

25 mobile station determines whether it is stationaiy is not a limitation of the present 

invention. 
If the mobile station is stationaiy, then at 570, the mobile station wakes up every 

stationary power saving interval and transmits a presence indication. If the mobile station 
is in motion, then at 560, the mobile station wakes up every in-motion power saving 

30 interval and transmits a presence indication. When a mobile station "wakes up" to 

transmit a presence indication, the mobile station may or may not enter a full power state 

from the reduced power state. For example, in some embodiments, the mobile station only 
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wakes up circuitry used to transmit the presence indication, and the remainder of the 

mobile station remains in a low power state. 

In some embodiments, at 560 and 570, the mobile station may transmit either 
unicast or broadcast prcscnce indication frames. For example, if the mobile station is 

5 currently associated with an access point, the mobile station may transmit a unicast 
presence indication frame to the access point. Also for example, if the mobile station is 
not currently associated with an access point, the mobile station may transmit a broadcast 
or multicast presence indication. Further, the presence indication may be transmitted on 

one or more channels. 
10 Figure 6 shows a system diagram in accordance with various embodiments of the 

present invention. Electronic system 600 includes antenna 610, radio interface 620, 
processing component 630, power saving interval determination component 640, presence 

indication component 670, memory 650, and static random access memory (SRAM) 660. 

In some embodiments, electronic system 600 may be an access point, a mobile station, a 
15 wireless interface, a NIC, or the like. For example, electronic system 600 may be utilized 

in network 100 as any of access point 102, mobile stations 110, 120, or 130, or NIC 114. 

Also for example, electronic system 600 may be an apparatus capable of performing any 
of the method embodiments described with reference to the previous figures. 

In some embodiments, electronic system 600 may represent a system that includes 

20 a wireless interface as well as other circuits. For example, in some embodiments, 
electronic system 600 may be a computer, such as a personal computer, a workstation, or 

the like, that includes a wireless interface as a peripheral or as an integrated unit. 
In operation, system 600 sends and receives signals using antenna 610, and the 

signals are processed by the various elements shown in Figure 6. Antenna 610 may 
25 include one or more directional antennas or one or more omni-directional antennas. As 

used herein, the term omni-directional antenna refers to any antenna having a substantially 
uniform pattern in at least one plane. For example, in some embodiments, antenna 610 
may include an omni-directional antenna such as a dipole antenna, or a quarter wave 

antenna. Also for example, in some embodiments, antenna 610 may include a directional 

30 antenna such as a parabolic dish antenna or a Yagi antenna. In some embodiments, 
antenna 610 forms an array capable of supporting spatial division multiple access (SDMA) 

or multiple-input multiple output (MIMO) communications. In other embodiments, 

antenna 610 includes only one physical antenna. 
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Radio interface 620 is coupled to antenna 610 to interact with a wireless network. 

Radio interface 620 may include circuitiy to support the transmission and reception of 

radio frequency (RF) signals. For example, in some embodiments, radio interface 620 
includes an RF receiver to receive signals and perform "front end" processing such as low 

5 noise amplification (LNA), filtering, frequency conversion or the like. Further, in some 
embodiments, radio interface 620 includes beamforming circuitry to support SDMA 
processing. Also for example, in some embodiments, radio interface 620 includes circuits 
to support frequency up-conversion, and an RF transmitter. The various embodiments of 
the invention are not limited by the contents or function of radio interface 620. 

10 Processing component 630 may perform method embodiments of the present 
invention, such as method 400 (Figure 4) or method 500 (Figure 5), or methods 

represented by sequence 200 (Figure 2). Processing component 630 represents any type of 
processor, including but not limited to, a microprocessor, a digital signal processor, a 
microcontroller, or the like. In some embodiments, processing component 630 may be 

15 capable of one or more power saving states. For example, processing component 630 may 

enter a suspended state, a hibernate state, or the like, to reduce power consumption. 

Power saving interval determination component 640 may determine stationary and 
in-motion power saving intervals based on information received from users and networks. 
For example, power saving interval determination component 640 may include asset 

protection level information and may perform the actions of block 530 (Figure 5). Power 

saving interval determination component 640 may be implemented in hardware, software, 

or any combination thereof. For example, power saving interval determination component 
640 may be implemented in software that is executed by processing component 630, or 
may be implemented in hardware in an integrated circuit separate from processing 

component 630. 
Presence indication component 670 provides presence indication frames using 

radio interface 620 and antenna 610. As described above, presence indication component 
670 may provide presence indications at different intervals based on whether electronic 
system 600 is in motion or is stationary. Presence indication component 670 may be 

implemented in hardware, software, or any combination thereof. For example, presence 

indication component 670 may be implemented in software that is executed by processing 

component 630, or may be implemented in hardware in an integrated circuit separate from 

processing component 630. 

10 



Memory 650 represents an article that includes a machine readable medium. For 

example, memory 650 represents a random access memory (RAM), dynamic random 

access memory (DRAM), static random access memory (SRAM), read only memory 

(ROM), flash memoty, or any other type of article that includes a medium readable by 

processing component 630. Memoiy 650 may store instructions for performing the 
execution of the various method embodiments of the present invention. Static random 
access memory (SRAM) 660 is a volatile memory that may hold information during 
operational periods of system 600. In so me embodiments, SRA M 660 is omitted. 

Although the present invention has been described in conjunction with certain 
embodiments, it is to be understood that modifications and variations may be resorted to 
witho ut departing from the spirit and scope of the invention as those skilled in the art 
readily understand. Such modifications and variations are considered to be within the 

scope of the invention and the appended claims. 
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What is claimed is: 

1. A method comprising: 

wirelessly receiving, by a mobile computing device from an access point, indicators 

of first and second intervals of time; 

configuring the mobile computing device with the first interval and the second 

interval, the first interval corresponding to a time period that the mobile computing device 

spends in a reduced power state between periodic transmissions by the mobile computing 

device when stationary, and the second interval corresponding to a time period that the 

mobile computing device spends in a reduced power state between periodic transmissions by 

the mobile computing device when in motion; 

wherein the first time period is different than the second time period; and 

wherein the receiving comprises receiving a maximum stationary interval and a 

maximum in-motion interval from the access point. 

2. The method of claim 1 further comprising transmitting a periodic frame every first interval 

when the mobile computing device is stationary. 

3. The method of claim 2 further comprising transmitting a periodic frame every second 

interval when the mobile computing device is in motion. 

4. The method of claim 2, the transmitting a periodic frame comprising transmitting a unicast 

frame to an access point when associated with the access point. 

5. The method of claim 2, the transmitting a periodic frame comprising transmitting a 

multicast frame when the mobile computing device is not associated with an access point. 

6. The method of claim 5, the transmitting a periodic frame comprising transmitting a 

multicast frame on a single 802.11 channel. 
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7. The method of claim 5, the transmitting a periodic frame comprising transmitting a 

multicast frame on multiple 802.11 channels. 

8. The method of claim 1, the receiving further comprising receiving a nominal stationary 

interval and a nominal in-motion interval from the access point. 

9. The method of claim 8, the receiving further comprising selecting the first interval between 

the maximum and nominal stationary interval, and selecting the second interval between the 

maximum and nominal in-motion interval. 

10. The method of claim 1, the configuring comprising determining the first interval based on 

a user setting. 

11. The method of claim 10, the configuring comprising determining the second interval 

based on a user setting. 

12. The method of claim 11, the user setting corresponds to the asset protection level. 

13. The method of claim 1, the first and second intervals comprising power saving intervals. 

14. The method of claim 1, the periodic transmissions comprising presence indication 

transmissions. 

15. An article having a non-transitory machine readable medium with instructions stored 

thereon that when accessed and executed result in a mobile computing device: 

receiving, at the mobile computing device, interval information from an access point; 

determining a stationary interval and an in-motion interval based on the interval 

information received from the access point; 

entering a low power state; and 

waking from the low power state to transmit a periodic frame every stationary interval 

when the mobile computing device is stationary, and waking from the low power state to 
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transmit a periodic frame every in-motion interval when the mobile computing device is in 

motion; 

wherein the stationary interval is different than the in-motion interval; and wherein 

the receiving comprises receiving a maximum stationary interval and a maximum in-motion 

interval from the access point. 

16. The article of claim 15, the receiving interval information comprising receiving a nominal 

stationary interval. 

17. The article of claim 15, the asset protection level is based on a user selection. 

18. The article of claim 15, the receiving interval information from an access point 

comprising receiving power saving interval information. 

19. The article of claim 15, the transmitting a periodic frame comprising transmitting a 

presence indication frame. 

20. An apparatus comprising: 

a hardware processing component comprising a plurality of power states, the 

hardware processing component to enter a low power state during a power saving interval; 

a radio interface to wirelessly receive from an access point, indicators of a power 

saving interval having a first duration and a second duration shorter than the first duration; 

and 

a hardware component to command the hardware processing component to wake up 

and command the radio interface to transmit a periodic frame every power saving interval, 

the power saving interval to have the first duration when the hardware processing component 

is stationary and the second duration when the hardware processing component is in motion; 

wherein the indicators comprise a maximum stationary interval and a maximum in-

motion interval. 
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21. The apparatus of claim 20, the periodic frame comprising a presence indication frame. 

22. The apparatus of claim 20, the interval comprising a power saving interval. 

5 23. The apparatus of claim 20, further comprising an interval determination hardware 

component to determine the interval. 

24. The apparatus of claim 20, the asset protection level based on a user selection. 

10 25. The apparatus of claim 20 further comprising a static random access memory 

communicably coupled to the hardware processing component. 
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