A METHOD FOR HANDLI NG SERVI CE FAI LURES Fi el d of the
I nvention: The present invention relates to
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of conmuni cation sessions in a P multinedia subsystem
Description of the Related Art: 4A communi cati on system
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ser A .co ' ' systemtypically operates in
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packeibpsitd thehedmafinidation &0 NsH NéxaMple&N cBMdidfadtion of voice, data,
and/ or parameters used for the connection nmay al so be

def iRgtimediagndeso b UsST equipmert May. 'Qeexaple, be geovided by means of
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server (AS), thus enabling use of services provided by the application server.

20 A communication system typically operates in accordance with a given standard or
specification. The standard or specification sets out what the various entities
associated with the communication system are permitted to do and how that should
be achieved. For example, the standard or specification may define if the user, or
more precisely, user equipment is provided with a circuit switched service and/or a

25 packet switched service. Communication protocols and/or parameters used for the
connection may also be defined. In other words, a specific set of “rules” on which
the communication can be based on needs to be defined to enable communication
by means of the system.

30 Communication systems providing wireless communication for user equipment are
known. An example of the wireless systems is the public land mobile network
~ (PLMN). Another example is a mobile communication system that is based, at least



known. An exanple of the wireless systens is the
public | and nobile network (PLMN). Another exanple is
W@ 20065/084188 comruni cati on systemthat is based, BCT/IB2004/003573

| eastpartially, on use of comunication satellites.
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20
The Third Generation Partnership Project (3GPP) has defined use of the General
Packet Radio Service (GPRS) as an IP connectivity access network for the
provision of the IMS services, the GPRS being given herein as a non-limiting
example of a possible IP connectivity access network enabling the multimedia

25 services. The Third Generation Partnership Project (3GPP) has also defined a
reference architecture for the third generation (3G) network which will provide the

users of user equipment with access to the multimedia services.

The IP Multimedia Subsystem supports the Session Initiation Protocol (SIP) as
30 developed by the Internet Engineering Task Force (IETF) in RFC 3261. Session

Initiation Protocol (SIP) is an application-layer control protocol for creating,

modifying and terminating sessions with one or more participants (endpoints).



reference architecture for the third generation (3G

network which will provide the users of user equipnent
wowdok/ozaeess to the nmul tinedia services. The PPCT/IB2004/003573

Mul ti medi a Subsystem supports the Session Initiation

Protocol (SIP) as devel oped by ghe Internet

Engi neering Task Force (I ETF) in RFC 3261. Session
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cat @gereciated that the GfiHmpy be also referenced to as the call state control
20 functions.

The call session functions may be divided into various categories such as a proxy
call session control function (P-CSCF), interrogating call session control function (I-
CSCF), and serving call session control function (S-CSCF). The user needs to be

25 registered at the serving call session control function (S-CSCF) in order to be able
to request for a service from the communication system. A proxy call session
control function (P-CSCF) in turn, is for proxying communications between a user
and a serving call session control function (S-CSCF) the user is registered with. In
other words, after registration to an IMS data network a user has an outbound

30 proxy (typically a P-CSCF) and a register (S-CSCF) assigned. Any activity of the
user goes through these data network controller entities.



call session control function (P-CSCF), interrogating
call session control function (ICSCF), and serving
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to be registered at the serving call session contro
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7
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user
20 application servers (AS) and P-CSCF network elements of new registration details.

It shall be appreciated that although the above discussed the registration
proceedings and related problems with reference to an internet protocol (IP) based
third generation (3G) communication system and session initiation protocol (SIP),

25 similar disadvantages may be associated with other systems as well and thus the
description is not limited to these examples

SUMMARY OF THE INVENTION:

30 Embodiments of the present invention aim to address one or several of the above
problems.



application servers (AS). Fourthly inform ng other
network entities, such as application servers (AS) and
w2005 1net wor kK el ements of new regi strati on decEIB2804/(103573

shal | be appreciated that although the above discussed
the registration proceedi ngs ang rel ated problens with
reference to an internet protocol (IP) based third
generation (3G comunication system and session
initiation protocol r di sadvant ages,
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]?iqu' Wf:enitlrst ﬁ%@%@h? i dgp denke& bn'the ?%eoff 558 rﬂr&tr}ﬁe?sage sending

networ Serving
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nessage and i n dependence on the type of the flrst

ﬁ:ﬁ% tgﬂgm aéﬁngqrpptgqﬁﬁ&r@% FICTK Eﬁlgqefw\eggﬁtnthe user equment the

|nd|eer@th@@s;§¢eat t he serving netvvork el enent i s out of
service. The nmethod may conprise the further step of:
receiving at the user equipnent the error nessage. The

18t pd B OH Uhh | RlrtHeP BB RipFiSe e sﬁerpe@r @ﬁbseﬁi&bﬁ?ﬂﬂ@&bwﬁr@ the error
receivi ng the error nmessage at the user e

sendMef§age ﬁd%dlsﬁé%bl'@@eﬁ %?”é’&goﬂosqcﬁ?ﬁ‘é%@ﬁﬁ‘sﬁéﬁéﬁta second type

fr ogtchentivdie ted t;tp@eoffthé%strfﬁéé@gs th Gnitistetd PddPstration from the user
registration fromthe user
equipment to the communications network.

20 The method may further comprise prior to receiving at the first network element a
first message from the user equipment the step of: establishing a bearer for

signalling between the user equipment and the first network element.

The method may select a further serving network element and forward the
25 message to the further serving network element.

The method may comprise the further steps of: registering at the further serving
network element the user equipment.

30 The bearer for signalling may be a signalling or general purpose PDP context



equi pnent to the comruni cati ons network. The net hod
may further conprise prior to receiving at the first

woedodosdoel enent a first nessage fromthe userPCT/IB2004/003573
equi pnent the step of: establishing a bearer for
signalling between the user equgpnent and the first
network el ement. The nethod may select a further
serving network el enent and forward the nmessage to the
further serving network el enment. The nethod may )
conphes@mmenicgliongdietwerkgaaype gnobiternetl Prpjogal nuyliimedia subsystem
fur (ies) ekyrkng network el ement the user equi pnent.
The "bearer for signalling my be a signalling or
general purpose PDP context The comuni cati ons network
n‘ay . . _
ot e et et Amett e ol Wi G RN SUSIoRTErMPFunciion ¢
bnt &§Ggati ng Call Session Control Function (I CSCF).
The first network el enent may be a Proxy Call Session
Control Function (P-CSCF). The serving network el ement
may The fisst Betwork glebagnit nswysts @ PraxyritalbbegsioncControl Function (P-CSCF).
(SCSCF). The step of determning a type of nmessage nay
conprise determ ning the type of nmessage based on the
c onfTaetsenfingy nptvwaxdie Elenszht inmfyolberatSayving IGatle®essiom Cowmtrol Function (S-
1§es§§¥%)1he step of detecting at the first network

| enetit’ /t hat the serving network elenent in a
comuni cations network is out of service, may conprise

the_step of; detecting that a predeterm ned ti -
per 156 S12R Oh4EHBINGIG PRl Fersadr Ao PS5 eI Lagg the type of
f r omddaagé i badedneh Wbk cEhtBRE B 4 Qorblsfinar WHidtehdtiohWelekhent in the
el ement and before a response has been received from

t he M¥SEPI%g net work el enent and/ or deternining that
1ghe first nessage has been transmtted a predeterm ned
nunber of tinmes. The tyge of the first nmessage na

b
. 1 dhecde of dRiPNgrat iR Brst naMork plegment thatéha enving nefwork element
es $ag &oMiyuriéatioRs nBividrkts S RYF SeRe! Aihy @MPFRE the step of: detecting

that a predetermined time period has passed since the forwarding of the message

from the first network element to the serving network element and before a
20 response has been received from the serving network element and/or determining
that the first message has been transmitted a predetermined number of times.
The type of the first message may be a re-registration request.
25 The type of the second message may be an initial registration request.

The information element may indicate that the request is sent integrity protected.

The information element may indicate that the user has been successfully
30 authenticated.



The information el enent may indicate that the request
is sent integrity protected. The information el enent
woregosiosididcat e t hat the user has been successf ubdIB2004/003573

aut henti cated. The information el ement in the nessage

may be an integrity protected flzag in an Authorization
header of the nessage. According to a second aspect of
the present invention there is provided a network

enent in connunrgatrons net wor k further conpri si
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user ccor aspec
pr esietarmlnwteetty;nmoft thefiestingegsage; amijrna:ierpeedermemrpttertype of the first

nac r [ f| LS

Ror TeFRoar SrgieLREm IR ARel shUpkieR: sEATRD, S niralok o the ueer
t he eqaipmentiui pnent is arranged to receive an error

message fromthe first network el enment, the error

nmessage i ndicating that the serving network el enent

for T‘rhbewd!\‘ﬁsm élamieﬁﬁﬁfag tiesfumlg_ér afrarsgfﬁ’d/ioﬁ&ceﬂrﬂch fw@am@ssage of a
to the error e sendi urt her
secantotd e alerandnm s Wircone S issage Fomane csgedtipment

1get wor k el enment . The user equi pment may be further
arranged to establish a bearer for sjignalling between

t he Afserdinggte Friftid asrect il e rrfasttainVeRfonnieiR ik Pipaded a user

f ur ta@ipnfnk #8 @Eminfur @%BRY Hemrﬁ ﬂﬁthﬁf ESfpASIAS adRstthetwork element
dropplng the bearer for signall

and a serving network element, wherern the user equipment is arranged to receive

an error message from the first network element, the error message indicating that

20 the serving network element for the user equipment is out of service, and respond

to the error message by sending a further message of a second type different to

the first type to the first network element.

The user equipment may be further arranged to establish a bearer for signalling

25 between the user equipment and the communications network and further
arranged to respond to the error message by dropping the bearer for signalling
between the user equipment and the communications network.

The bearer for signalling may be a signalling or general purpose PDP context
30 Dbearers.



bet ween the user equi pnent and the communi cati ons

network. The bearer for signalling may be a signalling
w@eoogesmngal pur pose PDP context bearers.8 The pgpEB20§4/003573

the further nmessage sent to the first network el ement

may be an initial registration gequest. According to a
fourth aspect of the present invention there is

provi ded a user equi prment for operation in a

comuni cations network conprisin net wor k el enent, o
{ he 108YPe.akiNB fEMETITRPSA98 PR He fest deierisielpment pay be an iniial
t he rédistpdtioneby@sk el ement is out of service by sending

a request to the first network el enent and determ ni ng

that no response has been received fromthe first

net WaE&rdfloe At foulth Sdspibt Bh%&?%seﬁﬂlﬁv@ﬁ%ﬁ tHete is provided a user
arranged to on determning that the first netvvori

8| esadipment ot aperalienyinc@, communingtians, dwghwerks gpmprising a network
sig Ose e&1 fnﬁ Sl

com%rﬁér?il‘ écrg\'t fr%néglﬁet utlr ?ﬁ{d%réi\%gra Hg%‘&g%?:g%r 2% ntehv‘:f‘/t etlhe first network
f ur elemerttiis out obseryide by eanding aarequestinle the firskenétworkhelement and

net . e | Sj LA & ,
e B USRI B, 55046 BREA SLBAA bt Bhrt notwor loment
net winekein Abe aiseli aguipmeat fsi ardngesiptecon determning dwdribe first network

invention there is provide f lin
1? erv e&er}tallsl ﬁlr‘teg+ K R/récec o@rrgho%c g‘te P%%g r nfg{ @Wﬁ'"{i hgetween the user
](c:ommuipmﬁn't allzds theedomrniinicatigmsi restwork, discer oeselegtreenéw adurther first
irst. ne r | ement; , an furt her network, el enent ..
{ he bt drarpey 00 Agd eyt fetwollCHERETt BfiFTegue comprising
US efanesitialregudst fo? rédistrationsdt tietymimkiniebtsrsmetwarkf | r st
nmessage, detecting at the user equi pnent that the

first network elenent is out of service, dropping the

181 gn@khiditg eafifth abpenos e prsknteifvémiththereds tgiévided a method for
comuni cat'i ons network; selecting or discovering at

t he haadiinde aMVviste fRilureR IPuRt FRPMYBICARRNE &eBKRYk: ;the communications
senGeRfork F M PrRfge £ usBO e OiFRiEnt L 8 firfenéiWorh VierR@Atanl a further
el enent a nmessage conprising an initial
network element, the method comprising the steps of. sending from the user
equipment to the first network elements a first message, detecting at the user
20 equipment that the first network element is out of service, dropping the signalling
bearer from the user equipment to the communications network; selecting or
discovering at the user equipment the further network element; sending from the
user equipment to the further network element a message comprising an initial
registration request.
25
According to a sixth aspect of the invention there is provided a method for
determining a type of registration in a communications network comprising at least
a user equipment and a network element, comprising the steps of: receiving at the
network element a request for registration from the user equipment; detecting at
30 the network element an information element in the received request; determining

the content of the information element, and in dependence on the determined



regi stration request. According to a sixth aspect of
the invention there is provided a nmethod for
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i nvEpdistEtioneAKDe en i ir?ﬂé%}raé'oﬁetwork elenent in a
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20 determine the content of the information element, and in dependence on the

determined content of the information element to determine whether the received

registration request is a first type of registration or a second type of registration.

The information element may indicate that the request is sent integrity protected.

25
The information element may indicate that the user has been successfully
authenticated.
The information element in the message may be an integrity protected flag.

30

A communications system may comprise a network element described above, and

a user equipment as claimed above.



registration request is a first type of registration

or a second type of registration. The infornmation
we@b@sestiosray i ndi cate that the request i s sentPCT/IB2004/003573

integrity protected. The information el enent may

i ndicate that the user has beenqguccessfully

aut henticated. The information elenent in the nessage

may be an integrity protected flag. A conmunications

system may conprise a network el ement descri bed above,

and a user equi pnent as cl ai mred above. 10 An enbodi nent
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nmessage 1 ncl udi ng an 1'ndi e servin

net equibment eenessage ontluding serindicationAhatithehsarving network element is
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USeinltﬁlmgpﬁeﬁég@fﬁatldmdldtahl @8cdridortypeneby i thet uset vauipment to the
el enment that a network elenment is out of service in a

conFOMMANGaYARS ABMRHFk in response to a nessage sent
18y the user equipnent. A further enbodi ment descri bes

a method wherein the first network el epent may
A further embodiment describes the method may further comprise the further step

of: receiving by the user equipment an indication from the first network element that
a network element is out of service in a communications network in response to a
message sent by the user equipment.

20
A further embodiment describes a method wherein the first network element may
be a P-CSCF.

Additional embodiments describe a method which may further comprise the steps
25 of: detecting by a first network element that the serving network element is out of

service during the second type of registration, dropping the bearer for signalling by

the user equipment in response to receiving the message from the first network

element, registering a first type of registration to the communications network by

the user equipment, establishing a second bearer for signalling between the user
30 equipment and the communications network.
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which may further conprise the steps of: detecting by
wa@2dosnostiohet wor k el enent that the serving net weekIB2004/003573

el enent is out of service during the second type of
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or for a second type of registration. Further
t he furth

st e%glrﬁgpttar%gg mer q.f.gnp%g%t afs cor;g&i rahq{es[t%@rqj receiving
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Ser YbhtratRnVBEIKctRlgeAREW s@W?d(}‘fet@vbfk%lerﬂ@ﬁﬁ’W ﬂhe?'rﬁ%ﬂﬁork element if

i f the register request is t he second 't ype of
r egitke Fegistesrequest is for the second type of registration.

20 Additional embodiments describe wherein the first type of registration may be a re-
registration and the second type of registration may be an initial registration.

Further embodiments describe the method, wherein the checking step may check
the presence of the information element in the request.

25
Additional embodiments describe the information element may indicate that the
request is sent integrity protected.

Further embodiments describe the information may indicate that the user has been
30 successfully authenticated.
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information elenent in the request. Additiona
enbodi ments describe the information el enrent nay
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aut henti cated. 12 Addi ti onal enbodi nents descri be the
information in the request nmay be an integrity
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i nf ' t he user equi pnment. Further enbodi nents
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equi pnent and neans for sending a nessage to the user
equi pnent, the nmessage, i ndjcating that net wor k -
o1 eHBHIONH ERDOBGRRTIN deserIbh oAl RR: | SeRBRt Thfhtfogmunications
18f  $BIWArk Indy18e WrRingBd Ub HERBt melhd @t rgB&ilmgRessddges ffom an user
user equi pment in a_comuni cati ons network may be
equipment and means for sending a message to the user equipment, the message
indicating that a network element in the communications network is not capable of

serving the user equipment.

20 Embodiments describe a user equipment in a communications network may be
arranged to have means for receiving a message from the communications
network, the message indicating that the serving network element for the user
equipment is not capable of serving the user equipment, and means for responding
to the message by releasing bearers.

25
Further embodiments describe the user equipment may be arranged to have
means to perform initial registration for responding to the message.

Embodiments may provide a way of avoiding discontinuity in the communication
30 between user equipment and application server. The user perception may be
improved since the user does not necessarily notice any temporary failures.
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1 shows a®commini ca e envi T onment erel n
i nveahberendzdidde enbodi ed; Figure 2 is a flow di agram

f t he signal |n of an t he
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T onal | | Rigura 835 arfioxpdiageans oL i siaraling Ak S absupite of a further
18f  teRBmBleeSTRMbJdiMERE oPthel plestsift invention in use;

Figure 5 is a flow diagram of the signalling flow of an example of a further

embodiment of the present invention in use.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS:

20
Certain embodiments of the present invention will be described in the following by
way of example, with reference to the exemplifying architecture of a third
generation (3G) mobile communications system. However, it shall be appreciated
that the embodiments may be applied to any suitable communication system. For
example a suitable communications system may be a CDMA 2000 system.

Reference is made to Figure 1 which shows an example of a network architecture
wherein the invention may be embodied. In Figure 1 an IP Multimedia Network 45
is provided for offering IP multimedia services for IP Multimedia Network

subscribers.
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Certain enbodi nents of the present invention will be
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reference to the exenplifying architecture of a third

generation (3G nobile conmunicagi ons system However,

it shall be appreciated that the enbodi nents nay be

applied to any suitable comrunication systen1 For

exanpl e a suitabl e comuni cations sysﬁ

50005sqascensd RBPUT.cHREEST 80 JRIRBEBEGUNS SEMgRCHA REMEovided by
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net wor kK { RAN) and enet e ‘ . .

ot adf iy aptess eaflofatBuRERalRinbis 8 grobiE B8 Grypment 30 is abie
r eced Wansmng rsigrials tooama resEiied signale rfroro thep nadiv a8bess petavork via the
Wi rel ez}g Ié'{i,} refrface bet ween the user equi pnment and the

r adWeESE JUETAE wor k. Cor respondi ngly, the nobile user

equi pnrent 30 is able to transmt signals to and
[ nals fromthe radi o acc net wor k vi a

rece h
1 91 SR Tangs et hect 558 GAHPHIE A SN FCGoRS thrs VS network 45

equivRRBtac3EsdTRAWDAC 8SsDclald WﬁﬁtH&eﬁdﬁéf#at‘f’& ¥1.3t éif be appreciated
access network associated with the base station 31,

 halatoathyenefor £i268 (§98PTS IGUFRGHOWE G bRsexstalgn of only one radio
rea%%é'ss':'n@ﬂ\?d?k LaShpvRl &ohfathiSdtdhi ABWRtk XYstenPNBually includes a

r ad
number of radio access networks.

The 3G radio access network (RAN) is typically controlled by appropriate radio
network controller (RNC). This controller is not shown in order to enhance clarity. A
controller may be assigned for each base station or a controller can control a
plurality of base stations, for example in the radio access network level. It shall be
appreciated that the name, location and number of the radio network controllers
depends on the system.

The mobile user equipment 30 of Figure 1 may comprise any appropriate mobile
user equipment adapted for Internet Protocol (IP) communication to connect the
5 network. For example, the mobile user may access the cellular network by means
of a Personal computer (PC), Personal Data Assistant (PDA), mobile station (MS)
and so on. The following examples are described with reference to mobile stations.
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controlled by appropriate radi o network controller

(RNC). This controller is not shewn in order to

enhance clarity. A controller may be assigned for each

base station or a controller can control a pl urality

of base stations, for exanp t he radjo acces
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mul ti nedi a content  or Erﬁf&se usi n
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Wi I plressor érﬂ’iﬁ,&and Aeheritly hfeaRsm tting signals from and
to base stations of the nobile comruni cati on networKk.

A nobile station nmay al so be provided with a display

1éor ItihaP bappeedidted Bfat alisouihsly Wﬁbbﬁ@étattéﬁ@ér@ﬂihb@ﬁ in Figure 1
for the user of the nohil e user equipnent.

Cane
neaf® Aafithe arasgalddwmesr @épF‘QPﬁ'%gS@W’ﬁ BAY vP%IeH‘ simultaneous
' m%@ﬁmmuﬁbﬁ%tﬁ%rﬂﬁﬁcﬁ&%y‘ém cally provided. The

operatio a nobi[e station rmay be controlled by
neans of an appropriate user interface such as control

but %O08Gte network (CN) typically includes various switching and other control entities
20 and gateways for enabling the communication via a number of radio access
networks and also for interfacing a single communication system with one or more
communication system such as with other cellular systems and/or fixed line
communication systems. In the 3GPP systems the radio access network is typically
connected to an appropriate core network entity or entities such as, but not limited
25 to, a serving general packet radio service support node (SGSN) 33. The radio
access network is in communication with the serving GPRS support node via an
appropriate interface, for example on an lu interface. The serving GPRS support
node, in turn, typically communicates with an appropriate gateway, for example a
gateway GPRS support node 34 via the GPRS backbone network 32. This

30 interface is commonly a switched packet data interface.
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provi ded between the user equi pnent, the radi o netwo
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node 33 and the gateway GPRS service node 34. Each PDP

context usually provides a
Figure 1 shows also a plurality of application servers 50 connected to the

20 exemplifying Internet Protocol (IP) Multimedia network 45. The user equipment 30
may connect, via the GPRS network 32 and an IMS network 45, to at least one of
the application servers 50. It shall be appreciated that a great number of
application servers may be connected to a data network.

25 Communication with the application servers is controlled by means of functions of
the data network that are provided by appropriate controller entities. For example,
in the current third generation (3G) wireless multimedia network architectures it is
assumed that several different servers providing various control functions are used
for the control. These include functions such as the call session or call state control

30 functions (CSCFs). The call session functions may be divided into various
categories. Figure 1 shows proxy call session control functions (P-CSCF) 35, and
37, an interrogating call session control function (I-CSCF) 38 and 39, and a
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20
Figures 2 to 5 show a series of examples of embodiments of the present invention.
With reference to figure 2, an embodiment of the present invention is shown where
the communications system is shown recovering from a S-CSCF out of service
error, the detection of such an error being found in response to a re-registration

25 request. As is known in the art following the initial registration of the user
(described in 3GPP TS 23.228), and before the validity of the registration expires
the UE sends a re-registration request to the S-CSCF.

In the first step 101, the user equipment (UE) sends the re-registration request to
30 the P-CSCF.
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S-CSCF. n the fTrst step 101, the user equi pnent (UE)

sends the re-registration request to
In the sixth step 113, the UE receives the 504 error message. The UE then drops

20 all signalling and data traffic relating to that re-registration process.

In some embodiments of the present invention the user equipment only drops the
signalling information related to the signalling PDP context but retains the
multimedia PDP contexts. In this further embodiment the user equipment is allowed

25 to maintain contact with the remote service/terminal whilst the second part of the
embodiment of the present invention attempts to resolve the S-CSCF error. In
other embodiments of the present invention where a general PDP context had
been established the general PDP context is dropped.

30 Inthe seventh step 115, the user equipment transmits an initial registration request
to the P-CSCF. The UE initial registration is the first step in re-establishing
communication by establishing a new signalling PDP context or using an existing



the P-CSCF. 18 n the second step 103 the P-CSCF,

receives the re-registration request, and forwards the
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errdf3 n other enbodi ments of the present invention

1ghere a general PDP context had been established the

general PDP_context is dFO{) n the seventh ste

) ped. _ 15,
the TH8cR-GRRT JrsiRP (12antANTBIeing FRceiver 7008 PasgasR (o the user
r edé§sipment.

Such a method although being perceived as a heavy procedure — as it leads to a

20 complete break in service provision to the user and any remote user connected to
the user, is more efficient in not requiring a hard reset of the UE. Also such a
procedure ‘clears up’ any remaining states in the UE and in the network.

The problem of how the I-CSCF determines whether the current timed out request
25 is either a re-registration or initial registration request can be seen with respect to
Figure 4.

With reference to figure 4, the determination of whether the I-CSCF is processing
an initial registration or a re-registration request is further discussed. Figure 4

30 shows an example where an initial registration is being processed and the S-CSCF
addressed by the I-CSCF is out of service.
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det eigteqaestaizadér. whet her the |-CSCF is processing an
initial registration or a re-registration request is
further discussed. Figure 4 shows an exanple where an

16Ni sathe lig@p Aty prbietted fagdiel dHabRIdOsHEy 9R6e &l UEN8nBtHESBECSCF has
formed a security association, an event performed following a successful
authentication/registration, an absent ‘integrity-protected’ flag indicates to the |-
CSCF that it is an initial registration process.

20 Therefore when an ‘integrity-protected’ flag is present in an expired request (such
as produced when the S-CSCF is out of service) then the expired request triggers
the I-CSCF to send a 504 error message to the UE via the P-CSCF as shown in
the first embodiment example as described above.

25 When an ‘integrity-protected’ flag is not present in an expired request (such as
produced when the S-CSCF is out of service) then the I-CSCF identifies that the
request it is processing is a initial registration request and therefore the I-CSCF
transmits according the method known in the art a new initial registration request to
a different S-CSCF (New S-CSCF). This is shown in step 307.

30
If the UE is capable of being registered on the different S-CSCF, and the different
S-CSCF is in service then the S-CSCF performs the act of registering and



addressed by the 1-CSCF is out of service.20 n the
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20 A further embodiment of the present invention is described with reference to the
example shown in Figure 3. This embodiment shows further that a P-CSCF on
receipt of a 504 message when processing a non registration request passes the
504 error message back to the UE, and the UE on the receipt of a 504 error
message from a P-CSCF in response to a non-registration request performs a re-

25 registration.

The Steps 201, 203 and 205 show an UE transmitting (step 201) a non-registration
SIP format message via the P-CSCF (step 203) and S-CSCF (step 205) to an
entity in the IP/SIP network, for example an application server (AS).

30
Due to an error somewhere within the IP/SIP network the request fails to reach its
target and instead a 504 error message is returned to the UE (the 504 message
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20
However if the S-CSCF was found to be the originator of the problem then the I-
CSCF would pass back a further error message and the process would resolve
itself in @ manner described above using a new registration process.

25  With reference to figure 5 a further example showing a further embodiment of the
invention is demonstrated. In the example shown in figure 5 the UE is registered
and in step 402 is transmitting a SIP request message to the P-CSCF (P-CSCF1).

P-CSCF1 is out of service and does not respond. The UE timer expires and by step
30 403 the UE acknowledges that the request has expired.
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This further embodiment shows the present invention handling errors occurring
20 when the P-CSCF goes out of service, in a manner similar to the S-CSCF out of

service conditions.

It should be appreciated that whilst embodiments of the present invention have
been described in relation to user equipment such as mobile stations,

25 embodiments of the present invention are applicable to any other type of
equipment that needs to be authenticated. For example the present invention could
be applied to user equipment connecting to a IP/SIP network via a wireless local
area network (WLAN) communications system.

30 The examples of the invention have been described in the context of an IMS
system and GPRS networks. However, this invention is also applicable to any other
standards. Furthermore, the given examples are described in the context of the so
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shows the present invention handling errors occurring
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servicing call state control functions. Embodiments of the invention can be

applicable to other network elements where applicable.

2 It is also noted herein that while the above describes exemplifying embodiments of
the invention, there are several variations and modifications which may be made to
the disclosed solution without departing from the scope of the invention as defined
in the appended claims.

25

The applicant hereby discloses that the invention is not to be interpreted solely on
the scope of claims.

It is understood that the term out of service can be interpreted as meaning that
30 either the serving network element is not communicating with said user equipment
due to a fault in the serving network element, or a fault in the communications



service conditions. t should be appreciated that

whi | st enbodi nents of the present invention have been
walewsnsdiesl in relation to user equi pnent such BST/IE2004/3573

stations, enbodi ments of the present invention are

applicable to any other type of 2gqui pnent that needs

to be authenticated. For exanple the present invention

coul d be applied to user equi pnent connecti ng to a

I P/SIP network via ,a wireless |ocal area_ netwo

(WL ARRVREK nPRENERING i YSPEt RRHIPTTRIY @szm%@ﬂae tfwe serving network

I nvermhdéHt, have been described in the context of an | MS

system and GPRS networ ks. However, this invention is

al so applicable to any other standards. Furthernore,

the FQHH@r'i‘ncﬁéaimls e%d%rrﬁog@stﬁét' Red usBr te'&glp‘?r%?ft €dn %Bm'bh?es mobile

so024 called all P networks with all SIP entities and
éomﬁbﬁm%pemnamwmu@cmva@smm RYRERAlMata Fesisiants.
invention is also applicable to any other appropriate

comuni cation systens, either wireless or fixed line
sysiteisgfurtherndersieed drat dheadhetiestablishingnanbearsatforosignaliing can be

prohﬂ&é’r’sﬁ)odaf@nme%ﬁ %fea%&eﬁ eeﬁ‘lﬁhp'lll(.%tﬁlq%l&ﬁt 'aﬂ&‘ whereln the

stens enabl | mruni cat 1 on Ser vi
vv| t lsooimuniigation m@deos tarrapged tmbe waaablequdzogmumleatloonmth a network

b ¥ R AN Bhnser Re TSR, B Eire) Petik chdfgising @ session
CDMadthoddsativth hduke foerautsirisingl estahliskmdntRafda @omhttiiRAtion session; the

LDEBmHNRATBN G PGS nBT 0, BTGBt P edt OPIOET B filaplish @ session

SySTcGZ‘i!mUrmdtel Uithtthe se$sic@t sfthbrrmdbmde mgo??euqmgsauthonsanon of the
providi.n I nternet access r.-users I n | erent

| océ??%?fg they CAMWInIGa 'HBn@d?ane'é‘Ef Fapable F‘?égQPB”%s% GOfynunication
15t aRdsdisls RAdestingt PROhgthbidioh HodehRr @@tﬁwabw loPlthe session and
network, the invention can be appl.i ed

comPamacat ?r&?dn@t\ﬁﬂf‘!@t%feﬁeé%th%ﬂg'ﬁ”m&t PfoWel §psgion in response to
net wWaddivifd froh theSnet®Ei ih@Esponse to such a request a message indicating a

failure by the session authorisation node to respond to the request.

20 The applicant hereby discloses in isolation each individual feature described herein
and any combination of two or more such features, to the extent that such features
or combinations are capable of being carried out based on the present specification
as a whole in the light of the common general knowledge of a person skilled in the
art, irrespective of whether such features or combinations of features solve any

25 problems disclosed herein, and without limitation to the scope of the claims. The
applicant indicates that aspects of the present invention may consist of any such
individual feature or combination of features. In view of the foregoing description it
will be evident to a person skilled in the art that various modifications may be made
within the scope of the invention.

30



The enbodi nents of the invention have been di scussed

in the context of proxy and servicing call state
wa@enws0sd10§ uncti ons. Enbodi ments of the inventiPeT/mE0040®3573

applicable to other network el ements where applicable.

t is also noted herein that whi bg the above descri bes

exenplifying enbodi nents of the invention, there are

several variations and nodifications which nay be nade

to the disclosed solution without departing fromthe

scofd@B¥S the invention as defined in the appended

clains. The applicant hereby discloses that the

invgnti of etk 610 NARdINY SeRicd G8ilFed ahYaOBorhMRINTaAR® network
of clainms. t is understood that the term out of

Ser\ébﬁ\%riﬁﬁg Pk RUPhRIRd adfirsMPRMAIN dIBAbnEhhies deRfing network
serving nefwork el enent is not comrunicating wth sai

HS Skt PRE MetAbtPciprsidgikistégh 4the servi ng net wor k

el enment, or a fault in the conmunicati ons25 network

preventi i c } catd- 49
servi ng 'tnégte &on@kléglqre]?reeﬂ'tg{. urtrhe%%g{ic?ﬂlrgs{ Hﬁeggar\%et gr(%ln the user
thate Eigﬁe%er equi pnent can conpri ses nobil e phones,

persgn cdnmuni cati on devi ces, and personal data

assi stan o r& r :
est abl i sﬁ?%sg'ﬁ'g‘néeg#eﬁ'gfﬁre gS| na‘?rﬁ?ﬂ%h%gheg&eb%%%@%{té%gq © serving
to nean. gcr ing a comuni cati on session, and wherein
the%%ﬁﬁ%’%ﬂtbn node is arranged to be capabl e of

ommuni cat,i on Wt net wor Kk ns,.of a. .
1fommni cariegiaseiBe Bre? SeHE eBhst B8 i s<dying ngtwork elementis out
session authorisation node for authorising

est &bF¢¥UGHent of a conmuni cation session; the
conmmuni cat i on._node being arrgnged to. in order .t '

ot abl | SHRTEENG R e LBhREPRaHEmant hetvhs WdEE fish message; and
aut hori sation node for receiving authorisation of tf}e
sessi on; Nt AePRNSIeRER | Aathe YRk iRy mapRageeseding from the first

during a comuni cation _ _ _ o
network element to the user equipment an error message including an indication

15 that the serving network element is out of service.

2. A method according to claim 1, comprising the further step of:

receiving at the user equipment the error message.

20 3. A method according to claim 2, further comprising the step of:
subsequent to receiving the error message at the user equipment, sending a
second message of a second type different from the type of the first message to

initiate a registration from the user equipment to the first network element.

25



session, requesting the authorisation node for
aut hori sation of the session and being arranged to

wo e0osiosade at | east the signalling of the sessPONIB2004/003573
response to receiving fromthe network in response to
such a request a nessage indicapyng a failure by the
session authorisation node to respond to the request.
The applicant hereby discloses in isolation each

i ndi,vi dual feature described herej.n and an .
corfi nat 3owe§\0dt %ﬁ?%‘ﬁn%&? ANY RrResang lﬁ’FaérQ; \A%&grqlrp]éhe method further

o BRSSPl HERVERSE A% AR e 1P RRRASye rom o
specification as a whgle in the [ight of the comon

gen&Bg equiRMedpe step 023 person skilled in the art,
irrespective of whether such features or conbi nations

of feat upablishingea HR2reyr o6 signalimoskegtwsed the usen eadipment and the
without [imtation to the scope of the clains. The
8pplcPaaninicaigne Bet®rk. hat aspects of the present

i nvention may consist of any such individual feature

or conbination of features. n view of the foregoing
description it will be evident to a person skilled in

t heSart Araethed racoorsingoldi ¢laiondi comprigiyg the furtber siephiof selecting a
the scope of the invention.26 Clains 1. A nethod for

handlrthey sesing netwbek ¢lemept amd forwandingnthe anéssage e theofukther serving
conprising a user equipnent, a first network el ement

and natveark elemgermtet wor k el enent, the met hod conpri sing

the steps of: receiving at the first network el enent a

10i rst nmessage fromthe user equipnment; transmtting

the first nmessage fromthe first network elenment to

t he gser vangethet vaackrdingetteclaim geivbetaim theaietivdl Eompiises the further
network el ement that the serving network elenent is

out s@dp sferegistéring at the further serving network element the user equipment.

7. A method according to claims 4 to 6, wherein the bearer for signalling is a

15  signalling or general purpose PDP context.

8. A method according to any previous claim wherein the communications

network is an Internet Protocol multimedia subsystem (IMS) network.

20 9 A method according to any previous claim wherein the first network element

is an Interrogating Call Session Control Function (I-CSCF).

10. A method according to the claim 1, wherein the first network element is a

Proxy Call Session Control Function (P-CSCF).



determning at the first network el enment the type of
the first nmessage; and in dependence on the type of

wo bwshsaiss nessage sending fromthe first netwekIB2004/003573
el enent to the user equi pnent an error nessage
i ncluding an indication that thggserving network
el ement is out of service. 2. A nethod according to
claim, conprising the further step of: receiving at
the user equipnment the error nessage. 3. A nethod
according to claim?2, further conprising the step of:
subsequent to receiving the error nmessage at the user
equil brend, metbRdi ?@0@'%&&5‘%@%'&% Cé?'maWQGE%hth \P§Eving network
different fromthe type of the first nessage to
i ni elegiedtis @ 691\/9'19%@'@%%%@9@?@ Fugéﬂorb@:@g%ht to the
first network elenent.27 4. A nethod according to any
preceding claim wherein the nethod further conprises
prior to receiving at the first network el ement a
5ir42. meAgunetbod reeerding toseaimeduwperein thensteptafdetgrmining a type of
establishing a bearer for signalling between the user
equimeseage aoniptisas detarniningathe dyre nbmessage based aettihegontent of a
according to claim4, conprising the further steps of
sel prdefigechinfarmiatien elegrent imthaenessage.el emrent and
forwardi ng the nessage to the further serving network
el enent. 6. A nethod according to claim5, wherein the
nmet hod conprises the further step of: registering at
t he18ur t hNanethod \dcagrdirgf woclkine!1e verereinhte Ustep of detecting at the first
equi pnent. 7. A nethod according to clains 4 to 6,

1phehgiwbrk BRnigmatied the Bervingnaetivbrkeelément iai 0tsthmunigatidns network is
general purpose PDP context. 8. A method according to

any ofif 6MsePlise, CoRipitedPleitép f1ie communi cati ons net work

is an Internet Protocol nultinedia subsystem (| M5)

net wor K. getecting that a predetermined time period has passed since the forwarding
of the message from the first network element to the serving network element and
before a response has been received from the serving network element and/or

15 determining that the first message has been transmitted a predetermined number

of times.

14. A method according to claims 1 to 13, wherein the type of the first message
is a re-registration request.

20
15. A method according to claims 1 to 14, wherein the type of the second

message is an initial registration request.



9. A nethod according to any previous claimwherein
the first network elenent is an Interrogating Call
weemsiosmogont rol Function (I1-CSCF). 10. A net hpdr/iB2004/003573
according to the claim1l, wherein the first network
elenment is a Proxy Call Sessionagontrol Function
(P-CSCF).28 11. A nethod according to any previous
cl ai m wherein the serving network eI errent is a Serving
Cal | Session Control Function §: 2. A nethod . ,
accofdi r@; rpethed AcRPTHiNg Ry Af H@%t épa Tde VBT Hifyinformation
a tyg nmessage conprises determ njing the type of
mes$§ g@nbwwtwh?h@ed%weéhts SNt Rtegridenoteses.
information elenment in the nessage. 13. A nethod
according to claim1, wherein the step of detecting at
the first network el ement that the serving network
el efént Amethedasrnidipate any ohelaims: 12,113 ang 16 wheseipithe information
conprises the step of: detecting that a predeterm ned
5i nelepwnt nglicates thakihedisst hascbegnesuceesadvity avghestticated.
nmessage fromthe first network el enent to the serving
network el enent and before a response has been
received fromthe serving network el enment and/ or
det é8m nAmgethbdtactordinfgi tostlaimss $2g13, s ahd did, wherein the information
transmtted a predeterm ned nunber of tines. 14. A
net blethemt dothei mgsdageds an imtedrity prdtdctedifiagen antAwghanzgaton header of
of the first message is a re-registration request. 15.
A meidwdssgeording to clains 1 to 14, wherein the type
of the second nessage is an initial registration
1pequest . 29 16. A nethod according to any of clains and
13, wherein the information el ement indicates that the

reqqgst Asng@mtk iglragiti iny apEehaihREtiords’ nefwdrRt fldfler comprising a
according to any of clains 12, 13 and 16, wherein the

i nf QeAgl A&twork element and a user equipment, wherein the network element is
arranged to:
receive a first message from the user equipment;
15 forward the first message to the serving network element;
detect that the serving network element is out of service;
determine the type of the first message; and
in dependence on the type of the first message received from the user
equipment send an error message to the user equipment.
20
20. The network element according to claim 20, further arranged to receive a
further message of a second type different from the type of the first message from

the user equipment.



el ement indicates that the user has been successfully
aut henticated. 18. A nethod according to clains 12,
wd3osasiend 17, wherein the informati on el enenPCT/IB206M003573
nmessage is an integrity protected flag in an

Aut hori zati on header of the nesggge. 19. A network

el ement in a comuni cations network further conprising

a serving network el enent and a user equi pnent,

wherein the network el ement is arranged to: receive a .

i 8l meAdisgE SAHBMANhdn Gocam@YORAHRTR netwarkuirther ramenising a firs
first nessage to the serving network el epent; detect i
t haDeWoEk SlaMem fnde? WEMINGE NelWSRE elenesth: Wheredb g eesr equipment is
determine the type of the first nessage; and in
depafiaedfcketofeaetve ay fEropimessadeifiam the st netwarkeelpmgnt, the error
fromthe user equipnment send an error nessage to the '
usemesgrgeindisating that ﬁﬁssmlnﬂmem”@keﬂ'@mntaf@b%ﬁdﬁﬁ%g efigipment is out
claim?20, further arranged to receive a further

Pres ohigerviok, and eespendttg ke eror eesaagd by sendieg ta/fuether message of a
the first nmessage fromthe user equipnent.30 21. A

us e secdi tppeedifferemt to the finst fypsatoitoe rsh setwork etfemenher

conprising a first network el enent and a serving

network el enent, wherein the user equipnent is

arranged to receive an error nessage fromthe first

net @2r k Al wsee requipnient exccordinge &5 algen i 21di fodivérngrrarngeld tohestablish a
serving network el enent for the user equipnent is out

of bearer & sigmatling &epessh the usbeequipmentassthgecommunications network
sending a further nessage of a second type different
100 &he flrthietartayiged t® rédpontlito the REonRTdss&ee bR koppiidy the bearer for
user equi pnment according to claim21, further arranged

t o emjhalhg bBtweehaivd aserfejuiphanaht itigcdrminvrieatidrizendtwerk.
equi pnent and the comruni cati ons network
23. A user equipment according to claim 22 wherein the bearer for signalling is
a signalling or general purpose PDP context bearers.
15
24. A user equipment according to claim 21, wherein the type of the further

message sent to the first network element is an initial registration request.

25. A user equipment for operation in a communications network comprising a
20 first network element, the user equipment being arranged to determine that the first
network element is out of service by sending a request to the first network element
and determining that no response has been received from the first network
element; wherein the user equipment is arranged on determining that the first

network element is out of service, to



and further arranged to respond to the error nessage
by dropping the bearer for signalling between the user
we@ousposmEnmt and the comruni cati ons network. 23.PET/IE064/003573
equi pnent according to claim22 wherein the bearer for
signalling is a signalling or ggneral purpose PDP
context bearers. 24. A user equipnent according to
claim 21, wherein the type of the further nessage sent
to the first network_elepent is _an initial )
regi st r 83"PBnar LGRSt f°'2§!9nﬂﬁ'l]%el°ef<¥"&8f‘pﬁr%t“%r equipment and  the
operation_in a communi cati ons network conprising a
fir SPMACNFBHRNNWRR: , t he user equi pment bei ng
arranged to determne that the first network el enent
i s out ofiseaveypceelent anayia fgther fiesh netyork glemeant.fandst
network el enment and determ ning that no response has
been rec¥ndda the Burheneetwork elemenia messpaereamprising asiimitial request
the user equipnent is arranged on determning that the
$i r far registratior atheneemmusicatipnsgretwenkvi ce, t o031 drop a
bearer for signalling between the user equi pnent and
t he communi cati ons network, discover or select a new a
further first network elenment, and send to the further
net @6r k Alreetbnd far hesdingesardopfaifires) irma ¢ommiaications network, the
request for registration at the conmuni cations
net somkunizations netwookl cobmprisiagdaiusgr squipment;f afirsirredwonk element;
a conmuni cati ons network, the conmunications network
conpnd aifintherdetweark ememnetmethod comprising therdtepd efrent ;
and a further network el enent, the nethod conprising
10 he st epsereiig $renditing Usepraquipinarteo thguifiptrardtwbik eletents a first
first network elenents a first nessage; detecting at
t hemggeageequi pnent that the first network elenent is
out of service;

detecting at the user equipment that the first network element is out of
service,
dropping the signalling bearer from the user equipment to the
15 communications network;
selecting or discovering at the user equipment the further network element;

sending from the user equipment to the further network element a message

comprising an initial registration request.

20 27. A method for determining a type of registration in a communications network
comprising at least a user equipment and a network element, comprising the steps
of:

receiving at the network element a request for registration from the user

equipment;



dropping the signalling bearer fromthe user equi prment
to the communi cati ons network; selecting or
wa@le@smsuEns ng at the user equi pnment the furtherPCEIBR2064003573
el ement; sending fromthe user equipnent to the
further network el enent a nessagge conprising an
initial registration request. 27. A nethod for
determning a type of registration in a comuni cat i ons
network co i sin | east a user e ment and a ,
net wor k ‘E%ﬂta %snmtwer%em?@ @l“e\f)‘ tiop glementnip the received
t he netvvork el ement a request for registration from
t hefQ®€8 equi pment ; 32 detecting at the network el ement
an information elenent in the received request;
det er ni rdgtermineg damcentenbef thednformatiomelestens| aneeint dependence on
and in dependence on the determ ned content of the
i nf herrgdetesminede gemtent of ethai mformalinet elemenhdetermining whether the
registration request is a first type of registration
or regitiatnnl request isfa firsidype phregistratiorgor Aseganddupe of registration.
according to claim 27, wherein the conmuni cations
network further conprises at | east one serving network
el ement and the nethod conprises the further steps of:
t r aR8m tAimgthbteacoedlingttofclaim 2ie wheraih thet eamminunications network
el ement to the serving network el enent; detecting the
ser furiher cehpusds atdeast onefsesdnig/netevoliy elemeat and thenmethod comprises
response fromthe serving network el ement, sending an
ser tHerfgrinertsiepskofel ement out of service nmessage to the
user equipnent, if the registration request is the
161 r st t virgnsafitting othet regjuestn froRWRS tfirst network element to the serving

network element;
detecting the service network is out of service by receiving no response from
the serving network element,
sending an serving network element out of service message to the user
15  equipment, if the registration request is the first type of registration request,
selecting a further serving network element by the first network element if

the register request is for the second type of registration.

29. A method according to claim 27 or 28, wherein the first type of registration is

20 are-registration and the second type of registration is an initial registration.

30. A network element in a communications network further comprising a user
equipment, wherein the network element is arranged to:

receive a request for registration from the user equipment;



selecting a further serving network el enent by the
first network elenent if the register request is for

wo besemaend type of registration. 29. A nmet hodPCT/IB2004/003573

5
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15

according to claim27 or 28, wherein the first type of
registration is a re-registratggn and the second type

of registrationis an initial registration. 30. A

network el enment in a conmunications network further
conprising a user equi pnent, wherein the network

el enent 9¢t&CtAT R r@at'%&eweéwﬁgnéh% Eg6ed regjptration request;
registration fromthe user equi pnent; 33 detect an

i nf or nedeterNige dhpentantiatithe infRimatier elpgent. adip depepgence on the
request; determne the content of the information _

el gnteAminegrrontent @& taaindormation elareertde setarming whathenthe received
of the information element to determ ne whether the

r ecegdistealiongequast ista st e brgistratian pr a secendhlype of registration.
regi stration or a second type of registration. 31. A
network el enent according to claim 30, wherein the

informati on el enent indicates that the request is sent

i nBégr i Ayngtworkezlement aTordinghéa wlaink 38| winerein thee infefmagjon element
to clainms 30 and 31, wherein the information el enent

i niidicatesthahthie requeest ssesent adedride prodectedssf ul |y

aut henticated. 33. A network el enent according to

clainms 30 to 32, wherein the information el ement in

the nessage is an integrity protected flag. 34. A

coguNi aaidtwork e§deaacoonging $ vigines B tandrl, evhenginttheinformation
claimed in clainms 19, 20 and 30 to 33, and a user
eqeigpEindicated tiat®@ ser hasibeen Siccessfaly authenticated.

33. A network element according to claims 30 to 32, wherein the information

element in the message is an integrity protected flag.

34. A communications system comprising a network element as claimed in

claims 19, 20 and 30 to 33, and a user equipment as claimed in claims 21 to 25.



