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Further problems are occurring with portable memory devices. These data
storage devices are small, ubiquitous, cheap (and getting cheaper), have huge
memories (which are getting larger fast), and in today’s configurations pose
extraordinary security problems. A typical example is the Universal Serial Bus (USB)
Flash Drive. The USB is an external peripheral interface standard for communication
between a computer and external peripherals over a cable using bi-serial transmission.
Millions of USB Flash Drives (UFDs) are being used not only for data backup,

transfers, and intermediate storage, but also as primary storage for “portable content™.
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More recently, biometric passwords (such as finger print detectors) have been
incorporated into some of these devices and other computer peripherals, like
keyboard, laptops, etc. Unfortunately, biometric sensors and security safeguards, by
their nature, are capable of being circumvented.

With the growing numbers of portable memory storage devices and electronic
products utilizing them, the need for security for the data (medical, financial,

corporate, military, songs, pictures, movies, etc.) on these electronic products is
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FIG. 1 is a representational schematic of a secure memory system including a
memory lock system in accordance with a first embodiment of the present invention;

FIG. 2 is a representational schematic of a memory lock system in accordance
with a second embodiment of the present invention;

FIG. 3 is a representational schematic of a secure memory system including a
memory lock system in accordance with a third embodiment of the present invention;

FIG. 4 is shown a table of various combinations of elements that can be put

together to form a memory lock system;
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Likewise, the drawings showing embodiments of the apparatus/device are
semi-diagrammatic and not to scale and, particularly, some of the dimensions are for
clarity of presentation and are shown greatly exaggerated in the drawing FIGs. Some
of the embodiments are numbered “first”, “second”, etc. merely for convenience of
description and the numbering has no significance.

Referring now to FIG. 1, therein is shown a representational schematic of a
secure memory system 101 including a memory lock system 100 in accordance with a

first embodiment of the present invention. The memory lock system 100 includes a
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Where the power for the memory lock system 200 is drawn from the electronic
connector 204, the micro-controller 212 can use the locking function controller 215 to
shut down the power to or reset the state of the data transfer function controller 213 to
prevent or lock data transfer in the micro-controller 212. The micro-controller 212
can also shut down power to or otherwise disable the memory 216 to prevent or lock

data transfer in the memory.
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One method of operation is:

e The memory lock system 300 is normally off to conserve battery power.

e When the input device 304 is manipulated by pressing one side of the two-
position switch, the micro-controller 308 wakes up and activates the numeric
display 312.

e The numeric display 312 initially shows “00” and increments 01, 02, 03,

...98, 99 as the switch is pressed.
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par t Iidhe device isgligged in wnﬂgpub enlookingcit edll ot fusetion hed will be
solutio st emis self-contained,

and 1S r@?é‘l&’ﬁhﬁﬂcﬁﬁé’ﬁt Y%‘? nenory (either

por t Bk Alemor IGkNSstents) thd Qné%hﬁﬂkﬁﬂe @%ﬁ@@tﬂrdx)ldéﬁ séturity by
device. The conputer system (for exanple, [aptop,

reqpiing  phytieal a@s@u@ﬁon% ripet enterigg ca)cmgam m@ea sthware

RPN 1T s, SR BBRGELRL PR 0 5L 68 kR o

sydtenyselrs 1mﬂ1|ﬁﬁé tocdll éledtfonad\claciing thackipg, adnﬁcmypsss attbmb. Until the

appl j cabl e for use on an enbedded system such _as a
onboard security is activated, the memory of the computer or electronic system

containing information or data cannot be written to, interrogated, or read from by any
electronic product the memory lock system is a part of or to which it may be
connected.

Also, any information or data in the memory or file storage cannot be written
to, interrogated, or read from by any electronic product the memory lock system is a
part of or to which it may be connected

Unlike other solutions, the memory lock system is self-contained, and
integrated with an internal memory (either portable or “internal” to the bigger
assembly) in a device. The computer system (for example, laptop, smart phone,
desktop computer, etc.) does not need to know there is anything special about the

device. In this sense, it is independent of operating systems, drivers, applications and



navi gation systemin mlitary, conmercial and private
systens. The present invention solves sone of the

wo edozowionyg probl enms associ ated with current PCT/US2006/028479
security/protection nmethods: Elimnates the need for
an external conmputer to establish security: locking is
osgipuites qrlathomesd Iarisl applicablet Jordesee onlsans einbbddednsyisteen such as a

)¢ ice itself and it si.dent hard/ software.
nElwlgg 1%‘5753{;% 3@%{ ?(H?m‘érc@i ﬁ"b‘f BYVAR 8YSE RS - pr one
conf I'EhéflﬁESeﬁﬂlrﬁfEﬁﬁ&ijbﬂl@ests@nﬁsdfacﬁé kSibwAR %#Ddbtléins associated with

Prevents password grabbing, which is co
%@E@ﬁﬂe?'yltmwtmﬂéﬂdﬁi ronment s (e g. internet cafe,

k t | - t t
o v im0 eed Sor. 5E Rl (PRRyIE o (RRbligh sfidki:
(e.g 1o<s<e1¢gns1 §er Edndbed ﬁhdlﬁfchﬁﬂgfsdéﬂeﬁdsos?%l&(énnﬁle hory

ot her_ prograns because th evice is

pl at FiGVWPi‘tﬁ%lgﬁ%Wl entdard/ %Wf’é@ reformatted when it

*comieeroiRE i ot Egﬁ%‘igb Bl 4B PhPpimepeiminEon

dat a peavedine toeseblishaevep di ffer ent operating systens,
and vari ous machi nes, instrunents, and any enbedded
*pi ec&rHenE| @éw% grahbing, prhieht is cPmenereinpseputityeduestjariedm

i RERORRE TE A HEARe BT RS bl TR

any tap]ﬂmanbnselem:)t roni ¢ products including, but not
limted to smart ones, cel|-phones, iPODs, MP3

ol aySpLes Q%W%Pliﬂ’g]ﬁ%at ¥ paderaspeciiic (f. 8. sccwirdlowms,
conpiig Ve ice. .
al | ows%ﬂgusﬁggfﬁg %ﬂZa%@ \‘z}lhfeE E’a?gljaﬁls pr oﬁ&ﬁét‘%ﬂ?e 18
i nf opltfiormrindepehdetitng, but not | mted to, accounts,

user sswords, financial credit card
®i nf olﬁﬁﬁtn%he atted péden iigstilh flocked Grecauss iigis invisible to

cor peAt Rt cdfhhid J&ax{rﬂenlﬁ edgy! 0 addition, it acts as a

secure backup device osé contents cannot be vi ewed
unt i Dug l’ﬁ(b pbilt(fettn(llﬁ(tﬂpemdeanqaldata qateanaledietieal dlfferent operating

f i tal t
SRR b8 ot O e Bl R ARV ekibetd PiGE o elfsponic
edui@eixi sting rrechanl cal conbl nat| on locks. In

application as_a "portable menory" device (such as an
ext ed A& megapyr Jock system is a “controlled access (lock/unlock)” memory

system that can be integrated (internally or externally) with any type of electronic

=,

products including, but not limited to smart-phones, cell-phones, iPODs, MP3 players,
gaming devices, camcorders, digital cameras, computers, and palm computers. The
memory device allows the user to save virtually any proprietary information
including, but not limited to, accounts, user names, passwords, financial, credit card
information, web links, medical info/records, corporate, military, etc.

In addition, it acts as a secure backup device whose contents cannot be viewed
until unlocked (for example, personal medical, financial info, digital pictures, etc).
The lock consists of an electromechanical device that acts much like existing
mechanical combination locks.

In application as a “portable memory” device (such as an external memory

device exemplified by a flash drive of the memory lock system 100 of FIG. 1 or the



device exenplified by a flash drive of the nenory | ock

system 100 of FIG 1 or thenenory | ock system 200 of
wOo-R@7/0P074 it is attached to a comruni cati on poPCT/U820061628479

PC (for exanple, a USB port of the conputer 112 of

FIG 1). To a conputer system this is sinply a

nehoralek destn @00 WGEeD), it ik alded td ebmhtiicatan @Qltt oPéhe PC
access d fr m t he conmputer s stem The nmenory | ock

(fey et Sl B 20T 8 lasy Gosmpuitey mﬂ@ b elumeohpeensyatea, this
t

Ao} U D8 TR S 0

cohputer systenan dhe rInd:ramtyehosk sytftem reineine onmmetblesamdlemmable until

has been . nter the nﬁﬁnﬁfé devlceisunl ocks and
CHRRBFETBhar %rb TP ¥ §Y§feé‘i‘nr%‘i9ﬁpﬂe%1lﬂ%f‘o correct
cdifibihtich 6Mﬂﬂ1$é?§ltcol(ﬁs Hﬁ@tﬁifé@rﬁld%r%t%ﬁ e W RSB IoBS: deBuence

addition to a mechanical |ock). For some appl i cations,
haspeen |eptered, élaﬁhmmy devlpq: relocksridchecomas lopersble. tThib elemory
f.or rta rio

£ SR bR DL i BN o S P efl el ih ofiion
toagpkdtaaichbiock)s | nvoked t hat provi des access to

enﬁ'a%((%t ed datag stored internally. The nmenory | ock nust

someapbigations: the é‘aﬁlﬁﬁmﬂw{%avﬂw’i Whichoinehe st to be
2 6 u Cc
kéeé r% 'tﬁg tlI&!esEO 1% eéalngf})r% rﬁycléggllgcg%gisg oft Elg% ngﬂgwnétc%ﬁegn Jate. Once
cQﬂmectad;ageapmfcaume 1sp imeked than\pmmdasmacssst o atcoypeédrdaageored
. | ogi edent i al urse, there many others 1ike, -
ims3 1 S1HE’ BSHORH docis (HRE gEmeine HREAR RB B dommcgi oatiow it
cditéritd) T Bthe leR@R§ 16dk 1sGRDRBEE, Shdl@bRicatidd tetrﬁmétes The memory
applications, nmultifactor authentication for online
basamies Fagkediaghitany ot her s. AI so, the menmory |ock syst em
is ¢ cont ai. ni confidenti
i nf o@fl)éa?f the %a&ieg oF Fﬂélgp 9% i %nl%a ﬁPEsé?rgP ari,aggg credenuals

Oeteurge, tlﬁwfnadye othes likfe | ‘@ortaile v sRsgRdmetial I%Ekyrds digital
other file on a conputer_as long as the nenory device
Piclirgsn fiesd /corpra W% >yl leeka@}eﬁt&ﬁsemltéwprda%@rxye@t@pn for

mgfﬁéctro %%qu{:}adﬁptﬁﬁég, to many conputing devi ces,

C pro ‘and applications, e.g. V|deoganes
f or Klsds thedingintaaly lovlsi systpinayse capableP@Dsstoriggmany dide scontaining

iR infS T on praal: ey ol fegordb e FoOgnfdential files
canPh &dceged IH{@"%?"B%H& file Wl)ﬁlblﬁt@f:ﬁ@[or@%sﬁﬁ@%&ﬂéﬂy%wce is

Also, with a nenory | ock system cell phone users
undesksdr ned wi t h security (arny, CIA and any ot her

S0 A3 X Y R P, BB
cdouting t deoiteyyodle dronse pydue,t gidn@plications, e.g. videogames for kids,

digital music players, iPODs, camcorders, laptops, smart phones, palm computers, etc.

It could be also used in financial industry to provide a “physical” component to a
multifactor authentication.

Also, with a memory lock system, cell phone users concerned with security
(army, CIA, and any other government and security sensitive people) can protect
information in case a cell phone is lost or stolen. One method would use an external
memory that contains or protects calling information. Contact information is kept

externally instead of internally in the cell phone directory. Phone numbers are



menory that contains or protects calling information.
Contact information is kept externally instead of

w0 niogon@rd y in the cell phone directory. PhoneP@Rmne028479
arereferenced fromthe nenory | ock system Once a call
has been conpleted, any internal records of calls and

ref@she@dt fom the Hemeryaked. sysiem. f @rceVd BAl AkE been completed, any
f eatures/functions of different enbodi nents of the

interaaldpeordsolesells apd contpasy Wilhbewatd. t hat can be kept on
k
g ss:T f ?@HQV E% afenf g%ﬁ‘@so F/Jiluﬁ %dr?l@ ed>€ a%nig 1§)t Sglﬁsﬂacfm@mjg R present

ine'nnilqmt ed to prevent disassenbly and reverse
engi ne éw@?gaql%ncr pti on and un- encr)(lptl on is done by

the 8of heanghe kapk oparksyyFhpiscR 18y allat Soifegrated
forms qf b@@é ' n be used
i nst eag aFor g?(%rrp léé%g?( f‘ﬂé’%g‘l’gegm ied to the

menoey Idta pist engrypreé nto Pndvent ehmzsdmbly er atessaMenBineering.

all computer, types |nclud|ng sk tops, and
handhe LRSTYRtgD WRERCIERIL] On tb% SBEFW% resislept og the
second HBABK o0 SYsteRY. 3@)@1@ Po?hﬂ g)f a‘pﬁ § ice Eﬁﬁenmg can be
mani pul abl e”l ock,” user must enter etter

siml arllswummadurl"eortaz;amplesbpw axmtdabmapplmd tbd)hd(ﬁleamdy chip to

ot her f t,hat do not m mc the conventi onal | ock.
Can haygégl%%??ﬁ%?%vagassmrd in addition. Can al so

havee a pet®es iwittaddli tdodtputer WipRs aﬁ@fu@ﬁfg‘ @éﬁ(t&%f U ¥Btops, and
appl i cati on can automaticall'y enter

cr edentiendhs] ds audegrbgddedrayisms. st or age for aII types of
persgn ata and informat st or.a

credit %agr q baﬁ]fgid tf’laosigcondAB?rBOIEy 0%‘? %}’ﬁ[;?ﬂf PfflﬁgaS?mBWr
typee HYZGHAHipWhbIE Bck, biser ikt bRer Blﬁnﬁéryf‘et@fs élﬁ‘ﬁlﬁf ﬂlalj)ature to
menory. Menory can exist in any formincluding, but

not | i eiistiog t miapionFieokh , andndtheot fatsgthl sl meidinsimic the

1 om canptiroa 1B Lol RGeS B i nE il Een aiso

st at us hanela dajepin addiilvn. menory | ock systenms may have an
optional display, Wth a memory |ock system "one
click” Wg@, qppr@ryﬁgi@g spfware application, can automatically enter login

credentials.

¢ Internal memory storage for all types of personal data and information.

e Allows storage of credit card information.

e Able to store files of any type.

e Amount of data is limited to size of internal memory.

¢ Memory can exist in any form including, but not limited to, RAM, Flash,
and rotating disk media.

¢ Internal power source allows unlocking while detached from computer.

e Device may or may not have a visual status indicator.

e The memory lock systems may have an optional display.

e With a memory lock system “one click” login is possible.

e The memory lock system can be used as external memory for cell phones

(e.g. storage for phone book).
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The nenory | ock system can be used as external nenory
for cell phones (e.g. storage for phone book). The
wo edozowiong are additional features/functions OPCWHS1006/628479
enbodi nents of: Correct nuneric sequence i S required
to unl ock communi cati on channel. Security fuse of
mc r’Bhecfmﬂbwdng a|e a'dﬁublhzd\faatureummeumtofrvaﬁeﬁMbodlments of:

engi neéol ng. Device will not respond to any
conmbinGSTIFR| BEReTifeaRanss s requifrddp unlack Icoﬁlﬁdmmﬂf»l@ii channel.

nmet hpd }

Tt e SRR 5 ARl bl (AR e bR R
Hacke n@estdeanifltiot assporditb @ny &I BoniMendsimlas Galotks. | er .
Communi cation channels will remain closed even if

cor r&cMawgl Bitand-grrer prethnds rie | upleckt ase e@t practicilac@pagvould

i s det Y res .tself at a

| at er ?1 %%reteeg(pott&%aﬁgﬂﬁc}uor%o%g\f@m? C%\n trl%llstjr nto

nor nel Hapkingtdt@mpts H@Cd@tdmdl by d&d 86dreGohitolerNUB@mudication
unsucce sful tries 819 Enough to account for

nor mal CHRELS e é}?@émb Sf‘sththn &h 601gPrt t §qpeNSe eif t subsequently
unaut hgpi.ggd entry. A nenory |ock system can be
pre-set by the factory and cannot be changed. A

menos y I lmckmgys tiewetpd, ehs@tmbyy loble wildedser iyseWi at B 1@8r time (e.g.,
/ unl ock_conbi nati on can be changed by the

initial k
user oﬂclg’ C)n‘@hq{%% f?%‘“h’iﬁ’l@é‘l@é’ooper%&f’ﬁermry | ock
systg Eﬁn ?( E@g%ggﬁﬁrﬁ{)é/r &{unsa-ccggs[ﬂ@ ks déhlogjm Enough

|n|t|a I nat1on can hang
r enot eky acnomﬁs ort hernead mhsen atnigkeks Sbiitosgart t @dugh Nidt Reevent
present i nventl on, the followi ng ternms have the

foll om}‘ﬂﬂlh%téﬁ’?pr?@)gy Power Source -is a neans of _
SUpPR Yiangy Mob® § g&@mpéﬁxs pat ré-@&ep§r 8- faét@%??ic‘é%ﬁ& be

- a nechani to I nput a sequence of- st at

be tranharabéd into a conbination for d| spI ay and

aut hent,i cati on gpygut Devi ce or _i.ndi cator

to suppt PERORY IeEiSyiE™ PFE-SECRY ﬂfeofaFWBY eva a itiad dogk/unlock
unl ock I

St or | ng SBkYPcanl e Rah By e e 0BRPUp Ry ITE R AR,

mi creo- domemoty leck Systenmpre-geo biy igg ﬁablery opITt meeagee emanﬁ initial

devi co ke EReingon orEof PPt satedi combination

is forgotten.

In the present invention, the following terms have the following meanings:

Power Source -is a means of supplying power to the present invention.

Input Device - a mechanism to input a sequence of states that can be translated
into a combination for display and authentication.

Output Device - a display or indicator to supply feedback to the user to

indicate locked & unlocked status.

File / Memory Storage - a medium for storing information, data, and files.

Controller - a micro-controller for monitoring the input device and translating
events for the purpose of unlocking the device. It is also used to translate events into

some form of output for locked status. Once unlocked, its main function is to permit
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some formof output for |ocked status. Once unl ocked,
its main function is to permtthe passage of
w0 pdooor®@ri on between the nmenory storage and  PCT/US2006/028479
conmuni cati on channel in an appropriate protocol.
Combi nation - can be a sequence of input changes or
thet passge tolfi anformatidvebeatwédrethe enknasy atoragepfianeomniSic4t®n channel

.col or/picture ed) sequence. This input sequence is

ba
1 4e¥PPE Iét&t%f’ﬁh an expected val ue for unl ocking.
Bat t €b¥binafibfCt EQLBE™ GeducA&Y bf SnfiRT cHEHPR! %' B8tcROMEY can be
when the nenory | ock systemis not drawng power from
reflegio® ap gp talphianemide (aotpherfricute sedrequerice. UBB input sequence

- Uni v I ri.al Bus i cat.ign port and drivers
3Bl T B P S PR g2t 200
Me c hBunierg-/eiediooRehiaslegeviRIToFr alpplying PoWer WaBh B hefory lock
transl ating kinetic ener into el ectronic. Solar
SYpEsAR S 106 Arawing pewerfromadith pert agotbpreammHeicaion ¢hannel.
el ecgiepni Yari %ﬂﬁﬁ = 4 0P [ for
conttolli ?&%@%agnsgp -r%glf%;? es c'!énr%%%dr?g éﬁrﬁ%gé u&ré’refsc hecessary to
cémuiiigigatervath Host BCng i n one direction causes nunbers to

increase, .tuyrning jn the opposite directi on causes
Mechdnicalfmotion hased genergigr + & meehangsn oy itiapsiating kinetic

nunoet O—C caSt A

erfer 8 In@f elb@réhid hunb wheel and is used for controlling
ascendi ng or descendi ng al phanuneric indicators.
Pr es&ilangemqeatgi-deethéd ofhieanslating lightamerny intordbatonicenergy.

i ncr : essing the other sid ses nupbers to .
Iolec rﬁm h1 PRBUL GeNStt fo&eé?rg@?@gn a[sgqn%tlrtg {9 adescending
alphanaiesic eadivatdbR. Moineko@kone AMBLH &Y GauscNRmRes ﬂoﬁn&%&’d&gﬁlming

,uE into,a grid. Actuating specific areas in the gri
in; the gpROsite Afrp@ioncauses apabeisdo decsenspi(feaexanplased f or

unl ogki egl or. | - ' .No .
Uit AR okl B hEfp wiReP G £ 2sA R ORRRAL bscending
oméedtamdisgn dlpiranneeac rindigatotss Poesainizoond side 6fhehes eWvREE @huses
switch for contralling the Jights on your car. The
QUi Eﬁ Ingieasce BEFSSIPE degyt féIJSF%WS PBRBFTSiQ degipAsFed.
Encopgich-Pii -df{lgméific%vﬂiﬁlﬂﬁk fy}ﬁaeasﬁ’d{‘tiﬂfﬁ with S ok Romputers.

relation to the direction of notion. Its use Is
Thy pad wrbroken hptintofa grid.hdyeinating epecifici sreaBin thengidd imy specific
ke ui ck..unl ock en_on.sone security doors,
OJﬂﬁ‘}éﬁfaﬁegsq%C%’é‘&H%th%‘e“%a %‘E)rd?’?%ﬁglg'r n a certain order
pr oVSedeBort $Hfirdie Gh@witchthtUoes Rbta6dii RO oWt & Bp4ARE B oriTains a
a potentioneter is |like a one dinensional touch pad

phygisalymeehangsa forj retainipg it decation dike dhe slestoreswitohefor controlling

RS, PR THEBRERLOT Sy fold ST

t r anGilcatler padiyhimic swich whose outputs change in relation to the direction

of motion. Its use is similar to that of a thumb wheel.

Push Button Array - like a quick unlock seen on some security doors, pushing

a sequence of buttons in a certain order provides the mechanism for unlocking.
Potentiometer - a potentiometer is like a one dimensional touch pad. The

difference is that its location can be fixed without power. The potentiometer state is

read once power is applied. Readings by an A/D converter translate position into

values used for unlocking.
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val ues used for unl ocking. Photoelectric switch - a
conponent that is able to differentiate between |ight

wo eaelos4074Thi s coul d be used as a nobde of i nputP@lUS2006/028479
covering / uncovering the sensing device. Menbrane
switch - a conponent that is able to differentiate
bet wBkarobllagtic am%ch donodmparent thanisadbld tredifferétiaRebetween light

m sh buttons but nuch |ower praofile).
1"%‘%’15 fé%??i‘ % ecfg a3 mpdg ol dnRIKE By FOVETiNE £ HgqyETiRg thehsensing
d&ficd. he device is a critical issue. Al phanuneric

Di splay - a neans of displaying al phanuneric data
repr Mﬁwigm mﬂfrmdn@m thatris abibdm Kiffegentiaed }mtweled_‘E@” and
“ Gate ed an ked st at us.
Aoyl POSHGES? o€ merRERE (FBRIet O i s dBivOG, o mgh Tower
pnéﬁth)oThlswwld Beascusy 9 nﬁcﬁl@cﬁﬁﬁiﬁuta@hérptﬂe%ﬂ d?r‘tﬁe device is a
cked state. Solid State Menory - SRAM
CrF_t UEEPROM  Fl ash, magneti c, ferromagnetlc or any

IOLP gfrlléh% 1&c B{sé%}&r %%éang%%[ iﬂla&ﬁ%ﬂﬁlﬁk&nﬁm@gg dpta representing

a corobindion for snteckingr i ves that can contain an enti re
operatjn temw.th ap ations. Rotating Medi
i ncl Mm%@d’&fm Pg C%F‘i)ﬁ%ﬂ‘ ugleksdostatus | EOh@zfa@lple red

C&ﬂdm&amgckgd%%%eh\(ﬁldckg@ used to store information
and requiring noving parts. Referring nowto FIG 4,

t hergidio apwvides andia feedbhek @00 ladked hed valotlkadsstate.

For diet banonehof SSBIN, bRy BB AR BPRAFE ISR, Wenetic

fefﬁﬁﬁgﬂetic@@k anyséhen Bpae &Eeléétrdr@@%ﬁen%? ed B ®ore information
batteries, a conputer batter hr ough™a USB
withoH RO YIRS patss. ﬁlﬂm vieukshalsel 1@@@1&3 omartadrives dhatcaah|contain an

n%g@ﬁerﬁt?ﬂ o whh & IL&aﬁbﬁsy such as a fuel cell, etc.

npu v ce ca e a thunb wheel, rocker svmtch

t oucRorparg Medisscincludssnht cluss ehgadigonal ﬁﬂ@ oRalé 8RS, drives and
tent.i one ock, or other manipul atabl e

it ﬁvggves%%cﬁtoagorg E‘P%ti%anééﬁ%%g meyig Pﬁﬁé out put
devig&esRd H&vabPPRs.NY ”@ﬁéréin EESSI) 5‘)? BEE | Farious

only, colored light emttl ng
congrirations obelpments mhqm gan bcspmnomhdra«z forinea ﬁemolry Bcpi syssam

ot AT o NBaaee, PP G RERoRE KB Velen RARL%, BT dngpe more

baefles, a computer battery through a USB connection, a motion-based generator, a

solar cell, or other source of electricity such as a fuel cell, etc.

The input device can be a thumb wheel, rocker switch, touch pad, selector
switch, encoder, push buttons, potentiometer, key lock, or other manipulatable device,
such as capacitive sensors, etc.

The output device can be alpha-numeric, numeric only, alphabetic only,
colored light emitting diodes (LEDs), audio, none, or other output, such as tactile
Braille pins, etc.

The memory type can be a solid state memory, rotating media, or other
memory, such as linear tape, etc.

Referring now to FIG. 5A-5Z, therein are shown memory lock systems in
accordance with various embodiments of the present invention. The system of the

present invention may be described as a platform independent smart media. It has a
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Referring nowto FIG 5A-5Z, therein are shown nenory

| ock systens in accordance with various enbodi nents of
W0 b@7p1e3£nt i nvention. The system of the preseCt/US2006/028479

i nvention may be described as a platform i ndependent

smart nedia. It has aphysically mani pul abl e mechani sm
physiily omanipplable, lmlachamisnh' 0 a&rléctmi-,% optm,f &nh?i:hdi@caa, for enéering a

conbi nation.to ow_ t he transfer of information an
C%}E?@a%’% R AW éﬂwﬁﬁﬁfﬁf photformiation and plafas withiy theoRemgry lock
systdm. SA, therein is shown an external configuration of

a menory | ock system 500A in accordance with a further

enboBefesiing apwt feelI6r. e rtheretny isnshiovm. aTkrterrmirooyfigwation of a

B R R AT SO afosBfie SR ST oot ot e Bresent
inveetiay,r ow 506A relative to the swivel 504A to

accommodate for different positions of the connector

508 AT h ey Jodkosatenh e PRk diclydeyashidy502A0pennpeied to a swivel
SAlERAR LA L0LYTR, 20 L BN G THRL YRR o 0
swive A Blssomimdath doghiffetent pdsitioms vfithel conadvadradOSaYr. S,

t he ry | system 5Q0A i s ovided with a thunb
whee k8 Doy REAeFHETHES rowsplay F1IBA” she ey 1pA Woes an
RBCIONECRT fiAdbot ARIAg UinaklbR r S i
u.i nC accordance W t%lhg\l fgrfbﬁgg %ﬁ%%%ﬁl%?l? étag?]e%glﬁ?enc
displagAiébn. The menory | ock system 500B i ncl udes a body
502 n cannect or. 504B., A di splay 506B jngcl udes .
I oc%unﬁ%ggc%e ﬁﬁd%@gW%ﬁS@aﬁﬁ? r t:l?ﬁ Hﬁ?rflgrycir?ﬁgasé'ts@m 5004 is
proRitied atith a B widees518xck/ unl ock i ndi cator 508B and the
nunmeri ¢ character_indicator 510B are controlled by

" al aRefeeinge Row JaSHGo 9B dheremiisphawa @ apermeghgonfiguration of a

i QG i of he ' f. t
0L Ak OISR B! Ul REREEHBRIRIGRf o B
inFér@ion5 CThe memedry lock syyeanm S00B eixtledesah boanS0PB radi ©vo@fector

SR T L M ST S e
ingiggilo% @65@9@%@%01@u199&&/ irﬁ%&r%@BaantQQH@ B Ofic %&tﬁr-el_i%ﬁicator

502C has no display or indicator. wever, t
5 W gres@paolled py Selavadloskt pusinbuttonsfil2B pudsFil 4B tone wentrolling
. for .entry..or conbinatio such as .the push but 1
inp i R R i R B P od iR Eoad BOR BBt
L EDsRefetting hew b aaed 5a)dRsreinnie sBueh Dubiiemst chaifididador a

nowto FIG 5D, therein is shown an external
MEHAFY bqgkaﬁyptgm $90Qim accordance with a further embodiment of the present

invention. The memory lock system 500C has a body 502C and a connector 504C.
The body 502C has no display or indicator. However, the body 502C is provided with
one or more push buttons for entry or combination, such as the push buttons 1 through
0 (zero) shown in the FIG. 5C. Optionally, LEDs could be placed under the push
buttons.

Referring now to FIG. 5D, therein is shown an external configuration of a
memory lock system 500D in accordance with a further embodiment of the present
invention. The memory lock system 500D has a body 502D and a connector 504D.
The body 502D has no display or indicator but has a single push button 506C for
entry of a code using a code system, such as Morse code (time-interval based

sequence). The push button 506C is surrounded by a colored LED 508C, which can
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menory | ock system 500D in accordance with a further
enbodi nent of the present invention. The nenory | ock
waeyremoz00D has a body 502D and a connector 5PADUSZINE028479
body 502D has no di splay or indicator but has a single
push button 506C for entry of a code using a code
irsljcatee snchsthivigs as thédpsess obdugt botten bt e lved/utledecondition of the

se uech). Th%g@BSh button 506C i s surrounded by a
TEBICOY €6 LB BE8ED- whi ch cani ndi cate such things as the
pr esReRtrify B oLEIG. O3E, Qher@inl RCIHoWA RE KxGaRAH ICB#]:?%I&EOQ of a

the nmenmory | ock system 500D. Referring now to
meper e lorki systeho POk escoedanad widng ifupthea teinbodivherd offeho pyesent

Bt Y ThE Mbriabch: SGER SR Ban b bitel shidk i cppsser s04m.
Thy shamoryORkk hastet B0l i5@2dvided wath 91166948610 Ydeatdhgnd an

nﬁm)r ] ock system 500E is provided with a | ock/unl ock
alpRR s disgay 206 Fhe semeipptiondfos gheagremoaElock isgstem 500E can

L Nat .k f t 0 .
oAl R IR B e
cavneeted 5d 8 Eenaraoo trproivald Hatery-lgsndeaionic pewddto heemory lock

b ttgml ess el ectronic power to the nmenory | ock
S?%ﬂ 500E. Referring nowto FIG 5F, therein is

ShovReRRBX h6wNa! FIRR¥H, dhiiihi QM ol EXTE i

syst e?n 5(13% in accordaﬁcervvi tlﬁ z];[\lg?vlrjlrt er %%@?@%ﬁlﬂo& of a
memery laskesysten §@t i accoascarmitbray furthek esypetiamant 00 Fhehpiesent
. 2F and onnect 4F.  The y 502F has a
BB THE sy Jodi SRRE, SOt Rl o5 SE dnd avjanaicior Soar,
ThOBE&dyt SOENLA! anl eage B indaelie AispRST V6 428 R ESWHE 508F to

5G _therein_ is shown an external configuration of a

CIH@#BP GOmbBiERtaRY st em 500G i n accordance with a further

enbogdj t Ea\Y i T rv.. |l ock

Sy or SefBEile Row BFIRL RS Therbl R oW an' BBl B ffiion of o
mboebyy Bi&k@ybtisnpﬁ%ﬁ(ﬁ diedcdmi'dodncq‘.) wath zbﬂirttféﬂ eﬁw'oﬁi@ﬂ&g@ 35 (ﬂﬂoi%rceasent
.and.a visual indicator 5 ntern to the bo 5
mivgl%}f% © 5eeKke :lOC?o%fstﬁmoiaﬂ%&% flﬁf QTR apha onfssEor S04,
TR 8b&y 5684 ki@?)g(%v@@erél Whh %fusﬁ B&udt Wﬁ#ﬁe& %BéGb d"P visnal indicator

acti vated or the proper entry of the conbination or
5Q8G.t Inéernaldo thecerdy R 6yis o ininispeakarifommbiiding &Rdicefecdbagk. The

w.ta FIGs. .5H,. therein is.show.an external
oA 2 S 1 TisoeF BERE S5 4TR Suokipy Aroper eniry of the
combifgtthans & f Wd c@rdcd Ehthest tBEBOEbIMRIGn. Of the present
i nvention. The menory | ock system 500H has a body 502H

and Befeningerawto SBGs SHnbetsitiis Soma tmextarnaligpeliguition of a
By P B O B S Bt (N SPhBAGE S0, pgen
inpergionb UTcomsmogy gk system SO0H has a body 502H and a connector S04H.
The body 502H has a number of push buttons 506H surrounded by multi-colored
LEDs 508H. The LEDs 508H can provide visual feedback of the push buttons being
pressed or a color-coded combination. The system has color-coded push buttons (e.g.,
with colored light emitting diodes, color labels, different color plastic caps, etc.) The
body 502H also has a visual lock indicator LED 510H.

Referring now to FIG. 5I, therein is shown an external configuration of a
memory lock system S00I in accordance with a further embodiment of the present
invention. The memory lock system 5001 has a body 5021 and a connector 5041. The
body 5021 has a touch pad 5061, which can be activated by a pointer 508I to enter a
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pressed or a col or-coded conbi nati on. The system has

col or-coded push buttons (e.g., with colored |ight
we@pioroiqoge di odes, color | abels, different col oPCPUSED6/a28479

caps, etc.) The body 502H al so has a visual |ock

i ndi cator LED 510H. Referring nowto FIG 51, therein
lacgtiemesmsitive cortbénatiah. dtheftody SRl Amthef has aewmisyindiesisr 5101 in

system 5001 in accordance with a further enbodi nent of
OP%%orB?resent i nvention. The menmory | ock system 5001 has

a_bogurerREd ndhdioARRONAE Gh&Ein®R%howhsh BRNPUrleiBRRich of a

touch pad 5061, which can be activated by a pointer
5o®1Y derkeyitstem 20Qk it aesardaness imithva furtheb ientoilmment Piiehe present

: 5 rther has.a us _i.ndi r 5101 in o

RS bbbl Sty St 88} 2 Cind Y ralon S, 7o

bedst $0212bntadRla @l aElPF06IoRpdRiFRIRhe Sfskersy ThEBdBPSOLTiflrther
accordance with a further enbodi nent of the present

has exiplay AUSIand aneinfrpation secign & ) ts0yctnthe disphrydyan He 2goved
tci‘glﬁvgieggiéfgl%ﬁ Rfforaiiton Iggh?%lﬁg ‘%e ?%@ti%@f @g?@ergaélgfo@ﬁ system

or powerin e~SsysS
56Q; ohehethas the chinstphatjon50&E wpptedis fonfacdomgiutat SRGL] e, or

12J. t i gh di, spl b d t id
R LB A T RGN
MENDTHe | tREMbSMREE BweeRI51407 L ht%'ﬁketdh ﬁs G [ﬂm{ﬂ?@t\’v}ﬁé@l tfd/or
be ap(?lled is for a conputer at work, hone, or other
e

depiressed Thacthadg s50RD. f Nuwmhens daasbeapltolwigieﬂ-omﬁrel thembt wheel and
14J)...The t hunb-.whee wtch,514J. can be turned as a

s thR Bl R e T kg 5ompHaen Bubl o,
NunmbReferinnd® BrEG. 38 térein® $HowmbanVeL@InafREnfiguration of a
activated by d ssing the switch to enter the

epre
EBIPEY kK| Sdﬁteﬁuﬁ&i‘? in pegosdance §ithow further lemboditent (o& tleg present
. 0 | f J [ ry. lock
SRRy SO SN T Pl s ok o o
Thédogy S62Kthais v displagS06Khand e nimyb vkl SOSK e MiROGkmbasheel

ody 502K and a.connector 504K. The body 502K has a
5@%‘@&1 %&?n OFTgoUon- ’tﬁﬁgtﬂ\?ﬂé"él gersERor anbseilacting tgh edPK. The
In% H t t t' - [1] [1]

I RIRaS B0 B SOk A e Bie A TBRBREan be
gangeatedhent turmigg itreghumb attteek J08Kecause the power can be

gene ed by tuyrni he t hunb eel 5CBK. Referrin

now Katefing Hosy 1o B oty TS ioRR acpipinal comtiguraiton of a
memdfy JodkalsyRemOob0GL R McYrdafEK wins la@MemBOkiniefit of the present

accordance with an enbodi nent of the present

. R
inveRiian: | Bhe mopmeryrioeky systeaic R0y Basearbedio 60Ha gnd atotyes@2304L.
. T " . 1
R e
shbiwing. [Thizvirdeidelay look kecaeiouof thy tyije dsbe férthe phigsichl b&iring of
t he LPhlySi cal  securi ngl of
a computer'to be able to secure the data on the computer.

Referring now to FIG. 5M, therein is shown an external configuration of a
memory lock system 500M in accordance with a further embodiment of the present
invention. The memory lock system 500M has a body 502M and a connector 504M.
The body 502M contains one or more absolute encoders or potentiometers S06M.
There is no display or battery, and the potentiometers may be set in a certain
combination such that they will allow opening or access to the data when power is

provided at the connector 504M from the USB output of a computer.
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a conputer to be able to secure the data on the

conputer. Referring nowto FIG 5M therein is shown
wa@pooeni®rynal configuration of a nmenory | ock sSyRCEDSZH0Q0A8479

in accordance with a further enbodi ment of the present

i nvention. The menory | ock system 500M has a body 502M

and Refeoingendworto FUGMSNT hiberbindy shOR avoettainak comfeuddtion of a

mPgoR, ReRSptiap SURGR ppitantin b i RpbeE epOREal §f fig present
inRentfRl The MemBfy RcR sGREMI VBN PR asb'&ﬂr 500 add Q%oﬁ‘ﬁéckor 504N.

al | ow ogenl ng or access to the data "when power
The Body 882Nt hashelas oreHe 06N BO4Mvier cnmdthdlspw ﬁDﬁPﬁ)thtlDﬁrrows

: t fersin to El t her
Shgn‘x&r? ter ﬁgF%on tlrigl]%l%a Cron oﬁﬂé%ﬁwﬂly‘% 83 %3”%‘3 Qﬁd“@m%ﬁ?lay
508N, addxerbiar;csom ti$) peoviidddt heth B aRintE Mhedls F108 m&smﬁ for
i nvent.i on. menory | ock system 500N has a bo 502N

TegRfgtIely Gﬂwé?,l%l%g veshgal and haripsigl ssodegpidhedisplay é@%/N
506N {10frinp0 (g?'iﬁGaSQi %ﬁ’ér?% 8 ABDWH dnD ﬁéfn%?ﬁ%wtﬁg of a

t he di rectl on hori zontal or verti ca SCro
mclhleryﬂﬂcklsyStﬁmeSQﬂ)lem aqcoﬁﬁﬁ&d: withea Hothyr EﬁthHln&nD bb thetigdsent

510 t |y
infherol T 08t AL SR WGP s BRG] it cammecs S040.
Tlﬁﬁ 5ddy302098 '}iroﬁ@é@‘&fth 'ﬂgllﬂﬁ%\’r&tgry': év@tch@@fortsgﬁﬁg Ihk Lotnbination.

sh ovvn an external confi uratlon of a nenor
The ladyra0200@s inA displays d@h@iéerw and na Statlmsuhélcat@rmodl nent of

2 basy CaBR i F160 AR, MG A0 AR G E TR R e R o

Mo I?beEI syktbd JOOIPt inpdc@ordaha ith ﬁﬁﬂh@ﬁeﬁlﬁbdlﬁﬁhi b thet fBsent
. conpi nation. The_ body 5020 has no_di sg no battery,

inyeRiICHo SReamGEIORY,lck s eiPm. SUNF: kasrd hedshe2R and-pGonmgtor S04P.
T tf AL &' $b2PShas g%—lﬁf% 5ot oéd&@&%‘f’o Wh‘g(ﬂ]%g)% h%ﬁ?heﬁ;eﬂ@ MRideric,

system In acc ance’w
oretirb adphmenmenné, dhef phihent activeed ether thhe fireDLY al sRkpointer
5 ;é,tem 500P has a body 502P and a connector 504P. The
dy 502P has a one-line touch pad 506P, which may

hav er gbRIBRIW ¢o FHIG TSI Qheréih is RBowh RRAOUERET ConfButat®h of a
whi ch are "acti vated ei by a finger or a pen

meygpint lock 5g8em 586 einr aqqgrdmw Wth%I mrthst}mbh@mnh of the present

30000, B CBbFRAT KRB BB 2 bofs SEB e bRl fos0

hidlde iprae20B06QN TRB chp 506 s AEHPFOSD.0TKe Bydf SINPHRQ fidies of
a body 502Q and a connect or 504Q hi dden in a cap 506Q.

swiitleg ééo@oa i switabes) 7 W@ e beTraskerosyitees Gohass ta be able to
nSSIGATy e RIS 1480 oL BRI s
winiohriteer methbtdne swithhdd e émphinted withrdiffereai npheers®aborn @rovide
onSeV?nf)l(l:tht%? bion numbers. This allows the user to enter numbers as desired, but
limits the number of combinations; e.g., the numbers 1-0 only represent 5 numbers
that can actually be entered. The body 502Q further has a combination entry switch
512Q. The combination entry switch 512Q is pressed to activate the numbers and to
depress to indicate that the combination has been entered. Indicator lights 514Q
representing a closed and an open lock is further provided on the body 502Q to
indicate the condition of the memory lock system 500Q. For carrying the memory

system 500Q, a strap opening 516Q is provided.
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whi ch the nmenbrane switches are inprinted with

di fferent nunbers but only provide one input for both
wovher®74 This all ows the user to enter nunber BCHES2006/028479

desired, but limts the nunber of conbinations; e.g.,

the nunbers 1-0 only represent 5 nunbers that can

act uRéfeyridgenenttoridd. SRhehdyeidyis Ehﬁ@nfaﬂ ettemah asnfaguration of a

conbi nat i on en switch 512 onbi jon e
g ORL ok b Sist, B rolsnce Pt SR SHORIGHES: Ghif yesent
ind RIS STh® Iﬂeﬂﬂir? & dys@in SGUR BRTRIHRAY ISOORNAA PE&RMector 504R
entered. Indica li"ghts 514Q representing a cl osed

coyigtpdaby epen AR ﬂ‘be cap OARR has aveled0Bh (The tody\S03B2Ims six
“‘%’8’88%' %ﬁ{cggs: {rﬁglu%ﬁ)n d%\';e' &}nﬁ%ﬁcaﬁ Q\%t&? Ig%gég. %gonzé%/ %agép switch

35 mmnmgbws;um f@ﬁhbtl}mechn%ﬂﬁafolr NEhn 64RO Egzﬁn EB membrane
therein is shown an external .configuration of a ry
switrhes QR ian BsoRckss suatehesaintRelfiacthvasion switehes. Furtier, i the

t S \Vj |
DR G A B BDIER DAY oI b Rofcd by
depuessingdbbywitclaso5haRne opressipn KliRt¢sas fiest chinpe588R: second

OSSR ISG € RESOTGIBRIR Y Do B S A 194 gy e

de &sf?fﬁd&yo@@ ZhiEHE bRPhudIBS 1Rt 1§ BEUwRbRthe dRk ﬂ'l% part of the

gai n, the nenbrane sw tches 510R can be roc
S\&WH ches or single-activation swtches. Further, in

e nt_of u3| activation swi.tch , .
adai CHErne heoer s 3w S b bRy Bk Pl Sonfizvpion of =
meitlob £ Rk §oteth 800D ALadtoRIafss with 4 ﬁﬂ‘théﬁbﬁﬁ)oamﬁdnt $>f the present
nunber and a second depression indicates a seco

inygpHisy: . The megporydocl systeae SPQRbas athody SRy n%g%nnector 5048
c&%Pédeﬁf' 08864 hhﬁﬁg Cda% fp %Eé’s nwmego&y@zs hias l.?&ﬁnmgﬁbrane

he cor respondi ng part e swtc erring now to
swltdBes &, tvstdqélrmtmnalsrodtw\amta}msaeﬁn@? imah squané iconfiguratoom with an

“ r m 500S |n corda h a fu her
St Som ShEeFbedis THBRET SHIcHRe (SR, bk Sngle-

ac?iv(f%ﬁ@ﬁns@%@sh&s céh BQ%tl@ﬁ&ﬁb?@n&nﬁ&nap ﬁéﬁéssﬁﬂlﬁsvllth the first
cover ed b%@a cap 506S having a clip 508S.” The body

deppesSidnaindicating thenfirsh nembed, thh 56330(1@ deprgesion inslicatiog athe second

oG5S AL BARR B A SRR 2 B

suEen Hi?dﬂ esnyb epressibn bwoﬁlaumcﬁctalttgleﬁ:@cmmaéﬂ QRatSW¥ tsBb6®E Ofi the
can be activated by a nunber of depressions W|th t he
cqrraspendieppess of b $withhc i oneerabedimentsthe Aurmbess, 1-3 pad 6-8 are on
essi d t e er
o SHMERS RS Ay Sl 01 08 BRI aRe Tn8 iy s00s
further has al indicawot 5 V4R adl ssrlp dphmhgémgs depressi on woul d

i ndi ga any nunb t i S, shown on the correspondi ng

i ¢ RETHH Ml OCFIG 7 o BB ARER 20 SRS PRSI of o
AP 1& K3 RteN 500T in accordance with a further embodiment of the present
invention. The memory lock system 500T has a body 502T and a connector 504T

covered by a cap 506T having a clip 508T. The body S02T has four membrane
switches 510T in a circular configuration with an “Enter” key 512T in the center. The
membrane switches 510T can be four single-activation switches or can be activated
by a number of depressions with the first depression indicating the first number, the
second depression indicating the second number, and the third depression indicating

the third number. This is similar to the approach used to obtain alphabetic characters
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two switches and the nunbers 4-5 and 0-1 are on the
ot her two. The body 502S further has an indicator 514S
w@nw7a1er4 ap openi ng 516S. Referring now to FIET/B632006/028479
therein is shown an external configuration of a nenory
| ock system 500T in accordance with a further
ornbiettphee ootell prore! €FRNbodyNIEAT Fther ThE aﬁﬁfmwo} ST and a
S stem5 T has a body 502T and a connector 504T
St 6F. cap 506T having a clip 508T. The body

cant .RSur o B BT T B o e fefi g5iaffon of o

mEn@ryr@ﬁkr gynens 06 e acidihce avithbe firthet embodiment of the present

et 35 aihaddedhe it nophahetess ai‘a@é‘yé@éﬁg&ya Connector
504U c6@rédBy b B@p 50415 haﬂH}E‘Q %ﬁp 5@@@ ?ﬁ (?%%agf géssé &1@ lay 510U

i ndicating the second epr es Ion
andhdy) mdicateg 511216 il bady ﬁ%ié furtHEh h@ a Barmwnd larobt5d 4Uhevhich can

PLORE al.n al.phabe har act er so
b?%l epqgﬁlen %ﬁ?ﬁi cléngP hgﬁglg r‘g bmgﬁ%p PSS ¢ qﬁa‘éevé‘i‘?’ and
eﬁtmdﬁgmb@bmﬁﬁfhﬂioﬁmd a strap opening 516T. Referring now

to FI 5U, therein is shown an external configuration
of aRFCHHNEDIPBAR Bk 3 therol isnshemsorr arfemahicorfiguration of a

Th
PRSBSOS A1 e e
invemtivenc t The Hddry mokrsgsteimyS(H)VCm zBB@djf ﬂ@BN’ Iagd a hhdgttor 504V,

Wgﬁ%' 2 he bod b502U has a % gﬁ

2005, CORgSY, DY FRRLAG FaBEYOV i Flﬁfh eqm ladlﬁ%tw bydep arrow

568wb T@MDH%I WOQVrhaQ ANgifRa@ 5 10V tha fauBg- %hfﬁ% Rnger (padg sgutch
roviding the enter function, powering devi ce

SERX enronpdingea dentisir rteudhesensifeed ethctngm‘éw Te tléu@-sdil\sitlve enter

hovvna tern conf i t|on of a
(qta %{v@ sys# 2V pflt %18 Sptagmgp ﬂ%h H}QtVH@,a pomtmg dé/wce
siehbeda peny fie f1 erf bﬁ sBIBS affuni HE %’éhﬁﬁter Iransaumicl thtectively
system 500V has a body 502V and a connector 504V,

terflialing Hea %Qf@‘élfléfépfbymedloéb’ SAYV futhgs B9 evindicatdrdight 516V
hegted by the arrow 508V. The body 502V
ajﬁiai&gd&)ﬁg 2%1 OV and a touch-sensitive enter (pad)
SW tRblfefrﬂr%\/nma rto GUGHISNG, thefeitr ishehfowtnoaie bxteamns cbafigiration of a
SW tc 14V. Quch-sensitive enter (pad) swtch
gty gk SEyn SOV b aOTeRRaRes OHi TSP URAIen} HisgPrgsent

t
inR&Ht¥nl MEhelBMInGRy losk G lktas RO0RERas Ch&%gs(gsyec% ay&#aector 504V

around theéﬂperl meter” of the sw
caypreddiyen aip106Mghayinga cbprﬁﬁ)&Wt iTie bodiin 60DWdhas 5Qﬁsp1ay 510W and

o it 4 TR o P TRV i e h oncippn s Bty s s1aw

arﬁl@ﬁﬁbaﬁfbu@ V\?Edl BEWC qnfelml@mbuafpa‘afsmmm a@%ked a finger or
system 500Win accordance wth further enbodi nent o
a p%mgy@géqﬂween a plus (+) or negative (—) sign indicating whether the numbers

are going up or down and a combination when reached can be entered by pressing on
the touch sensitive switch 514W. The body 502W further has a strap opening 518W.
Referring now to FIG. 5X, therein is shown an external configuration of a
memory lock system 500X in accordance with a further embodiment of the present
invention. The memory lock system 500X has a body 502X and a connector 504X
covered by a cap 506X having a clip 508X. The body 502X has a display 510X and
an indicator light 512X. The body 502X further has a pair of switches (or a rocker
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i nvention. The menory | ock system 500W has a body 502W
and a connector 504V covered by a cap 506W havi ng a
w@Riop/os03N The body 502W has a di spl ay 510W apdiI/as2006/028479
i ndi cator 512W The body 502Wfurther has a
touch-sensitive enter switch 514Wand a |inear touch

sxf@da)ﬂiﬂ@ﬂ/foirh@viﬂmaa pumbgl@ {mnnml dBpR! srra%( ?ﬁa@w%ﬁﬁ Aso for
I nger,. or a pen Vi n etween_ a us +)_ or_negative
cRtenity {bg Ruphatse A RGUHABE R GHTUieR bas AiHE QPetice B6Rng up

or - dRWRAH ngw BN &Y e LR HRATNSH e%lﬁﬁg?ig?ﬁéﬁét?& of a

by pressing on the touch sensitive swt
misowyy Sak\wyktemt HRIY hascerdance witpe fiintigr SidddinRef ©f thepresent

o T sy IR, S0 R Bpaf 346 a0 4 connector 504,
THE CORKtRIE SOMT Ehndbd BEVRRT b aRAP! 508, wHich BRves &5 8 direction

_invention. The nmenory | ock” system 500X has a body 502X
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i 5 h di spl 510X.an
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n n;ger s.on the display 510X up and down and al so for
mé‘ﬁ'{ -AFHY At LR LhRIRBIE QitemyEbsERg cogtisationst her has a

stra j LN0; o. Y |

s Shohnil Agy MG, 2, Tkl \ilh ol kel co bR of a
meyore lnckOyven S or seoodanve withaa furtheh embedinadit wé e plesent
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TRARoREectR VaT4gH B 6ARr&OBY: a Wb SD6FOMEink int M€ direction as
direction indicated by the arrow 508Y to cover the

indinatedchyo thesgrory SORE thowyes UrYcanoactar A84% rihebleedyo$02Z has a

SRR SIS2 EAMo 9 C405ELY SRR e o e
5EIZ fiet ths tagh ke SLAX ainl BirkekrAl q\hbd@uthﬁ:g U7 ticgfoudled by a

Jrultiple-activation to provide nine nunbered
ClEi P B9 1 2%ef erring now to FIG 5Z, therein is
showgn s &X Equratj

Syot RESBEZ AL 160 BBl Bt Ptaons e R Blck R sy are
peskiblepr esent i nvention. The nenory | ock system 500Z has

a bo 5027 and onnect or 504Z. The connector 504 .
oy DUCBGHPEN 1By dag b MO RG TRV BTGP 8k acking
sydfent BOO 684 ﬁ{énf&‘}é%dég sﬁﬁélﬁ‘,’\%&g% tﬁ@m@ﬁ%%’ 1dcR %y&@rﬁ%@tg@ FIG. 3

. 504Z. The body 2 as_a display 5127 surrounded by a
int apgerdapesywih 4Zourth embodineng of drebprgsent mventibe dihe phtishacking

SRS 9Pt AR e s B podOBaY 512 o

F¥1.@&. 5A-5Z show that various configurations of the

menory | ock system are possible.
The unit is powered up in a block 602 and the program progresses to setting

the input attempts = 0 in a block 604.

The user inputs a combination sequence in a block 606. The program then
progresses to a decision block 608 to determine if the input attempts are greater than a
certain number x. If the number of attempts that the user has made to input the
combination sequence is under x, the program progresses to a decision block 610 to
determine if the combination is correct. If “yes”, the program progresses to an unlock

memory device block 612 to allow access to the memory 216 of FIG. 2.
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Referring nowto FIG 6, therein is showm a flow chart

of an anti-hacking system 600 of a nenory | ock system
wGeomh/oa®74 he menory | ock system 300 of FIG 3 PEI/US2006/028479

accordance with a fourth enbodi mrent of the present

i nvention. The anti-hacking system 600 woul d be stored

i n alf chatdoadbigation f iernoe xaiete it e decsion A6l 6li0,ethe2frdgram

of FIG 2. The unjt is powered up in a block 602 and
PIDtREdh R S WRUCEIPIS i FIPH2{9RBPt FdpUAteaia § Luin 2
D sl el DR Sks A IRARRLAA] BPHIG, 2 to ligh
upt in andedicstedlotd 6tk 608 pwgdmn dhen n@uink tbhtbe iuspuito input the

attenpts_are gr.eater tha tai.n nunber x. Jf the ..
B dlEned D S ologt P JEhe Wik PIHEEES gkt Sapision
bl6EKTEOR ahd EHE SRAHER DE AttbBpteNikeEeds x, tIEPILAGE BfBceeds to stop at a

progresses to a_ decision block 610 to determne if the
blegnbil b o iteay fransitinmy 9c16. | {in this gnannenh diopindipetion is given to the

: . devi | 12 to

p ) AR e S D R R S A w2

contiTleatbaye dssureOthat dli¢ @sdr may ohly thpat ai @Ratl HEkb&16), times
t he program proceeds to increment the input attenpts
bqf‘?ifeitt?ﬁﬁ}ismﬁﬁ Q¥I= jnput attenpts + 1 in a block 614.

The / Nroar : se the indicator 210

of e Rl G A aI O BEE™ S Ll'ock 616, The

pr oga)akibe systent eff the peesers inveatios eakesofrompleep nwele (battery

conmbi nati on sequence in the block 606. Wen the

progr am rEYEHEY: t he deci si on bl ock 608 and the nunber

of e\ EEysteXFeRSISresont iVentsOE reibRIHESEonhectsd AP at

a block 618 or may transition to 616. In this manner,

no i ndi catPBportdbejfeyetestlo t he potential hacker causing

nor t ) 0 B! ] I Vi. Ng T

aboy IS ARED R o RHI000 10 stlerh 03 Kubh 30 X Wermpts have
bedtith&le @funlockig, Hefwiiewilhespyat anifshetriect oombindtien fails also.

evice wi |l ,again regain operation when: a) The system
When the, dsyise didiscprasstcdotiofalis OVED SPUFe &b TRdekes Trom sleep

mé@e%tﬂlg&tmaaﬂﬁé 6 khe gﬂogg 35®4six LMD dldenP R8P can then again

I nvention IS renove reconnected to USB port
fupdtiint smorinek s) . The anti - hacki ng system 600 is

structured such t , en. X, at.t enpts. hav een made. ..

" URFGERIE GO (R Toh 7 MHFFiR FouisG dLoV Foar rh Subination
refi B ' Rsted 76 Rfor $herth SR orIBEI s ¥shn 460 bEBIG.2 in accordance with a

dirsconnected fromits power source or re-awakes from

fifth eespbodiment lofpthe presempinyention.hin bhecpresdy inyentiggeta new
cotmooir(%at%rr]lq'nﬁstg %e gr?tgfeﬁ%ng %Qrifi@c? QiR dhort window of opportunity.

The memory lock system 200 is powered up in a block 702, and the user

unlocks the memory lock system 200 in a block 704 using a first combination that was
previously in the memory lock system 200 from the factory or previously entered by
the user. As soon as the unlock occurs, the program starts a timer in start reprogram
timer block 706. This is to prevent unattended and unlocked devices from being stolen
and reconfigured.

The user must then enter the new combination. If the reprogram timer did not
expire in a decision block 710, the program moves to show that the memory lock
system 200 is receptive to the entry of a new combination by providing an indication

to re-enter the new combination in a block 712. The indication can be by an audio,
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function as normal. Referring nowto FIG 7, therein

is shown a flow chart of a conbination refiguring
weBremo7H0 for the nmenory | ock system 200 of PCTAISD06/628479

accordance with a fifth enbodi nent of the present

invention. In the present invention, a new conbi nation

visusll obeactitd sigasl. anE wéer iefdntdts \hd hew cdn®IgitionVwhNdBMCRT714 to
olﬁﬂortunlty The nenory | ock system 200 is powered up
doyple, chck dhe neyo combigaiiofe user unl ocks the nenory | ock

syst amgdQ i sr}né‘debtoo e YfOtﬁe YN 8odb fnhﬁiﬁ Qtr%'rtn&%br? ?1me in a

that was previously 1 n the mermry sys
rdpmraladtmmexqmeqb decision lock étibeledydsy), thherogen. préseedotndo a

Kk th tart
Rt T BTl FURR DS MAe i Py et T “yes”,
tHenasherdeek gyweml nbo skachicdanhGes diiiReBh BB DA new

reconfigure The user nust then enter the new
C@@%ﬁmlséwordddmlﬁé)méﬁﬁogr amtimer did not exp| rein

e ok PP PR gt B f M ERTT YO8 7o BRltrdlf prosram

will peocagdmccreldek nbd syatenbih bk d2AY Fatallyvditkeatitse Aind Scond new
re-enter the new combination in a block 712. The

combinatnsqe efAnaeh. e RSk PECoeds aIrelogh theamempiy lock system
2%(?9{1@!3 Xg}ﬁréiﬁa{ tﬁeﬁ{(}h@’? the new conbination in a
ock Pl

to dou eck ‘he new conbi nati on. A check
i s nmdeotme sherciate $dverah eaviationd howta mamossloeb bsta id designed
4b in a reprogramtimnmer expired decision block 716.
myes the program proceeds to do a conpare in a

fIrSIanﬁl§[§ -SREW (ORI bl ock
T A R

t hat (2)t itsan rheodﬁsmed rio allpvoeder 1@ @econtigudecthn @gmbination

e L

prog(3®m i dan B¢ Ql@ﬁgﬁied @ faBib@clenidie ByGfiRtdtion dinbtAe kif
724. Finally, if the first and second new conbi nati ons

do not n¥RIRaene tfAkEOHPD dieAhroypbiaatiers (quse rikivdrterpiged that
TemDrY | SRRl Mkt b BNl e A ! ock Tt he

bl ock 72 cour se, ere are ver vari ati ons how

a nmehoa furthec kmbyditrem ofsthel esmpinetdorpuedodfiguring t6 #9sel the G@mory
b re-set at the factory (and can not be

lorcgﬁ? ﬁPamTed) (2) it can be designed to allow user to

e S P AR
be desi gnidorder talumbwkrtlmdﬂvg:erfecthnfflrgunéﬁl on in case if
(2) a reset button on the memory lock system is pressed. A LED will
flash to indicate that the system is ready to accept a new
combination;
(3) a new combination is entered and the reset button is pressed again;
and
(4) if a mistake is made during entry, the memory lock system from is
unplugged from the USB port and restarted using the original
combination; or

(5) the reset button is pushed again when the entry is satisfactory. The

combination has now been changed.
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sonmeone forgotten their conbination (once it is

determ ned that this person is a authorized/legitimte
w@engonp74 | n a further enbodi nent of the conbi PEL/USI006/028479

reconfiguring to reset the nmenory |ock system (1) it

is delivered with a preconfigured conbi nati on, which

nus tRefruring @dm tn 535 §r thereinifl DORNLhEVQrEagias @ufhenticdtion system

500yl P&t Sy RIS » P PELCR TR Bt P pootter

enﬂ:h&nﬁ@‘lsbﬁﬁhibipﬁeséﬁadyenh@nacCept a new conbination; (3) a
new_conbination is entered and the reset button is
pr edls Bilessaeds thag gpeaagncerwige, g agBoLys Oﬁ]ﬁéé‘StEI@r $Q?g could be
the f g
imfthichieg ACmARD Niort A or ARG @RIt HAL WBDEAEEkd Raown
prabwtsi (fat iegample; ke§) ringh dJSRe J84shbdtivesn dlgltqh ug 8B v acims N music
when th ntr tisfactor conbi nati on, has
DIgY8ts. HRUFEI OB RARLIE G EREES. HAEODD, Sr SPfRs palm
cofipaiers, 8ichwo- f act or aut hentication system 800 using a

menory | ock system 802 as a secure token in accordance
wi t Fhanvoréactanisudientisationf syskean p$QQs dirth¢rmjealedegna eystomer
cofﬁ}p er §b§ g%)abg fJ)%Er% c%n,gf: Er?r% m :?e ¥ mlmr(fl nélllr:?lr{%r%lfﬂog{: gc*mputer 806

byfadonBétina ges, ol as 9 tdkiphete Whe, Mntdinet ecrrmet:udmewn
products, (for exanple, key ring USB Fl ash drlves

di gifieAnciabpiRgHIwIoas | affs PRGNy SFENE pdP t ABPIEMeBHY t¥yo-factor

auﬁl%}{ﬁ&%gn s§§&ﬁ§’ rvgiﬁ%re luﬂ@h?@%paﬂ@ﬂc R 2516 FentRRbHn to reduce
nput er s; 94 actor aut entl cation system

1deﬁm1®y ﬂlﬂfttdndmnauwhbumlﬁsacaessue thinewcialcwopuiter FéOekaogpabl & ideal

of bei connected.to a fingncial insti i on host .
SyREo B [SRETB 2 BR AP 1eg0 B b6 Bided efife AR fsaiven
to hifA8ncidltcSsdagt connection, etc. Financial institutions

are currently trying to i rrpl enment two-factor

aut K*ememtamrwhsgf@ttwﬁactmat&hentmfmw wstews inepdeat e

f Jqd f
2 b L o SR L s on

exanpl e iififoafaticiedbres v aeard K th 4 hiiviiiaps podsessih. an
eye pr| nt have to be provi ded before access |qu| ven
o &) fliokenscgra keyrsized, ﬁpwces that plug into a computer's USB port and are

used with a password to exchange information with the financial site.

c) Password generators where tokens or other devices are used to create one-

time passwords (OTPs) and the OTPs change dynamically after each
use.
All current devices suffer from the same shortcoming in that they can be lost
or stolen and the subsequent possessor can access the financial accounts.
For the two-factor authentication system 800 to work, it has to comply with
the following rules:
1. A locked token (the memory lock system 802) cannot exchange
information with the financial institution host computer 806.
2. Once the token (the memory lock system 802) is removed from the

customer computer, it relocks.
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Current approaches to two-factor authentication

systens include: a) Card readers are devices that
wa@ledoeot40cor rect aut hori zati on based on i nf or meERCDNS2006/028479

stored on a card held in an individual's possession.

b) Tokens are key-sized devices that plug into a

conpyt €FhestokiSB (the mbenanrgt lackesystamal 802) Ferargpasss wew chutlentication

exchangedi nfaormation with the financial site. c)

PassworcPIgEaH Hr BC HEPRET SeoHEl Briceret VicHreaty sployed

used t OmEthed Be@Ré dnsERirRPRORIRIAShé Hhst. and the COTPs

change dynam cally after each use. Al current devices

suf f ér Ppiégmmallyia logieanthpassword aan be entezad (Atbgughathibbecomes
| ost Orun%tegésgal}%?g%a&%%] &%ﬁ%ﬁ&%ﬂg&{ ﬁ?ﬁg@%}%ﬂ %gtnfu%gt?o%slfnless

t he financra

aut hentthe abrirewn coiibinaidiBR4 Yeon viteked).i t has to conply
with the foll ow n%rul es: 1. A locked token (the

meno e e adyisauhsngigatjore sisiesn 8% ol An@eash SeuriY iepf simplify
| ey mal. i ngtitution host conputer 806. 2.
Cﬂéﬁ%%eiﬁe{l%r&gﬁp??ﬁ%mﬁgﬁn%fy | ock system 802) is renoved
f r omin hperetist, dienser @opucesr the imemalydodks sydtenT BO2 t® Kiencustomer

th | t em 80 a ne o
clyPHIE R Ea A0S e BAEAY ohe STEh SL Be e A siseB s fempigation.
TBE GRSSQRY Wlasibng 802 Yo RaRY t%thﬁstZﬁEﬂ&P 4 HrRfhclR raluthentication

unsecured tokKens on the nmarket. 4. Optionally a login

arth dhg aseb cambimatipe mavidese the atcondufphtor,hinhidbe elbomes access to

. : I , WLl . .
BSEGRR, M SR SRRt P SR b

reebgir€d) . The two-factor authentication system 800
w Il _increase security and sinplify custoner
expedPeiser thentaceesseshe fingncial ningfietion hest, campputers 896 by the
h ry.| yst : t .
cSBRBETL oo dr R e SR ne S, Bing BT SERizes the
infieinmegionh laed alews accesbi nati on. The nmenory | ock system

802 provi.des the fjirst factor for two-factor
aut hgﬁ%ﬂé’%ﬁ )i t&n%k%'h% {hesin ds shogn :gg’t“f & arbf%‘i/f‘d@%‘??’?&’elo‘:k
syR@ER 0! 3Rt incditiesh pAIVIANG PE&RRRICE An ' P HVIIBHOL NprbPiding a
the nenory | ock system nenory that the financial
comeetor gonnsateditp Ithe eemirplicr dor preidingedate e theacomerofersint dblock

N L IR T
infowgddtiont fr@n the ¢odRblkeSinthBlock 906; and manipulating an input device
connected to the controller to unlock or lock data transfer between the connector and
the controller, in the controller, between the connector and the memory, or in the
memory in a block 908. ‘

While the invention has been described in conjunction with a specific best
mode, it is to be understood that many alternatives, modifications, and variations will
be apparent to those skilled in the art in light of the aforegoing description.
Accordingly, it is intended to embrace all such alternatives, modifications, and
variations that fall within the scope of the included claims. All matters hithertofore
set forth herein or shown in the accompanying drawings are to be interpreted in an

illustrative and non-limiting sense.
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informati on and all ows access. Referring nowto FlIG

9, therein is shown flow chart for a nenory | ock
waeymremo200, which includes: providing a contrpCT/E820061028479

a bl ock 902; providing a connector connected to the

controller for providing data to the controller in a
Wiaoiskel@8vd igor ovi di ng a nenory connected to the

controller for receiving and storing information from

t he tontr glhemhotylock lseek(W@OPcompekin@ni pul ating an

I nput deyi ce connected to the contro Ter to unlock or

| ockPEpyiding # spriradler @dekeen the connector and the

cont [ t -

and PRahe o Goh o AR Eoktea 16 HE Bl (EEA 6l Eovicing
t he invenﬂMBMyma$OMadhxdkﬁbribed in conjunction with a
speci fi ¢ .best té IS to nderstood t hat many.
al t ePEPY{dinea mer%‘?fb’ f@ tCPB’FFsCtha‘H ?/8?4% llep el 20ion regraving and
appar ent  §@ih P aF8medfioh Rk tHa cbﬁ@ol‘?ért(ﬂf} bght of the
aforegO|n? description. Accordingly, it Is intended to
enbr awsipalating @e input deviea (2002 sonneotdd o tetdootsllergRALR) to unlock

vari ationg t.fall within th scoeof i ncl uded

i o s APt Yol i trogaftn BBl o GRRee B (39 aplthe pStroner
shown in (he)aechenadnbng dray thgsedt thet nd€ctor (204) and the
interpreted in an illustrative and non-limting

sense. V%afneﬁé)fié@i@r@élm@e memxyBdHdry | ock system
(900% rising: providing a controller (212);
pr ov&di ng he @@ﬁﬁ@casocla(m@h)n claimet twhereio mheipulating the input

dc%vgq )r(%(la Ing uéie% glngﬁ]t OVI ?nlé)? gggﬁnt ¥ g“g%t cgg nﬁga’uon in the

caerilentd1ey to(wiledk dr%cmﬁ@aawmgstaﬂd storing information
fromthe controller (212); and manipulating an input
devige (2083 sgﬁgﬁeﬁ eRirh& INRIAANT I'WhdrSih ﬁl&ﬁiﬁﬁllahﬁg the input
unl ock or |ock data transfer between the connector

devaep4 §206n dnalwdes doprtieg Rarew edambination tchehangh tar esinhbgpation in the

c{@: %l}r (ﬁ% Y\@S{ﬂﬁ&? r focﬂr{ﬁ§ a%rg)n(a%gé} ﬁhﬁ{]]ﬁjn é g? edé? ggm}éd period of

timeai med in claim1 wherein mani pul ati ng the input
device (206) includes inputting a conbination to match

a combi natTh®RyitBmt e clRffdd M lclim( 2 herbia ﬁhﬁﬂu@ﬁffﬁtlﬁg the input
l ock the data transfer. 3. The system as cl ai ned

desties (A00) vinelpdesnactivating latwitey, tietenkinpeter.dendoder, (tqz@@) sensitive
dé\pfﬁbl(} ? séﬂgpd'&etdtegge ekegreg\f c%?&m ination to change a

5. The system as claimed in claim 1 wherein providing the memory (216)

includes recording the data on a solid state or a magnetic memory (216).

6. The system as claimed in claim 1 further comprises powering the
controller (212) or the memory (216) by a battery (324), a power generator (510K), a
solar cell (506J), or circuitry for obtaining power provided to the connector (204) to

power the controller (212).

7. The system as claimed in claim 1 wherein providing the controller
(212) includes providing a data transfer function controller (213) and a locking
function controlier (215).
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controller (212) to unlock or lock the data transfer

wWthin a predeterm ned period of tinme. 4. The system
wa@sgooghaiomed in claim 1l wherein mani pul ati ng t hBCT/DR2906/028479

devi ce (206) includes activating a swtch,

potentionmeter, encoder, touch sensitive deV|ce voi ce

sen8i t i v&heleystem, askelyimeask incelein 5whmen pystiding 4ke controller

(20 Bhelfes ettt A dred e i RGO Bt 2T B sholyphR ana

de-BREHHN fcddﬁ@rmry (216). 6. The systemas clained in
claim 1 further conprises powering the controller

(213) or ThhgyiERDLY c1hddd) inbdlain Nati@EY cérBRAsing InAONRI the
gener at or (SX a solar cell (506J), or circuitry

unlpding bt icking@f Q@m:ran@eom Al trestil or gedin dommt. ( 204) to
power the controller (212). 7. The system as cl ai ned
I n t0.ai niThe whstermi as Paimeddn redpimhk fmtblmrrc!@krlpeitsin(gzmyidlng two-

5O S e B SR A Gt

asé@ﬁ‘féﬁgh@ﬁ; Sfd 1).n claim 1 wherein prowdl ng t he
controll erg}t212) i ncl udes providing a data transfer

fungjion x Cﬁ’i@l’hﬁ@‘ ToBK s%s?&ﬁ’p(fO?Eo &Pt i ng and

de-encrypting data. e Syst m as clainmed in claim
1 f acbiteslles @4X)j si ng i ndi cati ng the unl ocki ng or

For fugprndgior D RPER o W chrfiifler 2F KnfoviflpeliEh @ e

conpri Si egntaméy@luzly,g t wof act or aut henti cation (800)

for controlling the unlocking or |ocking of data .

t r apghemoiyn(2d 63 ceunestedeirhy cayiselism 25D 1)%1‘ 19CRIVIRg RBdnstaying
| ock syst C r ontroller (212); a
connect o?rﬁlnﬂﬁ% "Q%f&%‘ﬁgg éog'tr?ﬂer @lf)Cont roller (212) for

pr O‘élrﬂarﬂﬁllﬁkabla 1ﬁ1§11ttdhﬁlc6 (206} Obﬂnfebte(ﬂd ﬂie, coatmﬁmayz)(tam)ock
connected to _the controller é% for % % !
storing iFhflefkngatn &@Fﬁ%ﬁ?"t‘"{‘?éné P?IH}eF@F % %‘e ntroller
mani pul a u 0 LQr L(B64) and th
controll géﬁ)2ir£ﬂ% %Joun lclgg 1(2% g%)tg%&gg?&}akf&?}aensfl e(r ) and the
bet ween tﬁmncorgrﬁi’zkﬁ)tmm(t@@mandﬂﬁ)e controller (212),

in the controller (212), between the connector (204)
and 1ohe mMhROsyPtefri?dS laimed imclahe ltewheryin( hé Gpanipulatable input

device (206) includes a device for entering a combination to match a combination in

the controller (212) to unlock or lock the data transfer.

13.  The system as claimed in claim 11 wherein the manipulatable input
device (206) includes a device for entering a combination to change a combination in
the controller (212) to unlock or lock the data transfer within a predetermined period

of time.

14.  The system as claimed in claim 11 wherein the manipulatable input
device (206) includes a switch, potentiometer, encoder, touch sensitive device, voice

sensitive device, key, or card.

15. The system as claimed in claim 11 wherein the memory (216) includes

a solid state or a magnetic memory.
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12. The systemas clainmed in claim11l wherein the

mani pul at abl e i nput device (206) includes a device for
w@niogni4g a conbination to match a conbi nat i onPCTUS1966/028479

controller (212) to unlock or lock the data transfer.

13. The systemas clained in claim11l wherein the

mani péll at The eystenpué cldiwédia (A86)1 furtkticatprised @\Watteryf(324), a

entering a conbinatjon to change a_ conbination in the
PRV §eBP iy <§ Hbo)) a selay prlbOR0D)y of girquityy, for @htaining pawepprovided

ik Dy ] i fipt 1 me. 14. The system
tdé‘égé E?%eﬁ%ogtﬁggfg%&ﬁe \E/)ﬁé‘:"g?%@%ié mani pul at abl e i nput
devi (2 [ uges it Chy, . entq ter,
encogz'r, ?g% csh{&gélng?tﬁla\allél%gﬂel\&}i glgfrg\?fo]i (%ﬂegégﬁstﬁ? [ (i?éltmuer (212)
indbyies @, ddte yrangdér Ameton tontrdllee (SYHt &1t @ockligy FEMLibM controller
claim1ll wherein the nenory (216) includes a solid
Qsltsgte or a nmagnetic nenory.16. The system as cl ai ned
in claim21l further conprises a battery (324), a power
genetdt or ThE BOKPI as wdaimed cial plajm obly whegsin cthe cepntreffer (212)

: t al.ni [ ] t h r 4 .
inCRHeP S ST LABO B S PGRy 014 or SHEORERE fnd [ thchbring
data. cl aim 11 wherein the controller (212) includes a
data transfer function controller (213) and a | ocking
funct9.on Tﬁ@%@émeﬁs €ldikeed. inl8lainl g Ak BbPrisihAi aMeHhdicator
in claimll wherein the controller (212) includes a )
(248 forindicaimg the yHeeking ocloaking|of data frandyr ingsuah dagjils, iopgudio
fAhd; de-encrypting data. 19. The systemas clained in
claim 11 further conprising an indicator (210) for

i ndigatin unl ogki ng .or . | ocki of dat.a. transfer
novigar g AR a0 R R st skl ot erm as
cl ai mestutememadiyRybtent (B0l HenneEAKIE it tHeGonRolE@ CRIX); and
menory system (301) connectable to the controller

(212%;twerfactar pidhentication sistere 800 afor gipngpHingnibe ggggcking or
; ) . . .
tranater (kiR uie dillAE 0s@hed Eb G RlenfBDD. |

I isipng. .a data t f
functlon SancHohg Stk CRGPLodhitne®, ICR, on 2"
cont a dhth @an{fRdfahcticn emmolet @13);204) connected to the

data transfer function controller (213) for
an locking function controller (215);

a connector (204) connected to the data transfer function controller (213) for
providing data to the data transfer function controller (213);

a memory (216) connected to the data transfer function controller (213) for
receiving and storing information from the data transfer function
controller (213);

a manipulatable input device (206) connected to the locking function
controller (215) to unlock or lock data transfer between the connector
(204) and the data transfer function controller (213), in the data
transfer function controller (213), between the connector (204) and the

memory (216), or in the memory (216).

22.  The system as claimed in claim 21 wherein the manipulatable input

device (206) includes a device for entering a linear, rotational, numeric, alphabetical,
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providing data to the data transfer function

controller (213); a nenory (216) connected to the data
wo e@n®iwrs f uncti on controller (213) for recei vPEUS2VA6/028479

storing information fromthe data transfer function

controller (213); a nmanipul atabl e i nput device (206)
alphriveesrisd coler tdeded, ok Yoige fcombination dormatol laegombingijort g the
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the data transfer. 23. The systemas clained in claim

2 12vher e $yb@niBItRIthéd abbRirh MAUwhelei €8 hafifilatable input
includes a device for entering a linear, rotational,
depigre@0®), inglysienseroteny lingptpacketnpusbcbution| svitdp dwigntigmeter,
engﬁeg,qoﬁﬁg%bﬁﬁ@%g%iéeo vGilg P@ﬁit elde()ﬁg,rkeyr Qiatd onal .
| al phabet' pha- numerr’e,

NUNEr | C, cal, a tol or ‘coded, or

VoI corhi nation in.the.l gcki function contr er

(219 Co T S Faghe® o G5 P PR 3y G Shotudes
a SUE kR % oty bEEndal nkAdd BdmblaRes)) t he

mani pul at abl e i nput device (206) iIncludes a rotary,

linegr, rogkgstemidRel {9 Blagihl Feth? bRIPHLRABES Bhttery (324),
encoder, touCh sensitive device, voice sensitlve

a gewerc genekaipr (910Karad solas celfHE06) s e wiragitnyl fornehtaining power

prpfi{Roghe ABFEIP P (TR it 1B ATy B Thy g dare

trahbfer finstiet@srollbB 2B ol gowek Bieth@mdry1UEl igtent czmp?.i sing:
a battery (324), a power generator (510K), a solar

cel I27( 506ghk, syStemCas' QhbinteldYinf PAimOPt JinBleROtHRAWES trRfPM [Bion
to the connecCtor (204) connected between the connector

copizoiley (hd) nkldemcizcuiirafer eontfolling dua trosier beiween (2a@pputer
wer th [yql system (200). 27. The system
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function.controller (.213). inclugdes.circyit or .
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and de-encrypting data.
(210) for indicating the unlock or lock of data transfer in visual, tactile, or audio

format.

30. The system as claimed in claim 21 further comprising:

a secure memory system (301) connectable to the data transfer function
controller; and

wherein:

the locking function controller includes a combination, and

the manipulatable input device (206) for inputting a combination to match the

combination in the locking function controller for controlling the
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29. The systemas clainmed in claim2 1 further

conprising an indicator (210) for indicating the
wardosoksors | ock of data transfer in visual, tarCT/UB2000028479

audio format. 30. The systemas clained in claim2 1

further conprising: a secure nenory system (301)

connect ablualdckingher thakingt ofidataetradsiicin B §&Rbte BlehRiy (216)

and wherei n: tf@#&ockl ng function controller includes

a conbi natfyHHL - the mani pul at abl e i nput devi ce

(206) for inputting a conmbination to match the

conbination in the | ocking function controller for

control ling theunl ocking or |ocking of data transfer

in the secure nenory (216) system (301).
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