ATMD BIRD & BIRD ATMD Bird & Bird LLP 2 Shenton Way #

18-01 SGX Centre 1 Si ngapgr 04y Tql iyt 65

5266 Fax: +65 6223 876%W irB. jovRVIeij ' B I R D

E- PATENTS Your ref: 2006018758/ 100607/ TMHQY/ 0779 r

ref: MROLA. 0001/ 20900192/ NCS/ RXA Date: 23 June 2010 _ _

Intel | ectual Property Office of Singapore 51 Bras ATMDBird&BirdlLLP

Basah Road #04-01 Plaza By The Park Singapore 1895535he"t°";;"c#1?‘01

Attn: Ms. Huang Qnyi Dear Sirs, MOTOROLA, |INC Sinoatore 068804

SI NGAPORE PATENT NO. 120647 ( APPLI CATI ON NO. Bebrtatasned
200601875-8) "ENHANCED PASSI VE SCANNING' W refer to . . eces15762
your letter of 7 June 2010. W submit a copy of the
new speci fication incorporating the post-grant
amendnment s under the cover of PF99. Thank you. Yours
faithfully, Nevin Carm chael Patent Attorney ATMD

Your ref: Bi 2006618868 thobbZTmBaveete D al : +65 6428 9845 Emai | :

Ourref. NneMROLA.apQtr20beEb@NGSIRAds. com Enc. (via e-patents)

www.twobirds.com

VIA E-PATENTS

Date: 23 June 2010

Intellectual Property Office of Singapore
51 Bras Basah Road #04-01

Plaza By The Park

Singapore 189554

Attn: Ms. Huang Qinyi

Dear Sirs,

MOTOROLA, INC
SINGAPORE PATENT NO. 120647 {APPLICATION NO. 200601875-8)
“ENHANCED PASSIVE SCANNING”

We refer to your letter of 7 June 2010.

We submit a copy of the new specification incorporating the post-grant amendments under the cover of
PFgQ9.

Thank you.

Yours faithfully,

Nevin Carmichael

Patent Attorney

ATMD Bird & Bird LLP

Direct Dial: +65 6428 9845

Email: nevin.carmichael@twobirds.com

Enc. (via e-patents)

We do not accept service of court documents by facsimile,

ATMD Bird & Bird LLP is a Singapore law praclice registered as a limited liability partnership in Singapore with registratien number TOSLLOOOLK
The firm is associated with Bird & Bird. an International legal practice,

Itis solely a Singapore law practice and is not an affiliate. branch or substdiary of Bird & Bird or Bird & Bird LLP.

Beijing Bratislava Brussels Budapest Disseldorf Fronkfurt The Hague Helsinki HongKong London Lyon Madrkd Milan Munich Paris Pragwe Rome Shanghai Singapore Stockholm Warsaw



We do not accept service of courcdocunenrs by
facsimle. ATMD Bird & Bird UP is a Singapore |aw
practice registered as a limted liability partnership

Wbﬁb%@g@re with registration nunber TO081 19@9&1§200;I; 715
r

m1s associated with Bird & Bird. an internationa

| egal practice. 11 11 solely a Singapore |aw practice
and is not an affiliate. branch or subsidiary of Bird
& Bird or Bird & Bird LLP. Beijing Bratislava Brussels
Budapest Ddssel dorf Frankfurt The Hague Hel si nki Hang
Kong London Lyon Madrid MIan Minich Paris Prague Rone
Shanghai Si ngapor cERHANGED PASSI R SOAPIMIBIES/ 034536
PCT/ US2004/ 031715 ENHANCED PASSI VE SCANNI NG 5 FI ELD
OF THE I NVENTION This invention relates generally to
smet hods of operating wireless comrunication systens
and vvi rel ess | ocal arl-'&ELD@NWHESINVEN’I’H)NpeCi fically,

t he ntion.relates to n od fo
bt anl | RE R RES ot AR oS PR rark g wiepless
st abnmmrﬁtraﬂ'oﬁayﬁémelaad rieliss I@éﬁ&@a@lét y NELE, idke specifically, the
eSS oCa ne [ KS
ty STV el o e hetfods or SetpRishetap P oo detween
10t 0 20ROBIRCStalital Mhddgvacess pbint.a W.AN, the wireless 15
communi cati on devices are often nobile, noving around

nore or less freely wthin the networked area. W.ANs
conmbine with infrmowmomm&mvmmms that can

be conn d to he I nte rovi di ’
Do Biiteiess 160! drealahios vLARELSPlaREsmifa radio or
po rﬁfaetrb@fraq@bmidsab eﬁﬁndwﬂ@llatcﬁwchV IrC@WLPENI Sﬁe wirbleed

bi | t t
1501 OETRUrORPh B VGRS ABGEeR TiyIa: BopRpafound s G lpadtel

baSJﬂthﬁﬁ kireSorkéd hrewl WLMM\N)rdBMbm mfaaswmwmtms
the infrastructur

Wi t

D slelete! Gan e obge BT R U s aheebY PRI pEHplgation

celdver pAd distanceypi cal |y spaced thr oughout a desi gnat ed

net wor k The access ints jtat )

conmuni g‘ﬂﬁ@%@@é’ﬁﬂ@'@@"& "H@“%ﬁrq?gl? t Bpe§,5§so called mobile
20? gététibnﬁ @I’f’ﬂirllfn'aﬁls, tex ivires Lol vigd pmrblﬁ? Eﬁfl)féﬁf adcggssptﬁh’ts égPs),

, as as ni c ot her S
aas eor Base siatens: g Bk Taytesto Somptniaie wit |
net;mslsruau@é ﬁélWO{W\béé&s %Kﬁs b@@lﬂiegéﬁdlreltésdoédmhu&ibﬂmns within
i ons ch as order en

e demeRyS Colecitages Bl npsoer (bR 2 dslasaesEiatkg e
30 ared.i The aéde@ﬁ poﬁ[ﬂa@iﬁlrats’i&irﬁmpﬁlbaﬁor@fbeﬂaééh a Peffbrked set of
25sysat0e2rq51 -corXphaanewces caﬁéc? a %as:c service set (BSS), as well as
communications with other BSSs and wired devices in or connected to wired
infrastructure network systems.
WLANSs have been used in proprietary business applications such as
order entry, shipping, receiving, package tracking, inventory, price-markdown
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25 between these portable devices and access points. This ongoing activity
contributes 1o the draining of power from battery-powered WLAN devices.
Synchronization of radio timing becomes especially critical in the management of
wireless communications, and more efficient scheduling of future coordinated
activities provides better power-saving strategies.

30 Before a WLAN device can communicate with other devices in a given
WLAN, it must first locate access points. The medium access control (MAC)
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25 wireless NIC to transmit requests and receive responses from other 802.11
wireless NICs and access points. Active scanning allows the mobile wireless
NIC to interact with another wireless NIC or access point based on probe
requests and probe responses.
The active scanning of the IEEE 802.11 MAC uses a set of management
30 frames including probe request frames that are sent by a WLAN device and are
followed by probe response frames sent by an available access point. In this
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from the AP that acknowledges the association. The WLAN device joins a basic
30  service set (BSS) by setting its local hopping time and channel sequence
according to the information contained in the AP beacon.
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SUMMARY OF THE INVENTION
One aspect of the invention provides an enhanced passive scanning
method for a wireless local area network. At least one of a beacon signal or a
gratuitous brobe response is received. A site timing table entry in a site fiming
30  table is updated based on the received beacon signal or gratuitous probe
response. A scan start time is set based on entries in the updated site timing

-5-



One aspect of the invention provides an enhanced
passi ve scanning nethod for a wireless |ocal area
network. At |east one of a beacon signal or a

%{ﬁoh‘g/&s?#? probe response is received. A si t?e’g}g‘%}ﬂﬂm 715

e entry in a site timng 30 table is updat ase
on the received beacon signal or gratuitous probe
response. A scan start tine is set based on entries in
the updated site timng -5 WO 2005/034536

CT/ .UsS2004/ 03 | d th de f, .
i TepR AN NG A ARt fle dor A WEetb e uftnfiilon BeiheliStgRrmined

t hebasedion Hieescantstaretiménot her aspect of the invention

provi de enhan assive scannin systemfar a .
b rel ocAnfebRIRRES nE Migmich BN ARgnTARERE Rasiive Soanning
r eystehigr awirelzas local area netwak,inclading aiegnaforaecelving at least
gratu neans for ating.a site

i toys prohe response upd .
501 e BERESTRGed) O B UEGiot P0s reiboi Mesle 4 diatinga site
I'etiming thbleesrtyrin @i siisaiming tabRy Rised batise mweelved besgsmsignal or
nmeans for setting a scan stfart i me based. on gntr&es ,
in %'t%ﬁo%{?%%’e?g%s% MASRY 1Y HFHIDY 25580 ume based on entries
getig the ug:idaﬂag&itsomgng tapt ah@means Mrrd@taigmgﬁg)ﬁmwbﬁﬁbue ltfnr a
evl,C ase on the scan,start | Me. 0] er aspec
of Wirkess co R ian dovige bassthen e Soan SRUIPE. nadi arm
10 ncl udi ngmaepagr@bﬁmﬁ@inv@ﬁiﬂﬂﬂﬂﬁdd@@\asbmumaaaﬁldlsmde‘dmm
ram 1 nNncil.u

a wireless |ocal ,are net wor k. The .pr S
6 oGRS 8 peEraln, S sianged Btsiv scainifl R e Wiress pcd rea
bearpworki Ergab{cxyrara iug;mta:lesidomm ! tdﬁ{pﬁdgtame:tﬁ)ﬁg:f@%ce?@@wa@f one
program CcOode up a Site Imn a e entr 1N . a
o1 10l aieapn Sigad) o aygiietufio s PIPRG 1§SBRRSS, SRS BEGEAM 00d6 to
Si dipahtedd sifty trhing tAulks chpine: $iRIPGING bl BAgRd AT th FEEHIvAA

e to set a scan start tine based Lgn entries in the

co ,
15, peaeen Epnal of SFAtHEPUS REPRS reSRANSERYNTIRYURT PIRRETR SRR I9AE!

g 0 giak Gfagtitmﬂie ﬁam\m:rt ? emmiﬁnft[f& u;ﬁda*ttéd ﬁt&ﬁingmmmt nipiter
evi ce ase n e scan star i me, e present .. .
in ﬂQ"PB‘rquE%? B?H?E’f‘\”ﬁtaé@“‘tﬁf “’1‘%{? farc%wﬁ'&ﬁwﬁrgnwm'%eewce

of pa28d vakietanePineent s and the detail ed

descri ptjon gi ven bel ow. . The draw.n houl,d not , be

Coren Dlh Preberesing i irslrate Oy B SepeBPeniy 3ings of
2oenhxaetd bl{l@@hﬁodihﬂéprtﬁaing tﬁ-@ﬁftagécgh@mpﬁ?miwdbelow. The drawings

under st.andj ng. e. aile escrl ption an awi ngs

C SRoRMRE be Bienos ik ML ngentioRas Melaebmo mberasnie fhare for

lt L@xbiaﬁ@ﬁodri%rﬁj @rﬁéﬁﬁl ! amiirég.hfhé Géftl&ilﬁdt m'?wbt&jnr?'tddcgﬁwn@d aky

e appe .cl ai s, and, equj val ents .t her.eof . . .

f orBEBY stV ol dhe IvaRtTIRIeF than By, the.reRR thednygntion

t hebdiigadedinbd b URIdppRRded blainkeafhBquivalents thereof. The foregoing
25 aspects and other attendant advantages of the present invention wiil become

more readily appreciated by the detailed description taken in conjunction with the
accompanying drawings.
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DESEIERINEQtier; THE PRESENTLY PREFERRED ENMBODI I\/ENTS

FIG 1 plRuss %ﬁ[oﬁfﬂ]&@}ﬁﬁ%f%se?ih‘éﬁceﬁﬁﬁdb@lv@&cﬁmﬁ@meftHHd fora
wireless local 25 area network (W.AN), accor da
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15112,  11FiGfds adinckslirprameof gn enfigncedRasslye SEaMinG syssem for a
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FIG. 6 is a block diagram of an enhanced passive scanning system for a

wireless local area network, in accordance with another embodiment of the
20 current invention.

DETAILED DESCRIPTION OF THE
PRESENTLY PREFERRED EMBODIMENTS

FIG. 1 shows an enhanced passive scanning system for a wireless local
25 area network (WLAN), in accordance with one embodiment of the present
invention at 100. WLAN 100 includes one or more wireless communication
devices referred to herein as mobile stations 110, 112, 114 and 116, and one or
more access points 120 and 124. Access points 120 and 124 may be connected
to an infrastructure network 130, which in turn may be connected to other wired
30 and wireless networks (not shown). Mobile stations 110, 112, 114 and 116
include radio transmitters and receivers for transmitting and receiving signals



30 and wirel ess networks (not shown). Mdbile stations
110, 112, 114 and 116 include radio transmtters and
receivers for transmtting and receiving signals -7
/1034536 PCT/ US2004/ 031715 such as voi
%%gﬁ?é&gackets control frames, and network8%Ug%‘(?‘["o"‘17]5
managenent franes. Mobile stations 110, 112,114 and
116 can comunicate wirelessly with access points 120
and 124,) and can be set to communi cate with each
‘other, In .one two nobile stations 110 and

118up ARVaige Q¥el HB cg @R%G'FQISWOPHOU raniRs: 4B¢ netwerk glanagement

estipiphdss mgﬁtmmﬁ@ﬂ 10— 2VNeP ahd 116 @éiecmm&hﬁhtewmessly with
each ot her. one or nore nobile stations

T Poants Roinis 429 o dahend Gan ke et &9 WW'@UB‘ﬁatea’@Eb%@h Gther. In

pOoigme eh%dlrﬁéﬂtnﬂ:oﬁhaﬂléadtﬁiohgq 1028839 2k&nP A% Bd &6c hElkrk with
802. 11 commnwy referred to as W-Fl. These industr

Yy
55t dhpiability ta petallishsominanications WhRR imepse proxinly to each other.

es (g, 5h6 dr ABEL MBDIY sthisd 119 Wﬁn&ﬂi&i’wmaidnﬁ@& Wfelessly to an
nobi |l e stations and 10 access points for

t r APERTSRAG 29f usingpiepdardized PRP¢UH SRR Q?s'ﬁ'ﬁ-& 802.11, commonly

t eGB2aH 96 as WALF. ?ﬁeééqhﬂusﬁfys‘iﬁfé@ﬁis"@liow dnfmasig&foh channels to
protocol with colljsion avoi dance (CSMAY hel

pr b estahiighpdiandpaintainackbetyrer eembaonse ¥ migtile stationd and

105t &icb8sSpoifdd forithe ﬁéﬁémr&ﬁoﬁ’ 8t &IPﬁéA ifteMRitioh IbYisftlg teBiques such
the transm ssion range for re conmmuni cat i ons

be AR iarRgnsmattiple aﬁﬁ‘-@%a@t%?@l:w%% C?Jl!ﬁ"?ﬂ avqidance{{ZBMA/CA) to
O trRah drovite rbpia, @qumlb neﬁmdngw i%?'a"‘%lﬁﬂélﬁﬁs LAN, a

nobi |'e station be within range of nore than one
access Pda'ierhﬂ' paratmbamy B%@'é%"‘}é‘@ip'i‘ﬁr theytrapsmissiemeangg ien reliable

st %hﬂ?ﬁhm@é?’ﬁﬂ@ﬁéﬁve@ﬁﬁ%ﬂb%téﬁ%nﬁ%@E&Ee@@%om@:& [lﬁ?ﬁ@ﬁplcﬂ‘ten
nobi | e station i's connected to access point

1550 n’@tﬂ‘%@’eﬂﬁf’@fﬂg"é‘éﬁ wiselggs LAY, & arobile gtatier gy bgoy 'mm range of

MORh&B thad Brhd Q&e&&?mnf‘ QHBYIRS acdEBY pbifit ib%ﬂ&@fﬂé%élﬂle station
ei ther access poin or access 20 point 124 th

onecognegts aeat&teﬁ geiprAtired; Joor exampiee mohgge glatiom 41 s connected
SertM'aBQes%%oYmeﬁ sonintsheferred t&\’ﬁéihecs%ﬁ‘v:ﬁga&&fs%rﬂoﬁﬁ Wobile

nei glhborl ng AP. As nobil e station noves or
r oeﬁ‘i%“ondr 4o BOGNET.raRHRe Eamnestasdp Eitbersaocess peiay 120 or access

20t Wﬁﬁ' \Qmoﬁ‘éﬂ% accés@fboﬁﬁé Y2G‘§12&‘%cﬂi’?g}’ a@ﬁue@%ﬂﬂ@ﬁiﬁ while

accordi ngly. Access poi nt has a transm ssion ra
122hw>th$r 12 ‘Wﬁt ERn Qﬁtr%feggd fq @ﬁlg Reighbeing ARn A é’“%ﬁtﬂqﬂ@n 14

an %6\%%N8‘éh§ ro? Bk %ﬂ@ir&fméfﬁél%oﬂ’&ﬁbhsefo? FeRfid f?é‘r%rr%ﬂans change,

112, and Simlarly, access point 124 has a
t r 4he ﬁe@mgdw gk e charded agRordinglli ch dat a

transm 3ebeniSdhith 20%as %ﬁFan‘éﬁu@% rfaﬁgr@ﬂ Mﬁ%tﬁnh%ﬁ:&ﬁ@’at@f
nore nobile ‘stations 114 and begin the

25r Jeamsmissions$an @@t&enbtmmwe@pimﬁbﬁr¢ra Oge & IMee mOblle stations 110,
112, and 114. Similarly, access point 124 has a transmission range 126 within

which data transmissions can be sent o and received from one or more mobile
stations 114 and 116. To begin the process of connecting with a mobile station,
an AP transmits, for example, a beacon signal on a prescribed channel. The

30 prescribed channel comprises a prescribed frequency or frequency band that can
be received by any mobile station within the transmission range when the mobile
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an AP transmts, for exanple, a beacon signal on a
prescribed channel. The 30 prescribed channe
conprises a prescribed frequency or frequency band

¢ e received by any nobile station [
%azh%m &% on range when the nobile -8 WO 20%&@%@%@ tris
PCT/ US2004/ 031715 station is appropriately tuned and

ready to receive the transm ssion. The beacon signal,
connDnIy referred to as the beacon, conprises, for

an acc nt, ti , eacon .
X SoR s Suproraly ubiabl ready 1B aove P enaaision. Thigpeacon
a  sighaf, tbmmion)i refdriedno ﬁﬁme(@eybn cTJtnqaraéfgerasemrumé an access-
information from
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us ﬂdfﬂcf"mugéiwﬁ&hﬁm(ﬂéw Mthd ad&s§-9?i%t ﬁm&@:aﬁi?ﬁomdu@ @merl he
on 1.n r Va I NdI, C e I e

b
Do Smadn fiah the sOUNGRF SUBLER.8 GOBY gt iap AH 5 TSR gmer to be used
e dyAghitbaizing fithdo s itive bﬁér@hb’ﬁ’d Tt i5aH6h améwai indicded4he

m cro econds, The SSI D is entif
ﬁ@‘&w?‘%ﬂ" W?etaTQ%%d ST%E'WGF et eg’ﬁﬁ?%g%aqt HEO%%'“P%d'mem

st me It on Ghiavel | 'b@@bé&iﬁmﬂ?ﬁﬁ?ﬁﬁudrb@cﬁfﬁ@é | The B8ID R A
BSS is_a basic service se i ncl udes a set of

st fgngyihaname asaienpddg the local pebvars sppHsing e mabile stations
10 Than8%%l Aps séry th@fn"oaﬁé 5taBony. eA BESB 5 8 HaBR d@ﬂ%@&&&ms

of the serwnlgg . The traffic indication nma

i nfitusiesiaciet of Eations qopieliad by# siRple coardingtion t " The BSSID
genea@mdstrmu@%s BARs MAESa@dr@QQ Mtﬁ@ d8¥virlg M. The traffic

i ndi cat.es how nma beacons wil | ear 15 before. the

e diGBpR R, BT PTG @lemRTt BrasPRGVINIR bRgeATFarass denerated

beeg APs] eérﬂamglasﬂmmmﬁﬁmaﬁhai@&@gw rﬁmy\/ﬁeac@ns Wil &dpear
control field_that ﬁrow des an indication of

1Spr Batprate next R, & REWM perigdindigalinddhe g ugtber pbegson jparvals

a bbRfdanGucteisfRIDMMsYA bitab coftdl 'ﬁ@l@l tﬁ&ﬂir@%&éé"ﬂn indication of
i nfornati on corres&)\;ndl ngqto traffic buffered for a

411

s p&rqadeast of mylticast fiames puTtered fidhe ARa@nd rdralfis-indication virtual

pr gn@hgtéoh@xrﬁ&% 1hfb$r*’naf?dn écfiﬁas@brﬁﬂ?né Rewr &R eferéd idriaadRcliie

transmtted Mis a beacon signal that contajns

a a@ﬂpwwmﬂhaﬁﬁs&haﬂ the APa PreRRrerbiodgier g jme thiebeacon
20Whisrahea8 trAffsifimeds TRY DTV fid &b@é’ccﬁf &t caMmdins a dellvery traffic

-mul, t| cast nedi a access contr.o servi ce dat

unffermalispinjessag ([T aBigr w*aﬁ@ au ﬁipc%@ﬁs Prkher eﬁfh@adcaﬂ and

be AfuMitast r@l@éila d¥B¥ssPdohfol (NMG)%nH&é ] uhh§ (MSBCYTollowed by
frame fjields containing information such as capability

i nPBY HelcARTramas, pdterkeacon sigazleaay alseiinchideaiinine beacon -
r kbR édn%ﬁiﬁ%@l’orh%@h 8cH i bafbilt) FRFaBs sepssHed

spread spectrum & sical |ayers (PHYs)
25 50 R1P$: cﬁﬁtdtnﬁlr@aa@we@t% feequgney tmnpm;s( )@bslrxe%sam

( Cefhd SR¥cthAfin (DSSS) physical layers (PHYs).

In addition to beacon signals, gratuitous probe responses (GPRs) may be
periodically received at a mobile station from an AP. The received GPR
includes, for example, an access-point timestamp, a gratuitous probe response

30 interval, and a basic service set identifier. Similar to the beacon signal, the GPR:
contains timing and synchronization information from the serving AP though

L
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periodically received at a nobile station froman AP.
The received GPR includes, for exanple, an

access-point timestanp, a gratuitous probe response 30
[.Af l...and a basic service set identifier
wg’?t%ﬁszo%%eacon signal, the GPR contains ti mﬁg’l”gl"a‘%”ls
synchroni zation informati on fromthe serving AP though
-g WD 2005/ 034536 PCT/US2004/031715 omts the
potentially Iengthy TIMand other information

contajined in the beacon Because GPR franes are

S Psiniatne pateTNOOURY L and PiRarBrATaGhom camaned n the beacon

r eGRIANG, %éﬁus@@@ﬁ franBs aie%%ﬁ@ﬁthhh%eh@cﬂﬂfr%eé rt%nsmnssxon and
net wor k, and an be sent nuch nore freque

t hdRCARLIgR @ﬁGg’ngﬁ@pgs leggens e logd Pribs eemwf@@l?ﬁaﬁ% be sent
S5 SR RS rdqRibRlly @en beadsh 4G, | GHdt@thud?BISs response frames,

responses, contain simlar information as probe,

5 eﬁ?ﬂ]@é@eﬁﬁﬁfﬁﬁ?d 1Q ASURRPlisPARIPLY ERsRPRIES; Rentgiaimiigriinfarmation

anchg ﬁré@é‘?é%?ﬁﬁé%rﬁés budh o Glok F&‘cﬂmﬁ thS §8farafsHasd
frame fro he nobile station contain

o ORI oA By RO S (Y STRLteado SO e tokle station

i nta@lﬁ%htam Fon-StafadrdWsfofmiion &fsindrits 66 aPHRISPRAREERL. S
thereby red uceﬂ%qpomer consunption 10 wthin the nobile

st aﬁimmﬁtmmthw menéfprcphed@sues&amw redieRs power consumption
10P Oty QM mb'moﬁr%vanonn *E'llh‘ﬁwa%bﬁbf ﬂ%e@@cmé%fst f?&ntp@ténhﬁilﬁﬁany

reduces | oad on the network I ncreases overal
capBebilestatipRs Gﬁﬁ'l!ﬁqt‘é'j torthe ABﬁe@lﬁ%@sr‘%‘é’ét et"@t‘ﬁ‘ém@“d Increases
Consyermidaphci)y generating and executing an enhanced
passive_scanni ng schedule that is based on timng 15

| nf or matlhe H‘qbé@ Stajieq can gduse Be §AWS] eANSLBPtign by generating and

Bsd padaflel iy
tabI e ﬁ\E(I;’T The ST has‘,e sgagﬁﬁgégfbgun%ﬂhhﬁls%g%g%??gﬁg qi
and is

15cormfea1a@tm| rRgeives rpre beaean signali nipke SPONRS, gRE &R

APSstorEQ'in ﬁ%ﬁf@ﬁrﬁmg falsid §FI' )t iThb &E TR LsikMirhing tdble entry
created or update béacon, probe responde, or

GPROITespRNdmgTtojthe §e@@ge°d° anchanyheigIEng AP Fiss sxampley a site
a Rinf afbfesé‘rﬁﬂfs@ cre&’é’d stlubdafedd®) 4/B&RRdprobe rre@d&'ﬁﬁ@' & GPR.

using EPS W th information recéi ved fromeither a

beddrB T bls cseatph forgampkhibya aagen ona peeks fpeRONsGacdle STT is
2051 QipRkfedafi eldimble! 4SIAY EPSSHINGRonRRRNYRLSVEY frBrr?e.fhe% Beacon

transmtter/recei ver within the nobile station
t he adaPRaphe pphile stalips secelveshgacehpigogle and @P£S Wfé selected

SerdnhRfel & Rith %ﬁﬁglocﬂhn%ﬁtle%éc%ﬂler Mtﬁi’ﬂstﬁé ﬁﬂbﬂé‘ station, hand then an

measurenents such as the received gna strengt

i ndiRt garbbe pelegtiregnyl CQW%P‘&%’QraSAPe ﬁﬁlf\’ti\gn%? based proa9lieried
r e%dn&ﬁﬁ%s&ﬁﬁﬁ@é‘sﬁénﬂ@ﬁk Suéfas %Récelvéﬁ‘ﬁgﬁéﬂs?reﬁ tﬁ‘lﬁhﬁcator
tabl e entries nmay be created
25 adB&§S!) and other AP information from the received beacon S|gnals and GPRs.
The site timing table entries may be created, updated and removed based
onh the received beacon signals and GPRs. The STT and the site timing table
entries may be created, updated and removed, for example, by a controller and a
memory located within the mobile station. Using site timing table entry
30 information in the STT, an enhanced passive scan scheduie may be generated.

The enhanced passive scan schedule may include a channel number, a local
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on the received beacon signals and GPRs. The STT and
the site timng table entries may be created, updated
and renoved, for exanple, by a controller and a

| gcated within the nobile station.
%ﬁa%ﬂ?’fsggl e entry 30 infornmation in the STT%ngﬁioBﬁosms
enhanced passive scan schedul e nay be generated. The
enhanced passive scan schedul e may i nclude a channe
nunber, a local -10 WO 2005/034536 PCT/ U52004/ 031715

scan st art time, and _a maxi mum channel scan tine for
ea&RASiad timeyang aradfimumgheniel sgan limg faf each sitejimingtable

de*eﬁfrglagggaﬁ%rﬁﬁﬁe B%ﬁﬂnm{éd%fdrde%aééu 61’6‘8ntﬁ§§|ﬁilﬁé uﬁdated

he scan start tine, power node suc

2 ST Respd Onfbriacas Start Hmgwa Bewer Mage éwhs@s # active mode or a

detse-BbRecmbas Hral;}%e'ﬂa%rhmeﬁtfai in@'mobirR dﬁtmnmmmé pBwer
consunptlon | e station may enter into

5 owwmttonoa@ TOpR? StEENMTE EHeF oS IeRBPWEr PP he
r e%ﬁﬁf&ieﬂﬂurﬁ@ réRhihg 896\“8%(%%@& ahitisdie® be80R signal or GPR.

Conput er programc for enhanced passive scanni ng
may r esCG@lPWelf Rragram gode far gshancesinssive SQ@%’F%WJ?%‘#? within

S “%h éb?@%rﬂ@ﬁ%r (5B hﬁedﬁﬁﬁéﬂ&ﬂ‘as%&@-%ﬁt VITREROY), aaéldom

i nt e nmenor ext ernal nenor fl ash nenDry
serﬂp@%ﬁﬁdnem@w, inigroalmemerhexemah@emery, dash BeMasnor v,

10¢0 %@ﬁﬁonﬂh&ﬁ?memoﬁ trgnetiy fleanl bbt?caﬂht%ﬁﬁ)ry,%cﬁﬁié@f dscs, d|g|tal

storage device combi nati ons t hereof. A program
f oveesatigriens. paamens sisagaiievicesapd sembingtiens fBPVQ%aﬁ@aOQfam

| Nty éhh‘éﬁ%ﬁ‘ﬁﬁrsgié SRBhfin Hﬁg'ﬂé’ﬁédveﬂ R WadedRb i&omputer usable

station ram ma e code to scan at | east
onenes:luan r\f‘éﬂhlrf@m iipsigion Eheyprapram msydngludgendedo sgan gt least

etcﬁaﬁﬁeﬁ FERRBA %E;néﬁ pﬁib@%&p%r%@dotq’ BPR; ?@re%bﬁ@ltb%acon

ate an entry bas on the beacon

155| @mak; arp#@BBS;t@sarﬁmg a8d upgirie @prRYtry ihag §H'é'rw5@d &R the beacon
t | rre % gﬁ%%%’bééﬁor&@@rhnd%#’ﬁéi% genérﬁteszﬁ{ eﬂla‘}fééa paksid scan

tries in the u
detséheﬁuﬁ% ta spmegampar tinghased oRwpiries lrstf@t unsiatqsia%b‘a 1®n

t h%ﬁfe&ﬁﬂ*besé P{)Jvelt B8 (R mbﬁlesﬁhﬁ’&\t haedHHARE ScRAPBE time; and

ustrates an enhanced passive scanni ng
syde eeletioan acoges epieks | ocal area network, in

sgAccor dapgg %ﬂ]ﬂé’mﬁé‘é’&ﬁ‘@ﬁha@ﬁ@ ghﬁ?\ﬂi sééfnnﬁﬁesyﬁfeﬁ?f%ﬁ“a wireless

i nventi on. anced passi ve canni ng Stem
i ndbealleraneatwerki in apcardanee witp angihar farnb@@wgtsofﬂbe Rfesgop

Lg?ﬁm\i)e{ﬁﬁésfn bﬁgﬁé’r}b’é@?aag}r% ﬁc%g@ssvéiern? 906 Tncl’t‘dd%@ 'aerﬁ§b|ie station 210
perandreal aagess peint 22kthat may be soqrEpigd thP“h%’er%P YHereiessy
cel ks PR2Bfe sfio 24 subth B8 LS50l APRIBLGA HighRI assistant
25 (PDA), a mobile phone, a cellular phone, or other wireless communication
device, can communicate with éccess point 220 to exchange digital information
such as data packets, voice-over-IP, network management frames and control
messages. The radio transmitter/receiver within the mobile station contains a
scanner for scanning one or more channels for beacon signails and GPRs.
30 Mobile station 210 may be fitted with a wireless network interface card (NIC) or

have a built-in radio transmitter/receiver to scan and receive a beacon signal or a

-11-



devi ce, can conmunicate with access point 220 to
exchange digital information such as data packets,

voi ce-over-1 P, network managenent franes and contr ol
Wﬁﬁﬁ g1he radio transmtter/receiver wt Qb?mg%ﬁa;mnns
Nob T2 &tation contains a scanner for scanni ng one

nore channels for beacon signals and GPRs. 30 Mbile
station 210 nay be fitted with a wirel ess network
interface card (NIC) or have a built-in radio

tr tter/recei, ve t ¢can and recei ve_a beacon

o1 BB i HobSS Gom Hap, Beip G168 81 Piwp sabdive hasiesand
GPBoﬁwa)@t@@fmez aRPiiatd a Rite WRiNd BbRiaH deHerai d?ﬁémhanced
suitahl e hardgaﬂtje]aa software. to create an pdate a

si PASYIYePGRY S°848 S§idne sean sfgrtdimes ierihe é%pepﬁ% gf kaacon

sc @i@n&ﬁ%@@m@ﬁﬁ sél@bﬂdn’%c%@ﬂorﬁi whén fofthah ®he WREis within
receEtl on, of beacon gna s and RS to sel ect an

5 ac HaRIMissioR rangse ANGHN %"'T WaRe ghowspmoge fprthe wirsless

t I aomunfdation deviee, and to deternmine a power node for
the wirgless comunication device. FIG 3 shows a

pl ot of FiGe 3HRWS iRl of beacPyignals and gratitoys prebajsprenses

t r @BRsTHiteE froht VB 400BsASEIRESinRREHdancd WitR66& éﬁ’\%ﬁ&ﬁéﬁt bﬂhe
one enbodi mnent of the  present invention at )

ex BIRSERY Pventien st 8PQn Ehis %emﬁlamwdlmnﬁwwm mwm includes

1opeEe@@bu§ b%%@lﬁﬂa&i%%ﬁ%ﬁ@G4§&3ﬁth%a%6§ﬂ1té\‘vﬁfbf

15

20

25

30

eacon i nterval of about 100 mlliseconds, is

r eée?wﬁé@()fm'@ﬁe@r\dﬁf'§1re°@@@élsfgor@alﬂrﬁt acggsstpainih Afetgbrbeacon
Si aiyAhIE a76 fidrieans Be traAshftel ra@mﬁdt Si&agh btea&rﬁﬁ@n&ﬁ

each beacon interval, individual beacon signals %
be NYBIGHAE Reananalgnaisynay be dglayad 9@?%9@# agiagpmissionsi high-
?/Obﬁ@ntg? %éiéébéclﬂits gPddta packe, 2 tréhsmxw‘rbisasvoﬁg fraedhat

frame that 15 extends past a tar

| T BRERS BR% 2 tatartbpanan AANSEHSSBHERe (VD of herieic on the
Megediim. ThRe B@%ﬁﬂntb%%%é&rﬁadﬁé%’fo? @Q&iﬁplef BEtwB&RBRS Bming unit

bet ween one timng unit 24 m croseconds t

oveU)gH, meseﬁ@n%@@m% O%TUfSeAS déﬁcgﬁﬂdteaﬂlﬁfa%@fﬂpﬂ

| Nb8&AGRA infebvall RAGRA i
of PEACH inteal RURCERMIS in o RoufielreoR bBOARS P R Entially

DTlatee ?Iéﬁ@&themawn Elf\@ﬁ%ﬂrﬁﬂl\ﬂ s odn iigyerampledegremsignals
DTiith bmﬂﬁan?ésearﬁ %Bﬁé&iﬁéﬁ%\%\‘ﬁlﬁeé BE£Bn SRR sﬁérglﬂﬁi l§eacon

such t h beacon I%na s 342a and 342d confain DIl M

fr ﬁ'ﬁ’ﬂ%s 3I43a§86§|4@%ﬁ€ alg RHMsB3rer ot ocol s, a nobi | e
stat i onprER¥odiBAE ﬁltHP&(SiJHS prdt@éﬂl’@ H mBB’i!ﬁiaﬁB?ﬁﬁﬁﬁséiﬂ &probe

which in turn sends back response,

r eERAESB 1Q17E AcEaFFOPARL, wh@hérb rlas ﬁ@mﬂa hagkaymebe msporad, e
betaue@st dritfreBdtiskhereby enabling synchronization between the mobile

station and the access point as well as the broadcasting of multicast and unicast
messages. Inthe case where many mobile stations, such as fifty mobile
stations, are being served by a single access point, a large number of probe
requests may be generated, which may slow down the network and generate an
unnecessary drain of power within the mobile stations. To help conserve battery
power and network resources, gratuitous probe responses can be interjected
between beacon signals to provide the mobile stations with needed information in
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25 station and the access point as well as the
broadcasting of nulticast and unicast nessages. In

the case where nmany nobil e stations, such as fifty
%@0{)5%34%%3“ ons, are being served by a si ngkél‘/ﬁﬁﬁﬁ&%ms
poi'nt, a large nunber of probe requests may be
generated, which may sl ow down the network and

generate an wunnecessary drain of power within the
nobil e stations. To help conserve battery 30 power and

networ k resoyr.ces rat ui tous e.res ses can be
" eaRyEeBadu e aasepaiRb RSy GGl Wikl stason ey be
o polveredt u infoén Aétive niede @bdd\feﬂi B&4doRsidrial oréé%t a target
20 5/034536 PCT/ US2004/ 031715 nor e schedul abl
ma RARFOTSHAISYSRIeN URg of ﬁ&?’G?'oQE%ﬁU"ﬂ%PrPBe §esa°n§wrﬁa§m's@°n

po\rvﬁfeed up into an active node to receive a beacon
si gna beacon transm_ssion ti

o1 907t R sees pLAralIBNATRe RSP RS AAaY BR diieeied Bpodcally
ti petween/heatdn Signalk ofiiradiv rnhﬁsm.s%ﬁ 390! FoPeRRSe 34 &PIRY

be |n ect erlodlcall t ween beacon S|gnals on
' raHPB ﬁg’bhﬂé%ﬁ"c‘m'“gﬁ? feﬁ%fntﬁp illigecepfis.| s :

10

15

20

25

30

t r ansnm $é@mMghars aed ﬁ@ghbdﬁﬁgAPsQN 8hY nétwork 86mbifAtion may be set
mlli secog% Ser vi n APs and nei ghbori ng APs in any

nefRANd & Gibl ¥ teraet M@l%@%sw@ g@fvell agprbegcop signal ata

t awgét t@aﬁ’oﬁ frafsiisidh Gmel ITHE tRRsMBslonasd afly RRMAARI beacon
10 ta?/get beacon, transm ssion time. The

|
¢ S0k &'a GrAgray plaed pesaaionglyalas examgleaby Hie tangpission
mi)bf hgh-@ﬁbﬁ&@i&t@@ﬁﬁéﬁ&kéﬁé, whiPBUISER B tDeabdh §iRals and GPRs

transm SSI.O rlorlty d_ata or vol ce packe S,
i srﬁnﬂnﬁgg&E@ﬁtto PUp tajughsisralprionings. FpLaekinle, sadio

cl @ﬁﬁsrhi@s’bh @46 okt &helgRbaifig AP RRRIALS BbAGHH éugfﬁa?s 3484, 348b and
@fqgﬁj radi o transm ssion 346_from a nei ghbori ng AP
in

Wb peaconsigna) 348 cantaiping B HIV: ffame avitbaridnigeted GPRs,

bemefbaslrﬂdﬂ@'traaéﬁﬁssibﬁmlfWQ sérviab! A® fncRres %&&Hwélgnals 342
ereas radi o transm ssion 340 froma

6 W WGt B S B SnSISHGN GG 1oeRiPD R beason signals

l Nhed Wﬁsﬁﬁa@%s%ﬁsheﬁhﬁ et b BealctRRG E@\ﬁ@:%dn@ﬁmption
of beacon sngnal s, and GPRs may be established to

ef ARLAD NPOXCReRA NS CaRAHBwer consunption and an

| Mpr oV eFeN | showB LAY dagraRei dnvenhdfcdd ;Sassﬂ,e%&%\ﬁn (EPS)
flow di agr am of an enhanced passive scanning (E

e TEWCFIGE & Wirgiess lesekarea dgwaiiodn ageardaige witthone em odiment of

ac g slagsi invishtiorP BE400TTEIE ARfHodf00 ihdlsdda RFiBUS steps to initiate
i nventi on at 400. EPS nethod 400 i ncl udes vari ous

st 8pd oPYaleR Pirgiess cammuB|saHQL Retwolk YsigG:GERS.
ComMuNi EidreBd PRSI 4canhing Indehbie 400 may be initiated by first

performing an active scan or a passive scan, as seen at block 405. An active
scan includes the mobile station generating probe request frames and
processing probe response frames sent from an access point or another mobile
station. Passive scanning includes the mobile station listening to a channel for
up to a maximum duration defined by a channel time parameter, then scanning
on each designated channel for traffic such as a beacon signal or a GPR. The
access point is programmed to generate and send a GPR from an access point.
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Enhanced passi ve scanni ng net hod 400 nay be initiated
by first 25 perform ng an active scan or a passive

scan, as seen at block 405. An active scan includes
W?ﬁoﬁ%%h%s? station generating probe request H:%Eftmﬁd}?ns
processing probe response franmes sent from an access

poi nt or another nobile station. Passive scanning

i ncludes the nobile station listening to a channel for
up to a maxi mum duration defined by a channel time

r then scannin on each des te hannel|

D A tt 400 G RSy A BBt drPoLp B Gracon Siohabrr SRRLS recaved.
aCCRh%Sbea&bmbighéi mmﬁsamﬁamﬂeg@ﬂ@mbs- ﬁﬂ'tlﬁﬁ@l&n@) @Bacon
from an access paqint. 3 WO 2005/.0 36

pcmtﬁﬁzb@zha@mwce %&tt“&‘m'f'% @u‘r@ﬁ“’d‘ﬂ ﬁ%@g.w sEHGPR
at jhdhasfds, m@x&ﬂgréoan §b®@§Jpomt tuﬁeaam‘p, b TR Rshval, Eﬁuaa basic

beacon SI% i ncl udes, ng an access- 81—9
5t i PESHCESS '%"B@@co% aqoﬁ?%?‘?)’étl magé aelpeted baged en tgreceived

. | dejakibdn Signald of GRHS! ah kinfork BPbGR x@inpI@Rhe APSs QEBcted based
i ncl udes, for exanpl e, an access-point tinestanp,

GPR; the glgpal quaﬁw&réh%ﬂﬁﬂﬂ sieagih ¢f r§‘é?“"?‘b|1§‘f‘1‘ﬁ“i"?%?”3 Af{hen

ac QﬁéﬁPﬁQbé!bct@B}‘thB %e@@ie@@ﬁfﬁedéﬁ%%dh@ Qth@ A GEHI \bRbther AP is
beacon signals or GPRs. In a nore specific exanple

t héelrptads 1o tagasept @aéédwc@ﬁw%wgh aﬁ%Pr ) F‘Pi}’"%?tat*?i'@s one

105| Qﬁﬂ‘{e lﬁbﬁlwaﬂ‘br@;fcah% dsRIMENERIChd tha BEAS It BBacon ¥igihls and
AP is selected, the selected AP becones the
ser@P'?Fg AP until another AP is selected. In the case

of an ag é’t@‘ilrrﬂﬁd %ld‘m&* bé cﬁééﬂad%asﬁa 'of th® Bééo%n%ﬁg’ﬁdléJ&SGPF{s
one 10 of the stations can be established

t h@nd oifRsaceessRRitdMornafionIrecelyqd dutipadhe actyeas Pﬁ‘ﬁﬂ‘i’ fhgcan, as

t alyeln &wo&wm efhESitdRARG tale tsh-,eeéas@mﬂ asleaa%ﬁe e timing
GPRs and ot her, access pol, nt infornmati on recei ved

154 utable entiy H’C‘me\/@(a@?m?) 249 tipingdtablg infganationds, appensted i a station
41QpanH@mdhnt Ribld (?MTQ th@&Mfudes e%fr? AeRAgsnbht Wéldsl @@éelectlon

one site tim ng l'e entry. In on€ exanple, sit
ti riielsls. @%ﬁ'@tqsdlﬁf@ﬁﬁﬁiqnen i s appended to a station

nmanagengné titi) RoleIMbimititatis bhalndd ey temhé Yhe MBBIRESEIYN to an

fields, AP selection fields, and status_ information.
Si tasCRSSRONY chapnel. Terpingheskon sig@AiafadRpgolieatintg

20t hramBRidsPnThedd Pmbfts dfthedee diti Bd SlaARg ﬁboess point
recei ving a beacon signal or a GPR, collectin

t r Anermatindn thessitetinaing ible. ofrapsraisaien &%asmﬂm&rﬁs ai@gmade, for

St ‘Hxhﬁﬂ!eaBF R8IvEAisihal dhghTBdtintdted RoisB %oﬁ:‘eF ﬁalhéénqﬂﬂhty-of
Transm ssi on nmeasurements are nade,

o aﬁ@ﬁi@ mgpsyremENiseHamp AT raias: enethar A p——
POV avaliatity. qual i ty-of -

25 ~ With information from the site timing table, an enhanced passive scan
schedule may be generated, as seen at block 415, The enhanced passive scan
schedule includes, for example, a channel humber, a local scan start time, and a
maximum channel scan time for each site timing table entry in the site timing
table.
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servi ce neasurenents, frame error rates, or other
determ ners of channel quality and availability. 25
Wth information fromthe site timng table, an

SR assive scan schedule may be gener
seenﬁi(tsg% ock 415. The enhanced passive scan%f%ﬁmgﬁ?séns

i ncl udes, for exanple, a channel nunber, a |ocal scan
start tinme, and a nmaxi nrum channel scan tinme for each
site timng table entry in the site timng table. -14

WO 2005/ 034 36 PCT/ US2004/ 031715 ~enhanced passiye._ .
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transm ssion chanpe

5 oM, BLRESHPIS GHARREISS Scacbad lor 1eagh: SneLprRRH agseen
Th QJIddkal"!SmTthfa/néﬁ?ﬂlﬁrNﬁfel\ﬁeﬂ1ntth@ nobié Ritish & fuABd tan access
tuned to an access point cha neI éé)% ei ve a beacon

si RNt channgl toRCENR @rbeamen S‘E'f' I'é“é"et Ger is
POviRIneshitAYsbeivier IEpdviered umﬁtmde b QlUEH e towaltslup\andwERn up

the radjo before the transmtter/rec iver receives the

bedb® Fﬁdéq bpfare e tgppmitier/iegevperecaives iheheacensigapl GPR at

1d | Re ta\‘ﬁmrahemugsrowtm t YvRBA tmmmﬁeme&mds mea Rethe
sel ect ed channel beacon si

or

r ecelepied chipasl. %bﬁé%b-ﬂgn% Po# PoF'a@bﬁ "P%e'\’%% eWU%'&I a beacon

t h%:gh%](br GPFU]Q flceliRY, A8 neriEdHaRAeI ﬂé&ﬁb@@c’ﬁiﬂ@ds ﬁ'ﬁé Bbaca signal
e recejve rom an access point

‘and’c" F\'lﬁ* ﬁﬁ%ﬂﬂé be feaeived fiom amaccegs peiat %%'MP‘R’ m‘i@'%&%‘@& fnan

on ddwchegorked beacon signal or GPR a di fferent

access EOI nt may be selected, as seen at, bl ock 430.

15The nob ﬁﬁe%%fheorﬁcwge% BeavoR siswat & GIRE. a difiegant @goess point
ACGRPH S8 ed Ad KIohalt biek ¥30.2TRE ARLIG bRtioR & &MhE&Bd to the

may occur after creating or up datlng the site tlmE@%9

t alfielectegiacgesypoiak %E?ﬁ'ﬂ%kb’?'ﬂ’ai“é’eﬁ%}’?fﬂ S%Rtioﬁgj"fiwc“ r

-For 4RGP BpdAatHR thE sEtiRfgitan rmxat@ma Rat ts during th
crl et P?rg of ttmt?e EFS>S tloﬁ? e | ow for egEI%@A%e pomhsavlérmg ©

tRralorcaantie. dhe ABissipcie) @61/ 8ECUNNPPR cPRMIStRAOf Big EPS to
2d eCa‘nbwear ddchAM M%aéipéhuﬁl &anbe of béuh@ séiBEiede ntries

t he S|tet|mn dated, as seen

ot bl ocIVRBlonERYen eSi i the beaon v SH9Y) Of the) @PRsrtties

as \@thifheahs 1|ﬁﬁh§1iab¥é By b Updatad, #3C¥len it BldcRA35. Entries in the

ti mest anp,
site timing table such as an access-point timestamp, a local station timestamp, a
beacon interval or a GPR interval, are updated according to information received

25  from the beacon signal or the GPR. The local station timestamp comprises local

station timing information, which may include the time when the first byte of the
beacon signal or the GPR frame was received. In some cases, eniries within the
site timing table will be added when the mobile station comes within the range of
another access point. In other cases, site timing table entries will be removed

30 when the mobile station goes out of range of an access point.
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beacon interval or a GPR interval, are updated
according to information received 25 fromthe beacon
signal or the GPR The local station tinestanp
hiskse! ocal  station timng information, phpielellBY7s

i ncl ude tge time when the first byte of the eacon
signal or the GPR franme was received. In sone cases,
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2005/ 034536 PCT/ US2004/ 03171 The, EP hedul e |
o ABPaeL 85 YTHE {07 5aa 8ie DG IRtIF AEYY Ih4n St6 HEniag teBle, as seen

ti rt block a80.€Theé Rehlstan gt tihacatbe caloliated, for bRaAplesRaR the
start tine, .and scan
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o1 Bbossrai PESIENE ¢ (omrstaia 1Qrestraa e he hiseon G GPR
Se[ﬁﬂeﬁvat TfjHeQ?kxiﬂaﬂlm ch'E{ﬁnﬂeH s.fa;ﬁﬁltirr?Qﬁay 5é aéﬂdiﬁéramlwf?nem
ca ul at ed, or exa e, rom e . C SS-pol N .
¢ P eBaHana e pE e A RS EPE i Pormeingider to
Or aGRfRmbATE] foRExariple, ABarstaml GRBY BisAnrRE éfart bXTRsSY akRunt
e

set _differentl or eagh .ch and, m
Gy 95 et T Bty boeprignab ot GER

47

[, be .

E@SF%S%%B? FRegivies over a

1001 ¢@lenichaniggicommodat e, for exanple, a constantly busy
channel _or an exqessi%e anount itter int

. of ] he . .
actual B entyRS,|n 1he upgited P%E’H&"@?‘Hﬁ' q SGRD $iat Hm@ds set,
ov %\étségrl at be!ME; hﬁﬂfﬁiﬁn ShasHfle Aty éétt,el’&r bxarhie, batsed on the
u ed site tinmn a .. a scgan sta inme i s se
i phBnebRizas sharreLniEmatan sueh thitihe eyt dwdiaied
f ohegda§iGRal ob BFFraENiSEon GRhaVcBived! AnAkasuALSban time for
channel i nformati on such that the next anti ci ed

180 0 285 CRaNRRLPOIRY SEPReH MR dRIPBTNELpAtsE Grebfieed thaupdated

mesiieHmirgaplel | e for 15 each channel being scanned
may be g]_eterrri ned based on entrjes in the updated

STt APRYeT IR M R iGRRbREs! GBehe Gea RigHdene, as seen

bageBloain 450 e uFicRht tirhe BRistsdfiod 8Efie ndkt MtRipjatetibacon
When suffjcient tine exists prigr to the n

! h ext .
antSIPLRt @R ranemission; g anokiie stgign mayReplacedinto § fpu-power
20ND piddR 16 nthihiZs PEWerkBnBlragiRm. IFoF @xadmble\\a RANEBLISH IsTRER: for a

to mninize power consunption. For exanple, a
cal'®® %'Peﬁe'gglnmd@“%ﬁar et bepgen E@?ﬁ"@iﬁsqg%ﬁﬁ'ﬁrﬂrﬁda@ﬁ{i I

a lgpdiitdus RO reshbRsFARRisYibr tiri®ischadiied.9%he mobile station
grat ui t ous probe res&onse transm ssion tine is

sc RAYAMRYS a leWapaysasimedeshages 9R theeglcdaiion angd 9ther iatwer
N0 @endidéraflor such &isGabdivdr aldrptuptitile, Pré&dssbi Wke-up time, or

25 baseband circuitry warm-up time.
When time aliows, the low-power mode is entered, as seen at block 455.
For example, a low-power timer is set based on the scan start time and wake-up
time required to receive beacon signals and GPRs. When the low-power timer
expires, the mobile station exits the low-power made. Whether or not the mobile
30 station enters the low-power mode, enhanced passive scanning is continued as
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consi derations such as receiver warmup tine,
processor wake-up tinme, or 25 baseband circuitry
warmup tinme. Wien tine allows, the | ow power node is

/Y RbHflassgS seen at block 455.  For exanpl e, P@TIUS2004/031715
| ow power timer is set based on the scan start tine

and wake-up tine required to receive beacon signals
and GPRs. Wen the | ow power tiner expires, the
nobil e station exits the | ow power node. Whet her or

enisirh a0k Ao AR i herRRefEs Wi ks SERIE GortitBa from the

200sieQindagtabRCT/ US2004/ 031715 seen back at bl ock 420

i n accor Wi EPS schedul.e generated fro
L 60T HGE a4 bloriagary ST e RRSSH st algyStem
e nhiang dreloas mculea@a PO, i ne&c&mndeomnraom érabedismehbDofahe

£ ireRh IRt S Hmant ssilr caBG Sren S0 iR o
SySrheﬂile':ﬂéhdan:llOu desbile stamabldw nﬁillaies@bcﬁﬁxﬁllerlm he

t | 550
* ¢ crgapoedies B98ra BaF ST TSIFd artnhadsea ansts4b, a memory
antssm aﬁd Efsé’aofalmbrE $58. Ranningeomputabprogiarm cade etorgtf in memory

t | corgggle P%%ﬂi lpsgqt 4 o&rP%u%gerrgBr rr?yﬁogeece?vteobreacoﬁ glgnals and

10 I aRBRE.L A@témﬁmeg tétb[e &iv? i @ site apiingiableattored s iaicry 856Imay

10 GPRs Sit { ahl e entr ite tim
¢ atfURlaesRser Gnp rbeia Heagon Hinaip aR RSy A g ime
t hemayeb@ s¥tethdatéedn S.Isgﬂﬁhfméif ssfF?ase@ athe sehaktart ime,

(0]

may

oG S o S S Ao B o e iRty ad P RNe"

a Poves whvssuiicienetithels dvailabl@bbiors Re¥Ring thedext\Waaston signal or

Ufé%ﬁl ent tinme is avail able before receiving the next
signal or 15 GPR FIG 6 shows a bl ock diagram

of an erﬂmgwbm Block dRgr ohgh eisirest phesivasadnhitigasstem
i n accordan anot her

| ocal are e wt

entlBtR HIRESB fooph e ek RGeS Mt SRS SEshesioe of the
pasgreyent KRRANGIS 8005 tR1RaAEKY pmlve@eanrang uyﬂ@mqm mcludes a
conmmuni cati on devjce, or nobile stati

st afFIFFSRTBHNIERHaN ARYIce oF Mpbyle PBE%EE% %tﬁe S*é‘ 'WﬁN’

20 NtiaguadLs hedtprobdssorE50, aniLam |nt8g}atemcuramb6m,raandlam
692, Host Béé)cﬁéegggr 650 may be a discrete or an

nb%??dlewlﬂ : "for controlling the execution of
functi opMostbioBessorBB0 hfayIiead distrefbldl. anl embaRice oo for

controlling the execution of functions within mobile station 610. In one example

of a function, host processor 650 drives WLAN integrated circuit 670 according to
25  computer program code for enhanced passive scanning stored in a memory 656.
A portion of this code, the WLAN [C driver 660, drives WLAN integrated circuit
670 accordingly for executing a beacon signal and GPR processing function 662
and for performing other functions such as an enhanced passive scanning
function 664. Beacon signals and GPRs that are received by mobile station 610
30 may be processed by beacon signal and GPR processing function 662, with the
processed results stored in a siie timing table or a database within memory 656.
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of a function, host processor 650 drives W.AN
integrated circuit 670 according to 25 conputer
program code for enhanced passive scanning stored in a

WRIR6e3eRE. A portion of this code, the V\V—AEJC’T)%szoomsms
driver 660, drives WLAN integrated circuit

accordingly for executing a beacon signal and GPR
processing function 662 and for perform ng other
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val ué cor spon ng to a transm
10t i fnesmayba lgeajed lwnteraaismﬁ;lstgr.dntemahmenﬁmy emmnqﬂmemory,

Ep%r%ﬁ%?sﬁﬁéﬂéwkmy%p@?lﬁ@' programmed with a rate at

whi ch nmeasurenents © serving and/or nei ghboring
APs ar eHpglprpeessor 63tintesfacepwitn W LA itggraied circuit 670 using a

m 4 'b‘iﬁ?éﬁ%ﬂé slal Q?nt&:?acte' &%ﬁqé@ﬁltﬁﬁe 2 c@%ubﬁ a@rﬂlmﬁ, 3 serial

i nternd %{ I nter na externna
or ijeriage, an &aa&;n‘rﬁﬁm ¥ Ragaliet nntmtacemrta MEooesEapPEd0

18] NREHALE Solrtig W AhbRRAIPAISET Toui t 670 using a

éneri c “Interface or ot her suitable
| nt er f a mm%@iewsazuﬂaﬁwe plichl as ihatTNE AW £22G0r REZBR 1230

i mir‘ﬁé@%&%’ cn%uﬁ’ﬁ{a?\b#a%‘urécf‘B)Eﬁ'é)?a‘?sqnstﬂfméntgqﬂgr?ﬁc%@&% 15
interface, according t rotocoéls
i nesthedded ceitral pracessing URLIGP B A2 thatiadrvsZaNctions being
TN
I ng}%@%%&mﬁﬁ@ﬂe{s@ﬁﬁd Pfoggéﬁuls%mﬂn":%e?%gMgergré%;épgﬁéﬂf‘een WLAN
20pr @ﬂ%ﬁtﬂﬁgﬂr@hﬂ 670 @F!’d))wﬁmoqehamr 650n tFrop lezampleg & iframee process

PSSR ARl B3RS ROSSF ) A oo
ci MMamaery$70. dMeinony 676 maydms@ci 6 bofferiheacen aigphle probe
NS R RS e S e M N
Nemfamasma fiony WRANIKCdivien 660 fof execbie an @ﬁ%lproqesaben EPS
25 schedule process module 680 stores timing synchronization function (TSF) timer
information from a serving AP into a local TSF timer 682. A power management
process module 684 determines when to enter a low-power mode by setting a
low-power timer 686, entering the low-power mode, and waking up when low-
power timer 686 expires. Radio control module 688 receives a channel number
30 and tunes radio 692 according to a local scan start time up to a maximum
channel scan time. A channel scan timer 690 may be set by radio control
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53" beacoheSnaenngh s belfheby ot pERER: b WAL AR g fover

i s 66@ciniceodinatiad iwith &AM dltegratial oirc6iB 870 eny radd:ds 692. Inone
Q. tr
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amfm'nwam réSidimgavithiro®A4BN ibteBretsd vieculaROn i The firdware tunes radio

oo KE EelBHeRERen B Mt o RRARPY hy axpplp letoh patly T figmware

10an groguaine ch&hel bearotimer 680anith the nbddémoimi tined tossbal while on the

P PRek(Ba 2Rl R sod ol s et PR T gyt

Th e arbeacontsigres isrectived, GieXirtmvare seh@chedon hanahiormation

| b SRR L B el R el e

t i thee lisbissscannedinl tampand he APSie seleted ionaavdiableRadbss ﬁcﬂﬂts

| b t
o LT b 3R Bl b e DS Lo
f r aagh cmfrmlemmtumrovetthe pémard'mnue of mecbabﬁee géan/ €T he arount of

ds, AP te t Each c anne] in
[ PERATR) Sariehe okl (i Biing ineaing Taaatiop rom the
f r 68F&wrmrlre¢ﬂ:mdamdﬂ$13 bpatart signdl 5roiihéacﬂ|f AN @hd @&local TSF time

F PP e n R By ol roF B Beah Rl Seien Sto.

20 pa§'lae celcalation maeonasidernjitieoih the baaduel s@m or GP'HE Tl%yselwaence
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C b L T Y i i 3Bt Hb ok
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SRR A Rl sl g i A b 2 c5hepe e
SI iitiatesoan EPB. Tﬁbeins@qu&cﬂ&ﬁe |6 statioR YimeBRindl val®d to calculate
t amte l{ngﬁﬁgf f me?crt Ell ;\)/e?ssfq\'/%as%aﬁ ?o n%cglvle%t I:?eefcgr? s%lnglleor éPR fr%m the

first AP in the site timing table. The driver commands the firmware to perform a

passive scan. The driver receives beacon signals and GPRs from APs within

range. The driver proceeds in this manner until all AP site timing table entries
have been scanned. As the beacon signals or GPRs are received, the timing
information is updated in the site timing table,

-19 -



i ncl udes the channel nunber, BSSID, access-point
timestanp (TSF tinmer from the AP), and | ocal station
ti mestanp. At the neighboring AP scan rate, the driver

WM LS an EPS. The driver reads the | ocal é*f%&ioﬁ’ 31715
S?h Ftirre or

timestanp value to calculate 25 the length o

a passive scan to receive a beacon signal or GPR from
the first APin the site tinmng table. The driver
conmands the firmvare to performa passive scan. The
driver hes Lve eacon .signals and, GPRs fro

W thin ARGRELSThARGSTRTA G PAPRR eRenG, ey STt Ryt the
u nibshccgi él%ﬁ?os GPR lsinghng .ésa}al &h BPS fsbﬁ$ cofiMéAdPTRe value of
scapne acon signals or are received
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C hagme! finmwake r Th&&ﬁleﬂeceﬂ@@%b@é&oﬁt&% nal&sGRAD Trafiver
| ocal station tinesta he _nei gh orlng AP 10 scan

r aPEOCepHRinghis raanner Pﬂw@ﬂ!@gcaw nainds inrie site tigning takishave been
r e@ésnridde Asaslcond Q’Qﬁélé‘ﬁpGPﬁéC&ré?é&R%dP@ubﬁﬁmF&g ﬁ%ﬁ\%‘ﬁ'@n in the

to determ ne when to send an EPS scan comman

15¢ ; shelimning tghe igHpdaled.r ecei ves the beacon si gnal or

20

25

30

GPR. Theo geifoied an BARGRE pabdivd §tba$1 fmmr%r Hi&bfdm@tbs scan
access points in the site timng table have been

sc& nergb8y YbhsPSisgaR ﬁ?”&lmm ea(p@eq, dreetliuey craagts and

t i %bm amEPBfHéHn%hd 19 tﬁ@ﬁrmv&a‘res it 8n bkémﬂarytabé %oﬂn?nand the
ated To er orm an enhanced passi ve scan,

dr T §neYy Higrunees of AR To 68y {he g schrhle Wﬁ@he mpper of

20SCAPsTH 8E4dn, tthéra{arfﬁéﬁn@marro?w iblaeanlithy AP $chh %Eaﬁﬁmﬁam local
sends an EPS conmand to the firmware. In an exenp 'y
ora

EPSSEJiImRIAIts. a1 the m%lﬂ‘u@ SRaR timgdo fisiap iar ‘%}?eaﬂpﬁ slgaa
SCEPR.t Iee Biffer DFdtestHeeE D boﬁnl’r%nﬂ mﬁbn%?ﬁgl ér di@xpected

scan, the channel nunber of AP to scan he AP scan

st RPECan $igna AT GERecertion timerder neiphRONNg AP he maxi mum
scan ti pgr dehldcsé R pditwitirPRAGE Bf MoBNPstafén 10, the firmware

computes the amount of time remaining before an AP scan start time. [f enough
time exists to enter a low-power mode, the firmware programs low-power timer
686. The firmware enters the low-power mode until low-power timer 686 expires,
then exits the low-power mode. The firmware tunes radio 692 to a selected
channel, programs AP channel scan timer 690, and listens for beacon signals or
GPRs until channel scan timer 690 expires or a beacon signal or GPR is
received. While the EPS is in progress, the firmware buffers the received beacon
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GPR. The driver orders the EPS command in
chronol ogi cal order of expected beacon signal or GPR
reception times for neighboring APs. For each access
in range of nobile station 610, thg Mﬁ}

ggiig%s%s{sgs t he anmobunt of tinme remaining beforﬁmgn s
scan start tine. If enough tinme exists to enter a
| ow- power node, the firmnare prograns | ow power timer
686 The flrm/vare enters t he | ow power node until

OW~ 686 e es then exits . the | ow

o et BPRTames, el By Saie anamsolaed TR néssage to the
c hamai mdlpam@"tna&ca&Ps@bﬁrmé ﬁ\ﬁéfhllAF’@ére@:ﬁnnétl‘Qhe driver
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r eqeie\teier #h hpdétb@ tHeF el thnih § taDIO@Ie I rebéied infdRi6N,
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angraEifiskloA e tHiPtadeathel d?ﬂveaa@temﬁ@@mélwa of peRed erf @'voice
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t

i niPEF Frivey %ﬂ%&%p%ﬁkefafaﬁh%ﬂwws f@é&%@miiﬁmﬁhe

10andnpWae siReSMe BPY forthe bhtirk idiRitioR OB thd Jditbe frdtie bkéfainge
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EPSSNES 9B COmPIEtIOR 06 g eqUBAGa dhe HTEMArE resumes the EPS.

t r mhémnﬁ%@mai/ ﬁoﬂ!ié 8bl6 ?@FésuHéQhé’ EP‘S%mﬂlﬁb%m RE§hEdiRg AP
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t hévfﬁaétt%vmﬁ%frﬁws GP‘P'PEPﬂQ&rS@quB'FGGt ip &ﬁf@ﬂd@@ﬂ%m rpifangrpissions.
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t h%bdﬁéd’ BY tHERmNAYS! thdBrived WaR deiing WARGKS&ighBEHNg! AR Were
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2ohl gh PriAMilk e SiAbSUIRRAISS theSinU R \ishidsba Meldht afll hréSéntly
firmvare may abort the EPS and transmt the

pa@rz%f?-rrefi yafipus elanges aRd n@ﬁ@caﬁon%rheéaa@@wﬂwt departing
T i HEWRhe spirft 8ndl e of GI8 m‘:}sﬁtﬁinmm S6BHE Bt tﬂ%ln%ﬁ%h rsgpd;cated
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t héh herpRehded daiprs, and all phanges detgrael vamthﬁén%amngaa@i range
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(41}

What is claimed is;
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preferred, various changes and nodifications can be
made wi thout departing fromthe spirit and scope of
the invention. The scope of the invention is indicated
in the appended clains, and all changes that cone
Wi thin the nmeaning and rangga;@§ €qui valents are
i ntended to be enbraced therein.” 25 Wat is clained
is: -21 CLAIM5 1. An enhanced passive scanni ng net hod
for wirel ess local area netwrk, conprisin
Ty ecef?'(? iEHbaac BEEHYD S BEene Qgéﬂ"sé ?’Vr'jpﬁdﬁx%ﬁ lpgal egnetwork,
c&%aﬁgg table entry in a site timng table based on the
recelv%d grat ui tous probe response; setting a scan
st arreceiving & grataitoes phdier rasgoaseess poi nt or nobile

devi ce, based.op entries ip the ated.site timn

* abl GPdatig iR FaS epBan 5 AlBdTBR GbisbaseddPtne
reCeRBHYraRitoAs pishe fspomsed on the scan start time by

determning a time period remaining until a target

gr ats6ttiog e sgasistant dsoies @ neighboringsaesessi paint or mThide device

met hod of. cl.ai,m 1 rei.n a beacon.signal or the

o i e Btrie 5 0B Sr PG e Ml BEB: 3h8 ™ om oo of a
nobi détefrhmingd poiver InGds Rsia WitkRlss cdmmbricaBbM aeviek based on
claim1 wherein the receiving step further caonprises

thescanstar e deteraiinjnala irmemesinpddemaiing ¢intt a tanget
' | heludi . Ss-point tinmestanp, a
9%@%@%@rﬁhﬁé?%g#?&gqﬁgﬁﬁggggpﬁﬁ@g set identifier, and a
traffic indication map and the site timng table entry
d on the received beac

i's dat ed, bas n signal or
2gr a?ﬂ‘!‘ef Bushed egelafresﬂpwhe@m 3 bergen g _ or e erajpieys probe
ref@,’p8ﬁ§é 1§ (RRiVBHGdHh oSOl RRBIIE SERRIMSS: arP abSESy P&t

om an access polnt, the gratuitous probe response
i ncl udi ng an access-point tinmestanp, a gratuitous

pro response.interva and a basi.c service set .
3 Genind MEROESt SRR Phew TR ihe ko a el famprises
re¢BRMES behbsn kighantohPdh @ctass peing tR8 beaess sigriPintluding an
timestanp, a local station tinestanp, a beacon
agq@serpaint tiragsfamp, greaagondutenpaloBdasissritice satiegnidier, and a
traffic indication map and the site timing table entry is updated based on the

received beacon signal or gratuitous probe response.

4, The method of claim 1 wherein the gratuitous probe response is received
from an access point, the gratuitous probe response including an access-point
timestamp, a gratuitous probe response interval, and a basic service set

identifier.
5. The method of claim 1 wherein the updated site timing table includes an

access-point timestamp, a local station timestamp, a beacon interval, and a

gratuitous probe response interval.
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-22 6. The nethod of claim1 further conprising:
scanni ng at | east one channel for a beacon signal or
the gratuitous probe response. 7. The nethod of claim
6 wherein scanning at |east one channel conprises one

6.21 PR RGP o0 HRnEF BOmpRERECT T g 2 Pass ve

scan, O ormn assive scan. 8. The
met rswmfng:atdeasﬂoﬁemhémel tomgp beacoy sigoakat heqyratuétous probe
site timng table with the at | east one site timng
regaeN¥S-entry, the site timng table based on a
recei ved beacon signal or the gratuitous probe
response. 9. The nmethod of claim@8 wherein creating
7. t he ‘e method ngclaim Bewkareiry scaruipg iaé lesast one mganneiammprises

ceess (ﬁo i.nt channel , rec eacon s
OQ%%

he
iR g RVE skah SES e Ro Ay HEn, ' BroRing an

eﬁﬁmmﬁg%g@ﬁsuremnts of an access point, and
storing access point information in the site tim'ng

table. 10. An enhanced passive scanning systemfora

ess local . area twor k rising: nmeans for
recgh?ﬁ %eﬂimg%%ﬁl"?&[ﬁ‘rtﬁgﬁsgmnpgg@@nse nmeans for
updadrieABnd@itife Site timAgEablabith tRetat Yedsh ofe Sitedintingitatgle entry,
tabl e based on the received %r at ui t ous probe

thesilgdingieg taklgrhasedronsareceiyed beasen sional OE theeorahitiieys gyobe
resggﬁ%gs in the updated site timng table; and nmeans
6term ning a power node for a wirel ess
comuni cation device based on the scan start ti rre by

determnin ime perjod.remainin ti] at
9.1 ot % BlsdeA GbelvBehUhein FReimosEe GE timify tabid Sntry
cothpisil €fing to’h access point channel, receiving the beacon signal or the
gratuitous probe response, collecting transmission measurements of an access

point, and storing access point information in the site timing table.

10. An enhanced passive scanning system for a wireless local area network,
comprising:

means for receiving a gratuitous probe response;

means for updating a site timing table entry in a site timing table based on
the received gratuitous probe response;

means for setting a scan start time based on entries in the updated site
timing table; and

means for determining a power mode for a wireless communication device
based on the scan start time by determining a time period remaining until a target

gratuitous probe response transmission time is scheduled.
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