1 System and Method of Providing Information Access on a Portable Device

[ 0001] This patent docunent relates generally to portable devices, and in
particular to a system and net hod of providing informati on access on such
devi ces. 5[ 0002] The worl d presents many hazardous situations to its human
i nhabi tants. Some of these are natural disasters, for exanple tsunams
hurricanes, tornadoes, floods and |landslides. Qhers are of man-nmade
origin, for exanple transportation accidents, acts of war and terrorism
One common denominator in all of these events is a need to help victinms in
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[ 0003] Consequent |y, there is a need provi de | CE i nformation for

i ndi vi dual s {4dtlides Qﬂwsaré@éﬁ@éﬁmadapaﬁnffeaqxamp%raa@@é%@ort%CIé@mﬁﬁ ght i ons
i nfrastruct ugg, aJdQQrQo‘HsMarOr%Lé% Mo@%@@&hﬁ B3y Gl Qﬁ‘ﬁ% @Qﬁ L9 mead boSbip this
need. For exanple, GB-A- 0 f'oses an ta I sman i ncor por at ed
in a nobile plomeistssmiahganderisanalfashivhgpssidd onlesthe biragnstreses. ofheki n, bl ood
group angd,de f. e in ract ing an
R e g i o
proposal is deh@mmhﬁdpe@m&@aﬁd@ﬂ@ﬁhﬂﬂﬁ@ﬁimiMﬁh@aﬁﬁ@ﬂﬁ&ﬂ#&@@ngﬂﬁposes t hat

prospective patients should . carr par a nobi | e
devi ce mhichB@SﬂPﬂnﬁg%gmU% g%‘xﬂ§W§Eﬁ39’@§E%%E%8%“P'Sﬁgggngt%%rsona

i nfornation trmt?hﬁ oemmer@ﬁd ad’ud%ﬁalﬁ@&gscy)bta[xﬂﬂgﬁﬁsl 1hfdn&atﬁr§]iﬁ?ﬁk paabdnﬂart)&l) be abl e
to store ICE jpformation on a nohile devjc t i S eas

hocesel bl ot OTHHHE BB Gulit e C e e Tap e R vES Mottt B acietas o
restrict 18ccestmtificRlonesysichls OLBRLAIB Ty SE0E 865t @Bedel BuGkVWBspredd disasters

may also be compromised by those same disasters.

[0003] Consequently, there is a need to provide ICE information for individuals that is
not dependent upon real-time access to communications infrastructure.
[0004] Various proposals have been made to satisfy this need. For example, GB-A-
20 24012835 discloses an SOS talisman incorporated in a mobile phone storing personal
information such as next of kin, blood group and details of allergies. The information may
be extracted using an 1D associated with the phone or transmitted to a second phone. A
similar proposal is described in JP-A-2004 120467. W0-A-2004/104898 proposes that
prospective patients should carry a separate SIM card for their mobile device which could
25 be used by emergency personnel to access personal information in the event of an
emergency.
[0005] It is desirable to be able to store ICE information on g mobile device in a way
that is easily accessible to the emergency services even when the device is locked to

restrict access to other information stored on the device,

GENERAL
[0006] A preferred embodiment of the present invention provides an information

access system, the system comprising an information repository for storing information



GENERAL [ 0006] A preferred enbodi ment of the present invention provi des an

i nformati on access system the system conprising an infornation repository
for storing information 2 and an access nodul e for provi ding access to the
i nformation and having a | ock condition associated with a man- machi ne
interface and/or information stored in the information repository for
restricting access to the information, wherein the access nodule is
arranged to provide access only to a subset of the information in response
to a predeternined 5operation on the man-nmachi ne interface by by-passing or
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BRIEF DESCRIPTION OF THE DRAWINGS
15 {0009] An embodiment of the patent disclosure will now be described by way of
example only with reference to the following drawings in which:

Fig. | illustrates an example of a generic portable electronic device;

Fig. 2 illustrates in a block diagram an example of an information access system
for storing and providing information, in accordance with an embodiment of the present

20 patent disclosure;

Fig. 3 illustrates in an information flow diagram an example of loading ICE
information, in accordance with an embodiment of the information access system;

Figs. 4a and 4b illustrate various display screens, in accordance with an
embodiment of the information access system;

25 Fig. 5 illustrates an ICE data storage chart for various portable devices, in
accordance with an embodiment of the information access system;

Fig. 6 illustrates in a network diagram a wireless network environment in which
exemplary wireless devices can be operated, in accordance with an embodiment of the
information access system, J

30 Fig. 7 illustrates an example of mobile communications device for providing ICE

information, in accordance with an embodiment of the information access system;



Figs. 4a and 4b illustrate various display screens, in accordance with an

enbodi nent of the information access system 25Fi g. Sillustrates an ICE
data storage chart for various portable devices, in accordance with an
enbodi nent of the information access system Fig. 6 illustrates in a

network diagrama wireless network environment in which exenplary wirel ess
devi ces can be operated, in accordance with an enbodi ment of the
information access system 30Fig. 7 ill ugtrates an exanple of nobile
conmuni cations device for providing I CE infor rratl on in accordance with an
enbodi nent of the_in | On ACCess s I I U tes anot her
exanpl e of a nobil & %gm‘?sc?ﬁ? 8ne§a’agl\/%§‘émf)n% %”F}S‘In ﬁ(énsl %é FO ormation, in
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illustrates a nore detailed exarrpl e of the nobile communications device for
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system system;
Fig. 12 illustrates in a graph diagram a typical Mealy graph 200 of a user
equipment access procedure;
Fig. 13 illustrates in a graph diagram an amendment that can be added to the Mealy
15 graph of Fig. 12, in accordance with an embodiment of the information access system; and
Fig. 14 illustrates in a flowchart an example of a method of synchronizing a

handset and SIM, in accordance with an embodiment of the information access system.

DETAILED DESCRIPTION
20 [0010} The patent disclosure describes a solution to one or more of the problems
described above. Accordingly, the present disclosure teaches a system and method of
providing information access on portable devices.
[0011] One thing a great many individuals have in common is carrying portable
electronic devices. For example, there are personal music players, such as Motion Picture
25 Experts Group, Audio Layer 3 (MP3) players, personal data assistants (PDAs), and
various wireless devices such as cell phones and electronic mail (email) devices. On any
given day, an individual may carry several of these devices.
[0012] Increasingly manufacturers of portable electronic devices are combining
functions of several different devices into a single device. Most recent examples of this
30 are cell phones that include digital camera or MP3 player functions. This trend is
expected to continue, with further integration anticipated with each new generation of
devices. This trend enhances the likelihood that individuals carry such a device, This

integration of features is possible because the current generation of devices have a large



DETAI LED DESCRI PTI ON 20[ 0010] The patent disclosure describes a solution to
one or nore of the problens described above. Accordingly, the present

di scl osure teaches a system and nethod of providing information access on
portabl e devices. [0011] One thing a great many individuals have in conmon
is carrying portable electronic devices. For exanple, there are per sonal
nusi ¢ players, such as Mdtion Picture 25Experts G oup, Audio Layer 3 (MP3)
pl ayers, personal data assistants (PDAs) 4 and various wirel ess devices such
as cell phones and electronic nail (email) devices. On any given day, an
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I nput/output port, a central proceSsor (CPU), a nenory, a power nodul e and
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a processor CHERBUHDLE HECHTRgt 4)° Ahh T8 bR DR e EpEaRRK Lol

i ncl udi ng t hercdewasiscdmdtiion fat 2 aeaessindgding icaseofaineegrpegefiepationt or mat i on
i n dependence_upon a predet i

case of emor GUHE) 1 A GraEErGn I D018 Sbeee) aaRe e ERC R IET B ol mont
of the pakenty@i&alaOsdild of bR/ ififormation access on a portable device comprising the
steps of storing information in a memory and providing access to the information in
dependence upon at least one predetermined keystroke,
[0016] A system and method of the patent disclosure is now described with reference
to various examples of how the embodiments can best be made and used. For
20 convenience, like reference numerals are used throughout the description and several
views of the drawings to indicate like or corresponding parts, wherein the various
elements are not necessarily drawn to scale.
(00173 Referring to Fig. 1 there is illustrated in a component diagram an example a
generic portable electronic device 10, in which an embodiment of the present patent
25 disclosure may be implemented. The generic portable device 10 includes a display screen
12, an input/output port 14, a processor16, a memory 18, a power module 20 and a tactile
man-machine interface 22. These components are common to portable electronic devices
individuals carry with them on a daily basis. Advantageously, the ubiquitous nature of
such devices is used by the present system and method to store ICE information on such
30 devices. Examples of portable devices suitable for storing ICE information are cell
phones, wireless data/email devices, PDAs and MP3 players.
[0018]  Referring to Fig. 2 there is illustrated in a block diagram an example of an

information access system 25 for storing and providing information, in accordance with an



15provi ded a nethod of providing i nformation access on a portabl e device
conprising the steps of storing information in a menory and providi ng
access to the information in dependence upon at |east one pi edet ei m ned
keystroke. [0016] A system and net hod of the patent disclosure is now
described with reference to various exanpl es of how t he enbodi ments can
best be made and used. For 20convenience, |ike reference numeral s are used
t hroughout the description and sever al views of the drawings to indicate
l'i ke or corresponding parts, wherein the various el enents are not
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storing infornmafi an ‘access nodul e 28 for providing access to the
i nformation. b&@twer conponents may be added to the informnation access system
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descri bed storage on the device 10. Examples of memory in various portable devices include
subscriber information module (SIM) cards for wireless terminals with a removable SIM,
and mobile equipment (ME) for wireless terminals without a removable SIM or
20 equivalent. The term subscriber information module in this disclosure encompasses SIM,
Universal SIM (USIM), Internet Protocol Multimedia Services Identity Module (ISIM),
Removable User [dentity Module (RUIM) and other removable subscriber information
modules. ICE information may also be stored in the ME even when the device uses a SIM
card. Such storage in the ME enables the user to change the SIM (for example, when
25 roaming) without loss of ICE information and without the need to immediately download
the information to the SIM card. Such storage in the ME also enables the user to have ICE
information available if the operator providing the new SIM has not implemented 1CE.
[6021] Referring to Fig. 3 there is itlustrated in an information flow diagram an
example of loading ICE information (30), in accordance with an embodiment of the ICL
30 system. Inthe method 30 of Fig. 3 various portable devices are considered for loading
ICE information. A user 32 may use any one of a number of different approaches
depending upon the type of device and the resources available to the user. In a direct

approach, the user 32 takes the device to a retail device store 34 where any device (for



bel ow, [0019] Preferably, the information access system25 is used to store
and provide access to in case of energency (1CE) information. The

remai nder of this disclosure will discuss the invention with respect to ICE
i nformation. However, other information may 15be used in place of ICE

i nformati on. [0020] The repository 26 can be inplenented in menory 18 for
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operator to the user per sonal uter C) enables the yser to enter the
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20 other devices with different display characteristics or of assisting the user in adapting the
information to other formats.
[0024] For portable devices having wireless communication capability, the web
browser 45 can be used to access a wireless operator computer to load add, delete, change
or update ICE information for the portable electronics devices 36, 38 or 40. Such changes
25 can be stored in a database 58, and then transferred via a wireless network 60 to the
portable electronics devices 36, 38 or 40,
[0025] Finally, portable devices 36, 38, 40 or 42 having user input interfaces such as
keypads, keyboards, touch pads and stylus devices can have ICE information directly
input 62. Examples of different terminal keyboard (man-machine interface 22 of Fig. 1)
30 entry include TAP or iTAP method on a cell phone or similar keypad, SureType (TM) on
some BlackBerry (TM) models, and typing on a QWERTY keyboard.
[0026] Synchronizing the ICE information with a central database could then be

accomplished using the input/output port that allows them to be linked to a personal



[0023]In addition to a direct link, a conputer 44 can use a web browser 45
to access device manufacturer systens 46, 48, 50 or 52 to | oad, add,

del ete, change or update ICE information and have that infornmation stored
centrally on a database(s) 54 and on their 15portable el ectronics devices
36, 38, 40 or 42. For portable devices with or without a QAERTY keyboard,
the use of a conputer termnal linked to the operator or manufacturer's
conputer system provides a very user-friendly way of easily entering the

i nformation, and of having the data stored for restoration of ICE
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36, 38, 40 or .42 having user input interfaces such as keypads, keyboards,
t ouch pads aﬁﬂh§FVF6@“%EV’E%§“H% PIYE& | CE information directly input 62.
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be |inked togackzmdenareplcnonpuadditions! daviceisased orit dsietbes such as _
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and software resl dent” on the conputer rnatively, for wreless
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user's PC 44 infhidition,|a9@at1. A display that is slightly wider 72 and/or larger 73 may allow the
primary ICE contact to be displayed. An even larger display 74 or 75 allows for ICE
information to be displayed together with instructions on viewing the ICE information. As

20 the screen becomes larger, the amount of displayed information, if desired, may be
increased. Alternately, should the device user prefer, the [CE idle screen may be set to
only display instructions on how to access the ICE information as in 71 or 76. Inidle
screen 76 the screen cyeles through ICE entry 1 through ICE entry N, where N is an
integer greater than 1, and allows an ICI: entry with full details.

25 [0030] Should the emergency medical team or first responders need additional ICE
information (in the case where the first ICE contact is displayed on the ICE Idle screen),
they could then follow the instructions and access the ICE information. Referring to Fig.
4b various forms of ICE display screens 81a and 81b, and 82a and 82b are illustrated for
various portable devices. In display screen 81a and 81b, the screen cycles through ICE

30 entry 1 through ICE entry N. The ICI 1 screen of 81a and 81b may cycle through
alternate telephones of the person displayed, for example showing the cellular number of
the wife Abigail 81a, then showing her work phone number, and then going to the second

ICE contact 81b, ICE 2, and similarly cycling through that contact’s phone numbers.



connection for independent input of the ICE data, together with access to
the operator's or 10manufacturer's database (54 or 58). This archiving of
the data allows it to be restored quickly when a replacenent or additional
device is used or is desired. [0029]Figures 4a and 4b illustrate various
di spl ay screens 70, 80 in accordance with an enbodi nent of the infornation
access system 25. Referring to Fig. 4a various forns of idle screens 71,
72, 73, 74,75 and 76 are illustrated for gvari ous portabl e devices.
15Preferably, the ICE idle screens are tailored to the size of the display

and the devi ?@()39 ?p ak%i lni()!‘eyciowg‘le% @La:tiﬁ? igﬁ ﬁllls?lyitew 8 %X 8@1 m%eglfkgsgﬁéﬁ pkqy of

the instructi‘ons'to view mation, as in ay that is
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di spl ayed tég‘éfﬁ‘g?ﬂb\ﬂis?lgownrfgtgﬁlgcﬁ{éﬁgnpg% dvdll%\(—f'l\?v‘l3 %‘8"? fie™ ‘aéqugsrlf% ggoﬁg{rlﬁ %)n. As
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medi cal t eam iy ol bRt EERRAREALS 0N BRYAGGH dfitRN@herb By (16 SEPlel T dcbwst he
case where the first ICE contact is displayed on the ICE Idle scr egzn), t hey

coul d then fdrHswos heetlasaimat bars hanelthae edeteds nocest SRt ata A
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82a and 82b are illustrate or various portable devices. In display screen
8la and 81b, whisctdeioenionyoreasn IGF anighkd O/ ig0eeropyt in thelimexighers-GE entry N.
The ICE 1 scrgen of 8la gl - _ I bk &l eRhapgs of

t he person di@’%‘i“%@@d?‘efe glr%&ericgrf)gpgp%ﬁrgvxmﬂﬁga’{uﬁg%@gpFglaﬁacf&dr%urrEer c')'lf Et he w fe
Abi gai | 8la, théyewershowiaig chienct Warkifopidhef thesebptions dntiart pmvidgdbngyay 6f t he
second | CE contact 81 I 2. .and simlarly cyclin ough that contact's
phone number <¥3MBer ’gt}g?}%&%ﬁ?@“ﬁ@r@&“éﬁﬂ’%‘é i‘%cne SSI Sggﬁeﬁg]%'st rated in 82a and
82b, wheri t Heo®gr eeRefbring to Fik.St therk GHllentated a8 ¢CR dith eosmgashastior varioc82a and
all ows the sel ectiaon of an | entry with full tai.ls as shown in b. For
exanpl e, a deRPERe gnAess: ipeorages Wﬂg%’k%mbotdﬂﬁ‘?”} ngge H’rf(érfné’ﬁ " EEY %t%m?mg'f e be
contacted firsibragd aCEQRGrritdioH & db?éﬂdcntaﬁhdn tefltyicalgdo@dld i@ick OHRarhles e 5The

devi ce owner nay have chosen the [CE idle dj spl,‘a(}/ %f 76, or coul% have
si mply shown for wireless and non-wireless devices. The ICL database may y one

be operated
or more of a cetlular or wireless system operator, a PDA or MP3 manufacturer, the
20 BlackBerry mfrastructure, and/or an individual user on user’s computer {for backup).
[0033] A prime source of ICE data for emergency responders is the user’s portable
electronic device. Fig. 5 demonstrates that ICT data may be readily stored in a database,
providing both backup (for example, rapid loading of ICE information into a replacement
device when the original device fails or is lost) and an alternate source of the data for
25 emergency responders. Devices with keyboard and communications capabilities are also
capable of updating the ICE data in these databases.
[0034] For a cell phone user, that user’s ICE data is associated with (retrievable
through) their cellular subscription. Preferably, the subscription information is located in
the home location register (HLR) or mobile switching center (MSC). The user of a Wi-Fi
30 (TM) phone that is registered with a Wi-Fi provider may similarly have their ICE data
stored by the service provider and accessible through that registration.
{0035} Portable devices that do not have a cellular or similar subscription, such as a

PDA or MP3 player or other portable device, may be in the device manufacturer’s registry



chosen the screen of 82a as the ICE idle screen. In either event, when the
medi cal or energency responders reach the screen shown in 82b after t hey
have tried his wife, they may be able to concl ude based on the | ocation of
the emergency (for exanple, if it occurs in the Los Angel es airport) that
he has either conpleted or not yet started his tour, and 10l ook for

addi tional |CE contacts near Los Angeles. They could also see if he has his
own contact information stored in | CE ang take that into account in their
next steps. If, alternately, the energency occurred in Al aska, t hey coul d

t d contagt the t ide if th bl e. t S fe. Al
of ' these opt Pt nats B e SFrhiaat s el e DR L SRR A e

ustrate
versatility ebreihetht Rfapifadicode dagesitclsysilé madk. hd Ghe08HuRehéawckesidot 0 Fi g.

5 there is illustrated an IL.CE data starage chart 90 for yarious portable
devi ces, in 4¥BropAERe ?%ccéﬁt‘e’r%gaﬁcﬁé%?“%&’e @’F]%e“iup SFNEET on access syst em
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network interface over which communication with a communication network 108 such as
20 the Internet can be effectuated. The host services 102, 104 and 106 send and receive
messages over communications network 108 to and from wireless router system 110
allowing communication between the host services 102, 104, and 106 and the wireless
router system 110,
[0038] The wireless router system 110 is connected to a plurality of wireless networks
25 (three shown, 114, 116, and 118), each of which may support a plurality of mobile devices
{one in each wireless network is shown, 120, 122, and 124). The wireless networks 114,
116, and 118 may be a cellular telephone network, such as a global system for mobile
communication {(GSM) network, or a code division muitiple access (CDMA) network, a
two-way paging network, a short range wireless network such as Bluetooth and IEEE
30 802.11 compliant network, and others. The mobile devices 120, 122, and 124 are devices
compatible with the corresponding wireless network,
[0039] Mobile communications devices 120, 122 and 124 are two-way communication

devices with advanced data communication capabilities having the capability to



[0036]In a simlar manner, Bl ackBerry devices are identified by a personal
S5identification nunber (PI N) (and in nost cases, also by an International
Mobi | e Equi prent I dentity (IMEI) or Electronic Serl al Nunber (ESN)). The
use of the PIN enables the Bl ackBerry infrastructure to associate a user's
| CE data with the PIN of the user's BlackBerry. Note also that for

Bl ackBerry users, their |CE data may be stored both by the wirel ess
operator and by the Bl ackBerry service, gr by one of them through a
10coordi nated servi ce arrangenent. [0037] Referring to Fig. 6 there is
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118 may be a'c oné nétwo such as a gl obal system for nobile
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T A L BB 180010 o2 OG0 LB R Rl
devi ces 120 tolstdd amdcel%naﬁlend@aglcceﬁl asuqhaym&:rlllg comtrisnichie vadirared pssndi-ng
vy commi e ULk o M PRI et 10l 1,
having the C@Pﬂ'?Dbin‘iﬂb (™) server, a Novell (TM) GroupWise (TM) server, an Intemet Message
Access Protocol (IMAP) Server, a Post Office Protocol (POP) Server or a webmail server
or any other mail server as would be understood by those in the art. The host services 102,
20 104 and 106 also contain a software module, which exccutes in their processor to achieve
the desired sending and receiving of messages as well as the appropriate processing of
information. In one embodiment, the software module of each host service 102, 104, 106
is a messaging module, the messaging module is adapted to receive messages from at least
one external mail server, send messages to mobile communications devices 120, 122, 124,
25 receive messages from the same mobile communications devices and send messages to the
at least one external mail server(s). The at least one external mail server(s) could also be
at least one mobile data server(s) for example. The wireless router system 110 may also
be directly connected to a host service, such as a local service 112, without the
communication network 108, In another embodiment, it is possible for host services 102,
30 104 and 106 to communicate directly with mobile communications devices 120, 122 and
124. In this embodiment, host services 102, 104 and 106 are capable of addressing
communications to mobile communications devices 120, 122 and 124 without the aid of

the wireless router system 110.



10 communi cate with other nobile devices or conputer systens, such as host
services 102, 104, 106, through a network of transceiver stations,
including wireless router 111 and conmuni cati on network 108. The nobil e
comuni cation devices 120, 122 and 124 may al so have the capability to

al | ow voi ce conmuni cati on. Depending on the functionality 5provided, it may
be referred to as a data nessagi ng device, a two-way pager, a cellular

t el ephone with data nessaging capabilitiges, a wireless Internet appliance,
or a data comuni cation device (with or w thout tel ephony capabilities).
The precedin 1§t i Q@@gt | Lye. | iofescri bed
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(TM server, tge ‘«E’m%@’ lﬁ%ﬁwa&ﬁfg}?&aﬁﬂﬁd@@ﬁﬁ?ﬂ @ﬂﬂ%@loﬁﬁ{eﬁwé%% 03\5’ se (TM
server, an | nigenal TMRSHABS hACKRA SddpialaealerdehdARIdie bar Bites cgdrbationsk f i ce
Protocol (POP) Server or a webmail server or any other mail server .as would
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ext ernal Tai |lindieivedepsysed ddiEdnfkaatidnd 3ats digdgtd ofte Indieil depdat a8 sedd/er (s)

for exanple. .The wireless. router tem. 11, al so_be di connect ed
to a host serViE¥e e’gfe}‘é}ﬁe 85 Iggl WE(éﬁ)y‘Z’éﬁW%?q%?m\ﬁ@ ﬁ’guﬁylr%%ﬁfe&g%‘)érrﬁﬂni cation
networ k 108. ikpre@nohbevailefibiodifi®pinfomtative possible for host services 102,
30104 and 10 co nicate_directly with nobjle comunications devices
120, 122 and 1994917 Retfrice i Beiei? RGBT T EREmHE ! & X 1and 106 ar e
capabl e of adgdi@ssidagoARNHN Aot} HRSIAIR IO RifbenLieonTH AtGalahensitdayi ces 120,
122 and 124 without the aid of the wireless router system 110. 11
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an enbodi ment of the information access system 25." The nobile
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128 and a keyhoar, sA30. gl KeYeldd, Beari ng an
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havi ng squar etisphos newed proejle detnrt aforuetiof, itchdidgSimetions td ditmdy beflGif i cati on
mark of the Nﬂt‘oi'ﬁ%%ln H ghway Traffic Safety Adm nistration (NHTSA) of the
United States of Anmerica. This synbol has been adopted by energency nedi cal
servi ces orgdAd#at i oderaing unklgt hidesos lldstrapddtamarh detsil@r expopleiod thebedtmlg added
to ot her design conmponents. in various.l1Qcountries. [0 Lo operati-on, in
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key 132 bmgar iggessosl 30, b &@fkceiver 151 and a SIM card 152, The SIM card 152 includes ICE

data 154. For devices without a SIM card 152, but having a memory 156, ICE data 158 is

stored therein for access by the processor 150. The ICE information can be stored in



15indicia is depressed, ICE information 134 is displayed. The | ocked

di splay 128 could indicate existence of "ICE info by displaying "ICE 134
and any synbol chosen to represent the availability of I CE information.
[0043] Referring to Fig. 8 there is illustrated another exanple of a nobile
comuni cations device 140 for providing ICE information, in accordance with
an 20 enbodi nent of the information access system 25. The nobile

comuni cations device 140 may be an el ecghronic mail device and includes a
di splay screen 142 and a keyboard 144, both of which are |arger than the
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portabl e glev de&&) ar Eﬁegﬂml: B&lfﬁ'ger%agée ﬁ&‘i‘ﬁddétl% déﬁé}&%ﬁ%uﬂ)ﬁiﬁrﬁm y, once

| CE |nfornat onis into a porta vi ce ere is an indication
5t hat the deufoeatay Hmeeiﬁ&nlccamabhga “Bkey Evetee%h@ aaista“ Iig¢") thesses Souyimfep.r st

responders ap n i S ea e

i nformation), dhd%gg%% (@égaﬁpe”okect 8% 0} Il;‘elr(}on I&éeclgﬂ Iﬁéfg%%ﬁﬁx%ﬁ%l%&s book)
and ot her i n&xarphdsin@iy bbhsddfheadamdc&efomﬁpbmn@atkwces) there is separation of

t he device-| 1.ng d the function 0 tha acq sstoICEdoes
not conpr oni &@5{7} §‘?“(Eag8%‘i?f:Egm§ﬁ8“ PN" pongq sr”nﬁ"f'\ecﬁga?t%”s RISE ecsfjaflo

10[ 0046] Man- IRChha & c@ﬁlﬂ{onlldﬂhﬁﬁyf REBoNE MeSistoBk ibE rdﬂ;ﬁﬁtcgkb@ltaednﬁi@g wﬂ(&itik | CE

i nformati on. For. exa pressing a "*" key (asterisk or ' e')
three or fou?PeHﬁﬁ%"sO“ng’F%%% Pungmes 1%ﬁ'prqugﬁdclagke@ﬁﬂngwnw@f@é?ltlg B’feeﬂi“%eé ) for

two seconds. .fnebesaProy w;?ﬁk@‘nc%far} neae: &NaIRL&ESInERYthbeGus efecafcaflost andar d
for all portabl e devices. [0047] Advant ageously, the asterl sk has h%gma

sim |l ar char BEfesiei draf tharede np paversgregfectem the device By use of the 1CE access met
To provide an increased case of use, it is further suggested that, when the device is a cell

20  phone and is in the locked state or idle state (and not accepting supplementary service
codes), three “*” (asterisks) or ‘star of life’ presses also opens the device to the ICE
information: such shortened code does not interfere with the potential use of three
asterisks for supplementary service codes since these codes can only be entered when the
cell phone is in an unlocked state.

25 [0048]  As some devices do not have a keypad, there may not be the “*” key available.
Examples of such devices include MP3 players and other portable music devices, and cell
phones for children that do not have a cell phone keypad but use a specially-adapted user
interface. Such devices typically have some form of man-machine interface (for example
an iPod (TM) has a thumb wheel and select button) that allows access to menus. In those

30 cases ICE information can be positioned as a menu item.

{0049] Figure 10 shows in a flowchart an example of obtaining information from a
locked mobile device (160), in accordance with an embodiment of the information access

system 25. The method (160) begins with receiving a designated man-machine event



15life', and is comon to many keyboards; the asterisk is a required key
according to 3GPP specification. Pressing four tinmes is a preferred

i npl enentation since pressing three tines could be used for supplenentary
service codes according to the 3GPP specifications. It is preferred that
there be no adverse effect on the device by use of the | CE access nethod.
To provide an increased case of use, it is further suggested that, when the
device is a cell 20phone and is in the Igacked state or idle state (and not
accepting supplenentary service codes), three "*" (asterisks) or 'star of

life' pr essetﬁ@ Qchoc@ %sxﬁ?ﬁ\ gﬁéﬂsﬁ%& ‘ﬁn{cgﬁe Ne&E inls 'E1 fs'd%?la vadinRephakt ened

code does no e potential usé o hr ee terisks for
supplenentaryﬂh@nwnﬂewbmﬁ@@n@ﬁﬁﬁelhheéHH@@@esd@&hﬂﬁﬁk%ﬁ@émant@Wedethn t he

cel | phone i §e:lr£i§)@kzeg? %g Fr{éﬁxgd fl&(}ﬁ dog [&fﬂé%%ﬁ%? m%gXBFacfé?X Ociﬁlg n%?n 'aOt have a

keypad, there avail 28 'OF "SUER’ devi ces
i ncl ude MP3 pkbMﬁ@&bandmghhﬁnmpmﬁhmbibuﬂmsumumfmp@mmy dhemetioll (pomes f or

chil dren do . not ve a cel h se as C|aII adapt ed
oer 1 nt ot abe TR et IR B BRGentd o SR Sr R A
interface (fadex aﬂphﬂvaﬁmgb(ﬁ@@ tﬁfEMeﬂhﬂlSn@ Behiedrowbarl IO&ﬁdfOSrﬁitﬁmtﬁdnuﬂabon)

that all ows acce nus In those 30cases | CE.informati n be
posi ti oned ag’gcﬁgﬁ ﬁFw}@@ﬁQTgF&ﬁﬂé”TﬁmEHBWbmﬁﬁmg“Wﬁﬁw@ € WSkanpl e

of obtai ni ngcxam{msmkmmlﬁélqmﬁnézm@@lscn@&i HeRovilRVitcBe {hROICE in&brﬁﬁﬁ@f’dance
wi th an enbodi nent of the information access“gysten125 The net hod (160)

begi ns wi t h PEEBINIHYter ashynddyvedin paerintCleipémationd. (162) (such as

pressingig he{ﬁ@%@]er | i fe Qbtst (Ec'llﬂﬁxs‘)melgl%@c:wcéqrhfogfrﬂgﬁ KA of Squeklail %«)ﬁ%gdb n
response to the man-nachi ne event (164). The information is displayed

despite the D@rﬁﬁbﬁ@ﬂde@f@éIﬁ@nmgﬂhm%kéaﬂOThQHnéthddGIBQ%Cdépmbﬁe O her
steps my beaqddad dheldllise ALy bR ﬁgg@ %%%Q@ﬁg@gfa {0 amRtL Qefel oM 2

| ocal or te rep05|tory I'nmplenented in
processor ofd@h@tbﬂﬁkabhendemngeananﬁmﬁﬁlﬁaﬁwm@chine interface nodule 22.

Advant ageous hod.. for on,fromthe

Ptaltir v LET AR o s e b LSRRG R e S R

Subsequei$ epamble&&vmés eﬂbﬂdﬂgﬂ?ﬁm@s dﬁ‘vxd&ﬁttilftﬁ)d& L@ﬁswwdlﬁ&nballpwithelwrﬂ,e t he
her J for.mat i .ably used in Iace of

term"| CE |nf tion" g% OF ﬁ

"TCE i nf or matPgHe o1 POT0TS 0 \RARY depiga foctte ?rmhampkm BIEIDAYRACES ¥ use a

SI M or equi va4 &t meth@B 6 R &i1¢ho&8] Inliphenewnirt Rarllcsa SI M or

li ke module |s algEN%mg @pnﬁﬁ%ﬁgﬁﬁ Not e tha? gOWEHéGVICG nodgﬁs ﬁ%y have a

RUM . An exhftp 8hgrsaatalie M@nﬁﬂléﬂﬂuw%fpté@é) deds. €RAsad o AdlE may carry

with them i sa@mwﬁcﬁ!ev:@m@mu[ @Qégsjs-w@lrﬂumc%(ﬂﬁt' on access system 25 and
met hod (160) may be inplenmented in 1l5portable devices, including wreless

devi ces, 24 hat00pBe uBeferingip Higof t tarcdai iugtrasgc in afloeeharvivennapleof a msthod S| M or
equi val ent i §e\56ing R FXRIRE® fof DEviLiL W FBE LOB ARGESHh SVt Mment of

the information access system 25, A wireless device is locked, as represented by block
170. Keystrokes are detected at decision block 172 and stored at process block 174. The
keystrokes are compared to the device users password at process block 176, if matched
25 178 the device is unlocked as represented by process block 180. If not matched 178, the
stored keystrokes are compared to ICE access at decision block 182. If matched 182,
access 1o the ‘ICE’ information is allowed 184,
[0053]  Depending upon the portable device age various keystrokes could be used for
accessing the information. Preferably, one could use ICE or 423 as the ‘unlock’ code to
30 display the *ICE’ information, or use ‘*’ key, either repeatedly (say, four times), or
holding for an extended period. The **’ indicia may or may not be replaced with a

representation of the “Star of Life” as described above.



25 and nethod (160) may be inplenented in cell phones, unlicensed W-Fi
(wireless LAN) phones, satellite phones (Iridiumand others), iPods, PDAs
and ot her portable el ectronic devices without w reless comuni cati ons.

20[ 0052] Referring to Fig. 11 there is illustrated in a flowhart an exanple
of a nmethod of unlocking a wireless device for providing ICE, in accordance
with an enbodi nent of the information access system 25. A wirel ess device
is |ocked, as represented by block 170. Keystrokes are detected at decision
bl ock 172 and stored at process block 174. The keystrokes are conpared to

t he device ug pa t _proce . e deV|ce
i's unl ocked g@g%eprzgéé\ﬁfkegadg\yﬁﬁﬁgggggggﬁe hlﬁeTStBHCC 011 %E thr%g?cﬁyﬁy%

st ored keyst riGkesndame smmbahc&dn toaepr&ienaic Clis sxapld el §taonf bfdoley182. If

mat ched 182, ,access t.o0 "
[00531Dependfhﬁéa¥l%é’hthteﬁ%pr%gt‘?)‘?t?té%95 S‘é‘/‘?fgattea@@y f{’/%\‘?siegﬂgteﬁ‘g %r ¥ ok&8%oul d be
used for acces&isR@ey.Mehid dﬁuﬁfﬂﬁ&i%@ﬁemt@ﬂﬁa@h&bk&um@h&sQombdlxlmmtdcﬁﬁlfor 423 as
the 'unlock' code to 30 display the ' information, or use *' Kkey,

ei t her ref)eaf“"é?éﬂ1 yStedytet our  times), or hoI ding for an extended period. The

'*' indicia mgspr mymémlﬂhﬁrg@ﬁda&;ﬂ%@tiu% ith@od-aR6 e RITLALY Oldgfroditie " St ar
of Life" as described above 541 The Iocked di spl ay \r/\T%uId indi cate

t he exi st enc&uihfr mfogpatiqupngluging dir gcrgqoag,qohi@sp!ap/ég G d“f&H?atW gferalyden to
represent it,.f 9%\11&@%9 & th&s@fegac%tc?e@lc%f whird ﬁ is Mbl@%h@l(ﬂih@%ﬁdncﬁéatéshe

representation o tar of he used instead of the "*' on the
asteri sk keywhﬂhmstimgulIﬁ‘lﬂbé‘oanémomrptbﬁ dc‘e@b Jlongxampic; pbald sgneoléindisiapn t he six

POt Oft NG BRSO Na Fhl Rl hickSrprl PORBLRRLF CEROU bdlyd Bcgedioset ays.

such as e one s pr ovi in or mat | on
i ncl udi ng di irfotriatins Amaldnstptlhaysdr hiter' theGiEd of nigr (deit ihnﬂrbeezﬁ’re@ﬂ@ﬂhtﬂﬂ;ﬂl%fb@r new

devices, and . for th y, devic where it IS CElnd|C|a
i ndi cat es wh8tSRBYe% ﬁ@fsewil g% &g %F%‘?’ﬁ'ﬁ FBn B P& Ogiel T cc{eﬁl‘fcﬁon&]A a
bol d synbol @itdighily,dahciddddonsbihgibowat Ratsplabey @ulddndiel mart dTanamlamnanda

"greyed-out" ﬁ%{ébol woul d  show absegce of information, An alert to the user
after the en8MY WMPEGaEeQIdine I FEEPIBEERPeached) can al so be displ ayed. This

coul d be jdoneniak] eagiy § UMiks@Hes ifh g,bay)hm@ﬁmp; @chal&@éa@ﬁ@x@ﬂl 200geTal usbrm
Preferably, included 1 nformation i s di d caul %S’I ncl ude nore than

a nane and pﬁﬁiﬁ@nﬁﬁﬁ%}aca@éawe?% tHlLLM@b’ qsﬂa@"f ShEpases TsiassR B, 12

i1 lustrates ifod glrtﬁ@;tbrab@%@aa &m&ml&a@bn Maaétag WMAP LAY Wén @z) Usfér-card
equi pnent (UE) access procedure, EM&@ZOO conprises 7 states
t

that are kno ; Ener- Rl bﬂ*taélhrbelr@@wrééS)cB bﬁnd‘@mw\fgﬁ) MB- OFf (1);
rat (2); Enigiepar i ?%8&5%94*“ 'Bob Blrordill M SatbRATER vl lied LT - PLMN

(6); and Ser V' (7). es In a graph diagram an
amendnmenf0t hieabyaaraihe? O4 dbdl €. t 2 it meordance with an embodiment of the information access

system 25. An ICE state (8) can be added. A sequence of key strokes (such as 4 **’s)
unlocks the system from the wait (2) state and places the system in the ICE (8) state.
Preferably an “end” key is used to exit the 1CE state (8) and go back to the wait state (2).

[0058]  The following is a description of the states of the UE access procedure:

25 1) UE-OFF: The UE is in OFF-condition, This means that
the equipment is not active as an UE in a
PLMN.
2) WAIT: Waiting for the completion of the UE access

conditions, which are related {o the type of
30 ' UE and to the PLMN, where in the UE is

roaming (e.g. location updating).



20Mealy graph 200 of Fig. 12, in accordance with an enbodi nent of the
i nformati on access system 25. An ICE state (8) can be added. A sequence of
key strokes (such as 4 "*'s) unlocks the systemfromthe wait (2) state and

pl aces the systemin the ICE (8) state.

Preferably an "end" key is used to

exit the ICE state (8) and go back to the wait state (2). [0058] The
followng is a description of the states of the UE access procedure:

251) UE- OFF: The UE is in OFF-condition.

Th

{ S neans that the equi pment is not

active as an UE in a PLMN. 2)WAIT:Waiting for the conpletion of the UE

access conditions MM|§m¢@§?é$giated to %@ﬁ VB?GR§“%%¥§W%Q€SE%?§%% PLIMN,

where in the UE |s roam ng

| ocati on

dat i n CARD: 4)

ENTER PI N: 55) FAI LURE TREATMENT: 6) ENTERe. E’LVN‘Nn n@ puiBERYIM10dEB8) | N case of
energency (I CE) Request for entering of thﬁggybscriber card, (e.g. when no

built in SIMnodule is avail able). Request

entering of the correct PIN

Vaiting for renovd) theNBERBBI: fail ure caedidsi PRentBegudstie doaectPeNecti on of

PLM\. 5 5)  FAILURE TREATMENT:

6)  ENTER PLMN:
7)  SERV-AV:

10 8) In case of emergency (ICE)

Waiting for removal the actual failure
condition.

Request for selection of PLMN,

The UE is in a ready state, PLMN services
are available to the user.

The UE is unlecked and ICE information is
available. If the UL had been locked in the
previous state, then only the ICE information

1s available

15 [0059]  The following is a description of the transitions between UE access states

ON: The equipment becomes aclive as an UE in a PLMN,
REQ: A request for user activity,
10C: Insertion of a subscriber card with SIM/USIM-module.
COMPLETE: The PIN has been entered.
20 ENTERED: A PLMN choice has been done,
FAILURE: A faiture condition has occurred in any other state during the

UL access procedures.
CONDITIONAL: One of the conditions the UE is waiting for in WAIT state
has been lost. The UE goes back to the WAIT state.

25 “DONE™: The UE access failure condition has been corrected.
OK: All the conditions the UL is waiting for in the WAIT state
are accomplished.
ICE unlock: The UE enters the in case of emergency (ICE) state.
“Off” key: The UE goes back to the WAIT state.

30

[0060]  Preferably, Figures 12 and 13, and the above descriptions of states and

transitions define the requirements for a preferred standard for the Man-Machine Interface

(MMI} of the user equipment incorporating ICE access procedures. The preferred



The UE is in a ready state. PLMN services are available to the user. The UE
i's unlocked and ICE information is available. |f the UE had been | ocked in
the previous state, then only the ICE information is avail abl e 15[ 0059] The
following is a description of the transitions between UE access states

ON: The equi pment becones active as an UE in a PLMN. REQ :A request for user
activity. 10C Insertion of a subscriber card with SI M USI M nodul e.

COMPLETE: The PIN has been entered. 20ENTHRED: A PLMN choi ce has been done.
FAILURE: A failure condition has occurred in any other state during the UE

access pr OCegt‘Uuﬁ(%% al%@h%n%iggﬂmcﬁlitimnﬁﬁigg.EIB}BQ 37 tﬁer‘[@)tyﬁl bSonVaé UiEng for
in WAIT state as been [ost. The L] E goes back
to the WAIT $hatie.of 3 pDokRIresTheheyfefarciegmdididoes et sekantier drforaaiop o
corrected. OK Al the condi.ti.ons the I $.wai 4 f ' VWAUT state
are acconpl i Sﬁaé]bqle’ln&ﬁlﬁglmggﬁ 19,?]}5, ‘%E]eé)rg&gr@&%emeﬁ}g %Sgglge g?thlé R:rféé%gcy (1CE)
state. "O f" skpdurd i@rddEwhaRs obastkhd SIM PI&Y MAlcEedstndtveneth80oi[ 10046 hepdseids abl vy,

et 18 S e PR B PO TR FE PR AU R Lo
Interface (MAfm@tioh BeutiS@len @GUhsHIR [EViEOE OF RORLsiangnk GRy slpessiepc beedur es.
The preferred 16 , _ .
pressed three times or any alphanumeric key is depressed for two seconds.
[0061] The following description describes an example of the storage of ICE
information on a SIM card.
10 [0062]  Preferably, ICE information is placed on the SIM card. This enables the user
(through the operator) to download the information to the SIM (or USIM). The device
may or may not make a copy of the ICE information. Preferably, the device makes a copy
of the ICE information and retains the copy on the device. New files may be added to the
SIM card. For example, an existing phone address book may have a limited number of
15 fields. Preferably, one or more new files containing the ICE information is used, that has
the information and fields to be tailored to ICE use. Preferably, the ICE files alone are
unlocked through the use of a mechanism available to emergency responders, and this use
of separate files (rather than files or records within existing, general address books)
ensures that the ICE unlocking does not unlock or otherwise affect the main address book.
20 Further, this use of separate ICE information files allows the ICE files to evolve.
Furthermore, a single standardized approach for new devices can be used.
[0063] Although, as implied above, ICE information can be placed in a newer-style
address book file (where ICE information or entrics is “integrated” with other
conventional address book entries such that the ICE information can be accessed from a
25 locked or unlocked state while other non ICE-related information in the address book file
remain locked when the device is in a locked state), such storage does not provide the
basis of a standardized approach where the ICE information is maintained separately from
the address book file. Moreover, having ICE information continue to be identifted only by
“ICE” in front of the name in the address book entry would prevent the advantages of the
30 separate ICE files from being achieved. Without a standard, each cell phone [or portable
device] manufacturer could use different formats and techniques, thereby limiting or
preventing easy transfer of a user’s ICE information from one handset or device to another

handset or device. Advantageously, maintaining ICE information separately from the



standard all ows anyone to access the ICE information stored on the (U)SIM
or on the UE. The use of the procedures in the preferred standard does not
make other information (for exanple, non-1CE entries in the phonebook)
visible. The procedure of the preferred standard operate whether or not the
SIMPIN is |ocked and whether or not the handset is 5l ocked. In the
preferred standard, the unlocking of the nobile device storing I CE

i nformation occurs when the nmobile devicg;is in an idle state and any

al phanuneric key is pressed three tines or any al phanuneric key is

P repeed Tkl 138e ARy 1L LORHLTNSY FohLANL NG, dRSCHiMIroR asaiibes an
exanpl e of the s?orage or i Information on a SI'M card.

10[ 0062] Pr ef éntatmayion bCEoiving ot 0HM srplodbentvonirtibes dsying. dupfgrablyht s enabl es

the user (through the operator) to downl oad the. inf ' 0a b SIM (or
USIM © The. degreEe fiast B Ry Ribe ROl Q38 b bUARITRE pigadnoa hie
Preferably, tdeécdeviieeDrpkesxansgomr qf PtdiaatlCEhis Bforordd haon tandemettali ns t he

copy on the device. nfil es may dded. t he, SIMcard. For exanple, an
exi sting ghoﬂ esa@g?)égg%é&ﬂlﬁﬁ%%ﬁﬁgg) ]gld‘? ﬁﬁﬁ@o&hﬁﬁ??ber of 15fi el ds.
Preferably, que49r mMieaCReWe filk R8uld@isvadenhd@ell pionk Gisei’ ninénmmatdron is used,
that has the information and fields to be tailored to I CE use. Preferably,
the ICE files alB€are unl ocked t hrough the use of a nechani sm avail abl e
to enmergency respepdess, and this use of separate files (rather than files
or records within existing, general address books) ensures that the |ICE

unl ocki ng does re?undl ock or otherwi se affect the main address book.

20Furt her, this-Hﬁ%Zgneseparate ICE information files allows the ICE files
to evolve. Furthernore,” a single standardi zed approach for new devi ces can
be used. [0063] Alarigoag#(s) as i npFareneapsYeesPCE | nf or mati on can be placed in
a newer-styl e adgress file i i fe i€8E4rl RISntifisd
"integrated" wi ﬁhoglseh%wégnvent Fgﬁ%ﬁ&@ggﬁggéﬁg\ggﬁ@?ﬁﬁﬂifs suchytha_t, the I CE
i nformation can Mebikcoeslsed f r ovrebeRSidenecel sothating ereRieoda ins'eariisertifiedt her

non | CE-related jnformation in the. ' in | ocked when the
device is in a IJB'@K%'[?"& atgpupP sFlﬁ‘ce: ,m%ﬁgeigégéﬁggésﬂmht%ﬁf)ég%de the basjs of a
standar di zed apppfach wher e t hePrPgtesi fie o¥aiei & PAINFafdR & M ¥k % g‘ta%l y
fromthe address book file. Moreestgancy feasshmgwill Giow wikteres ¢uoantcont i nue to be
identified only % k " in front of the nane in the address book entry
woul d prevent the %vy ntages of the 30separate ICE files from being

achi eved. W t houComnenandar d, e&edn mgelwish ihadseinoratioioe mesical eagiiaey Other

manuf acturer could use differenthsfueligiadr 8mamshch e6bdhhelUBS; miyhaedaye blamd t i ng

or preventing.easy transfer of a user's |CE inf.ormation from set or
device to anoURarcYiEat GreogesEE AT Re eI rarRba S

i nformation sgpakaiel visifs 9 Hahea ditfEreadidn@sge, bobith hidifeeran thnpimga asd andar di zed
formallows for the transfer of the user’'s ICE.inforngation b vi.n{l t he

user's SI M cattfered alabe dlpr frample Sesigaialehabetsis danapesy (hinese gy th?r}gs%p s set

for 1 CE informmtiam glgrbes‘;{dmeg@@ql@@a.a;%?& the files are placed in a new
dedi cated fil egé DI ?), Tor exanple, DFICE. Preferabl thi,s DF woul d have

two el enent al (084311 esFqrmrggl-withyn @mEpiries psigR Weaey aémé%’lfﬁa)thEﬁ?lé headenes it act s) .
provided in multiple languages, i.¢., user’s language and English, or user’s language,
English, and language of frequently-visited countries. The use of multiple languages in
the headers allows the emergency responders to determine which telephone numbers are
15 for work (business), home and mobile. The use of multiple languages in the headers also
indicates to the emergency responders the relationship of the ICE contact, i.e., spouse,
brother, friend, physician, tour guide. The headings would preferably be pre-programmed
in af least the user’s language and English with the ability for the emergency responder 1o
choose which language is most useful to them. In this example, the user’s ICE

20 information and the contacts’ ICE information is entered in the user’s native language.



[ 0064] The I CE User file would provide the [cell phone] user's infornation:
Name Address Country Tinme Zone Language(s)For energency personnel Phone
nurber Number split (space) so that the country code is clearly identified
Mobi | e nunber Number split (space) so that the country code is clearly
identified Travellersgroup Identifies the User as travelling with a group.
infoProvides the starting and ending date of the tour, so that enmer gency
personnel will know whether it is current. Blood type CommentUser may wi sh
to add information on nedical condition & other instruction for emergency
personnel . User may al so | eave bl ank. The user who travels presents

addi tional i 95HaSe [QGREMENS ahdRe tMpRbIEBLHBES alhiRbl @S ahd Gitictdhak by hige user
visits may have a different |anguage, or both a different. |apguage and a

di fferent al phesetcy[tsppndsicampbier ahasberenl af SapRImytonjsadirsel chi nese or
ot her ScriptﬁkaﬁOTﬂﬁn&%%ﬂﬁaﬂﬁﬁMmﬁﬁcﬁQﬂ§§ﬁé€ﬂeh@r%@ﬁ%ﬁﬁ&m§&%ﬁ@wgé0065]FOV
0

travel within countries using a Western al phabet, the field headi ngs may be
provi ded in tavds pleohengutyediffeienealphabeser sosivl. denglisyera HkelEg B/ or
user's | apguage I I Mavik ¢l 1o &0unbri es. The
use of nu tig%%@iéﬂgdg§§§“%ﬁgﬁﬁggﬂﬁgggﬁﬁg?ﬁ%gﬂgfgﬁé energenc?_responders to
det er ni ne whilalt thefiephardmen (ifb parsonanevetGhivn theo Mesietusigvessis availahie) #¥d

T penes. < edBSHBPEEDHAEE LENERTR LD DR P Al Lo e
brother, fri efdgaphySicsieananduagy foguti €eenddhembéddpregsabioil dvpbah dedisld) be
gt RO N RIDE AT I R
them 1| n phi shexasbRy ddBendésatfavsadebds (24 &ty MBfrnaronamithouhhe eemitfacs s' | CE
' nformation Itl%nseiaggr? rS?gilzltr?y, E1 Es?er l(l\ff:%{a l?()nr—]%tf?f:tgﬂel 1!111%9%%?9& will be in a country that
uses a Western language would need 10 have both the field headings and the information
within those field translated to English or other appropriate Western language.
[0067}  Preferably, the provision of field headings in several languages {using both
15 Western and non-Western languages) is avaiiable o the user when the ICE information is
initially input and when the user’s itinerary calls for additional languages. This may be
accomplished without knowing the name and details of the user and the user’s ICE
contacts. The languages that are available are preferably indicated so that the emergency
responders may select the most useful language. The case where the names and other
20 details must be translated between Western and non-Western languages can be handled
individually,
[0068]  The user may choose not to provide all information, for example, excluding the
street address and city from the address. Preferably, the Traveler’s group info dates use an
alphabetic abbreviation for the month, so as to prevent misunderstandings. When the
25 Traveler's group info date has expired, the user will be alerted, and asked whether the tour
or travel has been completed or has been extended, i.e., (a) delete the traveler’s group info
for that trip and delete the association with the travel in the contacts entry (and whether
that contact should be deleted), or (b) extend the date of the tour or trip in the Traveler’s
group information,
30 [0069] The JCE Contact file would provide information on the people or groups that
emergency personnel may wish to contact.

Name
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Contact {1 e ol o ROKIAE A, R4 TELLION Ot ANEPROBLE P91 QHRS, L
updating of information within the wireless device:
A. A user enters information online into operator web page. In this scenario the
operator maintains database and forwards information QTA (over-the-air) to the SIM.
B. Optionally, a user may enter information via personal computer (PC) - UE
[ connection and cable.
C. A user enters information via PC-UE using Bluetooth or other wireless connection.
D. A user enters information via keyboard (TAP).
{0071} To display ICE information on a locked device such as a locked phone,
separate DI's and EFs in the SIM are used to siore ICE related information such as the
15 user’s home information, contacts, traveler’s information and related information
separately from the usual address book entries. This segregation of ICE information in
specific ICE-oriented files enables the ICE information to be unlocked while the usual
address book entries and other data remain locked and inaccessible.
[0072] To deal with limited space in each SIM address book entry, ‘ICE’ information
20 is transferred from SIM/USIM to a mobile equipment (ME).
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Coul d al so be used to indicate additional fields have been added.
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user? Headi ngs (When displayed) would preferably be in user's |anguage and
English or pd&¥ithl y Whdnarusgebining alnargadgeoneheregiseptiongy coavbng BOREE W
provide all ip [ Qn.Br: : nizat i 4 12ULh Vedi.cAlert,
woul d al so bgﬂ%ﬁ@ u%%@QS%E?ﬁéﬁ%%ﬂbg%?gf&%ﬁgﬁgfa ﬁg,tthe se? I S %ﬁ*e to
prioritize theziserekfiMin thhwirclesstdavits theS[s@07O]dprefefablyl tovaiskeg if ptCEtialohni ques
can be used fgr _ease, o e, insertio nd updating of information within

t he mﬁreIgss(agvﬁ%%?megpﬂisagﬁpaﬁﬁpéwgogﬁ?brnation online into operator web
page. | n thi $0EGENnarVentangerapesiataasthereSing, dichandiataab 88 aangnéloonizgdd She

may enter i nPOt R Bh v ot ke TEEr Pt er tpiseeve tEPE GRBRRORYT Sl
cabl e. without any information in them. Further, the another SIM may be a permanent SIM for
the user (at ieast for a period of time), or the SIM may be a temporary loan for a (possibly
10 brief) period from an associate or from the user’s enterprise. If the SIM does not have any
*ICE’ information contained in it, then presumably the information from the handset could
be used, and the question “Keep ‘ICE’ information on <name of user, from ICE info>
from the handset, and write to the SIM?” could be prompted to the user. If the user selects
‘No’, then the user could be prompted to insert ‘ICE’ information which would be placed
15 inthe SIM files and then copied to the handset overwriting the previous information.
[0076] Figure 14 shows in a flowchart an example of a method of synchronizing a
handset and a replacement SIM (200), in accordance with an embodiment of the
information access system 23, 1f the replacement SIM does not have the DF and EF ICE
file (202), or if the SIM’s DF and EF ICE files do not have any information in them (202),
20 then a message is displayed prompting a user to select if the user wishes to update the
replacement SIM to reflect the ICE information on the handset (204). 1f so (204), then the
SIM is updated with the information (206). If not (204), then a message is displayed
prompting a user input ICE information to be stored in the SIM (208).
[0077] Legacy wireless devices that do not have special indicia can be programmed to
25 access the information via other key strokes. For, example by typing use ICE or 423 as
the “unlock’ code to display the ‘ICE’ information, or by using a ‘*’ key, either repeatedly
(e.g.. three or four times), or pressing for extended peried. The “** indicia may or may not
be replaced with the stylized indicia as described above.
[0078]  New Devices and new SIMs, USIMs, ISIMs, RUIMs can be produced with the
30 ICE capability built in.
{00791 Ifalegacy SIM is not ICE-enabled, the legacy SIM may have the DF and EFs
added via an OTA (over-the-air) command from the operator. Many recent legacy devices

are capable of loading games and other applications onto the handset (device). Many
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do not have gﬁg,leqnﬁ}ptgq‘: hgﬁqxq}dﬁrqw@rq, Br] ifwa(rgw combmahon of hardware and software
having the above described functions. The software code, either in its entirety or a part

thereof, may be stored in a computer readable memory. Further, a computer data signal
representing the software code which may be embedded in a carrier wave may be

20 transmitted via a communication network. Such a computer readable memory and a
computer data signal are also within the scope of the present disclosure, as well as the
hardware, software and the combination thereof.
[0082] While particular embodiments of the patent disclosure have been shown and
described, changes and modifications may be made to such embodiments without

25 departing from the true scope of the patent disclosure.
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Claims

1. A portable device (140) capable of storing information and which may be placed in a
locked condition, the portable device comprising:

a man-machine interface (149);

a subscriber information module 'SIM’ (152) for storing at least emergency
information comprising a plurality of ICE entries;

a display (142); and

a processor (150) coupled to the display (142) and to the man-machine interface
(149), and comprising an access module (28) for providing a user with access only to the
emergency information in the SIM (152) in response to a repeated pressing of a
predetermined key by the user even if the portable device is in the locked condition,
wherein the processor is adapted to cause, in response to the repeated pressing of the
predetermined key by the user even if the portable device is in the locked condition, the
display (142) to display the plurality of ICE entries upon the user’s access to the
emergency information;

wherein during the user’s access to the emergency information while the portable
device (140) is in the locked condition, other information stored on the portable device

(140) remains protected.

2. The portable device (140) of claim 1, wherein the repeated pressing of the

predetermined key is a repeated pressing of a star or an asterisk key (132, 136).

3. The portable device (140) of claim 1 or 2, wherein the repeated pressing of the

predetermined key is a star or the asterisk key (132, 136) pressed three times.

4. The portable device (140) of any one of the preceding claims, wherein the access
module (28) is arranged to provide access to emergency information in the SIM (152) by
by-passing or over-riding a lock condition associated with the man-machine interface
(149).

5. The portable device (140) of any one of the preceding claims, wherein the access
module is arranged to provide access to emergency information in the SIM (152) by by-

passing or over-riding a lock condition associated with information stored in the SIM (152).
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6. The portable device (140) of any one of the preceding claims, wherein the man-
machine interface (149) comprises a keyboard (130, 144) having a key bearing a
predetermined indicia (132, 146).

7. The portable device (140) of claim 6, wherein the predetermined indicia comprises a

star or asterisk.

8. The portable device (140) of any one of the preceding claims, wherein the access
module (28) is arranged to provide user access to the emergency information regardless
of whether or not a SIM personal identification number 'PIN’ is locked and whether or not

the portable device (140) is locked.

9. The portable device (140) of any one of the preceding claims, wherein the emergency

information is stored in a dedicated file.

10. The portable device (140) of claim 9, wherein the dedicated file comprises an in case

of emergency User elemental file and an in case of emergency contact elemental file.

11. The portable device (140) of claim 10, wherein the User elemental file comprises user
information comprising one or more of Name, Address, Country, Time Zone, Language(s),

Phone number, Mobile number, Travel information, Medical information, and Comment.

12. The portable device (140) of claim 10, wherein the contact elemental file comprises
contact information comprising one or more of Name, Relationship, Address, Time Zone,
Country, Language(s), Home Phone number, Work Phone number, Mobile number,

Comments, Travel Information, and Medical Information.

13. The portable device (140) of any one of the preceding claims, wherein the portable
device is one of a cell phone, a wireless device, a personal information assistant, an MP3

player, and a multifunction portable electronic device.

14. The portable device (140) of any one of the preceding claims, wherein the emergency

information is provided in two or more languages.
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15. The portable device (140) of any one of the preceding claims, wherein the portable
device (140) comprises an in case of emergency state in an access procedure of the

portable device.

16. The portable device (140) of claim 15, wherein the in case of emergency state is a
state in which emergency information is made available in response to the repeated

pressing of the predetermined key.

17. The portable device (140) of claim 16, wherein while in the in case of emergency
state only the emergency information is available if the portable device had been locked

in a previous state.

18. The portable device (140) of claim 15, wherein the repeated pressing of the
predetermined key causes the portable device to enter the in case of emergency state

from a previous state.

19. The portable device of claim 15, wherein an end key function causes the handset to

enter a wait state from the in case of emergency state.

20. The portable device of any one of the preceding claims, wherein the emergency

information is in case of emergency ICE’ information.

21. A method of providing access to emergency information in a portable device (140)
having a subscriber information module 'SIM’ (152), the portable device (140) being
capable of storing information and which may be placed in a locked condition, the method
comprising:

storing at least emergency information comprising a plurality of ICE entries in the
SIM (152); and

providing a user with access only to the emergency information in the SIM (152) in
response to a repeated pressing of a predetermined key by the user even if the portable
device (140) is in the locked condition;

in response to the repeated pressing of the predetermined key by the user even if
the portable device is in the locked condition displaying the plurality of ICE entries upon

the user’s access to the emergency information;
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wherein during the user’s access to the emergency information while the portable
device (140) is in the locked condition, other information stored on the portable device

(140) remains protected.

22. The method of claim 21, wherein the repeated pressing of the predetermined key is a

repeated pressing of a star or an asterisk key (132, 136).

23. The method of claim 22, wherein the repeated pressing of the predetermined key is

three presses on the star or the asterisk key (132, 136).

24. The method of any one claims 21 to 23, wherein the portable device (140) is one of a
cell phone, a wireless device, a personal information assistant, an MP3 player, and a

multifunction portable electronic device.

25. The method of any one of claims 21 to 24, wherein the emergency information is

provided in two or more languages.

26. The method of any one of claims 21 to 25, further comprising:
providing access to emergency information in the SIM (152) by by-passing or

over-riding a lock condition associated with a man-machine interface (149).

27. The method of any one of claims 21 to 26, further comprising:
providing access to emergency information in the SIM (152) by by-passing or

over-riding a lock condition associated with information stored in the SIM (152).

28. The method of any one of claims 21 to 27, wherein the man-machine interface (149)

comprises a keyboard having a key bearing a predetermined indicia (132, 136).

29. The method of claim 28, wherein the predetermined indicia comprises a star or

asterisk.

30. The method of any one of claims 21 to 28, wherein the user is provided with access to
the emergency information regardless of whether or not a SIM personal identification

number 'PIN’ is locked and whether or not the portable device is locked.
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31. The method of any one of claims 21 to 30. wherein the emergency information is

stored in a dedicated file.

32. The method of claim 31, wherein the dedicated file comprises an in case of

emergency User elemental file and an in case of emergency contact elemental file.

33. The method of claim 32, wherein the User elemental file comprises user information
comprising one or more of Name, Address, Country, Time Zone, Language(s), Phone

number, Mobile number, Travel Information, Medical Information, and Comment.

34. The method of claim 32, wherein the contact elemental file comprises contact
information comprising one or more of Name, Relationship, Address, Time Zone, Country,
Language(s), Home Phone number, Work Phone number, Mobile number, Comments,

Travel Information, and Medical Information.

35. The method of any one of claims 21 to 34, wherein the portable device (140)
comprises an in case of emergency state in an access procedure of the portable device
(140).

36. The method of claim 35, wherein the in case of emergency state is a state in which
emergency information is made available in response to the repeated pressing of the

predetermined key.

37. The method of claim 35 or 36, further comprising making only the emergency
information available while in the in case of emergency state if the portable device (140)

had been locked in a previous state.

38. The method of claim 37, further comprising causing the portable device (140) to enter

the in case of emergency state (8), from a previous state.

39. The method of claim 38, further comprising causing the portable device (140) to enter

a wait state (2) from the in case of emergency state (8).

40. The method of any one of claims 21 to 39, wherein the emergency information is in

case of emergency 'ICE’ information stored in the portable device (140).
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41. A computer program product for providing emergency information on a portable
device, the computer program product comprising a computer readable medium

embodying program code means for implementing on the portable device (140) the
method of any one of claims 21 to 40.



