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In FIG. 1, there are devices 110 and 150 desiring to access encrypted content, a
content provider 120 supplying the content, a rights object issuer (RI) 130 issuing
rights objects (RO) that include licenses available for executing the content, and a cer-

tification authority 140 issuing certificates.
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[34] FIG. 3 is a schematic diagram illustrating a concept of digital rights management
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publ | but a rson cannot know or know
t he 8tHIrJ?IlleﬁllE'all"“”f%f‘ont ent from the encryption al gorl t hm
[47¢ncr ypt Pulickey Cayptbgeapplher ed text. Exanples of public

[48@3\y e ”P@f{atﬁe? @re@ &%9&531& E%so%f@rrga {(])fak gﬁ#ﬂlétﬁ%ﬂypt@%hﬂecww

enc reyﬁﬁypw lﬁétaﬁ% ayheru%dfea( ‘é%mﬂﬁﬁryﬁ?ﬁgs%éaead‘d adey used in encrypting
apprioxdavmé@kyrutQifdrent tn&Oflidhikers sl ower than in a

ynmret
R R
di gidR PevgnEexTas P, key pepdp ot betkapt seaet: ¢ pehlignayfeasily
contabidin hdcssltd the [pﬁﬁllc key SYyRTethE pvatdigy nklsyBd Ia@RaRIAY to a specific

device. A public key encryption algorithm has been disclosed to the general public, but

a third person cannot know or hardly know the original content from the encryption
algorithm, encryption key and ciphered text. Examples of public key encryption
algorithms are Diffie-Hellman, RSA, El Gamal, Elliptic Curve, etc. In the public key
encryption method, data encryption speed is approximately 100 to 1,000 times slower

than in a symmetric key encryption method. Thus, public-key cryptography is



[51] Synmetric-key cryptography is also referred to as

secret key cryptography, wherein encryption is nmade
wob@s/1a458ey used to encrypt data and a key useBICT/®R2005/000720

decrypt the data constitute the sane encryption key.

[52] An exanple of such a synmetric key encryption

nmet hod i s the DES net hod, whi’h is the nost general ly

used net hod, although applications adopting the AES

nmet hod have increased. [53] - Digital Signature [54] A

digital signature is used to represent that a docunent

has premildial Y&@e@yxcﬂlﬁ‘@gesdhg kRhMurcEX@NRURS thah fdteBirh@lon of

signat ure n§thods i ncl ude RSA, El Ganmal, DSA, Schnorr,

et c. M YKETRSA digital signature method, a sender of
[50&n encr yypnedripkss Gg@tagraphsmi t s the message encrypt ed

(51pi th i Sﬁnﬁ‘é@lc&éy &%@ Jﬁsyy @@Qoaefé@&ﬁb\é@gecis&eﬁéwmﬁoglaﬁly
enCRéP ed nessa W he .send

ot MRS cnETRER & il Gy T Enel ek v ko Rl deerymt
by tthedseemetitute[thbjame cRemyptom keymber s [ 56] Random
[szgo umrber g @k AnplUPPKES a Wmdk ik ﬁlgﬁeﬂ'&ﬂ)ﬁtl&g meABdQATHEDSS method, which

O P o T o b1 g Sl (g AES method

Por thalb¢ mcshedage [ 58] A portable storage used in the

53fresentD@ﬂxﬁgéﬁﬁﬂeconpr|ses a non-vol atile nennry W th
roperties of belag readable, witable a

[54&r as ab{*éhglia Kenapre [s el i pRspSpnt B¢ dogurgery P%gr'%fﬁ’é drgligq Rythe
connggih@by. Extoplanot digral sienvdtoe melbodnpkrde BEAsBIORaraal, DSA,

st or%gﬁ ég%}/c' ﬁﬂg@[{%ﬁﬁ%ﬁﬁ s@i?ﬂl\r@me HOf %n& o‘fgn erﬁgm%essage

fla |a car
Her éﬁ*}ﬁﬂ%ﬁhe MepRaSHINSERId WIHVISRWIGH Vel Key Bl %j@g%lmrtslé%rypts the
by foactypicdgnesvagt vih thelsthdeedpublic aey Byatoifuopio 8gsovetl that the

|1 YSLCALLQ0 By by B QOLS: 0l ect [60] A rights

obj ec 1 cense defining the rights to use
[55&ncr ypt Bendedriiugihersand any constraints on the rights,

[S6¢t €. TRendohOhintbeRir€fimbesest sirhgt Ryin @s®Minebd) ORET@N pseudo-
o SRR Al LRl b UGSt b it
[57hul t i meBertgblegtatagend a devi ce. [ 62] DeV|ce 210 can
[58!]2325 ai n/ﬁ%ﬁﬁb‘l@ﬁt@ﬂtg@ stemhefpfe@mtﬁﬁw@n@&lruoﬁ@hsd@ra%h%rame memory
cont ecte
oy Sl e EROhT & Foe R Rl s dans et Piscite Pf:gh RIS, and
obj eet stbrsge tigrcecaonnastable tp 8Bjthddeleviee EX40plhaefishgh a storage device

ogt ard@fhrt &L ﬁﬁérﬁ{d?%] @tﬂ:kc&ﬁﬁ@&t fGR mm%@h@fm@d lhwhh&na card,
obj 0.Sec

e rom.t ts o SS 2
i s lefe et aaion VRSB R iRy S e nfbimedia
pur chekiedpurbeses pighegraodj.ect from the rights obj ect
[59) Ssuer _ R3Qsejecdse the encrypted content by use of the

i ghts ob iver .the rights o
[6051 evi ceAFEhis St st of g el O e e Ry SEopyalefl sgment and
St oraag eonsfgingrongkenygitac. Wsﬂgﬂc; used potht ateksent invention will be
St Or RALiHIRM Ry i el dediArear 8,409 possessing the

function. Each enbodi nent of the present
[61] FIG. 3 explains a concept of DRM between a multimedia card and a device.

[62] Device 210 can obtain encrypted content from the content provider 220. The
encrypted content means the content protected by DRM. Use of the encrypted data
requires a rights object for the content.

[63] Device 210 having obtained the encrypted content can purchase a rights object
from the rights object issuer 230, to secure a license to use the content. Device 210
having purchased the rights object from the rights object issuer 230 can use the

encrypted content by use of the rights object.



invention will be described as enploying a nmultinedi a
card 260 by way of exanple for the portabl e storage,
wWheaostpsspr esent i nvention is not to be |i m t eRPCHKRRIV5500720

description. [65] Device 210 perfornms a nutual

aut hentication with the nultinedia card 260 and can

t hen nove or copy the rights7obj ect to the nultineda
card 260. Thereafter, when device 210 desires to play

the encrypted content, it requests the nmultinedia card
260 to grant a right to play it. Having received the

(6411 ght T8d@lvayhei Ingﬁts obﬁctQ@ aé\e&tzsen@ervibetzmﬁlay @M)vef [t @Bhg a
the mul t.i rredla ard

enorHEa BBE i (58 o P A o R R Ay b
wi t iRkl RE0 pessesaing REOR Mitfordtion. Raok pwbedimentiof Htegpresent

obj QQ\téeélgg@ WiICE: #8Qibed s @hﬁ@ylﬁgg Hﬁlﬁfmédlfhecafﬂ"id()' Hyevddya)f example for
card r ant Cl
o thapah st il visaRbsitvRu i hor BrrymiGuby e Sugintion,

[65irmy t hBavieeZdi pegonns coptpalauthenlighions wob fleapulfimedin card 260 and can
nul thamdba &%Bﬂ/ @6 Qghtg Btfjkct ’%& {e nﬁﬂﬁﬂédﬂ@&fr@ﬁﬁﬁ TRerk R Blhen

of a rj ect accordance with an

e AL SR e o SR SR SRR BB T @Bm%lm card 260 to
obj exrgnt amlgghbyplayorrbllavmg sccaivedths iright th ipkly di. SQ0con@nt @ssption key)
fiel ﬁ:tm%alg rmﬁﬂge(ﬁa 9&5 %(55 %?y%le fl'OetJfaﬁi pﬁff gle e[n@t%%teala&ltent

version field dentifies infornation_a
[66)er si oftltEFmythal aBﬁRA“éCﬂ%%With thednudidmedia ¢ard £ dorgng therein a rights
i nclabjhes deviéol5Patn alo slgoest thecmeul @natiy piré d6COr@Nt Slght to play a

mois?e&ff@@dﬁ%én?fb thegf 1%9131%{: tiﬂ@ gmﬁé{nttz?(ﬁhﬁdngp)tf $icPbd E‘ﬁ)tm%yt g’f receive

per SSI1 On es I nformation about a
usad® cepy e Fights geipghroasaBitimedid¢aifi 2R t he encrypt ed
[67¢ont enFi@s ipetraics h estmbyoftah&htsi afcsin@bjoddined & &bl exeﬁn}ﬂla]ry

té}ﬁ)o?ﬂﬁeﬂfgﬁﬁé seg,lf?& hn the asset field 320, '"id

information 1Is a ent |ert0|dent|féar| ght s
[68bbj ect A rights objgcrougiy epmtistohversion lield 3P ramarssiicld &0, and a
I derﬁehﬁlisﬁbn ilesed.nafter referred to as 'UR') of the
[69?3? ijl" edvet%sqgri ﬁeﬂ& 30(3'— l'(‘ientlﬂgls V\I}ncs)rnlhaﬁgr(l) 5[%21 4 ?eﬂrgt g Bf t%f: #QI\II Xystern
ri ghkhs agist figd 320 f!l!El]UdeSI ipfeapqtion abﬁtftélawpty@r@d%@emtﬁ fvegse execution

t he ij @J;\@fﬂeu @51 ¢ ﬂgeaksaiuj&n Rk Eerhﬁatsmqmmqﬁ@udeﬁ EnfHSREEn about
contal il Gbeton Sradhetivny b iPeRieGEtu A Sorpigy by te

i nhetghtsaobiest isslent i onship is present between two

[70RSSet SOf the Gibinthiidg §@£edl iR hﬁrakJeﬁﬁélh Bod, g hﬁ@nﬁiuoa i ﬁéﬁuﬁer to
nf or nat i on

asse a
oot denindg tensS G PG bR A P e RS R
cont(gereinalgardelpged tefae KM of the ascrapteabcm@m T ¢RI p¢ infmmation to
k:z lgé;ﬁqf}gahte g&ggrgrtfl@ﬁs% & 8ekvhioh & oaeméaﬁ%, the r1§h Q&Aﬁeas a

71 VAt RS eRYP L e, BRGEYRLED SORt SRl W Ch . ek he usage
W t hof Nﬂlﬂa:hGEK)mIallubbﬁ thangints bbjed ahd omtdimeinfoninatiomedgaading a parent

car dsg6Q s BflérﬂgncE Qeqatfdngmﬁ B p‘?&bﬁ%t&e@ﬁ [V% %setg %%lv}/llkll idSSCt inherits

| nformation stored he perm ssion f
now élgflj‘gélfralpﬁ@atz}sf‘?tdet ail. [74] Perm SSI on is a
(7211 ght KeyWslee'tikforntnioh stotes adirpey dytvial iy istused fiok géutrgption of the

ob)j eGk Ft%ccl U&dtent B&ﬁWreF&regm ntepﬂ éﬁ@ry?il&gﬁegq&remaftter referred to

perms OI’]S ar e

pr i i 2 "G o CER bR ke Wiued@ ﬁ?‘é}‘ﬂt the[ erlsqyptﬁé chRtewhichtaglevice
pl aylesEans ue. Thadelvict 0arr ep tigs@atent Wigh &b OBKptabet temmhied from the

il aﬂﬁqht%/e&h 9&8 260 storing the rights object therein.
[73] Information stored in the permission field 340 will now be described in detail.

[74] 'Permission’ is a right to use the content as permitted by the rights object issuer. By



format. For exanple, if the encrypted content is
associated with a novie or nusic, play may be set up
W@32008/1ps8m ssion itemof a rights object to useCT/K&2005/000720
encrypted content. If any constraint itemis defined
with respect to the permssign to play, a DRM agent
grants a permssion to play in accordance with the
defined constraint. However, if no constraint is
defined, the DRM agent may grant an unlimted
perm ssion to play. The DRM agent may be, for exanpl e,
a qutyr &'exz[ﬂhﬂé”fﬁlefﬁgﬂs bf pdisiskidhesle 8 pfal Go dﬂs%la?rto@xecute to print,
contr l.e 720 jllustrated in FFG 13, be
descaflgﬁe gtﬂeecopté:%ect ively. [76] Perni ssi on to
[75di spl afermessios t@play gistnstaighit wptprgsenhide emey gt @dtepbintagdio/video
on FoMha3 U e%&ﬁl& €F thé Zi&yﬂ?&f dBhal i@ Hssbélat@d( %Hfa%ldm%mﬁm play
right to u ont.ent .such

se
o S Gt SE e DR BSH At Tpattiet e Dot g ot 1
mearwsy gousirgint it¢np isgieBatdevigh fegpedt ©dlpypeohistibie togmay, g BRI agent
cont %%Hts £ PGhiRn %o PR dcBREhce Rl thd deBhed &ﬁst@iu?t)’However if no
di s , . execute rint perm ssi ons. descrl bed abo
vv| I ICOB rand is ge E‘ETdr %ﬁ%ﬁ}‘éﬁe}t% HP YU faited gyerpission tOP ay The
" pl dyREcAgent npade, foncxaneltleentrdh arodyle 680 MustsatahintfdG. 12 or a
ex p Q:rohtr& Bl 26'119.@&&1&3@ 1nelxlgp M t@bé H&m&dngﬁ‘%gpe&fvely

ponding to the encry cont ent
[76%yst entd F‘ll%{ﬁ’ﬁtt%ﬁltsl’lfﬁ @F@Etal TR Otdipiy iReens bR cOMER anrevisual
OpenleMobi | e Al l'i ance ((]\/A) DRM syst em [81] Perm ssion

[77 O ex ppérhn tto Qf?e\él?te <’E)nf:ﬁ Lﬂs&&% tea—lagntent such as a Java

const rai nt act or spec:| Pém or cont ent
pr otgéaeuoesrathe&ml%ﬁl@epwgfw Whl ch encrypt ed content and
[78% i ghP&miRjored ph@iindass £X@0rd &date Therdpepydbd @ryipted content

expos{lgh&aasjpgmq{gggea a nove node and a copy node. In

é rights object within the current
[79DRM sy Sheepiy. slisglaxcaxpsig el RRME Permissions griersbeggpeverwillde col-
equedtedlytr@feﬂéw&)rb@rtheStyﬁﬁ emybdur the rights object
thlnt e DRM s temrermlns ctivated in
[80rlopy m)ae (TC( ][h fE{ &mgssm%l 0 export néesanso Ti ot r%% Xpolxtnatrgh{shob{ect cor-
eac ewpndinglogbe mcwt%lr?@nﬁenu tg @tdlt grend DRM pys@m ¢r qoaignt protection

hav etruB]otifed iaH lﬂﬂH(Dp’-Hﬁ Mébidi QlidrRb (ORI HRM issstdnh.mi t ed

1) OB g P E LSRR chO R e
spechd PBY syisemmuebeientpiotedtion strypsyrerivdtyivdrchyinktyptgd content and a
gr arﬁg?@s Jbﬁbtcf']&hﬂlb% QQ}S&{&H ST he[&ﬁﬂlls@{ t%teb(ﬁﬁ"t ERNH hdké: adble mode
specifies the on
oS et San D8 bl tow B b 8y iesh & P DR system
st aris d¢alcemedsw1®mrﬂufamlgimbj®o rsupptaddmamfiher hestdDRYL the rights
cont&) t mﬁlﬁ %etog%emmggg; gsﬂ‘ln O fai s a%ﬁ%ié(f ﬂn%ﬂe cto? IRiodat e.

82 ot entiG S o §are R ot DA R e g 4t P10 4
I nt eawahveconstrai nt 420 specifies the i nt erval of tinme

[83‘}.j uri ngc&ﬁkhﬁl‘ﬂu&h@f cﬁélgllp Lorfpp 1sl1§m%>&%9 %Bt?s@rafn%rthcjttt@ﬁe perrnls%lons have.

encrypted cont ent nd has _ an el eirent dur.ation
(34 x anpl &OwH AL %99 IB‘F apﬁ%ﬂ@ﬁ&ﬁ%ﬂé@@ é%ipéﬂfle% e number of times
per rietrhisdowwill tegerantapechd dontepar i od of time; that is, a

[85?jur ati BQteé&fz @5nsﬁ'alﬁpﬁ ' Eécgﬁés tﬁ@llnqﬁ'cgﬁ)%l 8% tlﬂlg %eﬁﬁ(l%ﬁ Ilsand has

start el enen
ti nerlaie qlqmetnﬁaf sapgnd . PYien divcr e lé%ﬁtcontamed Consurmpion of

the DRM content is not permitted before a specified time/date. When the end item is
contained, consumption of the DRM content is not permitted after a specified time/
date. Interval constraint 420 specifies the interval of time during which the right can be

executed for the encrypted content, and has an element of duration. For example,



[ 86] Accunul ated constraint 430 specifies the maxi num

interval of neasured use tine during which the right
w@ansheisexecuted rel ative to the encrypted conP@KR2085/000720

DRM agent does not allow an access to the encrypted

content after a specific accymul ated interval has

passed, based on an accunul at’ed constraint value. [87]

I ndi vi dual constraint 440 specifies the individual to

whom t he content is bound, for exanple, using a

uni formresource identifier (URI) of the person.

Agc QfoﬂétﬂﬁJtMn of the Bnd@@MeLEONBET §rnh1d&ﬂldr fn¥ alsBedid penod of time; that
| enthp

e U e P BB SRl L daon
accesbre tetspesiiDRVM/date © heir qx88) thSysltadamanbnst r ai nt 450

[86?{39(” I A@cﬁmﬁllm\éo‘ﬁ%ﬁlﬁm?@ ﬁpeélffetQ ﬂ{e?ﬁﬁxﬁmﬁlﬁ %t@r@ﬁl'to@ theasured use time

strugture, u e content and a rights obj

can e S A oo e YR DLl PPE] OUPE] STRM agen
i nf clonatdteHowhn tdvessDRNesystypitl orntad aft@ntsgeqiiioiceemitleted interval
Struygk His@ed B&k@d Bn W %c@&ﬁﬂ%ﬁ%o@%ﬁﬁ fdigs t he name of the

M syst cont.ent r ot ect struct
(874 devi ‘"roé‘é,‘”[”H 4€'§ ﬁ‘?ﬁ&ﬁ’reé é“ ifpal fo ‘P‘P |ﬂH‘eCG’P “tcléE%Pnd for
to rﬂxvmplbhesmgl aghtfsrmogsewts idettdicr (R oliéwe ipemomeedsrdingly, if a
Fbt ]Qieolcwéeyg def:?t'rt& ek i(ﬁﬁﬂéapafltﬁv'tﬂehdénﬁ%/ (fflﬂllet ﬂe@&@p@mﬁﬁé@m use the

hows an exanp

aut HERV 08/ DR &%?éléd%éfle\ie@ﬁn‘é ay %F@éo $i5PRM content.
[88irul t i MByghtcan carnsaing @m]spdﬁfmm DR sgubs of i pdrsentisediewidnitructure

SO meunggy v?lﬁ&l?thh Bore én?gncpa Ii Q& oA e ﬁ)&g Ggpxl \%ﬁsﬁon element

el ongs to a evi C 1S Crea
devi S@%Clﬁ%warsgnn@f@ﬁgatmﬂf theﬁéRMt&wé@fl Ob@n&%@r%ct@n structure, and
mul ta uie dicmemapetifdds thesnagicadtiteiDRYI sty srem o kéritenedbratec@inthtructure.

[895192] Wéi%gg d@xﬁé@%@’&és‘%?%ﬁ&ahl%até‘wﬁé %%ﬁ.@éﬂléc{i &ﬁi G nbGhe rights

la car
co nfqbiqﬁ Firathedssipe apcds atiin mpaw! eandexion m\@thél}x/f‘clﬁalﬁg@dla card.

(901 andonNFIy BRE6Ws drdxampRAT b Mgl SRB&II0MNiMPYoddSIBBAIRN a device and

them Tp essi;on key can be created by use of the
Itumedid card,
random nunbers obt ai ned t hrough the nut ual

[914ut henf\imeag thesubscopie ysed With omGobgcets deFKt pi i micansthatiihs ebject
t h e b%[orngm AARpi @taet) Bﬁis\@ﬁﬁfédﬂap ehRVice, Qltna 30nenng th?htﬁe object
cat e 0 ,reqgues a
tar JEP T 01 B R il oE Ay T g G
[92cri pt Munsl pahapiication iy provess innehidathe derdeceni@rand gfe reultimedia card

par mtr@ftua@l& cgéﬁr& thit (RGCRE Qﬁﬁl&ﬁeﬂ\ﬂé\hcefs hed &&HI@B gand[n%?nhmbers
enbodi.nment of

ot € BT T ARET S RS UG P AGS SPCE R SR SAR by use of the
aut hemfoncatmiters qhtapeedgkronglethe siiatadthentibatiod gwices. BIAG. 6, de-

and {hRidmy Lllgdvg‘ﬁg@ drowald! 1%3@ bét&/eénetgé’ ashi&s 1ggn@%fnﬁflt|'iﬁ1§ﬁa card
operati.on accor e conmand. or exanp

Mipghr il e N SN R AR MR S
a prsoc@sms belowfhechrowsendiend mevehkt slensisanztaenren th accordance

request mPdoiMb gl authentication to the nultinedia
card 520, and the nultinedi a card 520 havi ng received

(93 he coMsfirTdanse & an cXCTplay cpybodigispt qf fhepgesenitipyengpn, all the
enc repptneadds ianktomutosirdogiendaatidhprocay ke éssbddby the dev&eS 18 and the

C or q‘hﬂgln&i}]la lc{l:fd 5By 1ng(!|_dgag£ g)sﬁeﬁfggn Fﬂb 9}15_%%{?)% a@gog(g}{\%té) the command.
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[ 95]wHich @B atiers Iexedflaaomnand aduesting mubat futtidecden icee
510 Iﬁﬁlqu&‘E CM'sﬁb,'EﬁQ b n(ftﬁ{itqedia card 520 having received the command,
sends its own IDS, Certiﬁcates and an encrypted random numbers to the device 510. Ac-

cordingly, it may be understood that the arrows between the device 510 and the



520 can issue the command. In this case, the
mul timedia card 520 can send the device 510 its own ID
WO 2@8n4582 cat e and an encrypted random nunber POHERR@S/000720
with a commend to answer the nutual authentication in
the nutual authentication answer (S20) process. [96]
The mutual authentication pr Cess will now be
described in nore detail. [97] The device 510 and the
mul timedia card 520 use a pair of keys correspondi ng
to each other when inportant information such as a
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mul t1 medi a _car ong wt e requ
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i ssue cdlekmma vfagz,rthd: ﬁiuﬁaﬁddcarbaﬁwzkmﬁayt ayso inhedecanird kéycalde fblirth

H i q( qlere n e t 1rlgltf<el (1:s (l( s %/)ose({ %o tne?t t t{gecr e?l%‘e% ® IE) Hegg)(t b)ut the
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[102] The multimedia card 520 judges if the term of validity of the cer“[ificateH of the
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certificate revocation list (hereinafter referred as a 'CRL") (S12). If the certificateH of
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520 can reject mutual authentication with the device 510. In this case, the multimedia
card 520 reports the result to the device 510, and then the device 510 stops a DRM
process. If the CenificateH of the device 510 is not effective because of expiration or

revocation, the device 510 may proceed with a process to obtain a new certificate.
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[108] Afterwards, the device 510 creates a random numberH (524). Device 510 encrypts

the random nurnberH using the public key of the multimedia card 520 (PuKeyS) (526).
A final process to request the mutual authentication is then performed. In the final
process, the device 510 sends the encrypted random nurnberH to the multimedia card
520 (S30). In an exemplary embodiment of the present invention, the device 510 may

send information on the issued date of the CRL stored in the device, as well as the
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key and then sends the encry t ed random
session key, and then sends the encrypted random nurnber to the multimedia card 520.

In this case, the multimedia card 520 decrypts the encrypted random numberS with its
own session key to confirm whether its session key is the same as that of the device
510.

[113] If the session keys are not identical, mutual authentication can be attempted again
from the first step. In another exemplary embodiment, if the session keys are not the
same, the DRM process between the device 510 and the multimedia card 520 may be

terminated.
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Data Unit (APDU), and is incremented each time an APDU is sent. For example, if one
or more APDUs are intercepted by an intruder in the middle of the sequence of
APDUs, discontinuity occurs in the send sequence counter included in the received

APDUs. Further, even where an intruder inserts an APDU, there occurs discontinuity
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desimépmedia w §20 @lptémsj@@ul@eedfflp@ lafﬁ?éim@tltfél onthet Cike gf e device 510
cardn a?eQnﬁt@aqlauml@n@a%Lprb&sms&tbeutab&@n be confirmed

th th t tif t
24 g0 ®hs b rSufi 8L BishidngnfiatnedugsSft, b A AR ol e RE of the
CRL deziiet At ismerenssent o et issusé daselotrae ERL[of #g] multimedia card 520,

Her ehd@di@®r510 tap ArSSiBitd &vrﬂ@ﬂ@tt@gemé? w@hqh cMYhhﬂancb@ update the CRL
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updakéurgy pr@oeemidtomesty itdoepaday ihed Rinig be tensmitted witll aaSSC

car daiu (R8 GA5 Saasedih FIG 3 c fFATR! vAlYa RERQ0kdTeMd Bfd & Rfhe
present. i nventi gﬂ [ 125] When nutual authenfication is
t

conpletiBgdipstrde he device 510 and the nul tinedi a
[128hr d 528k {SRE0) 0 carheaidi@in iceownlCRIc BP3E), edilt the nngGmedia card 520

dat g, H&E@ﬁmd @ﬁL QfithtthEm&SRlrehar €M récEi%@erm%é {]bvtc@% 10 (S250).

|ssue date informatjon of the CRL _stored
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i ssueativaddtt®ni thé deviget106ns oheWw IKRLCRL of the nul ti nedi a
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card 520, based on its own CRL.
[130] Where the ceﬁificateH of the device 510 is judged as valid through the updated



in the nutual authentication process described above.
[127] As a result of the aforenentioned conparisons,
w0 tooshessBssued date of the CRL of the devi ce SROI/KR2005/000720
nore recent than the issued date of the CRL of the
mul timedia card 520, the devigce 510 may transmt its
own CRL together with a commdhd to update the CRL to
the nultinmedia card 520 (S230). At this tinme, the
device 510, to reinforce the security of
communi cation, may incorporate the CRL to be

tr ansg, ttﬁ&ﬁu%feﬂm%ﬁrd%ﬁ@cé[rﬁhﬁﬁtaﬁﬂ@ﬁmﬂ\ﬁﬁcaﬁ&ﬁ) hah "t}%dieivﬁe 510
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the u , can. tificat
t ho (Y MEGu 6T unipan e SYEOTICE SERSZGHNH R s it of the
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OCEeSS of
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I ts CRInstQikb in {ht 30 tintikea exrd H2D is @roid febadthan Maoftotelién the device
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i ssue
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CRL stor i'S nore recent
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Charrt it e Beeatt fat e TomERE SRt efirtomar | ue t he
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certificates is not judged in the mutual authentication process, there may be added a
process for the multimedia card 520 to judge the effectiveness of the certificateH of the
device 510, based on its own CRL.

[137] When the certificateS of the multimedia card 520 is judged as effective through the
updated CRL, the device 510 can maintain communication with the multimedia card
520 (S370). When the CelrtiﬁcateS of multimedia card 520 is judged as revoked through

the updated CRL, the device 510 can terminate communication with the multimedia



mul timedia card 520 send its CRL to the device 510

(S330). [134] Upon receiving the request, the
woriositpeset a card 520 may transmit its own CRL BCDKRA05/000720

therein to the device 510 (S335). In this case, the

mul timedia card 520, to rei nfgrce the security of

conmuni cati on, can encrypt the CRL to be transnitted

with a session key after incorporating it with an SSC

val ue as explained through FIG 5 and then send the

encrypted CRL to the device 510. As another exenplary

enbqdigdnt, the nul ti medl a card 520 that received the
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of tand ldevi ce 510 and that of the nulti msdl a card 520
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then send the encrypted SCC value and data so as to reinforce the security of the com-
munication.
[145] Since information regarding the issued dates of the CRLs of the device 510 and the

multimedia card 520 is not exchanged between the device 510 and the multimedia card



[142] As still another exenplary enbodi nent of the
present invention, where information regarding the

w0 s@aaehsant es of the CRLs stored in the devi cePGI/BRaE/000720
the nultinedia card 520, respectively, in the nutual
aut henti cation process is not_exchanged between the
device 510 and the nul ti medi & card 520, the CRL
updati ng process between the device 510 and the
mul timedia card 520 will be described with reference
to FIGS. 10 and 11. [143] FIG 10 shows a CRL updating
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devi ce mul timedi a cards each
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or the CRLH from the device 510, although it is determined from comparing the issued
dates (5444) that the issued date of the CRL of the device is more recent than the
issued date of the CRL of the multimedia card 520.



the device 510 is nore recent than the issued date of

the CRL of the nmultinedia card 520, the device 510 can
w@esd/ 124562 nul ti media card 520 its own CRL t ogeP@EKRAMN05/000720

a command to update the CRL of the multinedia card

($450). [150] The nul ti medi a card 520 can update its

own CRL with the received CRI® ($S470). This update may

i nvol ve revoking its own CRL and replacing it with the

CRL received fromthe device 510 as a new CRL.

Further, the device 510 can maintain its own CRL as it
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R e S5 LR g e 1 T LR
m.ll tiZﬂmdr lzeco abld th&0ess izt CRiast the omiltingalia card 520, although it requested
the CRL from the multimedia card 520 (S550), the device 510 can terminate com-
munication with the multimedia card 520.

[162] As another embodiment of the present invention, the CRL updating process
between the device 510 and the multimedia card 520 can be performed even during the
mutual authentication.

[163] Although the CRL updating was performed before or during the mutual au-
thentication between the device 510 and the multimedia card 520, where the device
and the multimedia card have been connected for a long time with a single mutual au-

thentication, it is desirable to terminate communication between the device and the



the CRL request fromthe device 510 can permt the

device 510 to access its own CRL stored therein. [158]
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is (S560). In this case, the device 510 can update its

own CRL with the CRL (S570). This update may invol ve
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received fromthe nmultinedia card 520 as a new CRL.
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devim@ui kOthamnitatidig aﬂiﬂJzﬂid p@f@trﬁ eﬁc&ﬁﬁm’ﬁﬁl@crypﬁtﬁﬁ@mtg hige session key,

devi c%eeat %,nag atrehs%%tﬁylhe mu u tﬁea rtlgatll[']o%va teErJ ﬁl% 1ia Eca 1%n Ilsor
a |lon ent | c a

is d@@iplea‘ilﬁlle to termi nate conmuni cat i on between the

[166EVi CEFRR d2ﬁ§kﬁlﬂﬂikt diB et 8h&Ahgl a bbridild fethgd Hilable for DRM in
certlflgateo he certlfltfzateo

t he 45 GHHTE I HF’ée‘%Pi?réﬂ %’E%‘illw&%t OFEI%F&{%&“WYG’H A"t hat
[16pEr i odModglepwadil irgthy progdne pmberbmgeining theZdipwing embasigment include

nevvldsysgtw&euﬁ Har@Rhre\ Ml cBisCRRRBSH ﬁ@ldxmdgkiarﬁlhﬁawydt& hﬂﬂ@d(FPGA) or an
car eVl ce

o tRBNHIP PHrEAA EPa 8501 00 Sinate TREPRANscH B o oarodules
520 hoawverearg poatcbnéd as sgRivare Phivgdwarsi Mgdulésenayebenpdiagueetl in a ad-

CRL, dré 851481 £E€mad: fmaRtEoh g éﬁkbtréﬂ}&ﬂ!c@o%ﬂng%ggr&&@ors
et el et enessyel e SOtk 5L, e

nmul tdompdinatsc alrjcctoZiOnted krdtwara@nfponerit$) elaseooimpopehad andodsk

the &B@B%ts%c&@és' f‘ﬁﬁ&wn@ rattﬁbl?tgg E)fJCé(ﬁf%s su“B?Au'ugést yeg}n%ﬁt@nof

of the nul dia card t he devi ce 510 expires,
e HROFETTT8 41k A OB CHEHIMORB o abass, datd Siuctures
cer ttailes afrgy st dnd oagdbléshEhadiewdtmaality providee faren thefcomabdneats and

aut hﬁ(gduﬁe)é n?a@/q)etcgﬁbi!nkzéfﬁlto fewer components and modules or further separated
into additional components and modules. In addition, the components and modules
may be implemented such that they execute in one or more computers in a com-
munication system.
[169] In order to perform the DRM process, the portable storage 600 needs to have a

security function; a storage function for storing content, a rights object, its own



[164] However, if the new CRL or certificate cannot be
obtai ned, the nultinedia card can term nate

w@ormnedseat i on with the device. [165] In all oPCT/R&2005/000720
above-nenti oned enbodi nents, it is preferable, but not
necessary, for all the data ipnformation transmtted
between the nultinmedia card %EO and the device 510 to
be encrypted prior to transm ssion. The nultinmedia
card 520 and the device 510 can perform
encryption/decryption using a public key and a private

key deagreeONCRN e:t@tkiofuh&ldﬁ% e@h@ﬁ@é&fata%tm&% QﬁfaQDEM
t he rrultlrrelaa car t he . mut

Lo e oG8, e s R P S SR et eption
usi rmgoduleed3dwginga skauyity f@n@@ne@st%gfamo@ém@ lgivingaestorage

mJt l{ﬁﬁct@thQQﬁ‘tHfQ@tGlg Emabﬁflﬁ @zfta B%Hh vﬁﬂlt D@\ %H'aQBnt'r(ﬁ module
t ed. am show ng a

CO ek BSh Kook e DERL B o 9, 2
[178h exeiipd lateyfamm@cfumpns ofthatilee pprighle ntoragnvehtdnde.connected with
[ 167}he Maglyl es used in the present embodi nent and the
I 1 owi,ng enbodi nent i ncl ude software or hard
[17é]oema an negw(%élgogatflﬁ: %tplag% Oagc?e qéieb é?rgxgt\}llva]ﬁfn electrical in-
( FPCE@r):omectaml teppden detintorfaces peide Hlewied antlelgr aireble sforagai Herein, the
(ASHCOh cbihe BRI \951[131 ?Hsé RRRAE e pfoﬂﬁ‘(ﬁé 58 ge %MHJ: @éwce being in a

however, are not as software or
Mod Lﬂtaé%thﬁ‘d?“%@ CEW&&?%S AYIablg frranedacwintless wéwgg\ééhﬂe there is
medingmhygdcal comicctipir ed t o reproduce one or nore

178 0095‘{’9{ arcry%glgrﬂnoa—ﬂyg?@ s gﬁ%&h@ NS V\lgptg U8R ry YindBia

exa onent s, as sof COHB nents,
obj éaw&ﬂie%mté@j d%vwak/ﬁxeée%ﬁﬁé H@r?@%trol @rodule 62BRs GReripts the
and dnagkted dapoeReivts fropriaces e SThefanag plicnapdudd 630 danpesorm at

pr Oqgﬂ%n% f a%é‘&’ét‘%% El.pc?f thﬁ g%%ﬂtaﬁd grp%llﬁfcq(%g %{Br(}ﬁ%ﬁ 'method; and,

drivers, ocode,
dat dbgis é@y e@latt caleﬂf Qe Qe gtion mpddes to aerffaylsboﬂawrypﬂon methods.

[179Rr | abbggificding righl @bjcom atel stdfe(pthM leﬂ@ylpté@fonhnanuhﬁe portable storage
¢ O”%BGN §ncgynr?g th%?%ﬁ{s 0 Jects¥ ro h& ggﬂcnegon I gule %}ﬁg using a distinct

conmponen es” or er s 6hra e
addinFrypaen ey s aanmesbogiag ﬁmjml@édevms dydhermere, whgmoving or

C 0 mﬁﬁﬁﬁ 8 tn@li‘t‘éi obfeélub esotiRYcBE:, bNPh&NmObBer ®yieb rdqdés permission
execu

e e G s st Tr st Rled Rl P S P ingegi distner
pr ocasyyptierhieey p biret réghitseobjacbeandhe c60Pptaebyissetad alyameaegic key
s ec Lgnbﬁylétuﬁd»‘rﬁ@thb@ﬁbm%h@ HRhR9 @nd‘rwﬁ@h ke Pﬁﬁﬁerﬁﬁ)&r {tMalso possible to

f ti
ot ¢ caoiyby fi e hied vzl Tanp b ot Shrghe Do Sl dgerymt i
DRM witinaprie ity ffithe pertable sieage, 600 hengradstiymedi a card 600
[174f Pr OThéjﬁ&ag@ &Bd@@6%r¥@?dr%§ar§g | LWn6ry 530 chiamt negnglts object, a

ot ordentatois HRT FBP S 4R PHARE G "*fdaetén Bl forate storage

exc kf@ﬁ geyWictafCRL slered @rethe afochga modwlt 660 whediht ol storage 600 was
con tﬂr&idcéc[‘ Or §1§§ Ha\%fb@é’d @pd'a{éd oF Q@xfed ‘ﬂﬁo&t%f £ @M. PEn coss of the

process. [170] The jnterface i ons so t ha
portpgbtﬁl%leét?ﬁlg%%o Bﬁbth@é’ﬁ‘eb%e"é‘i?ﬁnect ed with the device.
[17pL71] Woeneetpoanblofomagpedl abdmestdroagevico, the denrot@odule 620

' nclﬂf@ﬁ&ng&%&m% h@mtlcqgone 5 £ lwftfi‘ he'cféxéﬁcgr connecti on

vice and the_ portable
[17§1 or agEurthae i Gentrplaoduis G0 %rﬂ‘?éaé@ the ﬁleV%%ﬂr%ﬁc&resf@m the device
I nclosdeectddevighahd pdilablestondgr @O0 andcdniy@rdie with ehellER N goted irithe

storage module 640, thereby judging whether the device certificate is revoked. If the
device certificate is judged as revoked, the control module 620 may terminate com-

munication with the device.



state that nutual conmunication is available through a
wireless nediumwhile there is no physical connection.

wQ 20021124582 encryption nodul e 630, as a nodul e POT/KR2005/000720
encryption, encrypts the data transmtted to the
device at the request of the_control nodule 620, or
decrypts the encrypted data fecei ved from the device.
The encryption nodul e 630 can perform at | east one of
a secret key encryption nmethod and a public key
encryption nethod; and, there may exi st one or nore

[17F]Ig [ Ypb PPicRRabIRBU &% nédésdaﬁf f o mm%mh@ﬁ&(aﬁﬁtst&%e 5Bb hesks.

fical l £ obi
273k oBECh et i G E0030 PFELS B LR Q08 el e or
encrGipk of the deviesHran disjdevicsartdmoowgte it wigh & éssyquitdatsrof the CRL

Mo dukBe £ e HSh Sduild §40 roc%%)bﬁ@alrptﬁe l%@l)édtdat%tmformatlon of the
can evi.ces. Furt

b d
v - B0 S5 S aperegrac iy BE R 1 iscRe oiagEaton process
or whdpsctihel aboler devi ce requests perm ssion to use

[17§8Peci f {fGhCioRt& Bhte c&rﬁﬁarﬁ&?feylﬁi Sewt iahins 1£&Hd%¥e d? e BEL of the
decr gted usi n stin

n
1 HESIoD I e (5 TBCETFBCEA OBy G W g godule 640,
key theamypt modulerétthody tasningle téremdnisationotithahe dgvdeivanl the CRL of
key thé: &krvtl&% fé@élged Bytthé ﬁor\t?;alb@%t&&%%ogl \Q’hérpthg @‘R@flp}ec&bﬁi from the

hts. o r
Gt orligeSaboraairal Do A BE SPGB SR RRY Bpying0 s
por ttabCRL sif drealgectd Glctaspdageessyainyolve eddking e cgistni@@RL stored in
”Ud%cest&é? &B@Jl@&to Jn‘af q‘??ﬁg%' dﬁg&t&&%@%&ﬁ@ﬁ&{&ﬁ th the

rlg cert I
st ors @geewlu eeﬁ‘*@ Afferipdgtingdhe ‘?P»% He Fna] @Oéltl%é?afg@amdge
may \kale:ﬂ&r (ERlde git©¢eedidare it ‘fee/olsddah@ggl 110 d pdl ate dGEARL Mhee dtvies

por tc%R él%aétisolgo%ge%gﬁ%g it Hﬁéa‘%@ﬂ ﬂaé)(gevi.&%)éalhgevr%alggi

process o
[179ﬁe poPn &l Céheéﬂlé'idagféhfﬁ@%}le@\mtﬁ C@rnéar@%@ﬁu a@@m& &t the 1SF5qd date

WhenfithaeCpiobt @bUevisdt io hegorb Q&emtt%ha@lqmwgaiee datt @f fhe CRL stored in
devi t he cont rmdul 620 control

aut htgfh tora%ei | o%u']e {543% éhsesco%r mc%dhlle tran @]]ST#L s?%red in the
t he S@@%ﬁermduiﬁﬁ:ﬂﬁlt@ﬂ@@mlﬁ%y obt ai n t he deV| ce

[180}5‘r tif Tﬁ‘@&ﬁtrf)hﬁmlﬂ&@zm {6@n 628 BRRI Bl c Mok hvﬂhhﬁievwe until a
st or

st orcgglf c?jte fsr]rga%{,l%cf (g’d%e ﬁo Lg)%é%g 111 t{“’h‘éﬂhéiﬂg// Eejna é.lbe C‘ﬁt@tlflcate stored in

whetthestorapemdéw¢ 64 c@ires ¢r| ag amaefor the mextalpdatc of the CRE arrives.
[18UpVi CeTREEdntbl Gadife 68 hMdaddSGe KSF Fkd exﬁmﬁe&ﬁf&lgmm 7in

o cegh REBUTRY ¢ FLnllth g ST B Blecliel), e Frpupppodute
of t4328 opwints izl ¥ (Stadwcalgan 6@0cdcssd ddPDlegrmompareT d vethgisosn

3 u f rboul}lt@f% se %m@ |théi‘85§/%1%fo§@19g {ﬁ@)éeéaﬁtﬂh rahet Jaﬁmhﬁl%as&l with the
ate o0 e

compigyiEciAs %Pihﬁr "txﬁ@Pra%‘ij‘%'%Pd&ﬁ?“é gﬁhe Pf?ée”éﬁwe%tt"é‘r %‘8 pppyable
t he ssdrageate nmydha lpeovtd . wilk apscparas snaklole odttack thelsecurigsthenigh the

dat %S@va@ﬁerrﬁlte IcBfefof Hﬁ%S@R‘al&fhawﬂg bge%velxﬁﬁm@@}ﬁ Rl through FIG.

performed during or after the nutual hent 1 cati on
proc7ess as described above. [178] If the issued date
[182Dp npar FEbn3iiseshibtk diguwe thanstowtsheohgsiudch datdevioé atdieble for

Iﬁlﬁl\/ltéggcc%ﬁiéhgeewftﬁ a@e&g[&%ﬁgﬂﬁodﬁlﬁﬁﬂ of ﬁ]lg H%ﬁecﬂﬂ Ergreﬁjtﬁ}ne

USéb nt r ol HBALP BerEp thal)RMe APYS @Odt?ﬁ‘ilﬁ}ﬂ heverd seurly fypetion; a
t he fdeatiog & storcicbntbdiea £Rts afjediig oshadetBichis afi®€CRLY@€; Hiunction to

; Pg rfc??lli]aégg hﬁa @Etﬂ%%ﬁl@tﬂﬁgﬁa ca\Am,earfurtlJﬁ%n %nh and r%geef{/ey (ﬁqa through
communication with a content provider, a rights issuer, etc.; and a DRM function.

Thus, the device 700 is provided with an encryption module 730 having a security



device, the control nodule 620 may update the CRL
stored in storage nodule 640 as the CRL of the device.
wEeel/1eqs8at i ng nmay i nvol ve revoki ng the exi sti PQI/ERR2005/000720

stored in the storage nodul e 640 and storing the new

CRL received fromthe device_in the storage nodul e

640. After updating the CRL, 2 he control nodul e 620

may judge whether the device certificate is revoked

t hrough the updated CRL. If the device certificate is

not revoked, communication wth the device can be

galt e th sttﬂragegﬂlodall? 1tzma0ﬁ1§ @trstdﬂ@@(ﬁmdtlfm tahen$&UE U0 enabhng
at e arl so resu shows e.ls

© he B B b2 e 7 h oL hDIHR 30 Firofting cach

i ssueetiufapecdfrnt the DBRL Birtberetheidavieh@0shayr prgedereih @ transceiver
640 m&d’ﬂl?e m%ﬂf s‘éhdlﬁg/%ééﬁl g%lgtarﬁﬁ& aHfsﬁl‘ﬂ? fﬂoﬁul% h@O g%'ehsglaémg the

stored St ora devi ce

The 88‘&??‘% fﬂr eﬁ%ﬁi? én ate%l?wr g 88%%% cation
[18M t h aThi%WaIE@l‘(mmOIdula 7é@¢ltalbfe|s dwtdevics 70ktoicemurdicate withghe

CRL Joﬁteh'wilé’&l@é; ok thetrfgﬁts\{@hérQh Eyrvuteg o irBBssGR Ik 'TH@@[eane 700 may
Storq% in.the storage nod t{%ﬁxglreslor 3&6

t he P81 2 UpapRCdPr o gty sopee M
nodutaes@Ber megule AT, analsheccBiiCakatr ud Rix r@igh edmtinioatgin with a

FI Gce%lficgncﬁlaa%thoﬁﬁpu that is transmtted. For each APDU
is recelved,” the control npndul e 620 obtai ns the

U8é}sc val peintriash {i9enplesdhs deyickpBl (abraeonBinsrud ¢ porigplestorage.
i ts Bywmacdimtieple SSanacaibulef tht Heviebioneihefpordilagotapeimplies that

Sec U[ﬁé fn¥erfaBest ﬁlej)%[{?% JB%%J—: 204 t}% H{}'lcteha?e ggéﬁll c@ﬁheoted The

anot her exenpl ar present Avent I on,
t he %P?%Peh%?%?rawu@oﬁsmntﬁ@fﬁ%%GH@HHW% the gevice 700'and the
sepgloahisle Behigt Beih® incdoamhunidagors @eduzh b yviteles Ougdiui e (hS&B(Physical
val ye, the content of the SSC value having been
expl arned in detail through FIG 7. [182] FIG 13 is a

[188] ock Hhagjcairiiohapddn il ana swAYlE PEETHIE GEYAlR $neEpts the data
avaittaabhited thh@RMtdbR: SASEQ &féﬁr@qd&ttdﬂ thRItoei& Mdaley7 20 or decrypts
Sg??[?flf e%r?cm te%dﬂh receﬁ)v&gv eo(rr:Hetth7 g%l)r ab e S ra%e[ %ﬁ g%/necryémgré %%ﬁulF 930 may
f uncmPdRY: a sgcfelkaytaney PHen @Ftb@céasc\’eﬁi]t gsntpublc kqygneryption method. In

obj &g reshécs, RO nfa§ exibt e dk ﬁlof’efkﬁ‘lc%@n ﬁb@ules t@ piddiet bodimethods.

1836 q anerF Bl 2 G b msinen Baatii et [ ST Fict 00 can
contesptypphotighiepbjects thiapgh shej egsnyption modile 7Hhsing DRMinct

f UnCetan?/ tlonTlhzly?that Eﬁlﬁiofj&‘Vﬂe&ﬁfﬂrﬁ Qtﬁeﬁdeﬁf'i&ty bl?tﬁg péMzIbh: s@d}age To move
encr p | on cur unct

ot ord e relte st G holig e o R GRF it gt e Re 700 may

i nt eiefslaptelt ushiie bndisting gnatgtten &g fangeryption of the rights thilo¢tea

sto rjfgl%let&n@ @n@rmwnqhetmln% 7&%&%&{ yBlidd 1&@ used.

pr o uat@&mw?e( F]t 1%lp?sls1%E:St8 SRt tl}%reﬁﬂts obiegbwi;tgp pnvate kgy of they device
sendilighd extkcrypnig withrgublindkea oflilepleaye MRithsinecesGdy.f or

[18%1 spl aTh@Qortagkemg&lm oA Storgé:’énc%%%hﬁent' Arif RS RGER &nd Pcliificate

ay or_FExeclte opera i on transceiver
nmod g CRerfdbetnvics /PPe devi ce 700 to comrunicate with
[ 189]1 e c Oﬁheact‘dntrplmwdtﬂi@nOman tédreral ihgmigual s&thﬁmcatmn@rWessadlth

Oh%lg§l%r geﬁg\gcéjm ? gonzggec{.rt%)fheo ng 1 sé)rar ght S

Ob ct or en ype cont ent rom an exte
t hr dirghernpec. thearaedlinriulcnizé grrobisp thepogablp §t6ra§e certificate from
cer tthd p@abk safrage cCiilecich Mathghe G:orBT00 add dodipatd it Witk the CRL stored

certj ftﬂe%%rég%@n&ﬂie%ﬁ(ﬁ)f tYlereby judging whether the portable storage certificate is
revoked. If the portable storage certificate is judged as revoked, the control module

720 may terminate communication with the portable storage.



[185] The interface 710 enables the device 700 to be
connected with a portable storage. By way of exanple,
wa@omsaets8on of the device 700 to the portabl e BECDKR@®5/000720

inplies that the interfaces of the portabl e storage

and t he deV|ce are electrlcally connected. The
'connection,' however, shoul & al so be interpreted to
encomnmpass the device 700 and the portabl e storage

bei ng in comuni cation through a wrel ess nedi um

wi t hout physical contact. [186] The encryption nodul e

(19680, aPpreferdpdd %hﬁndﬂ ﬁécfe@afﬂyn@le RIS MRhd @NVice GO0 Is¥RidSedeh®y. To

dat t t abl t
reqdesteOET, e Sl P S8 SRR G50 Bl ol Prgre or e
encrpppaldd sidega frowgbt petiblerstimgehiod ponpablt evibtler iagped dahef the

encryt kigrd WP |s%raé3 Qloﬂﬁ]}é 780 ﬁ%cé)ss %ﬁ&ftﬁﬁ (He8¥%ued date of the CRL
encry

t
ot e ot ez St et Ry obFIeS e pegteton
encrypicsorn desdibedsbove per f orm bot h nmet hods. [ 187]

[19$pe0| f IfQﬁ’é 1Es)(1ed IS B&rﬁ}t)ﬂ%@f‘eﬁtﬁt Ho&s HaPthe Ghshidd BR: of the CRL of the
orm and the devij

encr ypt n_e

ri gh‘ié’gt @Bf@{?ﬁgg ISt THPT6 g AL A ¢ ‘fh]é?‘&‘r’gfiﬁ% ﬁf%gﬁ?@p‘ﬁ%m the storage
usi ngoduladi49t ihnconteharoyiypit i7dMraqagststal@R L oftha portdbée steragk. In this
fr Or@a?et th% oty 'nﬁﬁﬁle%o 'irﬁ? t&ﬁﬁﬂa@ebé %ﬂn%aﬁ%wﬁf[%e%ﬁﬁ)l? Storage

copy hts ject to anot her evice or the port ab
st or"é‘&bthe lﬂéG\‘?FltY%d freie treRPraRle PP t using t he

[19d] st i n®ther ferGRIt isoerekvey fromahe pntibleptdramr, b cothiel] modlit 320 can
obj %ﬁate ﬂlemgfeh n @Xtoﬁqgg lﬁ%ﬁﬁle 940 Qsetfgu c] l’lﬁ”tﬁk%o?table storage.

di st nct encryption e used ernore
i s posippiating B Hb’f’%tre‘toh’élg tegrristing bRéctored mﬁheastorage module
pri vaenk egrief tht hew AR reived Groande portabdcdiytpge intthadidriigeamodule

publ f46 Kﬁé/r &%patr'ng j]bedéltw“ Gffe ZOQIQI’O?I%O(?J?& %&% iudtgL %f%gt]her tﬂ? gortable

storage no ores encrypte
obj etaragerrgrtdicate is ey oked thwoyghdhemdatssl CMeIfdeé@bfm@rage
[ 18%ertifieete GO0l Fedlas ABCHN dked, 20mERRicGRdH Widh tht PertdBid ddthge can be
aut@gﬁtlc élon process Wi t h portabl e storage when the
devi'te #85% s connected to the portabl e storage.

[19Lr t hePmbireedthar hands Hrthe istuchdia cemrEior AvlbHhows that A issued date

por tgx *ﬂleGCHL of @6 ﬁor@eﬁaﬂé dt(frhg@iﬁ ﬁotfrﬁ&mchﬁ tmrth@i@&@d ghebfde CRL

Rt M aesef Y LE M s a AL MesRE) 20 Fi bt ERL sorea

j udgnﬁ@ sitiegeeedutchE 0o the pbiteblsstolagge certificate is

[19npvoke@lhe éJntrbhﬁodiﬂH 7@1{1@ St hA8 ok kit dtiof i 4 p%rdaug 9@fhge
as re

the contr ter
cormoH LS B Freriee o F LAt s PSPPI e hp e of he
Pr efagrtdighty stobngitin fiwtstaneacagsiate 149 expikme oCRle@ffortth@aneup% of the
700 ¢I§]§h@geg ecently. To ensure such, the control
dule_7 btai n the issued dat CRL of
98P e CPE B B St bt 2256 Pokie® Se6 P SyeSatgned trougn
conpd6e? irt caph ARDUNbatiis sarsohitthdt Borehcht ARD CRhat ¢t roceddkd] the control
the siRia09 o‘i?Pa%'tﬁe 4O valtt RER ‘%l%st%ceﬁ\%d‘?@ﬁw Bnd EhpaRS U&Hh its

date of the CRL the portable storage can be
per fOHEYNEE PPy a]b‘F t%?r?'%.yrre’tnf%mﬁga thgpouliti b Goaupynigation with
pr oabsporabledesagei bed above. [191] If the issued date

[19@?{"10alr NS gﬁbﬂﬁe‘? %%ngqlﬁp %}’M%o&lﬁéht Jf'&r?‘reodrés%lfﬁﬂve%%ﬁ oy detvL%Q 700 may be
i sS LPé%i‘“@Félt ‘@ﬂb% S@PPFéte@P@“Et ta Fléf‘&k (e sepgity thewaéher%vaéue the
740, cohtaet oot $SU varmchilving baéh ¢xpthired tirs daaiGRtough FIGME .

[19ﬁgr t abll"ﬁe &Ea(ﬁ{gﬁﬂgdulé N (H%p%a %?lrcé oHttenthewlsPogg B{eq%) ?&R&}&,‘eg thz&%h a

comuni ca
rlghts ob]ect so that a user can v1sually see it as used (for example, through playmg or

executing the content, etc.). The display module 760 may be constructed with a liquid



until the CRL is received fromthe portabl e storage.

[192] When the CRL is received fromthe portable
war@sagss2 t he control nodul e 720 can updat e t hECTZRRB2005/000720

stored in the storage nodule 740 as the CRL of the

portabl e storage. Such updating may involve revoking

the existing CRL stored in t A st orage nodul e 740 and

storing the new CRL received fromthe portable storage

in the storage nodul e 740. After updating the CRL, the

control nodule 720 can judge whether the portable

stor@ﬁ@amﬁpﬁay&m&&&@TIWL@y&k@cb bdwiomigh the updat ed

L. abl tificat
[19% oeigglae %ﬂ%ﬁ‘%%‘i Mg gnd(%sﬁrrﬂfe:ﬂl bS ar g gI%\fSlcéé qgng%rpgaabsle storage
can Jb@ervdlcm aRhaxpre fetogly iSned heef@hmInghaﬁQcmauoh ontlee issued date

'SSQﬁ@xﬁﬁ%ﬁm&Q@WﬁUJ%gmmy%ﬁéh&qﬁhgw§x&9§h)&Bﬁmfé§%ﬁﬂny
dat e qj t he

rtab
o GHbofbi T b Haeh: ievich e L Rpob B Bsd Mpprachange
st or@Je versidu ingorfidOon arilecooparterilowmdeR L eerdig) withyhat of its
tr anghitrphit Qn&Etly ﬁ&@ﬁg%b@ dﬂLemﬁfe%&QE? ragyl e 740 to
t he portable storage 4] contrql, nmodul e 720 may
term nate conmmuni cati on W‘lsﬁ“ﬁl‘%ﬁl’ﬂ IYst or age unti |
[19@] cer t Thd @ahed isl de@ict $& @ dabDfighihi@akaRbmérs &ﬁﬂﬂh@dﬂhépﬁmmﬁ

t he 1}{\%nhgﬂ %rg a&&a?%]éggus nh%at il gecIulltty %tf %e%ﬁ\/lgﬁ%heﬁ t& €§ev1ce and a

u pd ama'aif: storpge @RElnﬁlf?eid\ﬂé@“g}{ aggylated, eeribeatioiceocatippelist.
[200pnt r thd;?%mlpm 7é’rﬂbdmyemm1 thkdﬁre@nﬁﬁceﬂ\ﬁah HEveeheph @dsastbd with

222 g u%% tto fi aclcomPane/m %Iad)vm%sh H O\éllg\ﬁ asréssﬁnge(iq mq]}e‘za'? ! il
obt aiPREscietsdhasa@ny atripsions ahneasifiqadiensiope be mREUodkeidisclosed em-
co nﬂﬂ)ﬂﬁ&ntstmm&hsubﬁtﬁnt&ﬂ@ deauitearbnSBE pYiatipes oft he fn@l%ﬁt 1nvent10n

rei 9.t he se conmuni cat i

por t feiorg B? %}&Céose? ét]‘)éllg{gntg ﬂg&‘ﬁ él}velét}?g%? %SF@ in a genenc aned de-
enbaodiiptisietsense onllyang netdenpurpesoeeftlingtationhe devi ce 700
may be provided with a separate nodule to check the
security through the SSC val ue, the content of the SSC
val ue havi ng been explained in detail through FIG 7.
[197] The display nodul e 760 di spl ays the content
whose use is authorized through a rights object so
that a user can visually see it as used (for exanple,

t hrough pl ayi ng or executing the content, etc.). The
di spl ay nodul e 760 may be constructed with a

i quidcrystal display such as a TFT LCD or an organic
EL. [198] In each exenplary enbodi nent as descri bed
above, a device and a portable storage judge whose CRL
nore recently issued by exchanging information on the
I ssued date of their respective CRL, by way of

exanpl e. According to anot her exenplary enbodi nent of
the present invention, a device and a portable storage
may exchange CRL version information and conpare its
own CRL version with that of its counterpart, thereby
judgi ng whose CRL nore recently issued. Industria
Applicability [199] The nethod and device for digital
ri ghts managenent according to the present invention
are advantageous in that the security of the DRM
applied to a device and a



portable storage is reinforced through an updated
certificate revocation list. [200] The exenpl ary
weredpsde4sent s of the present invention have beePCT/KR2005/000720
described wth reference to the acconpanyi ng draw ngs.
However, those skilled in th? art wll appreciate that
many vari ations and nodifica $ons can be made to the
di scl osed em bodi ments wi thout substantially departing
fromthe principles of the present invention.
Therefore, the disclosed enbodi nents of the invention
are used in a generic and iﬁé: ptive sense only and
not for purposes of limt aims [1] A nmethod for

[11di gi tal A melbsrdra ﬁﬁ@l@mﬁfﬂg&ﬁetﬁuﬁﬁgﬁbéﬂlﬁ@lﬁeerevocatmn list (CRL),
revocati g@: l.i st by a devi ce,

er.for med
t he nmet At hclﬁpr?fﬁ(iﬁglf:#éy aﬂ?)vdcaet hﬁéneﬁi éﬁBmeISIP%e devi ce
t hr ough vadatiopréRL drihodevide¢hrdesh cenhestian pbiht déNies to a portable

storage sk@agg%pgénéltaﬁa @mpﬁﬁg@tﬁﬂ oFe deict; he devi ce;
j udgi ng . whet h a cer e stora

OOt T ot e htbcad Bebossb RSP s i R
mai nt ai epdgedcORirohihe devion alkt ween t he devi ce and the

por t abl %a%{tﬁﬁﬁg %oﬁlfnuhltcaﬁo?l HeH@gﬁ‘ ‘Ghetda@fce Ennﬁh@ E&Hbfe' s@@%& ifitis

8; E:rgl rh‘?drﬂg aﬁgtﬁlétﬁ‘?’f{l %f’é“a?f thﬁp%?%cielﬁ\é’?@ﬂs %#"’CPYFG devi ce
[2lconpr i sd%e nebtodioficlagn 1,seieedn dadagng of the GRLIoGrheakeviae Eivhprises:
of the pgpi 1§su§& 8&991%?&8{31'&3@{ d @QLB &le ?5&&6‘?@“&% &

i nformati on e port tor age
i ssued &améarr%ft%er lﬁ%ﬂeii e ¥ Orméwlmit thegipriglle Storage with
obt ai ni ngudédiateGRlormfitidnhe tRaCRIabf e Sé@dSeage and

repl aci '?)gtahhfg tﬁ:g‘)bR fof Me%oﬂgﬁﬁe gﬁgrc?.g% Lk %ﬁgﬂ%@lﬂg mﬂe device

portabl e
por t abl &vidithg & b Of the ﬂ?elft@ﬂff @eréaft if ﬂh?afﬁus%atff QihegRELf ghe portable
of the GRkagefis hbe retew the thaRsudiRiartod i CRL bfhtﬁe Rliceofind

the devi & tlufung ki?e ¢I§I§ Hftﬂe g@ch,Ge @Ihetl{gged%%E the (ljlgL Of téle portable

portabl e
date of Stor?ée @Ryt morét 1ggeng ﬁw éh@ issugy] dafthel th‘tefiﬁb@f &he déYlé‘i’ m

[3]12, wher gh8 niHodiont1agn . hehekEs Ulﬁﬁ‘mﬂl@tﬂ&: Mmé@ daratnf@habn of the
the CRL &{L ﬁ‘p‘?e af)% e glsjc’tlﬁo 15 a e?{ i e\rltlgg ha?sfc%%rﬁléelaemutual

devi ce has ¢o |ca
por t abl @uigemrsicalgm Wl[ﬂnqhe]’hléahlm‘tmw? of cl a| m 3 wher ei n

[41an appl imatictfod Rr OhRc9) wl@?&@arﬂﬁﬁphcaﬁﬁﬁtprch@do‘l/\@zﬁﬁ‘u&h&nt between

devi ce and, t he tabl e storage is

win s Tisves it BT A0S et TR Ry G Favence
send segoengeabiowhichgfditdtes asopd $agntrico poynt of the @lbphdatcal protocol
unit anqlattahlgltq%I@ehgmﬁwn [5] The method of claiml,

vvher ein erva ef or next update o
lupdat ed féﬁzﬁef dd’ ‘éla‘é‘}(Ln‘Y &m &ﬁ@l t ﬂ&apw P‘H‘éPP&ate of the updated
conpr i s€RL is due¢xpimg te mubed fugbarmbm@Riesf r om one of an

ext er Nal. S¥ sl e thcan @4t £6M3he JEM &Rl E’ﬂs?etrﬂ 2 dnNReernal
CRL of the device with the nost recent CRL] judging

whet her 9¥Ecertificate of the portable storage is
ef f ect i wpdasg g GRieofhs tievice with the most recent CRL;

judging whether the certificate of the portable storage is effective using the most
recent CRL; and
maintaining communication between the device and the portable storage if it is
judged that the certificate of the portable storage is effective.

(6] A method for digital rights management using a certificate revocation list (CRL),
which is performed by a portable storage, the method comprising:

updating a CRL of the portable storage through a connection of the portable



recent CRL; and mai ntaining comuni cati on between the
device and the portable storage if it is judged that

wo b@sasesst fi cate of the portable storage is ef PEDKR2@®5/000720
[6] A nmethod for digital rights managenment using a
certificate revocation list (CRL), which is perforned
by a portable storage, the zhod conprising: updating
a CRL of the portable storage through a connection of
the portabl estorage to a device to generate an updated
CRL of the portable storage; judging whether a

cer t It f Id @ﬁ)ﬁ%e@«? a aéwcedsge&eaté & @‘da@@ ORY oW ﬁlﬂta?l@ Glorage;
u at e 0 maL n
commun dSerg sk a BRERE: 47t SHRET L BRI e crLof

devi ce itfe fortabls sjorpggertdt hat the certificate of the
devi ce 'n?anﬁﬁlfli%g tcbfﬁﬁwm[th]onﬂ%ﬁwe@E Eﬂ’é%rt%le GtbAbENARY the device if it is

wherein.u or.t abl e storage
conpr i sdiReS el Sehird Tt s T stREhart on o a CRL
[71of t he dévimetiodobdatpar 6.ncherdieupdsued HaCBLiohflerpeeablesorage
of the GRhp@dest he device with issued date information
of the L. of the ort bl e stora taining the CRL
of the gg@f”é‘hg isad %f) @Pﬁ{;}%ﬁé@c g?‘ gﬁ’éceportabl e
st or age compdrinighle iSRked dite irfiernchéun ciethe CRILhe theskuied wikhtiwued date
of _the eibrrdlioh BPALKIC hpdTREE sfopgent than the

i ssued date of 6]?L(,:)orta e stor%%
mai nt ai HPH@“‘H‘F@C @E&E Oéfhetdﬁélcf) eppeng the r‘%ﬁe" ke If‘}‘ﬂé‘ble storage
i ssued ddthehofRI. lvéthelkRbviod if thedssleVdaeof the ORI aoffdfeelevice is more

recent tr&?@] tflihe]thé E%ﬁgag%g ﬁle(HRL Q@h%aﬂfe &Jﬂ? epg{dt abl e

stor age [alm ereln
t he i ssuantgaing heffRy ppthe awtacbie Yi9rasediihe éﬁf@u%drféateo@\;hec L of the
i s perf deviedis abt @oretrérenbirn @dlseucttdacay erelGRL sahpp@tablt storage.

(8] m‘lt ual a[lﬂé l;h% 0d %?513%7 \%ﬁeg?ﬁ Ql?[{ugﬁlé ﬂg:e 1S ut(? liiltg— gl??lﬁﬁh&? ?f the

of cla an a I ca 1 0CO
sent betGBée@f thfh%everé\yﬁ laféfoafn%ﬂ afige ﬂﬁ@ﬁt%«? gogehasgempleted mutual

encryptadmaagamhﬁmeﬂkhe@uﬁend sequence counter val ue

whi ch i I"‘I(fille (r:nae hoa o?clallm da\»{ lilr? Q Cz?pgﬁ&alﬁtoH g(r)oé ctolp g%t?]umt sent between

appl i cation rot 0oCO a uni erel
[10] Th @q@vwe andpthe pprdbi sporagghie erdryptecthiestingr vith &%@d sequence

por t abl @osdt@vame whichShQELE AMBRNsdqhéch 86un@ bl Be SHcABR protocol
i s manuf.act ured F%ﬁ% The nethod of claim?7, erein

t he CRLng Pﬁ%mb@‘ ﬂgﬁg?orage i s updated through a
[10¢ onnect ilha mgfhotl péclpior T.atdicecin tho(ddeoftthe paiablestoragevs sered when

or syst@mg(ﬁ@g$sgh@eﬁﬁhﬁ@gwgﬁaplaln16 wherein if an
nt er val bef r nex dat
e expTPE et ol fithba Rt s Ronar BLebRruce fyagd
nost r e¢19"nllglmmnﬁ¢conm oﬁtée p@rtadvha stortger tn ahothgrsieeine arststam.
[12?:(t er nalrpd %ﬁ:ﬂ{bﬁ of Mﬁﬁtﬁ‘é LN rdiD g abRherQfl deftfe Qg\%xtt? afe ({f I%he updated
st or age e nost_rec I ng whet her the
certlfléﬁ$91HPG?HQB%QV?E@ﬁgéfé?%é@%?gg:US|ng t he nost

recent receiving a most recent CRL from one of an external system and an external

(9]

device;
updating the CRL of the portable storage with the most recent CRL;
judging whether the certificate of the device is effective using the most recent
CRL; and
maintaining communication between the portable storage and the device if it is
judged that the certificate of the device is effective.

[13] A storage medium with a computer readable program recorded thereon for
performing a method comprising:

updating a CRL of a device through a connection of the device to a portable



CRL; and mai ntai ni ng comruni cati on between the
portable storage and the device if it is judged that

wo b@saeesst fi cate of the device is effective. [BRGI/KR2005/000720
storage nediumw th a conputer readable program
recorded thereon for performng a nethod conpri sing:
updating a CRL of a device tﬁ?ough a connection of the
device to a portabl estorage to generate an updated CRL
of the device; judging whether a certificate of the
portabl e storage is effective using the updated CRL of

g he deviseig o2 n@ﬁ'ttdﬁkr)l&i PRLBPCROMIURIGH:E;0N bet ween t he

evi ce an orta

et e SRR ARLFRt SLRP R kblsloph LR e
[14] A spdatefeRhetithadevisd; hnda conput er readabl e program
recor de%aﬁrhﬁﬁi%@ @oﬁlﬁlﬁnﬁﬁf(fnq{em&ﬂ th (ﬂ?&@@[ﬂi tﬁ@E&Hbi%' sWage if it is

updatin
oot Tufteda Bt odubid fahSedBl it SIS (o
[14gener at e\ doragpaledivn wORLa winputve radaticapybgrasitresaadrd, thereon for
j P?gl ?g SRS a ﬁ\eaae& E(‘)Iﬁ]%rfsgfg(e:Rﬁf the devi Cte Ibs
ef fective usin e u e orta
st or age; “p%’é‘g ﬁg;ﬁeh & ar?f)oﬁablﬁ SRHAgh llf%‘tgth E ?Itetpﬁ%"rtable
por t abl etosdgota@agdevamedo gheraﬂceam wgelatefl ORI ofshqg pedigkld stokvet:;
the cer tl.'l(f in%a‘l%lfet}{%{r a Eaﬁflga%é’ biGhe Hé/lc% § &?échyeeusn{gjtﬁé uﬁiated CRL of

devi ce fo ts managenent, conprising: an
mterfaé@ﬁ‘%‘i‘é eé@Fﬁgéﬁ“& the device to a portable
st or age;maintsihiog agemoidation betvaden steqioaisblastbraps tind the device if it is

certifi ?’uﬁ%@d FrEVAE BrliRthed Jﬁ% &Cf:%le)ls ef?éggvea contr ol

nmodul e nmpares 1ssue ate information of a
[15econd éﬂfﬁe%é@ djgt! Figlyhinapecpient EMEIsEEDr age
connect ed idwrael glac Edn@edithe dé\daeao Wipbhabls suege;dat e of

the fir Sk I;?%%% n‘?&dﬂfeiﬁﬁf s{(}rets Iaglrgt(;&ruﬁlgﬁe F&g}:ﬂtﬁn ﬁﬁqCF?%]and

updat es £ € compari so
The deviacentg nadgiethat sompgiesigsupd dase) anf@rﬁ@u%@f Fsepand ey
conpris e&:ewé@ ﬁem\thengortable s&ﬁz(‘g@ rREnfeRled tHrouphttheinpefatalitieissued

st or age; i T L. with .the, seco B
if an i sdgtﬁé)d ISQ%I#L é{%% g the Hgragrnodule aid dat Hg‘ﬁsﬁﬁe first CRL

t han anbﬁﬁé@é@e&@ma@@nt he f| rst CRL; and nal nt ai ni ng
[16{ he fir ghe GRbcd oF ldng ISt@E@@ﬁuﬁ&‘ﬁHQ eheiffrsttdra. échsiipek: dat e

of the second t han the i ssued
ot o of TR (Efeobdy O/ 0P s BEREH ST e i Te
wher ei n r¢piasingdhe fist CRbduthdhe secenid/eBL H ap dysuéd qatapfahafecond CRL

the por tahb@ re&dehi @8fart IEHLI@&I gzhe Bf‘tﬂe fiRt ertagrr and
mai nt ai ns. connu evl C

T Braor DA PahESSRe Bea i GG SR Rpne sccond
por t abl €Rtismaigeorcsecnuiithanibe seled date of He fupddled CRL.

(17§ 18] Th th @H\}lgeeof‘%iallﬁllg' VUPIE?]‘JIH tﬁm%ﬁt%l Qnod%@@ceﬁ\fes Q@emﬁcate of the
I nterval a nex dated CRL .i

due ex p Ippléé)le itﬂfég%@m“ﬁ{}r eﬁﬁtaﬁilcg a{lé Iesecgmmumcatmn between the

conmmuni claticoand the portable storage if the received certificate of the portable storage
is not included in the updated CRL.

[18] The device of claim 17, wherein, when if an interval before a next update of the
updated CRL is due expires, the control module terminates communication
between the device and the portable storage until the CRL stored in the storage
module is re-updated.

[19] The device of claim 18, wherein once the CRL in the storage module is re-
updated, the control module resumes communication between the device and the
portable storage, if the certificate of the portable storage is not included in the re-
updated CRL.



between the device and the portable storage until the

CRL stored in the storage nodule is re-updated. [19]
wab@sdesssre of claim 18, wherein once the CRL POI/KR2005/000720

storage nodule is reupdated, the control nodul e

resunmes communi cati on between_ the device and the

portable storage, if the cerfificate of the portabl e

storage is not included in the reupdated CRL.[20] The

device of claim 15, wherein the control nodul e sends

at | east one ap plication protocol data unit encrypted

[201 Oget hterl“hlé\/'dé\hc@of%ﬁﬂﬂ 15¢ eﬂl‘}b?él{i ﬁw%ﬂt%l%od\d@' sedstahRhst one ap-
i ndi cat e nce .o f ot OC
aata antbodith HREHERE Sy et JBRer B Aol R coumer
st or age valanthatistisntes sead sedvendesr theapplidanerapmtocol data unit and the

comuni Qlﬁﬁa'tl%@elﬁ) ednRAe b&%bﬁesvdr% @rﬂi‘he&éﬁﬁnﬁ@ﬁxﬁ&ﬁéﬁo mamtam
st or age b% contir nce %rﬁnt er .val u

ot 1 e OB raR A BB AR bieS €0 PaRTA G edbaon eine o
f rom t heerploreqabbecosnior edes: of[apihst Anpappliadsios psetorohdea fuit
di gi tal rg&g@ggoﬁq@&g{ggﬁtswr&gnprl sing: an interface
hat conne t he bl e .storage to devj ce;, a
[21it or age%ﬁlﬂi‘?’]@f S{%aa?te ‘@% @E“ hip W&?ge@é?tt FHTREGE:
r evocat iaomtérisst thaCRinpectathd partabbndiorege tradiabiec;t hat
conpar e |l GihdlRl fu LR LTRUIBMROe fvSERRR s CBRL): and

received fromt devi ce connect ed roug
i nt er f ad&OW¢! ﬁ“ngk?di% CRrapEcs I?F“F%f‘%fnnf‘lfﬁla e ?fr?ege‘F?I}dﬁRL
CRL st oredived ibhehsdoicgenttodiiteowhdhd inatfacpeal Bsuetikiete in-

first Pﬁﬁﬁfgf 8 QPSP%E%{BP% ih ﬁ%rktorgé%%d-m:eanﬂ%e{t %ﬁ({a es the first

storage 0 alr m erein updating the firs
conpri s&KL hasedkenthagompisisetcond CRL from t he devi ce:
(221 epl aci MYe pbreabld grerhgelRRicianh 0, \t/]lﬂ&&elﬁ epdinidg ERlfirstf{CRINcomprises:

! ssued g%:elgm fth% %%Ofﬁﬁ?%&%ﬁk r e recent than an

i ssued . I’THI nt ai n@égi t he
first Creplacingthefist QRbg@thﬁbfdwp@nd ¢RE Heanjissyereditettee sspond CRL
t he secan@ofebcehiSthitOdn iBRE@d4te 6EMe fitdhaRL] fiRl | ssued date
gfz t Cmeeﬁnl(leaﬁn al{“ﬁ‘% Iﬂgeoéﬁ%%lTJﬁletag fotcr)rta?eb }ngdl\ﬁ/es X gseuﬁl d?ctle %{” {lye second
of the @&} isaotmergueshntthan theisgyct glele chg WHiGRIai ns

[23ommuni gak b@r&hbﬁedft&i@@bftcthﬂnQQ v edodie t}&tc@ﬁ@(ﬂen&lﬂﬂt r&&:@ves a
device if t % fetflel ved rt.i {13?2 % ev ce "
not i ncl’tI§E&"'t R %gmﬁﬁﬂi¥%€“ Elmﬁ§ifn %m 8@F¥nma“m
st or age beffween tic pr2dle sibrageind the deyreeiiinthe rwawe(b@mfrcetea)f the

next qué&lsei@ﬁlotlhgumciamdlp@ﬁédcmdue eXplres the
nmuni C

trol d |
2450t aol IR PEHBIToriE TRETEGY BEGIh i PAB e GROTE GG gpdate of
in the $1teorpdgted @BYUS dud expires, tho dented mod@i§terTirates spmalphigation

storage b@lfwe@xll e Porddble WhaEEidd MOER iU CRY stdA&! in the storage
storagengoo H .e is re-updated, the control nodul e

r esumes hiecl 8% bet ween the portabl e storage and
[251 he devilbe poitdbld derageeaticidim @at wehapéin twhen the iRl einithe stotige module is

i ncl UdeQe—.{lﬁHawa?thE eRAREBHuIERsumes communication between the portable
storage and the device, if the certificate of the device is not included in the re-
updated CRL.

[26] The portable storage of claim 21, wherein the CRL stored in the storage module
is stored when the portable storage is manufactured.

[27] The portable storage of claim 21, wherein the CRL stored in the storage module
is updated through a connection of the portable storage to another device or
system.

(28] The portable storage of claim 21, wherein the control module sends at least one



[26] The portable storage of claim21, wherein the CRL

stored in the storage nodule is stored when the
w@orosapise2 st orage is manufactured. [27] The poPCEHER2005/000720

storage of claim 21, wherein the CRL stored in the

storage nodul e is updated through a connection of the

portabl e storage to anot her device or system [28] The

portabl e storage of claim 21, wherein the contro

nodul e sends at | east oneapplication protocol data

unit encrypted together with a send sequence counter

val ue t Rgplicafieh saloes dgtafuﬁﬁ dn&QFIbeREan&TwitHesend sequence counter
ata uni

application ot ocol t d the data therein, .
e ot riiF HBLRRERHS SR Sedhi R bBRRlIRT alotBl Rl unit and he
bet ween dataghenein.taal Hetermiogsagetenty miietagepinpainfpation between the

confir mp_Bﬂa@q: §8ﬂ39€ HHAHENGR Y léBﬁf_?rﬁliIYgazl 48d @équ@ﬁcelcgﬁﬁér value of

one application protocol da uni.t received fromthe
devi c 2 b at least one alff)[lcatlon protoco{ (?ata unit received from the device.



