WD 2007/ 118096 PCT/ US2007/ 065886 MERG NG MULTI - LI NE
LOG ENTRI ES I nventors: Hector Aguilar-Macias Grish
wo/Rwny809d ECHNI CAL FI ELD [ 0001] The di scl osed PCT/US2007/065886
enbodi ments relate generally to nonitoring of network
activity. My tticul arl he disclosed enbodi nents
relate to a U gl tiple
entries representing rel ated network act|V|ty
BACKGROUND [0002] It is desirable to nonitor | og
entries received from vaiveusordevi ces and pi eces of
software in a network. Frequently, those other devices
or pieces of soft whlesteregeilaaMaciveveral | ogging
nmessages for reasons of coEﬁgnlence speed, or
reliability. This is d S anple, so that sone
TECHRIeATRE g W | | reach the central point for the
event, even if not all information does. For instance,
[0001]t nay The dedbdcabéraboditn&eb delatd Sehei®ISE agdvefoping dtheetwork
work in conpleted to make sure sonething is recorded
acthléy eMare pahécidyely ethel disdosast emheélrbemt@ relatoipd exséy and
i.ni shing the rk in, question, OOO%L I n addit,ion,
metheé?%m@r yigagugple Saﬂ‘é‘?ﬁe“ﬁPEGSSBEUS relatechRetyerrkastisi
time. It is considered desirable to send | oggabl e
events as they occur, instead of waiting until al
BACKC®EANg occurrences have happened for an event at a
device. [0004] If nultiple devices send log entries to
[0002]ne or Inisrdesieblertalmcnitddogientriepecaivedi fromhermetswevices and
the 1og entries for the various events fromthe
pieceg af P%fih‘é’abfékﬂ %@gtwwlq |Frggaent]y, Iﬂé@%ﬁ %ther devicat ef @1@@@%‘&1

softwh IeSrea 'Rkt ST LY Riler 08 PR T BL LR ailirerfpept or

rehakﬁhf? | Biis QV&ORS forl &B@a)fn}fﬂ@ﬁéfo PRt SBhRRAHI G ARH RAY %ef%h th@@entral
I"'es. The sequence of entries may not be conplete
pomt(fpe theagserithev epefi sot alt irehedtibafdues. Fhemspmcat itemawbas desirable
onpl eted). [0005] What is needed is a way t
to sersdm é@@meééageybqf@xq thetwerikgin-qosnletasl onmake mgesy mqetlamg is

recorgﬁg levgﬂ,gft tsgts%%)ﬁ%%} taltc]%:g\ell\ﬁbeésg%? 3 atngglstjﬁég %iushmg the work in

question,

[0003] In addition, certain types of log events occur in the device over time. It
is considered desirable to send loggable events as they occur, instead of waiting until
all loggable occurrences have happened for an event at a device.

[0004] If multiple devices send log entries to one or more central collection
points in the network, the log entries for the various events from the various devices
will most likely arrive interspersed with each other. The various log entries may
not be adjacent in the log. They may be interleaved with very similar events. They
may be spread across several log files. The sequence of entries may not be complete
(perhaps the sensor crashed before the operation was completed).

[0005] What is needed is a way to automatically collect high-level event
information from log entries that were generated under the problematic conditions

described above.



WO 2007/ 118096 PCT/ US2007/ 065886 SUMVARY [ 0006]

Preferred enbodi nents of the present invention define
w@pooagesope contai ning a parser, a groupi ng traPKEUS2007/065886

nodul e, and a mappi ng nodul e. The parser separates

arriving log entries into tokens. The grouping tracker

anal yzes these tokens to determ ne which nerged

s the tokens belong to (if any). In the
SUMfglé@ggr{i bed enbodi nent, the grouping tracker operates in

[00063C COr dPR&Rr MWL din b &@ithdrEs! bAM o BEMENPERRSH HeBBe an agent
al t hough ot her enbodi nents may have these properties
contaliaing-acpadeel, aPreupsrgeagreopeodilesamd homappingirgadalel dihe parser
of various properties associated with the act of
separgkessING S Iog arigeeHitpitelsensntldergighping BRckRsgadyzes these

events. l.n the descrihed e di nent ,, thes oper t;i
toker {6 sy e Bieiasr S RERE LRl bt e Bl ERDe dh e
descrbdd elBBo8RRSHIRY _ofu‘f)‘ini%bké'fe(g Gre8 YR At corMRh & witRs

are used to 1dentify each nerded event, which entries
configegibie ardge peorgertres, géithoaghnritherverhbo@imménts viad uka tdidtese

automatically ends collection of entries for an
propeigies barr@caée%\e@hemg,e peoeerties llay eandigswatign ps vadong .

propyBiRa ekttt At e OLGED ABRe I9E R Ebr i Ehar g erged
evenSY HRS: AOL R AARGILAA LIS rhBC ERIAECHAYBPLII of: what

ata structure i n accordance nmappl ng properties
types(@llbfetgiest wibke oapd&r@dFoop&iH eBgdDeN ¢htpvdIt HIDs are used to
har d- coded). [0008] The descri bed enbodi nents of the
identifpivenh itgrged everlywlich enfiasdsigimandl endtahmergadgevent, a timeout
pr o erties,t?l descri he val ues that are searched fc?r in
Valuet ?g@éqlvﬁ y@@ds(gﬁ ?qté%n_ o tr1@§%‘qppqré§x1§tug%§mrg? event, even

. [ i oy define which entries are part of a
1fno%(ﬁ)teiﬁ&2r%??(§/ event, may detect the first entry in a

[0007Tul ti - Rty desceibed eambodiByendetheGhapphing rhadhleaRtéiyes Ibglentries
nulti-entry event. The nmerge properties also declare

associated hwifh spetifinmer el events esdnmmsps dem & fieldsén shermerged event
values in order to be nerged (for |nstance, the )
data %tﬁ@qftpé%H}ﬁcgﬁff%f@mﬁ%@@nm@gﬁﬁﬁeﬁ@ﬁéaﬁew&h Hiesaamnring

propétl’gl%s%gni%AIQO%?%%?&—%))de%};e described embodi ment of the
presenltl I nventi on can ocess |Og entries for events

[OOO%Eat aNel RLEHBREESBEINhERs’AGHe ﬁ{\fb%rtionaﬁle'-:r%%ular expressions in
SCRI PTI ON OF THE DRAWNGS 2 WD 2007/11809

the nfegh¢ PEAXITNLOGDAEGTibe values that are searched for in the received log
entries. For example, a regular expression may define which entries are part of a
multi-entry event, may detect the first entry in a multi-entry event, and may detect
the last entry in a multi-entry event. The merge properties also declare which field in
the entries must contain the same values in order to be merged (for instance, the
entries might both have the same numeric id or mention the same ip address). The

described embodiment of the present invention can process log entries for events

that are interspersed with each other.

BRIEF DESCRIPTION OF THE DRAWINGS



[0009] FIG 1 shows a block diagramof a systemin
accordance with an enbodi nent of the present

wo pwentsoosr. [0010] FIG 2 is a flowchart of anPCT/US2007/065886
enbodi nrent of a nethod perfornmed to process |og

ntries_in accordance with nerge properties. [0011
0008}’ ' 3 b hewnadienk dgeram Oémat%maeﬂoraawtw&g an
2y f t . entry to a nmerged event in
embo?@%lg%gﬁglgI\S/)rvie?%%r%gﬁljiltg%mpr operties. [0012] FIG 4 is a

[0010]! ow clFaGt2 ENERbREhaArt A erhbOEN diS8Hethddi @ formed to
mappi ng properties in an enbodi nent of the present

procesalenentoies i 608 aftcGrith rehrgesprapeetiasrpl € i n whi ch
nmultiple nerged events are being constructed,

[0011]nt er sFEpseis 1 Bgwethart @sart embpEmenl @fcﬂj@eﬁ@%arafgveﬁ@ o add

are received. 0014] FI 6. shows an. exanpl e.f or nat
alog 3y STRF G el hosedone st B e i Reier
[001140015] FRIDO BB S HOk SRV REESEMO! ANRRbhQReANS tROMapping

escribed with reference t0O the figures where Iike
propéreiee ire as enthotdisiest bhthecpiegentdanéntiah. or functional |y

simlar _elenments. [0016] FIG 1 shows a bl ock diagram

[001Yf a syicenshaos in exerdrielimpdich rldple matgedi avents ke being
consttléllﬁqcetg reesi%g%ﬁ}l)enr?éﬁ j)(l?ég%’ﬁr%ﬁi&g év??g'dp rserggllfrgaﬁz?ilsé(/ieﬁl?sgetlr%l rggeived.
[0014(]‘Et wor 1GAgSRGwL A4 e&ﬁﬁﬁ%{ FSrh D Ok h g?re gmul tiple

evi ces and pil eces or tware over a wor k, such as
the internet, a LAN, WAN, wireless network, nobile
network, or any other appropriate nechani smt hat

DESRIPINON FdiMBEdVIMEN TS0 send | og entries to agent
04. [QO017],Log entries are received by a parser, 10
[0013)ng pa%gﬂéfefl#lm 15 Dkt TS LHESHHAT RIEHEH CBoparebHalTor
[ skill ot '

referdlel (B iRls bR e AR RO TR Lot o
functﬁﬁ{ai[1§lsiﬁ{gar dbhids.024 of Hector Aguilar-Mcias et

al., entitled "Message Parsing In A Network Security
[00163y st emFIGf 1 bleawdarhddckidiag@ds,of whiystenn § 0 ér @iqordance with an

i ncorporated by reference, [0018] The received | og
emb%ﬂmen of BlePIseCHAD Ve pry de KOmigterahlyicopiaisgan pgent 104
in ond ﬁr %?(l)r% ctegtrgf‘r&%'ts P &l ﬁgtva'gr%h %é&ql{tl%éltrgcke%r/]ess lggse%grigsnf om

the 1ecérve Pog et +1ee ese tokens are Pecei ve

multip¥e e GEQURDYidcbAEK S5 WREAUS Corblletwdr M 2004 the 80R6net, a LAN,
CT/ US2007/ 065886

WAN, wireless network, mobile network, or any other appropriate mechanism that
allows remote devices to send log entries to agent 104.

[0017] Log entries are received by a parser 102 and parsed into token in a
manner known to persons of ordinary skill in the art. In another embodiment,
parsing is performed as described in U.S. Applications Serial No. 11/070,024 of
Hector Aguilar-Macias et al., entitled “Message Parsing In A Network Security
System,” filed March 1, 2005, which is herein incorporated by reference.

[0018] The received log entries can be any appropriate format that parser 102
is able to parse. Parse 102 outputs tokens based on the received log entries. These

tokens are received by a grouping tracker module 110.



[0019] Grouping tracker nodule 110 is connected to
receive nerge properties froma nenory or other

war@ragesrodul e or device 112. The nerge propePCT/8S52007/065886
specify how received log entries are to be

nterpreted. as t y ar use .to build nmerged events.
[0019&» oupi (OHPHREERS 18.d¢ soneggtechta {ReVermp g operties

from %Sr%g]%e ?}%\Eg P}éﬂ I'%torsél r e oI rd%‘?gceﬁl\g%m[%t 'rﬂél%g%l%?gpc dﬁ@%peafy

how f¢efed 1b8 @htﬁ’ésear@ Qb 'E)Q 1ﬁté|rﬂ)1teté’cp aé [y ér@%sé& &6 'b\ﬁﬂ@i Ih@lgged
entries. This mapping occurs in accordance with

eventsafponging tpeterirred d22utphes logteptitiesothatrappassgeiatavith
120 is one or nore nerged event s resultjng from
specifig mqrsﬁé eV@@tSémqa Q?PPT% mq%% rg dhpeafog] errgtrlaééter mgeged

des re deta bel ow
into el debie Tek APSREBR MR EP DR Se iRy Bblne Ruspls] Dhig,
%8Rk Ersqh AROWIBNED i {Hi‘fn% tho\Bf {iBs 80 enogi tof ed
mapF? g [ nvesnt |aon 00211 Eﬁe %’\ﬁ éﬁ%ﬂlll owi ng |ine ‘?ﬂ apping
moddde d2eux d)meSr fﬂdﬁe sleergée e&bﬁi@ resufeihprfesm maltipdel log entries. The
"messages”): [0022] {18/ Jul /2005: 12: 30: 20 - 04001b .
procesp gaag afj<esabedlEBBIG. IgvNbbe diesrrthedd in noppdgtail below in
8/Jul 2005: 12:.30: 25 -0400] conn=7 op=-1 nsgld=-1 -
Com‘LL i} ARECEPIES r om 10. 0. 20.122 to 10. 0. 20. 122
Exard9924] [18/Jul / 2005: 12: 30: 30 -0400] conn=8 op=0
| d=82 - RESULT err=0 [0025] Parser 102 parses
[0020]hese TReiiy et ekQBpRNGI®@S evBhOmcBYingal biksiAlahSemb&diment of
each log entry this yields a set o tokens For
the irsseatiphe, t he Iog entry: [0026] [18/Jul/2005:12:30:20
0400] ], conn= d=82 BIND ui d=adm [0027
[00214] o) e ASREHPRI0L lwgﬂia%]'én%?ﬁ IR R e e aetlmes

9] e=18/Jul / 200512: 30: 20 [ 0029] Connecti on=8
Caﬂec{ O%%g%ag%*& ation=0 [0031] Messagel d=82 [0032]

[0022Fper at [ 8)YaexoBbNR30[200828)0] YsahE8 opelimsgld=82 - BIND

uid=admin

[0023] [18/Jul/2005:12:30:25 -0400] conn=7 op=-1 msgld=-1 - LDAP
connection from 10.0.20.122 to 10.0.20.122

[0024] [18/Jul/2005:12:30:30 -0400] conn=8 op=0 msgld=82 - RESULT err=0
[0025] Parser 102 parses these received log entries into key-value pairs. For

each log entry this yields a set of tokens. For example, the log entry:

[0026] [18/Jul/2005:12:30:20 -0400]] conn=8 op=0 msgld=82 - BIND
uid=admin

[0027] Yields tokens having the following key/value pairs:

[0028] Date=18/]Jul /2005 12:30:20

[0029] Connection=8

[0030] Operation=0

[0031] Messageld=82

[0032] OperationName=BIND

[0033] Userld=admin



4 WO 2007/118096 PCT/ US2007/065886 [0034] Simlarly,

the other two log entries yield their own key/val ue
wW@ai0741809¢ 0035] [ 18/ Jul / 2005: 12: 30: 25 -0400]] POIOS2007/065886

op=-1 nsgld=-1- LDAP connection from 10.0.20.122 to

o5, 2l T G TR i

1003915042 EPGBAN0RS B 5T qapH fiEhdd- b AR

connédfn) flon? 00.9,20A:230630.0:20400] ] conn=8 op=0 nsgl d=82 -
RESULT err=0 [0044] Date=18/Jul/200512: 30: 30 [ 0045]
[003%nnecﬂ33¢ﬁ"—'@/][1b@@@% 128624t i on=0 [0047] Messagel d=82
;0048] Oper at.i onName=RESULT [ 0049] Resul t Code=0 [ 0050]
[003%) g 2 Goongcipliychart 200 of an embodi ment of a met hod
erfor ocess received log entries in
[003 ccordg%ég%ortlﬁf nmerge properties 112. In a preferred
[003gjbodi rméggagéme_pet hod is perfornmed by grouper/tracker
110. If a tinmeout 202 is reached for a nerged event
[004Q]ur r enOperbedomyabne=LI)APhe nerged event is ended 204
nd caontrol returns to elenment 202. Thus, even if no

[°°4ﬁxpl i crPuEkTilRg-A0'd2ent ry is found, a nerged event
[00423& Il b%)e%]dﬁgg?n%(?zbtlg ti meout occurs. The tineout
a Iffer "for di

| ue may ifferent types of | ogging
[00433ev! c e $187)¢l/4005:12:30f 387 0200 ][BH RLES BP0 nSsJIHEER 2 RESIULE err=0
evice. As described below, the tinmeout value is
[0044]ont ai mEde+1B/{Thl 208D g@:3030perti es. [0051] El enent 206
receives a next log entry to process. If the log entry
[0043]s {0 (swnesientfered for nerging 208 (as defined in

rge operties 112), the processing continues,
deJ?hervmej?ee%%u%rilﬁ(zl e event is sent 209 and processing

[0047]et Ur N 1dR sdigeept 202. [0052] If the log entry is a
begi nning log entry for a new nmerged event 210 (as

[0048] OperationName=RESULT
[0049] ResultCode=0
[0050] FIG. 2 is a flowchart 200 of an embodiment of a method performed to

process received log entries in accordance with merge properties 112. In a preferred
embodiment, the method is performed by grouper/tracker 110. If a timeout 202 is
reached for a merged event currently being built, the merged event is ended 204 and
control returns to element 202. Thus, even if no explicit ending log entry is found, a
merged event will be closed when its timeout occurs. The timeout value may differ
for different types of logging devices and for different merged events from a single
device. As described below, the timeout value is contained in the merge properties.
[0051] Element 206 receives a next log entry to process. If the log entry is to
be considered for merging 208 (as defined in merge properties 112), the processing
continues, otherwise a single event is sent 209 and processing returns to element 202.
[0052] If the log entry is a beginning log entry for a new merged event 210 (as

defined in merge properties 112), a new merged event is opened 212 (see FIG. 5 for



defined in nerge properties 112), a new nerged event

is opened 212 (see FIG 5 for 5 WD 2007/118096
wEANWERO7/ 065886 an exanpl e of mnultiple merpedUS2007/065886

events in the process of being built). In sone

e di pents, the tinmeout cl k for t event i s
an exgmﬁ% by Bple g Tenth i 16 gPrQﬁ?er Mo ubit nsome

: [ taj a
emboHeflY, B LARORPLGE b ther b Bl Eta& REHE ¢ her
[oo5§n eXC ¢PihieQPg ehitryQ8 B8Ha BBLirming | dPPerRrE R Mt &&ntﬁﬁﬁtan ID of an

15. Ot herw Se, processing continues and the tokens
existingdnérggd esrht yulaeletlp degdb Wt 1dpthenenrme@ppptign ivkhgged sod a

that its infornmation can be added to the nerged
singleget Is pentartoe (BT iR ProgRssIIS E@Wllblée%@ the t@kemfe%d log
can el ds,.in th
entry ghe R0 b sbimrREVardul g hBLs InBiyREier ckdBgpdded to
the nférg@d 8¢&hteMEM endbORAENL, antiMecdrO8e £8ipYe héld&iﬁ the qiori&gtry or
ry for a new nerged évent 216 (as de Ined in rge
can bpmoplipie sldbiid)the by extig thatdhaver gedneverdluesfendlddg @ntries of
renoved 218 fromthe grouper/ tracker (see FIG 5 for
aln@@ﬁdéW@ﬁble of multiple nerged events in the process

f b b l.f I t di cat t
t0054},4°; Retnedis ehtrhaf sgirief Jolicobhren frerge! SYEBR g e
definb& 'ﬁ?}‘ﬁfqgfe :pg@&lﬁ%s ‘clfl uﬁfl lél;(fstl % Ak fb@ed Rrent %Oéé‘ieg-r&d r moved
conti nu exanp operties 11

218 fiea i o&fp%r/ ﬁ‘@ékemeg@beaEIG bGeb ﬁh eRBingte 600l Edle Iheﬁg@a] events
ner ge pattern count =1 [0058] nerge [0].pattern

in thg pl]octesﬂ( @ bailt)odf\aheg erfitdp bodicates go event end the

Correwﬁ?%fﬁé%&egeegwﬁé be er'\%sé f}agﬁgrfggeveﬁcﬁgg@s pigicture of FIG.

5 [0] .token= OperationNane [0062] nerge [0]. starts

" [0]. regex=BI ND [ 0063] nerge[0].ends.count=1 [0064]

0055]er ge ﬁ@]co@iﬁ(ﬂlﬁe[’cﬁé ekaken: e rmé: tidsQQ8%h tHEg8mple are
[ 5[I'(s)] ends [0] .regex= RESULT [Ooggjllﬁy?reﬁ?rge P
defmf:@]am d. t okens= Connecti on, Oper ati on, Messagel d

[0056] merge.count=1

[0057] merge[0].pattern.count=1

[0058] merge[0].pattern[0].token=OperationName

[0059] merge[0].pattern[0].regex=(BIND | RESULT)

[0060] merge[0].starts.count=1

[0061] merge[0].starts[0].token=OperationName

[0062] merge[0].starts[0].regex=BIND

[0063] merge[0].ends.count=1

[0064] merge[0].ends[0].token=OperationName

[0065] merge[0].ends[0].regex=RESULT

[0066] merge[0].id.tokens=Connection,Operation, Messageld
[0067] merge[0].timeout=60000

[0068] First we indicate that we have only 1 merge operation:
[0069] merge.count=1



[0067] nerge[0].tineout=60000 [0068] First we indicate
that we have only 1 nerge operation: [0069]

woregoga1sseant =1 6 WO 2007/ 118096 PCT/ US2007/ 065B8BUS2007/065886
[0070] Then we define that we want all the nessages

[007(¥fI 0:1 2, %ﬁég%% ael\ll?)r%rr?e 51?3?5 Sxfze %v%@’? H}l?lﬁ% ]rsrg*gsge?g%%-l;vftﬁ ObpeerationName
< BB A e o
[0071]0] . pa&ﬁ&gg{o@%a[t@g@mﬁlsz | RESULT) [0074] Now we

specify t he nessages that have an Operati onNane
[0072et t o mBEAD] watterghtdkenk©peeatgenpeveat i on: [ 0075]

merge[ 0] . starts. count =1 [OO]%[gJﬁmar e 5_0]. starts
[00731o) ¢ oresrecBibeniteralihesee —(1057| RESVE) [ 0] . starts
0] . =BI ND [ 8] ~And that fh fi
0074} i NI HEIRSPH! ¢ BetdBle S P%F B RBfaRlonName set to
BINIRGRWLsTart HROA}: @8%&%&9}1: ends. count =1 [0080] rerge
[0].ends [O]. t%ke =COper ati onNane [0081]
[0075fer ge[ jergp[@dStirtstcygex=RESULT [ 0082] W al so need to
define howto identifg that events belong to the sane

[007€])r oup, mesgald]stdts[BhtokprcdPpgratipni¥net he val ues of
nnect.i on, rati.on anc ssagel d nust be identical
[00771¢ or i Hlbergﬁ[oﬁ?%gafgsﬁéltrﬁge’ﬁg@@ﬁ evgnt ): [0083] Imsr geI
0] .idua A j ' 4
(007412, - | AR B hCRIEECbRaRORTLAL T oNReRRUGF bR

OperhfienNRssage tWIRESULPEr at i onName set to RESULT after 60
seconds, then we will send the event as is: [0085]

[007Her ge[ OPergeitdont=600051[ 0086] FIG 3 is a flow chart

oosdl, 21 SERSITEnL 9 TElo0 pecferied Lo add o 0o

oo 0 SRR auasping o5 ond el tokers
00sj1, a0 st S vt oo e
group, we do that by specifying that the values of Connection , Operation and
Messageld must be identical (forming an ID for the merged event):

[0083] merge[0].id.tokens=Connection,Operation, Messageld

[0084] Finally we define a timeout so that if we do not get the message with
OperationName set to RESULT after 60 seconds, then we will send the event as is:
[0085] merge[0].timeout=60000

[0086] FIG. 3 is a flow chart of an embodiment of a method performed to add
a log entry to a merged event in accordance with mapping properties. Received log
entries and their tokens have already been identified as being relevant to at least one
merged event being built. Mapping module 120 maps information in the log entries

to one or more merged events being built (see FIG. 5 for an example of multiple

merged events begin built. See FIG. 6 for examples of a format for a merged event.)

[0087] In this example, mapping properties 122 are defined as:
[0088] event.deviceReceiptTime=Date
[0089] event.name=__oneOf(mergedevent.name,OperationName)



to one or nore nerged events being built (see FIG 5

for an exanple of nultiple nerged events begin built.
wEe@7HIS896 6 for exanples of a format for a nmerBEDUS2007/065886

event.) [0087] In this exanple, mapping properties

22 are defined as; [Q088
[009Q)y ot . a&w&@é%eeﬁmor}%@é@ﬁ?@dﬁoosg]

vent . =onedy (. i anme, QperationNanme) 7 WO
1009507, 1%2%%&%%%&@98%&@6@%%8 [ 0090]
[009Vent . deybLpAGdransRRE M tb BodavE QA Lse the Date as the timestamp
event. desti nationUserl d=Userl d [ 0092] These properties

for thieredienfithe Reault@Wodeias|theidevichachan endthé fsetlidnaessthanjestination
for the event, the ResultCode as the device action and
user idsdhewameyisgiefingd agesti nation user id. The nane is
0

[0093J° "® SxBREnREY QL s R N pe R R ENae)

[0094]0094] pReseSRidt kS elVARBIY HIRI SPo@td RUEY ’bbotl}'let"ﬁfaEEﬁ%r’ event
to the "tracking" event that is being used to store

that it beirfg useld tdatare tha finhi damaketlib easepte atpeaatioreaieans tHait either
either we should use the OperationNanme or the nane of

we shaydd use she OpgratigriNanyg ¢r theypmeref theeraghing,' evet @f argp). For
i1 tain th I i - val : [ 0095
exarPY b BT Ao L BBl b6 of 787
IND _1ﬂ?|iﬁ'- - 3542 29@%‘3'2
[0095?0097] w%nectopg%%gﬂ 8%%@?“%@%&’#’0%0 808%] BIND
uid=adms$mgel d=82 [00100] Operati onNanme=BI ND [00101]

User | d=adm n 0010251) And a new "tracking" event wll
[009€)e cr edtader 8 dnlAR0PP 18408:20p with the fol | owi ng

ppi ngs: [00103] nergedevent. nane=BlI ND [ 00104]
[oogﬁsr gedgff) YRV eRecei pt Ti me=18/ Jul / 200512: 30: 20
[oogg_FOOlOSb Lgsdeyent . destinationUser| d=adm n [ 00106]

he na of the nergedevent will be BIND because this
[0099]s a néessageld=82

[00100] OperationName=BIND

[00101] Userld=admin

[00102] And a new "tracking" event will be created that will end up with the
following mappings:

[00103] mergedevent.name=BIND

[00104] mergedevent.deviceReceiptTime=18/Jul/2005 12:30:20

[00105] mergedevent.destinationUserld=admin

[00106] The name of the mergedevent will be BIND because this is a new
mergedevent, so mergedevent.name does no exist and the value of OperationName
is used (BIND). Now when the second event for the merging group is processed:
[00107] [18/Jul/2005:12:30:30 -0400]] conn=8 op=0 msgld=82 - RESULT err=0
[00108] Date=18/]Jul /2005 12:30:30

[00109] Connection=8

[00110] Operation=0

[00111] Messageld=82



nmer gedevent, so nergedevent. nane does no exist and
the val ue of OperationNane is used (BIND). Now when

wo b@7aesvend event for the merging group i s proRPEEESINT/065886
[00107] [18/Jul/2005:12:30:30 -0400]] conn=8 op=0

gl d=82 - RESULT err=0 _.[00108
100143} =1 6 pranti 5@3::%@.52@%00109% Connection=8 [00110]
er at iQn= 0111] Messagel d=82 8 WD 2007/ 118096
001457 BRI eutes [00112] Oper at i onName=RESULT
[00114)0113]rhReRsoleGraRAPWIN B I pPdieadRIIGREL: event will be

mapped as follows: [00115] nergedevent. nane=Bl ND
[00118]0116mergedevent.name=BIND

ner gedevent . devi ceRecei pt Ti ne=18/Jul / 200512; 30; 30
[00116)01 1 7s8rdeuay sley iceBecsinblinmaisé Fuld 28 4130:09118)

d qdevi 1,0n= 119]. Not i h
1001473, ScaBVRt AR RPN BID because when thi s

[001 8 eNnt h%rgggg@e}gt%vggégcgowag al ready a "tracked" event
(rmmergedevent) with the nane set to BIND, so in this

[001199se OpéstideithaiNawergeddvienN@anteewils bel setrtd BIND because when this
nmer gedevent keeps the value BIND. Notice how the

eveninig peersvech thate wasetkeasdypt “traskedoar spdmesgedavent) with the name
set to lss/ogl.?lqt 12%13% i Oq{%gaflﬂa% b@%?ﬁ(ﬁg%dggé %%ldtthte hn?ergedevent
keep%fhg CEREBEIPL NdTReMdW tﬁ%@éﬁed@%n@ﬁﬁ@fcek@%ﬁ%ﬁhﬂg 1o was

4 7s a flow chart 4 oW ng the one unction

set to/i82Jul20d5 i12:30136 thabip PebguferBpeetatRghe WahksefbasiceBatent will
of the present invention. To process the oneX
be replaned.isordefviee Receipt Bivagrpiik assirmevletnewanealuef t he event

10018 TIGORIST Hotirdenkiho sttt e SO Pt i i i the
maprlAEProai e & IRSh el Srbreor b M B OCR AR e

oneOPEuMER o, ﬂo?%x%?ﬂ)é:, RGSeveAReRRNf thd B@eﬁﬁﬂﬁh@gs currently blank
conponent may contain other "operations" that can

404, thrakerreet tolemomrheist e drltg dtithevearhe fs mdtddanlorib®hoinsblank
just an exanple, in the actual nmapping franmework O her
naméds Zetgined HS. oper at i ons

[00121] It will be understood that _oneOf is only an example of operations that
can be used in the mappings component. The mapping component may contain
other “operations” that can make reference to the merged event fields. __oneOf is
just an example, in the actual mapping framework Other examples of operations
include __concatenate, type conversion operations and others.

[00122] FIG. 5 shows an example 500 in which multiple merged events are
being constructed, as interspersed log entries for the various merged events are
received.

[00123] FIG. 6 shows an example format 550 of one merged event. For
example, each of the various merged events of FIG. 5 will have this format, although
not all the values may be filled in for each merged event. Various implementations
of the present invention will contain other examples of merge operations including

concatenate, type conversion, counting, and others. Other embodiments include



i ncl ude -concatenate, type conversion operations and

others. [00122] FIG 5 shows an exanple 500 in which
worzioritpdoes mer ged events are bei ng construct edPCEHES2007/065886

interspersed log entries for the various nerged events

are received, [OOé 3] FIG 6 SE exa | e formnat
merged GVent e e%%’ﬁ“&é%o tatispgs cany %I%%P%& %fs of yarious types
of me\{‘gg(g 893’ et‘es% ﬁ%\é?% %ec? B &n pe %Dr{t to gq’%&aﬁt&l 5‘1}9%8 orat S part of

e va ues may or eac

aconﬁﬁ%&n@?@ﬂ{er s¥Rf dads 1l ement at| ons of the present
invention will contain other exanples of nerge

[001 Zﬂc]er at ilbegollowinglpaggrapncatend¢ e shostpescioptien of example
unting, and others. O her enbodi nents include 9 WO
mergo quIPartERd6 Pt dEsh BhorosEEee megt glehedpyepftion:
gregatl 20 39 hat statistics can be kept for nunbers
[001 ?ﬁ var irougec Bn of nerged events. These aggregated

[001Z6}t @ CaefiRs I8OhuhibeR oFBitirk® bpatLidhis PhaBwilPBéE Hehed 2
conbi nati on of other sent ata [00124] The foll ow ng

[0012¥3r agr a:pétge[{nwvgaiﬂdac}]spmhterrdenmh pti on of exanple
e enpodi nent of the

| uded
Wmﬁ\réﬁt i 01%% &m%%g]%%ééa&%rﬁ%%ﬁu bﬁ@@%@@ﬂ M@Fg‘ﬁ gRexafigns require
t hat
patefB SRl TRl R B BE S et B Bu e G, i no

patteﬁ%f Ar@%ﬁv&@i’ﬁe@ﬁﬂlL RILHEMWAI M bbndigerdaf | ned. Merge
operations require patterns to define which events

[00128]1 | benergefibegeddexi].paitemdfigetapardey)]dokenf no

atterns are given then ALL events wll be considered.
[0013Q) 01 29Pekeg dhe token that will be used tor this pattern.

K 00130
1001377 e BB e B R PR BRI RBER Lol torn.
[00132J0131 DM eg 8he regular expression tqQ use for this pattern
[trmergei ndex]].pattern[tpattem ndex]].regex [00132]
[0013Xf i nesndrige[{neygdindedkptaeisgoantt o use for this

attern,  [00133] ne [t mer gei ndexfl . starts. count
[001 460134]Dqﬁé\eﬁ REY ﬂ@wwg%r;t péftsms wii be dAgkinggl| Ylegge operations

e
pt D08 B ASLAAAD, L1605 L MU bl g
has beén stantedrit yarbenlgzriﬁha&dﬂchv@ 4 timeout oosn and qmlteplatﬁaethn

[001 3n511t ch. merge[{mergeindex}].starts|{patternindex}].token

[00136] Defines the token that will be used for this start pattern.

[00137] merge[{mergeindex}].starts|{patternindex}].regex

[00138] Defines the regular expression to use for this start pattern.

[00139] merge[{mergeindex}].ends.count

[00140] Detines how many end patterns will be defined. Merge operations
require end patterns to define which events will end the merge operation, if no
patterns are given then no event will end a merge operation, the operation will only
end via a timeout.

[00141] merge[{mergeindex}].ends|{patternindex}].token
[00142] Defines the token that will be used for this end pattern.

10



[00135] nerge [{nergeindex}].starts

[{patternindex}].token [00136] Defines the token that
wowdor/1me9used for this start pattern. [00137]POBU§®07/065886

[{mergei ndex}].starts [[patternindex]].regex [00138]

e T
004 01Ok e TSI R LT B T e,

[0014s]entsm@ﬂgbL{ngih@emﬁgﬁgmeration, if no patterns
are given then no event will end a nerge operation,
[00146]e opé&iediries thewineoon iy mibisdcarids far therowuging @@ratign. If the

e o B b B AR Y IR Bt oy milhpe sent. Be
awar? grgalt?@%geeé’\)%hts fv?l ‘6@5&9’(0\7'/31 ]ailc?@f%ﬁedg%felé{ég 9(9 Z(I&%SOq‘égl‘ is not

nerge nmer gei ndex
guardr{té&l.t erni ndex}].regex [00144] Defines the regular
expression to use for this end pattern. [00145] nerge
[0014R]er generdelinergdindexi].id.@ken8] Defines the timeout in
i.Iliseconds for the rging gperatiqgn. If the )
1001481 D4r s &3 HescpiAKENS Wat Hak o8 %sartatgir%p ?uhq pVedtte This
.t vants will be sent. Be aware that these
prope\’g 1Stllga\l/\1n?rle "be sent via a different thread, so event

00149]1der infe AAnANYRERDdeliR@d4 7] merge
[ 4[gt]mer gein eyﬁ .%g.tolg]éns f00148] Defines the list of

[0015803k ens Deiates wnldptivmali deldmiter ¢w ospidribe disealvsve, i & not
. property is required. [00149] nerge [tnergei ndexfl.id.
defingd thep ther delipitenis agames)an optional deliniter to use

r the li Ve If A ta0S..n efined then the

100183} 1y PasrbB LR [ qdanBdentsr (0°°
[0015Z]Mer gqiK er /618 Gpaiohh Bh €Y & tS fhIRE %??defa—lli‘llt._slﬁéic%ﬂl?ﬁ% y

is optional and“set to false by default. Basically it
speciipeifichclesverit indbbd neargaoperatidremst e sapendhviidnalbyiss ithe

sent._ individually as it is nerged with other events.
mergp@dgMibB pthescyentst mer gei ndexf | . capacity
[00153] merge[{mergeindex}].capacity
[00154] This property is optional and set to 1000 by default. An event merging
operation requires a cache of events that hold the merged results. This defines how
big the cache will be, if the cache overflows then events will be sent as they are and
an error will be logged.
[00155] Reference in the specification to “one embodiment” or to “an
embodiment” means that a particular feature, structure, or characteristic described
in connection with the embodiments is included in at least one embodiment of the
invention. The appearances of the phrase “in one embodiment” in various places in
the specification are not necessarily all referring to the same embodiment.
[00156] Some portions of the above are presented in terms of algorithms and
symbolic representations of operations on data bits within a computer memory.

These algorithmic descriptions and representations are the means used by those

skilled in the data processing arts to most etfectively convey the substance of their
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[00154] This property is optional and set to 1000 by
default. An event nerging operation requires a cache
wobieueswe t hat hold the nmerged results. This PeEf/URME7/065886
how big the cache will be, if the cache overfl ows
then events will|l be sent as they are an an error
workyp|atheys sﬂeﬁe@e@. tilﬁ a6 58] a@f&?@h@&qrﬁ 3 g%rpféaﬁﬂ Rceiygd to
bea éeﬁ-coﬁ@%t&{&%%&? Lof s%pst (?nst ctio‘la‘l'ggpeqlclﬁ%]%o Hgﬁpﬁsd }egﬁit The
a particular'feature, ‘'structure, or ¢ acteristic
steps @@8 ﬂﬁds@@@quirﬁigc?lﬂﬁﬁ@eﬁ irRnipuldtidriR@f YIRRRhMERASIS. Usually,
included in at” 1 east one enbodi nent of the invention.
thouglhroapgessaaily ethesd qtimetijpds take the foronef dettoidhhemigneitia or
_various places.in the specifjcation are not
opticyledigrala eapapla of beipgeteiedy trapsierieds sprm bish gpwred and
th 00156 .Sq 5?01%“ ons. of nihﬁgabove .ar.e @rﬁsent ed in n
OCIYEPhE' P%F{Ee it e R e FhEBI e PHEpIPAL E AP LTS RRS G commo
usag@RE ré¥el REheRB sEMaf B Biss, Whidds Nel8meR P W 8ibol® FRAMcters, terms,
These algorithi c descriptions and represenfations are
numhdre, orehndikes Edriherioos dt issif$d t@dranierithae tid@dsato refer to certain
processing arts to nost effectively convey the o
arranggmenimelesters raqeiiing phywiczooaniprdatenpaplustod nressEgsas
rk to,others ski,ll in the art. An algorithmis
mod i 0GRS St Hatesi 0e™ bo a
(00154 [ - CHRAGTE REALENGRN A hLERS, (HNANIHThERNI similar terms
ading to a desired result. The "steps are those
are tJ'18€ladsotdge PN helapproppaleashyeisl gliaphiyed &l are merely
guantities. Usually, though not necessarily, these
conveniant iabelesippdiked to heedeorunndities! Etledsspecificaldy stated otherwise as

oo O SO0 PR o B
e FYEE0k s 3Py RS B8 0 R

”calcﬁl_a@iﬂgmo% d%b@?ﬁﬁhﬁug”fiﬁa’_rcﬂ@ﬁyﬁg” te V’@i’é_ternﬂiolﬁ’%e' I'én the nikehgefer to
li ke. Furthernore, it is also convenient at tines, to
the actafreand promssesiaf a @mjpuige FEstes), of ssnidpseledgenic cogputing

. physi cal .mani pul ati ons_ of physical quantitijes, as .
devicgp @@%Pugé%seafu%v?%@rmm PrpIRPTEEEEed s gaMeiral (elaptronic)
quan{igg 12 ik inSOQY) glfeqesy QLD oG l‘gg?s\%gr\é%ﬁ'.’ot g2t @l |

of “t hese and Sim faryterns < are 1o ASSOCi ated W t h

infortRBoARPSIARE, @A rRRYIDhGR difiapidehis. and are nerely
conveni ent | abels applied to these quantities. Unless

[00158]eci f Geatality asperteof thicheeydrd éneentiapipaletd pfocess dtées and
. foll ow ng discussion, it is appreciated_that
instryqtiong gleseribecheregpBrteforarof an deagdimndt thauld bemgted that the

proce.tsg rg{ég)a féﬁlglr}ﬁgt%u%t%ﬁsg(gtftgk nﬁg%:?eﬁ% iﬁ\gegq%gﬁt clsa&g%ey(%hgodlgld in software,
firmw Al HI-AWA%e, 2 Nd When leldiditEiEoftRare, can be downloaded to
reside on and be operated from different platforms used by a variety of operating
systems.

[00159] The present invention also relates to an apparatus for performing the
operations herein. This apparatus may be specially constructed for the required
purposes, or it may comprise a general-purpose computer selectively activated or
reconfigured by a computer program stored in the computer. Such a computer

program may be stored in a computer readable storage medium, such as, but is not
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the action and processes of a conputer system or

simlar electronic conputing device, that manipul ates
ware7iiisapst or s data represented as physical PCT/US2007/065886

(electronic) quantities within the conputer system

. nories or gi sters or _other such . informtjo
limiteg] {5y agx typs ahdikdarlyping flapry %@6&%@3@ glisksp §%§PMS/
rta ts gf t ' h98ad Dglyd i

mog S AUD-ETREE! oDy IR SRR IO RSS! AE P emorie

(RAMY)EEPROMEERFR@MVEO Aidohtic bl ophieM Arde applieshibhapedifie
process steps and I nstructions of the present

integiratee nircoits CASIUse @rdnydiyed df mestif suinkle fof stonngrededronic
har dwar e, and when enbodi ed in software, can be

instrygsigRe oAb R C I E0 B AORIRY SIS YSHRIP AUsd Py Bieramore dhent

TS et 5 DR DA WALEER ooy
archi%@ﬂﬁ%@%ﬁ?lf) heRRLIT lg}p?&etsg@rd Aok MG MR Inpdthg

appar at y~“be specially consttucted for the
capalsiijui red purposes, or it may conprise a

ener al - purpose conputer selectively activated or
[001 G%elc onf ilggradgomnas méwéaysm@gﬁrr&ﬁdilem@@re not fherently

conmputer. Such a conputer rogram may, he stored,in a
relateg{oepan B Ll SO Bt Q5RBaPRA Utch2HOuS BRpciak pHgpose

: , i : :

R S e e R e S

it ma ERrKBonverm@itebiconoptitiCilorélsSdcsalideelatbpainh tyis B e tioes the
( ), random access nenories (RAMs), EPROMs, .
requiREPREMod rprelhe requispd sieartusafelsa varpelyi ddhessrsystems will

eSB! b S Rl TPl R B
s FEISHOURLER 1, BRI EHONOR, B, 1o
appré&di@ed frh&ted fetifef ﬁngfdiﬂﬁlilﬁ% a8 e P HRGESS@Sedo i) eRRNt the

architectures enployrng multiple processor designs for
teachingsra&abe ¢reswmp irtviamdgioncapiescitibeq hefed0,1:68@] afheeferences below to

.algorithns and di spl ays. presented herein are not
speciflg %aéw@gw arerléqogﬂiw\ % dawowﬁtqf@uﬁlafe%ﬁﬁ@d&%bmode of the
r aratus. Various general - purpose systens may
pﬁﬁeg%gﬁmgkﬁﬁged Wi th prograns in accordance with the

[0016Rachi HYRiIIOBHEInRenQbn hiab bEBY pRAAN B3P INEWNEMI d&cribed with
construct nore specialized apparatus to performthe

referereg b hgtefertdibeinbbdpnentldrel se@gualradttrasitewchbsdiniemts, dat will be
variety of these systens wll appear fromthe
undegrdeed bptnesrrnseakiled imthedglevaphartithet yréasthangee it fasm and

detaifsscaﬁ%te made therein without departing from the spirit and scope of the
invention.

[00162] Finally, it should be noted that the language used in the specification
has been principally selected for readability and instructional purposes, and may not
have been selected to delineate or circumscribe the inventive subject matter.

Accordingly, the disclosure of the present invention is intended to be illustrative, but

not limiting, of the scope of the invention, which is set forth in the following claims.
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described wth reference to any particul ar progranm ng
| anguage. It will be appreciated that a variety of
w@e@gnssews ng | anguages may be used to i npl emenPCT/B2007/065886
teachi ngs of the present invention as described
herei n, and any referencgijgﬁégM/to specific
| anguages are provided f irS€l osure of enabl enent
VthﬁEgkﬁﬁéﬁi..de of the present invention. [00161] Wile
the 1 nvention has been particularly shown and
described wth reference to a preferred enbodi nent
and several alternate enbodinents, it wll be
1.  uddeweshedtbrbyerging omgltipkd ldgezhtiins rdveiveel Iy adtataprocesmng
vari ous, ¢changes in formand details can be nade
Systefn EPBIAISHAG hout departing fromthe spirit and scope of
t P on.. [ Finally, it should be noted
t Eg%el\%lﬁé%]ngﬁgﬁlt 09%§ él‘l’lmés

uage us n"the specification has been

PronEdcRakhdivegi@seedyf or readability and instructiona
pur poses, and may no have been selected to delineate

or ci r cunscdebentihing ifivientdgventsybpreainsmat i@ common to any
Accordi ngly, the disclosure of the present inventjon
i s i nt @eERIHIA enegged levast inAccorlansgivithgrerpe prepergesof

h he.| ' ich i f h.i h
ol 1 owi ng_oPSEEInd 3 S0t sityeT S loedttrivbasaning
CLAI M5 16083y 08 a thé@lo@B®viedt inlaccOrdBiaadith Phe fﬂ'@’rg% ggoperties;

multiple log entries received by a data process

system conmpnhdiigan exietirg werged epbuit, i theYo@entrgds an ending
entries; for each received log entry: determning if

t he | odpgeemtry of entexisiaiganergadediend i aeosagncepuiththe anerge
nmer ged even&.inlﬁgcordance wi th merge properties,

begi nnPAGPE &' er ged event, if the log entry is a

beg! nni | _
PR Sy R OB 80 SHRord B e g

eventetoathht metgddhévdragn abédrdahse aittemdppthg pageenitd forahe aterged
exi sting nerged event in accordance wth the nerge

evenipr operties; and mappi ng each |l og entry containing an
I D cormon to an existing merged

2. The method of claim 1, further comprising:
ending an existing merged event if a timeout as defined in the merge

properties for that merged event occurs.

3. The method of claim 2, further comprising identifying a log entry

indicating a beginning of the merged event.

4. The method of claim 2, further comprising identifying a log entry

indicating an end of the merged event.

5. The method of claim 2, further comprising identifying a log entry that

neither implies a start nor an end of the merged event.
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event to that nmerged event in accordance w th mapping
properties for the nerged event. 2. The nethod of
wa@b@i7mghde f urt her conprising: ending an exi stiPQI/B209T0h5886

event if a timeout as defined in the nmerge properties

for that nerged event occurs. 3. The nethod of claim

2, further conprising identifying a log entry

i ndimeat | egi:nni f £ e 4

il HOR PR RPN (1 fler LOMATRAGE MRy oftantlfey the
mergb@@veRt dit ekREH Afal RehedmeREnefin bhRwBAEGGd tBKERL . 5.

The nmethod of claim2, further conprising identifying

alog entry that neither inplies a start nor an end

of the nerged event, 14 WD 2007/118096. . ) )

PCT/Ibs2petrodes s m 8. further vetaigin oL abEEYF pised it f KeaPping

r%oqprising the ability to consider the nerged event as

OPergolaxi sts so far when nerging in a new entry's token.

7. The nmethod of claim2, further wherein the ability

is used in a mapping operation. 8. The nethod of

c BaiTiheImethodt dtedaiao b ien gorgetseign ni ng whet her each

received log entry is to be considered for merging in

adetaraanng whether isachrigagey sk logentiyeis to e C‘Pﬁéldﬁéﬁtd‘lgﬁ ngerging
. claimi, . rein mapping.a log entry to a nmerged event
1naf%%3?%%?wg Fpgggeéggg?ﬁFﬁing a tinme of the merged

event, the time being the time of a beginning |og

event for the nerged event. 10. The nethod of claim1l,

Woe Mienmeiiopl dfgldihel | whe it Mapping aleg gﬁ&%z&m @nherged event

further conprises determning a tinme of the nerged
furthewemmpris¢sedetermiting agima ef themmerged evergniierigne bgingy/idwettime of

for, the nerged event. 11. The method of claim 1,
abegﬁﬁgpgﬂﬁgﬁﬁﬂ%ﬁﬁgﬁgﬂmﬁﬁg ¢¥YS' it 0 a merged event further

conpri ses mapping an event ID in accordance with the

mappi ng properties. 12. The nethod of claim1,

wher ghe MeBBHRY cehih0l vehéreih fRppine flgeideyeRt tf dfieheéd event

conpri ses mappi ng an event nanme in accordance with the
furthemgpipgsepdeipentring a time of the merged event, the time being the time of

an ending log event for the merged event.

11. The method of claim 1, wherein mapping a log entry to a merged event

turther comprises mapping an event ID in accordance with the mapping properties.

12. The method of claim 1, wherein mapping a log entry to a merged event
further comprises mapping an event name in accordance with the mapping

properties.
13. The method of claim 1, wherein mapping a log entry to a merged event

further comprises mapping a name parsed from the log entry, the mapping

performed in accordance with a oneOf function in the mapping properties.

15



13. The nmethod of claim1l, wherein mapping a log entry
to a nerged event further conprises mapping a nane
w@argamope omthe | og entry, the mapping perfor@EUSI007/065886
accordance with a oneO function in the mapping
properties 5 .2007/ 118096 PCT/ US2007/ 065886 14.
e The eeihof %\Qgﬂm b WhgeHEMAPREpDH R heS 8NN §o arngrgeggvent
e . fur £ i '
R A s e S
pmop&h@sﬂEthOd of claim1, wherein the received |og
entries contain log entries corresponding to nore
t han one nmerged event m xed together. 16. The nethod
of claiml1l, wherein one received log entry is used to
bdPi dheppetbodipfslaimel veheyein Hiediseeived logrpatrigsicrptninlog
.claim1 erein an. 1D conprises nmultiple fields in
entrigh S GontiE § MeRetian FRIRE REr G daReR RS ent v
log entries that contribute to a nerged event. 18. A
systemfor nmerging nultiple log entries received by a
dataThpmetdsdioiglayst, enherennpné sedetyeddograhtilyeisfused to build
receiving a plurality of log entries; a parser for
moreghpsong meygefleyeBht ri es i nto tokens; a grouper that,

for each received log entry: determnes if the |og
entry contains an I D common to any potential nerged

eyentrpj, rﬂn%ﬁsaroq %[bﬁl:%f Y)”'txﬁlgeﬂgﬁ{ 98 TB' BRI deS ?nul@ﬁé. ﬂélc\% 58 the log

new nerged event, 'og entry I's a begi nni ng

entrygtie multiple fided gadirgyverit ehfifyplogairdides thaticbhtritifte & h geerged
properties; ends an existing nerged event, if the | og
evententry is an ending log entry of an existing nmerged
event in accordance with the nerge properties; and a
mapper that mapping each log entry containing an ID

COTo 4 8.3 LRI AEISH LR 3o ke By,
procedBinges sewe tompilsing:
a module for receiving a plurality of log entries;
a parser for parsing the log entries into tokens;
a grouper that, for each received log entry:
determines if the log entry contains an ID common to any
potential merged event in accordance with merge properties,
begins a new merged event, if the log entry is a beginning log
entry of a merged event in accordance with the merge properties;
ends an existing merged event, if the log entry is an ending log
entry of an existing merged event in accordance with the merge
properties; and
a mapper that mapping each log entry containing an ID common to an

existing merged event to that merged event in accordance with mapping properties

for the merged event.
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WO 2007/ 118096 PCT/ US2007/065886 19. A conputer
program product conprising instructions stored on a
W@ eoopaisepe r eadabl e medi um for causi ng a conput BCT/US2007/065886
performa nmethod, conprising: receiving a plurality
of log entries; for each received,lo% entry:

try:

déPer nhFHYPHEErESIVY REAE G CBPESAL Tasi e anshigiedken a
compitiér reaﬁsﬁl%%é%mfﬂ? %&.ﬁcdau%}’neglé cOMpAté o Elf%t?n% }ﬁﬁtﬁEage

properti es, €gi Nhi g a hew nerged event, | e 10g
comp?i¥ikg: is a beginning log entry of a nmerged event in

accordance with the nerge properties; ending an

exestiving anplugddyefdog entriest he |1 og entry i s an ending

log entry of an existing nmerged event in accordance

wiTheachderrivee o e t 1 es; and nappi ng each | og entry

com 2111 19, 8By SR Re LRSSy Wy
Pr oper Liofshtf2imdrBed RELEHh act¥RiMnce With merge properties,
beginning a new merged event, if the log entry is a beginning
log entry of a merged event in accordance with the merge properties;
ending an existing merged event, if the log entry is an ending
log entry of an existing merged event in accordance with the merge
properties; and
mapping each log entry containing an ID common to an existing merged

event to that merged event in accordance with mapping properties for the merged

event.
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