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FI ELD OF THE | NVENTI ON [1] Aspects of the present disclosure relate

gener al | ywoaeotwv@msact i ons i nvol ving the transferring of PCWAS$20118235688 cul ar
aspects of the present disclosure relate to transferring funds involved in
a transaction by utilizing a nobile deyice. BACKGROUND [2] A transaction
between a seller and a custoner often involves the transferring of funds
fromthe financial TRANIHERRINGFUNSS SN RIOBAE DEVICERNCi al institution
of the seller. Some conventional transactions iInvolve particul ar paynent
accounts of the customer, such as a credit account and a debit account. In
order tQ _pro t r ction fromthe paynent account, the transaction
may beIﬁ@g@“ﬁgiﬁﬁ&gggﬁg€@§$through a third party association or paynent

net wor k. For exanple, when a custoner purchases a good and/or service using
their goRdi tAgRERUSL th@ pPriiche RIdsyrdd aYIERN geM@AINPItE {r@rsgetionyl HR0Ming the
MasterCard(r), etc.) processes the transaction between the financia
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Gten, i}lpcg\v%P]*tn.radtref?ll@{iét%n%ﬁz%?ﬁ;i'z%'aotﬂolﬁ?eyde%ﬂ%.r ge a fee for their processing
service. Additionally, the customer, in soire cases, is required to carry a
card associated with the credit or debit account in order to initiate the
purchase. Such third party and card requirenments conplicate the transaction
bet wee e and the custonmer. [3] Additionally, a customer often
carrieg&%aﬁfﬁg$¢ﬁt%rson a nobil e device, such as a cell phone, persona
digital assistant, etc. Therefore, it would be advantageous to have a
systemgnd nethachclion vbaBs haknénhd 4 BdSohavetder v Redttll tRAGHAg of funds
transaction of a custonmer by utilizing the nobile device of the customner.
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transaction may be required to proceed through a third party association or payment network.
For example, when a customer purchases a good and/or service using their credit account, a
third party payment network (e.g., Visa®, MasterCard®, etc.) processes the transaction
between the financial institution of the seller and the financial institution of the customer.
Often, the third party association may charge a fee for their processing service. Additionally,
the customer, in some cases, is required to carry a card associated with the credit or debit
account in order to initiate the purchase. Such third party and card requirements complicate the

transaction between the seller and the customer.

[03] Additionally, a customer often carries on their person a mobile device, such as a cell
phone, personal digital assistant, etc. Therefore, it would be advantageous to have a system
and method for transferring funds involved in a financial transaction of a customer by utilizing

the mobile device of the customer.

SUMMARY

[04] The following presents a simplified summary in order to provide a basic understanding
of some aspects of the invention. The summary is not an extensive overview of the invention.

It is neither intended to identify key or critical elements of the invention nor to delineate the
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summary nerely presents sone concepts of the invention in a sinplified form
as a prelwoeotigIrise description below. [5] In |ight of PCHASabo®e3s3st woul d
be advant ageous to have a system and nmethod that utilizes the nobile device
when conpl eting the transaction. Therebore, aspects of this disclosure
relate to a systemfor transferring funds involved in a financial
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[06]  Additional aspects of the disclosure relate to a computer assisted method for completing
a financial transaction wherein a mobile device is utilized to complete a payment request with a
point of transaction. The computer assisted method may determine device identification data
for a mobile device. The computer assisted method may associate the device identification data
to a financial account of a customer. The computer assisted method may receive a fund
transfer request that includes data identifying the mobile device and an amount of funds to
transfer from the financial account of the customer to a financial account of the seller. The
computer assisted method may verify the fund transfer authorization based on the device

identification data, and the computer assisted method may initiate the fund transfer between the

customer’s financial account and the financial account of the seller.



[7] The present disclosure is illustrated by way of exanple and not limted
in the acconpanying figures in which |ike reference nuneral s indicate
simlar evoreente97338[ 8] FIG 1 illustrates an exanpl e of PATAISRe1al0R3538
operating environment in which various aspects of the disclosure my be
inmplemented. [9] FIG 2 illustrates an exenplary network environnent for
processi ng transactions involving the transfer of funds according to one or
nor e aspeErEDPECRIPaTIONSGE e BRAWRRIS FIG 3 is a flow chart illustrating a
met hod for nmaking paynent at a point of sale using a nobile device. [11]
FIG 4 is a flowchart illustrating a method for processing and conpl eting
paymentl0Flor Eheppreserdsdiscloburg ia tobirdted dovives of caappliengndnosdireited i 2he FI G

5is an illustration of an e l.ary display.for a.mbil.e device that my
be di spcayBRRN B R ledn Mg BRO Rt PR PR ARSI RECH sal e andlof a
paynment confirmation request froma financial institution, according to
vari ougo8is peaGs 1ofilukhgtesliap cdxampleeof RETALERPPREGRI dlir6ineidtlid] whightVgious

foll owi ng description of various illustrative enbodi nents, reference is
made t GSPeES Hctbo fiselayira gagbaipigsnenigdi ch form a part hereof, and in which
is shown, by way of illustration, various enbodinments in which the clained

subj ectiggat tig, ml@&rapersagﬁ | GBfplay defwd® &gﬁgﬁ R §tfspgjé§&%ggtt%@acﬁons

enbodi mrents nay be utilized and strtuctural nctio fications may
be nadenwelvingule wepéartof ignds rosording teoope dretakeecpr @skndisdbsairered subj ect
matter. [14] It is noted that throughout the disclosure, the termbaffl(

may be ed 4d.pt er.changeabl y..wi.t h. organi zat.i on,.financial institution,.

pusi nedt® el S A HRR s eraloR R3RTAF b den PEE I i ¢ PRY! b Pt
mer el y gaskild i®scca potential enbodi nent of the disclosure. [15] Aspects of
this disclosure relate to a systemand nethod for transferring funds

involved in a transaction. Further, particular aspects of this disclosure
rel ate 1Y a H@sténs Haw ohatt pidestpapg a method for processing and completing payment for a

purchase using a mobile device at a point of sale.

[12]  FIG. 5 is an illustration of an exemplary display for a mobile device that may be
displayed upon receiving a payment request from a point of sale and/or a payment confirmation

request from a financial institution, according to various aspects of the disclosure.

DETAILED DESCRIPTION

[13] In the following description of various illustrative embodiments, reference is made to
the accompanying drawings, which form a part hereof, and in which is shown, by way of
illustration, various embodiments in which the claimed subject matter may be practiced. It is to
be understood that other embodiments may be utilized and structural and functional
modifications may be made without departing from the scope of the present claimed subject

matter.

[14] It is noted that throughout the disclosure, the term bank may be used interchangeably
with organization, financial institution, business, etc. The term bank is not intended to be

limiting, but rather merely describes a potential embodiment of the disclosure.

[15]  Aspects of this disclosure relate to a system and method for transferring funds involved

in a transaction. Further, particular aspects of this disclosure relate to a system and method for
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transaction using a nobile device. Wien a custoner conducts a transaction

i nvol vi ngwohe1travasssf erring of funds (e.g., a financial PCaASaQIRIFISW th a
seller (a nerchant, a retail store, a service organization, etc.), the
seller may provide a particular good and/or service to the custoner at a
particular price. In sonme cases, the custonmer may purchase the particul ar
good ar}%@f&nﬁfg Mhﬁ?irf%l\ﬁﬁ‘?n Q%ahba%%@hsiﬁ%'a oHRI YR, WRANE L @horRGSAMBicts
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institutions. [16] FIG 1 illustrates an exanple of a suitabl e conputing
syst emtbapartichlae geod aol/ehwrviaaygt the pasicdlas peioe abing at fonavail a¢connl @.g., credit
illustrativ odinments of. the disclosure. The ¢ ting. system
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functional ity of the disclosure. Neither should the conputing system
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rel ating.,0q Y YO he HREPIIRARE OB RE f@g@ﬂ@&?@ édpkﬁt%éf ated in the
g syst ? : ]1 e

exenpl ary conputing system environnmen isclosure is
operational with nunerous other general purpose or special purpose
conput i[bg syEGemibmiiates prerdmplerof acnftalge campamnsg sysecanglveenoientvd]0 thiktnoen

conputi.ng systens, environnment nd/ or copfigurations that y be suitable
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systens, m croprocessor-based systens, set top boxes, progranmabl e consumner
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conput i envi,ro nts that. include any of th ove stemns_or, _devi ces,
and" t nduriig. ORI Romiling ST A pEment a0 f B TrRTHE Gan dpiPEC BT ext
of comihendereabit aslqhﬁema&txewﬁh% @ Sny SHE br IBMPIRALHR P FOGAYORSts DRAGed in
executed by a conputer. Cenerally, program nodul es include routines,

pr ogr arfi¢ CxEIRey compytpS sk endimnmest bt ures, etc. that perform
particul ar tasks or inplenent particular abstract data types. The
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wher e ks are pertorned by renote processing
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program nodul es.may be | ocated_.in hoth_.local and.r t e conputer storage
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include, but are not limited to, personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based systems, set top boxes, programmable
consumer electronics, network PCs, minicomputers, mainframe computers, distributed

computing environments that include any of the above systems or devices, and the like.

[18] The disclosure may be described in the general context of computer-executable
instructions, such as program modules, being executed by a computer. Generally, program
modules include routines, programs, objects, components, data structures, etc. that perform
particular tasks or implement particular abstract data types. The disclosure may also be
practiced in distributed computing environments where tasks are performed by remote
processing devices that are linked through a communications network. In a distributed
computing environment, program modules may be located in both local and remote computer

storage media including memory storage devices.



[19] Wth reference to Figure 1, the conmputing system environnment 100 may

i nclude a conputer 101 having a processor 103 for controlling overal

oper at i orwof20ti®7338nput er 101 and its associ ated conpon@aTAIS201n®RIFAE ng RAM
105, ROM 107, input/output nodule 109, and nenory 115. Conputer 101
typically includes a variety of conputgr readable nedia. Conputer readable
medi a nay be any avail abl e nedia that may be accessed by conmputer 101 and
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data. Conputer storage nedia includes, but is no¥ limted to, random access
menor y {aRmpyter readedlomicdiarmaanby aiROMiablelreedia ik orly|be aseessedbbe compyica bl e
read only . r EEP flash.menory or ot her memory technol.og CD- ROM
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devi ces, or any other nedium which can be used to store the desired .
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term "npdul at ed data signal". ns a signal .that has one or nore its
char act®fd-s PBRUEE YOGS DA BAITRS. St I@?@ﬁﬁg_ﬁoa@n Wéﬁ%ﬁa@m?ﬁémn in
the sigp@ .offy ¥RMoR @R RiccabBHicl dhiibl@tirOfammAPUNEER &) AR,

i ncludes wired nedi d such as a wired 'network or direct-wred connection,
and wi r(@EEBOME dilah smemons onothes themoRFechmflogy, dD &kdMotchgital wiersatibs diskedi a.
Conbi natj.qous of  the any.of the above should also be jncluded within the
scope oP IEherhiEi SERALES SR PR RO o RO SDRANABEC M THERG de
one or JFRjfier MnefPitb&at densey, 8PABSEME} MEdiewRRR Iche BE LN tdatdte SOdBHed N
RAM nenory 105 while the conputer is on and correspondi ng software

appl i canfosmatiqre agd  whigh tcaar accesgek d)y, cemputeriifil ng Communecagionpuedin typirally [ 20]
| nput/ I 9 y.l.ncl.ude 1,Cr 0 1. QU screen
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embodi ggdfhRd hakdwace wiklehd MRS € doRflinatOAWBE - th&ainf&FCtht Redvd Rhélal aildo Bel ow,
t he dat abase 121 nmay provide centralized storage of account information and

accountintlodlaewithinf the wearicorf domputdracatablermediasiAddwggh abt gwivmg RAM 105 may
interoperability between diff.erent el enents of.the si pess. resi di ng at

i 11 er GRIEBHORS SOl E B hn Bore Sl E pbist O gHE SRR w REMREERo r ke
envi r onNmBRYLikURS 86rhh e § ¥ANAE LbREPHohPnLREtWire rgppl@caﬁ@ﬁpceeg.,%m&etra&%%ﬂ@ h as
branch termnals 141 and 151. The branch conputers 141 and 151 may be

per sondrnsgpotiewmntagdOers that include many or all of the el enents
descri bed above relative to the conputer 101. The network connections

depi ct i nqEj el . a i
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t hrough a network interface, or adapter 123. VWen used in a WAN net wor ki ng
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est ab! | SRIRESOTR GRIhRAP 0Bl (DN mdBObe iy ARRIAEST 1RS adddr It
w Il be appreciated that the network connections shown are exénplary and

ot her mtanage ©f presidalhstsibiiony ta proressomilOAtfonemmbling kotbpitere &l tohgeroompurions nay
be used. The existence of any of various well-known protocols such as
TCP/ I P, Ethernet, FTP, HTTP and the like is presunmed, and the system can be
operated in a client-server configuration to permt a user to retrieve web
pages froma web-based server. Any of various conventional web browsers can
be used to display and nmani pul ate data on web pages. [22] Additionally, an
application program 119 used by the conputer 101 according to an
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WO 2011/ 097338PCT/ US2011/ 023538 7 [24] The system devices and networ ks of
FIG 1 may, in one or nore arrangenents, be used to transfer funds involved
in a trans@apiine7izét ween a custonmer and a seller (e.g., PATUSR@I11023538

busi ness/store). Mbile devices of a custoner nmay be utilized to receive
paynment requests froma comuni cation device of the seller such as a point
of sale systemin order for the seller to initiate the transfer of funds

of ¢ ysten f ne L .
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device (e.g. evice serial nu r, a phone nu é%)
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di scl osdifferenshyseeNotation.G. 2, a custonmer 201 conducts a transaction with a
seller at a point of sale/point of transaction 202. According to aspects of
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Contl e ST A s o Ao BR 00 2 YRR ek cpBAg R doPaRing iR diA
i nsti t yhéigde #98cal Bfe@%%&ﬂw PhlandAe @08 hRE neBvARASEAR) 959 LKIR may also

util o
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determne its own location. [26] Point of sale/point of transaction 202
may be shfishing c@moymicagiashiover dica WANarddor sedi ge thataternedm i ndhevilll be
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syst emifingragie cpodinaent jod rthel slisglnsgee pay . incinde soppetcr exeauiabiel insiraeteams for

repres i I B i | tall r... it
< ot o adnt Tyofaieeatit sl B EhmBllc ol 381, RELR e SR e
syst em(8®19), ando@idd inpiit dnt 3pSah r¢@RN2i0R appiidatibes. devi ce 203, financi al

institution 205, database 207, conputing system 209, etc.) may include a

conput sysiemw th a processor, nory or both. [.27] According to
aspect §£~Hf il 9dube T At e Pé?élachn@ﬁl%yn%dlagt Y4 PihGh
I nvol videh HSHONERE 203 t?a&gna/i sp@lkbLTan@lanfeRh&AY (noP URIWIBS SInp&S & R hdulOf osal e

202 is located. Customer )1 may provide a particular anmount of funds for a
parti cuhay ingbold aawdf ortersaevindedinglsdclbyphyshel cemaphats §sea goice antagacchane or a

retail store ser.vi ¢ce, organi zation, efcC. or, exanpl e stomer 201 may
Conauctmee e kD S0y S ofe S BhaShti . bice SRR siiS05 or ¢ e
seller to purchase a good being sold by the seller, such as an article of
clothing, food itens, etc. In another exanple, custoner 201 nmay conduct a
financial transaction at the point of transaction 202 of the seller to
purchase a service being offered by the seller, such as dry cl eaning, salon
services, etc. It is noted that a financial transaction can involve any
good or service offered by the seller wherein the custonmer 201 provides an
amount of funds as a means of purchase.



[28] FIG 3 is a flowchart illustrating a nethod for naking paynent at a
point of sale using a nobile device. In sonme enbodi nents, this nmethod nmay
be used iworhe/@xBApl ary systemof FIG 2. As seen in FPGI/UB011/02388p 301

a custonmer begins a user session. In sonme enbodi nents, a custoner may begin
the user session by logging into a payment application or interface (e.g.,
a paynent application on the nobile device of the custoner) provided by the
financiig)) i dyehon V1Eé§ran§>ﬁ%{%rﬁs £ PR, qqﬁ&f”ﬁ%n&@ﬁm@féta%fa#gerﬁéﬁé MRMKed
passmord accou t nu er and/or co |nat|ons thereof I'n somg arrangenents,
the fi rtartcanaferlfnsdls tnyphed imay thesacoor ibgtwed 4 customhertd casadlet e gc s taakr

b d d/ ds, F st
may ay s eReifb ol SRS St dor e TACRS SRt 1§ FREREOERSt B thas
aut hor 'ﬂ&ﬁi atchﬁlrﬁum@amlgh@bv1b@ oF tHelei1&sukR ab b PO BF sd181Bekserh [IPHIIh Ror GRS §IRET

account. [29] In step 303, a financial institution nmay generate and/or
associ ato enlﬂem the tenifent off fupds invelvedtin the trinsactidm abwi @qanm&_ﬁ; datatideitifaingshe

(e.qg., oper. 2 ce dentifjication. d ta

bo13 ol ssBoh s » SIS gt A &R R pf Y. o Mians, pumbgry may; be
nunber ,asdRGratieitr e partitalar (ﬁ@aﬁc&zﬂl adtoumt 6Dk candmer at&hck S}arial pmlmmpla pb@at
exanpl e, the financial institution may generate a random key and provide

the rarfidaickaytemomandergaetdy pagymebile devrckasapon thhilepdling é@@l thy PPWt of n
some argangenent & t ete i

|dent|f|%% 1 on dgta @%hﬂk g égﬂﬁhggés 84%.ﬂgtH§Rﬁ£%bﬂ§%J%§Pmng ¢
sequenaequistedramoneat ahdﬂ&iinoblleadqwm’etm&}uiratsnht)@paiynhe[ﬁt anttlboratipases whar fiancial
Addltlonally or Iternatlvely, the device identification data may include a
genera9851QWﬁW$ﬁ%&ﬂﬁ%ﬂ@bde (e.g., a randomy generated al phanumeric code).
For exanple, the device identification data nmay be a random y generated

al phanypar i C’EI@T}OdQ3 1llﬁ§traﬂé‘50taheéxe%&&ﬁ£f9| Betwble HYbfiferk dﬁ)Ptper&ﬁh%Ot@arﬁ%tﬁnﬂﬁy
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functi afghsacliol QOB iAG SRR RASSTkh AN §aRS3 utd) IRy FBEdnRR ma) &lizk MigeiPobile
characters representing the nane of custoner, the usernane of the current

user sel¥iceR03 imardshoseRuductithe transactian:  ercfpmens swer &1 BIG. %p@bllFéﬁwé& avbl e,
wthr nber
of ' the Tt amcft e to sEREELL Mariiihind Bt BEBIYBnfBL RulsRpddi oy BT
code i Siesice 208 amdyybegenaidicttlosleptop mleelce,fmah@hg,nﬁmexanﬁple haptap bennputef 2@Ba,
cryptographlc hash val devi ce_i entlflcatlon

b")
dat b ey BEAlgigierasyinant %(f%%oaxl%@elﬁi SHoRLsBLB e %%fgﬁtc Flrthen, as scén in
55555544603l %ﬂéc?&&%b 2@1%%%@%?%5@55%&@9&§n§t®a ASmapRhBer in§XAAP 895 Wi th

respect to an illustration ere the recelived data 1s the phone nunber of
t he cushwmmeh nstwonb2l b Aemn¢mg¢@agmws55Bwﬁﬁﬁd@mﬁﬂﬁnmnmﬂnmﬂmakpﬁ%ﬁunewb@acode

is based on GBS infor. on ., _an_al phanu sequence of .
415100N585 35 GUARF  BPE LB GOR ists PiuanGr 203 h et FoBEH SR e & tahiadibo
seconds,cBalnt hdetAnscBuntOREihsidgccdlint dcBie Gt&fst, e'i@) m Aﬂﬁlﬁ&mﬂ?%r@gt&@ﬁﬂ@g’s
west), the device idenfification data may be any of the follow n

415100NB8I5 580000097 3980\ MmmwsmmmwomWrecewe data from global
OO PR R s R 0D 1 PRI o [ 30) Aocordi g to
one or MBre aspect R |cé{|o dat a° e may be ernbodi ed as a token.
In such arrangenents, a value for the token is generated for each user

sessi o4y @cﬁmsdf@meqfomﬂwtﬁanmﬁ@n 202 imagtheteuhfigred @ Giudegnit dera us@id ®ceive
account, Accordingl when a user session is ended, the token may be

dest r oyl E!@@cféwaltaﬁ isEivERn 204 thigngh pefmerte 24 3iApd mexsmamitdifnior %@a&e%ﬁe as
di scussg bill SREIK EB3DY Flb AGRCHRMituliB o5 U PRz LBGHEbPdNd RRaiyal ue
of the tgk hPII gn er be vaﬁa'n?hulgﬁat uséf § ‘account . .
2011/ O%IBQBMdSbJS%leﬂE:iE@S)omt of sale 202. In one or more conﬁguratlons point of
sale/point of transaction 202 may include a computing device for processing a financial
transaction. For example, point of sale/point of transaction 202 may be a cash register, a

personal computer, another mobile device, etc. Data between financial institution 205 and



10 [31] The financial institution may store the device identification data
in a database in association with the user's financial account information.
The finarwDab11ivcidant nay be an account the custonmer ha®CRiuskoilee3sBs nanci al
institution. For exanple, the financial account may be a baffl( account, a
credit account nunber, a savings accougt, a debit account, etc. In one or
nore arrangenents, the device identification data associati on process my
be per fidree Blelfhintd? thal§aHdB20b Q01 BDrhiied SrRRATRA K e f g rpuch,
once tt?e%userS Ie gsni n, at ﬁdec devi ce identri i cat(?oﬁ at a moght be aﬁ%ﬁ%ﬁ
avai | abirexddrignsliygrdath such as aneryerdno diquesitrsgy bd agkenitee fiodepoinf DL slé @02 dat a
may be assocj at w th additional ys verification data..Such rel at to
tho cudiBnga dhangen 1" RirRidaretani Bhisbuae 108 sRATEITA drBnrEe
user vethddsCat fidhcARimtilRYni 206! Udfarche issvfni 108 mhy elthideYeolpfitih® s{seriv
card nunber of the nobile device, the Media Access Control h‘éﬁl\S/AC) addr ess of
t he nobiukle agepmpating bestemd?@Ws endinstifiopudatanes 203 sBopkbvgharseribrdniystenof

t he custoner . he,,cust oner i s home, phane nupher tC. 21 Jn step
505, ¢ HETERRERdic; 2 BALEIELA D PP oD BB o Tiuntad b el ofl

i dent i fdraadre @ thd tlemdatsiionhd sbdvRaleGedSystemi @g., pbimtSofstaRadtidy Joe, epbilonal
if, for exanple, the user alread%ﬁhas know edge of the identification

i nf or metevtsh 208, nanciah énsgisyion 205neatebane AL P mPRHNG s YR 2PY.cigy e tiacluda
step i re of a session specific key

t hat Egc\énﬁ%éegg{g'%%{éﬁ?le%&&%% gﬁ@ﬁ%g%@ , the financial institution
system may receive a request for paynent froma point of sale systemat a
retail [2YcatAaordng boskpeessof Teedisdguest a finangaytmestctiomyman deud éransaction

informatign. i ncl udi n n amouni, owed, . account nunber of  t retail er,
| ens/ Sbrg s et ol iR e e e R R et hosh oot afi LGS
Pay mentC deyh&Ge01988 pfdvedt b QRrtldafaf and8ndeSRUP &St HpsicMar @d hiPbugeyide

mobi | e phone nunber’, "a SIM card nunber, a MAC address, a or password or
t he |i keld by 8¢|refadesteep, BnBrchpnie afretadstorala senge¢ orgehigatiay stcem Fanyexdeplksr mi ne

whet her _t he nt deyice ddentification |.nfor ion received.in the
Fequost 8D T TERY HEHRE Srdt i tarS R Re b TR LGP R R O o o

i nstit Wuréase EQool bRy ®id bhahs yellee MurhYascan@dtle dfhdothBgeifdmiditems, ctc. In
identification information with the identification information associ ated
with t Heothch grrenplp, aistonien281 meayocanguetivelinangiph Sapgaction af thg posw of frnggestion gn
error S ed. 1 : " | em | 3 If a
mat ch 105 g Wter 38 ppEhHEE et B bOe ARt W 1R Reor YRS dr) R Siton o
paynmentsenacds] ¢tomlti ionoted tivat pafjiaroitl dashanasiadevateshydod drizerviget cffureby
financi al account in step 320. In some arrang nts, the paynent request

| nf or meF SH1ICHEPCTCHLANG QRSP RF LA AP EICS Y DO OB G198 SPERIEEDO PIFEBS5 38 11
corresponding to the user verification data, as discussed in step 303. The
financigg) i nat, 8Ys b eRWEMCRLE MNP e MORED &S thdlgnd PA/InvdRdt 4 BoRF FRLIORsing

mat ches the information stored in"the database. For exanple, the paynent

r equesta inabidy dexti¢eonlnnyne enebaddments, thsdnetbed ofay thiseisedist trexemplry kystem of

fi ial. instjtutior term ther th i ved addr. is th
sane. ad bl acht GS8 o the” B Rbheid s Gor GEPTH - PR, Susn i A 1y
or alt emiRdiM&dty, .a duRRNRAYIEBeglith@Sér debioH PRIdg@theRlb 4 Pk apfliatibebat ed

to the seller. In these enbodinents, the financial institution ma%/
det er mipErigpretcher a PREMPRcPPIiFItod Getheapokilsr devigopidiic (costomer)crrpyidad bydhe

sessi o I | e | ' t h u a ur.al i of

| ogi nsr}:linrr?l &gggﬁafagl&ﬁh %dc]fr %é’g“%géngﬁgt%“ﬁﬁggr a&cﬁt%rgglg%gé@?’ faﬁg\xﬂdhgg%:dlu%

i nsti t Wuntrr BAY ot ebrabiftienswheleber it kene arriggprad] g Sednkal iisstdtide manee as
the seller. identified. in the paynent request information. [35] In step
325, t HENfigwaAdP arthentigats thei intodes basadneiy 2 i ality o faisemepish bd/ph passwords.
conf i r L QRfRIULShstorhBr %{aﬁphf&eo s Bfam¥ St B s WG FIP Q8h WAL Hat the
confirmation was received of if the paynent confirnati on request was deni ed
(e.g., astoser haswlitioaized thehfatantiabinpatytremto fransfeotfuradstiivon theestomec actbuntred) .

In one or nore arrangenents, confirmation of a paynent request nmay include

ot her siderati i bcl udi ng,.det erm ni ng whet her the paynent. device is

o i 1 501G ed e gr il JRBToR o paRrAl ShaBF a0 GaBr e e iraton

r equestdat{vth REh QR idMBYcdun€ b deisar & dCotkeorér 20 g.adﬁgvﬂ%sideﬂﬁ‘&aﬁ:b@ A8l dhy
institution systemmay determne a | ocation of the paynment device using GPS
and determ ne whether the |ocation of the paynent device matches the

| ocation information of the retailer. If confirmation is not received, the
systemmay return an error nessage as illustrated in step 335. If, however,
confirmation is received, the system may authorize paynent to a financial
account of the retailer, initiate the transfer of funds fromthe custoner's

M T - Y b1 .



[36] FIG 4 is a flowchart illustrating a nethod for processing and

conpl eti ng paynent for a purchase using a nobile device at a point of sale.
As seen iwWO20u94838, t he device identification data is ®Ccmwmtspéigme3sdsto t he
poi nt of sale. According to aspects of the disclosure, a custoner may
provi de the device identification datagto an enpl oyee operating the point
of sale. As discussed above, exanples of the point of sale include a cash
regl st §helude 9%{0%9@250&&1‘559%&! SIMRAHI R A% chf{és%,edev%ecs riOfurBR ARy By L he
custonmer may display the device identification data on a élsplay of the
mobi | e adkeyi oe psswohdt Fdeekampledénrt fifdncad inostitdatmamapgeheraend esngldmbieyt hed

enpl oyee i.nto the point of sale . As another.exanpl e, the custoner my relay
(e g, Tk s FrbdRial Koo BEnmPPHE BB it ieS OB hs S EIcIBEB LR t Ho RS | er
at the a?&hgém&fts,slﬁlaﬁcﬂcap[nsﬁﬁttibﬂ thdit @etbAEn® McNlevidddentification data based on the
2011/ 097338PCT/ US2011/ 023538 12 of sale. As another exanple, custoner may
provi deiseheestien (e, elelphpfiuneeitd ssaueiee detchmmgd hasad emp pertigelal giniD ahdopoi nt
of transacti .. | ect.ronj.c .k d, tauch.scre etc. ), 1One_ ski.lled
' tho Bee duRT A Bouat TR ERA o SRR e AURRRR Bl B St Tk
communi gga@dmbaic thde @0d.N4 rafdoidy geidfatad WphhBinyerdf codldy.S For Exhflpld,nthsidewc&403,
the nobil e device may receive a query fromthe point of sale system

r equestifigfifigatians dsm sy heohiandealy scastHphuaeic cads.d Aatanpthenexasleidhe

i nclud .0 the. A0 ' i i i QF

compr i <5VIeR AT RAREY dalihaf MR noh O BB OF f SRhAECERBRCT R TR
syst emannthst egdphbliimeAddiddeondh| yomd rnbodieneitd) othic nelphaunidiie cedpuesty baya

i ncl ude addition%l i nformation, including, for exanple, dgt ide?tif i ng
the sel9¥HOZARNEhaphhyalysi (- JIroeesrag the 83mgi WFra adevidd-ofinangiel account

di scl osifiher [RE of AIRIRIARE HBBuSEY bSBtoFRhREash AincBIRATR Emefic WduRh&SSascd

Bl uet oot hO device, and/or infrared device, etc. For éxanple, in sone

enbodi men®BS infhengminne swhggdichanaetyrstncpresaniting shaleinee phalstmdry thmusernamé par ed
device that includes the . device identjfication data (e.q.,.tel ephone nunber
of 't he DTN GiT Sepiony e Hangost TP Hee sEprReeShohnafy B rRE Her
store thgcetidtaMBistAfen WherdBk Méceied Hatadis @cephtnt Rlfber GMEle thRodat @amosme I ed
to transmt data to the comunication device (e.g., Internet Protocol (IP)
addr esglegfcet(pg., coarAdar WAP) ard dwvilpeanumepiggpde s & raslondy gendratedpbucacedevi ce
may det in ether it evi I tificati at th .

Taont (U PEEERAREE Bdtth RO by T ds L BT dahe: devisg

r esponddémifichgorquelat i mast ebe 4Q6y Ascothdi nipllotvigspect £12655395¢ 00038166 W €,

t he nmobi | e device nag transmt data to the communication device respondi ng
to the Yageld00¢i23g507583ht &l 2a¢ Revo\b etfion §040n ater dpangther cxaspplexyithrespeat fe
responsg fiQsdAn GALE Hile f@ééﬁvb(ﬁahﬂdqﬁt %deqfij;}&t!efr %E@Qe E‘%@&méﬁ%ﬁm@ﬁé gsvig@v! ce
is the device responding to the request, and/or that the request 1dentified
t he nolklge SEDER100()381d ke siphpnutfidtic tbde nolbabel devGBe imfyrnmeoei (eg.,aan

payment request. fromthe | ht of I ystem [For exanple, the payne
r equestalmﬁuﬁeﬂ@e@ﬁ@v%%oofﬁgi5@8%86??9(088\? TERICEIEYEt LGB b dePRES  he
respon%ﬁmh%s%ﬁ@OGF&kMgi?ﬂgL%BgamBﬂﬁ%ﬁe€F878§¥a£b§9Hﬁ%ﬁ@@&uﬁ@ﬂ&ﬁé&mﬂﬁ%o,

include the details o i nancial transaction being conducted by the

cust onshe devithaleptfigationfdagaaimey bEany extahpfadlowting gayHONSSH 2800878900 W] ude

pur chash BTGP ST BAMEG o i cl o). 1 soms hOBAOREH DL R ent

r equestssRBYy;5 ook LeORDEEI900RL atg el ated to the transaction, such as data
related to the custoner (e.g., the nanme, address, etc. of the custoner),

data related to the seller (e.g., the nanme, address, WO )
2011/ 093438 PerPidipg 19 o9 D5 3gore Jspects, device identification data may be embodied as a

token. In such arrangements, a value for the token is generated for each user session by a
system of the financial institution holding the user’s account. Accordingly, when a user session
is ended, the token may be destroyed/deactivated such that any future fund transfer
authorization, as discussed herein, received by financial institution 205 including the value of

the token will no longer be valid for that user’s account.



etc. of seller), data related to the goods and/or services being purchased
(e.g., the quantity, the unit price, tax, etc), etc. In sone enbodi nents,

t he nobi Iwodeuywes3fay di splay data of the received paynmeol/Use¢umsis3vn a

di splay of the nobile device. In these enbodi nents, the nobile device may
provi de the custoner an opportunity tojguthorize the received paynent
request. [40] In step 409, the nobile device may receive input confirmng
and/ or 184t hofeZ fRghdidl Cinbd SR GhAyO oR MO URBY TR ARSI LR in G CRAHLII i ©
aspects of the disclosure, the authorization nay be recelved fromthe

cust onmessockaion exidimpheeyser hefimapbial ecabvewi pdommayiodi sieafimanefad roetunb mayebecased t o
the receive a nt request, on a displ.ay. of the nobile device, including
the parteho dBr s e 98 du Bafbet) TEURYp e EOBEYRG e DS et HEY hae
of the el bk aclOgt CHELAMBECOBY n&APS! 884vikdieacdbsi] ayest Adtbekteicl o of®er 1 f
acceptabl e, accepts the paynent request by actuating a button on the nobile
devi ce Mercqurangerhents,dhe dévpd wgatifiention etat assethatinnr rreecsp mayHes payfsirmed gaiof ce) .
[41] | ep.411, the ile devje txansmit the authqrizatipn to the
poi nt of BERatpepbiintde Bl SertBE AF L ibe E PR B dofted

fi nanciiaéntifiestion Wit GRighBBE altbddyl Afadlniiatan@toradldili isomalemidmeits, ARy idewce
identification information (e for additional verification/confirmation)

: ] e. g, , . a :
and/ or @FHBIcABEN da mapdreassociysshwith addiipng) userevoaificating da-i ovch relsedygithe of
sal e I 0, ' ctld ' ' '
transm A atnG: MOGRRHAS hofid SRRBETH e ke, PR D 0,
di scusgsedy alvbuie. thOBubsarddr identity Meduld I1SIM] bhardnnbhbee afethc caoliiky deveoeithe a
payment. confjrmatjion verification froma financial institution holding an
accogntMs_latwe%mét)@ﬁﬂr(ﬁw%é afdryive 8180?1_?‘?1:[ it (At Paet Of AP Eqtiest
confir r‘é@&drﬂ’bﬁoﬁé‘huﬁbéﬂ Fned &Is_td?ﬁerf(é'.g.q%e%'sﬂ_&%e?%%ﬁ%tp%né)ﬂu&l@@r),l%‘Pd. nt of sale
systemor retailer is authorized. The nobile device nmay then determne if
confirmation is received (e.g., froma user) in step 415. If so, the nobile
devi ce [3&ly tlnastemBO5.ctbaflinaneipl owtigion fraatiomit she pranwitalevicasidentiftdaben i n
step 417, If .confirmation is t verified, .the .oobile device nmay, r est
that ¢ M asEr @GR s Hetele TR e ontlg M O SRR TR 455 1
may be l@ptilaal of thd hentifibane alfoinigiont (W Omholdctibe phoas  minirysemn, othde
retailer and/or the financial institution of the retailer does not require
f ur t heraripBgeReEatthepep nfayAje merigrmsd ise theh ajuseryis ivarg ofna Issign spse@hp kay that
displanw%ggmgggggﬁ&p devi ce that may be di spl ayed upon receiving a paynent
request froma point of sale and/or a paynment confirmation request froma
financial institution, according to various aspects of the disclosure. As
seen i 13H GInStept hid), dicsiihanyiabaGtiivohsgasmamely s@keay o icqheht 5@ lpaphrene from a
infornatloni;eﬁated to the ﬂﬁé”ent Wg 2011/&3%338PCT/U82011/023538 13
r equestPOAHA O T ORI rh iR e ERIODE 0T QUSHiesH| d,efl%‘ﬁt {BR2YBSET PRELIDHYYC be
act uat gdfPMaRorr WRIRITEE ahN@ho@itt W&, 3RCERLANOhuMBE 68 i RetRBY MRBhsAGUEST
and/ or confirmation request, and display title area 505. Upon the custoner
accept imechaseddasyélhas idhetifcagioe nf a peyuestdeaind/ Bayrsonfdevigmnideonficapnakita, as he

nobi | e devi.ce .may transmt, data .accordin o the pai of, sal e
oo or. QeReate e b & bt aeh i T e b Pt S BB SR € oo
her _ei N KEgYr bedstBeT oic 1ikP! enent ed t hrough any n_unber of_ conput er readabl e
nmedia that are able to store conputer readable instructions. Exanples of
conput er readabl e nedia that nmay be used include RAM ROM  EEPROM fl ash
menory [ otlRefermrpty finseeiabinsgytiorsystonmapstergincoy bsherdhe paanenydgyice .
st orag - : t : t - e.
[aa] o RS AR LS RN e PR o R S R AR E ol At
var i ousbyathpdmhscialr iastithtoow, Foit exaniple, hike sypcten stagodnipard the ecesddd idedificativine

art that .the.invepntjon is.not lipmted to these e di pents, ©Modificatjons
may be IHfgmatign Wﬁgstl%e édanrlﬁ%adlqndnﬁ%@a%% ?Ssaaaﬁkeﬁew?@r cyfinancial geroupip h@ﬁﬁw

f or egoiRg fik SREiMGiButi RO f BAIPEFor rﬁ@s%ﬁlgéjlfna Be r&lSRE RS ﬁle%iﬁt Re sale system in
af orenenti oned enbodi nents nmay be utilTzed alone or I n conbinatioh or

sub- corsbdpn3tSi. ol avwinathh tishie et feedle titesfinan ctah esotuien neaybtodismetrd sequest fou pdynasinso be

i at ed d d t t.hat dj f.i cati it t . d ti
o LA R P Foaia Sevpeesrotisd HhbLBmmarbedtethe avdatcPerion | o
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WO 2011/ 097338PCT/ US2011/ 023538 15 W claim 1. A conputer assisted nmethod
conpri si ng: determ ning, by a paynent processing system device

i denti fi ceiDi20n/092338 of a nobil e device separate from t heCpaprEnio2izs®cessi ng
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payment request information may include data related to the seller. In these embodiments, the
financial institution may determine whether the identified seller corresponds to the current user
session. For example, in embodiments where the customer has a plurality of logins and each
login corresponds to a particular seller, the financial institution may determine whether the

corresponding seller is the same as the seller identified in the payment request information.

[35] In step 325, the financial institution system may receive a response to the confirmation
request. In step 330, the system may determine whether confirmation was received or if the
payment confirmation request was denied (e.g., a user indicates that the payment is not
authorized or confirmed). In one or more arrangements, confirmation of a payment request
may include other considerations including determining whether the payment device is within a
geographic proximity to the retailer. For example, the payment request information may
include a zipcode or an address. The financial institution system may determine a location of
the payment device using GPS and determine whether the location of the payment device
matches the location information of the retailer. If confirmation is not received, the system
may return an error message as illustrated in step 335. If, however, confirmation is received,
the system may authorize payment to a financial account of the retailer, initiate the transfer of
funds from the customer’s financial account to the financial account of the retailer, and provide

confirmation to the retailer in step 340.

[36] FIG. 4 is a flow chart illustrating a method for processing and completing payment for a
purchase using a mobile device at a point of sale. As seen in step 401, the device identification
data is communicated to the point of sale. According to aspects of the disclosure, a customer
may provide the device identification data to an employee operating the point of sale. As
discussed above, examples of the point of sale include a cash register, a personal computer,
another mobile device, etc. For example, the customer may display the device identification
data on a display of the mobile device so that device identification data may be entered by the
employee into the point of sale. As another example, the customer may relay (e.g., speak) the

device identification data to an associate of the seller at the point of sale for entry into the point
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I ncl udes transmtting a confirmation request to the nobile device.
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provided to the point of sale system in step 401. Additionally, in some embodiments, the

request may include additional information, including, for example, data identifying the seller
and/or the point of sale. According to aspects of the disclosure, the communication device may
be, for example, a wireless, a Bluetooth® device, and/or infrared device, etc. For example, in
some embodiments, the point of sale may transmit a data packet from an infrared device that
includes the device identification data (e.g., telephone number of the mobile device), the name
of the seller (e.g., name of the retail store the customer and the point of sale are within), and the
data required to transmit data to the communication device (e.g., Internet Protocol (IP) address

of the communication device).

[38] In step 405, the mobile device may determine whether its device identification data
matches the identification data included in the query. If so, the mobile device may respond to
the query in step 406. According to aspects of the disclosure, the mobile device may transmit
data to the communication device responding to the request (e.g., data acknowledging the
request). For example, the response to the request may include data identifying that the mobile
device is the device responding to the request, and/or that the request identified the mobile

device.

[39] In step 407, the mobile device may receive a payment request from the point of sale
system. For example, the payment request may be generated by the point of sale system upon
receiving the response to the query from the mobile device. The payment request may include
the details of the financial transaction being conducted by the customer at the point of sale. For
example, the payment request may include the amount of funds the seller requires from the
customer (e.g., the purchase price of the clothing article). In some embodiments, the payment
request may include other data related to the transaction, such as data related to the customer

(e.g., the name, address, etc. of the customer), data related to the seller (e.g., the name, address,



7. The conputer assisted nethod of claim1, further conprising:
transmtting the device identification data to the nobile device. 8. The
conput er WeWHWA3Aet hod of claim 1, further conprisi ngPCT/US2011/023538

el ectronically receiving, at the nobile device, a request that includes
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may be received from the customer. For example, the mobile device may display information
related to the received payment request on a display of the mobile device, including the
purchase price, the goods and/or services being purchased, and the name of the seller. The
customer may consider the displayed information and, if acceptable, accepts the payment
request by actuating a button on the mobile device (e.g., a button displayed on the touch-screen

of the mobile device).

[41] In step 411, the mobile device may transmit the authorization to the point of sale
system. The authorization may include identification of a financial institution, account
information, additional user or device identification information (e.g., for additional
verification/confirmation) and/or combinations thereof. Upon receiving the authorization, the
point of sale may complete processing the transaction, including generating and transmitting a
request for payment to the financial institution, as discussed above. Optionally, in step 413, the
mobile device may receive a payment confirmation verification from a financial institution
holding an account of the customer. The payment confirmation verification may request
confirmation that a transfer of funds being requested by the point of sale system or retailer is
authorized. The mobile device may then determine if confirmation is received (e.g., from a
user) in step 415. If so, the mobile device may transmit confirmation verification to financial
institution in step 417. If confirmation is not verified, the mobile device may request that the
transfer of funds be denied in step 419. As noted, steps 413-419 may be optional if the
financial institution of the user, the user, the retailer and/or the financial institution of the

retailer does not require further verification.

[42] FIG. 5 is an illustration of an exemplary display for a mobile device that may be
displayed upon receiving a payment request from a point of sale and/or a payment confirmation
request from a financial institution, according to various aspects of the disclosure. As seen in

FIG. 5, the display 500 includes a display field 501 where information related to the payment
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phone. number of computer readable media that are able to store computer readable instructions.
Examples of computer readable media that may be used include RAM, ROM, EEPROM, flash
memory or other memory technology, CD-ROM, DVD, or other optical disc storage, magnetic

cassettes, magnetic tape, magnetic storage and the like.

[44]  While illustrative systems and methods described herein embodying various aspects are
shown, it will be understood by those skilled in the art that the invention is not limited to these
embodiments. Modifications may be made by those skilled in the art, particularly in light of
the foregoing teachings. For example, cach of the eclements of the aforementioned
embodiments may be utilized alone or in combination or sub-combination with the elements in
the other embodiments. It will also be appreciated and understood that modifications may be
made without departing from the true spirit and scope of the present invention. The description

is thus to be regarded as illustrative instead of restrictive on the present invention.



12. The apparatus of claim9, the nenory further conprising instructions
for: receiving login information fromthe nobile device; beginning a user
sessi on ba©eediign9733Be | ogi n i nformation; wher ei n t RETUSRE 11023508% T er
request is verified based on the user session, the device identification
data is determned in response to the feginning of the user session, and
the device identification data is deactivated upon the end of the user
session. 13. The apparatus of claim9, wherein the device identification
dat a i sWaclegadom y generated al phanuneric code. 14. The apparatus of claim
9, wherein the fund transfer request includes address information of the
nmobi | e ldevi ¢ complitatiassigtedmactbdd ¢dmeprissig:owi ng: a SIM card nunber of the
nobi | e device and a MAC address of the nobile device; and wherein the
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amount of funds to transfer from the financial account of the user to a financial account of the

seller;

verifying, by the payment processing system, the fund transfer request based on the

device identification data; and

in response to verifying the fund transfer request, initiating the transfer of the funds

from the financial account of the user to the financial account of the seller.

2. The method of claim 1, wherein verifying the fund transfer request includes

transmitting a confirmation request to the mobile device.

3. The computer assisted method of claim 1, wherein the mobile device is a cellular phone

and the device identification data is based on the phone number of the cellular phone.
4. The computer assisted method of claim 1, further comprising:

receiving login information from the mobile device;

beginning a user session based on the login information;

wherein the fund transfer request is verified based on the user session, the device
identification data is determined in response to the beginning of the user session, and the device

identification data is deactivated upon the end of the user session.

5. The method of claim 4, wherein the device identification data is a randomly generated

alphanumeric code.

6. The computer assisted method of claim 1, wherein the fund transfer request includes
address information of the mobile device including one of the following: a SIM card number of

the mobile device and a MAC address of the mobile device; and
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user with the device identification data; electronically receiving a
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of an amount of funds to transfer fromghe financial account of the user to
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18. The one tpmsMBtify BRMRVIcEIddhaadalinelatEdithe Abbité adwitel6, further conprising
instructions for: receiving login information fromthe nobile device;
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determining whether the request identifies the mobile device based on the data

identifying the particular device;

upon determining the data identifies the mobile device, transmitting data from the

mobile device to a communication device as a response to the request;

upon transmitting data to the communication device as the response to the request,
receiving a payment request from the communication device;
receiving input accepting the payment request; and

in response to receiving the input, transmitting an authorization to the communication
device that authorizes the communication device to transmit a request for payment to the

financial institution.
9. An apparatus comprising:
a processor; and

memory storing computer readable instructions that, when executed, cause the

processor to perform the steps of:

determining, by a payment processing system, device identification data of a mobile
device separate from the payment processing system, wherein the payment processing system

corresponds to a financial institution holding a financial account of a user;
associating the financial account of the user with the device identification data;

electronically receiving a fund transfer request from a point of sale system associated
with a seller, the request including data identifying the mobile device and identification of an
amount of funds to transfer from the financial account of the user to a financial account of the

seller;



19. The one or nore conputer readable nmedia of claim216, further conprising
i nstructions for: transmtting the device identification data to the nobile
devi ce. WO0.201®7338e or nore conputer readabl e nedi a of PCTAISRO1162358kher ei n
the fund transfer request includes address information of the nobile device
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device identification data; and

in response to verifying the fund transfer request, initiating the transfer of the funds

from the financial account of the user to the financial account of the seller.

10.  The apparatus of claim 9, wherein verifying the fund transfer request includes

transmitting a confirmation request to the mobile device.

11.  The apparatus of claim 9, wherein the mobile device is a cellular phone and the device

identification data is based on the phone number of the cellular phone.

12.  The apparatus of claim 9, the memory further comprising instructions for:
receiving login information from the mobile device;
beginning a user session based on the login information;

wherein the fund transfer request is verified based on the user session, the device
identification data is determined in response to the beginning of the user session, and the device

identification data is deactivated upon the end of the user session.

13.  The apparatus of claim 9, wherein the device identification data is a randomly generated

alphanumeric code.

14.  The apparatus of claim 9, wherein the fund transfer request includes address
information of the mobile device including one of the following: a SIM card number of the

mobile device and a MAC address of the mobile device; and

wherein the fund transfer request is verified based on comparing the address

information to verification data stored at the payment processing system.
15.  The apparatus of claim 9, the memory further comprising instructions for:

transmitting the device identification data to the mobile device.

16.  One or more computer readable media storing computer readable instructions that,

when executed, cause an apparatus to perform the steps of:

determining, by a payment processing system, device identification data of a mobile
device separate from the payment processing system, wherein the payment processing system

corresponds to a financial institution holding a financial account of a user;
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associating the financial account of the user with the device identification data;

electronically receiving a fund transfer request from a point of sale system associated
with a seller, the request including data identifying the mobile device and identification of an
amount of funds to transfer from the financial account of the user to a financial account of the

seller;

verifying, by the payment processing system, the fund transfer request based on the

device identification data; and

in response to verifying the fund transfer request, initiating the transfer of the funds

from the financial account of the user to the financial account of the seller.

17.  The one or more computer readable media of claim 16, wherein verifying the fund

transfer request includes transmitting a confirmation request to the mobile device.

18.  The one or more computer readable media of claim 16, further comprising instructions

for:
receiving login information from the mobile device;
beginning a user session based on the login information;

wherein the fund transfer request is verified based on the user session, the device
identification data is determined in response to the beginning of the user session, and the device

identification data is deactivated upon the end of the user session.
19. The one or more computer readable media of claim 16, further comprising instructions for:
transmitting the device identification data to the mobile device.

20. The one or more computer readable media of claim 16, wherein the fund transfer request
includes address information of the mobile device including one of the following: a SIM card

number of the mobile device and a MAC address of the mobile device; and

wherein the fund transfer request is verified based on comparing the address

information to verification data stored at the payment processing system.



