Title of the Invention Method and System for Acquiring
Particular Data wupon Start of A Particular Program5
Technical Field The present invention relates to a

techni que of acquiring particular data through a

network at the time of starting a particular program

and particularly to a technique usable for acquiring

data that are used for TefiRapEtRg I6PeRYig/ network 10
security. Background Art As a counterneasure agai nst

conput er vMatbed andtSystens fos Kdgmring PamiddlareDaon

a conputer. And, usually at the tinme_when 15 the

conputer is actiVReBIStAHeobM PertigulanPragram s

activated al so. When the conputer is connected to a

network, the antivirus software conmunicates with

sone server through the @émi&%tgiewgul ar intervals,

to acquire anmendnment of a virus definition file

stored i ThehpresexerinWaretby, rélutebets as ehNiqubhef acquiring
version of the 20 virus definition file has been

r dALdEenlar, dalw | throwehs ofit wegtovordc qat r tke atinkf eferstarting a
bet ween .t he versi ons be%ore nd,after the revision,

oP,a\Iﬁ

Hrlgta P8 albg AT sPARECHLaFYe 0f 3 cteshniameoiwsable for
[ QequRfte 06 ViRNE deb Q'sﬁkiogo;' lei‘hay&{t afﬁtog{%uter network

sim’lar processing Is repeated autonmati carl

10 peecatitgal | y. For exanple, Patent 25 Docunent 1

15

20

25

(Japanese Non-exam ned Patent Lai d-open No.

2002- 259150) di scl oses such a techni que of updating a
virus definition file. ver, n:tﬂ above- descri bed
conventional techni que h2SCHEIRE 'S-I"vai ng problens to

be sol vefly 3 countermeasure against computer viruses, antivirus

software is installed on a computer. And, usually at the time when
the computer is activated, the antivirus software is activated also.
When the computer is connected to a network, the antivirus
software communicates with some server through the metwork at
regular intervals, to acquire amendment of a virus definition file
stored in the server. Namely, in the case where the version of the
virus definition file has been revised, the antivirus software
acquires a difference between the versions before and after the
revision, or, for example, acquires the revised file as a whole, to
update the virus definition file. Thereafter, similar processing is
repeated auiomatically and periodically, For example, Patent
Document 1 (Japanese Non-examined Patent Laid-open No.
2002-259150) discloses such a technique of updating .a virus
definition file.

However, the above-described conventional technique has
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Speaki ng of how to use a conputer, sonetines a
conputer is wused locally, i.e., as a stand-al one
conmputer that is not connected to a network. Further,
sonmetinmes a conputer is activated and used 5 locally,
before the conputer is connected to a network. For
exanple, in the case of a conputer (such as a nobile

cotipefellbwifgt prdlfesdd tb 9& Hlvaguser, the conputer is

frequently used w thout being connected to a network.

Ant i vi ruSpedkingr ef hovaco iwsd accorhpnter,Cosmutanel . computer is
activated, .. 1Q and periodically tries to acquire
ankfeddAraly, 4.4 Agsa gtandralasie computerdkatels nioh commected to

CS2 R IR S N e SBBgnd et
t MRycally, e bt Nehe }éﬁgfbnﬂg{é\%o ﬁ%%g{ec%&yi?\gatahxgggygrk. For

bei ng connected to _ here occur

t hexammiadietheotasechef W eosmplitedelsueht 495 fidgld88n Aiter) that

been acquired for a long tine. If the conputer

adisi GRrdadi by sustses, shateompudennscirequentijhesed witkout being
i s hellﬁlgess agai nst new ki nds of viruses

the_ co ter

un‘iqqn?c&gﬁatrﬂ PRSHTEOT of t wvare acquires amendment of

the vir s LAkt ' I e, 120 Di sclosure.,of .

e V1 Uen SR Sy L S5 UM A D B ARRBRNES iSlaptivated,
pravd periodieally tries tof ad@aliver hGbriBhbhE Wl vial# definition file.
through a network at the tine of starting a

palewewear irofhancase fwhete nthie obmiphaepr éaerjuestion is not
inventigggprovi des a.nmet.hod in 25 which a copputer

adqAeELep o P RF ROt the prdigirus seitwame, fallyin updating the
ME1300 SO S R e Q?é c%%:p%ﬁ?%xg %}t'gfgdr?g agﬁ Y& P Lonnected to

instfuction td activate a urar” )
peheoBtRdrkhatherd| qicuda!l & agave SERAOMALANSSSh P %of The vizus
acquiring the particular 2 data through the netvvor%

iowt filat hos medt theeti omcquired for a long time. If the

computer activated in such a state is connected to the network, the
- computer is helpless against new kinds of viruses until the antivirus

software acquires amendment of the virus definition file next time.

Disclosure of the Invention

An object of the present invention is to provide a technique
of acquiring particular data through a network at the iime of
starting a particular program.

A first mode of the present invention provides a method in
which a computer acquires particular data through a network,
said method comprising steps ofi detecting an activation
instruction to activate a particular program; performing

particular data acquisition processing for acquiring the particular



activate the particular programis detected; and

thereafter, activating said particular program whose
activation has been instructed. 5 A second node of

the present invention provides a system for acquiring
particul ar data through a network, conprising: a

means that detects an activation instruction to

acdadat theouglar theulddtws£Or WHe HRANS PRt RET Fit¥®ction to
particular data acquisition processing for acquiring
paativater that o atticaldr t peogfametisor Betdrbedan and thereafter,
activatj.on instructiqQn to activate the particul ar

praffl At ing RAC (RAWTIgHIAR REegamhwhasei astisatiandhas bee

p [ program whose activation has been '
[ %él%‘lrtﬁlg{:t}réi after said particular data acquisition

processi AggaloR i A dBOEE ife b&@s@ﬁﬁ%ﬁ%n&%?fo@@ges a system
provides a network 15 security enhancing systemtor a
cdopusequitingppizaitbeular rdeetas thivbaghact indtvesrk, comprising: a
processing of updating a security file at activation
ofmﬁaEFodgla’lﬁ t fateaisnnent sactdvatios wonktravtionertds aotivate a
recel co ni cations, after processi of )
cg)ﬁ%é%/‘fllﬁgﬁt t %?Whet%ﬂea%ﬁdtgégor%elgggas particular data

PraRGesSitisn 390&5{(@5?6 ?o%ﬁrﬁgggﬁmﬁfi :.-im&ggé‘téhoxf‘ough the

provi des a networ curity en ng syste

10 coeputork wihen eim activ dtioel Westeu oo rid ¥cVARCERE particulax
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system conprises a means that automatically generates
aPEeEraBt 1pr dgtestiedanandandmanns dhatr agtivatdet said particular
CESREER Sfnnte. BHeeRn TN BBRRLL LB M ES: sata
CoRBHAaL PG L VRt I.ng of connecting to

tge net wor k andagﬁggg%gﬁﬁé)ﬂ&%ggggti ng a security

file, amil thiedeafddy ofCthyafRfsesdi thwdwEbaprbbales a network

sends and receives comuni cations. 3

security enhancing system for a computer, comprising: a means
that activates processing of updating a security file at activation
of 2 program that connects to a network and sends and receives
communications, after processing of connection to said network
and hefore other processing.

A fourth mode of the present invention provides a network
security enhancing system for computer, wherein: said network
security enhancing system comprises a means that automatically
generates a control program; and said control program detects a
program that is installed on the computer and connects to a
network and sends and receives communications, activates
processing of 'connecting to .the network and processing of

updating a security file, and thereafter activates said program

that sends and receives communications.
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A fifth node of the present invention provides a

network security enhancing program wherein: said

network security enhancing program nakes a conputer

operate to activate processing of updating a security

file at activation of a program5 that connects to a

network and sends and receives comunications, after

connect i én fifdht heo deetofothe apredraftoievehtioh provides a network
processj ng. nﬁ&d .a sixth node of the present invention
prifAYIELY o€ Dig SBEREY AN, erhpteiny Baigr amptwork security

e eirhl BadBlH { apaRksiochoIAPOReh  CRENATEl £y activate
0§ @cRbhgy %fcﬁ%tdrfﬁﬁn?r ﬂgﬁ@:’@rﬁ?!ﬂl{% ég'tilvnackgﬁlgr &"a program

detects a programtha een i ns

cdlgait ercoancbatsnnemt s 40 newialworkndnd seeylls agdd  receives
recei ves _ conmuni cation; and then, said control

préfpmnHeation ssaitepeornectiog t6 thennetwiovk andshefbre other

ne rk. . activates processing of updating a security
fiﬂtr\é%e ¥PE-hereafter activates said program that

sends an eceli 0 [ CAF | &f LRtion_of .
Dr awi ngs‘ﬂhzlg)1 ’ F?g?ég?tllgs% o(?k Q{hag%éﬁ%%m&hgh@ provides a
exdtpi kol seeiritvk exkadtidy rogranld aheheMh: Fslid 2 network
is a bl ock diagram show ng anot her exanple of network
séganrity enhamsing pyegmam Wiakes 8(@mpulded)pearferm processing
exgl an tor%( di ﬁgams show ng screen 25 exanples
d plaé\j“é’&l HCARY cBERSXABDpar F9BIT0f RINEIFER ORI control
. j I n t h in Flgq 1. Figs. ) .
a%gsgfﬁﬁ/aragpexp: a%amﬁg@g&% glﬁ%ﬁvi B ehexg:ﬁ%t‘laéﬁé@f in the
Sebidpgteac aRhSedifeee thed FheehneRiorkO Pt ORISR EO receives
communication; and then, said control program activates
processing of conneetion to said network, activates processing of
updating a security file, and thereafter activates said program

that sends and receives communication.

Brief Description of Drawings

Fig. 1 is a block diagram showing an example of network
security enhancing system; |

Fig. 2 is a block diagram showing another example of
network security 'enhancing system;

Figs. 8(a) - 3(d) are explanatory diagrams showing screen
examples displayed in the course of operation of the network
Security enhancing system shown in Fig. 1;

Figs. 4(a) and 4(b) are explanatory diagrams showing

examples of setting screens used when a network connection control
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programis installed; Figs. 5(a) and 5(b) are
operational flowcharts of the network connection
control program Figs. 6(a) and 6(b) are other
operational flowharts of the 5 network connection
control program Fig. 7 is an explanatory di agram
showi ng an outline of operation of a nethod of

acpregian isanstalleak data at the tine of starting a
recei ves conmuni cati ons; and

program t hat nds d ]

Fig. 8 is&A- gﬁf a\ﬁ 59 aregperrsinnalifowchants iofrdle network
10 | L t he network connection contr ol
pr%%%tg%%()%aggfggr%’ryi ng Qut the Invention Now,

enbodi ner;g-gof € t . LQV e} 1) ]: d rhhe
referri ngt : 3' tGh(tgb]S?Jggvi ?18:2 alglgr(gﬂtj%érr gp}gfﬁlﬁgﬁloﬁé%gc{h%rgs of the

7.netwérk bennbotides conhed progaahbodi nent that rel ates
to a method of acquiring particular data through a
net wor k &dgt he 19 ndn oexBlanaiary diagrati cHawimpg ognavutline of

In_the present enbodi t, an, instruction to_activate

a %%%Ff)%ﬁ apF'b“gi'?‘aﬂﬂ115 i gERrringqeastieplar glata at the time of
Pathi Y oLl f e other. .. .

prescri bggg l%g%%.&?%rﬂ tggréﬂ(:exanp?igl,recgig‘g%egpﬁ%“?é%W?s’ and
before pFigorsn i ahhexplhaeessy Ndiaghth Nah Shithe (e unctional
conput er perforns particular program activation

i sendignyation ot tde nebworkosssi evgidd tonbesiebyogi amt he

particul ar program activation instruction processing

111, the conputer detects an 25 instruction to

agfd ' apnd, once an

AR oL O B8t Tl c "Comput er

starts aN9efuenbe ddmed¥sOSLEReDrelaht $hodhtidie wifllhbe described
performed after the detection. 'In accordance w

ctﬁﬁﬁelg‘éqﬂeﬂiéeﬁhehdr@(mgaer Brstr efeetiner ke Fig, 7, will be
15

described an embodiment that relates to a method of acquiring
particular data through a network at the time of starting a
particular program,

In the present embodiment, an instruction to activate a
particular program triggers acquisition of particular data by a

computer from another prescribed computer (for example, a specific

- server) before performing other processing. To that end, the

computer pexforms particular program activation instruction
detection processing 111. Namely, in the particular program
activation instruction processing 111, the computer detects an
instruction to activate the particular program, and, once an
activation instruction is detected, the computer starts a sequence of
processes that should be performed after the detection. In

accordance with this sequence, the computer performs network
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connection processing 113, and perforns particul ar
data acquisition processing 114 for acquiring the
particul ar data through the network. Thereafter, the
conput er performs particular program activation
processing 116 for activating the particul ar program
5 designated by the instruction. As a result, at the

t i eennbetiparprandsain riod, aim & Pdrfei @ p arfishl A Wa®l acquisition
detection processing Il is perforned, the particular

pr BEPGARSHRE| Jrict efprbyacdieiringi thei gmithsakarctdata i through the
no}r_,l ﬁchi vat egh. “l‘a# ot hgc wor ds, before_ activating the
arBPERFSr phbgrenttatsithsacomputery Deaformsi particudas program
pagidioHt a8 PET e, 1 articul.ar
progrlam%?t ec?coeg?g@? gﬁégﬁgﬁcﬁ@?ﬂﬁ ﬁw’%t?ﬁ{{lf’m@’i oProgram
bededigaeited bys the dhevi@stiby. det ermi ned programor a

program desi gnated by a user. For exanple, a program

that sends aamdsubiseatdbecoimunikatparicuhit Peogram activation

ment i, oned. IE‘&det ail, may be 15 nentioned a mail
mERSaEReeRy Ashretirra PRaPeetiRE1 3 1 1o ipr poncformed, the particular

di.al - r - e |ike...as shown in Fi.gs, | )
ol QiaRatag BY M daifutifR et gf et activated.
arley 66l Raxdd, | | t i eReg;

may dQstgnate alb{éfggygegﬁdttﬂ%g tggr]?%‘%%ﬁg}a%ﬁgg}:%%s.Hemgnated’
Fucgwd el tiomefuter paniicubandathhie weshgmaid.on, for . 20

exanpl e, addi ng or, deleting a particular program
Desi gnat 1’@%9’ &?leapamcméar RLqEragt an kel obiectiest pinbadtivation

| i t , i nst t] to activat
JhStrddith £6 B dafdirb s a"Prewitusty dfsemind, erpgram ox a
f perRats desi b 24 13N al AR, u?b}'exfﬁpéﬁﬁxg;@hg%ra% that sends

activation instruction may be Issue
appid cacéivespragrammivatites hke. bd igepsidned)| aln dRitail, may be

are deternmined heforehand as data that should be
aea%ﬁ“ileaegr# gratlomanagement pogram armiailémdr13, a browser 14,

E%g%{a?nrﬁgp Aﬁ%rg;;%ﬁgﬁ,edr TRy l?ﬁe,nggtsihoor{sg i%a ?gg.sidaxi . If can
be arranged that particular programs are designated in advance in
the system. O, a user may designate all or a part of particular
programs. Further, the user may change the designation, for
example, by adding or deleting a particular program. Designation
of a particular program will be described later (Fig. 4(a)).

Further, an instruction to activate a particular program is
not limited to an instruction from a user through an input unit.
For example, an activation instruction may be issued from an
application program or the like.

The particular data are determined beforehand as data that

should be acquired prior to activation of the particular program.

For example, may be mentioned data used for updating antivirus



6 software, data used for upgrading an application

program or the like. In detail, as data used for

updating antivirus software, may be nentioned a virus
definition file, a patch file, or the like. By

acquiring such security software and perform ng update
processing 5 at the tine of connecting a conputer to a
nesufimiard,t data possl ifbe Gpgr fdivanGm NHPWEKISACHEéSDam, or the
of _i{ge conputer. Here, the security file update

pri&essilmg desals axdaitai used foandpdptixtg mgtivirsecsofttware, may
sof t war e ﬁwhi&h I S use‘g fas.secuh_b’ty means uring .
conPeTErSPREE 2 JBRPE e i RAD Titer RopRpCh gor tthe like. By
10, : [ u Qcessin .
e RO E sildh WAy Saeied BRH RoREGHRERe Abastelprocessing

nti processi'ng cqui T

vidtishdefiinte tofadbrind@ingefl chMpufdy 89td Wektdrk iF is possible to
count er measure, processing of acquiring a patch it

- orenh ance metwonkesemprity mf\thieecqmeuitded i n vari ous
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forms including a formof a difference data, a form ) |
of an arri'iﬁf&i &i‘ﬁjsﬁﬁﬂa:ttérdﬁéﬁt‘épdﬂbe firogesying meankacquisition
Pr r . ' SSj is perforned at fhe tine,

o P rinl bF SBEREST L ateP CRL RIS iFad 85: daeirity means
C QMRAIgC A drHetiolr UbE hgT ' CLSAkbiG ol

perforﬁggd afterl%onngctsi gﬁﬁf‘pou%%eswﬁgl?v\%réegﬁa%)ef gl%reough the
ottedwaulncedsi dgtaid, mar thenagdade pro@sssing, 2RaPeber Mentioned
the program ghat sends and receives conmuni cati on

sPFOCES S PhECARITinG amepdm endcof atwirnsatafivitien file used for
t ake I after, in the case where the cqnnection ,
with AP RE R oo iBie. Afiocs SAEHG of ogairing pgpatch file, or
PrBRERREl  ARdind i | [ GaPloQeCENg i ;
activated at reguIIH S’rﬁiq%tﬁ g&%éﬁ&gg&%@ g?&"ﬁ% F¥rlld 1h§1ud.mg a
atfoxme- d€ st rdiffateriet eddtzgna dfoxed dMahr aeidnded and updated data
agll vate thg particular program it is sufficient fo

d

écPrdih%/the»parti cul ar program activation

| nstr UCtP%Qfetrha%tly,' Stk&'sv%nrofcleggﬁgaffserperformed at the time of

activation of a program that sends and receives communications. -
Furthermore, this processing is pexformed after connection to the
network and before other processing is performed. As a result,
before the program that sends and receives communication starts
- operating, the newest security measure is taken. Thereafter, in the
case where the connection with the network continues for a long
time, it is preferable that the security file update processing is
activated at regular intervals.

As for the above-described detection of an instruction to
activate the particular program, it is sufficient to detect only a
particular program activation instruction that is givern first after

the computer is connected to the network. Thus, to that end, it is
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the conmputer is connected to the network. Thus, to
that end, it I's possible to add first activation

i nstruction detection processing 112 (See Figs. 7 and
5(b)) for detecting the first activation instruction.
Thus, by arranging that the detection of an
instruction to activate the particular programis

pepdsuibibel tonhdd st hetibatidn Ehg&uqéoﬁt(%ét%cﬂgisb%@essing 112
to, avoid the processing of acquisition of the

paGStqa:Emas- Yamdd B(bY Hortdeatectimg the fivetradtévation instruction.
restarti osg ﬁddi tional starting of the particular

program Eshfranging shati the detgebignant cam imstruction to
tant i . ln th f I Siti . .

noftiori R vprae PEEE GoPoied caly dorde fiost time,
MEgd st PosAblETH @madﬂ?@tpr%t:es‘ﬁnggtx% Yk ﬁ?]séittg%é g,_foqthet BSrticular

i ke periodically after connecti

t itata atdhe, tivhe ofefowekanesly, iteptertiapceradditional starting of
ac%grdl ng to the present invention does not need to
bdhspRRE SH 2% paggTrame sfara nesmit, the peeticulariprogram can be

p ' . nessage di splay processing 115 15 2'n
mﬁ%%kagfﬁégé € indicating a result of the particul ar

e concml BhE | QIO SRYGIIoA 8P £ SLARLRY SOLLnEL file, an

the conputer after the dacquisition proce

baarti vianfsop regk amdscan hesaade td peileat andeRdietd 4f Qb antivirus
f‘r%i acqujsition processing, nmay be nentioned a
8otk tihedlike: pRsiodiazllyheftecqesiectiometuds network. In that

S S that the 20 acquisition ends in faiJure, or

CRAPET Rbea BB merE; SrevEliopnhadtempyt acoriinmy ehe present
I iahy (. (VA il isition., ..
pra0eh Blote RS Slot snied B B BpEyatd e RECHY Pt sPr tima.

to di splByrthey)assisqrossibly thngld hedsddp ALY PAcessing 115
been finished. As a result, it is possible to notify

tHe whdebt matmensage obedivatingf aupeatingof Hhe2particular data

antivirus file has, be erforged., Thus, the_user can
uéé‘l‘t"rﬁéﬁ"&bﬁ’ﬂf&t’%ﬁlﬁ% ﬁgétp"&ni‘i gfs,vlﬂﬁ yniy sfthe gompater after

CEHP U RfuilsPtibANPPEading 114 has been performed. As a message
indicating a result of the acquisition processing, may be mentioned
a message indicating that the acquisition ends in success, that the
acquisition ends in failure, or that the acquisition is not necessary,
for example. In detail, after the antivirus file acquisition
processing has been finished, the display unit is made to display a
message reporting that the update has been finished. As a result,
i1t is possible to notify the user that the processing of updating the
antivirus file has been performed. Thus, the user can use the
computer without anxiety in a state that the computer is connected
with the network. Further, it is possible to notify the user that the

computer is in a defenseless state, for example, by displaying a
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with the network. Further, it is possible to notify

the user that the conputer is in a defensel ess state,

for exanple, by displaying a 8 nessage to the effect

that the antivirus file can not have been updated

owi ng to an operation error or the like. Thus, the

user can take a counterneasure, for exanple, by

dimessaget togthideffestouhert theommtRgrast #PE Kea® ABE have been
above-descri bed processing 111 - 116 can be perforned

byun datad epling td @nshperationFergorlontha liket | ek, the user can

bel ow. In detail, each,processing.,is _perfornmed when a
oriiRes &) CRPR AT eBHIER, forceXaBrlg & dipconawpting dhe computer

rﬂgﬁ{;\%gq{gﬁf&@di ng to the processing. Various

Y

prograns are | oaded onto the processing unit 100 to

realize THe hbeveedfReibye ﬁfﬁt‘étshﬁi‘g‘;-lﬂln"eﬂﬁcﬂdﬁ e performed
that makes

of the present invention, as the programns

t ey thepuwmeputealliozehowa bb®ig: ieot iPnrshtdone@Isdlosy. In detail,
func&{aons, are -ysed a_ netwgrk connection control

predGRaMrPEesging, 15 pariarar e d ophan jan proseasing vonkt, 100 of the

PeAARLO N ¢ SMERRDY, 4 FrouiR $a5esRhading, fa B Processing.
180336 ukNPr SAMRNS Yrelld LHET WLES ﬁ‘ﬂgefﬁg%%s%?lgé%itamo to realize

system for acquiring the particu

c dhstraspeetiveafith ationst hod of acquiring the particul ar

data is yrealized, Fig. 8 shows an exanple of a

pl ural i tip gimgpp st phittheppresent ilpyventity aet tloe kprograms

{ ] trol 17. In, addjti to.th _
oPB8F cmekers e, 2ppl et Resline. dudcaboua mendionts processing
t Be@ncloQQ! 28Be SN A NnEterorR 'ctﬂﬁh‘égﬁoﬁ %B%@imﬂﬁoﬁram 17, a

automatically generates the network connecti o

cprbgrampfoyramuettingeld a Natwloxk, theroekwei Kor acquiring the
connection control program 17 25 conpri ses:
pBprtiswlar gadar shrewehyviheometmarkycandn thet dikéon When the

15%6cessing unit 100 of the computer 10 executes these programs, a
system for acquiring the particular data is constructed, and a
- method of acquiring the particular data is realized.
Fig. 8 shows an example of a plurality of programs that
constitute the network connection control program 17. In addition

to the programs that realize the above-described functions, the

- programs shown in Fig. 8 include a program that automatically

generates the network connection control program 17 itself.
Namely, the network connection control program 17
comprises: particular program activation instruction detection 171;
first activation instruction detection processing 172; network
connection instruction 173; particular data acquisition instruction

174; message display processing 175; particular program activation
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first activation instruction detection processing 172;
netawor k connection instruction 173; particular data
acqui sition instruction 174; nessage display
processing 175; particular program activation
processing 176; and automati c program generation
processing 177. Here, the Particul ar pr.ogram

agiyocakbiiy 1785 raid hﬁ!ﬂoﬂﬁtﬁ@b&@@réﬁlgé)ﬁe%ﬁﬂtﬁ%c{e%mg 177.
detecting an instruction to actrvate the particular

progr am &bdxevat thhe ppartienlay lptoptan ewtptfiodheinbtruction
berA ow-descri bed exanpl es shown in Figs, | and 2 detect
arflatgetyorc L7 drist exemttedafor detrating aminstrictioneto Betivate the

a. dial- program 15 or t.he like as th artjcul ar

SR 3RER R APt YatiORa P as SRy Ay anFor example, the
Gl AL na i . ¢ : Lot be

AT BSA PRy HARPLEE SEDWAN B CRikda fofnd 2 detect an
| iastrcdtion idehetivate a dhideoABISA DaokkbrSHOVR didl Rl program
7 is realized. Further, when an activation instruction

- il$ dat ethedlikeheas pthe | particuypavgpaogeami vatBpnexecuting the
instructid on detection 171 starts a,  sequenc

f
oPESUIET, | BTOSIAM| (PEEVBEMor ARALERGIR { [etection 171, the
d ' . 1L ' ar._program. i vation ;
[ EbETE A0keri DETR et LD AL ER I B AU BT B S 0R detection
Wpirebeddiaigl 11 Btshaskh VALY 7 D§ckHbilZedn detection

processing 172, the network connection Instruction
173, t Hupthed,c when dana axtigatoni insimsttiorctionddizéted, the

t he Fnsia?e di splay processing 175, and_the
pRATHETHEE BFrogram AEINalaran psbctiomgdetendion el71 starts a

exe6H i \ 0 twork.secukit .
CERGHBRRs WRFATA B SRR B Bl Rl after she detection.
oNzaaply,Cthid pareicul A ropiraes kb Praaehi RRtEQALLA! detection 171
program 17 to enhance network security. Further, Figs.
5startse thehosegwenpt einofwhiqh othss fidstw adtivhtion instruction
ngtvvork connecti on ci:m rok1 program 17. i

etection processing 172, the network connection instruction 173,
the particular data acquisition instruction 174, the message display
processing 175, and the particular program activation processing
176 are executed successively.

The network security enhancing systems shown in Figs. 1
and 2 are examples of application of this network connection control
program 17 to enhance network security. Further, Figs, 5 and 6
show examples of a process flow of the network connection control
program 17.

Thus, the present invention provides the method of
enhancing network security, in which, at the time of starting a
particular program such as a program that connects to a network to

- send and receive communications, a security file is acquired as

10
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25 Thus, the present invention provides the nethod of
enhanci ng network security, in which, at the tinme of
starting a particular programsuch as a programt hat
connects to a network to send and receive

conmuni cations, a security file is acquired as 10
particul ar data after the processing of connection to

t hpaniitwbak davad afténrthieo pRbbessinEOeE SEdxitectivh P the network
t he gr esent invention provides the systemto

i NAREMPFLOYL heo netlterd presessing. | Berthesr thed present invention

nbodi. t,4i th . Wh th 5 t i ti
| SOERVIeS PG SURRRIR C2 P LR oy esBOdr i ty of &
ter nEbQ wlnli dj howi |
oo et 6P AL B PERREAFETAILRM RS CHREARRR o ehe
Fi presken tai oAb s 1dp plivi tehehBaABeRiinCdf ﬂ&t&ﬂﬂr: kselcurity of a

security enhancenent, 1s connected to a 10 netwo
t egupktarnetwork interface 11. The network | is

connected, ,with.,a server 20 that is a supplier of an
anti vi rug?lsr dgtad %i'ﬂéi s'ﬁﬁﬁéanvz@hmnprgoapdeuamnln of 2 network

st ' . ver 20 ptaovides a,defjnition

71 fgsey Bty SeiplaadEhr) 3 BhA¥a S diggnls i computer 10,
neyBedIK i%- ahS c e J i 1ot @

st or age 1un'iat cigﬁg:rgdegﬁﬁgr g%%&ﬁ%ﬁg%ﬁ%‘{lg%\ﬂtltgﬂ ﬁce’lﬁll’lected tc a
t eetsoomiul eth xb® ghs apu ebwoddd inkédfaae Xi.spl ay unit 10a

and an i&%;t unit 10b, The input -unit 10b includes a
keyboar di2& mflFrknl ihequnestedn with @ coeeyerng0 that is a

oy o8 GO HRbeti 2, TRy spekgr ) 14 Pimided with 2

AR dRlet I8 PROEEY SHIGGHE o e

destpwténhlaff 4 hseprtheemgh thy andtwarkare referred to.

PreranBTﬁ)éeggxtn%%tegnl})hi% %2‘83?(13:& rjvgith a storage unit 12 and a
processing unit 100. Further, the computer 10 is provided with a
display unit 10a and an input unit 10b. The input unit 10b
includes a keyboard, a mouse, and the like.

On the processing unit 100, are loaded a mailer (a mail
management program) 13, a browser 14, a dial-up program 15, an
antivirus program 16, and a network connection control program 17.
Here, only the programs relating to the description of the present
invention are referred to. -Programs executed on the processing
unit 100 are not limited to these programs. The programs executed
on the processing unit 100 are stored in the storage unit 12 and
loaded onto the processing unit 100.

The mailer (mail management program) 13 is a program that

controls sending and receiving of mail. The browser 14 is a

11
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unit 100 are not limted to these prograns. The

prograns executed 25 on the processing unit 100 are

stored in the storage unit 12 and |oaded onto the

processing unit 100. The mailer (mail managenent

program) 13 is a programthat controls sending and

receiving of mail. The browser 14 is a 11 program used

f o rdga®h Nede D HBWSING: jvpdia r i :
P e oy PufDrp FE bR PIRE' R, dedhram 15 is a
t ghegrane thatbeontiidle dialwp r osnREOFEAMELE d SpReset telephone
program that perforns virus 5 checking. Operation of

t 1 Xvirus program 16 requires a definition file

22. A supplier of. the antivirys . ,program 16 ptovi des .
2’ anend it SRFRITHR RERERARR 1§ 68 oh Biogsass hadrperivens virus

a dHRWKThEUS ion ?g%@i %ﬁvi%{%eifgs.%’aiﬁuﬁ%% requires a

program 16 i ncludes a inition nend
actpfimitiomfily agr am Ifidplier of 4 HY a@tARrhe! pra&Hth 18% rovides
particul ar data) for acquiring amendnent of” the virus

dem sinepdnfantefilehef 4hei definstipnofilan2 Gzt itialeea new virus
the definition file anmendnent acquisition program 18
p&PPSE*Eal Iy at preset time intervals. 15 The

or ogr am PECHRLAE b hRBvike § AVEIARE 6 SRdHdes ' Qefinition
péileodimahldm &4 0 Maclgtl si3e6Y egpir%%r_ﬁh prigdetieg m ngd program for

tining, and to' store the definition file 22 int
sﬂéﬂagﬂnﬁhiﬁaﬂaﬂmﬁdaﬂ)tfm defuirinigorarhehdment of the virus

[ 18 d h
 ERATE o, M3 "hhe “Dabltghe paograme L6 cretgeates theodefinition
[ . i i | . il .
P12 EmEaftm 851 SRS DR FhobRaTTb SEesblRbAlin et mpgset time
tintessalg, then the

The function of the definition file amendment acquisition

- program 18 is to download the definition file 22 periodically from

the server 20 at predetermined timing, and to store the definition
file 22 into the storage unit 12. Namely, the definition file
amendment acquisition program 18 updates the definition file 22
stored in the storage unit 12.

When a user activates one of the mailer (mail management

, program) 18, the browser 14, and the like to use it, then the

network comnection control program 17 activates the dial-up
program 15 in the first place, and then the definition file
amendment acquisition program 18 of the antivirus program 186.
Thus, a function of the network connection control program 17 is to
update the definition file 22 to the newest one 22 before execution of

the program that sends and receives communications. According to

12



net wor k connection control program 17 activates the

dial-up program15 in the first place, and then the
definition file 25 amendnment acqui sition program 18 of

the antivirus program 16. Thus, a function of the

net wor k connection control program 17 is to update

the definition file 22 to the newest one 22 before

exthit imvenfiont, ke thogimem dhedarsings pregF£a{s\\@% as the mailer
conmunj cations. According to 12 this Invention, at the

tide:d egtra#‘wm 14, shegtiadiys pobeaam A6 omthediked3that connects

he b 14, di_al - 15 he |k
nfe Boageeel abih doodiiiicBhed A ctia Reiodh antivirus
t Ngo SRS kishaﬂh'té(ﬁfdﬁca%ﬁ”; WReg 3 PEATRL ALY TEssing of

to performthe processin acqui

5 a defjuhiihigoamidddineAs of hedafihitibRrfikxanplkes reéugﬂbféreexample,
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conmput er _can conmuni cate safely through a network,

al faysohide ngommiteawesn demnitnicatéi kafelyerthrotfh a network,
actj vati on.of the prggiiragtha't sends and receives

co

AYE HILBRSERE 1Y fizgtion fdpe ddere, ks activation of the |
' ' [ viat i i nst t,L .but . .
ol Zeh BB SR B hiA G B8 g ppt Limited. to
gi thed) clgb OWlidredd @R} 'cﬁi‘éét‘lg- gives! BR S¥8YRLRM ﬁ{lgmction, but
in Figs. 1 and 2, the networ connection contro
prisglades themeashewheret annsctifation’ fustretihe is given through

particul.ar program activation instruction detection
1740 #PRIGAHORr k 15 connection instruction 173, the

parti cul a uisition instrugtion_ 174, .the

nmessage g]ﬁs%ﬁ;ey “"%%%882% n%“lvfg, lﬁln? RN lpaﬂx%‘icgb atbe network
PreR@iriBt i | c6atteel a8s 1 10 khk r 5 YRL 919 :
particul ar progr amﬁv%rho%ge act | \?&]ﬁsﬁgfﬁeh%%%%gﬁg tiforming the
dasineuled, progradh adtévation metrbetion dese@ionn 7N the network

Fi)pg. 8. 20 Fig. 2 is a block diagram show ng anot her
eXempestn  Jasksrgtioacurliid; etih@ncpaptisptaemdate acquisition

SARTRMEN Y 74 Rk glessage display processing 175, and the
particular program activation processing 176 for activating the
particular program whose activation has been designated, out of the
various functions shown in Fig. 8.

Fig. 2 is a block diagram showing another example of
network security enhancing system. The example shown in Fig. 2
will be described in compaxrison with the example shown in Fig, 1.

The computer 10 is provided with a patch file acquisition
program 19 instead of the antivirus program 16. It is favorable

~ that one computer is provided with both the antivirus program 16
and the patch file acquisition program 19. Here, however, for the

~sake of convenience of description, each example is described

 separxately.

13
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will be described in conparison with the exanpl e shown
in Fig. 1. The conputer 10 is provided with a patch
file acquisition program 19 instead of the antivirus
program 16. It is favorable 25 that one conputer is
provided with both the antivirus program 16 and the
patch file acquisition program 19. Here, however, for

the sakdlloé netweﬁkeﬁﬁﬂn@ﬁti‘iﬂsCddﬂﬂrbpnﬁr@@fdmemferates to
Is described separately. 18 The network connection

coRttiypte thgrpatcly fidpacandsition pustgnam % hfterasctivation of the
m 19 after_activation of _the

g:éﬁ%lﬁ@gﬁffgrﬁ 57 %E@WPEE 1iig emmeriedd Witk n server 25.
SEPNEL ggﬁver B 55 ﬁ?éf{%?é?bﬁ t%hggﬁﬁﬁ%drv%%ﬁgﬁnﬁ’ﬁﬁﬁus?%or example,

who su I es, for exa _
e en@ilbr (0] afthnhdert et %&%ﬁzﬁﬁl)lﬂ?’, e Hltvsdr K2; and the

A storage unit 26 provided to t server 2% stores

pdike. f iA ssor2ge fuoriti2hpoovided outhe seatet 195 gobFad patch. files
(%I managenent program 18 and_theg browser 14. A

f it £PDATHIT AVABERRCUFIEY 10f thegmasiler dmaibmanageaertsprogram)

| oG BRESGR hoE 2R SHERHRD 1DSDE YEI 5 deautsition
StpHopeamiNig isl 2o ddildad Qgh%am %@l&r%%ﬁ?cqugﬁ Hg@lﬂe%work 1 and
the mailer (mail nanagenent progra 18, e Dbrowser

14o0antbreghle Idoveatlomdedep atiche filebi 83. ira)the 3€6hagd ainit 12.

e:PoI apatory diagranms show ng screen exanples
di s%cgly esn28hareoussd t7 wpdate e onailes fexaibrimanagement

1 g I 7 ,5h [ Fig. 1. As
JREOBTAER L 800RE Beprscl RALEA (READATLE Arpmpr Fimes.

' ' 7D +rh7 I
bont rol HEECBUENS D) urh Gxplad oy NELKL AYREEIAY screen
wesamplansdisptayed 0 shei caueset b 6Pbl&Fioh3 dfS the network

given, the procesgsing unit 100 detects the 20
| RERRGEtIoZnceRtrod Mrpgram 1Y shapway i Figadd perforns

pr ocessiﬂg cfgscribed above, the computer 10 is provided with varicus
functions 171 - 176 as the network connection control program 17,
as shown in Fig. 8. For example, when an instruction to activate
the mailer 13 is given, the processing unit 100 detects the
ingtruction to activate the wmailer 13 and performs processing of
activating the dial-up program 15. As a result, network connection
conditions are set. Next, the processing unit 100 activates the
definition file amendment écquisition program 18 of the auativirus
program 16 so that the definition file amendment acquisition
program 18 performs acquisition of amendment of the definition file.
_ At that time, the processing unit 100 performs the massage
display processing 175 to display the screen 31 of Fig. 8(a) on the

display unit 10a, informing the user that the processing has been

14
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activating the dial-up program 15. As a result,

network connection conditions are set. Next, the

processing unit 100 activates the definition file

amendnent acqui sition program 18 of the antivirus

program 16 so that the definition file amendnent

acqui sition 25 program 18 perfornms acquisition of

anfindsieed. of Hdre, daf méddaqn fithe. wfﬁstﬂehﬂxtm £ has been

processing unit 100 perfornms the nmassage display

pr’éEéaﬁeda 1§761&Ddaﬁﬂéptca3thtehasecr efhi8linfbriisytha(aker that he
i nform ng the usger that the

th
prRRSE Ky ””Kmf&?mngsemem@g@mwa@@fe I¥he
d d' di I
Vo the o de ﬂfﬁ.ﬂggél‘*%oﬁﬁit?ﬁ’?q R o 2ol 2P SR the user

t heligled ke bBtdn ﬂﬁnagPHEfTéaﬂéf%ﬁme%ﬂ&éa{]r?%Xx%?hfoo activates

processing unit 100 cl oses the scre e user
5 the chailietre (natil omasibgeThentapt@gramhel Priocessksgsending and
unit 100 ac%lvates the nmailer (mail nanagenent

pri&GPEmHR 819t % ag 1o ssihie ag .receiving of mai I s

bl wh b di
s sor cTeneRlRy yi era&r?‘@gaye@@iiaé?wig R5TRE Badhanbrowsex
i Hlkéaly S&t SRR "tbf&H%IQ?Hehﬁthhtxafoséﬁﬁﬂr ‘Hh?%&h 2! network.

is favorabl e to have perforned e processing

upocmiomdgngha defisnifaioralld eo2Baviche pfeafasd BHaObrocessing of
patc ng thg|e br owser, and the 1i ke, before displaying
Bgnt ieomefile $Re phecpretessing of patching the

a?}ékfsfe%gﬁ@? BT TPt edes S P awir %ﬁ%f#'a?ge%'fntéwéaowser
For exanphg, dﬁ??tfg%??ﬂ% serz/e(r?q‘tﬁ(\jgnag %mgﬁgatof "We virus

be domnloade e ViTu

deefiritiom file! mayubéheerfaetails laht:@ﬂh ﬁppﬂhéaédlﬁfbntional
of ap@{chflle 23 (which is distributed froma
offf otn exeprp keat Bm\elpdm@mnuﬁothe hEMbudptdabasé format

n%z‘l’“ gt Bd'%A Sfocsﬂ{ec{ )f'rhm the sérhveeraeg Iup éilzeorilzhgr Sgrr\fsmdeﬁmtmn
file. Further, acquisition and application of a patch file 23 (which
is distributed from a supplier of an application program for the
purpose of repairing a security hole of the application program) may
be performed according to a similar procedure. Fig. 3(b) shows an
example of a display screen 32 in the case of acquiring and applying
a patch file 23.
| In the above examples, the processing wunit 100
automatically acquires the definition file 22 and the patch file 23,
However, the present invention is not limited to this. For example,
it may be arranged that user's consent is obtained before performing
processing of updating the definition file 22, 2 patch file 23, ox the

like. In that case, a message such as “the virus definition file will
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20 be performed according to a simlar procedure. Fig.
3(b) shows an exanple of a display screen 82 in the
case of acquiring and applying a patch file 23. In

t he above exanpl es, the processing unit 100
automatically acquires the definition file 22 and the
patch file 23. 25 . However, the present invention is

nobelipdated befdrw sonirectien awplternietiy digyBiyea88%he display
that _user's cansent_ i s obtai ned before performng
pr BBEs dPag ast shwacimthe sereen idd of Fags (0. 22, a pat ch

file 23, h Like., | h " h

L 25 RSB, P e M08 e e S e smpus
tqi I ol ' di spl,

counretyn thel hSLOing! sufl SRIPIEHGBN AR, G5B Sfpmoent nas

a béerk aftaihedbuahdn 4etivatssceaiheed gb!mﬂ tB8e NRendment
unit 10b, the processing unit 100 judges that user's
comBPmsiiigy profeam di ai Siedilaxndontiolvaisas behpexrformed as for
definitjon file anmen t acquisition program 18.

5 atiEptiogef he Mcggg’eﬁﬁaﬂw@% pregramcifvati on of

the patc ' AGqUESI L] ogram 19. herw.se, it )

may be arbrtgir%gvd@% ha%ét%ea%rgée%firﬁﬁggfi c@ﬁ&amhﬁg Preeessing of
dafp datingn thel @eBAiflonaMat 88 bi! S EAET QT

10 I{Jsgrl' gnoper_atei or11. Rs ShOWIg {):F] E?r%?tgc"l‘}r gieiﬁ gg fogfegﬁ%grmed by
3(uher's heppratiensi ndsushowhOOinli g agtreanness agfe BYcha(d), the

as "pl ease update the Ia]Liﬁlecurity file before starting
s PRI et R ngs Y$'a mesaaBeasuch ast‘please update the

S ' hesynet wo. connection condi.tions. Wen a., x 2
creeh Ry B WG ONIEEHAE, i tib'e o dC megpfving  mails
t irodelidfdyi Aftee st ' b

perfqrrré th%ar processiintggtg}‘léqg%%‘g?%]%rotﬁ}%g%gied#?ﬁ?{ifi%tr%‘]‘igg' When
fidl eligk ofFtie harttomhés ia xddetkedfint tigisosétedh thBogh the input
recei v(e;g thrgugh the i nput unit 10b, the processing

it 13@b, pdheomrocensing cuniti A§00fparfovmisngheheprocessing  of

p?ﬁ)ﬁbt“iﬁé%h?egdefinition file 22. Further, when a click of the button
45 is received through the input unit 10b, the processing unit 100
performs the processing of updating the patch file 23.

In detail, a message “please update the definition file” is
displayed in a screen at the time of activating the mailer 13, the
browser 14, the dial-up program 15, or the like. The message may
be outputted by voice. The processing of updating the security file
does not need to be interlocked with a program that sends and
receives communijcations. In that case, unnecessary file update can

_be avoided. | -

Further, it may be arranged that, at the time of activation of

the browser 14, a message requiring activation of the processing of

updating the security file is outputted before the screen is displayed.
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In detail, a nessage "please update the definition
file" is .20 displayed in a screen at the tine of
activating the mailer 13, the browser 14, the dial-up
program 15, or the like. The nessage nmay be outputted
by voice. The processing of updating the security file
does not need to be interlocked with a programthat
sengstigrd cei i [ .
e A B MO SsARE e, AP Ratt M Weriften file and the
| t pabgh bélef r imgdikrlagied. at Thas| i secwfitRcis vahisare@l although
the hrowser 14, a nessage requiring activation of the
prBpdatingipnot @tematpd.ne security file is outputted

bef ore tﬁ@ sqéeen is.disglayed. 16. .1 n this,case, % ,
message “pPeaseufusiastrm femlaining anaratigny athdhe time the
p Ty I Vo] ecurity | urgd

D PFaTork o MaRBELL PRHEradCTY is g1 Favorably, the

di Bgtworle qond dtitith QRetabl Progtabhg 71 hag {HE folﬁlowing functions

net wor k connection control grogram 17 1s installed.

Fasoithatythe perognamvdrk cannbeciristallednbnod maayr saomphiters and

has the fo{;lovvigg fancti ns .sp that the program 17

c o @DERRtS: PR AED sRHlBn iy medhlt o8 the pompBtersoper at e

i ndepend f f Hhe u P o as g

shown i ng?%set?s%{ggﬁ@?gfﬁﬁ 88}9%;3% Bgﬁﬁﬁni‘%g}’i Spmmgnication

s fdfvwage Of fHEcORPUR! on?0WhidH iﬂetﬂ@zm\ﬂiﬁ ection control
nst a eg, I's

connection control = program 17 is to be i
sexogizamn f Bt is Arod besodstadled t tmtseabehodeforan bd cebfiBfare that
the control ig .,determned, The,  screen 35 is_provided

wieFomes an et ofnthe rondael 46 detrgminathdi Thel gereen 35 is
f . ' Jati h ' It 0 .
g I b BSgPHERE 2“BY sl i
S ¢hleWd 2 a2 PG Sth b Brobe s SIHPULEE -106”&&271%;9%' i it box 37 a
sary $o t

softvvare, t he user Sel ects unneces war e excep
f dist vfiecommivexicanibbrsodbwarahprdp ared inctheiorhpMtend Among

cl 'hckls thde dFI ete
the listed software, the user selects unnecessary software except for

the mailer and browser which are used usually and clicks the delete
button 48. Then, the processing unit 100 deletes the designated
software. In the case where other communication software exists,
the processing unit 100 detects a click of the addition button 46 and
performs processing of addition. When the reference button 47 is
clicked, the processing unit 100 digplays a list of reference objects.

Thus, it is possiblé to determine communication soffware
that becomes an object of the control. The processing unit 100
receives user’s click of the OK button 49 through the input unit 10b.
Further, the processing unit 100 receives a click of the cancel button
50 to cancel any kind of processing.

After the above-described preparation processing, the
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button 48. Then, the processing unit 100 del etes the
designated software. In the case where other

comuni cation software exists, 20 the processing unit

100 detects a click of the addition button 46 and

perfornms processing of addition. Wen the reference

button 47 is clicked, the processing unit 100

di ppdcussing hiusit 0001 eéRERNRE DAL SscrERNSasi dhdWn in Fig. 4(b)
possi bl e to determ ne communi cation software that

berenarding thibe tneiwartle coomection Ehetyprlopessiatg LN t The start
100 25. receives user's_ click of the OK button 49 .

t HFGGH tdﬁe Snguscteer ebna Rem Harplieatopr fersusing mail and

oot SpAALCRAifs. B Phe' MREFARRC heBUHS” enudement a9
abinrdbsdrabese.Pr TR Adr8BnPBRCRSSI / ghea&ﬁrg;sgcs as “network

processing unit 100 generates a start scree

i reolinpctd¢m)utibtybfali agamplebe network connection

contr ol ogram 17. The_start screen 38 is a screen

of a newVHBeR| & slicknof dheybntpmdll iswdceivedetheough the input

AR I T T ——
" RPIMOOE tHOMBEHH0B2 Uid kb&éﬁ%é&”ﬁ%@ﬁ?@h&e lﬁﬂgﬂxt&ua{it 10b, the

click of the button 51 is recelive I'np

umirocéSsing hanpt ot09sid@iviids 10 abkbwabes 1die NPHeCrnetwork
13. Wien a click of the button 52 is received through
t Kenpesirony fontreh progeamy LY dewdviey anformiddr displaying the

CSREYER 38 ot AHOPRR | T (iees 200 B Rolist S copRgnde that are
Sekeedted AF 3o ' Q1ick Wvaiitd B¢ R0 BLi G BSang 52,

that are executed In response t0 click even

bMeéanind lofinchhhand®aly ngs ofheRiNBAtde? StIHE SHAUMA 38. For
under the screen 38. For 15 exanple, correspondingly

t 8X38Rley i epreFsrosehiniely amdsekestion nof “senlding taval receiving
net%\l/ﬁr,k 1%)nne tion control, grogra 17 includes. a Igroup
malis”, the network connection control program 17 includes a group
of commands meaning [Dial-up activation] 511, [Definition file
amendment acquisition] 512, [Message display]l 513 and [Mailer
Activation] 514.

Figs, 5(a) and 5(b) are operational flowcharts of the network
connection control program 17, Here, Fig. 5(a) is a detailed

operational flowchart of the network connection control program 17.

Opexation of the network connection control program 17 is realized

by the above-described functions 171 - 176 shown in Fig. 8.

In the step S1, the processing unit 100 executes the
particular program activation instruction detection 171 to display
the screem 38 shown in Fig. 4(b) and awaits an instruction to

activate a communication program. When the button 51 is clicked
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of commands neaning [D al -up activation] 511,

[Definition file anmendnent acquisition] 512, [Message

di splay] 513 and [Mailer Activation] 514. 20 Figs,

5(a) and 5(b) are operational flowharts of the

network connection control program 17. Here, Fig.

5(a) is a detailed operational flowhart of the

netlwoekgk otiredopori vant r bOb proo gieen 4 .in sEPREEDINONO Odctivate the
the network connection control program 17 is realized

by HeShb eiﬁésEFP‘b@eﬁmgn@tmbn 00 7ndges7éhefioan imstruction to

B g T N—
PBEBERRCRaORERRe ke SR i YB6TREF 0P he stp 1

acto \thiee step cB2uUniInathenstep BHMth WisrodeRgiddt &Rt 9D0 starts a
is clicked 18 through the infut unit 10b to give an
i neentrel i spanencect i The ecataol seiquence Inenhs prsexéssiofiprocesses

-upi t 0 j,udg hat an _Jjnstructjon to activate the
coﬁr?ﬁ?]iltggtétgﬁ’ ‘Sgétgr’lrgﬁﬁgioﬂlgﬁﬁﬂc#tg to the particul ar

program ' h Lye . proceeds A+ am

Phe st op Etd " e 8P RSR W Bro@iRE B 100 Wecutes the
processtioGontiectid iabtFdGion R 158)U8N4ELIvARe the dial-up
control sequence neans a series of processes fromthe

stRfreamhidugThéer, $hep pSpcedisnt, wnit t PO séeeai®s the dial-up

processi ng r]qigt 10 ex§cut es the, network connection
| SRR ol et aRaa ¢anngationda the shedm Sdp  Ae a result,

pr h i.n ni.t 100 executes the
il 0ol o BLRE RSN sl o S50 LER A5 5, ohe
StPocSdsintf AniesUlll &eBA6s | PRet HAMEHBIMORLLE acquisition
beconmes possible. In the step S5 the processing unit
10nsexecticasiunctipar 1 Véultar adkkivatadhe defindtion file amendment

instruct,jon function 174, ,&g activate the definition
f AR e RECEEAR glfsi t 1B Pregessings umite 100 executes the

PrRastfioy Wik! 2100 8EEN CRedUfition program 18 to download
amendment of the definition file 22 from the server 20. Of course,
it is possible to execute download of the patch file 23 in addition.

Therxeafter, in the step S6, the processing unit 100 executes
the message display processing 175, to display a message of

- completion of the processing. For example, this message is
displayed on the display unit 10a as shown in Fig. 3(a).

Last, in the step S7, the processing unit 100 activates the

communication program to end the p‘rocéssing. Namely, the

~ processing unit 100 activates the mailer 13, which is the

communication program detected by the particular program
activation instruction detection function 171,

Fig. 5(b) shows a flow of processing according to the program
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definition file anmendnent acquisition program 18 to

downl oad anendnent of the definition file 22 fromthe

server 20. O course, .it is possible to execute

downl oad of the patch file 23 in addition. Thereafter,

in the step S6, the processing unit 100 executes 20

t he nmessage di splay processing 175, to display a

megh ehe fofst SOHR ;
e et o P Syl RonP RREE OO SsHE I (See Fig.

sh@wprowided).as8@a) optiwat fof rthidheontvl Srogidi@. There is a case
processing unit 100 activates the conmmunication
prBgLEm tidengommupieridesi riprogeanl yis thnded5 once after the

PO OBt mse Bl Fot hetcnerpied sind theiprocessing of
7a e 2y AERNR IS %?”g?*?e?i%l é?ﬂo‘*ﬁ@ 43 pas been

t helrpadgr pertbInodd.t henf e cass) !ﬁ&h@%éﬁ‘ﬁéét‘i@%' ' the network

detection processing 172 (See Fig 8) provided as an

omndmn@$, the d@(fxmrtmn file rrarm diinen £ acquisitame profesam 18 and
t|on tamis ended once after the

i
eé’tal Bﬁ ©t REY ? %k REQBIHEN 1o coaithrde abtl htein normal

RRESHAR, ORrs A W8kl e LRI ORY 18R R0 o £ 22
C&ﬁﬁi thé gdiehciloon 1soaut&ntamfcdgﬁ Wrkorment A Hgéuléd;hfntewam.

def| nition file amendnent acqui 'on program 1
Heherendtes,i wheac ghie siormupicadi ampkd grant isuectivatl again, it
| n normal operation., Thus, the proceSS| ng of updati ng

t A® Dd’éf’??ﬁ%%’?)’f tq pesborm tbﬁoPM@Sﬁmgw fup@ating the definition
#elrgeng Q_ﬁdl v\%gﬁﬁ%ﬁ%@ﬁfm %;Jallngl; t?tg:gt{ \éﬁglzfé of the activation.

Sﬂ”?ﬁ?‘??ﬁeag?*ﬁ’éﬁi?ﬁ‘#’ges‘édﬂEhﬁlg’??ﬁfﬁ’%ﬁ"ﬁlﬁ“ﬁﬁ‘é%‘ﬁ 2 Pigram and
péherorfariabiisy dymiomed wdrset i e of the activati on.

O herw It,takes tinme to activate the conpmunication

progr am ‘ZAHSs: in the first activation instruction detection processing
172, it is judged in the step S21 of Fig. 5(b) whether connection with
the network has been established. When the connection with the
network has been established, then it is judged in the step S22
whether update has been performed since the start of the connection.

- When a history of update is recorded at least once since the staxt of

~ the connection, activation of the contrel program is stopped in the
step 823. Of course, once connection to the network is ended, the |
control program is activated.

Next, as another embodiment of the present embodiment,

will be described an example where an orbit control program is
automatically generated according to the automatic program

generation processing 177 of the network connection control
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15 the operability beconmes worse. Thus, mi the first
activation instruction detection processing 172, it

is judged in the step S21 of Fig. 5(b) whether

connection with the network has been established.

When the connection with the network has been

established, then it is judged in the stop S22 20
wretdgrampliat e Thes abeem Aree propRans gegerhtidnShabéesing 177 is a.
t he connec;sl on. Wien a history of update is recorded

atP¥ HEFHm Eeperaidseantagtivationt ¢on toohpeegram automatically,
ac,_g'gati n of the conirol rorggis stopped, in the .

st ja SBSM VALY FULITOS (RED cGeteRts: ¢ pregRamdnetatied in a
e ' j yategl. . 25 xt, _a .
anof Eg‘rﬂ:gfn‘ggg %@c&fﬁ? %éa%nrﬂeeézgﬁq%tueé%gofoﬁeﬁ?]? dI\‘IFW |a|ndgéece1v1ng
deeiivheth cati @xaP I Th e e kB e 2R oVt o)k O ﬂﬂol%?&éﬁ'{'ﬂﬂ.‘ fctivates
aut omati cal |y generat ed accor di ng to the automattc

prgfiresnk gepomectiom ppooesssing, 1 Zktifatdse setwEty file update
connection conttol, 20 program 17. The automatic
prRFSFERS e 3R d obh pFesides | pgtivates sthe detegiesn pregram that
g rsat oIl ' .0l program aut omati cally.
T%gﬁg%tﬁg’%{bg%i%%%?%ﬁ%ﬁﬁggééﬁ{l&et ects a program

i nstal | eduitBndatie GHAERI 4P 'of AYNEEBikt Wb iQoR S'}%E%ﬁrequires a

and for sending and receiving 5 conmunicatio
t kendxal vprogmamonthal pctigates anetwakks comioidn processing,
connection processing, activates security file update

aliefg SERFiERe At t updade mnosessing, deredt cthereafter the

P

p th sends; and recei ves conmuni cati ons.

APRIRE "Fhat” Sl ornlln esERYeS conETBROsFogPRn  However,
r Qiffek €6t Tordk P | .
connecti on oprggggggi ngf,vaoact i sg%lgg?éog%&ﬁ%l?ﬁﬁscl gg%%ndélltf% receive
provesuindgationd. thevafordinghy pf ogh@addatfozendietecting  a

and recei,ves, communi cations. However, different
cERBRICHEGE difogram pusables t e sendcemputer and  for

rgﬁ%fﬁeatically generating an activation control program is provided

in advance. As a result, the above function can be easily given to
vaxious computers on which respective computer programs have
been installed.

Figs. 6(a) and 6(b) are other operational flowcharts of the
network connection control program. Fig. 6(a) is a flowchart
showing initializing operation at the time of installing the network
connection control program 17.

First, when the installation is finished in the step S31, the
processing unit 100 seaxches for a communication program in the
step S31. Then, in the step 833, the processing unit 100 generates
a communication program list. Here, the result is displayed on the

display unit 10a, When there is a request for addition in the step
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comuni cations. Accordingly, a nmeans for detecting a
15 comuni cation programinstalled on a conputer and
for automatically generating an activation contro
programis provided in advance. As a result, the
above function can be easily given to various
conputers on which respective conputer prograns have

opSPdr; Bha pFPssing, s ufly Feribmle Bfadetitn of adding a
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COgd inh uRi Q8 pFb&raf( 84 Iﬂfe 334l OVWIPE[II th] Qmi§t%hgequest for

initializing operation at the time of Installing

netlebstion dantiee stop I teobroéagiam dilit F00deloPb®B part of the
the installation is finished in the step S31, the 2%
prBgbdn; the step 399. sdasthén the step SBnthattirocessing unit 100
program.in the step S31. Then, in the step S83, the

pr BEREERIEF %i"’i"tiwqﬂjér%nat?@ PTQBER®uni cati on program

list. Fb!lﬁah?;ﬁ? ﬁg%b&okﬁa&i i e?r&?ﬁnagglgtqa%ﬁesﬁrl#%ﬁecontrol of

unit 10a ere"is”a tegues

st e@ivatiddof the nuteeass toln Betibn1ddh 281 poBRam 17 is entrusted
processi ng of adding a comunication programto the

|'ito thehwserhedbainely, -whemetheforis del tsteactiord te activate a
step 36, 1he,processin uni&qloo deletes a part of the
| | SO PHIRMR R Program An the step Sédp thes proressing unit 100

j ' tes. activati trol
DIASEIE0% U0hderl WMoy SAISHE' SR BRIV B Prfel Eberam on
Whidvee déptiayolin® 108CHh ViHd QleiS49e MEAYR doH 8 MEGLICTs clicked
control program 17 is entrust'ed to the user. Nanely,

ouigdr the dngruti wsitr 16bj thetwraetpyalding program is activated.

c ni cati on programin_ the, step S41, the processing
u wwwsapg&aasjgeans@%m&abwequest s activation

O (" S AR SN o Do BB SRR B o

gc%lt@ﬁhae?:ggt td0R, nbbwofR" ££SHANE 98 APYREERY Idmmunications, the
processing of updating a security file is always activated after the
processing of connectiﬁg to the network and before other processing.
As a result, for example, it is possible to protect the computer
certainly against virus intrusion even when the computer is
abruptly connected to a network after a long time has elapsed
without updating the definition file.

Each of the above programs may be constituted by combining

- program modules that is independent from one another, or may be

constructed as an integrated program. All or a part of the
processes controlled by the computer programs may be performed by
hardware having the equivalent funetions. O, the above programs
may be used being incorporated in an existing application program.

The above computer programs implementing the present invention
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Thi s processi ng has been descri bed above. As descri bed
above, at the tinme of activating a programthat 15
connects to a network to send and receive

communi cations, the processing of updating a security
file is always activated after the processing of
connecting to the network and before other processing

grﬁé%écorﬁgﬁ ?ﬁéﬁu s httei' egﬂﬁﬁwlr%c§ prot u% such as a

uter cer a ns virus™ it
\M@D-Rh:&\/lcﬁbﬁw:@mplé aﬁdaﬂéé@tﬂeinﬁ%h” eslled 619t(ﬁany information
network after a long tinme has el apsed w thout
umtcueagmmdmtem heir] dheFabbhvefcdhpuaboverograms may be

pro ‘ﬁiF may tituted by conbining program

mi’d-’& ellPr§td nlaa ﬁérﬂ&tlm af MATORE ofhenye comyruteyy through a
&a{ructed as an integrated program Al or a

pa#% ‘he 25 processes controlled by the conputer
progranms may be performed by hardware having the
equi val ent functions. O, the above progranms may be
used being incorporated in an existing application
program The. above conputer prograns inplenenting
the present invention 22 nmay be recorded on a
conmput er -readabl e record nedi um such as a CD ROM for
exanpl e, and used being installed onto any information
processi ng device. Further, the above conputer
prograns may be wused being downl oaded into a nenory
of any. conputer through a 5 network. 23 Cains: 1 1.
A nmethod in which a conputer acquires particul ar data
2 through a network, said nethod conprising steps of:
3 detecting an activation instruction to activate a
particular 4 program
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5 perform ng particular data acquisition processing
for G acquiring the particular data through the
network, when an 7 activation instruction to activate
the particular programis 8 detected; and 9
thereafter, activating said particul ar program whose
10 activation has been instructed. 1 2, A nethod
according to Claim1l, wherein: 2 said activation
instruction to activate the particular 3 programis
arChaitmsat i on instruction to activate a program that

4 sends and receives conmunication. 1 3. A nethod
according to Claim?2, wherein: 2 said particular data
acgui si ti,on CeSSi Ng.I.S; processi ng of updating a .
seburi ty Y iPBERGE 10 L Whigh 05 SaRUT Gy Acd i Res gparticular data
Cligy eget m: i ' : [ .
e ey o SR oSG0 o Pl SRR ot

i nstruct ddtestingt huadetivadioddndtPiodbamnd RALIVAIA particular
and 4 receives communi cations 5 instructed. and whose

a@nogdamn has been 24 1 5. A system for acquiring

particul ar_gdata, through.a netwqrk, 2 copprising: 3 a

Ponns t HAPHAEIRE BAHIfelR | GAthnsURISBIOn 0processing for
act.l e, 4 part. . p a ns.that
pgch\(gﬁiﬁgn%a?tﬁﬁc?l%ﬁcgg 3 ac!:%%l[ sﬁll'éounghg%%?o@eegﬂ??&(’f ovhen an

aegtivatignpaiddteulctiolata ({yt9vabe t tBeNGY AW kulay PR8Bram is
an activation instruction to activate the particul ar

pdegeatedisand det ect ed; and
thereafter, activating said particular program whose

activation has been instructed.

2, A method according to Claim 1, wherein:
said activation instruction to activate the paxrticular
program is an activation instruction to activate a program that

sends and receives communication.

3. A method according to Claim 2, wherein:
said particular data acquisition processing is processing of

updating a security file,

4. A method according to one of Claims 1 and 2, wherein:
activation of said particular program whose activation has

been instructed is activatiom of said program that sends and

receives communications and whose activation has been

instructed.

24



C O ® 3 D W OB W N -

e
L=]

11

L*L I N - B . T S

O s W N

i

9 a neans that activates said particular program whose

10 activation has been instructed, after said

particular data 11 acquisition processing. 1 6. A

system according to Claimb5, wherein: 2 said neans

that gives the activation instruction to activate 3

said particular programis a neans that gives an

achj vat i oo sybtens foti Cldqirivg 304 dtiadPa dRR A $Ra network,
sends and receives 5 communications. 1 7. A network

seeumpaysiavianci ng system for a conputer, 2
conpri si ng hat activates processi ng of

. 3 a ar};s t .
updat i ng aahé"e%F:Tt‘tiV defets an actiNatieBnimftracsionytanactivate
tt@n#ua%gmrs 58 f?ﬁetwork and 5 sends and receives
co ni cati ong, 5 6 to

_ el processing of connection
sai d net wor kngaflsbefise ol b rRlOC e ¢ 2k 8-&%21 _acquisition
network security enhancing system according to aim
7, prizesgingeforoapqubiing phartionbns datd theplglySthe network,
nmessage reporting caonpletion of 25 4 said processing

. of ABBatPngcivatier amstyuetion tefacdivate theapasticndar program

h leted. 1 9. A network security enhanci ng
s?ét‘g%e%g%g?%ﬂ‘fg to daim7, 2 conprising: 3 a neans

t hat det gct LES ti | f pr. t...4
connectsst éﬁﬁﬁgéng?\%gr I?\ég{r# sesg sﬁgn&p%tggqll%/%g program whose
cautivatian ohns bebn aimdmtietblat HMer said particular data
al ready: gperating conputer is no connected to 6 the
n@CRBIRLEIGRIPYOLSARAS that activates the processing

of updating the 8 security file at activation of said

program after processing of
6. A system according to Claim 5, wherein:

said means that gives the activation instruction to activate
sald particular program is a means that gives an activation
instruction to activate a program that sends and receives

communications.

7. A network security enhancing system for a computer,
comprising:

a means that activates processing of updating a security
file at activation of a program that connects to a network and
sends and receives communications, after processing of connection

to said network and before other processing.
8. A network security enhancing system according to Claim 7,

further comprising:

a means that displays a message reporting completion of
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9 connection to said network and before ot her

processing. 1 10. A network security enhanci ng system
according to Claim7, 2 wherein: 3 said processing of
updating the security file is processing 4 of

acquiring anmendnent of a definition file used for an
antivirus 5 counterneasure. | | |I. A network security

endli pREceyEne A aePA dting ttHBQe?dﬂBit?'fil%_ lﬁgﬁe{ftﬂé processing

sai d processing of updating the security fi

5 prhasdsiemgcomiplatediring a patch file. 1 12. A network

© B a9 @ W R N
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security enhanci ng system according to Claim?7, 2
further conprising: 3 a neans that activates the

processi ng at | £ he security file at ., .
P vari Aon Bt miBRte AP en B B5HE sikgeiy Saondie to Claim 7,
SR Prisinkd. A network security enhanci ng system

according to Claim7, 2 further conprising: 3 a neans

t hat out puisesn sretisapedetrqiesiivey activaaio®nodfa ghddi®um that
processi ng of _updating_the security file, after sai
predgRatsstq fhe petiwerks and shpdseandr keeeiy esenemmnaications,

receive 6,£0 ni cati ans connects to the network and
bafore e thRB AR ALEP 28T PP ST ERE ROER R ST dpeABiGodmected to
1¢h4 n@tﬁggw)&%{ecuri ty enhancing system according to
Cam?7, further conprising: 3 a neans that outputs

a nessage mesmest thgt agbtivaltedntht phoclesiHPCESSkPdating the
of updating the security file, at activation of a
security file at activation of said program, after processing of

connection to said network and before other processing,

10. A network security enhancing system according to Claim 7,
wherein:

said processing of updating the security file is processing
of acquiring amendment of a definition file used for an antivirus

countermeasure.

11, A network security enhancing system according to Claim 7,
~wherein:
said processing of updating the security file is processing

of acquiring a patch file.

12, A network security enhancing system according to Claim 7,

further comprising:
a means that activates the processing of updating the

secuxity file at activating a browser and before displaying a
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5 browser and before displaying a screen. 1 15. A
network security enhanci ng systemfor conputer, 2
wherein: 3 said network security enhanci ng system
conprises a 4 nmeans that automatically generates a
control program and 5 said control program detects a
programthat is installed on 6 the conputer and
cogpaes to a network and sends and receives 7
communi cations, activates processing of connecting to
the network 8 and processing of updating a security
file, and thereafter 9 activates said programthat

seh%ls and® Pedaards segarilyi eahpaeing syséemianconding to Claim 7,

lrh[ enhanci.ng .program wherein: 2 said network
% ?mgﬁ?ﬁ]ﬁ% program rmakes a 27 3 conputer

oper ate taonilgéhgaﬂfaprﬁ&% g He t guﬁgfﬁé“ tﬁvation of

file 4 at activation programt a

nefthao gk cved sheg def @@@ﬁngthleVgécﬁﬂfguﬂlﬁataR% said program
after connection to the network and before ot her
prf&%ssmmlnﬂ_ct‘ﬁ?. ta néheor mammrktyandhaaendg and receives

pro rein: 2 said netwrk secu ty enhanC|ng
3?51?11‘%6@3%0%3 %0 t@%p@tmog aBdsbatpxs said program
aLgtg‘q@% c%?ﬁi:ﬁugﬁ: ?&gt rol 4 program 5 gal d

contro program ect Yam t hat has been

installed in the corrputer and connects to the network

and sends 7 and receives conmunication; and 8 then,

sdidl conéy oktwookr senwadty watleanping eystem atcoing to Claim 7,
conhnection to said network, activates processing of

gﬁé{?ﬁﬁﬁ COmRHABEIrity file, and thereafter activates

ig'nsmﬁlrggtrlﬁ{ogéﬂ?tth%%ng%tﬁu‘és 1lmrees%g'g\ée§equesting activation of
the processing of updating the security file, at activation of a

browser and before displaying a screen.

15, A network security enhancing system for computer,
wherein:

said network security enhancing system comprises a
means that antomatically generates a control program; and

said control program detects a program that is installed on
the computer and connects to a network and sends and receives
communications, activates processing of connecting to the network
and processing of updating a security file, and thereafter

activates said program that sends and receives communications.

16, A network security enhancing program, wherein:

said network security enhancing program makes a
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computer operate to activate processing of updating a security file
at activation of a program that connects to a network and sends
and receives communications, after connection to the network and

before other processing.

17. A network security enhancing program, wherein:

said mnetwork security enhancing program makes a
computer perform processing of automatically generating a control
program:

said control program detects a program that has been
installed in the computer and connects to the network and sends
and receives communication; and

then, said comtrol program activates processing of
connection to said metwork, activates processing of updating a
security file, and thereafter activates said program that sends and

receives communication.
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