1 FRAMEWORK TO ENABLE INTEGRATION OF ANTI-SPAM

TECHNOLOGIES FIELD OF THE INVENTION [0001] This invention

relates generally to electronic messaging and, more patrticularly, relates

to filtering undesired electronic mail. BACKGROUND OF THE

INVENTION [0002] Electronic messaging, particularly electronic mail

("e-mail") carried over the Internet, is rapidly becoming not only quite
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Consequently, over e mai remple eItV increasingly barraged by
unsolicited mail resultmg from separate distribution lists maintained by a wide and
increasing variety of mass mailers. An individual can easily receive hundreds, and even
thousands, of pieces of unsolicited e-mail over the course of a year. Individuals on e-
distribution lists can expect to receive a considerably larger number of unsolicited messages
over a much shorter period of time.
[0005] Furthermore, while many unsolicited e-mail messages are benign, such as offers
for discount office or computer supplies, mortgage rate quotes, or invitations to attend
conferences of one type or another, others, such as pornographic, inflammatory and abusive
material, are offensive to their recipients. These unsolicited messages are known as "junk"

mail or as "spam." The e-mail load from spam can be equivalent to the load generated



from legitimate e-mail. [0006] Similar to the task of handling junk postal

mail, an e-mail recipient must sift through his incoming mail to remove the

spam. The computer industry recognized this problem and has developed

techniques to automate the removal of spam. For example, one

technique is turf lists. E-mail recipients subscribe to turf lists, which

identifies and refuses to accept mail using a defined rule based set of
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conﬁdence level from the anti- -spam module. A tuning factor may be applied to the spam
confidence level to create a tuned spam confidence level. The highest spam confidence
level is compared to at least one threshold. If the highest spam confidence level is greater
than the threshold, an action associated with the at least one threshold is invoked.

[0010] In one embodiment, a plurality of thresholds including a top threshold is used
and the highest spam confidence level is compared to each threshold. If the highest spam
confidence level is higher than one or more of the thresholds, the action associated with the
threshold that has been exceeded that is closest to the top threshold is invoked.

[0011] The actions invoked includes dropping a connection if the highest spam

confidence level exceeds a first threshold level, returning a non-delivery message to a



sender if the highest spam confidence level exceeds a second threshold

level and is below the first threshold level, delivering the message to a

junk mail folder if the highest spam confidence level exceeds a third

threshold level and is below the second threshold level and sending the

highest spam confidence level to the client to allow the client to perform

per- user customized actions. [00121 Additional features and advantages
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the present invention in a system using a SMTP protocol stack; [00161

FIG. 3 is a block diagram illustrating examples of antl s am modules used
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DETAILED DESCRIPTION OF THE INVENTION
[0019] Turning to the drawings, wherein like reference numerals refer to like elements,
the invention is illustrated as being implemented in a suitable computing environment.
Although not required, the invention will be described in the general context of computer-
executable instructions, such as program modules, being executed by a personal computer.
Generally, program modules include routines, programs, objects, components, data
structures, etc. that perform particular tasks or implement particular abstract data types.
Moreover, those skilled in the art will appreciate that the invention may be practiced with
other computer system configurations, including hand-held devices, multi-processor
systems, microprocessor based or programmable consumer electronics, network PCs,

minicomputers, mainframe computers, and the like. The invention may also be practiced in



devices that are linked through a communications network. In a distributed
computing environment, program modules may be located in both local
and remote memory storage devices. [00201 FIG. 1 illustrates an
example of a suitable computing systgm environment 100 on which the
invention may be implemented. The computing system environment 100 is
only one example of a suitable computing environment and is not intended
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Implementing the invention _includes a general purpose cgmputing device
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[0023] With reference to FIG. 1, an exemplary system for implementing the invention
includes a general purpose computing device in the form of a computer 110. Components
of computer 110 may include, but are not limited to, a processing unit 120, a system
memory 130, and a system bus 121 that couples various system components including the
system memory to the processing unit 120. The system bus 121 may be any of several
types of bus structures including a memory bus or memory controller, a peripheral bus, and
a local bus using any of a variety of bus architectures. By way of example, and not
limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro
Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards



Association (VESA) local bus, and Peripheral Component Interconnect

(PCI) bus also known as Mezzanine bus. [00241 Computer 110 typically

includes a variety of computer readable media. Computer readable media

can be any available media that can he accessed by computer 110 and

includes both volatile and nonvolatile media, and removable and

non-removable media. By way of example, and not limitation, computer
Assdeatablg/ingdipl onalybosnapd Seiiphelt€omsporage Imecianaack (PCI) bus also
knowRIMMBISAtoR media. Computer storage media includes volatile and

nvolatile, removable and non-removable media implemented in an)
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system 133 (BIOS), containing the ¢ routines that help to transfer
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imitation, FIG. 1 illustrates operating system 134, application _
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processing unit 120. By way of example, and not limitation, FIG. 1 illustrates operating
system 134, application programs 135, other program modules 136, and program data 137.
[0026] The computer 110 may also include other removable/non-removable,
volatile/nonvolatile computer storage media. By way of example only, FIG. 1 illustrates a
hard disk drive 141 that reads from or writes to non-removable, nonvolatile magnetic media,
a magnetic disk drive 151 that reads from or writes to a removable, nonvolatile magnetic

disk 152, and an optical disk drive 155 that reads from or writes to a removable, nonvolatile



6 optical disk 156 such as a CD ROM or other optical media. Other
removable/non- removable, volatile/nonvolatile computer storage media
that can be used in the exemplary operating environment include, but are
not limited to, magnetic tape cassetteg, flash memory cards, digital
versatile disks, digital video tape, solid state RAM, solid state ROM, and
the like. The hard disk drive 141 is typically connected to the system bus
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[0028] The computer 110 may operate in a networked environment using logical
connections to one or more remote computers, such as a remote computer 180. The remote
computer 180 may be a personal computer, a server, a router, a network PC, a peer device
or other common network node, and typically includes many or all of the elements

described above relative to the computer 110, although only a memory storage device 181



described above relative to the computer 110, although only a memory
storage device 181 7 has been illustrated in FIG. 1. The logical
connections depicted in FIG. 1 include a local area network (LAN) 171
and a wide area network (WAN) 173, qut may also include other
networks. Such networking environments are commonplace in offices,
enterprise-wide computer networks, intranets and the Internet. For
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where data is maintained are physical locations of the memory that have particular
properties defined by the format of the data. However, while the invention is being
described in the foregoing context, it is not meant to be limiting as those of skill in the art
will appreciate that various of the acts and operation described hereinafter may also be
implemented in hardware.

[0031] The Simple Mail Transfer Protocol (SMTP) with an Exchange server shall be
used to describe the invention. Exchange is an e-mail server produced by Microsoft
Corporation. SMTP is the predominant email protocol used on the Internet. While SMTP



used to describe the invention. Exchange is an e-mail server produced by
Microsoft Corporation. SMTP is the predominant email protocol used on
the Internet. While SMTP 8 and Exchange will be used, the invention may
be used with other transfer protocols gnd mail servers. SMTP is a
Transmission Control Protocol/Internet Protocol (TCP/IP) communication
protocol that defines the message formats used for transfer of mail from
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[003%?””‘3%% %%8@%%‘1?9 ﬁo tﬂ%eS%M:E tQEEtQGQ Iru%gq ﬁaétﬂée[%%&%@t information
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action 214. The action 214 includes dropping the connection, sending the message to the
Exchange transport 216, and deleting the message. The Exchange transport 216 routes the
message. It determines if the message is to be delivered to a mailbox on server 204 or if it
needs to go via SMTP 200 to another server 206.

[0034] Turning now to FIG. 3, the filters 212 consist of various types of anti-spam
detection technologies. For example, the types of filters 212 may be a real time black hole
list module 300, a non-linear module 302, an anti-virus API 304 that anti-virus modules 306

use to communicate with the Exchange server 204, a turf list module 308, and other filters



detection technologies. For example, the types of filters 212 may be a real
time black hole list module 300, a non-linear module 302, an anti-virus
API 304 that anti-virus modules 306 use to communicate with the
Exchange server 204, a turf list modube 308, and other filters 9 310 that
use their own rules to determine if a message is spam. For example, the
other filters 310 can be text classification, keyword matching, etc. [00351
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[0037] The architecture of the SMTP stack 200 in Exchange is such that events are fired
by (i.e., sourced from) the stack 200 to event sinks, which are typically implemented as
COM objects. When a new anti-spam technology is deployed, it implements a COM object
which registers with the protocol event system at install time. The registration code is
delivered by the framework 210. Installation of the framework 210 includes installing the
software on the server in question, registering the event sink, enabling or disabling

particular techniques for the particular server via a system administrator console, and



which registers with the protocol event system at install time. The

registration code is delivered by the framework 210. Installation of the

framework 210 includes installing the software on the server in question,

registering the event sink, enabling owisabling particular techniques for

the particular server via a system administrator console, and 10
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[0040] Upon completion of its evaluation, the filter 212 passes back to the framework

210, either by return value or reference (or by calling into the framework library), an
evaluation of the confidence that the solution has that the particular mail message is spam
(step 408). The framework 210 typically expects an answer in the range of 0-100%, where
0% represents clearly not spam, and 100% represents clearly spam. In one embodiment, the
percentage is indicated as a number between 0 and 1000. To accommodate the various anti-

spam technologies 300-310 that use different measures, the framework 210 provides a



evaluation of the confidence that the solution has that the particular mail

message is spam (step 408). The framework 210 typically expects an

answer in the range of 0-100%, where 0% represents clearly not spam,
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[0043] The summary of scaled spam confidence levels is compared to the top threshold
set by the administrator (step 414). If the summary of spam confidence levels exceeds the
top threshold, the action configured for the top threshold is taken (step 416). If the
summary of spam confidence levels does not exceed the top threshold level and if there are
more filters 212 that can be used to evaluate the message (step 418), steps 404 to 416 are

repeated until either the top threshold has been exceeded or the end of the message has been
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usergdibered to the user's inbox. [0045] The spam confldence level for a
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proac mg rent levels of spam. example, gateway
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Alternatively, gateway servers archive messages having a high spam confidence level so

that administrators can check the messages to verify operation of the anti-spam filters 212.
Back end servers can perform less destructive actions for lower spam confidence level
values, such as moving the message to a special junk mail folder.

[0046] Turning now to FIG. 5, in some cases, it is difficult to determine a reasonable
scaling factor between different anti-spam solutions to determine a final normalized spam

confidence level. In these cases, the default algorithm for combining spam confidence level



Alternatively, gateway servers archive messages having a high spam

confidence level so that administrators can check the messages to verify

operation of the anti-spam filters 212. Back end servers can perform less

destructive actions for lower spam copfidence level values, such as

moving the message to a special junk mail folder. [00461 Turning now to
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invem?(mﬁrelag Velr'c(l)pr}) 13 ,ti? gl%joeu dclt)lg gecs:ggarmz'ed that the embodiment described herein
with respect to the drawing figures is meant to be illustrative only and should not be taken
as limiting the scope of invention. For example, those of skill in the art will recognize that
the elements of the illustrated embodiment shown in software may be implemented in
hardware and vice versa or that the illustrated embodiment can be modified in arrangement
and detail without departing from the spirit of the invention. Therefore, the invention as
described herein contemplates all such embodiments as may come within the scope of the

following claims and equivalents thereof.



[0050] In view of the many possible embodiments to which the principles
of this invention may be applied, it should be recognized that the
embodiment described herein with respect to the drawing figures is
meant to be illustrative only and sho % not be taken as limiting the scope
of invention. For example, those of skill in the art will recognize that the
elements of the illustrated embodiment shown in software may be
WHAplsraemt&@d ED h&rdware and vice versa or that the illustrated
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from the SEEH of the invention. Therefore, the invention as describe
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IS: rbevingth @0l BsteiBiRIne VA RAgsSAALIH DM ] ify VIR NBUIRE &F anti-
nri)lura}my spf anti-spam modules comprising the steps of: invoking a plurality

of the plurality of anti-spam modules; receiving a spam confidence level
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confideng bfist tharrgHdbiRthnisaTiccbieshalts greater than the at least

one threshold. 2. The method of claim 1 further comprising the step of

applying apfningn fREIPLIN AL 1983HePEARATI K AHIdaRER foYplimEre aIRiAY
f tIeast}(;pe tuned spam ¢ gflden%fe Level antd wherein the stegP of fid
actQidet ﬁ?ﬁ%é’%e%%ﬂé‘t" S corGe e alief torthRBES S Wafy Gpniidence
levelendrviinia the $tighelsdetthenangenkichnet apasticopaneeeniiyeheenipvises the
step dfddRensipMD RO RfiDRACE ANC)S (Ot baddhrduping BafIaRPIOh] Ind ik spam
conffISORLOLEIAIM ZCrin ihersten. of applving a tuning factor. comprising

uning he at least one spam-confl éhte Tevel by a user's confidence level

in the anti-spam module associated with the at least one spam

cor¥idencelevetidodibic et D bérelaithelsfetbLagsnipgiaingihe fateprof
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. aim 4 wherejn the normalize to 9.
anti-gpai MPFUGASSIHRTh LR P a3 SRSERRLCAIdpReh 1% fidence level

to the message. 7. The method of claim 1 wherein the at least one

thrgshold epanREgRR 81 Bl VifikreshaldRineivdingpoior hresheld pamh

confABSSAR SRl 5 g further comprising the steps ot

5. The method of claim 4 wherein the normalized range is 0 to 9.

6. The method of claim 1 further comprising the step of adding the spam

confidence level to the message.

7. The method of claim 1 wherein the at least one threshold comprises a
plurality of thresholds including a top threshold and a bottom threshold, the method further
comprising the steps of:

comparing the highest spam confidence level to each of the plurality of thresholds;

determining if the highest spam confidence level is higher than at least one of the
plurality of thresholds;

if the highest spam confidence level is higher than at least one of the plurality of



comparing the highest spam confidence level to each of the plurality of
thresholds; determining if the highest spam confidence level is higher
than at least one of the plurality of thresholds; if the highest spam
confidence level is higher than at least.one of the plurality of 15
thresholds: determining which of the at least one of the plurality of
thresholds is closest to the top threshold; and invoking the action
thredsddciated with the at least one of the plurality of thresholds that is

clogetio i (WAL EBRRId: Rl GERRADLCRIIF WASHSIIIREHEROL the

gvo ing the action includes invoking one of delefing the message,
top ta5gy ﬂg’f%%n-delivery notification, archiving the message, and passing
theimvekguyditacichentovititat eviiiyHesitdparhossnffdbacdueliey. & titresholds that

is cloRedheARf @pithrdsidigrein the step of invoking the action includes:
dropping a connection if the highest spam confidence level exceeds a first

threshold level; returning a non-delivery message to a sender if the
highest spdif 86 qBVd| véhereada e ohintivtasEdhe Refiainglides
invokilgwrib effitslctig sholddevigk, delidaringibe- deassageotifia4dtiok maiifatdethe

If,fne Nighest SPam gaolidends, Eads,pHue QEJ&Ye! ROG IS
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first threshold is a ninety nine percent spam confidence level, the second
thr@shold Bha wettenty parsent sgeneiochéidempoef levekiapdhdhretibirdncludes:

thrashigichleyebismadisty; PaICamRap LR RIdg Ak leNek Kk IRR MEIROE reshold

of claim 9 further comprising the step of logging the action taken with the
evefhessage. 12. A computer-readable medium having computer executable
instatietiong Faoridrdrainingitaemiosssgules pherhighesysemdealicienec level
exccRly alieon@atsRam medulesisthelonstivetions canunisingl the steps of:
reC&é}’i‘é‘ fopamcenlidence |evel o, sach of.3, pIHEENLy of e RIraltye )
of an |-.spa$‘n mo uFé§, etellmmmg a ﬁlgﬁest sparfi con encerfeve][,1

exceggpripaiisht e rodhlssiel pagdri thrindetes teord thugs eddivisd threshold;

and invoking an action associated with the at least one threshold if the

highgst spalD CARBASRERIRYS '\iﬁl&re‘?ﬁ:ﬁ‘ﬁlé thap tﬁﬁ%sﬁ&iﬂ%?%%ﬁ‘l‘?ew rﬁﬁ%ﬁ%cent

13. The computer-readable medium of claim 12 having further comp
spam gonfidence level, the second threshold is a seventy percent spam confidence level, and

the third threshold level is a forty percent spam confidence level.

11. The method of claim 9 further comprising the step of logging the action

taken with the message.

12. A computer-readable medium having computer executable instructions for
determining if a message is spam in a system having a plurality of anti-spam modules, the
instructions comprising the steps of:

receiving a spam confidence level from each of a plurality of the plurality of anti-
spam modules;

determining a highest spam confidence level;

comparing the highest spam confidence level to at least one threshold; and

invoking an action associated with the at least one threshold if the highest spam

confidence level is greater than the at least one threshold.

13. The computer-readable medium of claim 12 having further computer-



executable instructions for performing the step of applying a tuning factor
to at least one spam confidence level to create at least one tuned spam
confidence levels and wherein the step of determining a highest spam
confidence level comprises the step gf.determining the highest of the at
least one tuned spam confidence level and the spam confidence levels
that had the tuning factor applied. 14. The computer-readable medium of

exectlaite I3smineiens thepsteprofiap flyisgaofupplgifecioncom fresongdaningst one
spard 0 AiURASE ANGISHAR FRUYSRECIEYEhOY BHSR0A RBRLIRRER IRIEAS the
téﬁgam mOdlh g?ég,somateﬁ%éta ﬁ‘fSt one s% m confi e ce level. h
step j?g BTGB GBS b FRAIGRE Bt %ﬁ YDA ?&Fﬁ?e? crifhugne the
highesteafuttzhie lerstrone dmsefbspperforniidgnitee stelrofl shakingne aehfjsans levels that

had gRNidancaeyelfplirdnormalized range. 16. The computer-readable
medium of claim 15 wherein the normalized range is 0to0 9. 17. The

computer-readable medium of claim 12 having further comﬁ&tjter-
exddutabléhpseuuiseisradprigorsdigné deam 4P avenrinnec sirmet applying a
tunig@ ifideneeniprieldg tntingndssadeisi 8nd bigagocoptikmeedcahisyraadiin of

conf?&%ﬂpﬁ]l%v\é’ﬂﬁr QJHE ?}%Aﬁ?ﬁ%g}%l%bﬁa(?%%&ﬂﬂ‘%sﬁ sﬁ)lblﬁgl aﬁI confidence

thresholds inc dlng a ottom thr oId th
leVe]computer readable medium having further computer-executable
instructions for performing the steps of: comparing the highest spam

confidencelevehiprachoddbe Rluraity &f thrasheldsyideterminingdh Hﬂ@r
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Horlmi@@f th@plurallty of thresholds: determining which of the at least one of
the plurality of thresholds is closest to the top threshold; and invoking the

action as C|ated with the L} ne oft e.plyrality of th sholds hat IS
cloé%r;t to the %o #es ga ii he cct]mﬁ)‘%lﬁlties'rjl rg{adﬁagle mediun lzefd tdnge is
0 to 8taim 12 Whereln the step of |nvok|ng the action includes invoking one of

deleting the message, sending a non-delivery notification, archiving the

mepsage, ﬂ%%@ﬁﬁ%%ﬂﬁ@fd%?éﬁ?&%ﬁ 8’f‘5|1§i% ‘i‘QtﬁzH}‘l InRsH §8§1%ter-

confidence level. 20. The computer-readable medium é?calm 12 wherein
eXeCia g?éﬁsmﬁartﬂg orming the step of adding the spam conﬁdence level to the

message.

18. The computer-readable medium of claim 12 wherein the at least one
threshold comprises a plurality of thresholds including a top threshold and a bottom
threshold, the computer-readable medium having further computer-executable instructions
for performing the steps of:

comparing the highest spam confidence level to each of the plurality of thresholds;

determining if the highest spam confidence level is higher than at least one of the
plurality of thresholds;

if the highest spam confidence level is higher than at least one of the plurality of
thresholds:

determining which of the at least one of the plurality of thresholds is closest to the
top threshold; and

invoking the action associated with the at least one of the plurality of thresholds that

is closest to the top threshold.



action includes: dropping a connection if the highest spam confidence

level exceeds a first threshold level; returning a non-delivery message to

a sender if the highest spam confidence level exceeds a second

threshold level and is below the first tweshold level; delivering the

message to a junk mail folder if the highest spam confidence level

exceeds a third threshold level and is below the second threshold level.
21.19he cdimpeterpreadadidabiediadivod olbdiai 201 hdraieinhbessipthfesholdng the

actidil cNIAENLTIBE REERY SR GO HIAGRSE SR ValntheSeaoRdIiiRs N Al @tion,

seventy percent s confidence level, and the thlr&%tqr shold lével is a
archiSAg (0 O A AT QI IEA G UE085 5 Ac HEPh R He SIER. SREHGp fidence
levebf claim 20 having further computer- executable instructions for

performing the steps of logging the action taken with the message. 23.

The pompyer-readable, medium of claim L2 haviag, further COMBUISEE, o1cng the

_exécutable instructions 6 peﬁormlngmtﬁe sfleps of Invoking fhe uraﬁnty of

aCtl(ménﬁluﬁﬁﬁty of anti-spam modules. 24. The computer-readable medium of
clatrogpitghetetimtie glepthé inghkingphia dohfidbicotdhe pheealikyofirst threshold
anti-spam modules includes the step of providing a list of recipient
addresses in the message. 25. The computer-readable medium of claim
12 ARG S Bt encesase tabReTMst U hehishshentan g drace level
excestiymconopdsingsbrddhinglame doded donfest hfcthelthkssige.

delivering the message to a junk mail folder if the highest spam confidence level

leve

exceeds a third threshold level and is below the second threshold level.

21. The computer-readable medium of claim 20 wherein the first threshold is a
ninety nine percent spam confidence level, the second threshold is a seventy percent spam

confidence level, and the third threshold level is a forty percent spam confidence level.

22. The computer-readable medium of claim 20 having further computer-
executable instructions for performing the steps of logging the action taken with the

message.

23. The computer-readable medium of claim 12 having further computer-
executable instructions for performing the steps of invoking the plurality of the plurality of

anti-spam modules.

24. The computer-readable medium of claim 23 wherein the step of invoking the
plurality of the plurality of anti-spam modules includes the step of providing a list of

recipient addresses in the message.

25. The computer-readable medium of claim 12 having further computer
executable instructions for performing the step comprising cracking an encoded content of

the message.





