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15  CENTRON AMI meter, hamely, removal and inversion.

[0003} Likewise, invocation (i.e., selection) of alternate display sequences in
electronic meters has previously been achieved through the use of mechanical
switches and later by magnetic switches. Both of such devices have a cost
associated with them and have functional limitations. Mechanical switches bear

20 additional product cost and use up portions of limited real estate on the face of the
product. A magnetic switch approach is quite effective but requires utility field
personnel to carry a magnet to the field to invoke the display sequence‘of interest
which also bears additional product cost as well as inconvenience.
[0004] It is desirable that meters in the field support reliable detection of

25 inversion and remaval tampers. Some previous configurations used an optical roll
ball switch to detect tampers. Although such a switch works in most cases, it does
possess several limitations. First, it requires that the socket be installed as
vertically as possible and cannot tilt more than a predetermined amount. In
exemplary installation the meter should not tilt more than twenty degrees. Second,

30 the detection is very sensitive to the angle in which the socket tilts. Third, due to
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SUMMARY OF THE INVENTION

[0007] In view of the recognized features encountered in the prior art and

addressed by the present subject matter, improved apparatus and methodologies

20  have been provided to enable improved tap and tamper functionality in an electric
meter.

[0008] In accordance with certain embodiments for the present subject matter,
a method has been provided to enable tamper and tap detection in an electric
meter, comprising, providing an electric meter including at least a register,

25 associating a three-axes accelerometer with the register, the accelerometer being
capable of providing signals representative of acceleration in X, Y, and Z planes
relative to a front view of the electric meter, monitoring for acceleration in the X
plane to detect inversion tamper, monitoring for change in acceleration in the Y
plane to detect tap, and monitoring for change in acceleration in the X and Z

30 planes to detect removal tamper. In particular embodiments, the method further
comprises establishing steady state acceleration values for each of the X, Y, and Z
planes, and comparing current X, Y, and Z plane acceleration values to their

respective steady state acceleration values.
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30pl anes to detect renoval tanper. In particular enbodi nents, the nethod
further conprises establishing steady state accel eration val ues for each of
the X, Y,wandi2d3plianes, and conparing current X, Y, andPZTAlSa0e/051181
acceleration values to their respective steady state accel eration val ues.
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with activation of the countdown display timer, identifying a potenti al
doubl e- t a@verage tap predetermined threshold value, identifying occurrence of a potential
tap if the average exceeds the predetermined threshold, and identifying
occurrence of a tap if the average drops below the predetermined threshold value
25 within a predetermined time.
[0012] In certain particular embodiments of the present subject matter, the
method further comprises associating a display with the electric meter, starting a
first timer upon identification of a first tap, monitoring signals representative of
acceleration in the Y plane to determine the occurrence of another tap, and
30 activating a countdown display timer upon timing out of the first timer if a second
tap is not detected prior to the first timer timing out. In further particular
embodiments the method also comprises starting a second timer concurrently with

activation of the countdown display timer, identifying a potential double-tap if a tap
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[0015] I n accordance wth certain particul ar embodi nents of the preésent
subj ect nwviesaging hend egybstting the preddtegoined thresholdi valte a di spl ay function
upon %t ec[bblo‘ﬁ of InaacA:'cordance with other embodiments of the present subject matter, an
electric meter is provided comprising a housing, a register, a display, and a three-
axes accelerometer, wherein the accelerometer is associated with the register,
mounted in the housing, and configured to providing signals representative of
acceleration in X, Y, and Z planes relative to a front view of the electric meter, and
25 wherein the register is configured to monitor for acceleration in the X plane to
detect inversion tamper, monitor for change in acceleration in the Y plane to detect
tap, and monitor for change in acceleration in the X and Z planes to detect
removal tamper. In accordance with certain embodiments the register is configured
to establish steady state acceleration values for each of the X, Y, and Z planes and
30 to compare current X, Y, and Z plane acceleration vaiues to their respective steady
state acceleration values.
[0015] In accordance with cerfain particular embodiments of the present subject

matter, the register is configured to activate a display function upon detection of a
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referenced in the summarized objects above, and/or other features, components,
or steps as otherwise discussed in this application. Those of ordinary skill in the
art will better appreciate the features and aspects of such embodiments, and
others, upon review of the remainder of the specification.
25
BRIEF DESCRIPTION OF THE DRAWINGS

[0018] A full and enabling disclosure of the present invention, including the best

mode thereof, directed to one of ordinary skill in the art, is set forth in the
specification, which makes reference to the appended figures, in which:

30  [0019)] Figure 1 schematically illustrates an electric meter incorporating aspects
of the present technology;
[0020] Figure 2 is a flow chart illustrating steps to insure proper initial value

settings for tamper and tap values;



settings for tanper and tap values; WD 2012/037010PCT/ US2011/051181

[0021] Figure 3 is a flowchart illustrating steps to detect electric neter
t amper i ngwprorasoridance with present technol ogy; [0022] PCcgarseod/osa8n f 1 ow
chart illustrating steps to detect tapping on an electric neter to
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

15  [0026] As discussed in the Summary of the Invention section, the present

subject matter is particularly concerned with the use of accelerometer to provide
improved removal and inversion tamper detection as well as to implement tap
switch feature functionality in electric meters.
[0027] Selected combinations of aspects of the disclosed technology

20 correspond to a plurality of different embodiments of the present invention, [t
should be noted that each of the exemplary embodiments presented and
discussed herein should not insinuate limitations of the present subject matter.
Features or steps illustrated or described as part of one embodiment may be used
in combination with aspects of another embodiment to yield yet further

25 embodiments. Additionally, certain features may be interchanged with similar
devices or features not expressly mentioned which perform the same or similar
function.
[0028] Reference will now be made in detail to the presently preferred
embodiments of the subject accelerometer implemented tamper detection and tap

30 switch meter functionalities. Referring now to the drawings, Figure 1 schematically
illustrates an electric meter 100 incorporating aspects of the present technology.
[0029] in accordance with present technology, a linear accelerometer sensor

may be incorporated in the register of electric meter 100. In an exemplary
6



devices or features not expressly nentioned which performthe sanme or
simlar function. [0028] Reference will now be nade in detail to the

pr esent | ywopnef2srad enbodi ments of the subject accel er oreTAS20195BAENt ed
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measured by a low-cost accelerometer. In an exemplary configuration, the

accelerometer may be an LIS331DL, from ST Microelectronics configured to
measure accelerations in the X, Y, and Z axes using a data rate of 100Hz and a
steady-state value along each axis between -55 and +55 where the maximum

20 steady-state value of +55 occurs when the axis vertically points up and the
minimum steady-state value -55 occurs when the axis vertically points down. In
operation, the meter register may be configured o request acceleration data from
the accelerometer via the accelerometer’s digital interface with a 400 KHz clock
rate. Calibration data may be stored inside the accelerometer in a nonvolatile

25 memory so that the accelerometer calibrates itself by restoring the calibration data
each time the meter is powered on.
[0032] In normal operation, the highest priority task in the electric meter register
is configured to wait for signaled semaphores, i.e., control flags, which include an
accelerometer semaphore. An interrupt timer may be configured to fire every

30 twenty milliseconds to signal the accelerometer semaphore. When a task detects
the signaled accelerometer semaphore, it requests data from the accelerometer
and checks the absolute acceleration changes on three axes for the removal

tamper and tap detections. In an exemplary configuration, the accelerometer data
7



20 steady-state value of +55 occurs when the axis vertically points up and
the m ni num st eady-state value -55 occurs when the axis vertically points
down. | n wpesetidany the neter regi ster may be configurecnctrmsmqmessl
acceleration data fromthe accel erometer via the acceleroneter's digital

the. acee o boaY PR i eheRlred 7 haulS oLt A dioR BB ERn, "

cal i br at eshé he€dlErdietee S/ he ga-tAlkbrad dvery tmﬂ%@@t@@@mrﬁsm@ thdtgheeter is
powered on. 10032]|n normal operation, the highest priority task in the

eI ectr| c MeFeleroragies ks Brapsili gured to wait for signal ed semaphores,

CO”‘[?)(%' lf | agss acc\é@d{rﬁb o B B%eﬁ?t%ﬁ%&?mb%?ﬁSec@@P&&ecﬁ% gt er rupt

tlner onfi gure fire-ever nds " to Signal the

accel eb omimpllfmmhmn.cgrethe\Nmfaa t\/msmtel@t@mbm deivipeal Fst ea@aqjlermrmé er
semaphor e, uests data fr mth accel erogber and checks the absol ute

accel er at %ﬁX@hﬁﬁ%@g@dsww Re4nH 5 MVRESH SRg0Rl AR NalRN Ohp
det ect | Onoco3BaMKBEHAR SO LA 09 intb/}ReRRCRl 56 BiTRhS6n tahBer D

2012/ 037010 t put may -enab every mnute to avoid
f al se dat dhe emdénigsnveraelydastalled, the h@amssébeiudqmmmtedovmmyo thee earttcahd theat ed

t hi d t t hat t K |
(003511 1 SEPSDRUARLISHHEBPELBHE TREMSH Sc FHUun Lo ARG eTEt ect | on i s
S simphi f iTedréfarduabersion tﬁﬁﬁ)e‘?ﬁeﬁadﬂgmhﬁﬁﬁﬁﬂ)@frﬁﬂéwmé@léy%gm]ﬂré\errlﬁQKénp| e,

inthe X-Axis, if the sign i spositive, the unit is inver so that the
conbi nat|@¢calpr@thjb~éalue nocthei ¥ gxiarag ainskercanfigored thieshalé sehtcea pmalled as
an i nver5| tltvgr{% if the neter is inversely installed, the X axis should
poi nt dovvrl? earth and the steady-state accel eration value along the X

axi s shoul[go3ag noTo Rk theeossbillyeittios metengelistutied ayaepowet g6 whidh
shoul d be i rrmerrent ed by conparing the acceleration value along the X axis

agai nst a CoHk iegUidRy Irtqszrr@%@qxael@r lop yallesdar inveesien tajapeidetectigndBaiTo
av0| dighe q%ﬁél%@ddd Ggiuéé]?ﬁoﬁlﬂ IeEﬁngH éél’t’él?‘?gqlﬂpé)rﬂelﬁ’@%r {IHﬁrat% i

ould Fesul'tI'n"1ncorréc acce era on val ues i nversion
det ect i on floishehzk6200 ef Eicatré @n Fmalaxasnddovheh e swigl ie owierdd oprataterp

requi renment s illustratfed in flow chart 200 of Fi 2. For, exanp
When ¢ he. H02efhe elepliuneler dpoitier spals BriccPtRiatbn lles Tk arcTlegoRer T eads
the accel Qroﬂtélé?ﬁ%‘t’}?é ﬂﬁéefa&egb@@@qwnwlﬁéec%%saAscweFrhﬁeHh;r 8 every

twenty mlliseconds as determn tinmer 206 and puts the val ues in
i ndi vi dualang, puts tirestavalues it I@dB/IdZIEIDX %e?rﬂﬁalbUﬁ"ﬂer&EE’IQObl‘éhm‘l alt itreen buffers

are fbbl e%c‘é erét}ohri blfll?érs%)%l ?ﬁe& Uptvﬁ{h ?orrTé)xamrblet pe% sraen%lasethe register

verifies that each acceleration value in each buffer is close to the values of its
neighbors at step 212. If any one of them is not, all buffer data are discarded and
a new set of samples for each buffer is read. This process repeats until the data in
each buffer are close to one another, i.e., the accelerometer has reached steady

25 state. This method ensures that the accelerometer acquires reliable initial
acceleration values that are important to removal tamper and tap detections.
[0035] Atfter the data buffers are successfully filled, the average value on each
axis is calculated (step 214) and the average value on the X axis is compared to
the inversion tamper threshold (step 2186). If the average value is greater than or

30 equal to the threshold, an inversion tamper is considered to have been detected
and an inversion tamper event may then be recorded and a corresponding alarm
218 sent to, for example, an AMR data Collect Engine, or other appropriate

location(s). After that, the average value along each axis is used to set as its initial
8



verifies that each acceieration value in each buffer is close to the val ues
of its neighbors at step 212. |If any one of themis not, all buffer data
are di scawOedi2zanidia new set of sanples for each buffer PSTAS2@1/03HBE
process repeats until the data in each buffer are close to one another,

LS4 Lhe ReeBIAAIRAEE (185 2RI AEn 3P BEBRTH S adbl Ty NetherapUr e

that the accel eroneter ial accelreration val ues that
are i npor tampet andésmval tanper and tap detections. 10035] After the data

buffers are successfully filled, the average value on each axis is.
cal cul at ed036f ep Bimgn éﬂﬁ@&%t%mglﬁ SPHI|IENGhPe e?”&??ée%eré‘ﬁ%ﬁ’t"bd to

the inver 3&:@6& f&fﬁﬁ%%ﬁeﬁq ﬁﬁﬁ%ﬁtﬁh%ﬂé‘rﬂ)eﬁéﬁlo stdal b?ﬁ’ﬁ%é?{ &Qu%r‘((ﬂ#ﬁpéﬁwﬂ‘i eat er

than or 30equal tot res an | nversion I's considered to have
been dbt ethedirngloban instaladivontheanipae restentcabingt magrbeomanerdatddd Imddirg

di .al 1 t ot f l.e, AMR dat a Col | ect i ne,
corr esponng 2 AT, SPR o Ao BIATRAT cr oA i28 S0l el o e,
axis Is U%ﬁ@hfc@sé%earéférbgcé Péédviﬁ gﬁ%%@%h@%%@?&&é@%ﬁé%égﬁs of

accel eration value (step 220), e used for the detecti

renoval t anenotipeldetgsied.0ABIBIUgh het nacesaddy anmalaem caoditiohasudonet i nes
peopl e out of desperati,on w.ll. resort to.tanpering .W.th wiring i,n.an effort
Do St el REmaleR SRR L PR ol s e ot iterlies SelPRaL s on.
the whol e m@teetypealthag begiverPtha@ipapilitatederiddicslBi sthdsieferehcé feadigys, tabl e
that the meter orientation wil|l change in at |east one plane. In such case,
t he ref er avRlleas tanegt Kgcent maxigen daviation fieredee sefetenseniending iy tendgtanot
be det ect g;égg..n i ny.al.ar. Lt ' mat i on
coul d be %gg?éié¢ col rec%&gﬁgﬁﬁ%ﬁ'%%ﬂbgéﬁlgwﬁﬁ{b%sr'tbg%gg's@gg)é%@é@ 10net er
types may dadly giowkstetrhinegapattidl tanipédngreFraridegltb Yageauch Rfereniieyy eadi ngs,
as well as_ the nost recent maxi pum deviation frogmthe reference reading, to

the data @BPP@;@%“WE?@W’ t_ﬁ:ﬁciﬁ nPhﬂB‘F’m@ﬂemthb%a%\W@ﬁ@Hﬁ?fe@ﬁ H8&i cal | vy,
for e’fﬁ”p'ﬁﬂ\/lpﬁtgté!m fres %Hf%ﬁ%@gﬁlgqg'iﬁhr&iw%{mﬁ&m ihﬂmiﬁ?éféihﬂng@ﬂe such
S C It not, an W

two readi ngs oul d renal nstant, but, conbi ne h al arm
capabilitiaet of the 15AM system the utility mght be able to interdict a

tampering bV dyal SUNG, L Aeten dG0A NN SPUEHOHRY: HiRSihiTRehan oa!

typically limited to detection of a state change of the mechanical sensor.
Essentially, mechanical sensors correspond to a switch that changes state when

20 tilted beyond a pre-determined angle as dictated by the mechanical design of the
sensor. Typically such mechanical sensors were designed to provide such state
change if the product was tilted greater than, for example, 20 degrees from
vertical. One issue, in practice, is that electric meters are not always mounted
exactly vertical. In fact, they can often be mounted very close o or greater than

25 the 20 degree position. This can lead to false tampers that result in wasted time
and effort to visit a meter that is simply mounted at an angle. If there are too many
false tampers in an AMR/AMI deployment, the feature becomes useless and/or
counterproductive due to the overwhelming number of false alarms.
[0038] Detection of a removal tamper and of a tap are similar because both are

30 based on acceleration changes. However, it is important that a removal tamper
should not be detected when the meter is simply tapped. If is also preferred not to
detect a tap during a removal tamper. Therefore, from a design point of view, it is

very important to distinguish such two events/functions.
9



typically limted to detection of a state change of the mechanical sensor.
Essentially, nmechanical sensors correspond to a switch that changes state
when 20 twbtet/dsessond a pre-determ ned angl e as di ct at e#Clyuseérg/onashani cal
design of the sensor. Typically such nmechani cal sensors were designed to
provi de s t at L e

exanpl e, E@Egzgrelgg'gt#%%%ﬁvdebiste%gtﬂ @ﬁ%%c\s{\@zn*et%hg%a &é Q}?ﬁrgfaagfnectn c

met er s ar evhaotinafaliey sn eonatchthgescakbt; Yyneds i rnatement élang thé IZ@fxnsand offid en be
nount ed ver cl ose to or reattﬁr t han 25t he 20 degree FOSI'[I on. This ca

lead to f Hies 16 SHpEatehafouNETerY Ao wiEbeuta metdtia Pelpg Pt ouihpisackels
meter !t Naindst fijiitiohdthiBh e 8beit fRheter Idod A RirBlGe LHTRIYX ISR

tanpers in an epl oynent, eat ure becones usel ess an
count eb pr ditectionse Tlues,troostreccelezatidretimmpsmalabg botf Xfads£ aaksanstypically

[ 0038] Det ect i,.on of r enoval er and of tap are s | ar . because both
bre 30 badBirroArdkBel Rl ot R st And The' Y @ iestchon SHeR
renoval t

romoval  SEReraBiAUS GetyBmast 86! pReHeRuSba Bterplctebbkopgeed. |
froma dedo gmrp‘r@rm:C@feraméwhangesﬁlwshenhﬁﬁadtZaaxesfordm@remgmﬁam&ch t Wo
event s/ fung g WO 2012/ 037010PCT/ US2011/ 051181 [0039] It has been
observed tdﬁef QH el ectric nmeter has two degrees of freedom when installed

in a ngtchonm]sockiehhwens, ﬂo%@hﬁ%ﬁﬂﬂh@ttapbmgg)ﬁdﬂﬁt[&\ fryirsthanenidval ot her is
the rotation around the Y axis en the neter is pulled out of the socket,

most fri ctAmAsTiee irRAPerAtiossirld bmaerereed piagyg thpe prssughdeat mash t he X
d Z 5 di T t d z
ar B ot 4R34 1R TR Rhath FESERnThOadadadhen 2 axes

are typi car most acc ANges BBR¢ETHe ¥ axis.

Based on shahgedaingahedtand iFeaalsaghen thameietsr ipeappuce SEiNdrefors] pet presehier
preferably is configured to nonitor acceleration chan%es al on%%the X and Z

axes for HBiackmAkET fﬂ“&rﬁ@‘}eréf‘ei)'@é%r‘a@w CQL@'EGG%Q\E%%M pacceleratian ¢hajigssh
t he thgpl %q?rgﬁ aQ@ %y&g@cﬁ@ﬁmval tanper, the tap operation should be
axi

per f or med such that nost accel eration changes along the Y
aX| s is m[ﬁ(lnll]ar g’éheMﬁﬂSnamIelaonmﬂ@Tsﬁnsonpmm%a daditah geadeg 3f thedobeaxes

when the net t d. Th t te t
o pref or o3 apmiscGBRBPe Sk cperial BRUUBHERG B SRR uNats byl iy

axis for %Pm@?&@éﬁh@%hgﬁa@@é‘édﬂ@%lmnéﬁét@dlﬁ{] Oﬂ‘ﬁhﬁfer%%‘?é&fonﬂé @¥hreeda

digital reading of the Torce berng applied in three axes. \Wen at
equi libri mmﬁca@rdancem@tm‘eéemeteehn@lhgmaa Ibstriated by el exesen|anyrembodinent

or esehl 1 LRty UETAT He0 PR i /RS el dngr B P eI IneiBr B8 oy csont

fl ow char trefpéned rddothtiscof3all tﬁ"reéé%s wWhgn théeredirtig ln@tdﬂ!@ti%fndttﬁléﬁ‘réadlﬂ grence
readings of all three axes when the product is installed and the readings

are unchaie MChangings isheiep @@ff@ﬁwc&eg@wﬁllwfq #epta2d fﬁl;mrated dsFicared in
Flgure 2. JThELREIA ol abical RIRToRNRYS (SRYIANY 4 81 eR FY (hamBy Ay Doar d
p ang

menory an I'nues’ to monitor e sen or a romthe
stored refeentinaes te2omitepthz0d)nsoblstep G06héor alehdrage obmtthe slt@‘berrefmen(mui t he

eurt ent ' e(gtceialpn X C%%o%?d ’Rﬁye “delta” of the reference and the current readings change by

greater than or equal to a pre-determined amount {siep 310), a potential removal
condition 312 is detected. In an exemplary configuration, the assumed amount
may correspond to the equivalent of 20° as previously used with mechanical type
swiiches, or some other amount of tilt may be used. When combined with power-

30 down 314, such condition can be interpreted as a removal tamper 316. By using
the delta calculation, electric meters incorporating the present technology are
advantageously able to achieve a higher tolerance for off-level installations and a

more consistent sensitivity to a removal tamper condition.
10



greater than or equal to a pre-determ ned anount (step 310), a potenti al
renmoval condition 312 is detected. In an exenplary configuration, the
assumed awount2/asgopocorrespond to the equival ent of 20 a®Cprsedemsiigl used

wi th nmechani cal type switches, or sone other anount of tilt may be used.
Wien conbifgshiwi t eted as
Uhen cori s 3,8 Ry AR, BHE R AR AR BN ERTOBONBAE Y ©

i ncor poratamsgdmntmg farepeng. t@mhhelorblwfwrej dvramhagerisssyorabically targehi eve a
hi gher tol era ce for off-|evel rﬁ‘ﬂC{Etl ons, and .a nore consi st ent

sensi ti vi t3°°F ’%'%ﬁ’ﬁ%ﬂ’est%]%%h% &¥res gyringghe tapping. Thus, per

2012/ 0370 BEIHSSRAH PR Ier S ol AARIINCA CoclBRbiB EREnSEOGGERY Lve haf 9

accel eration changées along the Y axis during tarrper ng: er hand,
t here fay stitiable (stmﬁloaarefalrreg) ﬂoaudg&ecﬂalooe;iwpmasonm:hathgredisﬁ:hgmgh bblveéraad Z
axes durln t he Thus resent ect matter, inst neous
accel erat i’ Woé’ﬁ!i{?ég@erg%}%?é?qﬁ&oé” V%@Qﬁ’?g‘ﬁl@ ay he Yrsd torc 15@&3 f or
det ection Mégﬁaﬁcel%t.@ﬁt&@hgéltﬁéﬂé}ﬁtUs%'a foet¥RRoss. TRBRbrdgaper and a
tap, a noving average filter ray be used to calculate the average

accel er at iangelshaiee chanrge fordhe sermoyadalectiont meyde crimeputedaagerdngtd er at i on
change for (%L%%Olh wval detection may be conputed according to Equation (1):
10 tilL2 Piﬁ.’ ‘e AX is the acceleration change along the X axis with
respedp to its initial value, AZ is the acceleration change along the Z
axis with respect to its initial 15 value, and AXZ is the average val ue of
the nost recent N1 nunber of alSdl ofparEcel e.f_efﬁg? c.nges along X and Z
axes. In an exenplary com¥@mus atton* the g8 g nilitber N1 is set to ten
because nost of the |argest accelerati onzﬂhanges along the X and Z axgs
normal Iy occur within 200 mlliseconds during a tanpering event.

20[ 0043] The aver age, accel eratl on change for the tap detection is cal cul ated
accor di ng WRETEJA1S Be qetelefatiopehangenglong the X axis with respect to its initial

value, AZ is the acceleration change along the Z axis with respect to its initial

15 value, and AX Zis the average value of the most recent Ny number of absolute
acceleration changes along X and Z axes. In an exemplary configuration, the
sampling number Ny is set o ten because most of the largest acceleration
changes along the X and Z axes normally occur within 200 milliseconds during a
tampering event.

20  [0043] The average acceleration change for the tap detection is calculated

according to Equation (2) as:

AT — Em: fid I%;‘i,ig—m:

N3 (2)

iy

25 where AY is the acceleration change along the Y axis with respect to its initial
value, AY is the average value of the most recent N2 number of absolute
acceleration changes along the Y axis. Ih an exemplary configuration, the
sampling number N; is set to five because most of the largest acceleration

changes along the Y axis normally occur within 100 milliseconds of each tap.
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N2(2) 25where AY is the acceleration change along the Y axis with respect
toits initial value, AY is the average value of the nost recent N2 nunber
of absol e 2ae8F@pati on changes along the Y axis. | n arCESaphasms!
configuration, the sanmpling nunber N2 is set to five because nost of the

1 s secoldgl; ° Aot 298 Ggt B0 iR e b SR b e a wovi ng
aver age fidpbeadicsgelardeheceti¢ratibh ehanges. eFbobearaple, Ffthereds adiiiakiyn! ar ge
accel erati on changes. For exanple, if there is no abration during the

t anper i ng dWiRE 1AG A3RPeriag.cbe AVEFaIshacItARIGEOnehangs Ay dwing BieeaIoMBhnper i s
typically ' A f r 5
"% apped BTBSL R yblEgfly SABIEY BANRe e Aoctaton et oo uPniRer,

t han t he aveppge propetlgrtheiaverageangeldvdtion Thasge MM is\alwage saadelt taat i on

h i tabl e f th | t d t det ' ,
[ 0045) Thahe EEIAERAG PGP RELSBIRAY 1 LS AREYeLGs ROl a0 e DRent y
m | 1isecongsa %‘{n]itbﬁbléfﬁyr'tﬁg réM%QQi%ni‘ﬁérfaﬁlf:{thB'd%\%&cﬁibﬁ& the average

acceleration 1 ange AX-Z after each poll. If the average value is
greater tHAMSr edbalacteleration @ivesilongrpeae axasaaregiadliedeveratyvértyset to

I ndicate that a R@%en&i al renoval tan'?.ﬁr hals Ib?enthdet ect ed, l\Elgxt t't he neter
checks form'ﬁ!&ﬁ&? RRC #57 MRVEIG PYsade TitehedlcyIgtes ExeTbTHr §CCONAGlr at i on,
such nmey kfahge eh SRS pdlf [PPeRivedsydvaoess friatectkidh oM dduiantd the

predeterm ned period, the nmeter disregards such tanper and 15 continues to

the next demewsl @mparfthiasbophadlagyssst fnigiaate fal a prieplisldemaval tesapgler i od,
the meter t‘[a%pé)éetnsdé’teﬁfér&?\S’P@%)ﬁttﬁg?ﬁéte?‘Q@%dl{aéﬁféfagg\@&sdgwﬁ%rpé( @ériéﬁg%é%“t er.

A renoval anper even en recor Or respondi mis sent

to t he AVRrGotdmplanEoanfitRiraliéf)4oth macbe felaensesbhdis.pifgravdr dosghaodogyt and
as illustrated in Figure 4, tap 20 detection is inplenented in accordance

wi th f1 owaSeHF withothgypragdaterminadgrariad. e meler decgrsi i dhtaPReIAN%I ong t he

Y axi g5 "boﬂtiﬁlﬁgé‘fcfe tr At Yetd Qiochhaf thie! ddiedi @&%Wwﬂhﬁﬁ%@%ﬁ% etiined

reference to u herein above, L p reference Teadl ngs are taken (step
402) and gtamioddtiesmeterd@pprisiacemavat tenpepanceineremertsgereenaldl yaraper esponds,
as did w tcrc])urn e];r.er Pé:n%o([/ﬁ tgltn%%r g\?ézntol; tr'fér?yerc%rgéd gr?d %hceonife%iptoingilng alarm is
sent to the AMR Collect Engine.
[0046] In accordance with present technology and as illustrated in Figure 4, tap
20  detection is implemented in accordance with flow chart 400 by monitoring the
average acceleration change along the Y axis. In a manner similar to that
illustrated and discussed with reference to Figure 3 herein above, tap reference
readings are taken (step 402) and stored (step 404) wherein the tap reference
generally corresponds, as did with reference to step 302 of Figure 3, to the initial
25 values of step 220 in Figure 2. In an exemplary configuration, the accelerometer is
read (step 406) and an average is computed (step 408) at predetermined intervals
using a moving average filter. In an exemplary configuration, the predetermined
intervals may correspond to every twenty milliseconds. The average value is next
compared (step 410) with a predetermined tap threshold, and a potential tap is
30 detected (step 412). If the average acceleration change along the Y axis exceeds
the tap threshold and falls below the threshold within a second predetermined time

period (step 414), a tap (step 416) is recognized as having occurred. In an
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25 val ues of step 220 in Figure 2. In an exenplary configuration, the
accel eroneter is read (step 406) and an average is conputed (step 408) at
pr edet er ivoedid/ast@dval s usi ng a novi ng average filter. POTAS2&XO/IBAESrY
configuration, the predeterm ned intervals may correspond to every twenty

or cdet or mecerlaly PhRGERTRA SRR o FRARMER b EbERod B o8, cp 412).

| f the avefiligecasde! erati on change along the Y axis exceeds the tap
threshold and falls below the threshold within a second f)r edeterm ned tine
period (si@47h14)In acoosgance with present techaglngyi abernate displayFesteiee®as I n an

WD 2012/ 0 ; ' j d
pr edet er mﬂe@ﬁ @e@ﬁﬁ%@&é@qﬁ%ﬁﬁ@ {rlnglﬁl?@@(%dr%gg% %@%?]ﬁ% rﬁeoat%szgg(rjgance W th
presenf t énpleohapyd andt@ntalled dysgkeay Bparanenseasonekimple, tiap-tapt er

traditional display options and tool box features can be 5_inplenmented and
cont r ol | eqt@BytaRLaPHPN Ui arecRidhe EEter. opUek FRNIE Sequanespol eRUrep aieap- { ap”

on the fagg, EFeanﬁvgﬁ“.‘aﬁ%iog?;EﬁhoF ﬁ@ﬂéﬁ%n?ﬁﬁ;ﬂ%’?ﬁ%t [ akBirRe switaHes bpe cl ear

advant age over prior tatrons I'n that no additional sw tches or
magnet s ameagreds are deduireciontaootrossiodh feafiirases. 10048] I n accordance with

t ot I , _diff t.t . 0 I dt tivat
G 11 or ont LAt | ol aeropdan uith PR ISt MaN: HRErRhieRFOHS GrS 1Y e Same
el ectipc ERARbyed RS abNa® Uffer&MITLACHbENSRTOUS JIEtRE %éi%ﬂin%!@rﬁ%‘éhfati‘%%%r

doubl e-tap and triple-tap i nplenentations wherein the double-tap may be
used to i nvtiesameadlledriamaiedi spi exarsplguesrtainwiedtac netetsrmpy suppprt ath be

used to invo di agnostic di splay.sequence f advanced pol yphase, nmeters.
To avord AasE-BeARERERG CHBuRlE N Sie e B B RRER 58 & i no
const r ai ngvokeyarPaltémbicdidpRE deuentdyriettes tigasa®m Lise@Rslinvoke a
triple-taps. For exanple, a double-tap nmay be detected only if the second

tap does miRIBEEGdisRlanBeAYsiseser sAvRNISE PAlvRhASE MEteihn Tl dieid Blstals af t er
the figst - S larl v . t . if the third
tag dgég r?tc??@ %‘é’i’%iﬂ JV%I oht?'oﬁs?sm%ﬁbgé@%é@%ﬁ?é%ﬁgﬂﬁ %ségjgltosﬁ%langb%/ D %r te he !scracond

tap. 1004|9|ﬂih5dmim@uhtbhﬁme datections dﬂdﬁiubfﬁ érﬁ@trﬂﬂi—t%@ﬂ Fomxamga,l%nd@jtﬂ@-t ric
meter inplenmenting the present technology wt ifferent subtleties. For
exanpl e, it@P %%QGE")&&A PRY '7%1@?&30966 tgje APPy NOt AECUraptHm VA SECHRITRYect ed.

On the ot sl rt?hﬁar era; - al tanper
may be de{bg%ltj%g\mgg\/@?h tﬁi lestr?ﬂﬁﬂl : g{r’]r%bés&ﬁﬂ%ﬂg‘?éﬁ%%#?ﬁ Elggure 5, an
i nt er act i veteded otiyhifthdtnind tapploeseot edcurovighinwdeechedsibat eight ecorfdsi endl y

set o% instructions sp that they can better understand and control the
tappi A p @é?&?ﬂf%ﬁtﬁs illustrated in Figure 5, after the electric neter

detects a [5a4u9! € [tBRO(RL ISP VBNt hat BBfetdra d%?@ﬁfb)ﬁtbh%tél@&ﬁi@,m@teﬁ gure 4,
the user is instructed to wait 30(step 504) until” the electric neter

di spl ay s tioweraentingtherpresenfdecknapgpodh, ditfiércohsuiatiost frar examphketier i s
e o ol SaP TR O RO BB, BRRE A o e
way of a trhdd#lsayndceni taps thé nigér @odthrsily Fh gswmeval. tamper may be detected.
25  With this in mind, and as illustrated in Figure 5, an interactive method has been
implemented to provide the user with a friendly set of instructions so that they can
better understand and control the tapping process.
[0050] As illustrated in Figure 5, after the electric meter detects a single tap
(step 502) using the method illustrated in Figure 4, the user is instructed to wait
30 (step 504) until the electric meter display shows a “rdy” message (step 508), which
means that the meter is ready for the user to apply a second tap. In an exemplary
configuration the initial waiting period may be set to about two seconds which is

enforced by way of a tap delay test as illustrated in Figure 6.
13



13 WD 2012/ 037010PCT/ US2011/ 051181 [0051]Wth brief reference to Figure 6,
it wll be seen that a flow chart has been illustrated of a tap del ay test
600. The worze14033G10may be called within the flow chart PCITAsRea0edsi n
Figure 5 a nurrber of tines or may be separately provi ded for within the

' gener a0 b B et PG G0 Aofts VI Gln hERL AR AR ARalBsdsan

noni tori nmluS&aeémdmt@ﬁdé@ycﬂeét@om MEheVb&@hBaestmhabelafie@ GatHin &b fiddy no tap
is detected a determ nation is made in step 604 as to whether a time period

has expir @bartlIIWSéWtedm@ugur@S@ommgew el irpas os may he peppealelparovged®rset to
two secon t. heao;B&B sha gﬁﬁ%fé 8@f.@ﬁ\g§ﬁeeé’§9$%@ O{rﬁﬁ@?érﬂ@nt%‘tﬁﬂ?n tep 608)

and the 1 er cance a g 'srnce sucty woul d

i ndi cage telfmiloyx tragemun'rowbmttbprdeudrwteeteeo ipessiztyd whvendeempds02 when
t he user was supposed to be waiting but did not. Such feature hel ps to
pr event urﬁ%Qﬂ'?%WQz'%&oﬂﬂ'dﬁ’tWd%é‘le?rwfﬂﬁrw&&mﬁrr?g apdiassecquirech df AR daR Isdi spl ay

or controlgddted By aetéig'ﬁllna%n bWbdh stid 8od ?5’ t&%%ﬁ{ér%{‘@he ﬁ?'gh\,{ﬁgent S

including an nrti e a second tap 1s per l e no
ot her i ndle(xatrednlmanree(epmhsr@r owﬂgum&nodesﬂdfvytimbeaelrm:lenay beGe2jrfwwe@r the tine

del ay has co |, et and a no f rther tap is d tec the routine
otutne. ( SeeRMEDef a4 aPrn Rt BFahS a0, hibess Bt (60 EPRLRAIEE M such
i nst ange, nﬁé‘t@r@éﬁ@élé'b%tH@p%rarﬁj &éﬁ@fmsﬁﬁ‘tﬁ%gasmééii’ucﬁrﬁr%ﬁﬁglﬂdfc‘éf&ﬂla@@%
whi ch neans that the neter is ready for thé user to apply a second tap

(step 510pccQUeAW|ihnnthe(meppmblyawe@ecame@l wiierhthehesedivegsl syppeseditbde be

configured t y t down t 508) .to ipnform,th se ow nuch
Coe P T aigbgfultihcd. SRR edfMneRsT8 i el Btk iuidhglsdrom

recogni ze gaimQg estésd tdjmebhéteﬁ'@lmpﬂé} Sicdntibls if tieyaBreenSITRI A vEgNfHegur at i on,
such may correspond to a countdown fromsix to Zero to indicate that the

user is r&peratianal sequiterients iraluding g5 initial delpy beforeseeenne tap ivpemaiiteda
doubl gst a@vrﬁl%trﬁgﬁﬁ%r*ﬂﬁd%é}%n”@h% po&?&ﬁ%&?.d&%&ﬁh@ feRfLric meters, a

doubl e-tap nma nVoKeran a pl'ay ‘Sequence. The
alternate [olmsml ayAftegthentire delaybieagpearg platets dng a%umﬁmg thosfpHtayr pagt i ti es
the utilit de5| res for diag nos&steé}&gé poses. For

exanpl e, for .
t r oubl esh&BIeGHgdpiiPgBRYERES retHENS )dodhe pexlsterdn ﬁeﬁowﬁaﬂefrﬁj@w onger
omanay % TSR ec cpERIAaRencl okt ko, 4oy RSl st ags
pr edet er mwhdéch means that the meter is ready for the user to apply a second tap (step 510).
20  Atimer (step 512) associated with the display may then be configured to display a
count down (step 508) to inform the user how much time is left before the next tap
must be entered to have the meter recognize a potential double tap (step 514). In
an exemplary configuration, such may correspond to a countdown from six to zero
to indicate that the user is required to tap the meter again within six seconds to
25 have a double tap detected by the meter.
[0053] On certain electric meters, a double-tap may be used to invoke an
alternate display sequence. The alternate display sequence can be programmed
with any display quantities the utility desires for diagnostic purposes. For example,
for troubleshooting purposes, the alternate display sequence can be much longer
30 and have many more informational displays than the normal display sequence.
[0054] As desctribed above, if the user taps the meter within a predetermined
time (for example, six seconds) after a first predetermined waiting period (, for

example, two seconds), a double tap is considered to have occurred. Per present
14



time (for exanple, six seconds) after a first predeterm ned waiting period
(, for exanple, two seconds), a double tap is considered to have occurred.
Per presewo 202/03WD0 2012/ 037010PCT/ US2011/ 051181 subj ect Pe@&itsSee1,1/051181 net er
preferably may then re-enter the tap delay test (step 504'). If the user

exanpl o, - SRELh it TbThe ey RiSERRIR AT Bh PR b B8 HRE SRt v ous
taps and peahonnmengdnitags (stép 6hE) heaheiperinganbiieridredeetRinedwirheg t he

5"rdy" displ.ay g&ri od (step 518), a _double-tap 520 is confirnmed, and the
met er st aPe§od KigKiexgmte doesasands aftepthe secanddaps the omiel sancelealiser taps

the neter j ' . " [ ' ' | dto
have occurp ?%‘ab@? fét{léoé}?jupg'ﬁ%rrnﬁ%ﬁ?ﬁhﬁﬁ. algg}esgse%@%e%ﬁ&g%@%h% tfglg&@e (r:]t% ed
duri ng5t hérdyf digplanepenat (si¢ep18R @) doublétapbo isporiiRthdds andnfie nmatdr startbave

10 occurred and for certain meters (for exanple, an advanced pol yphase
meter), tRSBOWINGRAN pHEEIALS disnigy. C€: di spl ay sequence. Ctherwise, if

anot her t =5 de K j a b BF, i d Ml QT it.o
cancel al Iw({ga S aﬁ?%gg?r?;ahg trﬁ%ﬁﬁ%ﬁ#é?gt&ggrgjﬂ?ﬁo@ghEté%%@b%gmgntgids@e'-gscan
di agnost i cogeidetéd teelsavnocharaet olfjnafuwelen valid tapéstebs ®@0dabed di2dpisaay
sequence, jt is,desirable to hav 1 | cat ed, se f displa for the
daer of  sdetedii D 38 T PP e 3E) T EPFIR 12 s ARRETEHEo dkgnost i
di spl &y SerUEREE and fBFvamtgiAteely FBRsRarmprRt ahlakbRBSd PMWEHaé@%été#)Pﬂh{é‘ tap
is detected, the same diagnostic display se%:tence_ that has been previously
avai | abl e metepinvekesaeagnestivatisplgy saquenrcaliipeayise. if aoohel iap isvigiesisilbl e

o agnoati ettt ind & B HsReleligUatidu e FEbGhect ARG R BB PES Rkl e

on/ of f thigers) coAfth@ugtetdoliiosgid sikgscan tiagmestd guintarafdagusat i ons, def aul t
settings may be di agnosti cs-enabl ed and nanual display tinmeout set to 60

seconds, [FoSEEHEd AP the SHEEPIRBIERRY seruenseelt indssimdle khhavRifed such t hat
A 7ol e . .
a su %gg%ﬂ—aﬁl &grrggfe 6%3[9%% Fﬁ‘ V’Eﬁ{:ﬂ%r of sdc,t?\e%@ftﬁtréﬁw,ﬂ‘ ﬂrlgﬂ%tap{ rﬁgygile:%e?g/ 'n

Q

manual SCTo er e remal n u e en
sequence do irvakiertheuliagnasiic kiksptay sequeshckiin sdvaiited belyghhsemstalktiohsr

65555) - wiiHeR bR GpYEof Guned Hooal  ABFEN AN D! |
fs sat ur ?V?{B&eﬁgﬂﬁ’fy%@ﬁ?@?\faiIE\QI@ﬁﬁ]p'riBr BReRicIHREs thabBIURIMed echnol ogy, the
[0057] It is possible to disable all tap features through the meter configuration
20  so that diagnostic displays and possible alternate display sequences can be furhed
on/off through configuration settings. In exemplary configurations, default settings
may be diagnostics-enabled and manual disblay timeout set to 60 seconds.
[0058] For all display modes, the meter may be configured such that a
subsequent single-tap on the front of the meter will put the display in a manual
25  scroll mode where it will remain until the end of the display sequence or a timeout,
whichever comes first. The length of time for timeout may be programmable in
seconds (for example, ranging from 1 to 65535), with a setting of zero configured
to disable the manual scroll feature and the timeout.
[0059] In accordance with present technology, the sensitivity of the tap
30 detection can be controlled through firmware. [t is desirable to set the sensitivity
such that false taps are not detected and also such that unnecessary force is not
needed to invoke the desired feature. The sensitivity of the tap feature may be

programmable to allow for adjustments while installed.
15



30detection can be controlled through firmmvare. It is desirable to set the
sensitivity such that false taps are not detected and al so such that
unnecessaw9 2hy@010s not needed to i nvoke the desired f@aTorseo11/hhyst
sensitivity of the tap feature nmay be progranmable to allow for adjustnents

T M e A e

in real tieactdamnester froreat imentfordior, fafr the ma}aﬁyaﬁfutem@leratiml titlee net er
does not experience any tanper or tap. Thus | S unnecessary to request

Che dat a fHoMatHIGREBHCPHRBEEFS AL ETHBEY Ghger TS &;55 HENBRRRSERGT To 5
reduce 1 ho gt 818 BYES AGAANE HEoRRASHof IS Blin npdty &br!18b 54 bHALinYAR!IP

mechani smis provi he acce eroneter I'S co 0 ge e a wakeup
i nt erroipt recheme mb&syawmweehea:ﬂnamdagmeudmsajmptgm laze iDteaustips WEB)KeEpdS a wakeup

threshol d. B cause the a atio an the chan es during both
emoval aleq i T BCrop IR Er BrauTig o o BEaEet "asodBe

val ue 105|[rhtgmxbr oﬁ&é)th% AdrRIdrafoh M#b@ntgfietahﬁwd fh'etX%klsaéé&%béé%tWQKb@ ong the
X axis. 100611The register normally does not” request the data fromthe

accel er oméhreshaldd Bmmgcmeamlﬁraim aang $he Hlaxis virengastduring kethi s t anper ed
or tapped, a eu erru rns the register
of por ont ramobal Pt v yaReyn YREPAQE HEGFHEY BBBLE be S o dRoid Vb8 oL
flag. 160 Isngmwalt@@vé@fevmgﬁnﬂtmoﬂﬁemﬂaa@d@lérhu@n Blovg thent agiscal ly. In an
exenpl ary configuration this may be every twenty mlliseconds. Wen it

detects t He@61ihe Thetegister pesnakiedoes notiieduast thedlata fiosm the agrelerameter

peri odi cal I t t he

Bocel or a; oY BR1RGERrIfER A AR, (WReBIRE nie ARG RRe PP REERA B° arper
or tap. [ Qgfkzlptatenipt o the aedetrpmeatdreinfarpis the rdgistedlof potkntiahtant e or
polling period, 20The polling period pay be conflgured to | ast, for sone

shor t t i néarpéptnahes 1 56 gagiafsy den &41S the WakeuDWAGn A\ ersiRs SSEYieP FeHiNares
out, "RELRY Bfis FaGRRibIRARR! 1 AR BXERDIAD ohfaRBRch Bis s BEEGUR.

|nterrupt uture”detecti ons. register 1's eit
checki ng fwenfyaniiisedonds.oiVitkn it dgtadiethad bipe figg e besa sslhahalidves fhal | | ng

25cdown ohEERoER 4o St baghra o PSR b Tt Seeeioirt et end Sharks gt he

regi ster SREBlepatic e%té:}b ﬂﬁfbé 8 Fr A8 dBtbticresTrBovaPfansidiaspt en
times to refill all buffers. f the meter is not in steady state durlng

this sanpllP@lti néﬂeamllﬁakfe@wakau@mtalrsupwmdlsajréed Augoe theipaljag perivhen t he

0 SHE L b P R S T M b 005,
[ 0063] The gxahfile Stefigin@tesofWheattad datd potliag kimestdig, el regisert op®theoidta keep
track request and re-enables the wakeup interrupt for future detections. However, if the
register is either checking for power down or during the tapping process when the
polling times out, the register does not stop the data polling until both the power
25 down check and the tapping operation are complete. After the polling, the register
samples steady state data every 20 milliseconds for another ten times to refill all
buffers. If the meter is not in steady state during this sampling time, the wakeup
interrupt will be triggered again. When the register completes the sampling of
steady state buffer data, it stops the polling and 12C communication goes idle until
30 the next wakeup occurs.
[0063] The meter’'s angles of installation allow the utility to not only keep track
of the socket condition, but also determine potential tampering by reviewing daily

angle data. With the use of accelerometer in selected meters, it is feasible to
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of the socket condition, but also determ ne potential tanpering by

reviewi ng daily angle data. Wth the use of acceleroneter in selected
neters, iwWoi2814@a80bl e to 16 WO 2012/ 037010PCT/ US2011/ e6TAB2010l06E8N angl es
of installation. The angles of installation of X, Y and Z axes with respect

to th : : . ' (3)e .

respect | vy ZH B RseRe0h ST6E A Bt O g LB B win o g -
tan-1  Acegpdttyhe earth ground &eaceicBatdenyt 8gudtidris (BNghanefs)K, Y and Z
axes, respectively; Acc, Accy and 10Accz are acceleration values along X, Y

and Z axedespediyebti vel y, [0064] The utility can request two angle data from
the nmeter fromday to day: reference angles and current angles. The
reference angles of installation are i medi ately cal cul ated upon power up
after the inversion tanper detection is _copplete. @grrent angl es of

I nstallation are conputed upon request ?rﬁjﬁ)

I11e\i,__JT!e't—errS-rrU;t be in steady
state ghen current angles are requested. O her AL&y " Aolifat a shoul d bea)
returned. Once the utility acquires these dai|y dahas, potential tampering

can be deternined if the angle differenB& @i an 10t reasonably
const ant . f-jﬁwf + Acc,” @

8 = tan™t Accs

i!;!atﬁ + dee,® 5)
®  p and & are the tilt angles of X, Y and Z axes, respectively; 4cc., 4¢¢ and
10 4cc; are acceleration values along X, Y and Z axes, respectively.
[0064] The utility can request two angle data from the meter from day to day:
reference angles and current angles. The reference angles of installation are
immediately calculated upon power up after the inversion tamper detection is
complete. Current angles of installation are computed upon request and the meter
15  must be in steady state when current angles are requested. Otherwise, no data
should be returned. Once the utility acquires these daily data, potential tampering
can be determined if the angle difference on any axis is not reasonably constant.
[0065] While the present subject matter has been described in detail with
respect to specific embodiments thereof, it will be appreciated that those skilled in
20 the art, upon attaining an understanding of the foregoing may readily produce
alterations to, variations of, and equivalents to such embodiments. Accordingly,
the scope of the present disclosure and claims is by way of example rather than by
way of limitation, and the subject disclosure does not preclude inclusion of such
modifications, variations and/or additions to the present subject matter as would be

25 readily apparent to one of ordinary skill in the art.
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[ 0065] Wi |l e the present subject matter has been described in detail with
respect to specific enbodinents thereof, it wll be appreciated that those
skill ed iWO020t87@pt , upon attai ni ng an under st andi ng ofPCrhis2410/088i ng nay
readily produce alterations to, variations of, and equivalents to such

enbodinen&iﬂéﬁgggéﬂéﬁﬁtﬁlgihe scope of the present disclosure and clains is
by way of an by way of l[imtation, and the subject

di scl osure does not preclude inclusion of such nodifications, variations
and/or additions to the present subject matter as wouid be 25readily

appar ent tle oné ethadioi@rgvidingitamper end tap deteclion in an electric meter,
2012/0370%85&;&51 011/051181 WHAT IS CLAIMED I'S: 1. A nethod for providing
t anper an P ‘ection in an electric nmeter, conprising: providing an

el ectric meter providingi daigelattricadster indl@lhg € laast a registerassoci ating a

t hree- axes accel eroneter with the register, the accel eroneter 5being

capabl e of pro@saPFigling aﬁa@-aw@%@?@@me\t@r with thec@aistar, ithe aceelgronyeteand z
pl anesgrel.atiVv V! i e i i r

accel e? at ib%Fndgl (%aé‘%elég B{Be;%ldelxé g}ﬁ&gl[sec ??éna\;géﬁs\{éoﬁf ﬁ%{%ﬁ'éﬁ)mmn*?gr?ﬁ%kﬁor
change i n piaresl retativedo a frorithéew o tineletvicdattesf tap; and nonitoring for

change in acceleration _in the X and pl anes to detect 10 renoval tanper.
2. The nethod moraf%mfﬁf a@?ﬁ?@fﬁ@?ﬂ@bﬁiﬁmw {0 detect uersin QMRRY: st eady

state accel er afrﬁ(ﬂﬂto‘ﬁ?ﬁ?bfélzﬁigéﬁzqeeiiﬁ%c‘éferéﬂétmﬁﬂ’th_¥1Y Bl edoRlctdG ap 2t

conparing current X, pl ane acc ration values to ?ﬂe’l I respective
st eady st at e acuaitoriagifonchaigeein. ac®eleragomint thedl ahd & planeg fo detecki n t he
step est abl i shi ng conprises: sanpling and saving a predeterm ned nunber
of aci@l ef%WPMﬂ'Sf@H?F%és for each of the X, Y, and Z pl anes;

di scarding the saved values if the predeterm ned nunber of accel eration
Sval ues for each of the individual planes are not w thin predeterm ned

val ues of Zeach Thensethoghef daipehtfurbet pempHsippi ng st ep; averagi ng the

averages for - eastphiftsad B gt PRRR e RELB LY RR T M s
planes; and
comparing current X, Y, and Z plane acceleration values to their respective

steady state acceleration values.

3. The method of claim 2, wherein the step of establishing comprises:
sampling and saving a predetermined number of acceleration values for
each of the X, Y, and Z planes;
discarding the saved values if the predetermined number of acceleration
5 values for each of the individual planes are not within predetermined values of
each other, and repeating the sampling step;
averaging the samples for each of the X, Y, and Z planes individually; and
setting the averages for each of the X, Y, and Z planes as the steady state

values.

4, The method of claim 2, further comprising establishing steady state values

upon power up of the electric meter and periodically thereafter.

5. The method of claim 1, further comprising:
18



4. The nmethod of claim2, further conprising establishing steady state
val ues upon power up of the electric nmeter and periodically thereafter. 5.
The met hodoab12gi3ziim 1, further conprising: 18 WO PCT/US2011/051181

2012/ 037010PCT/ US2011/ 051181 readi ng signals fromthe accel eroneter

i f the.X Z pl , d i Ni i I
exceed a pr edoreripAsiEndly BofuRe AEaem sy GREIE B & i reter
i s poweregslpydr; and generating a renoval tanper alarm 6. A method for

determ ning the occurrence of a neter tap, conprising: providing an
el ectric neter detMiainggvhetheeliersignale gixeeed a predetermingsidbrashicidiy an

accel egoret e Wi kg LR e ABBLE rhNE; ROBELSE TG oy SaR2DLe of

provi ding signal’s repr I VE accereration’i ane relative 5

to a front viegyedkrdting ®t@nbvaldameieaiarm. reading signals representative
of acceleration in the Y plane fromthe accel eroneter; averagi ng the
signals representative of acceleration in the Y plane for a predeterm ned

time periqdi 10CAIMRMA RY JRGANRLAEE SbuReRieHRA MALNED bONEREAd val ue;
identifying occurrence of a potefitial tap'i he AVEr age exceads' t he

predet erm ned tphoedimgl ah eleotlici rdetetriificludigg @t taast eregistdr; a tap if the average
drops bel ow t he gred termned thre hol_&] alue within a predetermned tine.
7. The method GESEPANng 8N spleremetas it tergoislrs e e ccesretets i t

the el ect IdapaBRt S proditifd $i88al8 répreSbnidilB of 'aeeéneié:!@ptihftﬁ&&tﬂ;lsﬁe Pélaftvd | T St

tap; moni tori'ng signals representative acceleration in the Y
pl ane Po de@adrantivicvs of the elecuicrreates; of anot her tap; and activating a

Count 0w o1 o Pl by b bR o Sl Bfgh o ¥ e Hmingecond TP

accelerometer;

averaging the signals representative of acceleration in the Y plane for a
predetermined time period;

10 comparing the average to a predetermined threshold value;

identifying occurrence of a potential tap if the average exceeds the
predetermined threshold; and

identifying occurrence of a tap if the average drops below the

predetermined threshold value within a predetermined time.

7. The method of claim 6, further comprising:
associating a display with the electric meter;
starting a first timer upon identification of a first tap;
monitoring signals representative of acceleration in the Y plane to determine
5  the occurrence of another tap; and
activating a countdown display timer upon timing out of the first timer if a

second tap is not detected prior to the first timer timing out.

8. The method of claim 7, further comprising:
starting a second timer concurrently with activation of the countdown display

timer;
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8. The method of claim7, further conprising: starting a second tiner
concurrently with activation of the countdown display tiner; WO

2012/ 037040RCI/038A011/ 051181 identifying a potential dombirarse@p/osfisa tap is
determ ned to have occurred 5 after the second tinmer tinmes out and before

t he count down g i ] uf: . . I RYARY rrence of
a doubl e-tap i?d ér?ﬁ!fﬁﬁgttakfsé@églg%%?b%é{agrﬁgg%'St%etﬁ!:ir\ﬂ@%gctéﬁarv gcp%&ﬁﬂ’ﬁ?n a

pr edet &r miafted thd secqrer liradr fivkk oot agd ibdéatkithe catiniowef display pipi@aTtinéd out;
doubl e-tap. 9. The nethod of claim8, further conprising: starting a third
timer conér ently with identifying occurrence of a double- tap;

identifying a b Al b 5 l _ i e rred
after 5the t hi [F T g oobUliBhés bFE dolipR ARt he AR L Ko Ber s R lo T

ti mes out pceunded within ageadéteynimgddice pedod éollofviag iddanpifieaticrpot therpmténtidl her
tap is deterppned to have occurred within a predeterm ned tinme period

fol | owi ng dPHglﬂ"%ﬂ'cati on of the potential triple-tap. 10. The nethod of
claim6, further conprising: sanpl i ng and saving a predeterm ned
nunber of acceleration values for the Y pl ane; di scardi ng the saved
val ues if &% he ghedeethod efedainuBiferthef campdsiogati on 5 val ues is not within

det i ned I . h oth ti th | i tep;
veragi ng the SNaE s v cp prarany iR Eenting SErTabes Bba talbiene
predet er mtged threshold value. 11. The nmethod of claim10, further

conpri si ng: _ setting the average as the predeterm ned threshold val ue
upon power up ddentiyngaceatentalidplertap drritap is determined to have occurred after

5  the third timer times out and before the countdown display timer times out; and
identifying occurrence of a triple-tap if no further tap is determined to have
occurred within a predetermined time period following identification of the potential

triple-tap.

10.  The method of claim 6, further comprising:
sampling and saving a predetermined number of acceleration values for the
Y plane;
discarding the saved values if the predetermined number of acceleration
5 values is not within predetermined values of each other and repeating the
sampling step;
averaging the samples for the Y plane; and

setting the average as the predetermined threshold value.

11.  The method of claim 10, further comprising:

setting the average as the predetermined threshold value upon power up of
the electric meter; and

periodically re-sampling, discarding, averaging, and re-setting the

5 predetermined threshold value.

12.  An electric meter, comprising:

a housing;
20



periodically re-sanpling, discarding, averaging, and re-setting the
S5predeterm ned threshold value. 12. An electric neter, conprising: a

housi ng; WOR20B201037010PCT/ US2011/ 051181 a regi ster; aPdirgskay/osasd 5a

t hr ee- axes accel eroneter, wherein the acceleronmeter is associated with
the register, nnungﬁ in the housing, and configured to providing signals
representative oF ‘sl eration in X, Y, and Z planes relative to a front
view of the el ecdisplayp@hgr; and wherein the register is configured to
nmonitor for change in acceleration in 10 the X plane to detect inversion

t anper? noni t o@ e-gkehgecelaraaelereration in the Y plane to detect tap,
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valid tri
to detect removal tamper.

13.  The electric meter of claim 12, wherein the register is configured to
establish steady state acceleration values for each of the X, Y, and Z planes and to
compare current X, Y, and Z plane acceleration values to their respective steady

state acceleration values.

14.  The electric meter of claim 12, wherein the register is configured to activate

a display function upon detection of a valid double-tap on the meter housing.
15.  The electric meter of claim 14, wherein the register is configured to activate

an alternate display function upon detection of a valid triple-tap on the meter

housing.
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