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In the field of automated computer virus detection and analysis it
is often necessary to predict what type of behaviour a program will
exhibit so that the program can be replicated and analyzed in the

environment most appropriate for the program.

Software can be dynamically analyzed to identify
potentially-important behaviours (such as worm-like behaviour). Such
behaviour may only be displayed when the software is executed in an
environment where the software has, or appears to have, access to a
production network and/or to the global Internet. The software may be
executed in a real or in an emulated network environment that includes a
monitoring component and an emulation component. The monitoring component
serves to capture and/or record the behaviours displayed by the software
and/or other components of the system, and the emulation component gives
the software being analyzed the impression that it is executing with
access to a production network and/or to the global Internet. The
software being analyzed is effectively confined to the analysis network
environment, and cannot in fact read information from, or alter any

information on, any production network or the global Internet.

It would be desirable to provide a capability to specify the
identity of computer worms outside of such an environment. While it may

be possible to use such an environment for the replication of both
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presence of a real or an enulated network that in practice can be
expensive to inplement. Thus an ability to predict if a sanple of software
is a potenti al worm outside of the network environnent, would reduce the
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behavi our is indicative of the program having worm|ike characteristics.
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non-network environment while monitoring and logging accesses to system
resources to determine the behaviour of the program in the non-network
environment. A logged record of the observed behaviour is analyzed to
determine if the behaviour is indicative of the program having worm-like
characteristics. The non-network environment may simulate the appearance
of a network to the program, without emulating an actual operation of the

network.
BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present invention will now be
described, by way of example only, with reference to the accompanying

drawings, in which:

Fig. 1 is a block diagram of a data processing system in a preferred

embodiment of the present inventilon;

Fig. 2 is a block diagram of a controller unit in a preferred

embodiment of the present invention;

Fig. 3 is a logic flow diagram that illustrates the operation of the
resource analyzer component of Fig. 2 in a preferred embodiment of the

present invention;
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attempting to access resources on remote drives; and (f) dropping
programs that would run after the system is restarted and would cause the
worm code to be sent to other machines using one of the previously

described methods.

A profile of a worm is one exhibiting those characteristics that
would indicate the use of one or more of the aforementioned methods. For
example, a worm profile may include importing a send method from a network
dll, or changing a network resource, or attempting to access a system
registry for obtaining information that is descriptive of any installed

electronic mail programs.

The determination of the behavioural profile of a suspected program
(i.e., one suspected of having worm-like behaviour, characteristics or

attributes) is performed in two stages.

During the first stage, the resources required by the program are
determined. Examples of the resources indicative of a potential worm-like
behaviour include, but need not be limited to: (a) the dynamic link
libraries for the network access; (b) methods imported from these

libraries that indicate possible attempts to send electronic mail; and
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A preferred embodiment of this invention runs on one or more of the
computer systems 100 shown in Fig. 1, which shows a block diagram of a
typical computing system 100 where the preferred embodiment of this
invention can be practiced. The computer system 100 includes a computer
platform 102 having a hardware unit 103, and a software-analyzing program
(SAP) 101, also referred to herein as a controller 101, that implements
the methods disclosed below. The SAP 101 operates on the computer
platform 102 and hardware unit 103. The hardware unit 103 typically
includes one or more central processing units (CPUs) 104, a memory 105
that may include a random access memory (RAM), and an input/output (I/0)
interface 106. Micro instruction code 107, for example a reduced
instruction set, may also be included on the platform 102. Various
peripheral components 130 may be connected to the computer platform 102.
Typically provided peripheral components 130 include a display 109, an
external data storage device (e.g. tape or disk) 110 where the data used
by the preferred embodiment is stored, and where a worm resource profile
205 (see Fig. 2) resides, and a printing device 111. A link 112 may also
be included to connect the system 100 to one or more other similar
computer systems shown simply as the block 113. The link 112 is used to

transmit digital information between the computers 100 and 113. The link
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The SAP or controller 101 operates in accordance with the teachings
of this invention to determine possible worm-like behaviour resulting from
the execution of a suspected malicious program or undesirable software

entity, referred to herein generically as a sample 115.

A presently preferred, but non-limiting, embodiment of the SAP or
controller 101 uses one or multiple computers for implementing a
controller subsystem or unit 200 and a replicator subsystem or unit 201,
both of which are shown in Fig. 2. A worm-like behaviour analyzer 202,
which forms a part of the controller 200, uses some of the currently
existing tools 114A in order to determine the dlls and the imports used by

the suspected program or sample 115.

Fig. 2 is a detalled block diagram of a controller unit 200 and a
replicator unit 201 in the preferred embodiment of this invention, and
shows a worm-like behaviour analyzer 202 and the environment where the
preferred embodiment is run. The environment includes several computing
systems, one of which is a controller 200 and another one of which is a

replicator 201.



controller subsystemor unit 200 and a replicator subsystemor unit 201,
both of which are shown in Fig. 2. A wormlike behaviour analyzer 202,
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program, then restarting the system and running the program again. These
techniques are not intended to be exhaustive of the "ways" in which the

sample 115 can be exercised.

The worm-like behaviour analyzer 202 includes a resource analyzer
203, also referred to herein as a static analyzer or as a static
determination unit, and a behaviour pattern analyzer 204, also referred to
herein as a dynamic analyzer or as a dynamic determination unit. The
behaviour pattern analyzer 202 uses tools 206 and 207 that determine a
list of dymamic link libraries 114B required by the sample 115 and the
methods imported from the dynamic link libraries 114B, respectively. An
example of a tool 206, 207 that can be used to determine which dynamic
link libraries 114B are required by a program is known as Microsoft
DEPENDS.EXE, described in an article "Under the Hood" by Matt Pietrek in
the Feb. 1997 issue of the Microsoft Systems Journal and available through
the Microsoft Developer Network. An example of a tool 206, 207 that can
be used to determine the imports of the sample program 215 is known as
DUMPBIN.EXE, which forms a part of the Microsoft Developer Studio™ version
6.0. Other tools for performing the same or similar functions can be

found or written by those skilled in the art.



The worm | i ke behavi our anal yzer 202 includes a resource anal yzer 203,
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anal yzer 202 uses tools 206 and 207 that determne a |list of dynamc |ink
libraries 114B required by the sanple 115 and the nethods irrported from
the dynamic Ijnk |ibraries.114B S C.tl of + 206,
207 that  can B8 TESHTo Sarir A% VAron curr el R e E T G e
requi r edBY*% pPEYrAM s HRACTRTORE w%@rttheoemmsemog@@se? i%88L¢ n an
articl e r'onced témakesdthebyedvtitts Hel ebe edontent bhecHeehornl 968gourssuerodile he

M cr osofztossysAt epsiclauyhal rasdh-ayaidabl e bbreygh e MLchosebit Davel oper

Net wor k. X | e_of a tool .206 27th e 0 terrrinethe
i nports o# the cgrrgs, S ?gj;%mltlﬂisé ndmﬂéo&??%ﬁ% D\Mﬁi ch forms a
part of "HeOHH- BPTO'SS’?S‘("S Pbpé’FN@{EﬁdPIdJTW%%Ir% B BARL-DERIREE t ool s for

per f or mwsg_iheLsare wellsiam 4 atllf unidtaoing ga olfeOLH eundnagionvsiith ers, bfot hose

skill ed dxBmfiRe @32 W0, 20Q4/H1026nPCl/EB2OARLAORL Lport ed N ohhesidtCe

anal yzers 203 ($1a '1989%} QLM RALLon), &}%%1 L0838t Q0 %éz{%a&ﬁgtﬁ & REofile
of the résources us the susp ecr ram or and conpares
the resfet § Gt ne cbht er?fen%’f ﬁ@% rﬁntde@%lf’re&‘@ “ﬁﬁth"ikf amegsd oy i cal

wor m r e360¢KR - prlof ithe QOB eaginshglcedend ReCrmettabndkcadt¢ix m¢tipBssich as, as
non- | i mopEsg. pexamgy ese DNBEEKIS: Dhdihod NETM ®erPh o1z, . W NSOCK. DLL,

MBWSOCK. DLL, W NI NET. DLL, MAPI 32. DLL, MAPI.DLL and W52 32.DLL, as well as
a dll indicati ngbuse of OLE automation such as, for exanple, OLE32. DLL, as
wel | as the ITP&t %PVP@‘{’T186§t‘?rﬁp6?atl§aelT G fdﬁfé‘%’@lc dlﬁﬁ%ﬁﬁlﬁatfjloﬁk TH9BF&T i es.
These | rﬂb@rh@dvmm@dgfldanot' rc bustect gitorngeth neing bke |degilttedof gihet fen

"send", orsemdiampiandi\eAsens Bl Nedsy idvpor4:ed cbfiires WBEK32:lds tbhe
CoCr eat %\J %tb%lﬂ%gl dg%@é&%@l ns{%@%@i nb ggﬁaJlogp] prgfgﬁeZZF)glﬁ.nceg%%ﬁ e

DDEConnect | nmet aV| our t'ern_anal yzer

(dynanmi & JEiePhi TREEEH) E FRAtEE o ﬁﬁd/t?éha\?‘ieﬁﬁi‘:s ;frtoifﬂee 25f. “’ﬁgéﬁ%rﬁect ed

pr ogr amagsessg thive aresindisapive he wogm-lidk bétevsammpl eTHel Hoom behavirapl | cat or
201, angrepimpapes ikesty esdllds, ttaneds0hst behawhieus ¥, 0fhd €o20Rind t ypi cal

wor m beRayl . Pr @i 1208 1NEhUdeS ok bLSlo 8! aENANGES o50: Mg Syskem and! or

attenpts_at e an access are 1.ndi cative of rmlike
behaV|cn?F S‘rhébbwn9¥FBEﬂé%v Lﬁée or more flles with the VBS exten31on, (c)

creation of any new files and corresponding changes to/creation of the

system initialization files 114B that would cause a replacement of any of
the network dlls with a new file. An example of this latter scenario is
the creation of the file wininit.ini in the Windows directory on a Windows
system, where the created wininit.ini file contains instructions such as
"WSOCK32.DLL=SOME.FILE", where SOME.FILE is a new file created by the
program. The worm behaviour profile 208 list may further include (d) a
record of attempts to access address books or/and registry keys

corresponding to the location of an electronic mail program .

Both the worm resource profile 205 and the worm behaviour profile
208 are preferably static in nature, and are preferably created before the

sample 115 is run on the replicator 201.

The replicator 201 is invoked by the controller 200 prior to the
behaviour pattern analysis operation discussed above. The replicator 201
includes a replication controller (RC) 209, behaviour monitors 210 and an

optional network behaviour simulator 211.



profile 208 list may include, but need not be Iimted to, the follow ng
el enents: (a) changes to one or nore network dlls, but no non-network

dl I's; (b)woreatdilozsoof one or nore files with the VBS extPemgiRmng3/q06)12
creation of any new files and correspofdi ng changes to/creation of the
systeminitialization files 114B that woul d cause a repl acenent of any of
the network dlls with a new file. An exarrple of this latter scenario is

the creation ‘I@lf ﬁ&%orrfclbegmpouglé mu. ator 2? eo \é\!’:nlgeos\/@n dcloglelg:rgc %an %tﬁ ot 'endovvs
system _where the cre Jt inrfi ont al nstructrons such as

" WSOCK3 P PR O8ENEOEEPES 21 Rhikr 67 SBREXE (AR EAnge rféfwaf W@O@f dadkedPHeVineg
pr ogr amtoTélel cAbr erdte nawiogur 1 ireofeHaei Q08 bf sthensgpofliartiPer Foxckxmeléd) a
record eheatd@ipt HchOvAREESTUALKH L9851 Q@@k&t&r tangdoteg st fatskeyswork

correspopgd] tgu%gs'é)géﬁ%]g'}agidr%% Bs t%CEIEeO%Iaﬁ%J;TBFB.S nggr&@ bel% %.Qué he worm

resource pr avi our pr are erably

static |mﬁnh%&ru?%0 BhECH & prerer él‘j’lryarbrl@a?%eﬁ%f@r Ehg ﬁémpjseaﬁ‘b e 15 is run
on the répsicacorh20dmpIEhely apl imsatest 20¢ logal Miokéddrdsy thescoritaiolifer 200
prior tenthgstbehaw seiwoRatdREPi 1ARALY YeSoLP R BH19AngiIvderssad wRveourThe

repli Ca%ﬁ% %%c ’l‘is' Hees.a f ?;pﬂaé %@Eb:‘k’d'égc Sl éa‘%(pléﬁq)s 29%51 1?&&‘{%&%

noni tors %E}E)tl ona avi our Sinul ator
2004/ 016269‘3%?06 G633t a38 WPRB HEPWOTRVb®Havi our si nul ator 211
operates in conjunction with the behaviour nonitors 210 to create an

appear ance ofrnaa NEEMOEK thkk@nbehiay eftiironhéntehh Giti cg efHeatdinprer ms hkerun
behavi oyt s 0f L e t%alggll%léle% EPJseﬁéé”B%' stﬁhhﬁeéaﬁké!@ 5@/%@%]6 %‘éfcss' mul at or

211 operates to praqv , such as a

addr ess 9" tdf?en%%nr}flefaé’fS %hléﬁ tﬁ@rb%?ﬁé@}%urt n??ﬁ‘?%%r“ﬁf@ydﬁf‘@iﬁ% a request
for an HPfaodtéss apyut Resperifie £116, dand it hiay Tewebé Revaaimgkeus] 5r e
request chihie-dnaead tloPr@éi@hes,ﬁLthoa@sg@@e@wdilfnfofmlsly&tsem has figtwor k

capabi | il e, bel a/e LAl oyl 09y 1oLE I kechahayique, and.palocal oL Ryaddr ess

may be provided to as an | nducenent e sanpfe 115 to
di spl ay ROk e Behdly 8T FR USBIFH Iwﬁfm'f]a%ﬁlliﬁl?av‘t% ervPFotifrefit in whi ch
t he sanphewr] hEnimetwgnk cvair dreenmdent e e Mot extidipradséerss ofie ffst em

I esour Ceisnadilk0EntObpest setddiat r&le tB@tresbiirdedChng @¥bst neb@rkexargeke, the

sanpl e %%?eg@ytge&geggogrgﬂf ormation about a specific file, and it may then
be advantageous for the environnent to respond with the requested

information as if the file
Figs. 3 and 4 illustrate the overall control flow during the

execution of the controller 200 and the replicator 201. In Fig. 3 the
sample 115 is first delivered to the controller 200 at step 301, which
then passes the sample 115 to the resource analyzer 203 at step 302. The
resource analyzer 203 determines which dynamic link libraries 114B are
accessed by the sample 115 at step 303, and compares the accessed dlls to
those in the worm resource profile 205 (step 304).

If the dll usage matches the worm resource profile 205, the methods
imported from these dlls are determined at step 305. If these methods
match those contained in the worm resource profile 205 (step 306), the
sample 115 is classified as a potential worm. If neither the dll usage or
the imported methods match the worm resource profile 205, as indicated by
a No indication at either of steps 304 and 306, the sample 115 1s passed
to the replicator 201, shown in Fig 4A, for replication and the subsequent

behaviour pattern determination.

Fig. 4 illustrates the flow of control through the replicator 201
(Fig 4A) and the behaviour pattern analyzer 204 (Fig 4B). After the

replication environment is initialized at step 401, the sample is sent to



exists, or to create the file before returning it to the sanple 115 as an

i nducenent for the sanple to display worm|li ke behaviour. That is, a known
non- net wowk 2eewitozanent can be nade to exhibit at | east PORAGE2N03/003112
rion-existent |ocal network-related re8ources and | ocal network-rel ated
objects to the program Figs. 3 and 4 illustrate the overall control flow
during the execution of the controller 200 and the replicator 201. In Fig.

3 the is,f.irst | jvered .to the,controller 200 .at, step 301,
whi ch ﬁt ﬁgﬁée%ééas%s?h %cgel S‘grﬁ)t%g J10%5‘_’1?% Jtshgx'ercélgg(gragesge a@%’er C%t:'fogt setnep 302.

The re®887%e tandlsy2ehaveos Bt i AAYART AV4diHiant® PRk TPBERAS 83Y 114B are

accessed@h@ympoesheo shrptwtid itattat dp4 3633 anppacenpatesethehaageessethald s to

E Eose i Anthe W@frﬁnbl’eﬁﬁﬂ!éﬁﬁ%xﬂlfﬂié;[ Iﬁes 205 (&8 Q@530&kitﬂécrfetﬂﬁadln$tdﬂ§gllgt|§ mat ches
evvorrsnlggo [ . | r ese s are

determ ne Zet Hgfgﬁpé%gak% ?ttgﬁ%esg ﬁ%%%%ggf%%?gﬁ)%ﬁ%gesec%{n% %?krl\?ev&oiuﬁ the worm

r esour c&2prIF PRAIYBST (0f e123b63S FRRSCTANhY EeRomhef LYo FRR SPPEPUEs a

pot ent i abnigerm 210 ahejtehef06t hed @itkemrgagat gitep W7 hporteld tiet hadstadt ch t he

WOr m 1 eSeUsIGE LB Bfibhe t808he astindi Cadtedrhly (warMaikdHetatiRR Sdrceibder of

st eps SQQS@%&gigqgfe Lo ﬁ&[ﬁ?ﬂi%ﬁbﬁo%ﬁqﬁ%??d to the replicator 201, shown

in Fig 4A r replication an e subsequent behavi our pattern

determ nation. Fig. 4 illustrates the flow of control through the
replicator 20f eitEey @A) clamdet He behavEoen apaltzedretasaby 20k @04h¢Fi g 4B).
After thetiviepl &akten vemte BEERAbut SiohMidrisakt 28dp atoeSt@Ra4Rd ,anl/her sanpl e

I's sent t}lg p\éth"g%4ggg1%%6%1 E%/@%gé?}{ag??&%%rogiltehfosr,eQﬂlé Cst%.hgf%gt 1 at step

402 and |s executed at ste 03. ntro en passes to 1avi our

pat t er nCaFEIY 287 2502 ROEFY4B) Y4 at ORI FesPa PP thdhgel® CoriHdieyHem at

st ep 40a¢ct &vdngonpares detdeteidiefarmgeswemn thoger 407,t bee werphchéh@vi our
profil ec20&heabr&tiapd 4dba wdrmt hyi@chiSion &t 6hal s Sawpheroklbudtsedecl ared to
be a potgofial, morm  otherw se the behaviour pattern analyzer 204 anal yzes
the activity reported by the behaviour nonitors 210 at step 406 and
attenpts at step 407 to match the reported sanple behaviour to the
activity pat ffee nethowdesdiled rdoavi Gur bpambediss) on |4 stmehtien tdedalibor m

behavi oneaiOf sl 208&hel diski thEr rbhamphangesnd @ hbnosysiemmanalkyiad at step
404 O!‘ tigt.eern@ﬁéil_i 'nt ¥t rtﬁgqgethggicQX”aE. kkﬁ:o??b@‘\élfowe ggl{{glteo{nsog%lamsil%p 406

cont ai ns any ot , , s .
suspected of having worm-like characteristics. The execution of the

computer program causes the computer 100, 200 to analyze computer system
resources required by the sample program 115 and, if the required
resources are not indicative of the sample program 115 having worm-like
characteristics, further execution of the computer program causes the
computer 100, 200, 201 to run the program in a controlled non-network
environment while monitoring and logging accesses to system resources to
determine the behaviour of the program in the non-network environment.
The further execution of the computer program may cause the computer to
simulate the appearance of a network to the sample program, without

emulating the operation of the network.

Note that foregoing description implies that only if the system
resource requirements of the sample do not indicate a potential worm
(static determination), that the replicator 201 is operated (dynamic
determination). In the presently preferred embodiment this is the case,
as the static determination process is typically much less computationally
expensive than the dynamic determination process, and will typically
execute much faster. However, it is also possible to execute both
processes or subsystems when a potential worm is indicated by the first,

with the second process or subsystem serving to verify the result of the



the patterns listed in the worm behavi our profile 208, the sanple is
classified as a potential worm otherwi se the sanple 115 is classified as
not bei ngwea 2mwarn26bf cl assified as a worm at step 407, Prohe/GRngp/®@3lL25A can
be provided to a wormreplication and &hal ysis systemfor further
characterization. The method descri bed above can be enbodi ed on a conputer
readabl e medium such as the disk 110, for inplementing a nethod for the

aut omat i cdet @Erg}lrl%gﬂ R Pthtngf lﬁo%gg o%r al rofclalsg _(I)J];1 the sanple program

115 suspect aving o act'erSTiCs: "&xécution of the
conput e PHEGY-EnT T AGSEL °t P te BAtEe ﬁt@@)lc?@‘é deeahal dprerEigRpiter system
r esour c ®§ofrefgr r exichytteheamawphel yshogreantd theanem-1L fkd hetuwmquf reed

resour C@ﬁrﬁi’cﬁtlaﬁtsatnﬁm aasj w& ehe tgléeeﬁa%trmheoﬂorfgm@ﬂbgaléveayésmgtwlgm| ke

charact gglstic lu - +&sNEL 50N r Lam causes the
conput er 100 §t i Eﬁ&e%oggr(egﬁ p%f)&;g Eh|Ctnn§1 con FP M e)(ijl non- %’ntav\b?k

envi r om%ﬁ‘fe%ﬁﬁf’l J§ ABHi Lot g g?l‘lelai%g@lpﬁﬁt%%é%ssé‘%%% toy8e efrFekider ces to
det er m rekHagheimvroigm bé swheclprrograames pindheheeampbt wor &k wenwirieanent . The
furt her vexecuti wimofihBeleBIpUE & REOYhAMIY. cause the conputer to

simul ate the appearance of a network to the sanple program without

emul ati ng the operation of the network. Note that foregoing description

i npl i es t hat 28nf3F PPEChaPYRet BRR SPBRULLR FBqEIMIEABHE e HraCResafpFierdo not
i ndi cat é°n et arrtial daksrmnatsemtexecdetdebyimrabior) andllyabr t406 (@plsi¢atdr 201
i s oper aheeruly @by i rdRh@ityl Bl 08y} .thkNajhe: PrRs et pekacsrdqenpodi ment

this ispbh& 688%accdS L Statif determnation process is typically nuch
| ess conputationally expensive than the dynam ¢ determ nation process, and

will typically execute nuch faster. However, it is also possible to
execute both processes or subsystens when a potential wormis indicated by
the first, wth the second process or subsystem serving to verify the
result of the WD 2004/ 010269 PCT/ GB2003/003112 10 first. It should be
further noted that in sone cases it may not be desirable to require that
both the static and dynam c determ nation processes reach the sane
conclusion as to the wormlike nature of a particular sanple 115, as the
generation of false negative results mght occur. It is thus presently
preferred that one of the static or dynamic processes is relied onto
declare a particular sanple to be wormli ke,



enabling the systemto swtch to processing the sanple as a potenti al
virus if wormlike behaviour is not indicated. As was noted above, the
sanpl e 11Wocaw/tywocal |y be processed faster for the stramiGB2e/@sr2znati on
executed by resource anal yzer 203 (outside of the emulated environnent)
than for the dynam c determ nati on executed by behaviour pattern anal yzer
204. WO 2004/ 010269 PCT/ GB2003/003112 11 CLAIM5S 1. A nethod for the
automati c determ nation of potenti al l&ax%r m | i ke behavi our of a program
conprising: determ ning a behavioural™profile of the programin an
environment that does not enulate the operation of a network; conparing

t he determ ned belrawethrdaopridki he-cagainsttamproficneor ipddewakiwe of

wor m | i ke rRetiasi Qdtari &nd oRr 9\ AL ARG, aBodAdL 6at.i on of potentially wormlike
behavi our bas eg on _.the eﬁul.t of theﬁélgng rison. 2. A nmethod as in claim
1, where the BeRAVI"O0T &t PFrofioredt &Xotefer miMePIRF= a8t Sr AT NG WHSEE syst em
r esour cedagr el FBEL AN Hhre opprasdeamt 8. nekwaekhod as in claim 1, where

t he behavi our@hppriati tiee idsteiehed MHened ddyaTlekor M bagindaal HSysiem resour ces

are ref eniechdi9e W LibEn- 1RO BADY s & ; At hod as in claim 1, where the
determ nati on Of-éi?le vi oyr al Il e conprises; executin he program

2 beha Pprofil p %%}
in at |east ofhie KnownhoRohet wor KieROFFEnfrent Yortisi-hy PehrmAsnesed et hod
for exarfi™fi FRFUE herfe il reomReitscand  det ermi ni ng what changes, if any, have
occurred in the environnent; and recording any determ ned changes as said

behavi oural pr of I lxemetda As Nt Bpéjlma@, 'vﬁllegé Gl geha%@&x%.lt B@ofliﬂgvﬂ
non- net V&%E:kr senyir oggeenrtmhgg an tabsl Isi;'%%/ to\%pgear to exhlg,l{}i)t N
net wor k-1 65 ated . Capabi T EHes " gt =X ASTESSF FE BT ESMY&r E2° i n response
to the p¥egtd@m seeking to determne if the environment has network
capabilities, providing a network address to the program as an i nducenent
for the program tondirsel ay MoEMRik ke Rebavin@QUfehavioural profile is

determined by determining what system resources are referred to by the

program.

4. A method as in claim 1, where the determination of the
behavioural profile comprises:

executing the program in at least one known non-network environment,

using an automated method for examining the environment and
determining what changes, if any, have occurred in the environment; and

recording any determined changes as said behavioural profile.

5. A method as in claim 4, where the known non-network
environment has an ability to appear to exhibit network-related

capabilities.

6. A method as in claim 5 where, in response to the program
seeking to determine if the environment has network capabilities,
providing a network address to the program as an inducement for the

program to display worm-like behaviour.

7. A method as in claim 4, where the known non-network
environment exhibits at least one of non-existent local network-related

resources and local network-related objects to the program.

8. A method as in claim 4 where, in response to the program
seeking to determine information about a file, responding as if the file

exists as an inducement for the program to display worm-like behaviour.



7. A nethod as in claim4, where the known non-network environment
exhibits at |east one of non-existent |ocal network-related resources and
| ocal networke4mbmved objects to the program 8. A net hedTaB20e8/mBH2M 4
where, in response to the program seeking to determ ne information about a
file, responding as if the file exists as an inducenent for the programto
di splay worm i ke behavi our. WO 2004/010269 PCT/ GB2003/003112 12 9. A

met hod as in gl ai j e to the program .seeking to
determ ne j nfggr rra?p} g‘ﬁ a oet'jflts %rpflﬁflgn?gg%eeétgi n?tn trﬁepoﬂgfgc 5 %r;_’é:ogre urning the
file to SREW 69rHheae nen TP FRTREHENEPI G atﬁgepr‘b‘iftaéhﬁlq Shediidpl RRFORBr m i ke
behavi owetugng Aclrretthoel tas the pchbaiam ds wheimjucemenrte $portde pgtée Hor ogr am
seeki ng diepTat esm-Neke dbbtBdd-Oon about an el ectronic mail program
returning the information to the programas an i nducenent for the program
to display wormlike behaviour. 11. A nmethod as in claim4 where, in
response to tifle profPiifid 88eki AP0 dAER ni e T RFROGF AL bRe #BBEaMan
el ect r orfiegkitgi Fo adeeninehdokormat Enuplpiutgat vé ectf @i matdidnptayrathie program as
an i nduceseriinbothd ARfMAGE &Meot thelpSqray AWEAY {ddBeheRaydOdhe pkdgré Met hod
as in clai ﬂs]p’laWWrﬁ-ﬁl‘%ie%Qia%QQr.t he behavioural profile of the program

e

i ncl udes exercising t programin a plurality of ways. 13. A nethod as in
claim1l1, where determning the behavioural profile of the program

conpri ses detlér m nitngedhodyaarincclainks [vihbrar ynuseepenseoftot thiee pragram 14. A
nmet hod asekihgChaidsrdimithergrdeberdn abng bhelbebadieurah adield rorf the
program conpr.i ses determning the identities of methods inported by the
progr amrreF%lam 57 aR{PrmEEi oAt A OgE /S it UCe R rfeT dettePRI%PRY t he
behavi ouwadisppapfudra-Dfket hehgatiogr.am conpri ses determ ni ng what resources
are requested by the program 16. A nethod as in claim15, where said

resources conprise at.. |.east, one .of dynamc link lLibraries for network
access, net _hggs i%p%? g °f .rlélmci‘i}f‘faﬁ %’?‘Ff?‘lIéeF?B?lélﬁF%st?_‘Fh%‘?sha?’hﬂf@ te a
possi bl é”fafltlérrﬁ? e rEIancinséviempeeneaping ahd ripasdt dnl & pRurdlgicar ¢s and
met hods wepsgli cati ng an

13. A method as in claim 1, where determining the behavioural
profile of the program comprises determining a dynamic link library usage

of the program.

14. A method as in claim 1, where determining the behavioural
profile of the program comprises determining the identities of methods

imported by the program from a library.

15. A method as in claim 1, where determining the behavioural
profile of the program comprises determining what resources are reguested

by the program.

16. A method as in claim 15, where said resources comprise at
least one of dynamic link libraries for network access, methods imported
from dynamic link libraries that indicate a possible attempt to send
electronic mail, and dymamic link libraries and methods indicating an

automation of an electronic mail program.

17. A method as in claim 1, where determining the behavioural
profile of the program comprises determining if system resources reguested
by the program match certain predetermined system resources and, if so,
executing the program in a controlled environment, determining if system

changes made during execution of the program match certain predetermined



automation of an electronic mail program 17. A nethod as in claim1l, where
determ ning the behavioural profile of the program conprises determ ning

i f systemvpesouriems requested by the program nmat ch cer PaTrGRoed®sa2nM ned
systemresources and, if so, executimg the programin a controlled
environment, determning if system changes made during execution of the
program match certain predeterm ned WO 2004/ 010269 PCT/ GB2003/003112 13
system e Qﬂgz 1 f.s decl aring the programto be a possible worm

and if %g?%gndg?erm n%lgndq ?f Sé?ét‘fllevﬁ?? Te¥ r g% rtad §°gbepf’1 o%?sprlngi%.wéjw our

moni t or 2Hatch elr CaFfrpréR térItABHE et FRted Rind, PHopr b PelreioNEi ng t he

pr ogr anmpol tye patbs setlaén wpredetkBingdd dat aviphiecessl Nf sy stderigoinpr tisd ng at

| east opeo&RRPLS &e kOfossEXRCWEING a Sstored program for making an automatic
determ nation of potentially wormlike behaviour of a program conprising:
means for determning a behavioural profile of the programin an

envi ronment tAat GoBItnBFOwTHi N VP SPEITAELYN 26 128 Sheto FREPYREENEST or
conpar i rRgetiréndet etoretedrdmhavicaunatingr af isueomgdicnédteanirstcasebipr of i | e

i ndi cat byeer®fa WBF RokhKe kb ehavi- Rk ; o AR PEARS, fQpP{QWLdi Ng an indication of
potential l'y wormlLke;hehavi,our, ,based on the.result,of the comparison. 19.
A conput er. progr am product conpr Lsing Inst PUgtiong" Whr -C%en e¥ecut ed on
a data PPBCEEETHyY tEyStRRT v W@llat‘hot%-ev‘éﬂeélaﬂ‘él FEndAPtEedriage  devi ce,
causes sai d sgztelrt ccogparingotite deprtioed ashetigiuned prpfdry agdimgkains 1 to

17. stored profile indicative of worm-like behaviour; and
means for providing an indication of potentially worm-like behaviour

based on the result of the comparison.

19. A computer program product comprising instructions which, when
executed on a data processing system having a non-volatile memory storage
device, causes saild system to carry out a method as claimed in any of
claims 1 to 17.



