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the transacted good or service who incurs the loss due to the unpaid transaction, and takes
measures to blacklist the fraudulent user.

[0004] Blacklisting a fraudulent user typically requires a period of time due to the nature of
credit-based transactions e.g. it has to be confirmed that the user is not paying for the
transaction before the user is blacklisted. As such, a fraudulent user may be able to perform
several fraudulent transactions before being blacklisted. Furthermore, many providers of credit-
based financial products and merchants of goods and services typically offer a variety of
products that enable, allow and/or support credit-based payments. Even in the event that a
fraudulent user is blacklisted from utilising a particular credit-based financial instrument of a
provider and/or blacklisted from purchasing a particular product or service of a merchant, the
fraudulent user may in some cases still be able to perform credit-based transactions utilising
other credit-based financial instruments of the provider for which the user is not blacklisted,
and/or to purchase products or services of the merchant for which the user is not blacklisted.

[0005] Therefore, there is a need to ameliorate one or more of the above problems.

Summary

[0006] According to a first aspect of the present disclosure, there is provided a method, by a
processor, for managing a transaction initiated by a user, the transaction being initiated by a
transaction request, the method comprising: determining if the user is authorized to proceed
with the transaction based on a transaction data included in the transaction request and user
information, the transaction data representing at least one of a product, and a category of the
product, the user information representing a type of transaction the user is allowed to transact;
and proceeding with the transaction in response to the determination if the user is authorized to
proceed with the transaction; wherein the step of determining if the user is authorized to
proceed with the transaction further comprises: retrieving historical transaction data relating to
the user; comparing the retrieved historical transaction data and the transaction data to
determine if the user is authorized to proceed with the transaction; determining a credit risk level
of the user, the credit risk level indicating an amount that the user is allowed to transact, and
determining if the user is authorized to proceed with the transaction based on a transaction
amount included in the transaction request and the credit risk level of the user, the transaction
amount representing an amount of the product; and when it is determined that the user is not
authorized to proceed with the transaction, the method further comprising: updating the user
information to indicate a type of transaction that the user is not allowed to transact, the type of
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transaction having an amount that is higher than or equal to the transaction amount.

[0007] According to a second aspect of the present disclosure, there is provided a server for
managing a transaction initiated by a user, the transaction being initiated by a transaction
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request, the server comprising: at least one processor; and at least one memory including
computer program code; the at least one memory and the computer program code configured
to, with the at least one processor, cause the server at least to: determine if the user is
authorized to proceed with the transaction based on a transaction data included in the
transaction request and user information, the transaction data representing at least one of a
product, and a category of the product, the user information representing a type of transaction
the user is allowed to transact; and proceed with the transaction in response to the
determination if the user is authorized to proceed with the transaction; wherein the at least one
memory and the computer program code is further configured with the at least one processor to:
when determining if the user is authorized to proceed with the transaction, retrieve historical
transaction data relating to the user; compare the retrieved historical transaction data and the
transaction data to determine if the user is authorized to proceed with the transaction; determine
a credit risk level of the user, the credit risk level indicating an amount that the user is allowed to
transact, and determine if the user is authorized to proceed with the transaction based on a
transaction amount included in the transaction request and the credit risk level of the user, the
transaction amount representing an amount of the product; and when it is determined that the
user is not authorized to proceed with the transaction, update the user information to indicate a
type of transaction that the user is not allowed to transact, the type of transaction having an
amount that is higher than or equal to the transaction amount.

Brief Description of the Drawings

[0008] Embodiments and implementations are provided by way of example only, and will be
better understood and readily apparent to one of ordinary skill in the art from the following

written description, read in conjunction with the drawings, in which:

[0009] Fig. 1 is a block diagram of a system for managing a transaction in accordance with an
aspect of the present disclosure;

[0010] Fig. 2 is a flow chart diagram of a method of managing a transaction request by the
transaction processing server in the system of Fig. 1;
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[0011] Fig. 3 shows a flow chart diagram of a sub-process in relation to historical transaction
data in the method of Fig. 2;

[0012] Fig. 4 shows a flow chart diagram of a sub-process in relation to credit risk limit in the
method of Fig. 2;
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CLAIMS:

1. A method, by a processor, for managing a transaction initiated by a user, the transaction
being initiated by a transaction request, the method comprising:

determining if the user is authorized to proceed with the transaction based on a
transaction data included in the transaction request and user information, the
transaction data representing at least one of a product, and a category of the
product, the user information representing a type of transaction the user is
allowed to transact; and
proceeding with the transaction in response to the determination if the user is
authorized to proceed with the transaction;
wherein the step of determining if the user is authorized to proceed with the
transaction further comprises:

retrieving historical transaction data relating to the user;

comparing the retrieved historical transaction data and the transaction
data to determine if the user is authorized to proceed with the transaction;

determining a credit risk level of the user, the credit risk level indicating an
amount that the user is allowed to transact, and

determining if the user is authorized to proceed with the transaction
based on a transaction amount included in the transaction request and the credit
risk level of the user, the transaction amount representing an amount of the
product; and

when it is determined that the user is not authorized to proceed with the
transaction, the method further comprising:

updating the user information to indicate a type of transaction that the
user is not allowed to transact, the type of transaction having an amount that is
higher than or equal to the transaction amount.

2. The method according to claim 1, when it is determined that the user is authorized to
proceed with the transaction based on the transaction amount,
wherein the method further comprises:
determining if the user is authorized to proceed with settling the transaction over
a period of time based on the transaction amount included in the transaction request and
the credit risk level of the user.

3. The method according to claim 2, when it is determined that the user is authorized to
proceed with settling the transaction over a period of time, further comprising:
receiving, from a user device, a payment request indicating a plurality of
payments over the period of time, the payment request including a payment amount to
be paid for each of the plurality of payments; and
determining if the user is authorized to proceed with the payment request based
on the user information.

4. The method according to claim 3, when it is determined that the user is authorized to
proceed with the payment request based on the user information, further comprising:
monitoring the plurality of payments over the period of time.

5. The method according to claim 4, further comprising:
determining if the plurality of payments was made timely.
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The method according to claim 5, further comprising:
cancelling the transaction in response to a result of the determination if the
plurality of payments was made timely.

The method according to claim 6, further comprising:
sending a payment response, to the user device, querying if the user would want
to change at least the payment amount indicated in the payment request.

A server for managing a transaction initiated by a user, the transaction being initiated by
a transaction request, the server comprising:

at least one processor; and

at least one memory including computer program code;

the at least one memory and the computer program code configured to, with the
at least one processor, cause the server at least to:

determine if the user is authorized to proceed with the transaction based on a
transaction data included in the transaction request and user information, the transaction
data representing at least one of a product, and a category of the product, the user
information representing a type of transaction the user is allowed to transact; and

proceed with the transaction in response to the determination if the user is
authorized to proceed with the transaction;

wherein the at least one memory and the computer program code is further
configured with the at least one processor to:

when determining if the user is authorized to proceed with the transaction,
retrieve historical transaction data relating to the user;

compare the retrieved historical transaction data and the transaction data to
determine if the user is authorized to proceed with the transaction;

determine a credit risk level of the user, the credit risk level indicating an amount
that the user is allowed to transact, and

determine if the user is authorized to proceed with the transaction based on a
transaction amount included in the transaction request and the credit risk level of the
user, the transaction amount representing an amount of the product; and

when it is determined that the user is not authorized to proceed with the
transaction, update the user information to indicate a type of transaction that the user is
not allowed to transact, the type of transaction having an amount that is higher than or
equal to the transaction amount.

The server according to claim 8, wherein the at least one memory and the computer
program code is further configured with the at least one processor to:

when it is determined that the user is authorized to proceed with the transaction
based on the transaction amount, determine if the user is authorized to proceed with
settling the transaction over a period of time based on the transaction amount included
in the transaction request and the credit risk level of the user.

The server according to claim 9, wherein the at least one memory and the computer
program code is further configured with the at least one processor to:

when it is determined that the user is authorized to proceed with settling the
transaction over a period of time, receive, from a user device, a payment request
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indicating a plurality of payments over the period of time, the payment request including
a payment amount to be paid for each of the plurality of payments; and

determine if the user is authorized to proceed with the payment request based on
the user information.

The server according to claim 10, wherein the at least one memory and the computer
program code is further configured with the at least one processor to:

when it is determined that the user is authorized to proceed with the payment
request based on the user information, monitor the plurality of payments over the period
of time.

The server according to claim 11, wherein the at least one memory and the computer
program code is further configured with the at least one processor to:
determine if the plurality of payments was made timely.

The server according to claim 12, wherein the at least one memory and the computer
program code is further configured with the at least one processor to:

cancel the transaction in response to a result of the determination if the plurality
of payments was made timely.

The server according to claim 13, wherein the at least one memory and the computer
program code is further configured with the at least one processor to:

send a payment response, to the user device, querying if the user would want to
change at least the payment amount indicated in the payment request.





