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[0004] The current methods of providing “personalized” digital video content can utilize
techniques like overlays created with the Adobe Flash family of products. Instead of inserting
the personalized data into the video content stream on a frame-by-frame basis, the content
provider converts the underlying video stream into a Flash application with specialized software,
often using dedicated server hardware to execute the conversion. In addition, content files in
protocols such as Flash sometimes require specific plug-ins in order to be played back.
Availability of these plug-ins for a specific type of device might be limited.

[0005] In light of the above, it would be desirous to develop a system and method that can
provide a fully-integrated stream of digital video content and personalized information such that
a user can receive the digital video and the personalized information in one content-viewing
experience. It would also be desirous to develop a system and method allowing for the

distribution of a single video content stream containing personalized information for many users
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the personalized data and the requested video content. The combining includes replacing one or

more frames of the requested video content with the personalized data to generate personalized
video content.

[0009] In another aspect, there is a computer program product for personalizing video content.
The computer program product includes instructions operable to cause a data processing
apparatus to receive a request for digital video content. The request includes authentication data
associated with a user of a client device. Personalized data to be inserted into the requested
video content is generated by the data processing apparatus. The personalized data and the
requested video content are combined by the data processing apparatus. The combining includes
replacing one or more frames of the requested video content with the personalized data to
generate personalized video content.

[0010] In another aspect, there is a computerized method for displaying personalized video

content. A personalized video content stream is received by a digital media player. The
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[0014] In some examples, any of the aspects can include one or more of the following features.
The personalized data does not have to contain any video or audio associated with the requested
video content. The personalized data can be unrelated to the requested video content.

[0015] The personalized data can be encrypted prior to combination with the requested video
content. A portion of the personalized data can be associated with each of a plurality of different
users. The portion of personalized data associated with a single user of the client device can be
extracted by the client device. The portion of personalized data can be decrypted for display on
the client device. The decrypting can be based on the authentication data associated with the

single user.
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associated with the media player. The personalized data can be displayed to the user outside of
the boundaries of an area displaying the video content stream. The personalized data can be
displayed in a pop-up window that is separate from the media player. The personalized data can

be displayed in a fly-out window associated with the media player.

BRIEF DESCRIPTION OF THE DRAWINGS
[0020] FIG. 1 is a block diagram of an exemplary system for inserting personalized information
into digital content.
[0021] FIG. 2 is a flow diagram of an exemplary method for inserting personalized information
into digital content.
[0022] FIG. 3 is a diagram of exemplary frame extraction and insertion for inserting
personalized information into digital content.
[0023] FIG. 4 is a depiction of a media player for display of personalized video content on a
client device.
[0024] FIG. 5 is a flow diagram of a method for displaying the personalized video content to the
user via a media player
[0025] FIG. 6 is a block diagram of a system for inserting personalized information of a plurality
of different users into digital content.
[0026] FIG. 7 is a flow diagram for inserting personalized information of a plurality of different

users into digital content.

DETAILED DESCRIPTION

[0027] In general overview, the techniques described below includes methods and apparatuses
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[0029] The client computing device 102 is the hardware that displays the personalized video
content to a user. Example computing devices take on many forms, including but not limited to
a personal computer, a standalone video player, a home video game console, a portable video
game system, a personal digital assistant (PDA), an internet appliance, a digital video recorder
(DVR), a smart phone, a set-top box, or the like. The client computing device 102 includes
network-interface components to enable the user to connect to a communications network 104,
such as the Internet. The computing device 102 also includes digital content viewing and
playback plug-ins or standalone software to enable the user to view both digital content (e.g.,
video and audio) and personalized information received over the communications network 104.
The digital content playback software can be customized to play back only personalized video
content received from the server computing device 106. Alternatively, the digital video content
playback software can play back many different forms of content; such examples include
Microsoft® Windows Media® Player, Adobe® Flash® Player, QuickTime® from Apple®
Computer, Inc., or other similar applications.

[0030] The server computing device 106 communicates with the client computing device 102
via a communications network, e.g., communications network 104. The server computing
device 106 receives requests for personalized video content from the client computing device
102. The server computing device 106 can generate a personalized video content stream for
transmission to and playback on the client computing device 102.

[0031] The communications network 104 channels communications from the client computing
device 102 to the server computing device 106 and back. The network 104 may be a local
network, such as a LAN, or a wide area network, such as the Internet or the World Wide Web.
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102. Th device 106 can generate a personalized video

cont ent %gi%é a%QQ%};‘ﬁEJﬁ{SE% ssion to and playback on the client conputing
devi ce 1@B3] T{lﬂO@qu seTyee 140 Mmstn ivislae icoment fert wee by the servdranopwbingedvignilfat i ons
fromthe,client co Cenl r e Gend 06 and
back . Tﬁ%herqet %erﬁer%%puﬂg ggy & F06 9 %61(/% & u(?s? Sfﬁlﬁ%ldgcg Qgtﬂﬁ&%ng e \Mn e area
net wor k computingalevitd1£02, tlteesewert 106rcat Mawtblud qulwéﬁé vidéd contéit pa @SZ*]lde'DWerleat a
source ol ds. persona d nf Qromtion r client
conput | rl{gg&’e%‘insfé““ %Pef@wsh e(f?i VA t”r?t Sit:r Sarrr%u? b%xéﬁgo E&téntt]?ﬂjgaﬁe%gfﬁr\%y 5
request fém@is. Vrhdeidecﬂmﬁteeﬂctanfbeamntd’letra‘am él?hb veia(rpmtemgardlm/d pre-rac@@i,ed'smaser ver
106 can regri e,'nfornatio fro t he gcel ertva ?gﬁ 1ﬁthat
user f ot PR ekl OiCH‘EtB“ttCF‘l‘e B3Rt 79 6(5‘ \}l d% PUCEHPERIIUSE YESM A t'hdugh one
dat a soubgentt&Bbd 1sng,shﬁwr¢omteﬁtere OBty eintid kdlévdien ;dagtamscbmwmmmptehehesyst em
100. The data source 108 need not be, a co u“c@%% ge host dat,.abase

appl i catvidsnsontent 1y Husekraunpitied amalepy videg QE xideq po ?ﬁﬁxé'?pfef ﬂ]@: © Y%

source 10 emala BRIGsORIMBINIGET iHoW, hiofikn biotss RebEaSt, ndSio-vedwdldl ethernsihiilhe
devi ces, or other devices which can transnmt data di rectléthto the server

106 as tcRmfentdakhg video contericen de ap ﬁdYﬁ“I*Fé?‘e’eMﬁﬁp Resgmmepcialy gf A RIPRQINEE can
be a datg,fhed, §o%éeéx¥ﬁgle§ rtm&{é‘)r doRidt @R RRBY if hdlan@M bohSSssAi fehtoslshert and
make the requisite data available for retrieval by the server 106. In still
ot her exalyiPEG2 arHdPBGth dtametvelgghe gidgo contpiitGan gxisk i eecur;fe@ﬁeﬁgn%ra% abase
applica . o server 110 hosts video content for use by

t he ser&)Irér)p%&a%%&%ﬁggsmg‘bé|O\Léde:g§06 When the server conputing device 106

recei veq0084; E{udsis affhwv diagtero of emexamipldry eethon dorghseeting zphipferagties 102,
t he server 106 o at t rver
110 o dondafuofal DR Gt ol iraAE 14 R B A H A B0 AR
can takefrom v adliemtt gonphitifgp device T2easvooiteal wihtacuser. c The berver 106 xegievet (204  The
vi deo conten reco treamor cli The video pf can
be shor tpe’fSB?aﬁr‘iz‘i‘g‘r‘ilfoeﬁ‘fmo‘f{oebe mﬁ\er{egd&(’ n‘ﬁl & M %:ﬁg)md%rg oF gr%vdla e%ghl%ognt ent
can be 1108gTheOsdives Q06 818S retriieves (204) thbieghasteai videb &ontehtefiing thenn@ocsgwamml n some

exanpl es, the video nt e is.a user-syhmtted a |
podcast . IhefetEeHRE steng ﬁi‘)f’@bﬂbe REFArS B(Bar@g‘ﬁtoeﬂ‘ta"iyg%ﬂpﬁg? %%‘é"irgﬁ%lns?'é ?/l si on
show, Nye}sohlRéchbiBatioNRGaRd digial Sideo Yoria tcpgenetawersananzbcamde@wneant by The

vi deo content can be an advertlsenent (e.g rcial) .or gther

pr onot i dARlRCiREREIDAnE of WO%%“@ﬁrﬁﬂe%@m?‘HéN ithi H?ésﬁn BRt g‘lﬁ‘?rm@%{?f’ e }iessteweh a

st andar d o QAN RAShR(2R6)hE pesenafitiani@ Wkt 18 (R ciMRE afiputif Weviewtdoviet y, the
vi deo content can eX|st ina custom zed and/ or proprietary conpression

pr ot ocolplayped3athempd 2 is a flow di agram of an exenpl ary nethod for
inserting personalized information into digital content. The server
conputing device 106 receives (202) a request for video content froma
client conputing device 102 associated with a user. The server 106
retrieves (204) personalized information to be inserted into the video
content fromone or nore data sources 108. The server 106 also retrieves
(204) the requested video content fromthe video server 110. The retrieving
steps 204 can be perforned |n paraIIeI or |n any order The server 106

- v " o o o .. .



7 [0035] In sone exanples, the request sent fromthe client conputing

devi ce 102 can include authentication data associated with the user and in
ot her exawpl2es,/011d18 aut henti cati on data can be recei vedprbefusc@oon29%iter the
request for the vi deo content. The aufhentication data can conprise a

user na 0 I f 0 rt}ﬁﬁf | Ahel

certifi (mt?’gfjlﬁl szi)sse %Xg gfeE tﬂg ?drltlgsr?@éllhn% %gtrtﬂecglg ent z‘al léggg% %ﬂ&ag‘en(t: |u?ey t he
user. Aamut]erftxeatroediaamsﬂmatmmnh thd ushoargihn other mqlplels,ethf; awtimnkichtion dete parr bt e t wo
or nore of.t uth tlcatlon es_ | iy £ he
user. Tﬁgegg$€ ?refb RS rﬁ%‘eesttfﬁrt aut %en(tnte gtl oenauct‘aﬁhca lon%a !ea(riilm%%l et her

to retriugdteanfg bé?s@\ﬂa{d! ﬁdfsﬂ)nalriﬂﬂmﬁaitioﬁ mufbér (PHND, dngml cemifidate.fpassaiodeyvabthby pes
and quantl on orrratl on ieve. |In one exanple, the
server P54 g& ?"B‘égt Cg é&‘ﬂﬂ R eAagfg%gFfL Ei ‘tﬁfﬂf’tﬁ ?lﬂ@“glf Pehn rte%ree‘éi ce 102
t 0 ensur@uldidtorpdifte U6 lor VY oh e adtheMEatidroddi @pﬁﬁtnsam&imazteﬁi tel Rleptify Ithe

anot her exanple, the user may decline tqQ su ut hentl tion data as part
of the r“é‘iﬁurerg e saryen 10830t uset e @g}et}té‘ia“‘i‘béo ﬁaé) ﬂStFmt‘E‘f T gyetrieve

per sonalybzehlibdd SRt f@Nthel ef, @Al 1$%Bdwh5tegﬂ§8ﬁ6ﬁh fquadity ioflgrrsemizent back
to the user I n other exanpl es, the server 106 nmay determ ne_that .the user

can be ARfPYRANEN ERFSHEVEO 1bANG CXAMIG dhetesves UG sn Wata\?aﬁe?‘% CROki #3504 ces

(e.g., Qﬂfhathé OEnE Bevi 81020k AsiHk Baf BleSis hasOfccélat@hRl RBMISed @ndid n one
or nore data sources. The server 106 could then insert personalized

i nf or marhoherreaamplentbeluser oy dpding thyieply epthgaticatianoipte ssepagrof dn raaussle st s,
wher eas afft %rseHI% 8W%§n@tu1tet}?e% I Qwﬂggnﬂé&fﬂ ifbinfi¥en aﬂ@ lﬁﬁéaﬁegené-% full

access {0 al ava| ta sources recelve a much broader range of
per sonalunmedifiehyidenennienhback GOBS pser. nlnsﬁlmlé exanzisl ths serverd 06 aray aletenpige thah

receive e Jsgd %%E t%n’tltcéttgt'ie & c%%??n% 1@<Ere1];: f%L’élB.Bfe d%g%oﬁggs (gggﬂgt?]s&ﬁc@

char act eri Sti ¢ asdoc] e Vi eo content t he
request lasydérar disdrete watsenofalar cdememafmundmi czmbearandrt: defa sowrcest HEre Senfse&ﬁﬁed

indiciat identjfies cter stl e he,server
106 can CS‘E\ﬁdﬁeé’t DT BEEYH %e?i i )?Pa é?r‘ila‘ie S gf”mttﬁg Sr‘}g §e g?%%tsglg eSI il %a?ader to
determ ruentehe Wﬁb@éa&@h@h&r&t&d:rﬁwho?é]ﬁtﬂﬁﬂﬂﬁé@@h dith alldoves thasertzm 166 Gdlacicess scalbe
(e.qg., n subject matter of _the video) .or acteristic can be
nore nar¥ ?)‘{/?/E]G@atj Sou‘Jgﬁé‘&aryfrF%e“ﬁé‘rIg‘H‘rkn‘ rQSeT ARy 2 Pg§o%§@daﬁgﬂn?ﬂr‘i’8 vi deo). For
exanpl e,[0036P I SfnesShe: ?le‘dl tH€ GerC@ N6 thn FRRYivE @ Rafualt! fyr dHaCtssent ﬁeﬂanet clghock
mar ket trends or the

atest .corp oratg rrglnrgersd Upon recei vi ng{ lequest
and/ or 182 apd JetRgninga chargsieritic @siPrigied velinte Yidep CoRERt oln\JOFE TP %rt 410,
the ser \f@t{ue&(ﬁﬁd/&aﬂﬂe JRILS ESHHR chlRtlude £ Ray 3¢ bkl Ghbedd&f indibR thdt dRAtiGRRReENt i S
its financial subject matter. |n another exanple, the server 106 can

utilize chpaderstic.edbgHit Pewmplesctiaiseiyeis] Mccan sandreba sprech arifest BuRSEREdEe of t he

Vi deo coii8RbntBtdn GRIF I iR ithecRRIRARID. MHeNBardtERicican bEbRAA il&opd
Fidelity Corporation. As a result, the server 106 can determ ne that a

char act de-gsginte ofsubjret matigeef thovidenor the characteristie FasirbeaRorENEY (88 PERIB7] | n
SOMe ex t)r?ssor &{ﬁ?p %E :ﬁﬁx?w&%ﬂféaﬂd &3€ ﬁo?%x{l)n‘q]?ﬁtfhf:'rg eSbR ﬁfé& Qbhtedt! fay O

retriev ersona ornatl on t asso ate wth the user and
rel at ed gemerallyedlmqssrtawestp@ct m@rkctrtresdﬁm thmlftestnerpoatemptgers tUpen seeeiving tho 6

could retri Lrent
2011/ 01 TEFEREHD ied}"&fﬂg%’%s%t %%egrcgﬁﬁe@n@‘%%%“%% Rer 41 Jhs servey H06
i denti f ioaﬁtﬁetemmlm‘th&l alhhiatiyrigie of tiehddeacbetentds 1t£ﬁnn‘nclahmb)mtltaattemoht awotheand t he
server's 10 determ natjon th t he r,equest. ol ds shares of..one or
o e datble e sy s en e, Mol SSRUHAE Rl SR B Rl 2e® Phe
server 1dfp&idit 6f thetidee ¢entént agd edticlude tiiak @lpeBor troths aided WresaunrimpoyFidadity t he
user based on.a video ¢content characteristic¢c of general investnent advice
and t he CEpaaions Asgereeils esPiaR | rfat fsieriing hah PR ETistio of e BIPLCQue
Fi del i t Vs ioweson@ntRelity.
[0037] In some examples, the server 106 can use the identified characteristic to retrieve
personalized information that is both associated with the user and related to the characteristic in

some way. For example, the server 106 could retrieve a current stock quote of Fidelity



[0038] In other exanples, the server 106 does not need to identify a
characteristic of the video content or associate an identified

char act erwetzoti/aidil t he personalized informati on. The vipdeaseanieye2 and t he
personal i zed i nformati on do not have 80 contain any simlarity in subject
matt er ny. ¢ 1Sk . . =e, :

retri evgog%F%lggtr?F S%(C:1 roggﬁz{ Qeg%e‘r?é lt% Ir5 é%\eggg%hg;rl] Bﬁli:?t@ (ﬁ)tgf 5 %Jc;t(rﬁaltscl eﬁﬁirgeoaf%r @%bt he

dat a souwontent bkBtheperver £t datampimatiorethaetht rdquestiag uear dintds elpiresoefeonefor soreat i onal

net wor k _sj f.com 039] Jl.n.determnin t 0 | ] .

't or maERSHS A AR LT PR EREAGLHE. Hher XBERC neRENEPIR offterricye

det er m aaedeht pdiefolits @inshamn Spmafyi fod tlenysepbassd oalai déeh ¢anfent phetracgmistic of
preferences. .In sone exanples, the ferences gan.,be specifi in .the
request SPEEALIRYEHMERIAAVICH gﬁg &eesﬁ’iverc% %‘ﬁ?ﬁ?{&“‘&@% @’@P bty él,serg}as e ﬁg"# 8 f‘%l%he nces
can be pafelityGhvestmén®l profile stored in a data source 108 and retrieved by
t he server. 106 when a vi deo con request is receivyed fraom that .

part i cullwsh@e‘?therlﬁé?m@?%ﬁ&ﬂ grve ﬁ]@] gE‘%FG &P ?ﬁ‘étbbl?' N\ﬁﬁg“’t r‘ﬁ‘rcé)ffgli’eeﬂg@ t hat
he al waysn¥anh Ssdobiae iabrtifiedl ch@fkiterRad kviGRO PatbodaBl NG iR, Mhe BatESt S
any video content. Thereafter, when the server 106 receives a .video content

request cprethanhie pasenalizedisfosmaten dopys hevgrio coman any _ém}i]é’f‘ﬁ’ 18 dﬁleECé meger

cont al n!opgn% RehePlcRiBGENGE. AR hQAMLEHR RiRr D86 DK GethiBIOR TBENOBreld card
generating the personalized video content. k0040] | n sone exanpl es, the
user pr ¢Rnsaetiongdistpmdbuthe veerrframy shet dagrespurse 0B upPhERCRIYIE rRetegucstof @ redsBt user
(e.g., Xapelols j i interests, etc.) and associated with a

speci fi g&g%tgio?gg%tg@al{eh%?ggﬁ%ny Investnents.). The entity can be the sane
entity f0030] ti determinmgwhattepesiof @ersenmtizeshinforpaioncteaptplees fromeahe dan sewsed d hol d
a Fideli t f o . f 0 W

i nfor mtlp%nt@eségre I&Iilﬁg%ta ﬁe&%%:‘{g%’ﬁﬁ Qﬂﬁ %&gt}ﬁgﬁﬁgﬁﬁpkﬁ?&?wggﬁege{ryf%lrng?ﬂ e can
i ncl ude preférencemt incomé examildsi thd ppfarencesa@nbe egecified n ths redquest resrivagpfrem tha edi t
card conpani es, banks i al.. networkin bsi [ I,ces, .efc. The
user pr gﬁ?qt §°@glhtmign%|v{?8ggﬁ’n?rc}%ﬁ{e’:f%erlnceesn él\rl%dg aElilgfts%lelgeu (%Arﬁle;gtéyefjnlﬁ%rdr?g i on
retrieveourfs 008 andtretiioedd gndlé cervextoérwizh addde @oatenceguesiizaecesed fpmothal e can

be configurable by the user.via a network application (e.qg., a b page).

The. s BN AR e Bl asFBrlefeBte Bt Pty Bl BT s

of Vi degisc@mfetinbank FREouBK BaTce , wheh theUsilests @ty Gided Gohtantt OTHursaftEt, deten tthe

account page, and he could see that his Fidelity accouglt%i S assogiaaéa%g wth
s e

two cr edFVSICHIOHECqYes § VIdnepnfcgt raqiest G Ba'eusghdNHIfEYS oo (RS it ).
The userggedh o8 coMidih@p tRe PicterttRE ran® r@ifitvecChit ®alafsd Mifsinatifie ird p&ietatidig Alie
personalized informatron so that only information WO

2011/ 01 PEEFPERATROFONOA2922 9 associated with the credit card for his own
use app q@dﬁ]nm'k%&er&atﬁﬁgé} ARtiRerir R0 cAOREEML varibBOGds Al fBimakibe reiREd@Ithel 06
retrieves the requested video content and the pérsonalized information, the
server 198 (gendicmperaphitre finarcssnialeresisdeto) god agsopinienhwikya seesificceiy 6@ or
more fran Igital, wi | ; ' L @ppat i on.
A S e R e

i nserti rgapge.sbneder eadd holfl erhideliomuiual fondiaqgoend] anddhe wset profilroere]d @atwr al |y,
traditiqnal videg ' t ' p. i :

1 anes 0ol AR ERSAN, AR SRt BUEHIQPRERLE SHHE ot AELELNARRSH
unconpr gssaethirflypanyg squradsisadh @y for tekaenple anlitesskecbnipanias i bagksa socédl getmiothimg t o
identify and elimnate ny..of the dundant. dat a between [fr .

resul ting 8%%?‘?93?5588'“?6%6 e ?SﬁreW’@ &l C’|ﬁ1u(§1(‘fai "gftgn%a%gﬁggieﬁdcbyﬁ g%gseﬁémfr ane.
For exanmbeuatioh @etMNEd Ro OifRees Snd/or prtomeic ddta ys@ses. NTha-wsadgdfifer canelse
(I-frame), predictjve-coded frames (P-franes), . and .

bi di r ect@’&ﬁ%‘ﬁ&’&-%’r%ﬁl?ﬁ P’\?é—‘%‘?ﬁ‘ggg?ﬂlé?fé‘? (8- £ rghese)- R Hsehcomidiog DA er or
ot her dejplfe hisQL&H prefle BB caRAMIBSERAerY iofl @ldes O8Mtail Foi Banplayies usapules the
reverse algorithmto restore each frane ta subst@ﬁti ally the sane as the

cor r espdeinig hiskidglity aconn naggiad hegonldssee Hipt hig &idelify; achount [srgsestates; Wit ar

techni qUEs cfedf cBis 85 Unk Rorafs Wil thelah@ ofid B AB WifeMRBY. I 'R us@oblaQVRridure FI G
3. At tine one, the server 106 has retrieved the personalized information

and at Ihimuser Frofe 9 oestrist then display 9E Pewenalirese ifarmatiahso dhat oafy Tfgmatipn
server 106 can determ ne one or nore video content franmes 320 to renove
fromthe video content stream In some exanples, the server 106 can
determ ne which video franes to renove based on considerations such as, for
exanpl e, inpact to the overall video quality, continuity of the video
content, buffering capacity, or other simlar considerations. In other
exanpl es, the video stream 310 may have pre-assigned franes that can be
extracted or 'enpty' frames in which the server 106 can insert the

o o o A - " o o o A N~ o o



[ 0045] In sone exanples, the server 106 can al so encrypt the personalized
information either before or after converting the information into franes
340 and iweentiingeishe franes 340 into the video cont ent PeTrsam88022 Due to
the sensitive nature of sone types of9personal i zed data such as financi al

records, the known ti to the
per sonaﬁfs?gﬁte?m%ﬁ}?aﬁdg lgd:;blia}gg A PEPEEh 4 %l%lerﬁa Séeﬁ‘m% fb%e?jl} pur posef ul |y
i nter cepaos1] Réert fenservért ¢0b reteiedes cthatleqm%teannddso @anuantaammme tpersbﬂnaétzed

personal.ized, data contaiped t i Th eryer SQ use th
aut hent i”'tfz a0, &Eet ?ereéggg\ggE?raf tﬁ? PW&O%EE Y ieopcgp entogy fql?gacﬁﬁto “8her §/ept i on
t echni qf@fes dihtBe dikitNides emwitmg titeperoRaliko@ infamatic eilge3 iswediggan $pe efl vi deo

content and subse uentl pt 2011/.011615PCT/ US201 é042 % 10 t he
cont ent SkSPIYr §“%¥ é??ﬂ@’ Wém#?webpgﬁamﬁst ﬁﬁ?? N ARkt i on
to the yggént. [ 0046] I n some enbodi nents, as part of the receipt and display
of video content, the server, 106 can c¢reate an individualized SeSSIO (or

"t unnel '[804BLEeReEly; tieaditiona] n¥ided) CORPESHRN ARSAPIAVGSH PV Wine1 . CRRsFRt n@ t he

sessi on i hg PRI @R h#80stiehAg0 uGRIN BRdel SipliftB W] ﬁﬁc@ﬁpreﬁéémﬁtahﬂs sefiser 106
to the client 102 in a stream ng fashion, and the server 106 can

dynani card thenctommirssadrhy ysing s slgornithanitoddensity sadeligrinasamany idhe eduidsnidata he
user coyld LeRmast Tﬂe%éﬁltﬁfg%%f'es%%ﬁ{e% fdn Makhrid 4 a{‘ﬁﬁ!&'ﬁé‘ by Ja@t8rap@t wor K.

The server rgg can recelive the request, retrieve the video content, and
insert per sompld thsdMBEG2 easepuesdion grotesnh uses dffargeded frames drisane)-csedigitise st ock
the user &e'dr a?ffgg kfyfrg ; n]%?in%@tfo\égﬂ . %rgﬁitg\%rl:otci&ﬁﬂﬁﬂést@tﬂ)ﬁneg?rﬁl%ﬂaal h&gd video
content tO i ent conputing de Vi Ce creating a session. During

pl aybac Lplayér oxhehm dbeze gowiventthe omepressed hides taddns, horplayeneprblicn thehesverseer ' s
account rta| n rice).
The_ ser P05 e Sl FabP ' nAS AR Be S ORG it ARt T 0P
personaltcbme]ﬂa}dtaéeontmto t he video content whi I e the user is watching the

cont ent ri.ce al reac nt ¢ uti,ng de 1 t he
Govi ce. 10993F S sBhiies Brrbrest KGRI HE s SRR A RBaR NI 28E ¢ he

al ert t Ginfehshe Uh€bervdrn 06 haefetrixadibl @srsoraligedia i tichGad @o lehst aQToml’qntoftﬂhEe user

for confi rmat(f' %86 bef ore di spjelzyl t he ert. If the user indicat efsﬁnéhat he

does notedraft Q/FoB{Ent peramy ErvEiPetan ASETMIBE P8 RHMETh LB i ng

t he newgrahRadbo REfenYe BRMSHB Mided RAnteit Bedra! i18 Romd Rearsied) tieieeved 06 can
dynam cal | y changi ng personalized information during playback qof the video

cont ent JptgEningwhigh yidae HameyP rgneyibated§n Gpustdsraaresueh is if‘ﬁﬁf‘? CHHPRHE user,

creat i NGy ERieyilk& e fuality2R6ntind e e fHe \ngovédﬂ&ﬂt RARLERY cIOBL e Bter sik@@A7] 1 n
ot her exanples, the server 106 can check the size and integrity of the data

frames 3awidsrationd Inthst examplisdibe visse sEssm %&Orré@fﬁassmre wsxigpgst Eangpstthat £3t egrity

technig i Mhdferébagihell tid@lation.m t he
check. %834‘513%% o }f‘grag{eE glp‘?ﬁé&ﬁ})lﬁ%émgb?rewﬁlg&g aeblgﬁrr 400 ef or dlaslpl ay of

per sonal[0dh Ouedbe sarvmtl@h hasorymaved the ittentféad video( rrg:S 32014t Eme te H??LFFiVﬂ’g
device X&) casveﬁlzelﬂ,b;aﬁ?{ogmeg A8 fRn PR aHE! 910 4 ARG LordpR! beall on

desi gne or conpat persona zed video ¢C e nedi a
pl ayer 4ﬂ@gratnd: it ees dadia eordpressgmngretatol cingd plhsay the §amd0240 aintic pocatitrmck thont rol s

such as a ay/ pause tt.on 40 4b, a vol une control
404c, aﬁ'bdeg ?’ﬁ?{gsfﬁm cat‘%hrereﬂgi %f%o?'ﬁ léll|€{/e e‘;}?eg'f"avé )ack controls 404). The
medi a pl[eoAs] Ind&headxamplenctheld@serpldp-dan alsb reayptahe perd@liacidinformbtyonoeithes ndow
area 40 r ef abI hi dden from vi.ew_ when e video ¢ ent ayback

begi ns. % f %b %‘3 gﬁd’f‘ff(’gﬂ%%)mt? fames éidqaé‘ﬂdfl%?ftg‘gftﬁ%%F?T?Fe?%gééﬁozﬁepI ayer
400 can v&ieﬁ Qor¥ént istéalniziad Du-Eh@tHa@a‘rsltﬂeMtﬂMsé(ﬁ@typéﬂ OfF-pRisbnalizedidita 40Bas and/ or

t he pop-up wi ndow can be used to dis t he personalized informat] as
descri bdtangpl gecordse thegrervar (10 spb@pply %@%é‘] tiog tpchniguey {R,hgi eGP saﬁ%cp a

net hod fl%mﬁiitl%i? s Habg pExIQ@n 1520 %ﬁ@érﬂeﬁ@}doﬁ/ﬁlﬁﬁ%eﬁﬂ?thﬁél’éeﬁt@th% h!ﬁn:uﬁi&éd Video a

nmedi a pl ayer, %; nmedi a pl ayer 400. Once the server 106 has generat ed the
content cannof gain access to the personalized data contained therein. The server 106 can also
use the authentication data received from the user as part of the data encryption techniques. The

client computing device 102 can receive the encrypted video content and subsequently decrypt



WO 2011/ 011615PCT/ US2010/ 042922 11 personalized video content, the server
106 transmts (502) the video content to a client conputing device 102
associ at esowntinitdie requesti ng user. The client device POZ/use&iploazss2t he
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frame camabgidkiteahayed ek@nmé]ehamelr caaliteqleatogdeotdoptefitraaseiatadtvatt dnancibl er . | f
the type of franme is assom@%ted with the personal 'tﬁed i nf or t| on, the

medi a  pPEYBREtWORs. ekter SSEYeE 106 £7y) recige Hisrts étk refeye; the SRR CPYR f?riﬁlrﬁnfeﬁte frane

and st ong3odaligedl data% 1h%’He\i/sl"he%dﬁde@lﬁﬁrg:@n@@ﬁéscﬁhcfs@Etobl&ﬂledlvérlcﬂgermya}ﬁ\bﬁck of
the video content. I n sonme_exanpl es, the nedja player gﬁﬁ' L@gel ves

t he per Jbpsgryeddgo \??’flj@@ls@é}ﬁ% Aersqnabizedrvieo saRtgRtto das qlicat cpmpulipg ypt ed
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based o i 0 B L@ HtS ebRd

per f ornme Qg@l CQJI§%€6&W§Q l?eﬂflgéfaé?l% @gdﬂ%e% {: n&[}&ﬂlgﬁ%ﬁ%&ﬁ%ﬂ(a aut h aenttl cati oen0 of the
user. F@onte)t avine ehe us¢rds W@tdhlag ﬁile&y@tﬁnmﬁdleedw nuise algrir¢rchasiteeglicatrompatiemt i al s
received f.r o/p,t t t he
client e\/llcecft;82 @g dé\?@é’ 1aor2 trf&%ﬁ%%f%&gag %épl%?vg #Qiﬁglg ni ag{gtsew?irsblg%lsqg? £lé§g;rrpl es,

t he nmeditie meay én ottﬁf) emmple;sedue@vicb hié2uweld prompt theiuser &ontdeefimiagian ibefere
credential s bef or e back of.. the vi.de [ 0S. t er
exanpl ed pfawggﬁtbe JP p&é FereuBgicagh gy ehcg’ﬁ%?(ga il %Oﬁ\g%g%ral%p t%ogr?hjﬁrm c621t i ng
W t h t hevoaRl soatingeprocidingGhe hew<e besaﬁlmdmdsrpzersonﬁmd informadorauffho técheitjioof of t he

user to view the requested conte The, ne y 0 can ¢

b1y bac K BIEAHN hadis pusTa i nRoR A e Al RSt VS apr ERLRE s

and/ or  dewnpé bPproditling e-tp-aiie Gifedmiazied tothel 6@r, eemntiens mose weful sutiarssfing .
Alternatively, the nedia player 400 can |imt or cancel display of only the
personal"?dféélor}t?ﬁtﬁ}l‘ﬁ?ﬁ’?‘?cﬁn i f authentication and/or decryption is not

successfigl4r) ﬁﬂ@ihémsaamﬂége el seFveP] (YA CHecRthel i avill chRepriz g Of meuatstﬁramm4q 0051]
When the nedi a &éa yer 400 beg msﬁyl ayback of the persaonalized vi

cont ent placerbinig the yidep spripnt steane 43Q.i Examnls dafg dnfegrity terhniqied &8OWD it Fllartdl spl ay

area 402, THe B3R! MR uSRNb Bt HRcR! ayback control s 404 to affect the
di splay or ot ﬁer characteristics of the video (e.g., volune). Wen the

vi deo chSbFEfs 4 is mdeniesion of amedistplayer 4dprdisplasel P@i%@'f’é“?"r BAT 498teBER ni ng,

t t.
[0052] BhET ey oY Sbacleof Rang dafiE 1R, Th el 08 e e ol so

di spl ay sofireare Wgplizariol/ @ sigtisPCTonysAbilit/ Wilpte ;pemgnahzed video content. The media

player 400 includes a video content display area 402, and playback controls such as a play/pause

button 404a, a scrubber bar 404b, a volume control 404c, and a time indicator 404d (collectively
playback controls 404). The media player 400 also includes pop-in window area 406 and a fly-
out window area 408, preferably hidden from view when the video content playback begins. A
pop-up window (not shown) that is separate from the media player 400 can also be included.
The pop-in window 406, fly-out window 408, and/or the pop-up window can be used to display
the personalized information, as described in greater detail below.

[0049] FIG. 5 is a flow diagram of a method for displaying the personalized video content to the

user via a media player, e.g., media player 400. Once the server 106 has generated the



personal i zed i nformati on. The nedia player 400 can use the pop-in w ndow
406 to display a portion of the personalized information within the
boundar i esoabitthes18i deo content di spl ay area 402. | n somreTaxsanmploed?2 t he
pop-in wi ndow can corrpl etely obstructllt he user's view of the video content.
Inother exa |.es. |nW|nd n a 0 p
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t he popybfceMoBAQYon ﬁl@%l@ﬁ’tpddvfée WoPY ODLr#{Eothe BaffEiehgt fro@es ke media Biyep40tased
on a specific tinme reference point_in the video cdlrlgtent For ex | e, the

medi a plaghwes £96) Berirames sif e pessonplized i icoRENt a9 SICIFERINGH the YRS, ~in
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i n a separisg @aybackddithe viddoecoatepop- up wi ndow The fly-out w ndow 408 can have

t he sa acteristics,as the 054
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For exanpihentickfR ofAnbiéR I&)?@xddgﬂé 1R rﬁ&ﬁbplayee 4botdh e |ad£ﬁélﬁlc@lion5dﬁﬁl’eﬁl$als n a
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conput i ng dev?@gs GOZaI%nS 604b rcormunl cate w tpﬁa@t he server deV| e 606. In

a case bride aukhentieetian icedensialschefare @iback| of dhe xideq gerHenideging I sl Piighce
data of g%%ﬁplgsr RRAQBNE KJ’PAS'er 50Y Sand@funtiSnd frRNRE by 88t BnibRn M%?fhe%e@@?a and

User B I'h an une ted formand displayed to each user in their
cor r es paladicn §06/fockeofiph &yeﬂ@tl@sardie@ldmﬂb@wnaﬁéhﬂeuse{ Bogey th wrquepted sorfertet hod

700 for "[lhg ?nge[iglpnagrfnpﬁoscgg @%ﬂcél@q a,bg{kocffr@et nje&)lféstggi yided Lél'{t&lt Hta)ﬂthglfl E)cq{u.f)ﬂc SRt

users into conte 0gging’in to Vi a
comuni a@éri and/onidedryptengpf, the mcm@liz,bﬂ 0/1de6 1o PETy 1SJ$20 1@#@4@9 2 AlteRativedy, sthfr ver

devi ce 60 s 602a. and 602 each pregse h. vi deo
content ™} (?Pag? ES\SM R lﬁb = é:gén d%aﬁ& gfc {ﬂﬁ % p érgoqlg@éfg cfh%{s} 602b
click t hathehtihtidnoandasudestypliciD &) ndtheacaesdap amcb norgintic 6G& playtack loé tlmevmlecr

conputln% devi ce 606. As described above, the server device 606 can
retri evéP9¥44he vi deo content froma video server (e.g., video server

110) ando6s1¢ \mﬁ siNaddiZ pidydrabo bé@ﬂid MYybhék 6 .the 1§dﬂ§dhelﬁﬁed s/mao eontaltdy videom a
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[0052] During playback of the video content, the media player 400 can also display the



[ 0057] The server device 606 transmts the sane personalized video content
stream 608 to each user 602a and 602b. In sone exanples, the users
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[ 0063] To provide for interaction wth a user, the above descri bed

techni ques can be inplenented on a conputer having a display device or a
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the personalized information.

[0058] The above-described systems and methods can be implemented in digital electronic
circuitry, in computer hardware, firmware, and/or software. The implementation can be as a
computer program product (i.e., a computer program tangibly embodied in a computer readable
storage medium). The implementation can, for example, be in a machine-readable storage device
and/or include a propagated signal, for execution by, or to control the operation of, data

processing apparatus. The implementation can, for example, be a programmable processor, a
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generating output. Method steps can also be performed by and an apparatus can be implemented
as special purpose logic circuitry. The circuitry can, for example, be a FPGA (field
programmable gate array), an ASIC (application-specific integrated circuit), a DSP (digital
signal processor), and/or any other discrete circuitry that is configured to implement the required
functions. Modules, subroutines, and software agents can refer to portions of the computer
program, the processor, the special circuitry, software, and/or hardware that implements that
functionality.
[0061] Processors suitable for the execution of a computer program include, by way of example,
both general and special purpose microprocessors, and any one or more processors of any kind
of digital computer. Generally, a processor receives instructions and data from a read-only
memory -or a random access memory or both. The essential elements of a computer are a
processor for executing instructions and one or more memory devices for storing instructions and
data. Generally, a computer can include, can be operatively coupled to receive data from and/or
transfer data to one or more mass storage devices for storing data (e.g., magnetic, magneto-
optical disks, or optical disks).
[0062] Data transmission and instructions can also occur over a communications network.
Computer readable mediums suitable for embodying computer program instructions and data
include all forms of non-volatile memory, including by way of example semiconductor memory
devices. The computer readable mediums can, for example, be EPROM, EEPROM, flash
memory devices, magnetic disks, internal hard disks, removable disks, magneto-optical disks,
CD-ROM, and/or DVD-ROM disks. The processor and the memory can be supplemented by,
and/or incorporated in special purpose logic circuitry.
[0063] To provide for interaction with a user, the above described techniques can be
implemented on a computer having a display device or a transmitting device. The display device
can be, for example, a cathode ray tube (CRT) and/or a liquid crystal display (LCD) monitor.
The interaction with a user can be, for example, a display of information to the user and a

keyboard and a pointing device (e.g., a mouse or a trackball) by which the user can provide input



What is clainmed is: 1. A conputerized nmethod for personalizing video

content conprising: receiving, by a conputing device, a request for digital
vi deo comwenii/ti@sr equest i ncludi ng aut henticati on dat Cagasocivatmd2 with a
user of a client device; generating, By the conputing device, personalized
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per sonal | zed data to ner at e alized t fhod of
cl ai m 1™heyser i eﬁ‘yttlﬂgn %gls%ﬂrgl ﬁegcg’aaﬁgtg& H%ualngeteggaglﬁ’t %l%&ltgr feed?bac}(ércg)?ct)%%audl 0
associ a‘f&dbd&()t npub Grometiel @Sdradn b0 el ntceivdd id by lfc&mhumtlmiingcdcausmn,l

wherein the p c{65(%natﬁl |zed data are unrelated to the requested video content.
4. The FRSCHbAYST tRqtils further conprising encrypting the personalized

dat a pr @64} PrCOmERt B@Jléeoﬁhd\/\ihk Rompetidgedivestan ivdlaiRp feroskample, a computer, a
computer with a browser device, a telephone, an IP phone, a mobile device (e.g., cellular phone,
personal digital assistant (PDA) device, smart phone, laptop computer, electronic mail device),
and/or other communication devices. The browser device includes, for example, a computer
(e.g., desktop computer, laptop computer) with a world wide web browser (e.g., Microsoft®
Internet Explorer® available from Microsoft Corporation, Mozilla® Firefox available from
Mozilla Corporation). The mobile computing device includes, for example, a Blackberry® or
iPhone®.

[0065] The web servers can be, for example, a computer with a server module (e.g., Microsoft®
Internet Information Services available from Microsoft Corporation, Apache Web Server
available from Apache Software Foundation, Apache Tomcat Web Server available from Apache
Software Foundation).

[0066] The above described techniques can be implemented in a distributed computing system
that includes a back-end component. The back-end component can, for example, be a data server,
a middleware component, and/or an application server. The above described techniques can be
implemented in a distributing computing system that includes a front-end component. The front-
end component can, for example, be a client computer having a graphical user interface, a Web
browser through which a user can interact with an example implementation, and/or other
graphical user interfaces for a transmitting device. The components of the system can be
interconnected by any form or medium of digital data communication (e.g., a communication
network).

[0067] The system can include clients and servers. A client and a server are generally remote
from each other and typically interact through a communication network. The relationship of
client and server arises by virtue of computer programs running on the respective computers and
having a client-server relationship to each other.

[0068] The above described communication networks can be implemented in a packet-based
network, a circuit-based network, and/or a combination of a packet-based network and a circuit-
based network. Packet-based networks can include, for example, the Internet, a carrier internet
protocol (IP) network (e.g., local area network (LAN), wide area network (WAN), campus area
network (CAN), metropolitan area network (MAN), home area network (HAN)), a private IP



5. The nethod of claim1, wherein a portion of the personalized data is
associated with each of a plurality of different users. 6. The method of
clai m 4, wonbheni@enpri sing: extracting, by the client @&eviuseiobkm2porti on
of personalized data associated with he user of the client device; and

decryptin he rti of .personal.i data.for. di.spl | I et
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characteristic, /genr e, . su_b_ ect matter, or any conbination thereof.
network), and/or other circuit-based networks.
[0069] Comprise, include, and/or plural forms of each are open ended and include the listed
parts and can include additional parts that are not listed. And/or is open ended and includes one
or more of the listed parts and combinations of the listed parts.
[0070] One skilled in the art will realize the invention may be embodied in other specific forms
without departing from the spirit or essential characteristics thereof. The foregoing embodiments
are therefore to be considered in all respects illustrative rather than limiting of the invention

described herein.



10. The method of claim1l, wherein the personalized data is based on a
financial portfolio of the user. 11. A conputerized systemfor
per sonal iwongimildds content, the system conprising: a CceCpiS2g/0em®e: ce
configured to: receive a request for digital video content, the request
i ncl udi ng authentication data assoccpiAgdswi th a user of a client device;
generate\ﬁersonal!%‘fed data to be inserted into the requested video content;
and conbi WNEA {48 8 onal i zed data and the requested video content by
repl aci ng oneAQobmp®eérszell rRBS fod bers gl vedbo cordan cangiismgt W th the
personal i zed data to generate personalized video content. 12. A
conput eri zed sy sdceivingOiy quempotigldevitd) g raquatefor gigitdl efdto cdnkemt, igséqaatconpri Si ng:
means for receiving a request for digital video content, the request
i ncl udi ng aut hent iisdtdigrutettiagesheasdoeidtedwitha aseusfar clieft davied;i ent  devi ce;
means for generating personalized data to be inserted into the requested
vi deo content; aedraegrby tHeaompaimgidavicey pdrfvealired daynwlbe escrtedanta tend t he
request ed video content by replacing one or nore frames of requested video
content with the peqsgehVideoednidatadt o generate personalized video content.
13. A conmputer program product, tangibly enbodied in a conputer readable
storage nedi um cohbinoghyuhegompnigngrdavice the dersenalized [datd iandjthi requasigd videms
operabl e to cause a data processing apparatus to:

content by replacing one or more frames of requested video content with the

personalized data to generate personalized video content.
2. The method of claim 1, wherein the personalized data do not contain any video or audio
associated with the requested video content.
3. The method of claim 1, wherein the personalized data are unrelated to the requested
video content.
4. The method of claim 1, further comprising encrypting the personalized data prior to
combination with the requested video content.
5. The method of claim 1, wherein a portion of the personalized data is associated with each
of a plurality of different users.
6. The method of claim 4, further comprising:
extracting, by the client device, the portion of personalized data associated with the
user of the client device; and
decrypting the portion of personalized data for display on the client device, the
decrypting based on the authentication data associated with the user.
7. The method of claim 1, further comprising authenticating the user of the client device

based on the authentication data.



19 receive a request for digital video content, the request including

aut hentication data associated with a user of a client device ; generate
per sonal iwedodatiasiso be inserted into the requested vi deeTasadieny2o2and
conbi ne the personalized data and thel8requested vi deo content by replacing
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share a common characteristic, genre, subject matter, or any combination thereof.
10. The method of claim 1, wherein the personalized data is based on a financial portfolio of
the user.
11. A computerized system for personalizing video content, the system comprising:
a computing device configured to:
receive a request for digital video content, the request including authentication data
associated with a user of a client device;
generate personalized data to be inserted into the requested video content; and
combine the personalized data and the requested video content by replacing one or
more frames of requested video content with the personalized data to generate
personalized video content.
12. A computerized system for personalizing video content, the system comprising:
means for receiving a request for digital video content, the request including
authentication data associated with a user of a client device;
means for generating personalized data to be inserted into the requested video content;
and
means for combining the personalized data and the requested video content by replacing
one or more frames of requested video content with the personalized data to generate
personalized video content.
13. A computer program product, tangibly embodied in a computer readable storage medium,

the computer program product including instructions operable to cause a data processing

apparatus to:



15. The method of claim 14, wherein the personalized data is displayed to
the user within the boundaries of an area displaying the video content
stream Mo 20h@imashod of claim 15, wherein the personalPCzas2datans
dlsEIayed in a pop-in w ndow associ at®d with the nedia player. 17. The

met hod of claim 14 mh [ S he user
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content conprising: a conputing device with a digital nedia player
configured to: personalized video content.
14. A computerized method for displaying personalized video content comprising:
receiving, by a digital media player, a personalized video content stream comprising
personalized data associated with a user that replaces one or more frames of
requested video content;
extracting, by the player, the personalized data from the one or more replaced frames
of the video content stream; and
displaying, by the player, the personalized data and the video content stream to a user.
15. The method of claim 14, wherein the personalized data is displayed to the user within the
boundaries of an area displaying the video content stream.
16. The method of claim 15, wherein the personalized data is displayed in a pop-in window
associated with the media player.
17. The method of claim 14, wherein the personalized data is displayed to the user outside of
the boundaries of an area displaying the video content stream.
18. The method of claim 17, wherein the personalized data is displayed in a fly-out window
associated with the media player.
19. The method of claim 17, wherein the personalized data is displayed in a separate pop-up
window associated with the media player

20. The method of claim 14, wherein the extracting comprises identifying one or more

frames of the video content stream containing the personalized data and decompressing,



receive, by the player, a personalized video content stream conprising
personal i zed data associated with a user that replaces one or nore franes
of requeswedou/deascontent; extract, by the player, theprpensenaloimerl dat a
fromthe one or nore replaced franmes 2f the video content streanm and
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to a user. - et1z systemtor dis ng personalized video
cont ent conpr){??l ng: neans for receiving, by a digital nedia player, a
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with a user. that replaces one or. nore franes r t yideo content;
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conprising personalized data associated with a user that replaces one or
nore frames of requSetENIdrOSOREH ent ;

extract, by the player, the personalized data from the one or more replaced frames
of the video content stream; and

display, by the player, the personalized data and the video content stream to a
user.

22. A computerized system for displaying personalized video content comprising:

means for receiving, by a digital media player, a personalized video content stream
comprising personalized data associated with a user that replaces one or more
frames of requested video content;

means for extracting, by the player, the personalized data from the one or more
replaced frames of the video content stream; and

means for displaying, by the player, the personalized data and the video content
stream to a user.

23. A computer program product, tangibly embodied in a computer readable storage medium,
the computer program product including instructions operable to cause a data processing
apparatus to:

receive, by the data processing apparatus, a personalized video content stream
comprising personalized data associated with a user that replaces one or more

frames of requested video content;



21 extract, by the data processing apparatus, the personalized data from
the one or nore replaced franmes of the video content stream and display,
by the dawe 2priomessi ng apparatus, the personalized dat apramascée/ovisdeo
content streamto a user. 21

extract, by the data processing apparatus, the personalized data from the one or more
replaced frames of the video content stream; and

display, by the data processing apparatus, the personalized data and the video content

stream to a user.



