
-3-S$!\V!C~ "ONI~OR!NG IN COMMUNICATION NETWORKS 

':'!lis invent:.:. on rel ates to :neans for monitoring of di gi. i:al 

commun.:.cat:i.on networks, in particular =onnections wi-::~i~ ~he 

network ~hich do not: ~ave a deter~1n1stic frame structure. 
- .. - .... is desira.ble i.n most, if _not all, communica~.:.on 

:iet:works, that: there should be some form of in~ser-;ice 

~~ni toring, so -::hat: :ail ure of a part of the network is· 

detected promptly and can be dealt with. There are many ~ays 

in which a failure may be detected and some·form of indicator 

is nor:nall y required. Digital communications systems used by 

net:work operators have an established practice in which a loss 

of signal detected by a piece of equipment in a path. and 

forming par"t of a network- causes the equi_pment to send a . -
special signal to indicate loss of signal in the downstream 

direction. This known form of special signal, the Alarm 

Indica-cion Signal, or AIS, is normally in the form of a 

continuous stream of digital II 1" s, The AIS could be in any 

other :orm defined· and recognised by the network in ques"t.:.on, 

but: digital "l"s have been found to be the most: convenient: to 

implemen"t. A key ::-ole of the AIS is to prevent mul t:i.ple 

alarms being =aised in downstream equipment. The AIS 

detection criteria can be set: at a threshold of a given number 

of continuous digital "l"s, or a given density of "l"s over 

a certain span of bits. The AIS may be set at a relatively 

high :.evel so that: the alarm is not triggered after only a 

3hort string of ls. 3ecause network performance is impor~an~ 

to both cus~omer and network operator, both the time and ~he 

number of incidents for which an AIS is triggered may be 

recorded. 

Communication paths are available at •.rarious bit =ates 

or =ates of data ~ransmission to suit the customer's 

requirements. At the high data rates there is somet:imes a 

deterministic frame structure. A deterministic frame 
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struc~ure is one in which a source sends a signal with a wel: 

defi~ed structure at ~~e binary level in t~e form of overhead 

?lus payload. At lower data rates, such as a 64Kbit/sec :here 

::ends to be no gener~c determinist~c :rame structure. 

' Structured' services usualli· take the form of a 

standardised path overhead (such as a periodic framing patter:i 

perhaps with a CRC-t:~{pe :unction ·..rhich can ::,e used :::o~ 

moni taring purposes) and a well defi~ed payload area for ::he, 

usually non-deterministic, customer traffic signal. An 

example of a structured signal is the G. 704/G. i06 ITU 

recommended frame structure for the 2048kbit/s network layer 

path signal. In this example the path overhead is defined in 

Timeslot O (which contains, amongst other functions, both a 

frame alignment signal and a CRC), and the payload ::he 

customer .can use is, in most cases, the remaining 31 Timeslots 

of the frame in some format (thus giving the cus'tomer a 

maximum aggregate 1984kbit/s payload channel). 

Many network operators offer services which take the form 

of giving the customer the whole bit rate of the digital pa'th 

.:.n question. For example, 

(where n = !,2,3 ... to some 

this could be a nx64kbit/s path 

limit perhaps) or a higher bit 

rate hierarchical network layer, such a 2048kbit/s or 

34368kbit/s path. This creates a problem for the network 

operator offering such a service because there is no generic 

frame structure requirement imposed on the signal at the 

binary level (either by the customer or the network operator) 

which can be used by the network operator to monitor the end­

to-end performance of the path at the binary level. In this 

specification such service offerings will be referred to as 

' unstructured' . 

A particular problem with unstructured services is that 

~he network operator :night not be quickly (if at all) aware 

of path failures. In some cases this information is first 

provided by the customer. 
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:n public :elecommunicai::ions networks systems ~here 

quali:y of service and =ontinuity of service are spec.:.f!ee =~ 
·:ery ::.:.gh levels, i. f ~ot guaranteed, an extra ;>a'=::. :::a:-. ~e 

provided for back-up purposes. ~his extra pat:h wil: ;enera~ly 
~ake a different :::-oui::e from :he primary pat:h t:o assist: 1:.: 

providing the level of service being s-upplied to the customer. 
More generally only one (traffic carrying) path «¥il: be 
provided on an end to end basis because the provis.:.on c: an 
additional end ~o end path would significantly !ncrease :he 
cost of the standard service. 

For reasons of economy, it is therefore desirable that 
capacity for a standard service in-service monitoring be 
derived purely from t·he pat;_h which carries the traff!c. · For 
instance, as mentioned above, it is known to use an Alarm 
Indication Signal (AIS), which is commonly~ signal .:omprising 
all "l" s. This particular all "l"s AIS is widely used (and 
defined in the international standards bodies such as t:he ITU) 
because for one reason it is easily implemented in pract:.:.ce 
in a wide range of ter~inal equipment. 

According t:o one aspect of the present invent:.:.on ;:here 
is ·provided a digital communications path having ::ieans for 
monitoring the path, the path having two ends, a first end 
receiving incoming traffic signals and connected to a 
scrambler device for scrambling said incoming traffic signals, 
a transmitter device for transmitting scrambled signals along 
the path, and a second end at which the transmitted signals 
are received from the first end, the second end being provided 
with monitoring means for detecting an Alarm Indication Signal 
in the transmitted signals and unscrambling means for 
unscrambling the transmitted signals. 

The -AIS may, for instance, comprise all "l"s, in a 
digital communications system. Embodiments of the present 
invention can then provide communication paths dedicated ;:~ 

the use of a specific customer wherein the customer's signal 
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:.s scrambled at the :.npu'C ~o the communications path and 

~nscrambled before being received by the customer's equi?men~ 

at: ~~e end of ";he path. :'his allows the customer os-::ensi!>l~· 

~o use an all "!"s signal !or his own purposes, such a signa: 

in practice being scrambled while carried by the path and 

~herefore not detectable as an AIS by the monitoring ~eans at 

~he receiving end of the path. 

According to another aspect of the present i::.vention 

there is provided a method of monitoring a digital 

communications path including means for receiving -:raffic 

signals to be transmitted along the path at a first end of the 

path, scrambling the traffic signals by use of a scrambler 

device, transmitting said scrambled traffic signals along the 

path, at a second end of the path monitoring the pat~ for an 

AIS in th~ scrambled ·t=affic signals, indicating the presence 

of an .&\IS in the event of an AIS being detected !.n the 

scrambled traffic signals, and unscrambling said =ecei ved 

traffic signals by means of an unscrambling device. 

!n an embodiment of this invention, a cus-comer' s data may 

be scrambled as it transits a NTU (Network Terminati::.g Unit) 

at a first end of the path and descrambled as it transits a 

second NTU at a second end of the path. The NTU is used to 

connect individual customers data to a telecommunications 

network. 

Many of the paths currently operating at any network 

level, for example n x o4kbi t/sec, 2048kbi t/sec, 8448 kbi t/sec 

and 34368kbit/sec and provided as a standard service, do not 

have a deterministic frame structure comprising payload and 

overhead. Embodiments of this invention could be used to 

provide performance monitoring functions for these paths. 

There are generally two types of network failure: a first 

is the 'hard' failure, where a true loss of a signal (a~ some 

network layer) occurs and for which AIS will persis~ in all 

downstream client layers until either automatic or manual 
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:es~oration is ef;ected; and a second is t~e soft' .::-= • ..... ,...a­--- - ,.. __ , 
~here a transient but ;ross disturbance cf a =e~wo:~ :aye: 

signal occurs and "=ha-c network layer .!.oses ;>at!': a.i.:.;:i:::::em::. 

In such a case both t~e af=ected network pat~ :ayer ~nd al: 

client pat:h layers go -=hrough a complex loss and .:-ecover::· of 

frame alignment until :lormal operat~on is resumed. :'he ~ey 

poin~ .to note here is that the network self-recovers ~ithout 

any form of intervention. 

The first type of failure is rather obvious and its 

implica-cions are easily understood. The second -=ype of 

failure is, however, more interesting and .:.ts implications 

need to be clearly understood to optimise the solution. 

The soft failure is usually a consequence of short: bu~ 

intense error bursts in networks (for e2Campl e, as small as 

lOµs at 1 4 0 Mbi t Is ) . ·A key facet of this effect, :. s t~at each 

client layer loses and recovers frame alignment due to 

corruption of the justification process, which either :.nserts 

an extra bit or deletes a traffic bit from -=!1.e client :ayer 

signal. This effect is known as an 'uncontrolled bit-slip'. 

Examining the effect of an uncontrolled bit-slip as it 

ripples through the successive client network layers shows a 

complex pattern of random error events (with a bit error 

density probability, pe = 0.5) intertwined with very short 

bursts of AIS. The AIS occurs due to the detection of loss 

of frame alignment at a given layer and persists unt:.l such 

time as the layer in question recovers frame alignment. 

It is generally accepted by the man skilled in the art 

of error performance that the above described soft failure 

phenomenon can be interpreted as ·giving rise to a SES - both 

at the network layer of origin and in all supported client 

network layers. In the case of a hard failure, AIS is usually 

a permanent state (unt~l manual or automatic restorat~on is 

effected) and hence SES events are easily measured. 
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One of the mos~ i~por~anc parameters ~o measure from 
perspec~~7e o! ~ot~ ~he network operator and t~e customer ~s 
~navailabili~y. T~e customer and network operator ~ight also 
:i.ave com:ractual performance agreements on ' Serv~ ce 
Availability•, such ~hat it is highly desirable that such a 
~easurement can be performed accurately in-service. 

A_path is usually defined ~o enter the Unavailable state 
(from the Available state) a'C ~he onset of a period of several 
consecutive Severely Errored Seconds (SES). Within the ITU 
Recommendations on error performance, namely G. 821 and G. 826, 
th±s is currently defined to be 10 consecutive SES. Exit of 
the Unavailable sta'Ce (to the Available state) is usually 
defined a'C the onset of a period of several consecutive non­
SES. Within the aforementioned ITU Recommendations this ~3 

currentlll- defined to be 10 consecutive non-SES. 
A further parameter- which has been found important to 

measure is ' Short-Breaks• (SB). A SB is defined in this 
patent as a number of consecutive SES which terminate before 
the threshold which defines ~he onset of Unavailability. A 
SB event terminates on the first non-SES. For example, and 
in consideration of the above discussion, a SB could be 
defined as a period of between say 3 and 9 consecutive SES. 
Moreover, such events could be measured as a single class, or 
they could be sub-divided into several class intervals, with 
che frequency of SB e~ents in each class interval measured. 

From the above it is clear that the SES (also defined in 
the above named !TU Recommendations) is the key primary 
parameter to measure . 

.According to a further embodiment of the present 
invention there is provided a network terminating unit (NTU) 
for use in a digital communi.cations path having means for 
receiving an incoming digital traffic signal, scrambler means 
for scrambling the traffic signal, and transmission means for 
transmitting the scrambled signal along a path. 

iFR\GHC\PATENTS\AZ4680 



.. 

=~order ~o i-mplemen~ a ne~work of the type desc~ibed ~-

~s possible to use a pair of NTUs, Nit:~ one connected ~o eac~ 

end of a digital path. 

: f the availability and er:.-or ;ierformance .:..:; to be 

:.-ecorded a method of measuring it needs to be devised. Since 

~he key measurements are Unavailabil~ty and Short Breaks, and 

since both are based upon the SES, ~his measure could be the 

occurence of the SES. Performance information can either 

be reported immediately to a ~et:work ~anagement cent::.-e as i~ 

occurs, or stored at the NTU where it is measured and then 

reported once say, every 24 hours, either in response to a 

polled request or by means of a known autodialling sys~em. 

Whether immediate or defe_rred reporting is requi=ed -.,.,ill 

depend upon the nature of the ~rnpairment ~nd the maintenance 

philosophy of the network operator. For example, it could be 

decided that all unavailability events are always immediately 

reported (and perhaps stored), whilst occasional SES events 

are generally stored and only =eported in response to polling 

from a network management system. 

The size of any scrambler:descrambler used w1l! affect 

network performance. If there ~s a disturbance at some poin~ 

then the greater the number of stages in the scrambler the 

greater the time taken for the disturbance to filter through 

the descrambler and the greater the time to settle back to 

normal operation after the disturbance. There are therefore 

distinct advantages in using a scrambler with a small number 

of st:ages. 

Using a scrambler with a small number of stages does lead 

to the risk that there is a possibility of the combination of 

incoming data for a particular state of ~he scrambler could 

generate a.sequence of digital "l"s of greater length than the 

threshold length n which is set ~o detect an AIS. In such 

circumstances the detection of the AIS would be false. In 

order to overcome this and prevent such an event occurring it 
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:.s p=oposed -::i incorpo=at:e an Adverse State Det:ect:or whic~ ca:i 

be ·.:.sed -:o ::iove t:he sc:amble: -:o a dif::erent state. :'he 

Adverse Stat:e Detect.:.on system checks the binary seque:ice 

input: into t:.he net:work by t:he NTU downst:ream of the sc=ambler. 

!f a persistent stream of digit:al "!."s is detected t:hen -:he 

adverse st:at:a detect:o: invokes a change of state of -:he 

scrambler. 3y use o: a scrambler with a relatively simple 

generat:or pol;tnomial, such as G(x) = x:+x+l, the scrambler can 

be implemem:ed in pract:ice .:.n only four stages. :'h=..s 

par-;:icular function, G ( x) I :.s an example of a primi t::. ·:e 

polynomial. 

The invention will now be described in detail wi t:l'l 

reference to t:he attached drawings in which: 

::'igure ! shows a general configuration of a single 

ne~work connection with facilities for in-service performance 

monitoring, and 

Figure 2 shows .an example of a self-synchronous 

scrambler/descrambler with an example of a type of adverse 

stat:e detection mechanism, and 

Figure 3 is a t:able showing an example of adverse state 

detect:ion on a scrambler/descrambler, 

Figure 1 shows a simple network in which the signal flow 

is described from left to right. (Similar considerations 

apply to signals flowing in the reverse direction). A piece 

of C~stomer Premises Equipment (CPE) 1 is connected via a pat:~ 

2 to a Network Terminat:ing Unit (NTU) 3. The signals are t:hen 

scrambled in a scrambler 4 and transmitted along a pat:h 5 of 

a serving net:work 6, before passing out at 7 to a second NTU 

8. At a second end of the path NTU 8, includes an AIS 

detect:or and measurement unit 9. The detector and measurement 

uni 't 9 detects the incoming signals and if an AI S, a 

continuous sequence of digital "l"s, is detected for longer 

than a prede~ermined period, an AIS is deemed to have been 

detect:ed. Any one second time period which has an AIS 
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=ond~~ion present_i~ ~~ ~3 also deemed to be a SES. :: no AI~ 

~s decected {~.e. :here ~snot a continuous sequence of" !"s 

~hich exceed a preset ~hreshold ~) then the signal :.s passed 

-::o a descrambler 10 where ~tis descrambled before passi~g oUi: 

of t~e NTU 8, along 11 co a second CPE 12. A similar process 

occurs for the signals c:ansm1ct~d-in the other direc~ion, 

i. e. ==-om righi: t:o :eft of -=he ~· .igure. This embod.!.I:ten~ 

enables a customer to use ~he f~ll bandwidth of the path wit~ 

a per=ormance monitoring func~ion but without the sxcra 

expense of providing additional bandwidth for the performance 

monitoring. 

Reporting performance data and/or specific events to the 

Network Management System )NMS) 14 may be, for example,· by a 

dial-up PSTN link (public switched telephone network), by dial 

up ISON (Integrated Services Digital Netwo~k) or by X25. Once 

.the reports have been received by the NMS 14 then appropriate 

action can be take~ 

On unstructured _digital paths 5, 6, 7 the customer can 

generate any binary sequence of ' ls' and 'Os' usually without 

restriction. Hence, ~f the customer signal can be prevented 

from generating a sequence of greater than say n consecutive 

binarz· ' ls' into the serving network 6 ( i. e. from trans mi tt:.ng 

NTU 3), and n is chosen optimally in respect of the foregoing 

discussion, then if a sequence of greater than n consecutive 

binary all ' ls' is detected at the receiving NTU 8 this can 

be attributed as sourced from within the serving network 

infrastructure 6 (i.e. a true AIS signal) and can be 

associated with a SES event occurring. 

A scrambler device 4 can be incorporated into the 

transmitting section of the NTU such that. it scrambles the 
-

customer data signal before it is sent onward into the serving 

network 6. The receiving section of the NTU would incorporate 

a corresponding descrambler device 10 to recover the received 

network signal at the distant end of the path 7 and convert 

!FR\GHC\ll~TENTS\AZ4680 ' '-:10.:lls.Sbe~~~~~cec(~ 

···•.· .. '.~f~l·llllll[llllll.1111,1111:11• ' 
. . .. .. ~ . . . .: ... ..,, 



- :o -

~:: =ack into the form or~ginally sent by the customer at the 

::=ans :::u. tti:ig end of ';he path. ':'his signal ·.1ould then be 

~el~~ered to the CPE 12 at the :eceiving end of the path !:. 
:'!le probabili. ty of t:ie s er ambler generati:ig a co:isecuti ·.r~ 

sequence of binary ' ls' is a ::unction of both the input 

:ustc=ier signal sequence and the state of the scrambler at an:· 

:;:oint .:.n time. This probability can, perhaps, be madi: 

arbi::=arily small by using a scrambler (and descrambler) wit~ 

~any stages. However, a large number of stages in the (self­

synch=onising) scrambler/descrambler equates with a 

prQport:ionately increased delay in regaining scrambler/ 

C.escrambler synchronisation (say due to error events) and 

::here could be increased cost implications. Moreover, the 

probability of the scrambler not generating a sequence of 

qreat:er than say n binary ' ls' cannot be reduced to zero in 

any case. 

One method of ensuring that the scrambler cannot generate 

a consecutive sequence of greater than n binary ' ls' is to use 

an adverse state detector mechanism within the design of the 

s cra:nbler 4. This mechanism checks the binary sequence sent 

~:ito ::he network 5, 6, 7 :rom the NTU 3, and ~f it detects a 

;:ersistent stream of all ' ls' 

of state of the scrambler 4. 

the descrambler 10 to correct 

the mechanism invokes a change 

A similar system can be used at 

for this aberration (though this 

=an =e omitted on cost grounds if required - the implications 

~f do~ng this are covered later). 

:'igure 2 is an example of a suitable scrambler. This 

scrambler operates a small number of stages. This is possible 

because a simple generator polynomial has been used. It is 

<Jf t:he form G(x) = xJ+x+l. This simple polynomial can be 

~mplemented in just four stages. The small number of stages 

~s advantageous in ensuring the descrambler regains 

syncb.=onisation in a short period - 4 clock periods for the 

example given - after the disturbing event ends . 
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~~e example ~dverse state detector shown consist:s c= a~ 
AND ga~e 20, ~hich logically summates -;:he outputs ==om ~~e 

~hree ~elay stages x, x~ and x; of ~he sc=ambler;desc=ambler. 

~he AND gate is assumed t:o be at :ogic state l when all =~=ee 

delay st:ages are at logic st:ate .i.. A summation device ~ 

-::ounts -;:he number of clock cycle'S chat -;:he outputs of :!:e 

three =elay stages stay at logic state 1. An excl usi ·.·e 0R 

gate, shown as ~ between delay stages x; and x: has -:he 

funct~on of inverting the value of the delay stage x·. Sc i: 
during operation of the scrambler all four delay stages are 

set at l, and the customer data input signal is also 1, then 

the out:put signal to the network will also be 1. '!'his 

prevails for so long as the customer signal remains at 1. · The 

summat:.on device will then count the number of clock cycles 

that delay stages x, xZ and x 3 remain at l. Whilst ~his 

remains below a preset threshold the output logic state of the 

summat:.on device remains at O. Once the threshold is reached 

the summation device o~tput is set to logic state l which, on 

the nex~ clock cycle, sets the value in delay stage x! to C. 

The ac~ion of =eaching threshold causes the summation dev:.ce 

t:o reset its count and output stages. With complimem:ary 

adverse state mechanisms at both scrambler and descrambler, 

the aberation is corrected at the descrambler. An example of 

this scrambler and the particular sequence of operation is 

given :.n Figure 3. 

At cycle n+4 it can be seen than the scrambler; 

descrambler delay stages are all set to ' 0' . If, at this 

point, the customer data became a persistent sequence of 

consecutive ' Os' then the NTU output to the network would also 

become a sequence of ' Os' for as long as the customer sequence 

of consec.uti•1e 'Os' persisted. This cer"t:ainly does :i.ot 

present a problem for the invention as claimed, nor should i. t 

be a ?roblem for the network, assuming that all network 
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~=ansrnission systems encountered ~ave been designed to cope 

Ni~~ ~~~s, i.e. there are no spec~=~l or ~iming issues. 

~:~!'laugh not proved here, i~ :an easily be shown ~~a~ 

Nhatever initial state che scrambler and the descra~bler are 

in (e.g. both different), they both ~ecome synchronised (i.e. 

have -:!'le same state) under error-free conditions after a 

maximum of 4 clock cycles in the example given - or !:'lore 

generally, after a number of clock cycles equal to the number 

of delay stages in the scrambler/descrambler. This is indeed 

how the self-synchronous scrambler;descrambler recovers after 

any period of gross disturbance, such as a l~rge error burst 

or a break in transmission. 

It should be noted that any single transmission error 

gets ~ultiplied by the number of feedback taps of the 

descrambler. In most cases this will be 3 as in the example 

given above. Hence, one could argue that G(x) should also be 

a primitive polynomial of the least :iumber of terms. However, 

since most error events are bursty in nature this point is 

perhaps academic, and the simple '~ultiply by the number of 

feedback taps' rule no longer holds. Indeed, a prec!.se 

analysis requires an exact knowledge of both the error burst 

characteristic and the state of all elements in the system. 

It is possible to remove the adverse state detection 

mechanism at the descrambler (it must remain at the 

scrambler}. With the example type of adverse state detector 

shown ~n Figure 2 (i.e. inversion of the last delay stage 

only), ~his leads ~o only a single binary error at the 

descrambler for each operation of the adverse state detector 

at the scrambling end. The removal of the adverse state 

detector at the descrambler will be examined again.later from 

a consideration of ~he need for t=ansparent transmission of 

-~IS to ::he customer. 

The bounds on ~he adverse state detector threshold and 

its relationship with AI S are considered below. Before any 
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bounds can be d-et:ermined for each network layer .:.s 

impor~ant to understand how AIS man~:ests itself in net:wor~s. 

which in turn requires an understanding of how ~he 

scrambler /descrambler ·,yill behave ;.inder such :iet:·...:ork 

aberrations and what the effects are on the original signal. 

In turn, this requires a consideration of the parameters 

associated with AIS events since this is the key to 

determining what: performance measurements are possible. 

The way in which AIS manifests itself has already =een 

discussed previously, where it was ~ot:ed that 'soft failures· 

can result from error events in server network layers, and 

that an uncontrolled bit-slip can propagate through the cl!ent: 

network layers. 

The implications of an uncom:rolled bit-slip for an 

unstructured signal with bit rates at or_ above the pr~::nary 

network layer of the Plesiochronous Digital Hierarchy (PDH) 

is that the descrambler will be affected by the extra or 

deleted bit in a similar fashion to an error ev~nt. That is, 

the descrambler will need to recover synchronisation and ~he 

time t:aken will be proportionate to the ~umber of stages in 

the descrambler for the example scrambler/descrambler 

embodiment given this could be up to 4 clock cycles. In 

practice, since the uncontrolled bit-slip will invariably be 

accompanied by surrounding error activity this effect is not 

that significant. The key point to note however, is that a 

self-synchronising scrambler/descrambler will 'process out:' 

the uncontrolled bit-slip and recover synchronous operation. 

Experimental work has shown t~at a 2048kbit/s primary 

rate path signal structured in accordance with :TU 

Recommendation G. 704 and G. 706 will recover framing and normal 

operation.about 1 to 2ms immediately after the point at: which 

the disturbance which caused loss of framing is removed. It 

is understood that a longer reframe period (say 3 to 6ms) 

might apply to the 1544kbit/s primary rate path signal 
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str'.lctured in accordance with I!'U Recommendation G. 704. Since 

::he nx64kbit/s network layer ::.s usually synchronous with any 

serving pri:nary rate network layer, a corresponding period o: 

disturbance will also exist in the :ix64kbit/s path signal. 

Events of the above type give =ise to an effective bit 

error probability of O. 5 over ~he period of disturbance, and 

since they are troublesome to certain customers . .._ ....... ::..s. 
important that they can be measu.=ed. Moreover, it is 

interesting to note that a bit error probability of 0. 5 over 

about 2ms represents a BER (Bit Error Ratio) of about :o : 
over 1-second. From a G. 821 or G. 826 perspective, such an 

event can be considered to be a SES. Moreover, it is 

generally accepted by experts i~ the field of error 

performance that a loss of framing event at any network layer 

can be coDsidered to constitute a SES event at that layer and 

all supported client layers. 

When a structured network layer path signal loses frame 

alignment (or experiences a loss of signal) it generates an 

AIS downstream as descr.::.bed previously. Since the adverse 

state detector in the NTU prevents the scrambler f.=om 

generating a consecutive sequence of ~ore than n (say) binary 

' ls' 1 then a sequence of greater than n binary ' ls' detected 

at the receiving NTU can be deduced to originate from within 

the network and hence can be associated with a SES event. The 

next step1 therefore, is to determine a method for setting t:he 

•1alue of n at the various network layers at which unstructured 

services might be of=ered by network operators. 

A scrambler of ~ stages cannot generate a consecut~ve 

sequence of ' ls' greater than 2m·l when running through :. ts 

maximal cycle for a constant input of "O"s or "l"s. If, in 

the example embodiment of an adverse state mechanism given, 

::he summation device threshold is greater than 2m· 1, but less 

than a larger value n say, then any sequence of greater than 
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n binary all' ls'-can be associated with an AIS (and hence 

SES; event from within the serving ~etwork infrastructure. 

For the example embodiment of ~he scrambler shown li.e. 

~ stages} this means that the threshold of the adverse state 

detector mechanism should be set: greater than 7. Hence, 

suppose the adverse state detector ~nreshold was set at !O, 

then any sequence of greater than !O consecutive binary ' ls· 

detected at the receiving NTU would be considered to be an AIS 

(and hence SES) event from withi~ the serving network 

infrastructure. 

The above can, of course, .be generalised to other 

embodiments of scrambler and adverse state detection mechanism 

as :=equired. However~ it iF worth noting that bursts of AIS 

associated with loss of framing at ~etwork layers above ~he 

pri:nary rate can be quite small, and so a scrambler device 

should be chosen which does not: generate long sequences of 

' ls' during its maximal cycle, when the input is a continuous 

sequence of "l"s or "O!s. 

In order to make the system flexible so that it can cope 

with the various path layers at which unstructured services 

could be offered in different network hierarchies, the value 

of the threshold at which the adverse state detector operates 

and the threshold at which an AIS (and hence SES) event is 

d~tected at the receiving NTU should both be made 

independently programmable. The independently programmable 

range for each threshold type could be different. 

From these considerations the definition of a detect~on 

criterion for a SES at a receiving NTU which could be used a~ 

various network layers could be as follows: 

A SES is deemed to have occurred on an unstructured p~th 

when n or more consecutive binary ls are detected in any 

1-second period, where n is programmable over the range 

10 to 100 (say) in unit steps. 
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:orrespo:idi·ngly, ~he -chreshold a-c •,yhich the adverse state 

detec-:::..o:i mechanism opera-ces at -:!:.e scrambler 4 and ~he 

descrambler :o could be cefined.as :ollows: 

~he adverse state de-cec-cion mec!'lanism of the scrambler 

·=pera-ces when a consecutive sequence of R binary ' ls' is 

detected going :.m:o .:he network from the transmitting 

:ITU, where R is programmable over the range 2m·I to :i 

~say); ~here mis -che number of stages in the scrambler 

and ~ is the independently programmable threshold se~ 

:or the detection of a SES even-c at the receiving NTU. 

~he adverse state de-cection mechanism of the descrambler 

operates when a consecutive sequence of R binary ' ls' is 

ie-cected coming into -che receiving NTU from the network. 

3.. is programmable over the range 2m·I to n (say). Where 

~ ::..~ the number of stages in -:he descrambler and n is 

-:he independently programmable threshold set for -che 

detection of a SES event at the receiving NTU. 

~he adverse state detec-cion threshold set in the 

::ransmi-cting NTU scrambler and in the receiving NTO 

iescrambler should be the same. 

_; mechanism has been described which resides before the 

descrambler in the receiving NTU 8 and whose function is to 

detect SES and AIS. In one example embodiment given 

previously, if a period of true AIS is input to the 

descrambler, and the descrambler has an adverse state 

detec-:ion mechanism as shown in Figure .2, then the descrambler 

will, with period 2m -1, :.nsert a '0' into the output signal 

transmitted towards the second receiving end of the path 11 

to t!'le CPE 12, i.e. there will be a sequence of 2m -2 

consecutive ' ls' followed by a ' 0' , and this pattern will 

repea-c as long as the AIS persists into the descrambler. 

~his might or might not be a problem. However, if the 

.customer expects to see the .AIS on network failures some 
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method of allowin~ ~~e AIS to be output to the customer will 

be re qui red. 

~~ere are several Nays ~~is could be achieved, and some 

examples are as follows: 

i) .:<emoval of the adverse s~ate de""t:ection mechanism at t:he 

cescrambler altogether. 

ii) :'he detection of AIS at t:he .:.:iput to the descrambler 

disables the adverse detect.:.on mechanism :or the 

duration of the AIS. Noting t~at this could allow one 

or t:wo operations of the adverse state detector (i.e. 

:.nsertion of ' Os' :.nto t:he customer signal output Ni th 

;eriod 2m -1) before it is disabled. 

iii) ~etection of AIS at the input t:o the descrambler causes 

a 'bypass' function, of both t:he detscrambler and its 

adverse state detection mechanism, whereby the customer 

output s~gnal is forced t:o the all ' ls' state for t:he 

curation of the AIS. 

~~e obvious merit: of the first option is its simplicity 

and po-:::em::ial cost saving in the equi?ment and its operation -

though ~n practice this might be trivial. The merit of the 

other t:wo options is retention of the adverse state detector 

for correction of customer generated sequences of all ' ls'. 

A !urt:her point ""7hich should be noted here is t:he 

relative frequency of network-sourced error events compared 

to the frequency of operation of the adverse state detector 

at the scrambler. Consider the case where an adverse state 

detection mechanism was not implemented at the descrambler 

(noting that it must be retained at the scrambler). It has 

been noted-previously that, for the example embodiment given, 

this results in a single error at the descrambler output for 

each operation of the scrambler adverse state detector. 

However, it should also be noted that errors can occur at the 
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output !rom the descrambler due to error events sourced !rom 

within the serving ~etwork infrastructure 6 in nor~al 

operat:ion. I! the frequency of errors arising in the ser~1:.~g 

network is significantly greater than those which would ar:.se 

due to operation of the. adverse detection mechanism at ~he 

scrambler, then perhaps this could be a valid argument :or 

removing ~he adverse state detection mechanism at ~he 

descrambler. 

T~e above invention has been described with.respect to 

all· network layers which do not: have a deterministic frame 

stz;:ucture and it will be readily apparent to the person 

skilled in the art that the implementation of the embodiment 

is merely given by way of example and that the 

scrambler/descrambler could have a different number of stages, 

and the p_J:"ecise nature of the AIS could also be changed. 

lifniir 
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, ... digital communica;:ions path havi.ng ::teans :or .... ~ 

monitoring 'the path, -:he path having two ends, a !!.rst end 

re~eiving i.ncoming t::affic signals and· connected to a 

scrambler device for scrambling said i"ncoming traffic signals, 

a transmitter device for trans mi tti.ng scrambled signals along 

the path, and a second end at ~hich the transmitted signals 

are received f=om the =irst end, t:he second end being pro~1ided 

with monitoring means for detecting an Alarm Indication Signal 

in the transmitted signals and unscrambling means for 

unscrambling the transmitted signals. 

2. A digital communications path according to claim 1 

in which the incoming 'traffic signal is scrambled by a 

·scrambler device, the traffic is transmitted along the path, 

at the second end an alarm signal detector detects any alarms, 

and in the eveni: of no alarm signals being detected passes the 

traffic signals to a descrambler for descrambling, the 

descrambled signals -chen passing out of the path. 

3. A digital communications path according to claim 2 

or 3 in which the traffic signals are not transmitted in a 

frame structure having traffic and path overhead pari:s. 

4. A digital communications path according to any one 

of claims l to 3 in which the scrambler is a self-synchronous 

scrambler and scrambles the -:raffic signals by use of a 

primitive generator polynomial. 

·s. - A digital communications path according to Claim 4 

in which the scrambler is provided with an adverse state 

detector, said detector detecting the output from the 

scrambler and when said output exceeds a predetermined 
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threshold number, reset:ting to zero one of the values of ~he 

generator polynomial. 

6. A digi t:al communications path according t:o any 

preceding claim i:i which an alarm signal is indicated when the 

output from the moni tor.:.ng means exceeds a predeter:nined 

threshold number of digital "l"s. 

7. A method of :nonitoring a digital communications path 

inc·luding means for receiving traffic signals to be 

transmitted along the path at a first: end of the path, 

scrambling the traffic signals by use of a scrambler device, 

transmitting said scrambled traffic signals along the path, 

at a second end of the path monitoring the path for an AIS in 

the scraml:>led traffic signals, indicating the presence of an 

AIS in the event of an AIS being detected in the scrambled 

traffic signals, and unscrambling said received traffic 

signals by means of an unscrambling device. 

8. A method of monitoring a digital communications path 

according to claim in which the traffic signals are 

scrambled by a self-synchronous scrambler at a first end of 

the path and descrambled at the second end by use of 

descrambling means. 

9. A method of monitoring a digital communications path 

according to either claim 7 or 8 in which a fault on the 

traffic signal is indicated by use of digital' ls'. 

· 10. A method according to claim 8 in which the scrambler 

at the first end scrambles the incoming traffic signals, an 

adverse state.detector monitors the scrambled input signals 

to detect the presence of an adverse state, if an adverse 
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state .:..s detected the adverse state detector triggers a 

resetting of the scrambler device. 

~· A method according to claim 8, 9 or 10 in which ~he 

adverse state comprises a continuous stream of (n-1) digital 

" ls" where n is the predetermined threshold for triggeri~g an 

AIS. 

!2. A method according to claim 10 or 11 in which ~he 

monitoring means detect the incoming scrambled traffic signal, 

and if a continuous stream of n digital ' ls' is received which 

exceeds a predetermined threshold n, indicating an AIS. 

13. A method according to claims 11-or 12 in which when 

the AIS is triggered an automatic connec'Eion is made to a 

·remote management centre. 

14. A network terminating unit (NTU} for use in a 

digital communications path having means for receiving an 

incoming digital traffic signal, scrambler means for 

scrambling the traffic signal, and transmission means for 

transmitting the scrambled signal along a path. 

15. A network terminating unit (NTU) for use in a 

digital communications path having means for receiving a 

scrambled digital signal, means for monitoring said signal for 

the presence of an AIS, descrambler means for descrambling the 

scrambled digital signal, and a second output means for 

outputting an AIS in the event that an AIS is detected by the 

monitoring means. 

16. A network terminating unit according to claim 14 

which is also provided with an adverse state detector for 

detecting a continuous stream of n digital ls, where n is a 
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predetermined AIS ~~reshold trigger, and if such a sta~e is 

detec~ed resetting one or more stages of the scrambler means. 

17. A network ~erminating unit according to any one of 

claims 141 15 and 16 in which the scrambler is a self­

synchronous scrambler. 

18. A network terminating unit according to claim 17 in 

which the scrambler is a 4 stage scrambler. 
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This Sheet Has Been Replaced 

-1111111111111111111111111- ~ 

111111111111111111111111111111 
* C L M S * 

JFR\GHC\PATENTS\A246BO 


