*166166* WD 2006/ 033645 PCT/ SG2005/ 000318 A METHOD FOR CAPTURI NG AN | MAGE
USI NG AN APPARATUS AND OBT. TI ON REGARDI NG THE | MAGE, THE | MAGE
CONTAI NI NG A TAG Field of ﬂ“MMﬁﬂMMWm s invention relates to a system
and nethod for capturing an i meggiesand obtai ning information regardi ng t he

i mge and ?"(é?é‘}ﬂéfﬂg*éﬁ.cm arly, though not exclusively, toPSHSG2WS0893dEem

and net hod A METHODUFOR)CAPTURINGIAN IMAGEUSING AN APPARATUSMIND sour ce

and using agBTANING INFORMATIONHEGARDING THESIMAGEYtTME |IMABE mat i on
relating to the inmage. Backgro %INWGWWW&' on Advertising is now a

gl obal industry. In many |nstances ough,, "uUSer interaction is not
possi bl e, and users cannot readily, and speedily, obtain information

rel ating teQud BEmRIAHESn Deing advertised. Furthernore, nornally a separate
and unrelated action is required for follow ng-up a pronotion, offer,

initiatingnh@ [ﬁ%ﬁfﬁlﬁ Gelates ([t aNS@dtérm0shd Metholi ol capgurindnat lresgea s obtaipingr i ng

user inter s ele ronlc/ en in
use for d'ﬁ%r regﬁrgwqé‘h I rﬁ?qe obrelfeq's %QX.E{?é}fybv er &f ﬁ& %Iug&%lg?t 4 g@%e nts
usi ng noisystemteet ayethod jor mwng@namége ﬁ"Pft‘ B delgyisinneas gthef image ISWf?Rga“d\Hfﬂgous

met hods  of, R hRurRAHSHR Rhablé®igparkiustb Sbtdmadorimtiorp@timy o th imaGdS or MVB
paynents using inbuilt RFID. Many have problems with security and

aut hentication. Quite often, conplex systens are involved to provide
security and aut hentication. Many such systens have not been a success, or
even adopagkigrodoeot the itvention nher ent conpl exity and/or cost and/ or

i nconveni ence to users. Summary of the Invention In a first refe

aspect., t Hsivertisiag jsr g gcgpbs! l‘Pé’t‘ﬁB’d fro Papy FEEnessg HeHoh rfﬁ;ﬁé NIRHG" & S

appar at us paggu@mnaluger@g;annm‘t Q&dvily,i and speexdly dobitain trfematicgrelatiod @ theepgsiuct

contai ni n%emgt)ajﬁogertlsedi %m&le Cr?dm%f(fbr& arét@)anﬁaxﬂxtréfété@%ctﬁé?fls'rgmd ysi ng the

appar at us ture he server
processi ngollOWElgﬂJa@tRmmith rige lmt@t'mbéaQwﬁrﬁ'é'rt@i“FPGE'% ofthgkeasnd fromthe tag
extracting data;

Another area requiring user interaction is electronic/mobile payment systems which have
been in use for some time, particularly for payments over the Internet. Payments using
mobile telephony devices are in the process of evolving. Various methods of mobile payment
methods are used for payment via SMS or MMS payments using inbuilt RFID. Many have
problems with security and authentication. Quite often, complex systems are involved to
provide security and authentication. Many such systems have not been a success, ar even

adopted, due to their inherent complexity and/or cost and/or inconvenience to users.

Summary of the Invention

in a first preferred aspect, there is provided a method for capturing an image using an
apparatus and obtaining information regarding the image, the image containing a tag, the

method comprising:
(a) capturing the image using the apparatus;
(b) sending the captured image to a server;

(c) the server processing the captured image to-locate therein the tag, and from the
tag extracting data;

(d) the server conducting a match search for the extracted data with stored data in its -
database; '

(e) upon a match being made, the server sending a response message to the

apparatus.
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((d) the server conducting a match search for the extracted data with stored
data in i o 0siBhase; (e) upon a match being nede, the ng
response nessage to the apparatus. / /111//1 1111 Illllﬁﬁ/yﬁoiﬁ?ﬂ? II//I
i/1/ 11/ *coooo2* WO 2006/ 033645 PCT/ SG2005/ 000318 The information

obt ai ned Tregaiounatign bbteinednegarding thelimageh eiah e whettisrar udes isaauthiestivhieddéred f or a
payment téa@%ﬁtcirb%ctmkh%e' Pﬁ%@ BNY RpfSBIARAbAinLE b T N rfarRal t Of a

financial _instrunent, resentation co rising an encry ed version
of data pBf'TAIAE H@’?Rﬂeﬁeﬁﬁf"tj‘scé prising L ea‘a&vateﬁé? g pfidd HGBa'P'H%“’d YS¢hay be
conpressed in the imge. The data pertaining to the user may be conpressed
in the server. The data pertaining to the user may conprise at | east one

sel ect ed fmmat;k&aarngmhgeaﬁhayb@&om&ésse@mwm{, e.0of the financial
|nstrurrent an expiry date of the financial instrunent, the user's nane,

t he user ' Bhectimtzepedibiniog td the useh mayisecongprexdad i setveel a phot ograph of the
user's face. The financial instrument nmay be selected fromthe group
consi st i nifeotata pariaining tethe gser daljicomerse @t legsi@ne aeleated frsm (e geoup consisting

Aﬁt hent i cért & AlmBERYf 6O mmdceanstmaq)éntexﬁ égﬁrp Ida@ of ﬂemwancléemstﬁiﬁxeabd@ea,sar ey of

t he user usin t o decr res tion extracting

t her ef rom{"he) th(‘::fu o Ja%rc{fg'ﬁﬁlt?]egusteﬁs ?cﬁ’ ess ap?' tpoTaR ?f G YSRGS P afn fm an identity
dat abase identity information regardi ng the user, the identity information
conprising at |least the data pertaining to the user; and (d) conparing the

i dentity Theffmaned insturféit mial Be skadctedrint tik Igtdag cbiisistiftLofUsredit Jafd, debit card

aut hent i Cgrid %rgffcrécne user. The nethod may further conprise sending an

aut henti cation nmessage to a financial institution. The nethod may further
conprise sendi ng an acknowl edgenent of authentication. The i nage may be
captured using at |east one of: a nobile tel ephone with a digital canera, a
nobi | e canmhentighioneay eoripgkecomuni cati ons enabled PDA with a digital

canera, a digital
(a) extracting from a key database a key of the user;

(b) using the key to decrypt the representation and extracting therefrom the data
pertaining to the user;

(c) extracting from an identity database identity information regarding the user, the
identity information comprising at least the data pertaining to the user; and

(d) comparing the identity information and the data pertaining to the user for
authentication of the user.

The method may further comprise sending an authentication message to a financial
institution.

The method may further comprise sending an acknowledgement of authentication.

The image may be captured using at least one of: a mobile telephone with a digital camera, a
mobile camera phone, a telecommunications enabled PDA with a digital camera, a digital
camera able to be connected to a telecommunications enabled computer, a digital camera
able to be connected to -a mobile telephone, a telecommunications enabled digital camera,
and a web cam operatively connected to a computer.

The image may be sent by one selected from the group consisting of: MMS, SMS, email,
instant message, and digital data transfer.



canera able to be connected to a tel ecomruni cati ons enabl ed conputer, a
digital ca 2 to be connected to a nobile tel ephone. a

t el ecom’run%{';l f'%‘?lsgkénabl ed digital camera, and a web cahtHPePLYPURIsy
tonnected to a conmputer. The image nay be sent by one selected fromthe
group consi sting of: MM5, SM5 email, instant nessage, and digital data
transfer. 2 WO 2006/ 033645 PCT/ S&005/000318 1In a second aspect, there is
provi ded & sreédoad afpeet, GRpd isrprévilie@n metR@EfotiSdpa@ing Bn FRIUSkY Sn apptdatedt ai ni ng
i nfornatigp, rding i 3 > ] aini_n Ot t hod
conpri si ng: %_%gﬁggpltuﬁaﬂgn tr%%ﬁatégqﬂés hgﬁet ﬁrg%%p%’ggragﬁ ﬂga; Ea?bfhes'ggt&g&;g t he
capt ured FYERJE™0 a server for enabling the server to: (i) process image to

| ocate therein arclettr%g anld té) ?nxtract dﬁlta fromthe tag; (ii) conduct a
mat ch search f & THEE NG TRIC P YR e/ st ored data in its database; and

(c) the appar ajy)Seddiigthe/dplirdd iﬁw?&eQQ]cQ%Qrvémas&gﬂingrtMerQretorserVer’ In a third

aspect, there is provided a nethod for capturing an I nage using an
apparatus and @ipt grodtist ndge i@lotad heraintiaas Bhd@ ekirftt idi@@em the gy, | mage
containing a tag, the method conprising: (a) receiving fromthe apparatus
t he captured i ndifjesonfis} apratahesegich fpr fepixtiactet! datagith $taed daaindtstdbtabaseg t her ei n
and processing thegjgag to extract data therefrom (c) conducting a match
search for the extracted data with stored data in a database; and (d) upon
a mat ch bei ng (ote apseads rgeiding £ BREINSE MABBGaHEM e deher, appar at us. The
i nformati on obtained regarding the i nage may be whether a user is
authenticated for a paynent transaction, and the captured imge containing
a representation of encrypted version of data pertaining to the user. The
met hod mai § (e ﬁ%‘%e%B‘ﬁf?r'g Srpvided,a mefiod Inr CARING AU PR 2RRRRtES gRd
decr ypt i onbthieipg iafotamfion oegdrliieg Uerinage, the image containing a tag, the method

comprising:

(a) receiving from the apparatus the captured image;

{(b) processing captured image to locate the tag therein and processing the tag to
extract data therefrom;

(c) conducting a match search for the extracted data with stored data in a database;
and

(d) upon a match being made, sending a response message to the apparatus.

The information obtained regarding the image may be whether a user is authenticated for a
payment transaction, and the captured image containing a representation of encrypted
version of data pertaining to the user.

The method may further comprise:
(a) extracting from a key database of decryption keys a key for the user;

(b) using the key to decrypt the representation to obtain the data pertaining to
the user;

(c) extracting from an identity database identity information regarding the user,
the identity information comprising at least the data pertaining to the user; and

(d) comparing the data pertaining to the user and the identity information to
authenticate the user.



(b) using the key to decrypt the representation to obtain the data
pertainin user; (c) extracting froman identity entity
i nformati gwb?ze%%(%?m the user, the identity informati oh &?t&)ﬁ%? /%00#118
1east the data pertaining to the user; and (d) conparing the data
pertaining to the user and the identity information to authenticate the
user. 3 WD 2006/ 03364 PCT/ S&005/000318 The representation may form part
of a fi naned represenstisrii@orm patieof ddihancReinétainfenilg t o the user may al so be
conpressed. The data pertaining to the user may conprise at |east one

sel ected fromthe group consisting of: a nunber of the financial
|nstrument an expiry date of the financial instrument, the user's nane,
the user Eh‘ﬂ%ﬁ“epe&?'"'ﬂi? forthe U%Eheam@ b%c‘%{ﬂ’d?sé%‘é, and a phot ograph of the

user's f e financi instru h
consi stin he ?a-lt—a %ertglmn? toCtlg{r Hser gteaglct) rlse 3?%& df?ogrf thgg;m&fx gns%L et hod
may furt hef acomprriosiee §eqm'alngetetmeah?hemwéa@mﬁh%ﬁ@@@a{;@sfﬂ@e&t thertsprcsi al

i nstituti pgme, TRaisemtdards BRY, thellideheadde8Hnd SHheegepHe tiedusaekiaaa edgenent  of
aut henti cation. The apparatus may be selected fromthe group consisting of:

a nobile tel ephone with built in digital canmera, a digital camera with
built-in tel ecommunications abilit and a digital canmera operatl vel y
connect edThefinangid ineEsmantMALBR ?W%W&HP%SFOE%%EF@P of rditicadgdetl§dhe

di spl ayedamiet®dr of @&ttt one sel ected fromthe group consisting of: television
screen, notion picture screen, billboard, conmputer nonitor, a screen of a
| apt op, notebook or tablet conputer; a screen of a portable conputing
device, a_personal digital assistant, nmobile or cellular telephone, book,
magazi ne, THeR§YHeTay 1 &PTRifse sERding it REPERIRE elessheh ' c?atf'F?fﬁ'a The
captured insmgwnimay be part of an advertisenment and is sent to the server
using a system selected fromthe group consisting of: MV5, SM5, enuil,

i nst ant néRsmgeodmey futheacagrIrisg $ending @n geknpwiedgemest qf aythariizatioinpri se:

The apparatus may be selected from the group consisting of: a mobile telephone with built in
digital camera, a digital camera with built-in telecommunications ability, and a digital camera
operatively connected to a telecommunications enabled computer.

The image may be displayed on at least one selected from the group consisting of: television
screen, motion picture screen, billboard, computer monitor, a screen of a laptop, notebook or
tablet computer; a screen of a portable computing device, a personal digital assistant, mobile
or cellular telephone, book, magazine, newspaper, newsletter, and another printed

publication.

The captured image may be part of an advertisement and is sent to the server using a system
selected from the group consisting of: MMS, SMS, email, instant message and to a URL of

the server.

The tag may comprise:

(a) a first section containing a visual guide for identifying a location of the tag in the
captured image; and

(b) a second-section containing the data.



(a) a first section containing a visual guide for identifying a | ocation of

the tag in ured image; and (b) a second-section _containing the
data. 4 V\g‘%%%%’g 45 PCT/ SG2005/ 000318 The data may EGRG2031pp18

identifier for the tag. The data may al so encrypted by the server. The

vi sual guide may conprise a regular geonetric shape with a second shape
within the regular geonetric shape. The regul ar geonetric shape nmay be a
circle, thee 6aamagcatairbaaemtic g tk¢cated in the centre of the circle.
The second section may conprise a border, all data being within the border,
t he bor deThidatagay plet enstpted by the seiveual guide by a link. The tag may further
conprise a third section conprising a brand or | ogo. The second section may
conprise a plurality of coloured sections, where each col oured section
represent %’hg vgt?é[lauivg lm%e' r;1r hne laor%aﬁleiaroneo()f tr%asé:tl1 CQl OalaJ ¢ ecdm? el Onthlm%{e
det er mi ne '9° YEYE Y49 TIRY FETPTSF S89Lr OBIP E R8PS WY @ $FRRN TR UaPE gD he cRC
encoded t feoylssggomettigsharent egrity. The response nessage nmay conprise at

| east one selected fromthe group consisting of: (a) information regarding
a product pronoted by the tag; (b) an offer; (c) a redenption nessage; (d)

a prize d | £ . ) c [ lon of recej f an order-. and (f) a
o e TRE b )  ABLTPAD  cSE5 Bl M SpR
provi ded &eM&ff 8/PHS-si ng: (a) a first section containing a visual guide
for identifying a location of the tag in a captured inage; and 5

The second section may comprise a border, all data being within the border, the border being
joined to the visual guide by a link.

The tag may further comprise a third section comprising a brand or logo.

The second section may comprise a plurality of coloured sections, where each coloured

section represents a data value.

The location of each coloured section may determine a message and/or processing of the
fag.

- The message may be CRC encoded to ensure data integrity.

The response message may comprise at least one selected from the group consisting of:
(a) information regarding a product promoted by the tag;
(b) an offer;
(c) a redemption message;
(d) a prize draw result;
(e) a confirmation of receipt of an order; and

(f) a confirmation of placement of the order.

In a fourth aspect, there is provided a tag comprising:

(a) a first section containing a visual guide for identifying a location of the tag in a

captured image; and



WD 2006/ 033645 PCT/ SG2005/ 000318 (b) a second-section containing data. The

tag may beyd ,hi Gkal instrument for a paynent transactj] i nst runent
conpri si ng gz ?@%E@éent ation conprising an encrypted ver];s G%Psg%)g?lg

pertaining to a user. The data pertaining to the user may al so be

conpressed. Thg) &lgdcBnd6dctish ddhidRing @atkhe user may conprise at |east one
sel ected fromt)he group consisting of: a nunber of the financial

instrunment, an expiry date of the financial instrunment, the user's nane,
the user's date of birth, the user's address, a photograph of the user's
face. TheTleitagamay bé a financielinsimentdsr ARaYmAR tkapsastianethe finstivmenh eorpprising 2

consi st i n@péentAibR BbrhprERE dn etrypRBiversiok of dhta Fertaing @ a &er.Cr edi t, prepai d
card, postpaid card, an account, virtual bank account, P2P paynent

instruments, a paynent, receipt, and transfer of funds. In a fifth aspect,
there is provided a systemfor capturing an image usi ng an apparatus and
obt ai ni ngTherfeirneeinva to e uyed MAYylsHRe ofmpEPsed he | mage containing a tag, the
system conprising: (a) the apparatus for capturing the i mage and sendi ng
the captured image to a server; (b) the server being for extracting the

tag from i . { Laat a;
conduct | ni-a e B SFE Ry ik o Bk of oAl 0h (GO0 SRGHIRTE, |
dat abase; %ah Mg ghthg iRNcEHNBRMAR: Ahereiy SR A g finprriadpiHeent, e 4S8e to the
appar at usnamehthe iusériardai df oirth, al Wwerealidresg,ar ghotograpinef theesges faeey be whet her a
user is authenticated for a paynent transaction, the imge being a
representation formng a part of a financial instrunment, the
representation conprising an encrygt ed version of data pertaini to the
user. ThEedBaad inzymeg %av PROTPSPIECP] fom ey SnS{sHRS g cald: F f¥ecr ypt i ng
t he repr esad)tadititaof tceedd birepaitl ¢dnt pdstbaid pandt an accogntt Oridah barktssercodmy PAPSi ng a
key for t%z{n\é@%strﬁégﬁté‘%p?agmfeﬁt,%&eﬁxt,kaﬁé{trgﬁstfém?ﬁﬁds. (iii) extracting froman

identity abase identity information regarding the user; and 6 WO
2006/ 033645 PCT/ S&2005/ 000318

In a fifth aspect, there is provided a system for capturing an image using an apparatus and
obtaining information regarding the image, the image containing a tag, the system comprising:

(a) the apparatus for capturing the image and sending the captured image to a

server,

(b) the server being for extracting the tag from the image and processing the tag to
extract therefrom data; conducting a match search for the extracted data with stored
data in its database; and, upon a match being made, sending a response message to

the apparatus.

The information obtained regarding the image may be whether a user is authenticated for a
payment transaction, the image being a representation forming a part of a financial
instrument, the representation comprising an encrypted version of data pertaining to the user.

The server may also be for:
0] receiving the image;

(ii) decrypting the representation to obtain the data pertaining to the user by
using a key for the user extracted from a key database;

(iii) extracting from an identity database identity information regarding the user;

and



(iv) conmparing the identity information regarding the user wth the data
pertainin er for authentication of the user. Th arat us nmay be
sel ected ?Wg%o§ﬂ§3%§oup consisting of: a nobile tel ephon‘éceﬂfa(?ﬁoﬁﬁﬂo?]ts in
digital camera, a digital canera with built-in tel ecommunications ability
and a digital G3nMergmdaRsy Bk iRty infoRRABR FRRBrdify tRe L&F RRPMDYAL patdifis enabl ed
conputer. The captured i mage may be sent to the server using a system

sel ected from ¥A L&beﬂba“trtegﬁ‘a“%'{?fﬂlf 'SF- MVB, SMS, emmil, and to a URL of
the server. The method may further conprise: performng inage recognition
on a captured digital inage to obtain authentication data, the captured
digital i TROShpBRR G} be@BlBiee RbM iheQodpUoRiisthg 3t RAhdbi®feleBndnk BAR LRt lin
mstrumant.,.%he ergprglsiﬂlt at i on.tﬁﬁ risi ncﬂYan.e C‘%yﬁ%tﬁ’d ver si.on ofe dat a
pert ai ni g%t FAE A LP FIBER LAY R HRIEGIVRAUIA s 0 B4R FEER pt i ng

t he encr ypessiiveigraninetiedto adelecommunications prapledeotmpeteyser ; and transnitting the
decrypted data to a server. In a sixth aspect, there is provided a nethod
for producing the representation of the tag according to claim 34, the

met hod copprising: .encrypting the. da rtaining to the user wth a
or i vate Rapt sPpL nElE B b ek 16 af NP SEE. bk S AT b D e
dat a per t 8onsisting o - MNHSMES epall, gpd todi Wiy eftheiservey i denti ficati on nunmbers of
the financial instrunment, an anti fraud nunber and expiration date of the
financial instrument; and converting the encrypted version of data

pertainin j predeterm ned nunber of slots to define the
r epr esent g?%@%‘“%ﬁ%’%ﬁ%ﬁ% nunber may be a Card Verification Val ue

(CW) nunber. ghRrhih@irhddddrebddRibl bh @adab@FedNdIGRE ifadd®y oBRln dtheftiddasK

| dentifi cgttl _0@ Nunper g.BJtN).. The. sl ots rragit be g%r anged in.a ?Ht”é‘i;' The
slots may9B% FFr @R 99380 8PH3 F6 1B PEIPRL 558180033 o 1% "EeR ent h
aspect, t herument therevestathtion comppsingan ensaybled vensidh ohdatroreprinisg tedheaussonput er
program code that is confi %ur_ed,to cause a process or to execute one or
mor e functi onsPPeessing the authentication data by decrypting the encrypted version of data

pertaining to the user; and

transmitting the decrypted data to a server.

In a sixth aspect, there is provided a method for producing the representation of the tag
according to claim 34, the method comprising:

-encrypting the data pertaining to the user with a private key of the Public Key
Infrastructure (PKIl) key pair, the encrypted data pertaining to the user including trailing
identification numbers of the financial instrument, an anti-fraud number and expiration date of

the financial instrument; and

converting the encrypted version of data pertaining to the user into a predetermined
number of slots to define the representation.

The anti-fraud number may be a Card Verification Value (CVV) number.
The trailing identification numbers may not be a Bank ldentification Number (BIN).
The slots may be arranged in a matrix.

The slots may be circular.



performthe rret hod as described. Brief Description of the Draw ngs In order
that the i ﬁg}‘ﬁ{my be fully understood and readily put into practical
ef f ect, there 3 now be described by way of non-1im PSTSGRERUHH e only
a preferred enbodi nent of the present invention, the description being

Wi th ref enieng&ehl aldag, tﬁ&%%’ﬂ?&ﬂﬂéd%&dpht‘éﬁ&s&ﬁﬂa'ﬁé@ m%ﬁ\)sﬁéé}%sa dofhpifdt ch: Figure

1 is a schematic perspective view o par at us elnthe preferred
enbodi ment’ro9 48 ﬁﬂﬂ?g‘aﬁ' FOfigured- I0SRETS %9’8&5‘? 91t eXACKAG 0B} Ot ‘Re BPBQ?@%? of the
pr ef er r ed peridyodneveetbad aidgsaribed3 i s front views of three preferred forns of a
tag; Figure 4 is a flow chart of the process of the preferred enbodi nent at

t he transmredbederiplidntof thd@Wirys® 1S a flow chart of the process of the
preferred enbodi nent at a reception site; Figure 6 is a schematic

i 11 ust r at i'®Ard9gT tha theMeniiant mayts oty wg'tsw R readity rehintoguadtien) efiectidhere f or a
payment t rsa#s@eibe@Rscribd by way/of inbn-Bmidtine aaaa‘mpre dniyl élﬁrbf’eﬂ&d ebddmdnber ther ver

archi tect f aut h ion syste igure 6; 8.s a flow
chart of %e'gulp %Eﬁotni Zt:ﬁéet ?%ﬁ" g%hcbeeén X’ﬁ’ "%%rgn ar@ i 3FU Ffanéﬁ { (')lﬁgtrag}'e t ags
conpri si ngravinge fnswhicAnd second secti on; and Fi gure 10 is an illustration of

an alternative secqnd section for ) | ed Description of the
preferr ed%t%oUF ﬁﬁ%\eg'atﬁeqeéﬁpfa?t?fﬁ vey °f3?‘§’gFaé“Si°r ”3?1'"&%%{? S'E"EPS‘E"i'?? dMEPS di spl ayi ng

an i mge %fgufesz iP Egé“eﬁlnglq: ovy%ﬁ!v@\p%a(h@tp%%essjo;)thg%xaféﬁ%d %rgﬁ?& +:L.r9 oard, novie

screen, evi sion screen, Iaptop,

not ebook @rguteadmhﬁ&ntcawtﬂeée pr@ferr@dﬁﬁh@@f@t ; a portabl e device such as, for
exanple a personal digital assistant (PDA), nobile or cellular telephone,

or the |i lcgurelhieaflomgert bPtherpsocedsenf the peefdredlembodigient iantbe traeswiiss@p sits;
newsl etter, or other printed publication. The imge 12 nmay be of a
per f or mer Figyre Sis pfleyseliett of the peoress %ﬂ\amcpferrﬁd@mwhrgentuah@teaem@n e conpri ses a

tag 14. n to Fi nd Figure 9 14 is

consti tut E?u[fybngaﬁftlff"é‘ﬁ? '§F§'8?°(“5 @PlaB §'2t'°%f9i”§kﬁ1%§ f%@%j“e'it'ﬁatf‘g)aqisﬁlfﬁrﬁ rate a
first sectreynerPBangagtiomi ni ng two concentric circles 11, 13 that define the
| ocation of the tag 14 in a given area, even when the inmage is captured
froma difguencis aa%‘fEF”Ea}‘f% ilusfration Phige seryen aieiterdee & tha ekigediontion sysiem & second
section 2&ignad; ai ni ng

Figure 8 is a flow chart of the authentication process;
Figure 9 are illustrations of tags comprising a first and second section; and

Figure 10 is an illustration of an alternative second section for a tag.

Detailed Description of the preferred Embodiments

Referring to Figure 1, an apparatus 10 for displaying an image 12 is provided. The apparatus
10 may be a: billboard, movie screen, television screen, computer monitor, a screen of a
laptop, notebook or tablet computer, or a screen of a portable device such as, for example a
personal digital assistant (PDA), mobile or cellular telephone, or the like. The image 12 may
be in a book, magazine, newspaper, newsletter, or other printed publication. The image 12
may be of a performer, or a product, or of a brand. The image includes or comprises a tag
14.

Turning to Figures 3(a) to (c) and Figure 9, the tag 14 is constituted by a plurality of sections.
Figures 3(a) to (c) illustrate a first section 26 containing two concentric circles 11, 13 that
define the location of the tag 14 in a given area, even when the image is captured from a
distance and the capturing may include a background; and a second section 28 containing
data. The two concentric circles are a circle with a concentric dot. Figure 9 illustrates that

8



data. The two concentric circles are a circle with a concentric dot. Figure

9 illustraggSeb <8 WD 2006/ 033645 PCT/ SG2005/ 000318
concentric ?ot0 %56 any imge 13 may be used such as for ‘i‘i‘t’@mmﬁﬂrr ower ,

a bottle cap, or a cartoon character. The inage 13 may be sel ected based

on mar ket%ﬁ\gr @En a @gﬁgﬁtﬁd & H"Q Jn?%déﬁ@ﬁﬁgysb d:QJ srﬁh %Qfo\(%&an?@e taQIo%ﬁ‘a' y locate

the tag 1 centre is
t he easi e%otmeg@@rr%'t? Fartopp ﬁ'ﬂ?r’%’tet’hgfe t’:‘&‘ﬁe Hé "I‘%’c%?t s@lfcﬁf’ béﬁ‘g'p %%Bﬁae(et'%%ver it

may be aauyedtisioggieauiregentset ri ¢ shape such as, for exanple, an equil ateral
triangle, a square, regular pentagon, regul ar hexagon, regul ar heptagon,
regul ar octagon, and so forth. A regular shape is preferred as all sides
are of equal |ength thus naki it the sane when vie fro |l. sides.
The dot wi9'I? $58/¢5¢2 Pﬁ@s‘ﬂé?fﬁ@ttg‘?r?géérﬁﬁétsg?tat”h%rcg Sont art(’:la%(hcgq e? tfife second
secti on 2&nirays the nesiEishgeomietic figae that aardbeslopatedoat aay Bnale. 't'%eevéet!taT‘&!!Perray be

encrypt edany Q&Jlé?%!iﬁf&ﬁd Q@p@§&ﬁea§sfongﬁén% B® E&Lﬁ]ét@f@d’m%l@- a&ﬁrﬁ&r@rregﬁar The data
in second sectlon e in the

21
form of O3B eraglﬂl%tr?"ag}‘/’l1 rf&@@? 'E'ﬁptalg&ﬁe?gﬁ?rngcgago'bfanﬂrsgnftﬁgh ( FrAgrt'fre 4S9y . and
so fort h. siapé erprafercpdtas alFsigesraze 60zqualriensitit tbusmakingdt thesamrwkenctiswsd fie@ for a

tag 14 i syjdidedsihadddiibb atrl fectlatricR¥RtOS e GebfleACinapt. representation (8x8
nm. Data 21 is contained in the second section 28 in coloured sections.

00 represents black, 01 represents green, 10 represents red and 11
represents blue. These col oured sections correspond to data val ues.
Al t hough Bhedsdspnd sestioup8 may eamtan dizes detee Bndlcens oball of the dada ghwiayR§ed t hat

mﬁr e col %ZHcSy r&y TRE ehsral [Eb&a%s ntdye de?fﬁra{dd(w aQderveNg2. COMDEHE th earid ons on
the ta ete nessa t.he S con C n
pr ocesgr nﬁe garY%E','rga)f élegaE nﬁ]gge g%eBata £ ma gnef ﬁ‘. %{ e{?\cryét%d @&g

ARy De” enco sure data

i nt egri t yinagesg fops, mgagembbramsdﬁfﬁmre 9).andFdodC! TT pol ynoni al . The tag 14 may
have a third section 24 conprising the brand or | ogo being pronoted as
depicted in Figure 3(a). The second section 28 has a border 19 and all data

21 15 conka “.%gtqu@{é A tan%rtgg{.ﬁsge&%d sboh 38 (@ 85kd s Hishled RIcBRChr 0 SecONd
search of expgcgie@erpq FpebePrEsegtipy (8f HH")I PAR 205 °°E‘PﬁRd ipghg gecppf f"&mﬂzat o border

19. Wt hin colaredasectbls.iod refreseitt tlackl 01 represents green, 10 represents red and 11
represents blue. These coloured sections correspond to data values. Although a 4-bit colour
element has been described, it is envisaged that more colours may be used. Also, the
location of the coloured sections on the tag 14 may determine the message of the second
section 28 and processing of the tag 14. The message may be CRC encoded to ensure data

integrity by applying, for example, a CRC-CCITT polynomial.

The tag 14 may have a third section 24 comprising the brand or logo being promoted as

depicted in Figure 3(a).

The second section 28 has a border 19 and all data 21 is contained within the border 19.
First section 26 is joined to second section 28 by a link 23. In this way when first section 24-is
detected, a search of its perimeter 25 will find link 23. Link 23 is followed to border 19. Within
border 19 is the data 21.

The image 12 is to be captured by a digital camera 16 that is operatively connected to a
computer 18 able to send the captured image over the Internet to a URL of server, or by
MMS, SMS or email; or by a camera-equipped telephone 20 able to send the captured image

9



The image 12 is to be captured by a digital canera 16 that is operatively
connect ed uter 18 able to send the captured i

| nt er net t%@a ﬁ(ﬁ?@? server, or by MV, SMS or email; %@&‘g%mﬁﬂ?
caner a- equi pped t el ephone 20 able to send the captur ed imge 9 WO

2006/ 033649irss SRS RPAGhBan: iHasa tSbEsmnUnicatidRY mdtgé bak tCsumer a t hat
has a tel econmunjcat i on$ émd@&lg able to send the captured image by SMS or
MVB. The tf‘%@api“ﬂe jags By v is suitable for being printed whereas that
of Figure 3(c) is suitable for notion pictures, television, video, and so

forth. The tag 14 of Figure 3(a) is suitable for all purposes. As shown in
Fi gures ZrHeQag514 bfhfsgdréig(b;ﬂ; étmébneher we;]r@qirﬁtidfv&héreas par &fiFiguteaB(c)as ea@tablesi ng
camnpai gn, n. this.c  BEER'" is
bei ng useld 'H?H°PH§%§S gg F’{C’n V'deg’vaenﬁtsolgorrtgadc ta? q%\?@%‘fre %8%?'?31;’9 he tag 14

i s as desmrpasesd above. As shown in Figures 2 and 4, the tag 14 is created
by creating the imge 29 used for third section 24 (30). The data 21 to be
inserted in second section 28 determ ned (31) by server 22 and, if

fequl red. \ el M Elutd2le 8388 }ngeg o B8R0 ror KNEbaldt ot s?ngt%ﬁfaal assenbl ed"

or create can roa cast or

di spl ayedeve®sy rmating  In ignease e wallknawn {HEERSAEER S| B Reiay yprd duifpé second
secti on 2&oABY edinSifrosdzaiiaivét i@éviben. Uaé mgIdetasaiscribed abexanpl e, an identifier
for the tag 14 (38). The identifier may be changed by server 22 each tine
the tag 14 is broadcast or displayed by increnenting or otherw se changing

the identifier (36) thenretransmttlr;ig?éj dlsplaqu%thetag 37). The
data 21 ndyshownihbioresdiandd Hgdeg 147R SrsaiRdmy; ¥salipd 5imadhe®% BgC 14 MYy be
changed faxticamh30)brmadaasit tobe inherteddy sedons eentiod 2& deéraiined 118))) bheerverg 14.

Ther ef or e,, ;gg&ﬁé&, RErye] ;1329 @e@cnb@%%we' smgqa m%&n‘aégerﬂb%d’p&ss' ble to

track the e eness acenent advertisenent by

r esponsesCédefm Vl'é\k@“sﬁ’mqﬁlﬁ'ée%@ﬁgsoz lhahifycalnn'?ﬁ B’Gédcéﬁ QircEFé’}ay‘?quﬂl B so t hat
the tag ldarsRsib® digrdelbasiordignaat e a commerci al transaction. If the data
21 contains an order identifier, the server 22 proceeds to process the
order in accordance with known techniques. The tag 14 identifier may have a

limted 1] feesecén%%eLtImWZtB n?aei\llarl] c!:r%tgllrl? %tgie;[ (?atetx Quei\:h %g Of roesxgr(rjmkla eanqéentlp ier for the

tag 14 (38). The identifier may be changed by server 22 each time the tag 14 is broadcast or
displayed by incrementing or otherwise changing the identifier (36) then re-transmitting or

displaying the tag (37).

The data 21 may be any required data. The identifier for the tag 14 may be changed for each
broadcast of the advertisement containing the tag 14. Therefore, during all or part of an
advertising campaign it is possible to track the effectiveness of the placement and/or the

advertisement by responses from viewers.

The data 21 may inciude an order identifier so that the tag 14 may be used to initiate a
commercial transaction. If the data 21 contains an order identifier, the server 22 proceeds to

process the order in accordance with known techniques.

The tag 14 identifier may have a limited life, the limit being linked to the proposed length of
the advertising campaign.

10



the advertising canpaign. 10 WO 2006/ 033645 PCT/ S&005/000318 The data 21
may al so ctahdhssiaka for a specific activity. In this VIRY ducti ng
an event suzﬁb for exanple, an on-line search, the tals%%ggﬁﬁes a
matter tag for that activity. For exanple, if the tag 14 appears in a

movi e or eme a&lm e B HonfaR daf rapylssec.reraerrn L Remis WRY WAl dBfdsfidtad O the
server %erv r 22 can sea el d nmatters includin &8 but not

C ate
i ted t 6VEhas SR, PR aep . HE 146 o boSTeD A BT (e
producer, astivly. ot exampied if $w thot4 éppears ivaehatied: anpdgettisement fpraomwid, opal

products, tt(éﬁmﬂé’e%‘eﬂ@%@htﬁ@the‘%%f\/%rﬁ nast@eﬂzgdéh%s.areh ﬁnrtra'éad dttelsHRIUaRgEPT | ON
end, thetb igure 2

dis
(40) . An Dbl b o i of BopoultBe basiaobdme Aibolg rBroc ctBBftone. 0 i s
used to capd soferth( 4dretated: pdupts, pompiagal pdodudibi s megbendised | mage may be cl ose
up, or at a distance depending on the resolution of canera 16 and tel ephone
20. The captured image is then sent to server 22 via a nobile network

oper at or t he 22 r ceives the image (43)
ohd Focat SerTE 4 e tnf e ebenlne 5 W S ek o0 REFpipr ety n 2e
in the imagds showntihdiigure Zatiels f\lhemmm the] tdgn14 &gbrmaldcastobndrchmre@qtﬁ pred
decrypts tdmpnslts ig &se(détélzapt(rrews 8k Vr%"ge 32ta§, RENTHBLER@SI infAGe ABY Be ddsaM t h the
data in its dat t? d dbﬁ %;lth [na ¢ hgﬁ‘!et Idelﬁ)t hg mat chi ng of the
i dent i fi eruPoofratt ?rb@ Tﬁe" 8 eéeslprg Y B%T?té clephpe s&rver 22 sends a
nmessage to the teI ephone 20/ conputer 18 (46). The nmessage may contain one

or nore of: information and/or for audio for display/reproduction on
t el ephone TROtpaunglimage ik8hen seht tOEdredr 22 dia raeﬁtﬂrr@hét@&krés&stag@,thdqmie&@t 3alr aw

resul t; ?ﬁ%na’gg‘ge‘;r(\?% ég ﬁacg %%I tRé trga'rbgeggii ngqodatﬁcéotnc]; Ita‘rg |91n t?l rg?%cemsnt of

t he order el ephone
20/ conput dqcatipg tiefipst segiign 28 indhesigtags; éatheraheat@rthra éeﬁa 8t rmda_mm «mt iheeatitegat i on
?_yst em f f)rde@ydtéauﬁaﬁﬁta a7 maqmb &swaeizeméh Mghtdh8s lr'rtegwc@ 26 with hw&ta 5‘1 ghown a

I nancl a .to
{r ancacti GREBGE 22K e MHhelbatbn sk bR Rt or T it o bt RIS LRRON 50y
be a cr ediatmatehzreiira(mesiesthe weryer 2deishds acmessagd @tth%teled?hor@r2@(9pm9ut€gfr1ér§a¢)d card,
post pai d ga¢ dmesagaceayntontain rérsalor hark okCaefuitatiorP2dhdRay e NdudidSior unent s,

g;y% Eter ?Hblg)?r%r%dtgég Q'ﬁg égé%xpnf géé{gdﬁ?pmer 1§ﬂ§n er{(?aQ%o%hpuotnﬁﬁ&%QgCt bfg, Ay be a
" draw result confirmation of receipt of an order confirmation of placement of the order; and so

forth. The message is finally received at the telephone 20/computer 18 (47) and is displayed

and/or reproduced.

Authentication System for a Payment Transaction

Referring to Figure 6, there is shown a financial instrument 50 that is to be used to effect a
financial transaction at a financial institution 60. The financial instrument 50 may be a credit
card (as shown), debit card, letter of credit, prepaid card, postpaid card, an account, virtual
bank account, P2P payment instruments, or other suitable financial instrument. The financial
transaction may be a payment, receipt, transfer of funds, or the like.

The financial instrument 50 contains financial instrument data 51 relating to the owner, holder
or user of the financial instrument 50. For example, and as shown for a credit card the
financial instrument data 51 may be the account number 53 of the credit card, the expiry date
55 of the credit card, and the name 57 of the card hoider.
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The financial instrument 50 contains financial instrument data 51 relating

to the omg,b%(,p&&g& or user of the financial instrurrenl;%[g%)%zogs%{o anpl e,

and ‘as shown credit card the financial instrunent be the
account nunber 53 of the credit card, the expiry date 55 of the credit

card, and tha ﬁnétﬂﬁﬂns’ﬂm@ﬁt 50 B%o %fudem}eg%ent&%n y)@c@@é?ﬁ/\@g’rs&ﬁﬁrpted version
PCT/ 8@005/ 0031 I 'ncl ud

representati Stﬁ am"(‘)gnEo tf'eh F?ﬁj gﬁ é‘??é?sﬁ téocﬁ'q‘{?e'P%y "E‘J?P b%F°'H§F§e?Je FP%F‘ﬁP ng to
t he user. PEA@NIpiorteseser mey on 06O onmyreal e trenca rimmtremsediataliie odartyather

pertai ni NGiatiddriinkl SEJertBRig REhE BEd PbidErO Fer anmpfehﬁ"le folh@@@&é by inBiadd Wpent data

51, or any | tif ert nin card hol der. For
exanpl e, dnage %t(:% it og atcgdr%'ﬁ@ )cf?cd%gh‘}t phd’gi % tEﬂ?‘:‘ref PlogretreHEOERH. hol der

a facial p}h@@@gqsapﬁhmar@ h@dqtath@lm@bd@mlly barogreftthe mofherf o tiretardomlder, taheé addr ess
of the cardihml der, the nmaiden famly name of the nother of the card

hol der, and so forth. Atag 14 or a digital imge of the representation 59
i s captured using an inage capturing device 20. The inmage capturing device
20 is capable of capturing a digital inmage 14 such as, for exanple, a
digital cdhi#gd? %arﬁ[')ﬂﬁ‘?'l image; abihg TeTescatalion o is pBAUKdtUsing a0 iggatapbaimer a t hat
is tfl eCQﬁVime(E&bi image E4pabing devide @aﬂciiﬂblglaﬁéa'bidra)#&E Hngﬁé?r}ﬁ@étﬁ@uérpasa

conput er n erati

connect e dtfgge&gﬁae aﬁ&%g{lgﬂétéﬁ%k |e cr;ﬁ'nera mQr?Jenl : a{h%ﬁg't %%Bl?ag&anéﬁﬁ%%gtdz forth.
Capt uri ng P@"‘L”HQ'C?’HP% ieaeled #r Ashi b operphiveiyt connecied detd compwter pattis of t he
financi al télecrembicatons ehdifed, rmg@b.tém%petrdmeew %aﬁr%%@-at@t b Oddmip el Sihé%\t to a

b d
Zgr\éﬁr Sﬁ/é telg&ﬁmﬁvﬁ@ﬁoﬁ'@ er@oYed gnda§o ?orﬂ tCa urmatjt g tg% énmage?,s 8'['?%’?%@%" pessage,

required é’@"%?é%an éﬂpa”‘méhe ﬁr*ié'ﬂ%éfé'l's@gf?nffb? "@@ﬁdf’f 9hthe heprésenigtonlsd isregnt depend
on Lhe nattels eerﬁ}r 212HE(@&eﬁeﬁ(Iiljir\cié)::I Et%asdﬁt)étblfb%ta t%stel:r B@arpMMQQﬁe%sége SNGTIRS | Onl and
aut hentic r t_car ase descr.i gxanpl e.
Encrypt i oﬁﬁéog&t g aﬁ %%ﬁ ?re'"ﬂta?tergestsﬁ%e f9 né%e 'Eﬁ’ aF J&Ryie tqro‘?a?s%’ or ‘Eard

i ssuer to ngqt@qolgqy fmaﬁ?dd'@%%'@@%aeemvmqweaeme@ thernatoret df yeadesaptMing\dedies .  The
Tag Aut herbi cation Provider generates a PKI key pair (RSA 1024 bytes key
|l ength) for the financial institution 60. Tag generation and encryption
software is supplied to financial institution 60 or card issuer. This

software i_s used to encrypt the credit card nunber, CWV nunber 53A, and
expirati orl "¢ Brogess of enseypiionand apthentication for credit card based tags 59 is described as an

example. Encryption of the tag 59 requires the financial institution 60 or card issuer to sign up
and associate with a Tag Authentication Provider. The Tag Authentication Provider generates
a PKI key pair (RSA 1024 bytes key length) for the financial institution 60. Tag generaﬁon and
encryption software is supplied to financial institution 60 or card issuer. This software is used
to encrypt the credit card number, CVV number 53A, and expiration date of the card with the
Private Key of the PKI key pair which is embedded in the software. The first six digits of the
card number or BIN number for uniquely identifying the financial institution 60 are left
unencrypted in plain text form. The remaining digits of the card number, the CVV number 53A
and expiration date are encrypted. The software converts this encrypted card information into
a 25 slot tag 59. (4 X 25 matrix or 25 circular tags) sixteen for the credit card number; three
for the CVV number 53A; and six for the expiration date. This generated tag 59 is affixed or
embedded onto the credit card.

Authentication for Credit Card Based Tags 59 requires Capturing the customer’s credit card
tag 59 when receiving payment confirmation. In one embodiment, the customer sends the
captured Tag 59 to the Tag Authentication Provider via MMS through their camera-enabled
mobile phone 20. The tag 59 is converted into a numerical format by a Tag Authentication
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Private Key of the PKI key pair which is enbedded in the software. The
first six the card nunber or BIN nunber for uniquely identifying
the fi nancg}ggi @@h’utl on 60 are left unencrypted in plléq:ﬂs @ﬁ{/oqﬂ&sm The
remaining digits of the card nunber, the CWW nunber 53A and expiration

date are gpeLypl @qhe e Afxgéngg@éﬁ pRRRAE Th R RRE LY AL 34 53?15% dsBd y Mt i on

into si Xxteen for the
credit calddntﬁn%é?afd tspitee e f"faﬁ?‘a't"f*ﬁé't%\’/’vﬁ?ruTﬁ‘Bé’P"@BWd"@rﬁub@F Key githe RK!
expi r at i oreydgdireis udéd ® @emeriBd esinditity bRdit sarafnlink®¢l the cveeddedsoaid t he

credit Cag% afoéllllt g'a‘ff‘ t'llh%aééc Ptegi1 %forqa?gﬁ Es %H’t gch%/ﬁ’\%gtlclétglstOS(%e r&HY 'Isrsgé

capturing e customer recel ving paynent

conf i r mat fiRancial ipstigijen @Qr‘ﬂ’dﬂﬁiar‘l‘é?ﬁﬁefoﬁrﬁé‘e@!%‘t Stiesequasiiy shet apProPEZIB REPWYH STag 59 to
t he Tag Adédieairbt &ileicai bP\cadiassuet. a MV t hrough their canera-enabl ed

nobi | e phone 20. The tag 59 is converted into a numerical format by a Tag
Aut hentication 12 WO 2006/ 033645 PCT/ SG005/000318 Processor at the Tag

Aut hentication Provider. The first six digits of the tag 59 are used to
i dentify £R& e sarvesdeite SPVeT FRaTEES. ARREYAS 21K YRR to ﬂ?é’hctB‘? FRYFhdi ng
Publ i c Keinagk withea Biflespdodivig paage dtaredisredn tirmagdedatappie (rbe siicawmii Therngiagy edi t

card nunbagébaswsen% tébue:sb b contmudRdtes %n'tﬁfgé@zg frhe Igytaecgng% ed

information Is se ent| cation ssuer I nanci al
i nstituti GA"EESSEY: thA %eé’/el\%%‘ie@?@éfﬁﬂseﬁé‘f%?’ﬁsenguﬂb%"dﬁg}?t'v‘?ge 418 oBPRfori at e
anount | sdatdebdtdiet tb trenseh ahzds dsdayto bhieertiasitd tHeasereand the authélieateecarer end,

t he servegeggssg(?%q,l‘evfﬁanmaqﬁglmgh%0and attenpts to natch the captured image
with a correspon I'mage stored in an i mage dat abase (not shown). The

i mge database is connected to and conmmuni cates with the server 22. |If the
captured image is conpressed, the server 22 deconpresses the
r epr esent Refeoing XOFipure 7 Hbe saneg @2 bds sevembtnadutest Tbesedadtiwiepaproc@ssar Agtiad t he

user. Thi ?eclm%eé"tﬁ@gatg Br tﬁé‘ﬁrﬁ@é‘% ﬁ%%nﬁ%r&%hmu%ﬂuoﬁ hRa@btherte! _}a%Eés‘aP can be
passed to financial institution 60. Referrj n?mg7t%eF| ure 7, the server
t

22 has sevaEP coBRUIEEs W SstaRE ﬁ%ﬂém%[ﬂr gedY RERssay see?VBS t he
dat a of t heeriforeigeyrtidn froro mkay datalveae g of sunhkaysc ard asv infochuHtien efativel toghgor ocessor

71 al so CQégmln%tlﬁé‘ntqu‘éﬁbé’se%t@-Q@&Qd&fﬁmsr %la%ser@nws c%x@rna&ié?it%% he ]
Se (0] SucC

necessaryd ey of the "user for «?/”B ‘ﬂ 1.0 % q#?
keys, and %\F‘?S "? ?1‘?%5"&%& Y56h3% ‘i’é]‘:&ipfe\S’ FSEhlEr Eéeé’r‘eSF? iAnat?- i e P Ctat abase
75 of user1 usksmhiatthersicatibh eodge 72 fod entherticaiing dreniser by camnmpéragstie infoemation
relating to the user and the data pertaining to the user. [f there is a sufficient match, there is
authentication, otherwise there is no authentication. An outwards communications module 76
is used to-send an authentication code or message to the financial institution 60. The keys of
the users are kept only in the database 24. Each financial instrument 50 will have a unique
key. The unique key is generated randomly at the time of creation of the financial instrument

50 and is used to create the representation 59.

Figure 8 iliustrates the process flow of authénticating a payment transaction. Upon the
payment transaction being initiated (31), the image 14 of representation 59 is captured (32)
and send to server 22 (33). At server 22, the representation 59 is decrypted (34) using the
correct user key extracted from keys database 74 and, if necessary, decompressed to obtain
the data pertaining to the user. Authentication then takes place (35) using the information
relating to the user extracted from identity database 75.

The information relating to the user includes at least the data pertaining to the user.
Authentication is performed by comparing the decrypted version of the data pertaining fo the

user with the information relating to the user as obtained from the identity database 25. Upon
13



data pertaining to the user as encrypted and used for the representation
59. The pr 441 uses an authentication nodule 72 f ating
t he user bﬁ&ﬁ%ﬁggﬁ?ng the information relating to the us'ﬂﬁ@ﬁ@ﬁ@ﬁﬁﬁd ta
pertaining to the user. If there is a sufficient match, there is

aut hent i ca&thamcat.eﬁ %ryuu%%uéah&r @odb $r RRssagt Redthi ©ahd %nc.émn&mmcﬂ &6)
conmuni cat i an aut henti Eatl on q%gde or rressage

C O R L Sarfett s e e o TRy Do Bt SR BEoc or v
t he dat abase 24. Each financial instrunent 50 will have a unique Kkey. The
uni que key is generated randonly at the tine of creation of the financial

instr urrenwhuéQnewdaé SedhSR@cribed mﬂamegoh@ de@&fpﬁ&ﬁﬂé@ﬁé&&n&ﬂi«mdﬁté}éfrtﬁe 8
illustrates th en t| transaqtlon Upon

he " pay e YRR PaN b el oo bY IRere 84 ) e RrljeRE Bl 3 dpRctons

r epr esent at medifigonss incdgiailgr efdieig® or camatruetiondort apertiony may 22 fi3®) withiqut ser ver
22, the r apiRmgRbaithOfteadt nvenf@Cr ypt ed (34) using the correct user key

ext r act ed from keys dat abase 74 and, if necessary, deconpressed to obtain
the data pertaining to the user. Aut hentication then takes pl ace (35) using
the information relating to the user extracted fromidentity database 75.
The information relating to the user includes at | east the data pertaining
to the user. Authentication is performed by conparing the decrypted
version of the data pertaining to the wuser with the information relating
to the user as obtained fromthe identity database 25. Upon 13 WO

2006/ 03364 PCT/ SG2005/ 000318 aut henticati on, an authentication code or
nmessage is sent to the financial institution 60 (36) and a confirmation is
sent to the user (37). The authentication process then ends (38). Wil st

t here has been described in the foregoing description preferred enbodi nents
of the present invention, it wll be understood by those skilled in the
technol ogy that many variations or nodifications in details of design or
construction or operation may be made wi thout departing fromthe present
invention. 14 LLOYD WSE The Clains 1. A nethod for capturing an inmge
usi ng an apparatus and obtaining information regarding the inage, the

i mge containing a tag, the method conpri sing:

14



(@) capturing the image using the apparatus; (b) sending the captured
image to a server; (c) the server processing the captured i mge QQoyggﬂgg
therein the tag, and from t he tag extracting data, the tag conprising a
visual guide for identifying a location of the 10 tag in the captured

i mage; (d) the server conducting a match search for the extracted data with
stored data in its database; and (e) upon a match bei ng made, the server
sending a [ onse nessage to the apparatus. 15 2. The nethod according to
claimi, @?gpﬁnﬁhe informati on obtained regarding the image is whether a
user is authenticated for a paynent transaction, the inmage being a

representation afdidne Rpthdgtandhade lﬁélﬂ?;aéﬂ(%lpaératbg@ﬁor éHH?rﬁrt\g[ infolation
repr esentati on conp risi ng an encrypt ed ‘version of a pertal ni ng to

the user. ®9a/eRg tr??e'f“ﬁ%%i RIEBIT RGN TPaith PR HEhe data pertaining
to the user is conpressed in the imge. 25 4. The nethod according to

claim2, wherei @tﬁsﬁ'qﬁ&tﬂemﬁ{g%'% ole| aBBarEtU? user is conpressed in the

server. 5. The g any one of claims 2 to 4, wherein the
dat a pertai ni ng®cen#iBg thg SBRIUTEH IMAIE S seYer] east one sel ected from the group
consi sting of: g)ntkedeever prfocésbnagiherbamoteahmag%ao i85tk EHéramNthe t@nar&»(fmnwedat a of

the fi nancial i nSt b‘Qﬁ% t'i tdg% M%?%rc%{rﬁﬂgmu%a wgl?al é*ft% flcnslggrﬁffhnga IocEaHon ’the:[ €

user's address, E ace
accor dithg to any o‘ﬁ@'“d e%apwr%ngm 5, wherein the financial instrunent is

selected fromti® e seHlercomBitinigiNgatef seabdhaslithe S@beled SRPWh S8k damth itset t er
of credit. 35 7. T(Jg%basé Qr?od according to any one of clains 2 to 6, wherein

aut henti cati on conprises.” 15 Anended Sheet | PEA/ AU LLOYD W SE

(e) upon a match being made, the server sending a response message to the
apparatus.
15

2. The method according to claim 1, wherein the information obtained regarding the image
is whether a user is authenticated for a payment transaction, the image being a representation
forming a part of a financial instrument, the representation comprising an encrypted version of

20 data pertaining to the user.

3. The method according to claim 2, wherein the data pertaining to the user is compressed
in the image.

25 4. The method according to claim 2, wherein the data pertaining to the user is compressed

in the server.

5. The method according to any one of claims 2 to 4, wherein the data pertaining to the
user comprises at least one selected from the group consisting of: a number of the financial
30 instrument, an expiry data of the financial instrument, the user's name, the user’s date of birth,

the user’s address, and a photograph of the user’s face.

6. The method according to any one of claims 2 to 5, wherein the financial instrument is
selected from the group consisting of: credit card, debit card and letter of credit.

7. The method according to any one of claims 2 to 6, wherein authentication comprises:

Amended Sheet
IPEA/AU



(a) extracting froma key database a key of the user; (b) using the key to
decrypt the representation and extracting therefromthe data pertaiphngw§e
to the user; (c) extracting froman identity database identity information
regarding the user, the identity information conprising at |east the data
pertaining to the user; and (d) conparing the identity information and the
data pertaining to the user for authentication of the user. 10 8. The

met hod according to any one of clains 2 to 7, further conprising sending an
aut henti cation nessage to a financial institution. 9. The nmet hod according
to any one of clainms 2 to 8, further conprising sending an 15

acknow edggient eQfacigiidfY iy dbizBike 4y ofE 4B hod according to any one of
claims 2 tg 9, wherein the image is captured using at |east one of: a

mobi | e t el EphontS{ PH*Y 19 AgTYRAINeCERBIeR Rl FgisHirertidaivgielorp isrfiata pertaining
t el ecommuniodbe usens enabl ed PDA with a digital canera, a digital canera able

to be connggtedsaQch rdnt a%h&é}ﬂ{ﬁ&é{}bﬁ%}iéé&ﬂ? I % li&dregagﬁﬁg{hg Lserdnd idgni:ttlﬂ) ns

canera able’'to be connected to"a no e ephone, ecomruni ca
enabl ed di Bfomaptiop SHBPTSIN A 25t tRectrizRareBpe e veradonnected to a conputer.

11. The netdiod asmeridy e idetitp MorOBenehd GHeaial@eraihify Hhe WdefoehiRhdrifigatibhage 1S
sent by ong . 25.5€el ected fromthe group consisting of: MV5, SMS, enmail

i nstant nessage, and digital data transfer. 12. A nethod for capturing an
i mge &%ing an apparatus and obtaining information regarding the image,

the image eont airné Mgthad sdgrdingeariRing @HcSMBRIS B ifliher &fhpkigihg SétRingah Ng t he
i mage usin mgg%chQaratusiSAP s%q%%&9m$he captured image to a server for
p

enabl i ng the server"Fgﬁgfi F0C eSS I'mage to |l ocate therein the tag and to

extract data fromthe tag, the tap conprising a visual guide for

identifying a | 9s@ink®Bd &cotdd td 88 dr of LiRRs ©APE UGB, édﬁ%@ng Sehdinblahy conduct a
nits n

mat ch §earcq(for t he F&tr%cted data with stored data i dat abase; and
5 acknowledgement of au

entication.
10. The method according to any one of claims 2 to 9, wherein the image is captured using
at least one of: a mobile telephone with a digital camera, a mobile camera phone, a
telecommunications enabled PDA with a digital camera, a digital camera able to be connected
20 to a telecommunications enabled computer, a digital camera able to be connected to a mobile
telephone, a telecommunications enabled digital camera, and a web cam operatively connected

to a computer.

11. The method according to any one of claims 2 to 10, wherein the image is sent by one
25 selected from the group consisﬁng of: MMS, SMS, email, instant message, and digital data
transfer.

12. A method for capturing an image using an apparatus and obtaining information

regarding the image, the image containing a tag, the method comprising:

30 (a) capturing the image using the apparatus;
(b) sending the captured image to a server for enabling the server to:
Q) process image to locate therein the tag and to exiract data from the tag,

the tap comprising a visual guide for identifying a location of the tag in

the captured image;

33 (i) conduct a match search for the extracted data with stored data in its
database; and
(c) the apparatus receiving a response message from the server.
16
Amended Sheet
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(c) the apparatus receiving a response nessage fromthe server. 16
Amended Sheet | PEA/ AU LLOYD WSE 5 13. A nethod for capturing an inmage
using an apparatus and obtaining information regarding the i nage,Lprgwlgr@ge
containing a tag, the method conprising: (a) receiving fromthe apparatus
the captured image; (b) processing captured inmage to |locate the tag therein
and processing the tag to extract data therefrom the tag conprising a
visual guide for identifying a 10 | ocation of the tag in the captured
i mge; (c) conducting a match search for the extracted data with stored
data in a database; and (d) upon a match bei ng made, sending a response
nmessage to the apparatus. 15 14. The nethod according to claim 13, wherein
the information obtained regarding the inage is whether a user is
aut henticated for a paynent transaction, and the captured i mage contai ning
a representat i oA nadtha@riarcapiueth andmageousirafand@dbarape biicobiimgy hrmidien user . 15.
The et hod i Al fr r { sing.. 20 (a) extracting
froma keyr%g@g‘%gﬁségggég .ecl%l t%oéﬁalrﬁ@%/a;tgg’ t'&%?%édrécﬁ@s'ﬂ er; (b) using the
key to decrypt {He rEFPEE8fPAhAPPEGUsHeGaAlUiaddMeRE a pertai ning to the
user;d_(c) eﬁtragi)i Nng pfocessingtaptoh@d indgy taaea@m&eagtd@ramiawprioaés@mgmét@@tﬁ g
regardi ng the user, i r Lon conprising at |east the data
pertaining to the ustee!r&?acéélagg%'le%%y’ tﬁ%% g? i Rrbs'@ﬁevr'?élgt%]'dﬁg?rt'%epW’H%ato t he
user an@l the identi t PCRITMSF IELFORN thegaptdigdtineatei cate the user. 16. The net hod
according to cl @)m 12onddB@igel Matbhearch Por@setradieddhtd A SorB@bdta ®f2 @ fi nanci al
instrunment. 30 17. ngtaget hod according to claim15 or 16, wherein the data
|

pertaining to the us St conpr essed.
(d) upon a match being made, sending a response message to the apparatus.
15 14. The method according to claim 13, wherein the information obtained regarding the

image is whether a user is authenticated for a payment transaction, and the captured image

containing a representation of encrypted version of data pertaining to the user.

15. The method according to claim 14, further comprising:
20 (a) extracting from a key database of decryption keys a key for the user;
(b) using the key to decrypt the representation to obtain the data pertaining to the
user;
(c) extracting from an identity database identity information regarding the user, the
identity information comprising at least the data pertaining to the user; and

25 (d) comparing the data pertaining to the user and the identity information to
authenticate the user.

16. The method according to claim 15, wherein the representation forms part of a financial
instrument.

30
17. The method according to claim 15 or 16, wherein the data pertaining to the user is also
compressed.
18. The method according to claim 16 or 17, wherein the data pertaining to the user

35 comprises at least one selected from the group consisting of: a number of the financial
instrument, an expiry date of the financial instrument, the user's name, the user’s date of birth,

the user’s address, and a photograph of the user’s face.

17
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18. The method according to claim 16 or 17, wherein the data pertaining to
the user 35 conprises at | east one selected fromthe group consisting of:
a nunber of the financial instrunment, an expiry date of the fi nﬁrchi ISE

fnstrument, the user's nane, the user's date of birth, the user's address,
and a photograph of the user's face. 17 Anended Sheet | PEA/ AU LLOYD W SE

19. The nmethod according to any one of the clains 16 to 18, wherein the

financial instr nt is selected fromthe group consisting of: credit card,
debit car d?&andeF%?’F@Pga?coﬁq’r@d??r?y °”§(5’.fB“‘?ﬁ@%‘t%%é@@(@@ﬁ'ﬁf‘ﬁﬁ”%”&'abny one of

claims 15 tnetrirBent fsiselehted from tipr draliprgnsging oh gredincdsd, alabinend, iaad tettenof o8t age t o
a financial institution. 21. The nethod according to any one of clains 15
to 20, further conprising sending an acknow edggemant of authentication. 10
22. The method dBeBEHPAFCRHINGS aBnedf claimgi1fdo 19, fusthercompridnesanding an

appar at s estheeikatioh etbssdgeadrs fitcigrigagiputioonsi sting of : a nobil e tel ephone
with built in digital canera, a digital canera wth built-in

tel ecommuni cations ability, and a digital canmera operatively connected to a
t el ecomrunitat i AL MEHAP Pe@rdtsHp aretne of Slaips 1510, fsthpiogmeteied eHndigoeo any one
of cl ai ms #cknowRkdgenvdnesieiuthehtitatidnmage i s di spl ayed on at | east one selected
fromthe group consisting of: television screen, notion picture screen,

bill board, computer nonitor, a screen of a |aptop, notebook or tabl et
conput éP; &d2scr depmethod acesirtinadb pey enemb aieiers Tdevdi oderein the porsvatis idisejedted

assi stant, foBlhd oGt coneibtingloRla e RIAGhe VIO DKt in (IGGPEHNERa, 2NHENERARRT

newsl etterw.tﬁgdl _aqo]t héar pri pt ed fl)ubl i ca.i.o[]. 20 24. ,Trl1e net hod according to
any one of " 87D t'epnmBicapns RNy 3 olist St SRFIRYYCYY ©npETed g an
advert i semtgcommynicatione anabley computsier ver usi ng a system sel ected fromthe

group consisting: MV, SM5 emil, instant nmessage and to a URL of the
server. 25 25. E}ggg]rg%god accordi nﬁqto any one of clainse 1 to 24, wherein

the tad’cofpris CHTRFEE AN FRE ST R G2t IETeiNe IMmass is dispiayRe Phod
accordi ng tbleedt anerséstedsitoar e grotih eordatiiy @onkbdsitrssceaen| rdeativhipictes sdresdn, t he t ag.
billboard, computer moniior, a screen of a laptop, notebook or tabiet computer; a screen of a
portable computer device, a personal digital assistant, mobile or celiular telephone, book,

magazine, newspaper, newsletter, and another printed publication.

20
24, The method according to any one of claims 1 to 23, wherein the captured image is part
of an advertisement and is sent o the server using a system selected from the group consisting:
MMS, SMS, email, instant message and to a URL of the server.

25 25. The method according to any one of claims 1 to 24, wherein the tag comprises a

second section containing the data.

26. The method according to claim 25, wherein the data contains an identifier for the tag.

30 27 The method according to claim 25 or 26, wherein the data is aiso encrypted by the

server.

18
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30 27. The method according to claim?25 or 26, wherein the data is alldQYD WISE
encr ypt edwbyobdnsscaser ver. 18 Amended Sheet | PEA/ AU LLOFOTMEGSms/0MBLS

2006/ 033645 PCT/ S&2005/ 000318 28. The net hod according to any one of clains
25 to 27, wherein the visual guide conprises a regular geonetric shape

with a sefond Hisapethed e¢rordinchte amygeneae! grimanddrioc27, stiemin tHROvisuZheuideet hod

accor di NGednfrisdsad RagdBr gubIRERE BhidRewilhe s Wedind GRAPE Withih (R 3R Sedndiid C! €,

the centre of second shape |l ocated in the centre of the circle. 30. The

met hod ad%%?%ing to any one of clains 25 to 29, wherein the second section
conprises a border, all data being wthin the border, the border being

joined to the visual guide by a link. 31. The nethod according to any one

of cl ai ms225 tThe3fkthddhchramg fiel Ebiezs, aMBRRINI thé RGudr gédmditt §RFS isQcireeNPr i si ng

a brand of |98 s 32na IO ARCRNH Ahlf@ny one of claims 1, 12 or 13,
wherein thée response nessage conprises a 9'@&st one selected fromthe

group consisting of: (a) information regarding a product pronoted by the
tag; (b) an offer; (c) a redenption nessage; (d) a prize draw result; (e)
a confirnat i orThef meteicadabrdng taranpbae by, clamsl 25 (tb o awkersihithdTedcomnsaafiorpl acenment

of the  Of dfierises HPhorfbe! P8 Wb il ind Badd, {ibt3ucP B6hb Whe QBRI JLA0 @
vi sual QUI‘g ?on identifying a location o e tag I'n captur ed i mage;
and (b) Pudedyadtikection containing data. 34. The tag according to claim

33, wherein the tag is a financial instrunent for a paynent

31. The method according to any one of ciaims 25 to 30, the tag further comprising a

third section comprising a brand or logo.

32. The method according to any one of claims 1, 12 or 13, wherein the response
message comprises at least one selected from the group consisting of:

{a) information regarding a product promoted by the tag;
(b) an offer;

(c) a redemption message;

(d) a prize draw result;

(e) a confirmation of receipt of an order; and

(f) a confirmation of placement of the order.

33. A tag comprising:

(a) a first section containing a visual guide for identifying a location of the tag in a
captured image; and

(b) a second-section containing data.

34. The tag according to claim 33, wherein the tag is a financial instrument for a payment
transaction, the instrument comprising a representation comprising an encrypted version of
data pertaining to a user.

19



transaction, the instrument conprising a representation conprising artOYDWISE
encrypt ed weraneoe3efs data pertaining to a user. 19 LLOYDCWsB2o0sW000318

2006/ 033645 PCT/ S&2005/ 000318 35. The tag according to claim 34, wherein

the data pertaining to the user is also conpressed. 36. The tag according
to claim 38 or TBS,tagvaesoeding oheaidad4 eareinitng dgtatrerteihieg Usdne uswniprdlwes at

| east one g@leed[d fromthe group consisting of: a number of the financial
mstrumant an expiry date of the f| nanci al instrunment, the user's nane,

the user's date of birth, the user's address, a phot ograph of the user's
face. 37. The tag according to any one of cl ai ms 34 to 36, wherein the
financi al 3Bnst rieetag scerdiwnt sleiredted B omerdie ty gaip regAibingttprige aber credi t

card, a d%@n‘n?ns%@ra@l ieaBt bt SeidcteRdfl frdih @EH tgrouPp IcBRMtiAly of & AumtRP Jf PR Enmaid, an
account, virtual bank acc

strunents nme
recei pt, dFIUTPLNgY 8’fp’r351datFLPEd'%e Fr?t?c'g%ﬁt"{"bﬂl 2'& S e otﬁ?‘ir‘imé(r né(;attéof”c cl ai ms
33 to 37, bisthetheiuperisiaddresst apdtegranbefitheiussrsdace. i dentifier for the tag. 39.
The tag according to any one of clains 33 to 38, wherein the visual guide
conprises a regul ar geonetric shape with a second shape within the regul ar

geonetric Zhapel'he ac-tlz-ur |nt goga aco%groglclgﬁ? t&l t |3%ll \%e%%n tq\gé'f}ﬁgr?c;lal IntSP éne(‘gsu' ar

georretn c "shape | circ cen secon oCa
centre of onheele¢t¢d:1r@n the proupisensisiing at@t@ﬂtﬂpwg q@ﬁbawdomeﬁ@fof@reélt r%ep&si to 40

wher ei n tf&ardssséwh c%&ﬁ%h QEouROVITial B85k bchok, P pagthént #Rtr@n&iRd, Aghawédlj N t he
border, the bg 8&5 ?I ng I1ldo| ned to the visual guide by a link. 42. The tag
accor di ng "t ey SAE BP €8I ms 33 to 41, further conprising a third section
conprising a brand or |ogo. 43. The tag according to any one of clainms 33
to 42, wherein the second section conprises a plurality of coloured

secti ons, sgher erngagdladeoking fghySaetdf RRIMLES ©I7NWheréin Gl data Mad behtairlan
identifier for the tag.

39. The tag according to any one of claims 33 to 38, wherein the visual guide comprises

a regular geometric shape with a second shape within the regular geometric shape.

40. The tag according to claim 39, wherein the regular geometric shape is a circle, the

cenire of second shape located in the centre of the circle.

41, The tag according ‘to any one of claims 33 to 40, wherein the second section
comprises a border, all data being within the border, the border being joined to the visual

guide by a link.

42, The tag according to any one of claims 33 to 41, further comprising a third section

comprising a brand or logo.

43. The tag according to any one of claims 33 to 42, wherein the second section
comprises a plurality of coloured sections, where each coloured section represents a data

value.
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LLOYD WSE 44. The tag according to claim43, wherein the | ocation of each
col oured section determ nes a nessage and/ or processing of the tag. bL@¥D WISE
The tag according to claim44, wherein the nessage is CRC encoded to ensure
data integrity. 46. A systemfor capturing an inmage using an apparatus and
obtaining information regarding the imge, the inmage containing a tag, the
system conprising: 10 (a) the apparatus for capturing the inmage and sendi ng
the captured inmage to a server; (b) the tag conprising a visual guide for
identifying a location of the tag in the captured imge; (c) the server
bei ng for &%t radietey achreditgiy cfamoAs twherdimtag ®catiod opsa2a @6i81r8g sédnen dagmines 15
extract thengicdpd HaloPproCRBAYELhd@ga match search for the extracted data
with stored data in its database; and, upon a match being nade, sending a
response nessage to the apparatus. 47. The system according to claim46,
wher ei n5t hdési nf Giheegi zorordiby @i daedl 44, egharel thg mebeige R ROBGRIStoha-d8sta @ USEr

i s aut hentigg %)d for a paynent transaction, the inage being a
representationformng a part of a financi al i nstrunment, the representation
conprising an encrypted version of data pertaining to the user. 48. The
syst em accasdi noh dystem feri captdring a@BGE Esirgkd HArMBE ahPSoRdiSRy lf’]%FnBatIORS (Ih) q
receiving i i.ng t epresentation to obtain the data
pert ai ni ngtr%b% C{@ggma bldle [ﬂ-.%gé X&]tta'n"%e g@ot[-' Fﬁge"hgoé?p”@@?ract ed froma key
dat abad®; (iii) @xtr éﬁqanﬁgraquéqﬁcamurlr@ém image et sehdisethiedbaptuietly i nf or mat i on
regarding the user; afgge tfk¥prveonmparing the |dent| ty information regarding

the user with t dat aetg,o erntsf%l nlvnﬁ to. th d t r for authentication of the
user. 49. The sy2tem Acco p B8 VErdigHige 7 '8P %0 2 RFRCBIChINE A8 aBar at us i s
selected fromthe grcéeipreémestl ng of: a nobile tel ephone with built in

ang 2 qu01 Ll canera Gpot L TeL Y Comnear S i e BT e P |
enabl eg% gonput er . xtract %ereyrom%ata conducting a match search for the extracted data with

stored data in its database; and, upon a match being made, sending a
response message to the apparatus.

47. The system according to claim 46, wherein the information obtained regarding the

20 image is whether a user is authenticated for a payment transaction, the image being a
representation forming a part of a financial instrument, the representation comprising an
encrypted version of data pertaining to the user.

48. The system according to claim 47, wherein the server is also for:
25 (0 receiving the image;
(ii) decrypting the representation to obtain the data pertaining to the
user by using a key for the user extracted from a key database;
(iii) extracting from an identity database identity information regarding the user; and
(iv) comparing the identity information regarding the user with the data
30 pertaining to the user for authentication of the user.
49, The system according to ciaims 47 or 48, wherein the apparatus is selected from the

group consisting of: a mobile telephone with built in digital camera, a digital camera with built-in
telecommunications ability and a digital camera operatively connected to a telecommunications
enabled computer.

w
(¥ 4)
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21 Anended Sheet | PEA/ AU LLOYD W SE WD 2006/ 033645 PCT/ SG2005/ 0003118-(5®@. WISE

The syst erwaeemrdicag to any one of clainms 47 to 49, whergttfis&hneso@pisur ed
image is sent to the server using a systemselected fromthe group
consisting of: M5, SM5, enail, and to a URL of the server. 51. The system
accor di ngs@.0 afhe systemodccordiag heany bne of BOiMswiTde db nwienein ttegraptoreprimagess (a) a

first secidpp o Qér@érrljsmg aasy\éﬂ-eﬁ%bctgé!‘ k@ tﬁ@@roh@%@rﬁs@isﬁiﬁ@ Somfus) efat kg, of the
tag in the i m and (b) a second-section containing the data.

capgﬁdrfg ge:

52. The sP&RMURCOIESAY®to clai m 51, wherein the data al so contains an
identifier for the tag. 53. The system according to claim47, wherein the
response nessage conprises at |east one selected fromthe group consisting

of . (a) ipfornmptd @E&eheélé‘érgih?% iy BReOst e Gimd U 7aBBb Sehelin thB BglcdBpriseld) an of fer;
(c) a redenption nessage; d) a prize drawresult; (e) a confirmation of

recei pt of an i ddirst seanidn critdiniag & eindal guiEe fop denfifyipy aceatont of e tabié the der . 54.
The system accol 'r&gimtaae.aagg one of clainms 47 to 53, wherein the inmage is
di spl ayed on at |east one selected fromthe group consisting of:

tel evi si on scr @en sedthi-sQdloR LR thé&dtgen, Dbill board, conputer nonitor, a
screen of a | aptop, notebook or tablet conputer; a screen of a portable
conputing device, a personal digital assistant, nobile or cellular

t el ephone, book, nmagazi ne, newspaper, newsletter, and another printed
publ i cati &h. 55" STREMRCCTEIAG L &l Vg reredn the sleta aise coplging Ae ideetiiapel B ng:
perform nggl mage recognition on a captured digital inmage to obtain

aut hentication data, the captured digital inmage being a representation
formng a part of a financial

53. The system according to claim 47, wherein the response message comprises at least

one seiected from the group consisting of:
(a) information regarding a product promoted by the tag;
(b) an offer;
(c) a redemption message;
(d) a prize draw result;
(e) a confirmation of receipt of an order; and

(f) a confirmation of piacement of the order.

54. The system according to any one of claims 47 to 53, wherein the image is displayed
on at least one selected from the group consisting of: television screen, motion picture
screen, billboard, computer monitor, a screen of a laptop, notebook or tablet computer; a
screen of a portable computing device, a 'personal digital assistant, mobile or cellular
telephone, book, magazine, newspaper, newsletter, and another printed publication.

55. The method according to claim 14, further comprising:

performing image recognition on a captured digital image to obtain authentication
data, the captured digital image being a representation forming a part of a financial
instrument, the representation comprising an encrypted version of data pertaining to the user;

processing the authentication data by decrypting the encrypted version of data
pertaining to the user; and



instrunent, the representation conprising an encrypted version of dathlOYDWISE
pertai ni nYQAYABo4ser; processing the aut hentication dRCE/IHROGEPIIPL i ng
the encrypted version of data pertaining to the user; and 22 LLOYD W SE
WO 2006/ 033645 PCT/ SG2005/ 000318 transmtting the decrypted data to a
server. 56. A'RBIHEW PedepyrRieldathis 4K epresent ation of the tag according
to claim34, the nethod conprising: encrypting the data pertaining to the
user with a private key of the Public Key Infrastructure (PKlI) key pair,
the encrypt ed dabRoP et FbdticRE the rddh@eHafn 6k Y Betofdid bi dMbim 34, the
identification nunbers of the financial instrunent, an anti-fraud nunber
and expi refEIFOUBERSf  the financial instrunent; and converting the
encrypted versj ; ta. p i ni he..user . | nt rgd, ned
mumber of ol orcoy e el Bdut Ret Gt Scbkll @y hAREREAE HAZ]
cl ai m 56, InfigEycEire (RHE ke PRI f they FACTHRIAD Sptaj Rerginngr i@ the/alsert Peledindot@iNigl ue (CWV)
ngnber ]; Sdbntifidafonambed oaﬁﬁ@ihﬁlricmginttmnca;aiagnasﬁﬁ?memmbnaddmngtaﬁm'( d!eitélll)q )
identificgatiaon. are not a Bank Identification Nunmber (BIN). 59. The
met hod ag%oénapcﬁ%%?%ﬁﬁ%é%%g%, wherein the slots are arranged in a matrix.

60. The net hodoReRRg tHehchypte visioh 2P datiperBhify tfle 84tifo BhRedbbmGtaar . 61. A

conput er usabl e nedi conprising.a conputer programcode that is
conf i guréﬁ'm%?rd’?élatﬁ§°eéje§]"%ﬁ'86%q§§568%ﬂ?"o execute one or nmore functions to

performthe nethod of any one of <clains 1, 12, 13 or 15. 23

57. The method according to claim 56, wherein the anti-fraud number is a Card
Verification Value (CVV) number.

58. The method according to claim 56, wherein the trailing identification numbers are not
a Bank tdentification Number (BIN).

59. The method according to claim 56, wherein the slots are arranged in a matrix.
60. The method according to claim 56, wherein the slots are circular.
61. A computer usable medium comprising a computer program code that is configured

to cause a process or to execute one or more functions to perform the method of any one of
claims 1, 12, 13 or 15.



