 kl e3eQaOr| . z6T?F" | 2 1 MAY 2004 Initialization of a chip card [0001]

This invention relates to the technical fireld of Tnitraltzattom of —a—Timp
card and in particular to the conpilation and processing of a record that
is'read into the chip card in an initialization step. [0002] qpqppparﬂmhare
wel | known in many enbodi nents. They are used for exanple for access
~control or in paynent transactions and nornmally have a sem conductor chip
with a mcrocontroller and af l.e s%.one neHDrg.dBesides t he usual designs
in checkcard size or as snal = SIMs - subscriber identity
nodul es in nobil e phones), chip cards are al so produced in other designs
(e.g. as key pendants or rings). Al these enbodinents are to be referred
to as [@001) cdftdsinventiohaelr@sienhe tekinical GRABLF RifikRLatRIPSIE Ehi?ba?@l chip
cards, initialjzation is the nethod step by which, after conpletion and
‘succes dn¢In paiculay tafthe pemphlaior and phescdsiagef a teosrd firaoiy read iandtherchiiat a-
ort.ed i.nto.the chip card that are identical for a relatively large

are | mpordiad Jato e
nunber CBf BAnd MUalFatioRSiCDs bsequent step of | oading personal, individual
data is referred to as personalization. [0004] The separation of these two

steps fgpeffe ' ' ing to mnimze the |
quanti 'Ey o? dglggtco See{r'??gégggré%ggﬁ %ﬁ/%%%ﬁﬁ%ﬁﬁ?%lqy%Fﬁsﬁﬁgw %’fﬂnﬂf cards.
I'n sonplectas asces coppbl oalr paymest-teaish@fomOsid hetntdIB) haat A 9¥micondnseyt ed

bet ween the steps of initialization and personalization, by which

addi t | ehigl With 8gnissecanititer addt leastone iteneoryi Besidea theiatal debigns iml | nurber

of chip cards. .An overvi gw of these production steps and their delimtation
i's fouﬁ%“%ﬁafé%‘% ef ai@‘?léﬁ(cﬁﬁi;&‘)d‘%’& (@ 53Ms otubsagben ilentivamadubds ider

 Accor drsane gRontS) LRGP HEARE otk B Bunes el 16 FEkRy Peusans oar ds
for thnGMANDDcsE e RibOaAmEMS bEtE B FbRed tP4s bé’ﬁiﬁ cra?cﬁs@aiﬁ;t‘uigg?sieﬂt xt.

mask- programed ROM of the chip card. To start the 1niti I'on process a
data val ue matching the rel ease key nust be transferred to the chip card
wi t h al0908] abDaringpreduciien of chipRiards, finitialisatiGATY BN tHEtHpd sTépeby manst,er r ed

value is co red vm'éhthe ?Iea,se key stored 2 1 MAY 2004 -2 in the chip
card “ME‘EE‘SEQHBF éuﬁ%ﬁSéfu texdingof the chin eard durdware, thosepanesms he chi p

d i.D: Sy 4 equi f initiali i 0006
Sabsco/dt fad bufifbileS BTSN W arfladsehl firg B1adiely 28 Bbmrone o
they omrdw%? R8T YRS gdbwqhenpsté@amdaaty% g&gwﬂt gl A Btg a8 SHERRd" h at

the privacy the encrypted initializa ata'is retained I1n case o :
unaut hiordszedsemadizaton] 0007] However, this systemstill involves the problem
that the rel ease key nust be known to the authority perform ng ‘

initiall io It is.increasingly required that not only the _.rch.j'.p_ card
manuf i@?@‘?ﬁr ﬁ‘% Separgtion of these twerstens 15 sFieqtedsfor seagonselb Predustionengét wor k

oo ngar g @i AL EURABR 8PafA B8 Wankhired Moo P S0 iBRE Tl of
par t neghipeadReln s6meé st dpplicatidie s%teatneaq:rdéf-(i)xggigiaEﬁé}fﬁ%&&&&ﬁbepar tner

not keeping the rel ease key strictly secret. e rel ease key were
made dweesdhdbieps of umtialinatiorrant] pesswalizationhby evidbh pddaichabpesitains! i ne

m ght po sis‘s)lg be conpr.om sed, because the rel ease key permts access to

di ver s%dzg ya arg writepdnium eslayaly smadlhnuaber of ehip sapds. dsvavemiew 0fi ng out
t he chip..C 'S r .twar.e. . Fpr anpl e, | unau i zed

thi o Beseledu R SHE g BERYRLEn 1L Furil B Eh et 0 AagR S &l T o
the chg e BHGk ; i 2

sk pr g POk HRdREh Bt ChipRa O bR king RaRKEiN Yol Rl |

di scl demg 3ad editiond1 999, post initialization of chip cards. This nethod, like
t he procedure descri bed above in connec .

[0005] According to an at least internal prior art of the applicant, chip cards for the
GSM mobile phone system contain a 32-byte release key in a mask-programmed ROM
of the chip card. To start the initialization process a data value matching the release
key must be transferred to the chip card with a suitable command (e.g. VERIFY INI-
TIALIZATION KEY). The transferred value is compared with the release key stored




tion with initialization, uses a key to release certain commands of the

chip card operating system [0010] Gernen |aid-open print DE 199 02 722 A1
shows a cryptographic nmethod for exchanging a secret initial \ZanuMA‘beZ[}%en
a processing station and a chip card;2which avoids transfer of the initial
value in plaintext. [0011] The problem.of the invention is to at |east
partly avoid the stated problens and to provide a way to initialize chip
cards ihie chép suidt ROM. Tnrcasaof agnaigh, dawess isireleabéd: tit aw ERERROM of theby
externi?Jtll par(ine(a | | e of feri ng%few or, N0, possibilities of attack. In
parti ctPRCAHER i"’glg iR cg gmmapds Egudredfar IHHNAAIONz ed per son gai ni ng
access to the pro -321 M~I Y 2004 tected initialization commands and/ or

of un ﬂ' Zggpkﬁﬁféh[‘%ﬂi ﬁ‘ﬁﬁiﬁ?% Sda'taf'fng i hcgcmﬁ E{ijbg[cf%)%%zell o

solve hi's™ pr appara uses havi ng es of "t he

i ndeperideopeslyadramceyie®wam ﬂﬁﬁhdﬂ@@omcﬁ@té@ ldd&lﬁlg Bf{sfﬁ?éé ﬂfht ﬂéé?ndﬁ@ﬁafle”t

clains define preferred enbodi nents of the invention.
def i nethetepsrnted snitiabizaticenddsy it tetaiokd pn casrecbﬁnhmmthc&azd:dr@cess t he
initialization record. daim5 relates to a chip card designed for

@ 6 def d d by th hj d

anut AUR7E; FIoERR eSSt stbiiavoRes At Bop oo SEIRECIENS KeR/ENET b8 chi p
d

i ng a4 AR ARty Goforkhyl ShfefoatSh 3 HFRHGlogl f BERNAE A8 Baf T o™

whi ch gl &h@%hﬂ%drd'd]éhlff@éfﬁf@ﬁﬁkeﬁfbdt%d é)&ern'ﬁl Paftndra (81t ﬁﬂ)bllé%ﬁd&“s of
generating the initialization record and evaluating it.” [0014]" The

I nventnetwork opesxtorspinitiakizé cleip cafdsen thedr ownkimidis deserthereds @ dangenofessi bl e
to the external partner in plaintexf nor transferring it to the chip card

i nf pl atherelease kay heing sm*@i %ﬂ ding kagsteni the sxtarnak pagtnen or whamitisreader
{ t {
i e B o aft B Eftehil Paftef bUIEplsi e RRichSt Ky B St 1, o

the manufacturer to the ext ernal partner and fromthe _eXteinal partner's

proces 'oos} st pft thefrelefsd k‘ﬁy MRrPntadedecdlhiolo Jﬂauhaﬂs&l g&@oﬁé h&fRole
consi der abl e advantages due to the fact that the rel ease key is not-

t r ansf @rpedrdptduact tine nfighepossibiglbepmmpremised, because thairglease kicy pep! ai nt ext
and is also inaccessible to the eXternal partner. This reliably avoids
unaut haits Aeessde sierse basie chi ¢ard finpefionswhisheands twm beaseshios spXing [ 0016]

Toer ccoMtuh thld eardS HeBiPre e Bkt 3t Emie b e AR Bk et % ©
card, §ap st ﬂi&%}‘e%%@ﬁe Waichg 16 ﬁfsWn ﬁ%g&%&d@ﬁﬁ@mm@@wm gi ven

t he posSsi bility to execu e |n|t| lzatio ocesses on thelir own prem ses.

Thi s i thos spy est tHeecatectmadpdecaéd intheahagk-progtamysddROMg. Wi t b GSM net wor k
operators and broadens the possible application range of Chlp cards to
in whi h external initialization of the chip is required

f;‘; eSan%pgﬁfe German lme@amn 13k 186t @Mlaélaclew mqﬂﬂﬁcf %rmm@r 955 603

ot hattfbalBh 3 ol satdsr TS q‘f%théﬁtﬁ%ﬁ%ﬁ%% GRS U BhonS- Sen
I i ti adidg 3460 ERIA i oh Nudel 34 gydﬂal l%férage E&2ait ReMRASES Hﬂh\éﬁnﬁg k& bgerapnpar ed

with the stored private ke here 1s a match the |aI|zat|on dat a
is al liogesysfesi.c] .

[0010] German laid-open print DE 199 02 722 A1 shows a cryptographic method

for exchanging a secret initial value between a processing station and a chip card,

which avoids transfer of the initial value in plai‘ntext.

[0011] The problem of the invention is to at least partly avoid the stated problems
and to provide a way to initialize chip cards that is suitable in particular for initializa-
tion performed by external partners, while offering few or no possibilities of attack. In

particular the risk is to be reduced of an unauthorized person gaining access to the pro-




AVENDED ~~~~ -4 2 1 MAY 2004 [0017] The order in which steps are listed
inthe clains is not intended to be restric tive. Rather, enbodinents of |
the invention are provided in which said steps are exe cuted in a different 1
order or parallel or quasi-parallel (ihterleaved). [0018] A 2 1 MAY 200 o

"conputer-readable data carrier” in the sense used here is intended to in

el ude not, onl.y. terial datg carriers, such a gnetic or optical disks or

t apes, t%cd?géﬂ%ﬂ?ﬁﬂ%mana%%d@épf PB?‘ét,?’OElé lopding,pf prpgramgndes into .
opti calthéi;ﬁ?ag&d.with data in formation nodul ated thereupon. [0019] In the |
~wording o he present text, the term™"initialization" is to refer pref !
erably to the abovenentioned transfer of prograns and data to a relatively

| arge [ROABIr CFo sdivp thidrpdeblehd) nadtheds SR appAraRisss Rivihpehé FuRtel F thbiovever
the term"initialization" is to be understood nore broadly, 1ncl Uél ng not

onl y i idapgniont¢laimy aretpvevided aceending trsthelinventican Thesdependentadlainag i on
and/ or grson izatign..In th resent, text, "initialization data" refers
not onfiglfl‘Bp Eeaﬁn% IWQPFSd&éBeé‘é‘f?é‘éanbut al so to prograns, program
fragnents and commands: [0020] According to the invention, a match is

checkelten = oGt SLeRstedR B0 R SRASHER A SS RLgEe o'

card. erm nmatc refershere pre . .

rel easeiakieason tetofd. (Clair ORI BPHY £ cBip dah@ defikREA FR bxcRANRY 8hid her
relation can be required between the two rel ease keys. ThT's other relation
(e.g. (Haim briefinge theemetise degatedrbyy therghlie vemit mag)facaireefocolstath 4 suias a
“mat ch" LEn tgﬁisrg)éenbodl ments. If the match has. been detected, the '

i ni ti aPPEder exeeHngihenneentive chipsaut jutigizationaGlaima b0 RO a
nonvol af i n.preferred .enbodi s of.the invention, .it is
o ovi oGt At S (ol RARG Sherr BRRS et LT ™ HindRhtik: | bu
as enchygfafidnbiHod vahichas sebstalaiA G}ﬁ?é&ﬁ b8 "R Riﬁ{[‘, tion
is contained in the authenticati nc va dl)Je gf epiggaa et klllgfee ér?{) hlxg

i nf or maf gemerating iee indtiglizationutesrdandosvdlbaingfior decrypting the encrypted
initialization data. Encrypted transfer of the initialization data has the
advant gge that the chip card manufacturer's trade secrets contained in said

initia i ot hganyentien israseq oguhe tieg. ofwmsithey making thegslsase keglaseesstat i on

of the it all i,0Nn ta is.inpeded even further. ..-5 2 1 Y .2004
[0022] b*"’nn‘lopt;‘gf‘gfe?é%l s T R n?r&éal}sﬁ i‘EFP, thg, phip Paif P aintext.

| ni ti aRiafi] OB reRab& icnaly3bg&Het With h&330)a8 ir ted | uence
t he | oadi ng of _rt hg |ﬁ|@%%§{} zat ?ongﬁa%a %e%@%ﬂg@%ﬂgggéggrﬂgﬁé%i cabl e
encr y pintoanrsthenticatien vglueeand thdl awthersticatieny abtue Rddirsfearal exclusively r ovi ded
in further enbodi ments of the invention that the initialization parameters

i nf | uedR enenyptad statgcrom the sranufagturerto the extemadpartnemand froar thei@xtemiabnal ity

of the i p,card, For exanpl he injtialization parameters can nake a

sel ec P%‘ﬁé%ﬁeﬁr\?ﬁ%%l%ggﬁgm%%oﬁP ﬁ?r%d'l ocated in the mask-programed ROM of
the chip card for certain later functions of the chip card. This enbodi nent
once af@13] coMHednvention offers considerable advantages due to the fact that the release

g

key is not transferred either to the external partner or to the chip card in plaintext and
is also inaccessible to the external partner. This reliably avoids unauthorized access to

the initialization commands of the chip card.

[0016] The security of the total chip card system, which is also based on the safe se-

crecy of the internal structures and internal programming of the chip card, is thus in-
creased, while external partners are simultaneously given the possibility to execute
initialization processes on their own premises. This increases the acceptance of the
chip card system e.g. with GSM network operators, and broadens the possible applica-
tion range of chip cards to areas of use in which external initialization of the chip card

is required or desirable.



erably increases the application range of the invention. [0023] To_protect

theaut henti cation val ue from unauthorized mani pul ation, either the total
aut henti cation value or individual parts thereof (the release key and/ or
the load key and/or the initialization parameters) are secured byl QA 2004
cryptographi c check sum-in preferred enbodi nents of the invention. [0024]
In preferred enbodi nents of the inventive nethods as well as of the inven
five chip card and inventive data cafrier, these have features
corresponding to the fea tures described-above or those defined in the

- dependent clains. [0025] Further features, properties and advantages of the
i nventi on Butdpeagdaidtogenosrnteri20blozsi by | | and
several alter r?ati ve erg)o iments. | Wh@s?ﬁg%%fihygﬁ Rg?lﬁﬁgg?ﬂ g 1
shows key of Brevqasdmgnuf aeturss ipsemdio shaimitializiag aathority datenorypeat foini forol ved
in the overall. e igé 2 shows a data flowchart of the nethod

for cr?&?f‘%&’g“‘tlﬂélaﬁgggpa[dgg‘é ﬂgfr 997 Hicddecay ptedinrats ey iseampaeds] Fig.
Coit s A Bsbred BASAR Heynd 1 SndR G0 B GE e i et et by R0 | ono10,

procespidlg station 12 and chip card 14. Manufacturer station 10 is disposed
with the manufacturer of chip card 14, while processing station 12 and chip
card 14 are |located with an external part -6 2 1 MAY 2004 ner of the chip
card manufacturer. Between manufacturer station 10 and processing station
12 there is data transm ssion path 16; which can be realized for exanple as
an el ectronic communication path via a tel ephone Iine or by the exchange of
data carriers. Chip card 14 is connected to processing station 12 via wire
connection 18. [0030] Conponents of chip card 14 are sem conductor chip 20
and contact bank 22 whose contacts are connected to wire connection. 18.

Sem conductor chip 20 has, in the way known in the art, inteerface circuit
24, mcrocontroller 26, read-wite nmenory 28 (RAM = random access nenory),
nonvol atil e nmenmory 30 and mask- programmed read-only nenory 32 (ROV.

Nonvol atile menory 30 is designed in the present em bodi nent as an -
electrically erasable read-only nenory (EEPROV). The stated func

AMENDED SHEET W e




tional blocks of sem conductor chip 20 are interconnected by bus 34

Interface circuit 24 is noreover connected to contact bank 22. [0031] The
hi t'herto descri bed enbodi ment of chip card 14 is known in the arf. Ifb

| i kewi se known that read-only nenory-32 has given rel ease key EI\kMACIZ@‘
card 14 shown in Fig. 1 differs fromthe prior art, however, in that check
sum key CSK' and aut hentication value key AVK are also provided in v
mask- ptd7anmddherarder imwhich siepsoarg 18edon thhictainaris nbtinténddimt bemsiron val ue

dot ai 1 Uk ARG AR mebl o (FREGR s o ONged ARBAR PG g o
“int J ! t t] I 1O f agt tati 10 h
accossc b i R draB Ml ke B0 Lot program

-instructions and data values, to be transferred to chip card 14 in the
initiajgoadyi o pEsapeRr-réaiabiedata ¥aAIHra¢H tetdensé abéPRedlis RARnAAE tPIn-Or €

initialization paranmeters INP and an identifier of external partner EXT.
Fi nal | gludemotibatit matariad datd camrie, stctoasmagnieticovaptied disks orethpas bukey ENK,
check sum_ key CSK and authentication value key AVK.  Val ues ENK, CSK and AVK
are i dalspimanategal daty sarrau suckegicvoliage sigralsramsigal pigonlspvith dataim:- [ 0033]
When c ild record, DS required for initialization, manufacturer station
10 exe@%ago&grﬁgﬁﬂﬁgeqtﬁﬁeqp Ushown in Fi g. 2 and will be described nore
precisely be low.- The result of this nmethod is that record DS has encrypted

i nitiafgoasyi omn did & oFNER of I%he gre'segt texVithe %Qﬁﬂ"ihitf’azﬁtaﬁaﬁ“ Ylo&efer pref-

aut henti cation value EAV. Record DS Is transferre 0 processing station 12
and buéabheth theabevetdeationed trandfer of progratis ahd datatoda fedati pelgdageinign-st at i on
12 transfers record DS to chip card 14. There the received data are

eval uab@Phighip gardseimethes sowhodiments 9f the inMentian; kowe kevihsetegas dnitipiga-nor e
preci sgl v, bel qw. 034] ,The thad according tao Fig. .2 i.s executed by
nmanuf aﬁ? ir 8o ea‘fl{cg:ﬁs@é‘.i npqrerﬁgﬁcﬁg, Wﬁfu‘{’?%ﬂgb?@é{ Hnﬂ?ﬂ]’ﬁagppiﬁ SMTgat a | ND.
From sgj cdepd 11t . r key: LDK is -
gener aﬁ;g? i nfn§% gg@%%?ﬁgmmeiﬁggﬁia%‘? gidg@%@gé%g?;et,hgﬁ%sg hEge?/(t’L is a

r andontialédationt detd” fefersawt ynieredah et tHeoiaremeér fakse, Wit Alad teprolghins,EXT. I'n
alternative enbodi nents, |oad key LDK can al so be cal cul ated - by anot her
met hodpiogramdpagroents @odspmmantiskey LDK perfornms several functions. It
firstly serves to encrypt ini tialization data IND inn step 42 to obtain
encry initialization data ElND.. Secand I key LDK is.a conponent
of - (H0R0) cat SR 8 it Bnfionel matis o e Retas et Rt FEROTRI e Av
are o LElah&H fdb@ki j . I a | ' ~HP036]
Tt he e e e S CHEaL G, RS IR Rl
cal cul wtiddnfityood theawst releade kby< én vittaresnbddimehisRofahd iltNation, dbepvéd, usi ng

check sum key CSK as a key. The al gorithmused for check sumcal culation in.
t he pranpther iglatian eambe resjuirefiket yverisgdwoaiglasse keysit Thin othrraclation (eigapt er

4.6.4 of the abovecited book "Handbuch.der .Chi pkarten”) known, in the art
e cor b TR s Kevaars Comblegientany iy lferieet oeh S autats L et o

c¢ g . _ =T U T . ”
of ' T heSepiffenfE P e Rl hag HeBh QIR S B ATh i S0 W TIR S hpREDT LY

descr i &§d phefefablpuh BERROM bPh noavuRtiVRAM! he concatenation of values LDK,
| NP, ENK and cryptographic check sum CCS, while in alternative

[0021] In preferred embodiments of the invention, it is provided that the initializa-
tion data are transferred not in plaintext but as encrypted initialization data. The infor-
mation required for decryption is contained in the authentication value or derivable
therefrom. This information can be in particular a load key for decrypting the en-
crypted initialization data. Encrypted transfer of the initialization data has the advan-
tage that the chip card manufacturer's trade secrets contained in said initialization data
are safely guarded. Moreover, purposeful falsification of the initialization data is im-

peded even further.




enbodi ments ot her nmethods are used for determ ning authentication value AV ___
and authentication value AV can contain further and/or different and/or |
fewer data. [0038] In further encryption step 46, authentication Vf\lmuﬁ{ ’?HU'!

is encrypted with authentication val ué key AVK to obtain encrypt %d

aut henti cati on val ue EAV. The en cryption nmethod used in step 46 can be for
exanpl e one of the DES or TRIPLE DES _8_ ~. ~ MAY 2004 net hods known in
the ar{0Q23ds dnqueteredambedisrenss ofhiderinyersiom, Ghapr enoré.ifitializhtih@a-

bove-cj ted book "Handbuch der . Chi pk ferably in the CBC nod
Gl pheruBF SERCH ARG e A BB Hoamikicass e oainsh e isitalzeny s of
“aut hentl i . i e i d i ded f

Step agornesf b ot nd U MR brathaie SREVEROA BB PhRens0r RIGH ret hod
steps fieBret &flitibhalBy ite9 prRIGH P IRP bhfRkiREn ¢ Jr ke VR thitah

encrypted initialization data EIND are sent to processing station 12 to be |

buf f er sndtinhzatwonepatafrieters inflpassdbe furtiodrirpn odinitiblizatfion gndoe theplaest fdata EAV |
and ElI ND tog}etthﬁr Lorm record DS shown in Fig. |, which can contain further
conpon8Rpalitypihe chipsearde Fanemplsnths. injtadizetorpgrargeters eancmake atshlec-

recept i. essing of record.DS (Fig.,1) by chip.c . Ln step 60,
chi p cipl PR SRR ALl Ry e eskibtestortned KM eiibie < ch

ori gi nghddyfos @BRSinf TR i @l OPhit L i R R 8 fsit0
processi ng statilgnlﬁ%g].f Encr@%%ggﬂﬁ%?i cajsi%on _\}iﬁf%ﬁit&éﬁ%ﬁé@ﬁ §g§lypt ed
Wwith aatdbéyliriomeasieome/a[bplﬁzakienr&\/%é obtherifidentior, ead- onl y nmenmory 32 of chip
card 14 in step 62 to obtain authentication value AV with conponents LDK,

| NP, EIBBK and CCS. To sinplify, the present description it wll be assuned
t hat ntP02 si fhacprotest the anibentieatns Yalue frone nnplthorzed manipulatiomeithecat i on

val ue AV cal.cul.ated j.n st 62 i,s.identical w aut hentj cati gn val ue AV
shown' ﬁ}? té?ad 'augbenﬁggﬁngl v ﬁ%@dkdgﬁﬂﬁm%ﬁ%ﬁpq’% relgagerkest andlonthe st ep
64), t N} i ' nts LDK,
NP ani Rt ARG BelatREieh BRI SRACe B e RRARBRAET D oat on
val ue #umiis prefeectetnbedifreats of hednidigionet hod aborted if a deviation of

cal cul ated check sum CCS' from check sum CCS contai ned in decrypted

aut hentic ii on value AV is detected in step 66. [0042] |f check sum
cal cul M vaB psefened smhodimentsafdhg éyventine aaethailnasiwiell aseefithpiren-

t hent:j ' | AV i din furth tep 68 with rel K
Enic st eurn reitand Tnfnspd FRENEREES. s sy Rasborewing na 8 2en 1 sai o
Conparhﬁ&?éﬂ'dés%ri%ba%be‘?ﬁg}gr{c%g &ﬁﬁgﬁﬁgﬂ%@ﬁﬁé&@%{@aﬂﬁs the initializationis

rel eased; otherw se t 47ess’is aborted. In
alternative enbodi nents, .steps 66 and 68 can be perforned in a dif ferent
or der . [00263 3] Fufthehfeatmies, properies anddoantages of therihventésh wilhirgsutefrdml 4
receives encrypted initialization data EIND in step 70. Said data are
decryp dollgwang ges;cp,pw ofcan @abodiaent and several alternative embodiments. In

the schematic drawings,

[0026] Fig. 1 shows an overview of the components and data communication paths

involved in the overall method,

[0027] Fig. 2 shows a data flowchart of the method for creating the record used for

chip card initialization, and

[0028] Fig. 3 shows a data flowchart of the method executed by the chip card dur-

ing initialization.

[0029] Fig. 1 shows schematically manufacturer station 10, processing station 12
and chip card 14. Manufacturer station 10 is disposed with the manufacturer of chip

card 14, while processing station 12 and chip card 14 are located with an external part-



LDK of cal cul ated aut hentication value AV for decryption. The decryptiaon

nmet hod applied in step 72 can further depend on one or nore of
initialization paraneters INP; for exanple, either DES or TRIPLE DES can be
used depending on the paranmeter val ue.6The decryption method in gtepMER 2004
must of course match the nethod used for encryption in step 42 (Fig. 2). As
the result _of decryption step 72, chip card 14 obtains initialization data
| ND, whieE I Hieechip cexdemansfactiren| Betvieen meannfgctateristatiomeld Zad pf@@4gingTo

[ lify . th tati Fig. 3 t 70 toQ 74 tially, whil
Chese S1ASS L7 BRr St LpBemissin @B o Hineeanrios exalised fepXample asrafor to
I | i m ted. . LLi f chi 14. [ Q045
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authentication value key AVK' are also provided in mask-programmed read-only
~ memory 32 of chip card 14. Authentication value key AVK' sei'ves to decrypt an ‘a,u.-_
thentication value to be described in detail below, while check sum key CS'K'—iTs pro;

vided for checking the integrity of said authentication value.

[0032] Manufacturer station 10 has access to initialization data IND, which nor-
mally contain both program instructions and data values, to be transferred to chip card
14 1n the initialization process. Further, manufacturer station 10 has one or more ini- |
tialization parameters INP and an identifier of external partner EXT. Finally, manufac-
turer station 10 also has data values for release key ENK, check sum key CSK and au-
thentication value key AVK. Values ENK, CSK and AVK are identical to values

ENK', CSK' and AVK' stored in chip card 14.

[0033] When compiling record DS required for initialization, manufacturer station
10 executes a method that is shown in Fig. 2 and will be described more precisely be-

low. The result of this method is that record DS has encrypted initialization data EIND




in and/or initialization process and/or the later functionality of the chip

card ( 14). 3. A nethod according to claiml1l or claim2, characterized in

- that wherein the rel ease key (ENK) and/or the |oad key (LDK) and/or the at -
| east one initialization parameter (INP) are secured by a cryptographiMAY 2004
check sum (CCS), the cryptographic check sum (CCS) being derivable fromthe
aut hentication value (AV). 4. A chip card having a mcrocontroller (26), a
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initialization process and/or the later functionality of the-chip card (

~14) . 7.bymnetheronethoddndteny?®.o clains 5 or 6, wherein the rel ease key (ENK)
and/ or the |oad key (LDK) and/or the initialization parameter (INP) are
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Cry Pt 04{aARRHi6n ARECINIS H'step P to Shifil dntPpeed ifiibRE 4R data EIND. Secondly,
load key LDK is a component of authentication value AV. Further components of au-

thentication value AV are one or more initialization parameters INP and release key
ENK. '

[0036] Inthe embodiment described here, cryptographic check sum CCS is further

" calculated from the stated three values LDK, INP and ENK in step 44, using chieck °
sum key CSK as a key. The algorithm used for check sum calculation in the present
embodiment is a MAC (message authentication code; see Chapter 4.6.4 of the above-
cited book "Handbuch der Chipkarten") known in the art according to ISO 9797, while
other calculation methods are provided in alternative embodiments. Cryptographic

check sum CCS ensures the integrity of the data contained in authentication value AV.

[0037] In the embodiment described here, authentication value AV is the concatena-
tion of values LDK, INP, ENK and cryptographic check sum CCS, while in alternative
embodiments other methods are used for determining authentication value AV and

authentication value AV can contain further and/or different and/or fewer data.

[0038] In further encryption step 46, authentication value AV is encrypted with au-
thentication value key AVK to obtain encrypted authentication valu¢ EAV. The en-

cryption method used in step 46 can be for example one of the DES or TRIPLE DES




8. A conputer-readable data carrier having a record (DE) which can be, or

has been, generated by a nethod according to any of clarns 5 10 7. 9 A
~nmethod for initializing a chip card ( 14), having the steps of: -
generating a record by a nethod according to any of clains 5 to 7 IINMAY 2004
manuf acturer station ( 10), AMENDED SHEET 2 1 MAY 2004 -12transferring
the record (DS) to a processing station ( 12), reading the record(DS) into
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correspondi ng features. The invention is provided in particular for
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manuf acturer, whereby as few possibilities of attack as possible are to be
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be buffered there and finally passed to chip card 14. Said encrypted data EAV and

EIND together form record DS shown in Fig. 1, which can contain further components

in alternative embodiments.

[0040] Fig. 3 relates to the reception and processing of record DS (Fig. 1) by chip
card 14. In step 60, chip card 14 first receives encrypted authentication value EAV,
which originally comes from manufacturér station 10 and was transferred to process-
ing station 12. Encrypted authentication value EAV is decrypted with authentication
value key AVK' stored in read-only memory 32 of chip card 14 in step 62 to obtain
authentication value AV with components LDK, INP, ENK and CCS. To simplify the
~ present description it will be assumed that no falsification of récord DS has tgk_én place

so that authentication yalue AV calculated in step 62 is identical with authe'rvltic‘:vatioﬁ’

value AV shown in Fig. 2.

[0041] A check sum calculation is again effected (step 64), thei'eby determining
'cryptographic check sum CCS' from components LDK, INP and ENK using check
sum key CSK' stored in chip card 14. Authentication value AV is rejected as faulty
and the method aborted if a deviation of calculated check sum CCS' from check sum

CCS contained in decrypted authentication value AV is detected in step 66.

[0042] If check sum calculation was successful, release key ENK contained in de-
crypted authentication value AV is compared in further step 68 with release key ENK'
stored in mask-programmed read-only memory 32 of chip card 14. If said comparison

1 also positive, the further loading of the initialization is released; otherwise the proc-
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[0044] To simplify the representation Fig. 3 shows steps 70 to 74 seqlfentially,
while these steps are interleaved in the embodiment described here, in order to comply

with the limited memory space conditions of chip card 14.

[0045]  After initialization data IND afe loaded into nonvolatile niemory 30, a fur-
ther integrity check is effected in step 76 by means of a further cryptographic check
sum in the way known in the art. If this integrity check is positive, initialization is ac-
~ tivated in step 78. In the embodiment described hére, one or more initialization pa-
rameters INP are used for finally parameterizing the initialization. For example, it can
be pfovided that initialization parameters INP make a selection among several algo-

rithms located in read-only memory 32 for authentication in the GSM system.
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steps executed by the chip card (14) of: _
- receiving an encrypted authentication value (EAV),
- decrypting the encrypted authentication value (EAV) to obtain at least one
release key (ENK),
- checking whether the obtained release key (ENK) matches a release key
(ENK") stored on the chip card (14), |
- if the release keys (ENK, ENK') match, receiving and writing the initializa-
tion data (IND) to a nonvolatile memory (30) of the chip card (14),
characterized in that | )
the decryption of the encrypted authentication value (EAV) further obtains at
' least one load key (ILDK), and the_ initialization data (IND) are received by the
chip card (14) as encrypted initialization data (EIND) and decrypted there with
the load key (LDK). '

2. A method according to claim 1,
wherein the decryption of the encrypted authentication value (EAV) further ob-
tains at least one initialization parameter (INP) which influences the further read-

in and/or initialization process and/or the later functionality of the chip card (14).

3. A method according to claim 1 or claim 2, characterized in that
wherein the release kéy (ENK) and/or the load key (LDK) and/or‘the at least one
initialization parameter (INP) are secured by a cryptographic check sum (CCS),
the cfyptographic check sum (CCS) being derivable from the authentication
value (AV).

4. A chip card having a microcontroller (26), a read-only memory (32) and a non-
volatile memory (30) and set up to execute a method according to any of claims 1

to 4 under the control of the microcontroller (26).
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(AVK) to obtain an encrypted authentication value (EAV),
- incorporating the encrypted authentication value (EAV) into the record
(DS), and | |
- incorporating unencrypted or encrypted initialization data (IND, EIND) into
| the record (DS),
characterized in that
a load key (LDK) is generated, and the initialization data (IND) is encrypted with
the load key (LDK) and incorporated into the record (DS) as encrypted initializa-
" tion data (EIND).

6. A method according to claim 5, -
| wherein the authentication value (AV) is generatéd so that at least one initializa- -
tion parameter (INP) is further dérivable therefrom which influences the later
read-in and/or initialization process and/or the later functionality of the ¢hip card
(14).

7. A method according to claims 5 or 6,
wherein the release key (ENK) and/or the load key (LDK) and/or the initializa-
tion parameter (INP) ére secured in the authentication value (AV) by a crypto-
graphic check sum (CCS), the authentication value (AV) being generated so that
the cryptographic check sum (CCS) is derivable therefrom.

8. A computer-readable data carrier having a record (DE) which can be, or has

been, generated by a method according to any of claims 5 to 7.

9. A method for initializing a chip card (14), having the steps of:
- generating a record by a method according to any of claims 5 to 7 in a

manufacturer station (10),
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In a method for reading initialization data (IND) into a chip card, the chip card
receives an encrypted authentication value (EAV) and decrypts it to obtain at least one
release key (ENK). The release key (ENK) is checked for a match with a release key
(ENK") stored on the chip card (14). If there is a match, the initialization data (EIND,

~ IND) are received and written to a nonvolatile memory of the chip card. A method for
‘generating a record for initializing a chip card. a chip card and a computer-readable
 data carrier have corresponding features. The invention is provided in particular for

initialization of chip cards by external partners of the chip card manufacturer, whereby

as few possibilities of attack as possible are to be offered.

(Fig. 3)




