


(57) Abstract; A method and system for efficiently establishing secure
commumications between mobile devices in a radio network. The present
invention utilizes public key cryptography and unique hardware identifiers
to enable anthorizations for access to wireless networks, such as
picocells. The present invention prevents the mobile user from maintainng a
plurality of secrets such as user identifier/password pairs, PINs, or
encryption keys, for access to each device to which he might require
access. Wireless devices distiuted throughout an enterprise are enabled to
be efficiently initialized for secure communications. Well-known public key
cryptography and machine unique identifiers are utilised to establish a
secure channel and initialize the wireless devices. Wireless devices are
enabled to be paired or permanently associated by auseroranetwork
administrator. Well known public key cryptography and machine unique
identifiers are utilised to establish a secure channel and associate the
devices with each other. This is extremely useful for associating a
wireless headset with a telephone or associating a wireless mouse with a
computer.             For two-letter codes and other abbreviatons, refer to
the "Guid- ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.    


