; e3e?z<ppqTt u~Fz6| zTz$DESCRI PTI ON  An Anonynous Decryption System an
-Ahonynous Decryption Method, and Program 5. 5. Techni cal Field: The
present invention relates to an anonynous decryption technology, and nore
particularly to an anonynous decryption technol ogy for supplying decryption
results while keeping the correspondence to the encrypted dag

confidential. 10 Background Art: %Iégc EWescri bed in Jap M&mmmmm
L?i d- Open Pub![i cation NO-AQEO&ZG' f-q - -%]:263_575) is o_rll_ﬁ knownsegxanpl e
of a prior-art anonynous ype. e anonynous
decryption systemthat is dg‘g‘émmfﬁ%ﬁ@ (gl]o%g%r%rr\'ﬁ’ is based on M x- Net

method, 15 and as shRVAheMyhbs Pétbqug%m&m'f mnpro;y{ahpral ity of

decryption shuffle centers 100- , electronic bulletin boatd.
system 200 which is arranged on a network such as the Internet and which
can be accessed fromthe outside. Each of decryption shuffle cen

to 108-n i s preghedcal Fiel®20 partial decryption neans 101, shuffﬂmﬂmmmmumm
102, and certification nmeans 103. In addition, each of decryption shuffl.e
centers 100-1 tThelpfeseritdihdsntiomublates keanfanorymoyptdeeryptioreh i s gener at ed
in accordance with separately determ ned security paraneters and a

decrypt i deckeglogy; amdcmppe ipartictaladydaary anonyohecsygedryptiopdeehmologly i s
shown in FIG 10 25 enploys a key which is conbined fromthe public key of
each of dJeEsyppPIving Qﬁ@fvptwrtéeﬁtééwmdek_eewwme coHespangebcedodher ypt i on

key for encrégti na data. 1 \Wen a plurality of senders (not shown in the
figure) ViNqr¥ptactdaia eantidentialhi ch have been encrypted using the public

encryption key 4o electronic bulletin board system 200, decryption shuffle
cgnt Bdloo- 1b mﬁm in pr(r)]ces?]i ng priority, ent grs 'ﬁlhe I ; f
Sonier <" wnc VM Do) Mg ACRIeld i bl * 117 ©
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process. i i L i yption key
that is he oj%éﬁé'd%g@gc{r? ggétseﬁﬁw ?@Eggﬁ?ér Oswﬁy@?&y&pé@'gﬁﬁéhuf fle
center 1Qfyslemeniat i a8seAbEE in ﬁﬁis%lﬁnéﬁ?is@a&@bﬁﬁ%i%h@t gt ed data

| i st that has undergone partial decryption to an order-sw tching process.

Decr #pt i caands hsfshoavre imFéG. 100islmigdenup S caplufdliggof dechgivh dR3ffle0
generate certification data for certifying that the partial decryption 15
process aehterse100dketo 30Dt amd) epgairesds budledintissardpsystomn200 edhickds | y.
Finally, decryption shuffle center 100-1 wites data 202-1 which incl udes
t he encr\git@ngerhon ainetwork such astthel Internetaindwhich canlbegacoessied parti al
decryption process and the order-switching process and certification data
to el ect feRiNdhBPYtSider board system 200. 20 When data 202-1 have been

witten to electrqni¢ bulletin board system 200, decryption shuffle center
100- 2, which |§-=t%‘§b ﬁQePW lopshuiflecamters 100-1 E%ﬂpgr prRvidedwvith ocesses
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center 1G{hgs aaﬁﬁbl‘i’@kéyggﬁeﬁl?ﬁ;ptt%)'ﬁe HWis%%&ﬁé’e f hBEo?da&cree\ﬁltlht |1 st and

certification data are"witte ectro oard system 200.
separately determined security parameters and a decryption key for

decryption. The anonymous decryption system that is shown in FIG. 10
25 employs a key which is combined from the public key of each of decryption
shuffle centers 100-1 to 100-n as an public encryption key for encrypting

data.



The above-descri bed anonynous decryption systemof the prior art uses an
-electronic bulletin board systemand therefore entails several 5 problens
as follows. In order to allow each decryption shuffle center to performthe
partial decryption process and order-sw tching process as well as to allow
“each sender to verify the certification data, each decryption shuffle

crectron ¢ bul PR SpuFay 8Faftcis, GotisRnh AR ABRIMIR, ") cqiti mat e
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nmust therefore enable eac ecryption shuf center and each sender to

freely regRicANs9irscin Qfﬂd"esl%mg{ BFbAty) @HtErs Waﬁﬁﬁ@-@é%‘brib%sénérgﬁiéd ct the
15 witing of data to an electronic bulletin board to only authorized data

from gut hpithapdt have Beerp@itéechy Bie plurality 61 Sen@aiscas enenghtetiateta

requi renents conplicate the managenent. In addition, fromthe standpoint of
pr ot ect i rgt@0Anamd oarries oat thialfollpeingt peessimqeh of the decryption shuffle
centers which nmake up an 20 anonynous decryption system are each preferably
oper at ed by seeertyptiongimiflatdember 10D fitst s eshrardiad decryptiosepeatse

or gani zati ons) however, raises the danger of conplicating the task of

maki ng i rii@1 {0 subject egeryplieddatat listBGeta agpartial deeryiptioorpracesparAtret er s
(such as keys used by users for encrypting nmessages) which are necessary
for the dthig time, rartishdeegiyptionymeansrid ysesthe degerptiamkey teatistkelds of
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decrypti oﬁ%%@%é?rtﬁgegm@ﬂqq %beﬁﬁ?gﬁg\{'tg“@?ﬂwbﬁ? Sad by one or a y
Centor. 11 therdyaPyRn S BrBSaBh Bith ARds Balfitqedth BRIRRETRY.
manageneny, g?ﬁg&%rte fc!é?i’i‘ﬁéﬁiot?hgaaagfwé’é}i@ngﬁﬂﬁ 1Hesbaf=tib’:ltdéc%6ﬁ&ﬁi ved as

i nput from outside to crypti e center, and t hen
suppliises praeedstahd tHid ofddt-SNRENRGSStodata Havet bédapebRymgiessesty.a parti al
decryption process and an order-switching process at the abovedescri bed
decrypt i ofinaliyf deeryptivneshuffleadenter MO0t paites daa 202-daghightincludeisuf f | e
center as a decryption result list. If there are a plurality of decryption
shuf fl e ctiwet encryptddk dabaufist (irey, datantistyyehiohthaseundergonentfeepartiah encr ypt ed
data list that is received as input fromthe outside to the decryption
shuffl e céeeryplionqarocess ianst thenofslescwitehigg prreess ghderriifinationdataat a |i st
is returned fromthe abovedescri bed decryption shuffle center, transfers
thi s |isttoaglegtonitpypetin beard systamt30Q.he decryption shuffle center that

oS0 PRREodRIg bl e Wb T RBATT bil
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decrypti Oé'oé-GISﬁé thé iﬁ?&ceg% gariedsueb QferchMic?rﬁ‘ shYiffie EbRer fIf0-AT &gt

invention 1s thus able to decrypt an ehcrypted data li1st by sinply

exchangi ngrited dakeLooe? whieh Hdlliies tﬁ@@%@@ﬂi@ﬂhng%rﬂficéﬁ@h ¢ag4 Yot i on 4

shuffle centers, and thus can elimnate the need for a conpl ex managenent

process sgledtranid ButlBin Do SYdterle@oo/pt i on system of the prior art that
uses an electronic bulletin board system In addition, because the

shuf f1'i ng manadkhestante operationl i=pelfoaned sutcedsivelpuntintisdiddtl e centers

t oget her generate public information that includes public encryption keys
when a sedecrypiopasstufiieaseriter 200en,cahdidata @08, thahincludey tiva sledeyptign i on
system of the present invention can nake the initial settings task easier
and nore reliable. Brief Description of the Drawings: 10 FIG 1 is a block
di agram showi ng an exanpl e of the construction of the first enbodi nent of
the present invention; FIG 2 is a block diagram showi ng an exanple of the
construction of shuffling managenent genter 10; FIG 3 is a block diagram
showi ng an exanple of the construction 15 of decryption shuffle center
20-j; FIG 4 is a flow chart showi ng an exanpl e of the processing when
making initial settings;



FIG 5is a flowchart show ng an exanpl e of the processing of decryption
-control neans 12; 20 FIG 6 is a flow chart show ng an exanple of the
processi ng of decryption shuffle centers 20-1 to 20-m FIG 7 is a block
_di agram showi ng an exanple of the construction of the second enbodi ment of
the present invention;, FIG 8 is a block diagram show ng an exanple of the

constructj f hir.d emodi nent...of .th resent jnvention; FIG 9 is
a bl ock (ﬁeggpj%t%%f/\?%@fﬂgﬁhg?ad%%a@fwf'ﬂgnéBr?j?&ﬁ?:?'Fg?Pllﬁq'q BakGurt h

enbodi meny (?% t%ﬁ present invention; and 5 FIG 10 is a block diagramfor
expl ai ni ngyst T 9'or art. Best Mdde for Carrying Qut the Invention:

Cxpl anat] on nextnd SUBLESAAGAE! bbb SRR S SR RS e,
first to tﬁ%jéé a elé@r&‘ﬁfc%lle"‘tir?ﬂ%fh %t@ﬂ?ﬁ)‘nﬁﬂﬁréﬁ?é %ﬁéiﬁ"aé‘yéﬁa‘?m as the
n t he e hi's ano

first enmbodi nent o present 1 nv Ion. nynous decryption system

i s mage Uroblémis sl f In Bﬂié}ﬁﬁaﬂm%cﬁ%&??ﬁ&n shifhl@ cBhidrdlo ty (m of

decryption shuffle centers 20-1 to 20-m 10 Shu I ng managenent center 10
i s constiperfedn bive parabdéerypliofl frasebd andiortdrawitsting procexaarl el
operating in concert with each of decryption shuffle centers 20-1 to 20-m
to perforas tmallowtesdh sehtentp pedfietie eadificationaiztapelth decrptiormt i on t hat
i ncl udes, for exanple, public encryption keys when security paraneters are
recei ved shwfflementér andtidachlSendesmist banablewbeneely avvesgreadiread théi st is
received as input fromthe outside that includes a plurality of itens of
encrypt i cdledtronia bulletiraboand systemss yirtherpin nederstooprevet ilkegiticyaget i on
keys, usi ng( decr%gti on shuffle centers 20-1 to 20-min a prescribed order

Cove-orer hes cnervbr e dat 5. 0,11 40, Ao Shoun Lo b o smurtFrap
managenmer€Ss g‘ﬂﬁgrtol tBQﬂ?ﬁa C{%E&OWL}E&?‘@EQ”?@M%%@’WW °
VanageneriedVifioh Aide c2Bier an Aty riqus Bechiiar svdeet oh i psgr - ° 12
Dbl o ordt BsEerenehbi dan' doctiPHbh MRS behi: 458 Becharidetcn: o
outsi do B TRTeSEAN elecHIBRARAR B4d, 509 EPedver, MR fEHRIME

encr Mt edufifihg df iditalts drPERicshieBUlIBRH bdsla To dily Auitarifed BUEL from Vel v

usi ng each of “decryption s fle centers mto decrypt the

encr ypt ecagthbrizbt Serditds Rt debiypdion SHREAEIdASTY, @Y thdsest, which is the
result of decryption. 5 Recording nmedium K10, which is connected to

shuf f | i ngeuiragesrestcamplicatelibe managdnsdnt. a sem conduct or nenory, or

anot her type of recording nedium and records a program for causing
shuf f 1 i ng manaderagditieentrom it steridpoinksotpratecting edobymity; dmacteal, t o
operate as a part of the anonynous decryption system This programis read
by 10 shu2Reraignsaraglmithedaargptian shyifie sentersovidichtmeake upyaa conput er,
and % control i ng t he o?erati ons of shuffling managenent center 10,

real Fles FRMIBARP eI YRIION SYsiaM a&e ©asy Prelaably oprraiedby separateont r ol
means 12. Dectryption shuffle centers 20-1 to 20-mare constituted by 15
conput er LTHAG! @@on@@@f%ﬁng %ﬁMF?ﬁnﬂ SRAAIGLSOFganizatiens 1 powever.or

X . BTG Rl e R AR S AT L 10
rranageneﬁ?tgﬂmrg tHe vEﬂoPQriﬁ%OQ{aété\rtiist&hﬁ'lcﬁb@ (SUth éé‘ﬂe%%‘é&%ﬁ)@?pggrs 20

subsequently carrying out an'or 'ng‘ process
decrypt i G RhePRStIN P hddi& ' i ' nsmtted from
shuf fI i ng managenent cent ﬁgiwgﬁ%rgﬁ‘#ﬁ?ﬁ@’ Memrgeésyat%ﬁ"gf t he processing

to shefflCogsEquansTRAbrE AR daAgeFadt b &@t@ﬂyrbtfidyieﬁﬁmiﬁd;e%héent ers 20-1

to 20-m havi ng these functions is provided wth, for exanpl shuffl e-side
initial datgortgntiearameéters will slotbll ¢lear,@ed asd2reidt, ithate feapalbhHal NeaANS
23, and certification nmeans 24, as shown in FIG 3. Shuffle-side initial
setting rfeapsollenisiin thenbrmal operatidn ofithie systern. out an initial setting
process in concert with managenent-side initial setting neans 11. In this
initial setting process, shuffle-side initial setting nmeans 21 generates
public keys and decryption keys. Shuffling means 22 has the function of
subj ecting encrypted data lists that are transmitted in 5 fromshuffling
managenent center 10 to an order-sw tghing process.



Partial decryption nmeans 23 has the function of subjecting on encrypted
-data lists to a partial decryption process after shuffling nmeans 22 has
carried out the order-switching process. Certification nmeans 24 has the
functions of generating certification data for certifying that the
processing 10 of shuffling neans 22 is correct and generating certification

CorFect” Pepor A 4808 TR Bt e bl A, 7.
medi um anter e 18 SompBERERr AEY BeBm e aberBles BHAauNBRe SherfER 207 1
which is é:é:mﬁé%g%]glggﬁlggeraargd)wggrg"?é%functl on as a part of the anonynobus

decryption Sy program-i ad by decryption shuffle center 20-j)

which is CO”Sti_ﬁl;ifghﬁ)%uli’%o?tggrfqyéﬁﬁon:a”d by controlling the operation of

decryption shu [, reatizes shuffle-side initial setting neans

21, SBUTTING MERAnSAymRAIS dékryBRBhiRsas dPmBprédent ivdifion fs' cat i on

means 20 24 in ryption shu cent'er 20-j. pl anati on next regards the
detai |l s oforidiRuREbRlon@oa pltiaditg 6P adchiition Stiiffledéerittd aRd dii@cess:

First, regarding the initial setting process, when security 25 paraneters
(pL, gL, s$huffinginanagementstemter D Ihtireredsoniddaed dactypiicrishedfl@s i nput from
t he outside, managenent-side initial setting neans 11 in shuffling
managenmenterdenttiie shufferge meregyernembee mheb tram sferfsoamanicoypted, data lisy, 9)

(FIG 4, A1 ). Here, p and q are paraneters of an El Gamal cryptosystem and
are two phatnis received aisninput &om itle ositsidetthaheecryption shufecenter, s a
particular integer. The variable is a generator for generating subgroups
of orl@er and themesupplies the d@dailrstgaﬂ eperytedflatadist shateas engengorg prine
nunbers p and,c‘, resBe_ctiver, and t is the nunber of repetitions used when
gener at i @y PaEtIRl deeryption RIQE8Ss ghdcan ordei-syitehing Riocesaat-tbgiakaveng

Certi 1 coioastigd eChpliobeaiyBR ddbtpy Bat fiEhurfed ram the Scffiian ‘the -
bj f ' ' [ is, f 10 le, th
or'ecti on FUTE B pa e bBPURILEISIE ol ccti on of the member e of & city
assembly.  MnNageRiiYe Sidls g by SRR TTERIE e 180 BedHfiffc?,  cauest

statenment for generation t I nc es ‘conmon public

| nf orymat 'M%nﬁ%en?bntﬁﬁentéi; tranafsrstdlf efibAydtal dHtd 13t Wik iSfredBNdd 489 15
managenent cefter 10 and session ID to this request statenent, and then

t ransf er sinphe fotiegiitsite tal thet®sdryptibABheMlé centaremaeis firdt-id to 20-m
(A2). Shufrle-side initial setting nmeans 21 in each of decryption shuffle
centers 2frotessingOprivdsy, andowhenahdaiatalishéntretuabedfrdmy therabforieng t he
digital signature that is attached to the request statenment for generation
of 20 a piesdribacedecrprionl shuffle cirdenttuarsiess this lisdasean enshyftétadatade
initial setti ng means 21 takes action such as termnating the process. On
t he ot herlistdadheidearyptien ghafile eentercthat és secend i peoeesing Mriaridy. setti ng
means_21 authentjcates the correctness of common public information (p, q,
g). B9 ot hiae shufilisg anpgementgenter subsequrntireraaindhe prpaess of gat es

whet h 25 isfy.t ti that is.d i bed i h
[Ooze) . 1Fansiertian the 2Rsedil shelds BLTnsttrofn poENGiEr degripsla, 11 o

P T R D
S0 A YRR, SRS IO BT .
and 4 o ahel g gBH SIS S fEPRRATE s lobbEs eSOy SubBbeapit s o

20- ] 25Whi |idt dStHe HBciyptIBNOEREH IRA, P& hhbiymictiaddsdrypfieh &fisterk: of @ 9 and
takes this as the decryption key. The public key y; “of thi"s decryption

shuf fl e ceresent Aventich EBethrisadlsld tordedrypt-an ehcripededdia Rty Sinplyde

initial setting neans 21 in each of decryption shuffle centers 20-1 to 20-m
t hen genesxdhanging idata didtweedad shufflihg enahagemenp centersamd dleerypstidrer knows
the decryption key for the public key that was generated in Step A4 (AS).
For exanple, shuffle-side initial setting neans 21 in decryption shuffle
center 20-j, which is j-th in processing priority, 15 generates
certification data y';, r; certifying that decryption key x; for public key
y; is known by means of: y j = gj modgp cj =Hash(p,q,9,yj,yj) rj =cj xj +
/3] mod g 20 where Hash is a secure Hash function and /3 j is a random
nunber. Wien the process of Step A5 has been conpl eted, shuffle-side

initial setting neans 21 in each of decryption shuffle centers 20-1 to 20-m
produces a public key registration request statenment that includes the

o o, ~ o, . o, 1 . a T




and further, verifies the correctness of the public keys that are returned
-from each of decryption shuffle centers 20-1 to 20-m by neans of the
foll owi ng equations (A8): c¢j = Hash(p,q9,9, vyj, yj) 10 gr yj-~~ =y |j nod p
yjg =1 nmod p yj (err) 1 nmod p Wen all of the public key registration
request statenments that have been returned from decryption shuffle centers

20°1 10 S MRS, WERERT< 0 KRIAMGAIC o8 16} ERRufleRnd A3, bublic

keys yl t0o ymthat have been Fetur rom eac ion shuffle

cent o7 RahabSryB868nS S DEIrPie oS deckipt 9stchy SAAREC! ©
(19). eGSR inal G6ed Bhdiabiroid biMledBBard bykfysh. generaf es publ i ¢

informati'on that 1 ncludes public encryption ublic keys yl to ym of

each of decryptihuditioh f bEcaesy ﬁiésﬁ@ﬁﬁn@@ngﬁa@m@ﬂmm&%d @achfgtr mation
(p, 9, g9), and decryption shuffle center IDs of each of 25 decryption

shuf f be apetdscrypfiod shaffdcentére tbgbmén gondate padlis inforbiiohlthat

organi zation that is in charge of decryption), and publishes this public

i nf or mat iinoludescpublEsenayptioa kéyswhba seesunty paramdie) is enteredoapl et es t he
initial setting process. Explanation next regards the decryption process. 5
Encr ypt ednpat,ahei antoryn®uys kiecyyptidn sgstem of tim peesenti invantionicaens of
encrypted data is applied as input fromthe outside to decryption control
means 12 makerbefinitiag settingpctaskt easiat andimoreseglialie. | D for specifying the
obj ect of processing to which these data are relevant is attached to this
encrypt ed dat a BriefDeseri Nges , M) are encrypted data that
correspond to a m an re, obtained from (G ,M) 9' ) m. Yr') nod p
Sher a0t m dAB: ol Bledk IA0ramsPRONING APl Of HeGRRRtI Ui | i s a
random nu r rgi trt?ré.ln}/ elfet%t ed for datatm . 15 When encrypted data |i st
{(G, M )?(, ©,1irsh embodair er{) GidneRIgsgal nven ‘r%\llt, decryption control neans

and M 15 o 1o GriE & Agneek MGt nRiny al Bt o Ee folfseidin
[ | 10 h dd i d
T anat or TRl b e P Ber 18 ey ypt i on 20 Shuf 11e center 201,

which is first gugpg &C&%ﬁb&@dmdragﬁ'esﬁo% ﬁﬂ%%‘)!& 61 fhe éanstm@imc(r:yp_t ed

data list that is transferred to cryption shuffle center 20-j, his

j-thisn tdreddcrypadaishuiie icentéy20ijs represented by ~(G(1)i~M1)i)}(i_1, 2,
..., n). Decryption shuffle center 20-1 perfornms sender authentication by
25 verifying tHHGli4ig alflow ghatiusteowingt am £xatipe fdhe prevessipgeshent a | i st
{(g1), M)"}(i=1, 2, ..., n) (CLinFIG 6). If the digital signature is
correct, miakirfd inijalrsettisg8? and partial decryption neans 23 are used to
subj ect 12 t he above-descri bed encrypted data list to an order-sw tching
process and a ga@G.i&is adlawphparshrwingsan exapmlgiaf thedueaessisg @fhat is the
processing resylt (C2 and CB%. The details of the order-sw tching process
and part i @8CrYREPPRANGOI sP8RBS 24 | | be expl ai ned hereinbel ow. Certification

R AR B G R BB, e
o e con ol flbn SUind higls SN e Lre sessien 100 e

ifi i g C5). Th
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certification 10 data may en returned to

shuf f1 1 ndofieRgEsEHY effiidimetl oftheiresehfhviitidn, i st may be returned first
and the certification data returned separately at a later tinme. Details

L egar dibnlg the neicaglih Hesk diddraen shewed ainf exahpofitticcvhstrudorexpl ai ned
erel npel ow.
25 of the third embodiment of the present invention;
FIG. 9 is a block diagram showing an example of the construction

of the fourth embodiment of the present invention; and



When the certification data and data list with attached digital 15
-signature and Session ID are returned from decryption shuffle center 20-1,
decryption control neans 12 in shuffling managenent center 10 both carries
~out sender authentication and verifies the certification data based on the
digital signature (B3 in FIG 5). Details regarding the nmethod of verifying

Signat ure and davt i Bt PR EERENEIR I RE Blfpr et o hat has been
returned from %tWBHQBoFMrL ifia GIX e Fehtio _|ch is first in processing
priority, ist st to decryption shuffle

center 20-2, "‘@)Fﬂ]ahétiéﬁ?m%%' ré @s&@%ﬁ&%ﬁgs%iﬁdﬁ éﬁ ﬁgﬁﬁ}o%%enﬁ o@‘ hi s

time, decryption control means sessi on e encrypted data

15t 25 1 SHRSENPIIVRRLRA i eférehes (8Ung acmpgpngpgRsges ore carried

out as in decryption s e center ), and the
certi i cation deéferang st ® FIGI1! i WhicHistsHowh @inl ahosyrABasur e and session
I D 13 have been attached are returned to shuffling managenent center 10.
In this vascryption\system axotie tifst eabsdibZentnofstel praseat imradrRienThient er 10
carries out the same processes as the previously described processes (B3 to
B6 i n Fl Gnd)ymdue decoymiatesystebeis pradeeapiframi enb ghufflmgred repeat edl y
until the certification data and data list to which are attached the

di gi tal gngnagemeaeniesiDpand@ pluralityt (mnhefideciyptioacshyfflecerters f | e
center 20-m which is last in the processing priority, whereupon decryption
control mMQmstoo@0publ i shes the above-described data Iist as the decryption
result list (B7). At this tine, the decroyption shuffle center 10 I Ds of
decryBti on shufdhdflingmanagesnant eenter ho ispeongiitetad hy aneemguterandenter 1D

8%1 E;FIHﬁ%‘gth“e?ﬂdarﬂﬁ@réiﬁ%g{sﬁ%&?&: iﬁ%@ﬁ”qc:}r@sa’rbgfﬁﬂ Gchietr ypt ioint(;ms
details SreqRRlef Fhhe BRiTe P G aced M3 nert e AR b RRLEEHInd £) chor ing
22, . . " ! !

docrypt 1 By CGEsnansGen Rt BRI AR R bl PR <
carried %crggtisﬁrkreiyfsi\&ﬁéﬁ %Bcﬂﬁ@{'ﬁa?ﬁne?él}g ér%'erg\g@w.écd £85ApR PERACHRS that is

carried out decryption contr means r-sw tchi'ng process: 20

Expl g8at i sutsicRg &rids Wiiéh ahdsricryptdd Baf 1iSf RGRTRiVdPAS ifp afrbinetheout by
shuffling nmeans 22 in decryption shuffle center 20-j, which is j-th in

processi rgutpideothidtyncliidesal grirafity sChems off dsayptios derdanaphlye deepuf fl1ing
process and a re-encryption process that are described herei nbel ow.

Shuf f | i nenmegptedBy imeans ofipubtis endrypticmkelb] ngingrdemyptioh shiufite 25
shuffling process, shuffling neans 22 randonmly determ ne pernutation

mappi ng (*@Mers 26r1 thePyptiak prescribgd prdemfpy example, an order, thatiis t he

encrypted data || st i):) Nj); i=1, 2, ...... n} ~ whi ch has been

tr an)s”roﬁ t tiBgtrpctad &ﬁﬂ% &]%( Jﬁzejtglqe)( {Q)Tﬁ)ﬁ}ﬁé)’éﬁéh? We@quib%@\ﬁfﬁwmﬁé datder of
(G(j%‘, L)) 1=, 2, ..., n) on the basis of the permutati on mappi ng,
and Ren Bt ai n: ~(G(j), Mj) }I-2,2....,n) This is the shuffling process.

5 () b sab A o e o G B o ek 7>
functions is provided with management-side initial setting means 11 and
decryption control means 12.

Management-side initial setting means 11 has functions such as
25 generating and publishing public information that includes, for example,
public encryption keys in concert with each of decryption shuffle center 20-

1 to 20-m when security parameters are received as input from the outside.



has been conpl eted. Re-encryption involves changing the appearance of the
-encrypted data wi thout changing the content of the encrypted data. 10
Re-encryption is necessary because nerely changing the positions still
.allows the possibility of tracking the encrypted data fromthe bit pattern
of the encrypt ed data. Shuffling nmeans 22 in decryption shuffle center

-f‘h’e‘ deer YR SRUBR R TB8aG A2y Rk Phior B SRR AR Rt ERMT okl L ont er
"] to fliwﬂ? %P}e\ﬂ/ec{af Mbuf‘% &B%‘PQHB’ QgHP@ésﬁély émq gad IhS gfgenerated for

~(G(I) whi ch "has under gone I ng process,
wher eby “de@mv)ptmn %?fﬂé }:enteré 207-)I Jo 20-m 't§ dfe% the éf?tﬂfp ga'?é)h@ 1) a G
(1) , gs; . Ys;n nod The generat on Y; and random

nunber  s—grid gﬂdllél’ﬂﬁ C@heéwtidmesfulmst wh@fﬁts*thé?e"sthleoﬁéééﬁy%oﬁm by
cal cul ati on before he encrypted data [ist is received. If the val ues that

have Been cal clRedagrdimehdiimnki e ®hidhP[scéonAdctedtibi shufflirRnCr ypti on process
can be realized by a single nmultiplication process for each data conponent.

Partial DPaanggémenttenters$0, iBxpldisiqtd semicxiductganiemohg aradridther decrypti on
process that is 5 carried out by partial decryption neans 23 in decryption
shuf fl e dgpe@f recojdin@anediaim, damnd yeconds anpaogrars fas eausiagrshifflmg key x~ (a
decryption key that corresponds to the session ID that is attached to the
encrypt ednaaaaemeg‘tt)cemersbgswblqiyls eanstitntemb by oeompusen to lopecate a8 20-j on
{(GU~; ,MN, ) }fir=1, z ., I,~ that has undergone the order-sw tching

pr ocess 1/ Pal aftihieranonrymeus slessyptior sysiara: d-hisproghare isread by (1)) X~

d
oot Ao, @Mﬂﬁ@gﬁ%ﬁeg@mﬁ@r Sorferd 0; WhichidERSHtuted bija comiRuter. anthat o -
CGe t P 1 ds th t
Sener e, T sorieihaogp® P atioBa sy ERE S agtin HoCERRr 30 PEABES hnst i on.

Bupl anat iDATPoPIe-aidy Rtnl eS8 efr Enusibliod EFRTmedns20 cat -

for certifg cating the generation of ~(G—~;,M~)}~ =1, 2) ..., n~ while
keepi ng pernutation mappi ng ~ and random nunber sequence ~s;}. Here,

~(G~, ~~~) } ~~=Dedtyption: sH‘u)ffIé%e@l?é\%r‘@G-thobioirh%réfBHﬁétI&Manns whi ch carry
out the shuffling process for the data list {(G ~~; ; , =1, 2, ""

bydug gntghdzﬁnﬁutfglarm ngmneongectear@mﬁﬂyﬁgznmwtdgemaﬁgceme@mmb%/ oqmlr( P, 4, 9)
Sgscn pt |e?)(arrrilr)lleo211 gejdlc:;e;?:ﬂgSITceEacsh if decryption shuffle'cenrlers .g_o 1Oto oM
20-m has the functions of, for example, operating in concert with shuffling
management center 10 to carry out an initial setting process and
subsequently carrying out an order-switching process and a partial
20 decryption process on the encrypted data list which is transmitted from
shuffling management center 10, and returning the result of the processing
to shuffling management center 10.
Each of decryption shuffle centers 20-1 to 20-m having these
functions is provided with, for example, shuffle-side initial setting means
25 21, shuffling means 22, partial decryption means 23, and certification

means 24, as shown in FIG. 3.

Shuffle-side initial setting means 21 has the functions of carrying



represents a security paranmeter (repetition nunber). 16 1. t pieces of

-random pernut ati on mappings ~;, and t x n pieces of random nunbers
{s"(~ ")} are generated to calculate: Au~v = &' ~(~) ' 95~~~"y' nod p 8~, ~
M ~(~) " Yis~~u,~~ nod p 5 foru=1,2,...,t,andv=1,2,...,n. 2. The follow ng

calculation is carried out: C = H?sh(g\l I gl | 91% Yi |5~(G~~ L\/p}(.: t, zi
; Sk b=, ~ = . R EAVES

15 outn inifal etting pracgss 00 aarettifd oAb RoS RS ifil ny -t

out " au’ ettinoghgdhs 3. o g yklbl. s g ocats Sy iflarhicd iy eefif6 " L1

por it At | DR et fRRuebUKE Koy G it kpde.. SR el 22, oy on

of gs~' ~as t|¥e~ﬁm¢trorn~of3wbﬁ%tigaﬁfr}&?ﬂfé&d béﬁ@t'tsﬁtgthﬁhi'é"f'r Rhifteatihe

encrypted data list Is receive e val ues ave been cal cul at ed

bef or ghanfionr ShMfifig tharidirie AT 86Riei d tBnGrdeRawIRMHIfEBrodedy anati on next
regards the nmethod of generating certification 20 data r certifying that

{(G',, MPatlal debryption mean® 23 Wscthe umdtioanofcaulsjeeting o@ﬁéﬁél‘hlﬁt@ﬁ by usi ng

private key x that corresponds to one's own public key y on the _

above- desdatablists #¢ @ partidl delctyptidn pPocés's ajtehshutiteg nseavs Lo dwif f 1 i ng
managenent center 10 without revealing private key x. 1. Random nunber r
mod q is ¢aMmiedaoutdthe2srder-switching process.c eartifieaiiom meansapdited the : ¢ =
Hash(PITOITOII ~I1{G-~}(~=1, z, ..., n)II{(M~In~" ~i )L(~:1, z, ..., nll 17
~11 ~&xi funetions of generating certifization data forcertityingdhat the pracessingit have
been found as shown above are the certification data. Verification Process:
5 ExpPana®f Shutfing meaisr 43 13 gerrest andgrneratipgrasification data éaf ri ed out by

d ti 0Nt s 12. Explanatjon first regards the verification of
cg(r:'[ |y}0| 1:2‘?‘?@ qaé&éafﬁfenBE}%SﬂniQ?Fﬁgﬂa‘twrMPBea eans SRUsraariftneans 22 is

OO o0t b b RFoBL, B8 4o BBLIAE A8k BERLRS " 10
center 20-j is a disk, semiconductor memory, or other type of recording
medium and records a program for causing decryption shuffie center 20-j,

15  which is constituted by a computer, to function as a part of the anonymous
decryption system. This program is read by decryption shuffle center 20-j,
which is constituted by a computer, and by controlling the operation of
decryption shuffle center 20-j, realizes shuffle-side initial setting means 21,
shuffling means 22, partial decryption means 23, and certification means

20 24 in decryption shuffle center 20-j.

Explanation next regards the details of the operation of this
embodiment.

Initial Setting Process:

First, regarding the initial setting process, when security

25 parameters (pL, qL, f) to which a session ID has been added are received
as input from the outside, management-side initial setting means 11 in

shuffling management center 10 generates common public information (p,



n) I ¢ = Hash(pllqgll911 Yill ~(G-, M}(; =1, 2, ..., n)II{(Gi~ n~i)}(i =1,
2, ..., ~.~~ B~ y))~(~=1. 2. .. ~r. w1l 2, ..., n)) 2. If the u-th
bit (wherea=1, 2) ..., f) of cis c[u], it is checked 15 whether the
following relation is realized when c[u] = 0: A",v = G~ (") ' 9a '~ nod p
Bu," = Ma~ ~ Y~~~~V nod p The realization of the followng relation

")
wh = i h .. Au, ~ ~(~>'9~"u" Vv d 0 Bu,
Mot S PR 05 Yefd .o andesate retamaters: o EGegals . S . is g
ification data

VWhen all rel tio?s have been confirnmed, the ceri 1 are
consi der SHYPEPSYSTem, 4G are Byg RIimE NMBELS I 8 J2Ialon AU dhak Pk dntof t he
certificatjon data 25 .that .certify.that .t r.ocess carried out by parti al
Getrypt | okh&fe k3 3 Sarlcfr iBfdder) 3id Yaribble BigEaeneRIAt Bt oo hor e ¢ o
S 1O" Adndratif diindryblia Sra8F 53R MBALACD: 1 sudifBRlAL ahd gL are' {43
(EAMq'; ¥ I't}';’éﬂ?'aﬁﬁsr of prime nufbers 4 8nd & Ehéﬁg?té@%"n%???é%w H@p'?‘%éﬁt:ﬁ e .h on
QoL TR e (etIBRS St whBn T ating Eitifiblin Batg for befyihGRnaRandecryPt! on

Conseque%ﬂdér%iflﬂﬁﬁgtpﬁc))éﬁégt(t{)%ébS(BFa}rneé) ishcorreé‘t)iart\@@\ihérﬁvéﬁ’f g fhe = G';

for {G;}(; -1, 2, is given as the result of decryption. Thus,
i n act ual ahewed-deBbfiBEd Dertifidatior thtd.; The Fession IDN$ drsideptifiensien certifying
shuffling. Although omtted in the foregoing explanati on of operations, the
D 15 of $pecifiing the opjectrigroesssinghaad the olsjecy pf peocessitig is; foent er t hat
is the transm ssion destination of data and the I D of the shuffling
manad@nenexaraptes thereldetiory pf iaopresactur hlegaverner orlibe electidre of thesni ssi on
source are added when data are exchanged between the shuffling managenent
cent er anthedelergmfi acity @ssemblgent ers. For exanpl e, when transferring 20
data from shuffling managenent center 10 to decr¥pti on shuffle center 20 1,
the 1 Ds of decrMphpef fside initial setting megng thihen PreduesmadaaHesStent er
10 are added as the transfer destination and. transfer source, respectively.
ublia et et

As anot hebtad&BgpL 0T gpReralionoha o iNSILERs LMMONREBH agenent
center 10. to all crypti o ffle O-m the I Ds of all

decrypti o'Htf%rﬁﬁ?tl’?'g?@e T@@Qﬁ;ﬁ%q%\ez@a%ﬂ%grﬁ“@n?a%é}q Pbpﬁlf%gfé Wl ng managenent
cour A5 1enegg g bl ol REELSBD {ERl PRLBRESBRERE ARAHRR T OF

the preseﬂ?épéfé‘f@’iﬁé%’ﬂ%temrﬁ ﬁ”@ﬁghmidnssﬁ&ﬁﬁea%rﬂew g‘;’ﬁg%‘é’.@% ting

anonynous el ectronic ballots, management cen i's added to the

constructi on t hghyfffe-SidevVipfted defiin *ﬁ?eé’tﬁ@ﬁﬂﬁ%diﬁ&fd@éﬂg@ﬁoﬁ%ﬁtﬁﬂbt hat 5 is

shown in FIG 1. Alist of registered voters, security paraneters, the
voting pegémere9R0t Neo Sloert cany o Gepeiesiauthéfticdatorhbplveriying theput to vote

managenent center 30. Vote nmanagenent center 30 adds the above-descri bed
sessi on | digital siynadbie thatds atiaohe dstectivel tequest shateenentdod genenatiem sft hem t o
20 a public key (A3). If the signature is not correct, shuffle-side initial setting
means 21 takes action such as terminating the process. On the other
hand, if the signature is correct, shuffle-side initial setting means 21
authenticates the correctness of common public information (p, g, g). In
other words, shuffle-side initial setting means 21 investigates whether (p, g,
25 ) satisfy the relation that is described in paragraph [0026]. If the
correctness cannot be confirmed, shuffle-side initial setting means 21

takes action such as terminating the process. On the other hand, if



10 shuffling nmanagenent center 10. Wen the security paranmeters wth the
-added session ID are sent in fromvote nmanagenent center 30, shuffling
managenent center 10 carries out the previously described initial setting
process (refer to FIG 4) in concert with each of decryption shuffle
centers 20-1 to 20-m and 15 publishes the obtained public information

b, ancoytecaee ThiRL R edheld P sah T BRI, RetfeldE © ™ "

not i 11 65 Al SoBf9 Fians 2T ARREE o el R, AR BaRBBEASE STy "
their own p\fRfa‘té‘@kegpb g&seng&ﬁﬁh ?%Il@qmdr dtlUrPW”an@gforhge” voter

di gi tal gnature tato vo center 30. Here

the i-th feharne /s m éorr@%pondenc@ withltple 35880/ 1B iRy ﬁé‘%WrPHQHXEhBﬁy Y and

common public information (p, q, g) to encrypt vote content

bel ows | nsfiffie é‘e?ﬂér (AB).i Foa@&ur’fﬁﬂet ﬁﬁ&eér‘%t%ﬁtﬁ‘nlﬁﬂetc@ﬂter so5eiféed such
that the order is 25 g. The voter first sélects any random nunber r~ nod q.

Next, (Gis jNh)mﬁhb@e%@hgbp’rloraQ rafd@@mN-$elelts xPm¥d ¢ e takesahistken as the

encrypt ed vote data. These encrypted vote data are sent to vote center 30

with the thet@ecryption kbyi The mildicakey ; oftthisHedryptioncstiuffierceriter eorjti f i ed
that the voter has prepared the encrypted 5 vote data knowi ng the correct

m . For eisaggrieratediéromt h voter generates random nunber y and then

gener at es certification data a and t; by neans of: a; = gYJ nod p c; =
Hash( p, q, yi Jgp‘/ ar +y; m)d g This certification can be
verified by rreans of : ( p, 9, 9, G, a; ) gt' G ~ =a; nod p

generifie cort| 1PRGHIES %'ﬁaalﬁher sgﬁwﬁwgggtegqahagﬁga%@g%ww " aen(
Do 3. g%te?s 2)0-Lao 2p-mctr{enc§8r‘??§bt€ @e?@@éﬁiﬁ g?@v@é\p&% gsﬁm 'm‘;ﬁ . by
the. vot or 2 Ratenter nife! Bl kil Bliol Ko fir1e ALDIT P s S&T checki ng
for doubl genN&rdted in B8P AL(ALS.| Faf ieXantibashaMR-side initial setting means
21 in decryption shuffle center 20-j, which is j~th in processing priority,
15  generates certification data y';, r; certifying that decryption key x; for public

key y; is known by means of:
yj=g" modp
¢, =Hash(p.q.9,y;.¥})
Iy =¢;x;+p;modq
20 where Hash is a secure Hash function and g, is a random number. When

the process of Step A5 has been completed, shuffle-side initial setting
means 21 in each of decryption shuffle centers 20-1 to 20-m produces a
public key registration request statement that includes the public key that
was generated in Step A4 and the certification data that were generated in
25 Step A5, attaches the digital signature of its own decryption shuffle center

and a session ID to this request statement, and returns the statement to

10



25 been added, vote nmanagenent center 30 accepts the ballots after 21

additionally verifying the certification data. Wen the voting period ends,

vot e managenent center 30 stops accepting ballots, and sends the encrypted

vote data that have been accepted as an encrypted data list with digital

signatures attached to shuffling managenent center 10 of the 5 anonynous
tem Upon receivin encrypted data list) shuffling

?rgﬁ;égﬁr;ﬁgh@fﬁﬂ%mal gféﬁ??b?%"ﬁeﬁgogg@'l i st by means of the previously
cortification deheBeRliEia ensrtindReanssbr i Rutfitn ianasemeBh: or 20
Voti ng datdiend CeRblsRelCRde AdlFbotibatle By Fie R85 To avecr i be
Ui t bl ¢ Tgpande et [$ aukhel AR oMK Abiet Ao tE3ERH HRNRERED ot
nonyroust T8 e R ot e PHISR TG Pt BB MBI ¢

par amet er and bidHEA Y tfiTdsOthe E6WleSPBES BT thE R d ffthtafrel RAheld0 bi dding
managenent center 40. Bi ddi ng managenent center 40 adds the above-descri bed

sessi on | fpolrpehble oflfpceystise 6hbfite 66616ts 20-Pad BTRHEDH§ nAeané bRiséers themto
shuffling 20 managenent center 10. When the security paranmeters with the
added sesfillowih{p egjuationst(A8): f rom bi ddi ng nanagenent center 40, shuffling
managenment center 10 carries out the previously described initial setting
process (refer to Fl Gy 4)I-Iash(pm;ggrlt,yy\)'th each of decryption shuffle
centers 20-1 to 20-m and 25 publishes’ the obtained public information
(which includes, for exampfe, the public keys Y and common public
infortfation p, g, and9g)Y/ BitHi M9Rnagement center 40 checks whether this
public information is correct in 22 accordance with the security
parameters and then n‘mj Li_lqzﬁodagch bi dder. When the bi ddi ng period begins,
t he bidders encrypt their own bid val ues based on the public information,
add their bidder di gi},aLl'ﬂ;‘&F tures, and send the data to bidding
managenent center 40.7 Cért ation data for 5 certifying that the bidders
knows their own hid values (certification data that are simlar to the

certification dMhenyalofithepublicikey waigratienfeaueststatempntfethatansni t t ed
at this tjine. K Bidding mapagenent center accepts. the bids after verifying
the signa ﬂY%?Pe&‘dﬁﬁ&ﬁf}ﬁ*ﬁgﬂﬂaeﬁi@g’@ﬂsﬁ"-ﬁ?'&rﬁ%ﬁgb‘s Bbtﬂ B%lggéfngﬁ“f%e bi dder s
list,,z10 i for iddi ng. ertification, data have al so
beenSant AR IS VRANGEHARRY SuBnB A7 B8 ALy b5 8 YotoRThRNPT  Cnal 1y
verifying LE [ t i,ddi i ds, . ddi ng
managemen'taé%@rqtggjrrhﬁg fg optgs)gbarggfagF F%%&ndg?u@ﬁggés@%gg%p h‘gg%%@(rj@]p?%d bi d

val ues t hgbmbdyéd B?gn accepted as an encrypted data list to shuffling 15
managenent center 10 of the anonynous decryption system Upon receiving the
encrypted data list, shufsling managenent center 10 decrypts the data |i st
by neans of the previ¥us|y yjenedided decryption process, and returns the
decryption results and caitification data to biddi ng managenment center 40.
20 Bi ddi ng managenent center 40 announces the decryption results that it
has recei itedensrane Publiecsydryptionikey Yahaels udekwhedf sydtergusers! G 9 to
describe the fourth enbodi nent of the present invention. The present
enbod@enenciyps diatalfA®).f or use when conducting an anonynous el ectronic
survey, and receiving center 50 has 25 therefore been added to the
construction thdanagementisidd initial settingmeantett ypen geneyatesnputblion i n FI G

1. A respondent |ist, security 8ar aneters, survey period, and session
information that includes public encryption key Y, public keys y; to yn, of

each of decryption shuffle centers 20-1 to 20-m, common public
information (p, g, g), and decryption shuffle center IDs of each of

25 decryption shuffle centers 20-1 to 20-m (to inform system users of the

11



23 ID are applied as input to receiving center 50. Receiving center 50
adds the above-described session ID to the above-descri bed security
paranmeters and transfers themto shuffling managenent center 10. \Wen the
~security paraneters with the added session ID are sent 5 in fromreceiving
center 50, shuffling managenent center 10 carries out the previously

227y SeoBoe bl L5855 AR 6ok e TBRSBI e -
publ | ¢ | Ry AR S S e WABTBeReRs R0 AR 1By Bl FoMBelfet her
this publthgeilh@fafﬁgﬁmrggpﬁc%sgprrect in accordance with the security

par anmet ers I €S each survey respondent. When the survey period

begi ns, the reﬁg@%@.‘ 5&“@%’?%3%‘3%&?&?%% loégscéaonses based on the

public information err Signatures, and send the
data o receivi SRS i tigvpati on ihar id&yi ng that the
respoﬁdents knoErvi\’/g‘:tr elr d(j)é\}\}‘n‘élol1ssl}r %7 ﬁ!’%@'ﬁdh%é’é%ﬁ%@tﬁﬁlﬁga’% ﬁgﬁ{s'dg%/a that are
simlar tehdripstetedatal isCaiplRy 88 impuepem rdoutidé o aeenliornssdrgent) may
be transmtted at this tine. Receiving center 50 accept’s the survey

r esponsesneaher 2vigr sHuffiig iz aRjednentic@ster donf Session |U1ﬁ)rrmwwq1t s' right
to respond based on the 20 respondent list, and checking for double

r esponseghe\Wijeactcef prdcessirigpto which threse dateoalersiesant is attached t@ center 50
accepts the survey responses after additionally verifying the certification
dat a. Whdhis emcrypted-dapetlisbd ends, receiving center 50 stops accepting
surveé responses, and sends the encrypted survey responses that have been
accepPed as an Er®rgpted,gated(@atd) areenceypiadidatatpaheeugspend teslatar 10 of
t he anonynous decryption system Upon receiving the encrypted data |ist,
shuffli n@h@'ﬂl@@éﬁ@ha@@ﬁtféﬁmio decrypts the data |ist by nmeans of the
previously 24 descri bed decryption process, and returns the decryption
results and certificdG,d,)datgl,tm Y'gaeodipng center 50. Receiving center 50
announces the decryption results that it has received as survey responses
after deowlyertd data ; bre adiidtedisuich thae thie sedenigdg.e iy @didition, sy, ist 4e

conveni ent verification of the correctness of information or data that are
publ i shedandom nantbar anbitrdily sepected foardadh sn. be consi dered. I n addition,
the nunerical fornulas relating to the certification nmethod are only one
exanpbe, and atWWbgpegncryptachdata listcld@,eMs} -y, 2ar. 1+ ieregeivediasiioaut.ons of the
formul as that 10 woul d produce the sane results. Potential for Apa~lication

i n | ndustqdegryplign gestiol peeans 12He shwling mgnagpmardtcasier 4 Adirgt esent

i t] bles the d i f ted data list b |
exchang: rRoTHATS that ABe oTdet Bl G Ao Vi aderahe. dad tasn acogé Pe ; on

huffle 15 t t has t i el ininating,th for th
bt b Ao e el B sy i G AR AGH R RS B o o

the encrypted data list and transfers the encrypted data list to decryption

20 shuffle center 20-1, which is first in processing priority (B1 and B2 in FIG.
5). The encrypted data list that is transferred to decryption shuffle center
20-j, which is j-th in the processing priority, is represented by
(G M)} ier, 2, ... n)-
Decryption shuffle center 20-1 performs sender authentication by
25 verifying the digital signature that is attached to encrypted data list
{(GMMY )Y iet, 2, ... m (C1in FIG. 6). If the digital signature is correct,

shuffling means 22 and partial decryption means 23 are used to subject

12



the prior art that uses an electronic bulletin board system In the present
i hvention, noreover, the shuffling managenent center and decryption shuffle
centers generate public information that 20 includes public keys for
encryption in concert based on security paranmeters that are received as
input fromthe outside, and as a result, the present invention has the

oper at 1 ortbe AiNe-GRGCREH SraTyReRARIAIS! AT PEIREWRNING RIORRREEY ( he 25
connect 1 hPaTial drpraptoR AuiFesTiy pblh & 88eTey BRETs Mk pffiesshig urn °
vent 1 orfacdt (% HRGRES, TP At oD Y She o RRPREo B n At BRERY
secur Y. adutyblBHorbBs S M bEUSHIAN R nd BRI PELA I e8! s can

be concenira processes relating to t cryption key and

he f ; ; e Protes g and 5
the Tenctisqfgn ﬂe&ﬁ@b’ﬁéfé@'c‘é’?tu%&s@mgﬁﬁmg&;ﬂl%tﬁﬁﬂﬁg%ﬁbﬁééﬂer an

the present 1 nvention thereftore rit of ‘enabling a

decrypti ogarsiedf diiteh ¥ SRUATING dEnd 02l A Pattinl M LIPPESH NPS&iRa8.arki nal |y, the
sessi on managenent Tuncti ons and decryption key managenent functions are

shared begoregct (). Tl digitabsignadaeB@nd tee ReebichiD 4 thér iattachedftobl e
centers, and as a result, not just one anonynous decryption but a 10

pl ur al i t ythef datasiistrersb ceftificationndata, dedrihptdata |3t ecelscaifieationaxtabl e, and
services such as electronic voting, electronic bidding, and electronic
surveys cane teterrefdteesbefflivgimamagemeht aehteghl 0 (08). Thesmartificatjon 26

CLAIM5 1. An anonynous decryption system which takes as infpl_Jt an encrypted
dat a 10 stdatgamayrie attachadgpdhaldata list andethenoetemed o shufding t hat have
been encrypted by a specified nethod and specified public informtion and
whi ch suﬁﬁlaﬂégef‘{ﬂilll(t@téf 10e8F PpiY the datanlist maydie relumed Hretardtie wi t hout

.t 7 A B R bR A RERELL 5
L A
dect oL on ST S RRBh A B FafPh MR BB BEIADLL O oo
list qghi Cé]gHéﬁer. SRR %‘Fefréﬁl?héé'fg?rﬁfﬁgéryg%n %W%ﬁﬂie%—t@r to

both ‘an order-switching process using public information and a partial 15

decrypt i ofledtyREBASTAHIAIInBafS ALYIRL HUFFIFRY mRRRYEESt dehtePal IS&Hr Ypti on
shuffle centér and returning the resulting data list to said shuffling

managenentareiast @ut sehdéxnawthenyioation der yerifientiny staificsfionhddtakiessexs | nput
an encrypted data list that includes a plurality of itens of encrypted data
t hat haveomdbke digitalygigeaturg (B3sipdeid.isd Detdilsdremaddingethief meth@dibff i ¢
verifying the certification data will be explained hereinbelow. If the digital
20 signature and certification data are correct, the data list that has been
returned from decryption shuffle center 20-1, which is first in processing
priority, is transferred as an encrypted data list to decryption shuffle center
20-2, which is second in processing priority (B4 to B6). At this time,
decryption control means 12 adds the session ID to the encrypted data list.
25 At decryption shuffle center 20-2, the same processes are carried
out as in decryption shuffle center 20-1 (C1 to C5 in FIG. 6), and the

certification data and data list to which the digital signature and session ID
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i nformati on and which supplies results of decrypting each itemof 5
-encrypted data without relation to order on the list; said anonynous
decryption system conprising: a shuffling managenent center for accepting
an encrypted data list 27 fromthe outside; and a plurality of decryption
shuffl e centers each possessing its own 10 decryption key; wherein: said

" ecei ved NAVLDRER Atasiiad e tsilied 19 sAlRRG MRS omBhT BRI ot on
from sai a shuf AN k- eRRRERR R B BbRnb 2 in Shiba barbierh®hf ocoss
sing o COTRE IO GG Sl ShERLbEds Y o RF e AU SRR Cica T s
L anom t DkESnar (BRBIEEIGE8) ST AnSy S SNk BH IBBegsRBs oI
decrygti afbnrgﬁrlﬂﬁéa ?e?éﬁfe‘iﬂy URAtiRt Eéﬁﬁic‘é%gyd)éthoéhtfa?ﬁé li§t ©PWhith ardnd said

shufflin agenent center supplies the data Ii1s at 1s returned froma

| ast decratpddifet v tidital eRiatUraand sieiowIDiterefinkd fréf déerypioanonymous
decryption system which takes as i nput an encrypted data list that includes

a pl ural ighuftie déreer 20fmentiiotpishstit thé chéw'r@g beioritgnehg@urby a
speci fied nethod and specified public information and which supplies

resul ts odectyptipptdondgred anéans @M miblshascthepatsaveddeacribed ldatatist gpt ed dat a
list without relation to order on the list; said anonynous decryption

syst em cdimerdecnyption reksultflist (87 hraAhdkisdithe cthe decryptionashuiftleadenter of
decryption shuffle centers each possessi ng its own decryption key; wherein:
10 sd0d SR of dagrvipdieaghsfle cantees 2@dntsr 284w, thashuffling management 28

when an encrypted data list is received as input fromoutside, transfers
sai d encr§gites lBafshuftling mansgemantcantsh 18hihe sassientiBls. angkeach of rst in
pr ocessi priority: en.a data list is returned froma decryption shuffle
Center ot feltemphanriEaidhaia tuarhavs beBhi BN PP 48t of h process! ng
15 priori ansf sai RS ; returned to a

decrypti o(%é(%rpfh;'?lﬁes@ﬂ?&%n?%%taé@g ﬁ?eé?ﬁ%gﬁ:bi@é'gggﬁg priority after the
decryption shuf r e i St ed data
et and when SX2pERpRAIITeaais REHeEAC b1ADrUEF v BRICHE 2T o7

t hat 4igs | id [ ret |4} i oS

decr;}lgtsi olﬁ%?(laésSiaﬁi%fg??bg%mgwga@ﬁagé%itgg eaﬁc’?‘?g?igo élhbf rIog:%ggnters

conpr i sesthat §9 Batried bupBytitiaPHELEPtidnaReBRS IO URE cttificatich dafat s
transferred in fromsaid shuffling managenent center to both an

or der - swi gemenagiopr oroeessthahs gapiddcoutiby caetificaniomsheanga?4,iad deer ypti on
process using a decryption key possessed by that decryption shuffle center,
and r et urverifi¢atiataprodeasst thab is eatriad agt by adecryptiorppcontrebimeansol 2ai d
shuffling managenent center.
Order-switching process:
20 Explanation regards the order-switching process that is carried out
by shuffling means 22 in decryption shuffle center 20-j, which is j-th in
processing priority. The order-switching process is made up by a shuffling
process and a re-encryption process that are described hereinbelow.
Shuffling means 22 first carries out a shuffling process. In the

25 shuffling process, shuffling means 22 randomly determine permutation

mapping = '/ for encrypted data (G%, M(”,-)(,-=1, 2, ..., n) in the encrypted data

list {(G(’),, M(’)/)}(,-=1, 2, ..., ) Which has been transmitted from shuffling
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4. The anonynous decryption systemaccording to claiml1, 2, or 3, wherein
-said decryption shuffle center conprises a construction for reporting to
said shuffling managenent center certification that the ordersw tching
process has been carried out correctly and that the partial 5 decryption
process has been carried out correctly. 5. The anonynous decryption system

according to claim.1 3, . ein  sai acr, ion shuffl ent.er

conpri segm&"égﬁm@r’l}é‘tqfﬁﬁf ?ér S\Q(ft\flz\ﬁghﬁ?dgef 8%% dl%ﬁi(‘a‘vl"’i st PRACE RGPt s from
processi NG, .certifi IO t e .t ching process has been carried
out corre(gftﬁrf? é%ﬂﬁﬂyﬁgbﬂaﬁﬁbgrﬁ% %@cﬁ{ﬁ& {’gﬁmﬂ‘r ocess has been carried out
correctly, and reportinq)tn(ﬁaid 29 shuffling nmanagenent center. 6. The
anonynous decryption g(ﬁs{f‘% a)&aarz;li.,tng to claim4 or 5 wherein said

shuf fl i ng nmanagenent center conprises a construction for verifying that
certifi calhisrisghefshwiitithgoyrozedscr ypti on shuffle center is correct. 7. The
anonynous decryption systemaccording to claim4 or 5, wherein said

shuf flgi ng managenment gt gy @sks, aobn uction for, after verifying
that certification pegf br meld ;nlgl ’Ggl:‘f)yp’fflﬂﬁ”@ﬁltcﬁ’f'1" center is correct,

transferr, nﬁ a da}a(ﬁji st that has been returned fromsaid decryption 5
shuffle c& reglise ecryption shuffle center having next processing

L "o L TRyt R N AR C0 o
comprt Se% s BB GUITLIARa vie AASP IR SRRNB R A Slor

and suppl i iR ingl- RHOAT 1 tem
accordi ngﬁl{egggﬁg?ﬁbh?%r 3, %g qunh?aié}g shuffﬁpﬁgqfndamﬂggnméﬁ%scent er and

sai d 1@9PVR§Fémy?ﬂdﬁfié fecensary Eéémﬁs&m@'énﬁéﬁaﬁ@ihgrtﬁefﬁsiﬁ@ﬁé ¥ting out
aut hentication of a sender during comunication. 10. The anonynous

decrypti calloys teepassibilitynef trackihgithe enctypted datavinemeihe bitipatternfdfl i ng
managenent center and said decryption shuffle center conprise constructions
f or addi nipet encrypibechidata.i on data a digital 30 signature of a transm ssion
source. 11. The anonynous decryption system according to claim1, 2, or 3,
wherei n: for th8huHlieg ongans 28fingenrypiomghuifle centar Ak whighlipjith iadded to
mutual |y rel evant public information, encrypted data |ists, and 5

decrypt i ofexpEesasstig arieriposembings the aublG keys of shadacsyriéon shyffles5j d

shuffling nagenent center conpri.ses a_constructjion for,  when said

shuf 1 ngC%n'E‘ﬁéggfh%?O'B&rﬁfg?f ‘5‘?&&9*'8%3'\'-’3&%C(?@E?ryéé‘ll(gﬂf@ﬁﬂffIe center an
encrypted data list that gorresponds to a particular session ID, and when
sai d shuffling managegen r}@?gar{;ransfers a data list to which 10 a
particul ar session ID4s ded arld that has been returned from a decryption
shuffl e center to anot her'jdecrypti on shuffle center as an encrypted data
list, adding said particul ar se('l§si on ID to said encr ed ﬂata l'i st and
transnitting a Adandpmmpuathes §°idmod g 'ﬁrﬂ;ef&%’é‘ﬁ%fq"oﬂ@ 'S eceaten; and 15
sai d decryption shuffle center conprises a construction for, when an

encr ypt edwhidtahhs sndergohe the shpdfiingoproaess ewhiereby [{GI4s ME; added i s
transferred in fromsaid shuffling nmanagenent center, carrying out an

or der - swi $,chi)rig fpund dysmeanagfpubl i c i nformati on to which said particul ar
session | D has been added, carrying out a partial decryption using a

20 G\ =G .gs}“ mod p

M =FD v mod p
The generation of Y; and random number s%; and the calculation of
gsl(/)

,YSV) can be carried out by calculation before the encrypted data list

is received. If the values that have been calculated beforehand are stored,
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20 decryption key to which said particular |ID has been added, adding said
particul ar session IDto a resulting data list, and returning said data
list to said shuffling managenent center. 12. The anonynous decryption
system according to claim1, 2, or 3, wherein: 31 said shuffling
managenment center conprises a construction for, when a security paraneter

acuri vy s BhenBybuor? BRSRS G BRTERABY 8 <nhdiP aRuiRlibiont"C, o =

gener at e%%%mgﬁgg%hc%étgfﬁﬁﬁah%% and when public keys are returned from

-all decryption enter generating public encryption keys

based on the p j : cryption shuffle centers and publishing
el Ry plipERRbe e

public inform clude sai d generated public encryption keys

and <ai d_ comore puahufiohéi TBLARIS (RFa R UedAFR! bRIbGal s conter

conprises a construction nerating a publi y and a decryption key
based gon gyigNoRuUBY ipartialf @6EMbtion rhéahs 28 ihe@@érzﬁﬂoﬁrsfﬁnfﬂé'dénwﬂébﬂ! ng
managenent center and 15 returfning said generated public key to sai

shuf f1ing manageari deeystion hibanthes asesydaurgplies keptx; ¢a decsystiaraccor di ng
to claim12, wherein said decryption shuffle center conprises a

const r uct kenthatrcorvésponads to thengessipnldDi thakt ¢y attached dothefdrdryptetanagenent
center, adding certification that said public key has been correctly

gener at eddatadlist) pesaessed bydtsiownodecryptign ishuffte dentarf20-j oo nanagenent
center. 14. %he nonynous decrépti on systemaccording to claim 13, wherein
sai d shuff(G&' gMF@)}agen:enx ndbat basamdergeae the coder-switching pracessrby yi ng
that a certificate that has been added to a public key is correct. 15. The
anonylfbusshidingmeanssgatehadewaiaii ng to claim 13 or 14, wherein said
shuffling managenent center conprises a construction for publishing a
public key and a certMi/tatm D@ /hismoeep added to said public 32 key
together with public information. 16. The anonynous decryption system
according to claim12..mhergin said shuffling managenent center and said
decryption shuffle ceﬁt er conprise constructions for carrying out sender

aut henticagtio i ng,sQnmuni cation. 17. The aponynous decryption system
rocor di ngResta( G B Filier & o wis GowRlRS 1P SHAGRHJBRBAGSTIAM GoraRt sa d
shuff |

decryptio center conprise constructions for conferring a digital
si gnat ur e'?g Sath:,ee&ﬂt@r 1§t cormuni cation data. 18. The anonynous decryption

compritses o coneetIEH R Dol SHUREENFHokaRY: on 10 sad Session 1D, &
frgﬁ;‘;g'ngg . Tgﬁ?ggﬁlﬁhaﬁéﬁﬁ%ﬁt! rgﬁhgtzéuﬁ‘fBF&EHs%r6P&eﬁé’ratti*ﬁ%tce°tjﬁ%£{ibﬂg
data by certification means 24. In the following explanation, the notation
()) for identifying the decryption shuffle center is omitted.
Explanation first regards the method for generating certification
20 data for certificating the generation of {(G%,M?)};- 1. 2, ... n while keeping
permutation mapping &= and random number sequence {s}. Here,
{(GY,MP)},- 1, 2, ... n is generated by the shuffling means which carry out
the shuffling process for the data list {(G'%;, M?)};- 1. 2, ... n by using
permutation mapping & and use the public key information (p, q, g) and
25 the random number sequence {s}-1,2 .., n. Inthe following description, ¢

represents a security parameter (repetition number).
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5 center IDthat is conferred to a decryption shuffle center that is the
-transm ssion destination, and a signature of that shuffling nanagenent
center when transferring an encrypted data list to a decryption shuffle
_center. 19. The anonynous decryption system according to claim 11, wherein
sai d decryption shuffle center conprises a construction for adding, in
addition to saiid session_|ID, a decr Bti,on shuffle center IDthat is
conferred to tﬂattﬂéﬁﬁﬂﬂfirﬁﬂdgﬂhf’ﬂ% tationemappings, il 309 tedh RIRGRSH®F cent er
5 1Dthat is conferred to said shuffling mnagenent center, and a signature
of that daadgm nombens{s'i.a)lcanet genetated tecalovlatg:a data |ist to said
shuffling 33 management center. 20. The anonynpus decryption system
according to claimi1 whegein.gaiud gegyption shuffle center conprises a
construction for addi an’gV dat'adeft i fying that the order-sw tching process
has been carried out correctly and data certifying that the partial
decryption process hdh bedy b)c¥yrietodye correctly when returning a data
list to said shuffling managenent center. 21. The anonynous decryption

syst esn aggppdi Y2t 0. ¢f @ing = Wherei m information that is supplied as output
by said shuffling nmanagenent center conprises: a shuffling managenent
center ID that 2 sThetbkswiedy t¢alchlzalonsiBWdriied®t: managenment center, an
encrypted data list that has been received as input fromoutside, a

decryption result |i st=Hash{blht||gh¥t|{i@eMIal a2l i.sill{(&"shb¥lian, 4D, that is
conferregyfo said encrypted data |ist, all data that have been returned

fromall decryption shuffle, cg .1 30 | a,signature of the shuffling
managenent center. 22. Uﬁfhé“"’énoﬁ&%ﬁs“é’e’é?%tﬁé’h"’ggst em according to claim

12, pper ¢éres i eprbyénls cehiedirgeent center conprises a construction for,
when reporting conmon public information and security paraneter to

decryption shufdf | Repesdetiting adHi(og1, 2, a. shbif bf casrefopahedollowitg er | D t hat
is conferred to that shuffling nanagenment center; 34 decryption shuffle
center | Balamilatioh islearyed ioo: shuffl e centers that perform decryption; the
session I D, and

a, =x'y and B,y = Sy, when c[u]=0; and

ay =x"on'y and By = Sy =Sy, when c[u]=1.

on', (U))’

15 The generation of permutation mappings z, and random numbers {s',}

and the calculation of gsl‘"'”’, Y,s'“’-v) can be carried out by calculation

before the encrypted data list is received. If the values that have been
calculated beforehand are stored, the processing time can be reduced.
Explanation next regards the method of generating certification
20 data for certifying that {(G";, M")}( - 1, 2, ..., n), Which has been correctly
calculated by using private key x that corresponds to one's own public key
y on the above-described {(G'i, M')}i=1, 2, .., n) has been sent to shuffling
management center 10 without revealing private key x.
1. Random number r mod q is generated.

25 2. The following calculation is carried out:
¢ = Hash(p||qllglINHG }i=1, 2, ... o HIMIM" )ki=1, 2, ..., nl|
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10 a signature of that shuffling nanagenment center. 23. The anonynous
-decryption systemaccording to claim12 or 13, wherein said decryption
shuffl e center conprises a construction for adding to information that is
returned to a shuffling managenent center: a shuffling managenent center 1D
that is conferred to said shuffling 5 managenent center; the session ID;, a
decryption shuffle center, kﬁ,of t hat Secrypti on shuffle center; and a
signature of that decryrQ’H MUt tl.endenter. 24. The anonynous decryption
system accor di o,clajm12, wherein the public informatjon that said
shuffling managnbﬁilc‘ﬂ@ e=nghMmachds Gand 4 géét. h%"%ﬁ@ﬁpl ON§dRSagerent
center |D,that ébs conf reéjﬁ{b? tpat huffling 5 managenent center; the
sessi on IsLB‘,OV‘én 9¥Piqrﬁetb§r Igation 1ic encryption key; decryption
shuffl e center . of.. al ecryption shuffle centers; and 10 public keys

t hat have been \}q@é ao{'[ogjdbﬁ eaﬁ%{ decryption shuffle centers. 25. The

anonygous decr ¥l anaiys I FEEEA 8 S HAIOR drochssnaf aaflglfly, "er i "

certifTication t 'S Teallize ecryption s

verified lgydgcrzwytiro‘iin Wﬁtwl-magasq@ EQPMW\ ﬁl‘?ﬁ@@éh{%ﬁhﬁ“ﬁﬁf@éﬁ&%r ding to

claim1l, wherel n sard decryption shu enter conprises a

t r uctdiogbrki ' iRt '
cons rUC,dfg?ﬁrilﬂE:aﬁéh ‘H&té‘tbeGeﬁlfmgut][h‘éggl?% R?'@éé’s§ Bﬁéh@ﬁl“r’n% | Sr%éjzé'?s

order-sw t ng process before encrypted dat and when an
encrypt eccgtpdét. | i st has 5 been received as input, carrying out the
order-sw tching process using the data that have been calculated in

advance. 27. Thie Therfpitowingealcudtions apstarrieatoat basgd tom theai m 5, wherein
sai d decryption shuffle center conprises a construction for calculating a

portil6n giublshed indorrationsed dertifieationtdada; of certification data for
certifying that an order-swtchi nﬁh&)rocess is correct before input of 5 an

encrypted data |ist, candlaghdp|lghok YdK(Gt dd)}datiz, |.i all{(@, Mdki-ved .as i nput,
generating||said certification data using data that have been calculated in

advance. 28. An anonynoYsAgesBRINRNL s¥stemacgording to any one of claims
1 to 27, conprising a vote managenent center which is provided for:

2. If the u-th bit (where u=1, 2, ..., 1) of cis c[u], it is checked

15 whether the following relation is realized when c[u] = 0:
Ay = Goyv) -7 mod p
Buy =M, () Y;P“n mod p
The realization of the following relation when c[u] = 1 is checked.

A =G, -gﬂ‘”'v’ mod p

20 By =M, )Y, mod p

3. It is checked whether the order of G';, M';is q. When all
relations have been confirmed, the certification data are considered to be
correct.

Explanation next regards the verification of the certification data

25 that certify that the process carried out by partial decryption means 23 is

correct.
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accepting encrypted vote data that are sent fromeach voter, said 5
encrypted vote data being vote data that have been encrypted based on said
public information; fromanong the encrypted vote data, selecting
legitimate encrypted vote data of legitimte voters; and transmtting the
sel ected encrypted vote data as an encrypted data 36 10 list to said

shuffling mana nt .center 9. The aponygpys decryption system according
to claim28, mgﬁﬁgi'%f'rQM%P%s\ﬁhﬁpr\%?éﬁ gﬁgﬂ‘sﬁﬁt’s to said vote managenent
center certification data for ertiﬁ ing that vote data have been correctly
.5 encrypted; arft K3§ H‘%FQG%‘%@ gr'cent er conprises a construction for
verifying certification t.h nbeen tra ] in fromeach voter.
30. An anonynous decr?ﬁt'?%%ha(g}{gﬂgwaégﬁdﬁ'n"’g---t@ngwwmg(’df"%I--ar') 1to 27,
conprising a biddi ng magfgefdHG'E4M MM Mhi ch2j.s, ir ovi ded for: accepting
encrypted bid values that are sent fromeach bidder and 5 in which bid

val ue$ haigeaelatizedencrypt ed based on said public information; selecting from
anong the received encrypted bid values legitimte encrypted bid val ues of

| egi ti mat e bi dd®rlidjs theh checked whethet M9 sell aabdg foralypt ed bi d val ues as
an encrypted data list to said shuffling managenent center. 31. The
anonynous decr yip@alloelationsareacenfivned, the cerdification daterarerconsidéreds sai d

bi dders transmts to said biddi ng managenent center certification data for
certifyin® PALOMAC. val ues have been correctly 5 encrypted; and said

bi ddi ng managenent center conprises a construction for verifyin
certificati on d&i® H&fﬁe gattHigation %@%@eicryntmweﬁt!wabpaoﬁ;ﬁ.lna‘acg 32. An

conprite: reptiackbed of 15 SemecnanAaH et e ioaRReivaRty PacEed 1RSetr ypt ed
Shrvey § OBBReES husanBLELRER G e A R ERE R L FRLB B5 AT o "
sel ecti ngrddi i AIRAYPHBR. AR YRDRDST HIBFHLYSEN, bRSAMIES, o . o is
sent when certifying shuffling.
Although omitted in the foregoing explanation of operations, the ID
15 of the shuffling management center or decryption shuffle center that is the
transmission destination of data and the ID of the shuffling management
center or decryption shuffle center that is the transmission source are
added when data are exchanged between the shuffling management
center and decryption shuffle centers. For example, when transferring
20 data from shuffling management center 10 to decryption shuffle center 20-
1, the IDs of decryption shuffle center 20-1 and shuffling management
center 10 are added as the transfer destination and transfer source,
respectively. As another example, when data are transmitted from
shuffling management center 10 to all decryption shuffle centers 20-1 to
25 20-m, the IDs of all decryption shuffle centers 20-1 to 20-m and the ID of
shuffling management center 10 are added as the transmission

destinations and the transmission source.
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| egitimate encrypted survey responses of legitimte survey respondents; and
-transmtting the selected encrypted survey responses as an 10 encrypted
data list to said shuffling managenent center. 33. The anonynous decryption
‘system according to claim 32, wherein said survey respondents transmt to
said receiving center certification data for certifying that survey

anh Qaﬁin%eﬁeﬁ-"r?éfﬁﬁ ﬁﬁf ?R&%&i@ﬁ%&dﬁ%aé o Yéw%&ﬁ:oigjgéiﬁnt k
rom each_surv respon t. . An _apon S cryption netho ich takes
Cas i ressniiy 5 pdibaciBeF it FUlaRIedfoR usPav ey Tastip
Zﬁcr%?gd%,g gﬂggﬁ\tﬁt@g’%aﬁé é}gﬁ c g%ggﬁég EIUE o e;%;gd geéns?m;d fied
public i nf %Z'Pl ( %eA g‘ §ﬂ gtﬁ L‘ﬁ%p?ﬁ@é’%% u?r?%j%ﬁ h %gab e e%@ﬁ ?t m of 5
Gocrypt + olensictiut widt i or8ded a6 sforiRfons Bhonblll SRABTmE .

havi ng r eged igpyt an encrypted data list fromoutside, transmts
sai d gsncr%?fﬁe/@g%ﬁglﬁ gt' to a 38 decryption shuffle center; 10 said

decryption shufiligt gepé %teﬁ’\éﬂﬁ%bﬁs,té&ﬁﬂ? ngmm@t&%t, theé iv%iingfﬁéridlﬁéf been

;
transmtted in fromsald shu ng managehent center to an Order-swtching

process Uugiggleetibhl andrde¥sian IDarakbplicRPas idutdeorotBirmanagemeass using a
decryption key that that decryption shuffle center possessés and returns a

resul ti ngceiater 30. Moteananadentaritidentgr 86 maigisnbiet aidve-doteribedseéssivr
shuffling managenent center, when a data |ist has been returned from said
decrypti olD ttiié laboverdescribmthaé curityarantetess hndttransfarsitfoempoi on resul t
list. 35. An anonynous decryption method which takes as i nput an encrypted
dat a 10 st shutfling managamenpcentaritG; of itenms of encrypted data that have
been encrypted by a specified nethod and specified publjc information and
whi ch supplies V\éﬁn the securdtyrRarametesawith thenadded seasiopptareiseat wi t hout

relation to order on the list; said _ano us decryption nethod conprising
steps whelefrfAM Yoletanageq entreReRE 30, §B¥I?fﬁf‘9tm§ﬂ§¥gm§“éﬁeef?ﬁ!r%t ed data
list that h b ived f ut si.de. t first d ti fl
center: sGRAMS PO ACEIRRTTK BRGrPeD (BLIR 3L PERTE] T Totet dat a
15t 10 1 pato has: DARN SRS (AR SRS BURd L0 Tpaserpanqcent er to

g p g ing publ

both an ordér-swtc rocess’'using correspon C rnformation and

" Porkd . pUSEANES 166 SBIARFATUTBIGFAIGF AR MR 16k iR e
public keys and common public information p, g, and g). Vote
management center 30 checks whether this public information is correct in
accordance with the security parameters and then notifies each voter.

When the voting period begins, the voters encrypt their own voting
20 data based on the public information, add their voter digital signatures,
and send the data to vote management center 30. Here, the i-th (where i
=1, 2, ..., n) voter uses the published public key Y and common public
information (p, g, g) to encrypt vote content m; as shown below. In this
case, it is assumed that the vote content is selected such that the order is
25 q.
The voter first selects any random number r; mod q. Next, (G, M)

obtained by:
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said shuffling managenment center transmts the data |list that has 15 been
-returned fromsaid first decryption shuffle center to a second decryption
shuffl e center; and 39 said shuffling managenent center supplies a data
list that has been returned froma |ast decryption shuffle center as a
decryption result list. 36. An anonynous decryption nmet hod which takes as
i nput an encrypted data list that includes a plurality of itens of
‘encrypted data that H&aMPeetgemyr/ptreddipy a specified method and specified
public information and which supplies results of decrypting each itemof 5
encr ypt ecardatakenrag thee encryptéd dotedata.i Jtheset évoerypted sbteodatepary dent on t he
list; said anonynous decryption nmethod conprising steps wherein: a

shuf f | i ngoreatagender 30avitle the Naterrsyoweacdigitabisignatumeuattachedcr ypt ed dat a
list fromoutside, transfers said encrypted data list to a decryption
shuffl e center It pan heserhe gertifiedothad dbeiviegephas preparerbtheaencryptedi d
decryption shuffle centers subjects the encrypted data |ist that has been
t ransPer r\&iefdaimlmvwngHbﬁqurr@ctrmnaﬁeﬁ@mmpiwt@ﬁ & yRien ggnerates

order-sw tchi ng process using public information and a partial decryption
process U&NAGM ng&b%’pt’ i Ksn geperatesicaitiication ata wuandel by fpeans
possesses and returns resulting data list to said shuffling 15 managenent
center; &fd when a data list is returned froma decryption shuffle center
ot her than a decryption shuffle center that is last in processing priority,
said shuffling manageseayg’ceiodgy transfers said data |ist that has been
returned as an encrypted data |list to a decryption shuffle center that is
20 next in processinghnryggh@ngicﬁgnfhe decryption shuffle center that
returned said data list; and when a data list is returned fromthe
decryption shuffle cer t hat i ast in processing priority, supplies
said“ ata list as a 32%?§rf$@ﬁnpgs It list. 4 37. The anonynobus

0
decryption mnet NI [, 3 , Wherein said decryption
shuffl e center Zﬂﬂg%oce?ﬁﬁ%ﬁ@é%gng%?ﬂ'ﬁég bﬁ’i’?ﬁ‘&%@ﬁgﬁt center certification
that the order-sw tchjng S een carried out correctly and that
the partial decrypti oéf‘{ _plr-’%%,é@ga’l%g%%égn 5 carried out correctly. 38. The

anonynous decryption_pmethod according to claim34, 35 or 36, wherein said
decryption shuff g @ehtees B@d#xh certification that the order-switching
process has been carried out correctly and the partial decryption process
has been carri ciltenmatively, dbelisthtwoteanhydalisa ¢gérarate handadmrmguaber fir om
processing and report to said shuffling nanagenent center.

15 and then generate certification data « and {; by means of:

a;=g" mod p
¢, = Hash(p,q,9,Gj, o)
ti=y;-¢/rmod q
This certification can be verified by means of:
20 ¢, = Hash(p,q,9,G;,q;)
g" G/ =a; mod p
Vote management center 30 accepts the ballots after verifying the
signatures, confirming the voters' voting rights based on the registered

voter list, and checking for double voting. When certification data have

25 been added, vote management center 30 accepts the ballots after
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39. The anonynous decryption nmethod according to claim37 or 38, wherein

- said shuffling nmanagenent center verifies that certification carried out by
a decryption shuffle center is correct. 40. The anonynous decrypti on net hod
according to claim 37 or 38, wherein said shuffling managenent center,

after verifying that certification carried out by a decryption shuffle

< dh: fylpt | eI ot eBion dove: dVngt e tiog Beradtehdt o™
3ﬁ3¥ fylp_?i 5% Bharatibroedt Bfter SfO%%ﬁééééﬁngc{ bgbts! angsendiE k2o d
fr 3m| ol 1 SHEEVEYSRto G il Rk BE, SEEME 4L p brcibicefapREfdt [P @
decrypt: oAt AIQHeR SIdtaaRe< SRtchel 18 srifiRig Rdbao ententcn SORANETTLT i ng
manags e dnorMdlis aeeryption siatest Uponsiaideivifg 4REeicy miadr dataUfstsender

aut henti cati on during ‘communi cation. 43. The anonynous decryption mnet hod

accor di ngHufliglganhddemint c@intdb10Weirgpts thel datahistidy meamaneiageent center
and sai d decryption shuffle centers confer a digital signatures of a
transm sgreviossly described ohearyption processa anddretdims theodgenyptiodecr ypti on

met hod according to claim 34, 35, or 36, wherein: for the sanme object of

pr ocessi wgsubs andneertifieation Matd® to vodel deanagement aehterr30.evant public
information, encrypted data lists, and 5 decryption keys that are possessed
by decryption Maiefmanagement cenderid3e eoliecisinendeeryptiontressiis dhat ikhen
transferring an encrypted data |list that corresponds to a particular
sessilBn IMas wceivRe a§ Rastrdearyption veling«lataand aneaupecemtheresuts.a dat a

from ta°d2‘3h§§t i ?Lrtﬁiﬁ‘:r?ilnﬁ;teil-ﬁﬁhg o 'dgégﬁﬁeﬁﬁg3@3%9@3@#3@3 & cent EE”SS
. érS 9 dg EcpBerEReLhS

dat s | ! SRRt Ry Tpanoias o ShEnteobofiidh i S8kl 1oy L8R deﬁr“%tyipéﬁd

st o orimo g Piatdng $adRl, ARe RlddFaTBh faamer SBrfl FIRREE' 7T o

sai d 15 Hudl hisBea TBIRGSHRRIrRERNhat SpFORe8 e Bk SRERYmBS! ohi ng process

using public rnformation to sal articular sessio has been

addedg czﬁédr? tionsystetAshodn FEFIGPYi on using a decryption key to which
said particular I D has been added, adds said particular session IDto a

resulting 42 A bidders list, security parameters, bidding period, and session ID

are applied as input to bidding management center 40. Bidding
management center 40 adds the above-described session ID to the above-
described security parameters and transfers them to shuffiing

20 management center 10.

When the security parameters with the added session ID are sent

in from bidding management center 40, shuffling management center 10
carries out the previously described initial setting process (refer to FIG. 4)
in concert with each of decryption shuffle centers 20-1 to 20-m and

25 publishes the obtained public information (which includes, for example, the
public keys Y and common public information p, g, and g). Bidding

management center 40 checks whether this public information is correct in
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data list, and returns said data list to said shuffling managenent center
45. The anonynous decryption nethod according to claim34, 35, or 36,
wherein said shuffling managenment center, when a security paranmeter is
received as input, generates conmon public information based on said 5
security paraneters and notifies all decryption shuffle centers of said
produced common public information; said all decryption shuffle centers

g e B B BRI B e
return sard ?fe?&hgﬂetbeﬁeigﬂﬁw REnRd ans ti\edbiglﬁérs Enﬁgfmﬁﬁsﬁmﬁ%epter;
an sal SNuU I N man enent. cent er .., en 1 C., Kevs,. a r.et ur ne rom
Vallgs basad o te prblic iRk Mation. i Gidglet digita) signatiee Sy |
Elel/soroagg%h ?& IL&)% i G ﬁé .f | | % @%ﬂ Eg{ﬁry I,%' l.lla f(i%l ?/’p';]![ gps
and publ i @geb SnB&tatts Hiing MArRoeriint dutel 551, b tBB‘ﬁ‘E' B %pft%?gl i C
Gocr B | brfifyifig3gt B BidRITRAGME R bR NAAI08s (CErntafoRRBRA TS |

cent e s, f3eBrE Sig) ROYRHBbISEEh, 4 AL iaganggerent conter,

add certifrcatron c keys e en generated correctly and
then ret usmbsdireRbthad HeEHENEMITEH @t SHigfimknNg 5 managenent center. 47. The
anonynous decrypt ﬁgn ngt hog accorgdling to claimd46, wherein said shuffling

nmanagenment cent@ddiRy hidrfgdriént 6é&nter fAcascansandasids afhldriyignpel s
correct. 43 48. The anonynous decryption nmethod according to claim46 or

47, wher esignaturdssbohfitming thenbideeesttrigrasttorbig Waseshess thvebiddersdist, and
certification that has been added to the public keys together with public
i nf orl@at i amd checkifigefoan tmupie biddingr Whieoncentificationcladadiavg alsoddedmm 45,
wherein said shuffling nmanagement center and said decryption shuffle

cent ers peentpbiddingdeanagement iceaternd agcents himmbids atier additivpallyhe
anonynous decryption nmethod according to claima45, wherein said shuffling
managenenyYerifyitethegertiigationadatapt Whenstihe bidding pesiod enrrds. Piddigia: al
signature of a transm ssion source to ,co%ni cation daka. 51. The, anonynous
decrypt i CRARNSOEMEUCINEr AG StOPE accrPERg RiAS, and sepdistherendyated h@ an

encrypt edva i tl’:éts hat8 baeecrlwegééleoﬁt'egnasSQHfJnlcerypted data list to shuffling

15 management center 10 of the anonymous decryption system. Upon
receiving the encrypted data list, shuffling management center 10 decrypts
the data list by means of the previously described decryption process, and
returns the decryption results and certification data to bidding
management center 40.

20 Bidding management center 40 announces the decryption results
that it has received as post-decryption bid values.

Next referring to FIG. 9 to describe the fourth embodiment of the
present invention. The present embodiment is suitable for use when
conducting an anonymous electronic survey, and receiving center 50 has

25 therefore been added to the construction that is provided for anonymous
decryption system shown in FIG. 1.

A respondent list, security parameters, survey period, and session
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center, said shuffling nanagenment center adds, in addition to said session
I'D, a shuffling managenent center ID that is conferred to that shuffling 5
managenent center, a decryption shuffle center IDthat is conferred to the
decryption shuffle center that is a transfer destination, and a signature
of that shuffling managenment center. 52. The anonynous decryption nethod
accordinﬁ to claim44, wherein: when returninﬁgdata,lists to saig$shuffling

manageme _P%"@n@lépl,ie%éﬁdnﬂ@kwfﬂqqmngkﬁﬁm?éf’@e %?%ije?nﬁeﬁ%@@ on to
docrypt: hegmaver dossrinar seSsianciifa fhe gbmisdssehedserlly 5 that 15
f dt id 44 hyf f | ent d ' f th
decr ypt | ATSRAeI%ang anstenstnein dd eRyroUDedaery IR eriet hd accor ding to
|l aim 52, wh 1,0 id d ti f t ' d
it o said sniRenig Seaaiy RarEMeIRs iR 168 Heleq YEIoh TR 8.2 T
i fyi ; _ . Lo ! tI
and. 5overt otz 8RifH Bahien s SHARIY RFRRAinraater 30" ¢fifed SutcDr [P0 oL,
has been gtﬁtézp'rbgﬁu%w ?Egéﬁﬁéa !iﬁ(itiaﬁéetti p@&‘é@%@éﬁr%@l@h‘&ﬁﬁ.c@%ﬁ@ﬂd

accordin claim4l, wherein the information that is su ied by said

Shuff 1 nGy B BREATBIHeci9plioh shRRS CBARrsGAG 3070 afNaUSEHES hent er | D
that is conferred to that shuffling 5 managenent center, an encrypted data

l'i st thatohtamdiegablieifforndtion (Whith irdladesUoticdkamples th@public keysl¥s for
said encrypted data list, a session IDthat is conferred to said encrypted

data | i standatdbmmad@ pulbdit informdtRanp) g andey). fReceialrlg dentey B0 eiecksuf f | e
centers, 10 and a signature of the shuffling nanagenent center. 55. An

anonyt 6o uswhiethey phisopubitizt indorraation ds cgrrieat il acocortancehwitkithe saicdribhuf f 1 i ng
managenent center, when reporting comon public information and a security
par anet erparamaters pnddhesmgtifias ea¢h susveyatRepordesiuf f 1 i ng managenent

center IDthat is conferred to that shuffling 5 nmanagenent center; 45
decryption shufWhendbgisrvepdesiodbeginse i resnPrdritsienceypl hedr ewat

erformdecryption; a sessign ID; and, . , )
P suer\? responses based on tll?\e public information, add their respondent

digital signatures, and send the data to receiving center 50. Certification
15 data for certifying that the respondents know their own survey responses
(certification data that are similar to the certification data described in the
second embodiment) may be transmitted at this time.
Receiving center 50 accepts the survey responses after verifying
the signatures, confirming the respondents' right to respond based on the
20 respondent list, and checking for double responses. When certification
data have also been sent, receiving center 50 accepts the survey
responses after additionally verifying the certification data. When the
survey period ends, receiving center 50 stops accepting survey responses,
and sends the encrypted survey responses that have been accepted as an
25 encrypted data list to shuffling management center 10 of the anonymous
decryption system. Upon receiving the encrypted data list, shuffling

management center 10 decrypts the data list by means of the previously
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a signature of the shuffling managenent center. 56. The anonynous

decryption nethod according to claim45 or 46, wherein a decryption shuffle

center adds to information that is returned to the shuffling managenent

center: a shuffling nmanagenent center ID that is conferred to said

shuffling 5 managenent center; a session ID, a decryption shuffle center 1D
n_shuffle cent er

huf e carpombed feBnRilamBis: AMBAIECAe e HYRTBIBRUIREND ol ai m 45
pub! 1 shesCRuiGAteB A o aoeRing YBbiaafent centor 1D that IS conferred to
Lﬂﬁf.ihgfnfc'r'yB?.éﬁgE@%%B teytd BAnoneBF i dherybr b ity naglndsti on °
ZQEI;:Otel gﬁéE u?q e cenegw%élgsgé éﬁ%{rﬂg@-33&8??3?3@&% gl:l:ordi ng
to clgm37, 38 é&dltloﬂ% e dlﬁgscrm&f ﬁfeinft% dEHh\;é‘?ﬁél‘Nsrmd by a

decryption shuf e center can be verl arty 9. The

anonynousyggféatiin en thetbAdchvesy 6f ﬁﬂoFrﬁaﬁbﬁ'dPo%aJﬁét a ﬁﬁlisﬁm'bgi n said

decryption shuffle center calculates a portion at a t t are used in an

or der - swi ajgrmer pr geiRs pabyictreaisopbé cohsiieredacirdsitisat the héher@'aﬂ when an
encrypted data |list has been received as input, 5 carries out the

or der - swi farhiulgs pelatiegstouthiencertifieatiohanethaid Ay onlyesme exbenplef &Adidh
advance. 60. The anonynous decryption nethod according to claim 38, wherein
sai d decr gppédrindhefdrt cap @asily ardve dtanhedificationsiafrtheffodautag thett are used
in generating certification data for certifying that an order-sw tching
procedd i wosld peeducsethe sammms%ts an encrypted data list, and when an 5
encrypted data list is recel ved as input, generates said certification data
usi ng data t hat PatentialdanApplieation énl IndustitNiance. 61. The anonynous

decryption neth cco i.n one of clainms 34 to 60, wherein a vote
managenent cent 5'§6fis'ﬂeth§rf9b¥ NG AXP|ARRHOR HEE Riesest INVENtA each

\égtsg(rj, Of]a' Hablis rt¥1pt3edcr\{/8{|8ndo t$h BRERD1ES s |s?b§/hr%tere $%§ngﬁalnencrypt ed

data between a shuffling management center and decryption shuffle

15 centers and thus has the merit of eliminating the need for the complex
management processing such as in the anonymous decryption system of
the prior art that uses an electronic bulletin board system.

In the present invention, moreover, the shuffling management
center and decryption shuffle centers generate public information that

20 includes public keys for encryption in concert based on security
parameters that are received as input from the outside, and as a result,
the present invention has the further merit of enabling easier and more
reliable initial setting operations.

Still further, a decryption shuffle center that manages the

25 decryption key, which is the important secret, does not call for direct

connection with an electronic bulletin board system that is in turn

accessible by an unspecified large number of peoples, and the present

25



5 said public informati on; selects legitimte encrypted vote data of

|l egitimate voters from anong the encrypted vote data; and transmts the

sel ected encrypted vote data as an encrypted data list to said shuffling
managenment center. 47 62. The anonynous decryption nethod according to
claim 61, wherein: each of said voters transmts to said vote nmanagenent
center certification data for certifying that vote data have been correctly
"5 encr yptiB¥enHoRQ '%Qﬂ%feif@'teeemﬁﬂﬁ@&héﬁt’ae equs, ey thesstamdpointelt i on dat a

t hat have beep trangmtted in from each votfer. 63. The anonynous decryption
ot hod aceiitig FBTay HameoBsrupipRa! 308 dscenption shurile GSBIaa Ga bo

e e
e B o T R it h 1
gg?aake]renregf f:érn%gr S:P?}Afch;ﬁe z;i@ggoa'g%ﬁgg%]{ yplil on rr'jl:aghg? g_i'cg::di ng %(;@ﬁ![ aim
ggm :::t fer{?ryﬁc? o Gatcan?or_ cer_trl ?_yl ng ’i%m‘%?% v%?u@%av@@gn

certifi cé?ésosﬁaﬁg gﬁ%rpéﬁg\f/%g)er% ggﬂ?&l n romwgggﬂaﬁlé%ﬁg‘re .Yﬁg%ﬁétT es

anonynousaéeshianed BStwesm it 8RGHIING Mahfgémeneeentdr anddeeryptidro 60,
wherein a receiving center: 48 receives encrypted survey responses that

are sent shufflecrerterd) and "s)a resifgmde fisteovnke anonphdussdeygptioadnarses have
been encrypted 5 based on said public information; selects from anong the

receilded plocaljtgtafdnsianceyg ofepamaneus elgicry piid re peorassasearespossible; esponses
of legitimate survey respondents; and transmts the sel ected encrypted
survey rcapdisepdcas sagh as electronic voting, electronic bidding, and electronic

surveys can therefore be realized with a high level of security.
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10 encrypted data fist to said shuffling managenent center. 66. An
-anonynous decryption nmethod according to claim@®65, wherein said survey
respondents transmt to said receiving center certification data far
certifying that survey responses have been correctly 5 encrypted; and said
receiving center verifies certification data that are sent in from each
survey respondent. 67. A programfor, of a conputer for a shuffling
managenent center and a conputer foQLédU@%ryption shuffl e center that
constitute an anonynous decryption systemthat takes as input an encrypted
data list that includes a plurality of itens of encrypted data that have

hat Suppli 55, ﬁgsg%té‘n%?verﬁéﬂée Fféﬁo‘éﬁeﬁ&%giméﬁ ié%?%ﬁ?iéﬁ@%‘r%"&{?ﬁéﬁ? e
at . eI |
Lﬁniééﬁgn%tn"caih@ a8 isi3oat Ho 8L B praRtY %ﬁ@%%@&?%%@ﬁd?&? o St i
. . §pHeee! AETa! EREFYpPEIaR A%t st (s
he. conpdTaye PRFh P RBIRY Asperdid HRBR A sBBb Mo oM " "G 15t
| s 1 et ur g ABreahd wiNeR r?li(egrreﬁyﬁﬁﬁifwdrmirg@%f:hf?te?ﬁ. er, supplying

said data IIst as a decrypti resu ist; a usi'ng said conputer for
the dscryeqﬁdr?gteawéfd withent ?élaii@n%%-‘rﬁb?oia5thlérli%ﬁ?§§i%§ar‘i’6ﬁytﬁlf=lﬁbe‘3t' ng an

encrypted da list that is transferred fromsaid conputer for the

shuf f | i ngjedrppBeneybteiRUoPhpiisingot h an order-swi tching process using public
information and a partial decryption process using a decryption key that is

possessed by t kashgiflimg neandgeméhecdetaryfpt,i wheBGirsbntrypted date listizd
returning a resulting data list to said conputer for the shuffling

managenemeceivedeas igiut ffomr ihgr autside,, trarisferrimgthe encfypted ddtaflist itoa
managenment center and a plurality of conmputers for decryption shuffle
cent er s tdearyptor ishuffie centerangriwben dedatglistds refwned fromit saidkes as i nput
an encrypted data |list that includes a plurality of itens of encrypted data
t hat 18 hedacryptian sheifiecentaly supphdig spididata h@%a%lﬁoﬂ%q;'aetmn gasplibl i c
informatipn and that supplies results of decrypting each item of encrypted
data on tlift @R rypted data |ist wthout relation to order on the I|ist,

brocesses of 108 dvefibn sBRgTH Bantaritr FRBRREY n SROLE S YaIBIRTT om
ecrypt | SHARATIFY BoBA PAlste A HEhTroE S hrhisi bt el 10 8ot then o
data Iistad grd&tsWRERIny BBcRsS UBHG PublitlinforARRIOPLAER partial
15 decryption process using a decryption key possessed by that decryption
shuffle center and returning the resulting data list to said shuffling

management center.

2. An anonymous decryption system which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies resuits of decrypting each item of

5 encrypted data without relation to order on the list; said anonymous
decryption system comprising:

a shuffling management center for accepting an encrypted data list
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shuffl e center other than the conputer for the decryption shuffle center 15
-that is last in processing priority, transferring as an encrypted data |i st
said 50 data list that has been returned to the conmputer for the
decryption shuffle center that is next in processing priority after the
conputer for the decryption shuffle center that returned said data |ist;
and when a data list is returned fromthe conputer for the decryption 20
shuffle d& e ptSide; ankt in processing priority, supplying said data
list as a decryptjon.result list: angd.causing each of sai.d c uters for
the decryption iﬂl}’fr?l'@ %ﬁ%%ﬁygﬁpg %&‘&@ﬁtc@“ﬁ?'%c%%éégoﬁﬁes?ﬂgj'%CHBYVHQ an
encrypted, d Jist. that has been transferred from 25 said conputer for the
shufﬁpi ngd?ﬁﬁfﬁ%ﬂiﬁ 'center to both an order swi tching process using public
i nformation anq%ﬁ tial decryption process using a decryption key that is
possessed by th %%%’ut er for that decryption shuffle center and returning

esulting data ddig'aning MaRBeBHIH: defer Ensfutt o BfcpRagaRt conter.

69. A recordin r ng a program nputer for a

shuffl i ”%Hﬁ‘ﬁaﬁ\%mﬁ?é'é&(/e&gg Rl tiér%haﬁféeééb{ ion shuffle center

that constitute an anonynous decryption Systemthat takes as input an

encrypted data d4igfirshaécryptiondstfuifie Memeét stbjeets tHeBRcAipteddaraliedl data 5
t hat have been encrypted by a specified nmethod and specified public

i nf or{Bat i hat #nidas hedeised fromsaid shufingfmdragypient genteto beth af encr ypt ed
data wthout relation to order on the list, causing said conputer for the
shuf f | i ngomienayetehing protess usinexeorespendingssdsicinfomhatiomandner ypt ed dat a
list is received as input fromoutside, 10 transferring said encrypted data
list to tpartieddecryptidropradessdesing@ correspanding decnyptiondsey andthen dat a
list is returned fromsaid conputer for the decryption 51 shuffle center,
suppl yi ngreddins raulting data dishtasaid/ghufing management cem@rcausi ng sai d
conmputer for the _decryﬁ_ti on shuffle center to execute 15 processes of:

subj ecting an e3Rif\EEHINgGMaNADSMaNgenter frlaaﬁg’f"@r‘i"\@dd$‘iao|ﬂﬁt§9?8hé§rrput er
for the shuffli agenent, .center to both _gn order-sw tching process

usl ngounpren reaRnRRran S fEspastnbloR Ry cantst ke secintng a
decryptio . i ) by that conputer for the decryption 20
shuffle c@%@*“?ﬁ?wﬁﬁf‘%ﬁgér lting data |list to said conputer for the
shuffling managfg[a Sirelptal i ' a program
for, of a conpu errgfhoﬁﬁg‘bg@wggﬁqgeﬁn%na&g,ﬁgﬁ?ﬁ@%]m H%?]%ﬁgpmd&?‘eél ity of
conput er srdt@fned from a last decryption shuffle center as a decryption result list.

3. An anonymous decryption system which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies resuits of decrypting each item of

5 encrypted data in the encrypted data list without relation to order on the
list; said anonymous decryption system comprising:

a shuffling management center, and a plurality of decryption
shuffle centers each possessing its own decryption key;

wherein:

10 said shuffling management center comprises a construction that,
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decryption shuffle centers that constitute an anonynous decryption system
-that takes as input an encrypted data list that includes a plurality of
itens 5 of encrypted data that have been encrypted by a specified nmethod
~and specified public information and that supplies results of decrypting
each item of encrypted data on the encrypted data list without relation to

the order on the |i st usi said co uter fo t he shfflln managenent
center t(yv'é%@unt%n?ﬁ'%%‘ig Hgt 1S11® a# %W-E,tr %tfﬁ'ﬁq‘ef% recei ved

Comput oS4 Srevalee g 31 o ﬁhpfd‘e%rx&a%ﬁﬂyhﬁqpﬁéé’t#%% 5§ rtsgsﬁﬁcte'éi. g
E&L?Héyfgﬁﬁgﬁwﬁe?@?or?ﬁéﬁvfﬁiéé@% BLI P ad ol PR Rtion S ngLtyETrf‘iE
iﬁf‘% car 5tet B AR BE Bl by S BBhEsr *8%8&6‘%3‘1‘?%55@{3%%?%"?& Yt on ¥
The 43" %Jﬂ&*'g B1rS i e 181 BERSE PeBh Bl ol SBoENBHERIT™ 21 e
a data |igH,fg de?ﬁéfﬂ?éilérr@%‘t‘iﬁ‘ r6CaRNH G pribPity hh@r%’é@é@? ?&h méff'e

center that 1s last I'n processi hg prlorg supp yi ng sal%ﬁg)ata ?lst as a

decrypt i ibrit8p 4t ret@inedPSaidCdatal IRY R9&H e%rﬁﬁbd JeRBNIstea8d Whert Be
decryption shuffle centers to execute processes of: subj ecti ng encrypt ed

data | i stddthdisthesetuenedframsherdeutypliomshafite 2onterrthat & ldsin t he shuffling
management center to both an order-sw tching process using public
i nf or mat ipnocassing protityalsugptiey saiddata tiskas audesrgptionaesylbtisrakey that is
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8. The anonymous decryption system according to claim 4, 5, 6, or
7, wherein said shuffling management center comprises a construction for
adding to said decryption result list certification that has been reported

from all decryption shuffie centers and supplying a result as output.

9. The anonymous decryption system according to claim 1, 2, or 3,
wherein said shuffling management center and said decryption shuffle
center comprise constructions for carrying out authentication of a sender

during communication.
10. The anonymous decryption system according to claim 1, 2, or

3, wherein said shuffling management center and said decryption shuffle

center comprise constructions for adding to communication data a digital
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said shuffling management center comprises a construction for,
when said shuffling management center transfers to a decryption shuffle
center an encrypted data list that corresponds to a particular session ID,
and when said shuffling management center transfers a data list to which
10 a particular session ID is added and that has been returned from a
decryption shuffle center to another decryption shuffle center as an
encrypted data list, adding said particular session ID to said encrypted
data list and transmitting a resulting data list to the decryption shuffle
center; and
15 said decryption shuffle center comprises a construction for, when
an encrypted data list to which a particular session ID has been added is
transferred in from said shuffling management center, carrying out an
order-switching process using public information to which said particular
session ID has been added, carrying out a partial decryption using a
20 decryption key to which said particular ID has been added, adding said
particular session ID to a resulting data list, and returning said data list to

said shuffling management center.

12. The anonymous decryption system according to claim 1, 2, or

3, wherein:
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shuffle centers of said generated common public information; and when
public keys are returned from all decryption shuffle centers, both
generating public encryption keys based on the public keys from all
decryption shuffle centers and publishing public information that includes
10 said generated public encryption keys and said common public
information; and
said decryption shuffle center comprises a construction for
generating a public key and a decryption key based on common public
information that is reported from said shuffling management center and

15 returning said generated public key to said shuffling management center.

13. The anonymous decryption system according to claim 12,
wherein said decryption shuffle center comprises a construction for, when
returning a public key to said shuffling management center, adding
certification that said public key has been correctly generated and

5 returning said public key to said shuffling management center.

14. The anonymous decryption system according to claim 13,
wherein said shuffling management center comprises a construction for

verifying that a certificate that has been added to a public key is correct.
15. The anonymous decryption system according to claim 13 or 14,

wherein said shuffling management center comprises a construction for

publishing a public key and a certificate that has been added to said public
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17. The anonymous decryption system according to claim 12,
wherein said shuffling management center and said decryption shuffle
center comprise constructions for conferring a digital signature of a sender

to communication data.

18. The anonymous decryption system according to claim 11,
wherein said shuffling management center comprises a construction for
adding, in addition to said session ID, a shuffling management center ID
that is conferred to that shuffling management center, a decryption shuffle

5 center ID that is conferred to a decryption shuffle center that is the
transmission destination, and a signature of that shuffling management
center when transferring an encrypted data list to a decryption shuffle

center.

19. The anonymous decryption system according to claim 11,
wherein said decryption shuffle center comprises a construction for adding,
in addition to said session ID, a decryption shuffle center ID that is
conferred to that decryption shuffle center, a shuffling management center

5 ID that is conferred to said shuffling management center, and a signature

of that decryption shuffle center when returning a data list to said shuffling
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wherein said decryption shuffle center comprises a construction for adding
data certifying that the order-switching process has been carried out
correctly and data certifying that the partial decryption process has been
5 carried out correctly when returning a data list to said shuffling

management center.

21. The anonymous decryption system according to claim 8,
wherein information that is supplied as output by said shuffling
management center comprises:

a shuffling management center ID that is conferred to that shuffling

5 management center,

an encrypted data list that has been received as input from outside,

a decryption result list for that encrypted data list,

a session ID that is conferred to said encrypted data list,

all data that have been returned from all decryption shuffle centers,

10 and

a signature of the shuffling management center.

22. The anonymous decryption system according to claim 12,
wherein said shuffling management center comprises a construction for,
when reporting common public information and security parameter to
decryption shuffle centers, adding:

5 a shuffling management center |ID that is conferred to that shuffling

management center;
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10 a signature of that shuffling management center.

10

23. The anonymous decryption system according to claim 12 or 13,

wherein said decryption shuffle center comprises a construction for adding

to information that is returned to a shuffling management center:

a shuffling management center ID that is conferred to said shuffling

5 management center;

the session 1D;

a decryption shuffle center ID of that decryption shuffle center; and

a signature of that decryption shuffle center.

24. The anonymous decryption system according to claim 12,
wherein the public information that said shuffling management center

publishes comprises:

a shuffling management center ID that is conferred to that shuffling

5 management center;
the session ID;
a security parameter;
a public encryption key;
decryption shuffle center IDs of all decryption shuffle centers;
10 public keys that have been generated by all decryption shuffle

centers.

and

25. The anonymous decryption system according to claim 4, 5, 9,
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26. The anonymous decryption system according to claim 1, 2, or
3, wherein said decryption shuffle center comprises a construction for
calculating a portion of data that are used in an order-switching process
before input of an encrypted data list, and when an encrypted data list has
5 been received as input, carrying out the order-switching process using the

data that have been calculated in advance.

27. The anonymous decryption system according to claim 5,
wherein said decryption shuffle center comprises a construction for
calculating a portion of data that are used in generation of certification
data for certifying that an order-switching process is correct before input of

5 an encrypted data list, and when an encrypted data list is received as input,
generating said certification data using data that have been calculated in

advance.

28. An anonymous decryption system according to any one of
claims 1 to 27, comprising a vote management center which is provided
for:

accepting encrypted vote data that are sent from each voter, said

5 encrypted vote data being vote data that have been encrypted based on
said public information;

from among the encrypted vote data, selecting legitimate encrypted
vote data of legitimate voters; and

transmitting the selected encrypted vote data as an encrypted data
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wherein:
each of said voters transmits to said vote management center
certification data for certifying that vote data have been correctly
5 encrypted; and
said vote management center comprises a construction for

verifying certification data that have been transmitted in from each voter.

30. An anonymous decryption system according to any one of
claims 1 to 27, comprising a bidding management center which is provided
for:

accepting encrypted bid values that are sent from each bidder and

5 in which bid values have been encrypted based on said public information;
selecting from among the received encrypted bid values legitimate
encrypted bid values of legitimate bidders; and

transmitting the selected encrypted bid values as an encrypted

data list to said shuffling management center.

31. The anonymous decryption system according to claim 30,
wherein:
each of said bidders transmits to said bidding management center
certification data for certifying that bid values have been correctly
5 encrypted; and
said bidding management center comprises a construction for

verifying certification data that have been sent in from each bidder.
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eiving gogrypted purvgy responses th t are sent in from eac
survey respondent and in which survey responses have been encrypted
based on said public information;

selecting from among the received encrypted survey responses
legitimate encrypted survey responses of legitimate survey respondents;
and

transmitting the selected encrypted survey responses as an

encrypted data list to said shuffling management center.

33. The anonymous decryption system according to claim 32,
wherein

said survey respondents transmit to said receiving center
certification data for certifying that survey responses have been correctly
encrypted; and

said receiving center comprises a construction for verifying

certification data that are sent from each survey respondent.

34. An anonymous decryption method which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of
encrypted data without relation to order on the list; said anonymous
decryption method comprising steps wherein:

a shuffling management center, having received as input an

encrypted data list from outside, transmits said encrypted data list to a
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10 said decryption shuffle center subjects the encrypted data list that
has been transmitted in from said shuffling management center to an
order-switching process using public information and a partial decryption
process using a decryption key that that decryption shuffle center
possesses and returns a resulting data list to said shuffling management
15 center; and
said shuffling management center, when a data list has been
returned from said decryption shuffle center, supplies said data list as a

decryption result list.

35. An anonymous decryption method which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of

5 encrypted data without relation to order on the list; said anonymous
decryption method comprising steps wherein:

a shuffling management center transfers an encrypted data list that
has been received from outside to a first decryption shuffle center;

said first decryption shuffle center subjects the encrypted data list

10 that has been received from said shuffling management center to both an
order-switching process using corresponding public information and a
partial decryption process using a corresponding decryption key and
returns a resulting data list to said shuffling management center;

said shuffling management center transmits the data list that has

15 been returned from said first decryption shuffle center to a second

decryption shuffle center; and
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36. An anonymous decryption method which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of

5 encrypted data in the encrypted data list without relation to order on the
list; said anonymous decryption method comprising steps wherein:

a shuffling management center, having received as input an
encrypted data list from outside, transfers said encrypted data list to a
decryption shuffle center that is first in processing priority;

10 each of said decryption shuffle centers subjects the encrypted data
list that has been transferred from said shuffling management center to
both an order-switching process using public information and a partial
decryption process using a decryption key that that decryption shuffle
center possesses and returns resulting data list to said shuffling

15 management center; and .

when a data list is returned from a decryption shuffle center other
than a decryption shuffle center that is last in processing priority, said
shuffling management center transfers said data list that has been
returned as an encrypted data list to a decryption shuffle center that is

20 next in processing priority after the decryption shuffle center that returned
said data list; and when a data list is returned from the decryption shuffle
center that is last in processing priority, supplies said data list as a

decryption result list.
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manhagement center certification that the order-switching process has been
carried out correctly and that the partial decryption process has been

5 carried out correctly.

38. The anonymous decryption method according to claim 34, 35,
or 36, wherein said decryption shuffle centers attach certification that the
order-switching process has been carried out correctly and the partial
decryption process has been carried out correctly to said data lists that

5 result from processing and report to said shuffling management center.

39. The anonymous decryption method according to claim 37 or
38, wherein said shuffling management center verifies that certification

carried out by a decryption shuffle center is correct.

40. The anonymous decryption method according to claim 37 or
38, wherein said shuffling management center, after verifying that
certification carried out by a decryption shuffle center is correct, transmits
a data list that has been returned from said decryption shuffle center as an
5 encrypted data list to a decryption shuffle center that is next in processing

priority.

41. The anonymous decryption method according to claim 37, 38,
39, or 40, wherein said shuffling management center attaches certification
that has been reported from all decryption shuffle centers to a decryption

result list and supplies said decryption result list as output.
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shuffie’centers carry out sendet authentication diring communication.

43. The anonymous decryption method according to claim 34, 35,
or 36, wherein said shuffling management center and said decryption
shuffle centers confer a digital signatures of a transmission source to

communication data.

44. The anonymous decryption method according to claim 34, 35,
or 36, wherein:
for the same object of processing, a common session ID is added
to mutually relevant public information, encrypted data lists, and
5 decryption keys that are possessed by decryption shuffle centers;
said shuffling management center, when transferring an encrypted
data list that corresponds to a particular session ID to a decryption shuffle
center, and when transferring a data list to which a particular session ID
has been added that has been returned from a decryption shuffle center to
10 another decryption shuffle center as a encrypted data list, adds said
particular session ID to said encrypted data list and then transfers the
encrypted data list to said decryption shuffle center; and
said decryption shuffle centers, when an encrypted data list to
which a particular session ID has been added is transferred in from said
15 shuffling management center, carries out an order-switching process using
public information to which said particular session ID has been added,
carries out a partial decryption using a decryption key to which said

particular ID has been added, adds said particular session ID to a resulting
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45. The anonymous decryption method according to claim 34, 35,
or 36, wherein

said shuffling management center, when a security parameter is
received as input, generates common public information based on said

5 security parameters and notifies all decryption shuffle centers of said

produced common public information;

said all decryption shuffle centers generate public keys and
decryption keys based on the common public information that is reported
from said shuffling management center and return said generated public

10 keys to said shuffling management center; and

said shuffling management center, when public keys are returned
from all of said decryption shuffle centers, both generates public
encryption keys based on the public keys from all of said decryption
shuffle centers and publishes public information that includes said

15 generated public encryption keys and said common public information.

46. The anonymous decryption method according to claim 45,
wherein said decryption shuffle centers, when returning public keys to said
shuffling management center, add certification that said public keys have
been generated correctly and then return said public keys to said shuffling

5 management center.
47. The anonymous decryption method according to claim 46,

wherein said shuffling management center verifies that certification added

to public keys is correct.
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47, wherein said shuffling management center publishes public keys and
certification that has been added to the public keys together with public

information.

49. The anonymous decryption method according to claim 45,
wherein said shuffling management center and said decryption shuffle

centers perform sender authentication during communication.

50. The anonymous decryption method according to claim 45,
wherein said shuffling management center and said decryption shuffle
centers add a digital signature of a transmission source to communication

data.

51. The anonymous decryption method according to claim 44,
wherein: when transferring an encrypted data list to a decryption shuffle
center, said shuffling management center adds, in addition to said session
ID, a shuffling management center ID that is conferred to that shuffling

5 management center, a decryption shuffle center ID that is conferred to the
decryption shuffle center that is a transfer destination, and a signature of

that shuffling management center.

52. The anonymous decryption method according to claim 44,
wherein: when returning data lists to said shuffling management center,
said decryption shuffle centers adds, in addition to said session ID, a
decryption shuffle center ID that is conferred to that decryption shuffle

5 center, a shuffling management center ID that is conferred to said
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53. The anonymous decryption method according to claim 52,
wherein: said decryption shuffle center, when returning a data list to said
shuffling management center, also adds certification data for certifying
that the order-switching process has been carried out correctly and
certification data for certifying that the partial decryption process has been

carried out correctly.

54. The anonymous decryption method according to claim 41,
wherein the information that is supplied by said shuffling management
center comprises:

a shuffling management center 1D that is conferred to that shuffling
management center,

an encrypted data list that has been received as input from outside,

decryption results for said encrypted data list,

a session ID that is conferred to said encrypted data list,

all data that have been returned from all decryption shuffle centers,
and

a signature of the shuffling management center.

55. An anonymous decryption method according to claim 45,
wherein said shuffling management center, when reporting common public
information and a security parameter to decryption shuffle centers, adds:

a shuffling management center ID that is conferred to that shuffling

management center;
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a session 'ID; and

a signature of the shuffling management center.

56. The anonymous decryption method according to claim 45 or
46, wherein a decryption shuffle center adds to information that is returned
to the shuffling management center:
a shuffling management center |D that is conferred to said shuffling
5 management center;
a session ID;
a decryption shuffle center ID of that decryption shuffle center; and

a signature of that decryption shuffle center.

57. The anonymous decryption method according to claim 45,
wherein the public information that said shuffling management center
publishes comprises:

a shuffling management center ID that is conferred to that shuffling

5 management center;

a session ID;

a security parameter;

a public encryption key;

decryption shuffle center IDs of all decryption shuffle centers; and

10 public keys that have been generated by all decryption shuffle

centers.

58. The anonymous decryption method according to claim 37, 38,
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can be verified by a third party.

59. The anonymous decryption method according to claim 34, 35,
or 36, wherein said decryption shuffle center calculates a portion of data
that are used in an order-switching process before input of an encrypted
data list, and when an encrypted data list has been received as input,

5 carries out the order-switching process using the data that have been

calculated in advance.

60. The anonymous decryption method according to claim 38,
wherein said decryption shuffle center calculates a portion of data that are
used in generating certification data for certifying that an order-switching
process is correct before input of an encrypted data list, and when an

5 encrypted data list is received as input, generates said certification data

using data that have been calculated in advance.

61. The anonymous decryption method according to any one of
claims 34 to 60, wherein a vote management center:

accepts encrypted vote data that are sent from each voter, said
encrypted vote data being vote data that have been encrypted based on

5 said public information;

selects legitimate encrypted vote data of legitimate voters from
among the encrypted vote data; and

transmits the selected encrypted vote data as an encrypted data

list to said shuffling management center.
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wherein:
each of said voters transmits to said vote management center
certification data for certifying that vote data have been correctly
5 encrypted; and
said vote management center verifies certification data that have

been transmitted in from each voter.

63. The anonymous decryption method according to any one of
claims 34 to 60, wherein a bidding management center:
accepts encrypted bid values that are sent from each bidder and in
which bid values have been encrypted based on said public information;
5 selects from among these received encrypted bid values legitimate
encrypted bid values of legitimate bidders; and
transmits these selected encrypted bid values as an encrypted

data list to said shuffling management center.

64. The anonymous decryption method according to claim 63,
wherein:
each of said bidders transmits to said bidding management center
certification data for certifying that bid values have been correctly
5 encrypted; and
said bidding management center verifies certification data that

have been sent in from each bidder.

65. The anonymous decryption method according to any one of

claims 34 to 60, wherein a receiving center:
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survey responses that are sent in from each

survey respondent and in which survey responses have been encrypted
based on said public information;

selects from among the received encrypted survey responses
legitimate encrypted survey responses of legitimate survey respondents;
and

transmits the selected encrypted survey responses as an

encrypted data list to said shuffling management center.

66. An anonymous decryption method according to claim 65,
wherein

said survey respondents transmit to said receiving center
certification data for certifying that survey responses have been correctly
encrypted; and

said receiving center verifies certification data that are sent in from

each survey respondent.

67. A program for, of a computer for a shuffling management
center and a computer for a decryption shuffle center that constitute an
anonymous decryption system that takes as input an encrypted data list
that includes a plurality of items of encrypted data that have been
encrypted by a specified method and specified public information and that
supplies results of decrypting each item of encrypted data without relation
to order on the list, causing said computer for the shuffling management
center to execute processes of:

when an encrypted data list is received as input from outside,

transferring said encrypted data list to the computer for the decryption
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- *g109%&Z& () - (109wien p-dataokisd is yeturnad fgry said computer for a decryption
shuffle center, supplying said data list as a decryption result list; and
causing said computer for the decryption shuffle center to execute
15 processes of:
subjecting an encrypted data list that is transferred from said
computer for the shuffling management center to both an order-switching
process using public information and a partial decryption process using a
decryption key that is possessed by that computer for the decryption
20 shuffle center and returning a resulting data list to said computer for the

shuffling management center.

68. A program for, of a computer for a shuffling management
center and a plurality of computers for decryption shuffle centers that
constitute an anonymous decryption system that takes as input an
encrypted data list that includes a plurality of items of encrypted data that

5 have been encrypted by a specified method and specified public
information and that supplies results of decrypting each item of encrypted
data on the encrypted data list without relation to order on the list, causing
said computer for the shuffling management center to execute processes
of:

10 when an encrypted data list is received as input from outside,
transferring said encrypted data list to the computer for the decryption
shuffle center that is first in processing priority; and

when a data list is returned from a computer for a decryption
shuffle center other than the computer for the decryption shuffle center

15 that is last in processing priority, transferring as an encrypted data list said
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when a data list is returned from the computer for the decryption
20 shuffle center that is last in processing priority, supplying said data list as
a decryption result list; and
causing each of said computers for the decryption shuffle centers
to execute processes of:
subjecting an encrypted data list that has been transferred from
25 said computer for the shuffling management center to both an order-
switching process using public information and a partial decryption
process using a decryption key that is possessed by the computer for that
decryption shuffie center and returning resulting data list to said computer

for the shuffling management center.

69. A recording medium for storing a program for, of a computer
for a shuffling management center and a computer for a decryption shuffle
center that constitute an anonymous decryption system that takes as input
an encrypted data list that includes a plurality of items of encrypted data

5 that have been encrypted by a specified method and specified public
information and that supplies results of decrypting each item of encrypted
data without relation to order on the list, causing said computer for the
shuffling management center to execute processes of:

when an encrypted data list is received as input from outside,

10 transferring said encrypted data list to the computer for the decryption
shuffle center; and

when a data list is returned from said computer for the decryption
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156 rocesses of:
subjecting an encrypted data list that is transferred from said
computer for the shuffling management center to both an order-switching
process using public information and a partial decryption process using a
decryption key that is possessed by that computer for the decryption
20 shuffle center and returning resulting data list to said computer for the

shuffling management center.

70. A recording medium for storing a program for, of a computer
for a shuffling management center and a plurality of computers for
decryption shuffle centers that constitute an anonymous decryption system
that takes as input an encrypted data list that includes a plurality of items

5 of encrypted data that have been encrypted by a specified method and
specified public information and that supplies results of decrypting each
item of encrypted data on the encrypted data list without relation to the
order on the list, causing said computer for the shuffling management
center to execute processes of:

10 when an encrypted data list is received as input from outside,
transferring said encrypted data list to the computer for the decryption
shuffle center that is first in processing priority; and

when a data list is returned from a computer for a decryption
shuffle center other than the computer for the decryption shuffie center

15 that is last in processing priority, transferring as an encrypted data list said
data list that has been returned to the computer for the decryption shuffle

center that is next in processing priority after the computer for the
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25 computer for the shuffling management center to both an order-switching

process using public information and a partial decryption process using a
decryption key that is possessed by the computer for that decryption
shuffle center and returning the resulting data list to said computer for the

shuffling management center.
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