WD 2005/ 020038 PCT/ US2004/ 005474 COVMUNI CATI ONS SYSTEM W TH DATA STORAGE
DEVI CE | &EgIOCCL CONNECTORS AND RELATED METHODS_ Fi el he
Inventiowtﬁggggﬁz present invention relates to the figpgag?&M%&“%4

comuni cations systens, and, nore particularly, to comrunications systens
using nultiple operating protocols for data access operations and rel ated
nmet hods. Background of the Invention [0002] Software clients operating on
or in conjunction with a conputer systemare often used to access data
stored at a server with which the conputer system can establish

communi cations, such as through a |ocal area network (LAN). In many

i nstances, the data on the server is accessible only through a particular

protocol , which iGoitifrdRPEGNS Oskéfin WrHie BatR SroRAGk! seYPégClient.
Simlarly, a parijredrace ¥RSmicor’ 'doﬁﬁhc&%a.%y%&%aﬁgm %é‘%ggg eto

operate with only <certain types of servers or protocols. In an
e-mai|l system for exanple, in which users have associ ated mail boxes on a
mai | server, a particular preiedbdl cfinchofImvemtpatiti cul ar nmessagi ng

client is reqééée for e-mail access. There is.no WO 2005/ 020035
PCTI US2004/ 0699941 si nfre BRFeABRF L REERBECR oFchteEsFAgtRenBi ¢1dt®fed on a

server. |nstegfnubi\es€ishs §§¥€éﬁ£,iQﬁ@ﬂﬂﬁéi@!§a9ﬁ9&8§8£§yge{&ﬂed by
various vendors and standards bodies. In addition, the explosion of the

| nt er net hascompeyl cadions seystans keyipg ohhbhbplEi eperathnorder to obtain
control over ' er base, several Internet- based _e-nmil providers have
ext ended std%%gg%é%ﬁ%t%%gléatﬁﬁ?ﬁc?%%i?p%ﬁﬁFfﬁ%%r? ?af?lgg?%nsions. O her
vendors haveegiotgs away from RFC-based protocols and have defined new

protocols fromthe ground up._[0004]. Moreover, many vendors have chosen to
i npl enent st andard protocoBECEHFRuBﬂ et n

[0002] Software clients operating on or in

conjunction with a computer system are often used to
access data stored at a server with which the computer
system can establish communications, such as through a
local area network (LAN). In many instances, the data
on the server is accessible only through a particular
protocol, which in turn tends to limit a user to a
particular client. Similarly, a particular type of
client is typically configurable to operate with only
certain types of servers or protocols.

[0003] In an e-mail system, for example, in which
users have associated mailboxes on a mail server, a
particular protocel and often a particular messaging

client is required for e-mail access. There is no



Access Protocol (IMAP) and Post O fice Protocol (POP), but have

i nterpret I s of these protocols differently. B 1his
proIiferaﬁ?gkaﬁ%nﬁégess mechani snms, there is no single gggH$%m§%%32£ al

of these mmil stores. Applications that need to access these mail stores
qui ckly becone overly conplicated when attenpting to account for all of

the different JrpohocaisRpdd Eﬂélt?xb%mf%tri S Qs it RHAC S rd OIS
Various prior art "approaches have been devel oped for providing
communi cat i ons sSsetwseen Iystears thed ed eviec e viggiadg ididomgpedritoleper at i ng

protocols. One__sych appr h is.set _farth in S.. Patent No. 6,615,212 to
Ditta ot al BRI RIS Bing5ionr VISP PREeRres S8 i quest for
content from aieddiesd. machided.tiohhe thiears@Adisi@rpoFX - hee Trdle el ieNes t he

content from an originating server. The retrieved content is provided in
a first format 395 MeSsoreelt ey roobdcishatiidgivtrhdt &Fdedct®ase in

efficiency woulg,g, eRiainad R akhawing dhe eldent &0 Ar06ese A .cont ent

inthe first format type prior to transcoding the content into a second
format type, thesedarsoediingr2V\W\Be2605020638 <PORHAUS2ZEO4EE05 $HEbtomrodrey

server sends th%,t ontent to the cl i.er%t in tr%% f.iorst fO%Héat ‘;eé%%r; 0006]
Furthernore, inN & (0 a PEEPEMTRAYT R - HRaC e iént €S not have

content processiaRn@ geofd waieg ffRomPRECESSIsRE Pietetientandn hizke fir st
format, the transcodi ng proxy server sends content _ processing software for
the first formdCHNSE BEFFLAKCCR LENE LOBN TSRt FRURe WPi-r st format type to

the client. TQ@ob@qnspo@k&gog%9§ym§§&v%%nbggg taRscodes,, the content from

the first format type into the secon format type and sends the content in™y

1

t he second f or daplementhe tehnidemt. pfr0@6%h 1Be spiche asudmtprinet HNetssayger oaches,

further protogol LIansial/o 336y S3AVELEORAHRE B3 (popy,
but have interpreted the rules of.these protocels
differently. Because of this proliferation of access
mechanisms, there is no single way to access all of
these mail stores. Applications that need to access
these mail stores guickly become overly complicated
when attempting to account for all of the different
protocols and implementations of the protocols.
[0005] Various prior art approaches have been
developed for providing communications between systems
and devices using different operating protocols. One
such approach is set forth in U.S. Patent No. 6,615,212
to Dutta et al., in which a transcoding proxy server
receives a regquest for content from a client machine.
The transcoding proxy server retrieves the content from
an originating server. The retrieved content is
provided in a first format type. In response to a
determination that an increase in efficiency would be
obtained by allowing the client to process the content
in the first format type prior to transcoding the

content into a second format type, the transcoding

2



'nay be desirable in certain applications. Summary of the Invention [0008]
In view of f oi ng background, it is therefore an I _the
pr esent iR@éE&Fgﬁ&ﬁg provi de a communi cations systen1prggghﬁﬁéughﬁ%ﬁced
operating protocol conversion features and related nethods. [0009] This
and other objects, features, and advantages in accordance with the present
i nvention are iy degdJay 3cAATMHRC AU RSS! RHIGRIBY | Rgldide a
plurality of data storage devices for storing data using at |east one of a
plurality of diffiretteflormapetapieng protocols. The system may further include
a plurality of i.le w_reless communi cati ons deyices r _accessing the
dat a storage dé&ﬁ@gg andEéﬁgﬁeﬁgpﬁf’aﬁn FEXEC G e 8f%ﬂ%§%ﬂqﬂ%ﬂéiﬁ?Qﬁ
di fferent operahiang thr @f19eaks doMer eRehavad RIpiesd Jrdidace devi ce may
al so be included. The protocol interface device may include a front-end
proxy modul e f&oicHmREniTeat PRGCRISERNG RdSpicondienty 16f thsbifliesti rel ess
communi cat | ons deyiges il 4:3,00:200% 020038 RS20 0004 s ng
respective operating protocols, an rot ocol ™~ engi ne nodul e comuni cati ng
wi th the front pendepsixy sofidubeeudiong thec dimsn ifotreaftaceyme atlacal . The
protocol interface device _may al sq.incl.ud respective interface
connect or nnduWE%%oF r§ﬁ§F§P¥n6n %gﬁhﬁhﬁéit%BWEa%eEWEEhchBZ ot ocol
engi ne nodul e @Q‘ien‘theTﬂbuﬁzélahtsbo@lﬁn@a%o%ﬁﬂ%@%e@e\@h%@ﬁ o Rarfe0f the
di fferent operating protocols. %0010‘ re particularly, the protocol
engi ne nodul e Tthgycpatangnifversshepidrpts&ormat e énton tawdiagcemd t he
protocol inter eyl i el u | yrali f j nodul es
coupl ed betmee%%?ﬁg@ Ekﬁgeggélg%ﬁgfy%ggrv%g?eﬁgdg%ekg%%E%ﬁ§9%f§¥gﬁ%¥y of
interface connéct ahenodikas. The universal proxy servliet nodule may
generate CaIIS[B857Ehe pbgégkkéysﬂﬁh prior art approaches, further

protocol translation and/or conversion functionality

may be desirable in certain applications.

Summary of the Invention

[oo08}] In view of the foregeing background, it is
therefore an object of the present invention to provide
a communications system providing enhanced operating
protocol conversion features and related methods.
{00091 This and other obiects, features, and
advantages in accordance with the present invention are
provided by a communications system which may include a
plurality of data storage devices for storing data
using at least one of a plurality of different
operating protocols. The system may further include a
plurality of mobile wireless communications devices for
accessing the data storage devices and each using at
least one of the plurality of different operating
protocols. Moreover, a protocol interface device may
also be included. The protocol interface device may
include a front-end proxy module for communicating with

the plurality of mobile wireless communications devices



i nterface connector nodul es based upon respective data access requests

fromthe f §%@%§‘f¢{2@3§roxy modul e, and the plurality of p;,e U%%(M

transfer t

respectlve i nterface connector nDdU

BB 5y

way of exanple, the interface connector nodul es may incl ude a M crosoft
Exchange connector nodule, a Dom no connector nodule, an America Online

(AQL) connectorugmgulx%sp%dﬂ%@ldpe&%&&@@t Yrordyies, andLh
u

(MBN) connect or |l e, "'a Conpus€erve connector nodul e,

a

dcd¥et wor k
ost OfFfice

Pr ot ocol ( POP) em@muh@omnmumtam mzéﬁh&hqv@ﬁg‘g%@%oxm ot ocol
1€s may

(1 8P _connect qrodiAdLe. o COURE ALRSL cdf giAcs Sonag

ta StO age devi ces,

al so be used.

%J%%Hurall

of nobile w rellmmmmmmmmﬂ@ws@eanclam tahe:empﬁcdnm‘e interface
devi ce may process el ectronic mail (e- £%rressa f or exanple. Also,

the comon i nt eff&Ed 350 CEERNTHIF S‘E’dﬁ]éé?e

IP9AD 2005/ 020038

PCTI US2004/ 0054 hmRA%ed idingt ﬁdetwe%ah %‘lhteh?f AI¥D RN MR35I O M (SNERIAV)
a

protocol. Furthernore, the protocol inter

responsive to dthd edst g herE dalppeticaddspaeationg fiot easih 0018 The
conmmuni cati ons SYstem nr{a)épel:l[r Fﬁge ’}:%'t%%%lsa wi de area network (WAN), su

as the Internet, connect|n

St one of the nobile wrel ess

ty

ce device My generate an error

ch

communi cati ons [dEMJoqes WlMoh:et Ij:@xpﬁ@ilﬂ_@aily,nttefef aoetoel engisddintddria |y,
such a WAN may al so be used to _connect at Ieast 0 of the a storage
R - rréirh@djd(gs

devices with R HrofoldlVishsd A% e Fedd 19toFeaY

nvention 1S fqhe ISHRIIRA! NG AAAIGHY of npidisiiiRiRek a

conmmuni cations devices with a plurality of data storage

devi ces.

¢t of t

The

mobi | e wi r el es®logmhifdivc i erovdelgn awdades ﬂ%lm@tda bertoresge tdw/i ces may
each use at | eqgt; A0.91 (3o WAl Goelid SN PYRLNG Wy Aocol 5.

nmet hod

interface connector modules. The universal proxy

he

The

B

servlet module may generate calls for the plurality of
interface connector modules based upon respective data
access requests from the front-end proxy module, and
the plurality of provider modules transfer the calls to
respective interface connector modules.

[0011] By way of example, the interface connector
modules may include a Microsoft Exchange connector
module, a Domino connector module, an America Online
{A0OL) connector module, a Hotmail connector module, a
Microsoft Network (MSN) connector medule, a Compuserve
connector module, a Post Office Protocol (POP)
connector module, and an Internet Message Access
Protocol (IMAP) connector module. Of course, other
interface connector modules may also be used.

[0012] The plurality of data storage devices, the
plurality of mobile wireless communications devices,
and the protocol interface device may process
electronic mail (e-mail) messages, for example. Also,

the common interface protocol may be based upon a Web-—



may include providing a front-end proxy nodule for comunicating with the
plurality of nobile wireless comrunications devices using [%s ective
operating‘”BFgP 218 and provi ding a protocol engine mod Féjzﬁ%ﬂﬁﬂﬁfcating
with the front-end proxy nodule using a common interface protocol. The

met hod may further include providing a respective interface connector

nodul e for trars].aty Aefelgiatlel i Nols b kne nodul e
and the pIuraI?%VQ%%anta stgggég'gggﬁgég%ﬁgr%%ggﬁgggggﬁg é%?%gpent :
operating protroedcol].0FlEjtha mpwateoc ahei prettbacd dewiecd dar aegdicgance

with the invention may include a front-end RLOXY MO ul.e nd_a protocol
engi ne modul e, "&YcFS %Fﬁﬁk€Hd§§EFFb§85p8P§éFPy & e}eﬁﬁg EXEpIrE”

Mor eover, a co rtéax%?gﬁd%i E@g&b@oqqcordance with the present 5
------------ WO 2005/ 020038 PCT/US2004/ 005474 invention may simlarly

i ncl ude a frontlO®d@1pr oxyFhens@imend sg td opsosyssere Agivh & WasdEre 10RH uge
S 00 of g W 0B AUEL G, Lok 3coERgTa e lack i agram of

a conmuni cati ons systemin accordance t resent” Tnvention. [0017]
FIG 2 is a schemiotiblpoak deagtamnel blfusheatobd lieheripredte@eol | nterface

device of the comunicat,ions system of Fl 1 in greater detail. [0018]
FLG 3 1s a scRoMitre AtdeRadrayiare MEistRt Piigtne lenfTTErE front- end
proxy. modul e ofjevtike .Pmeleebnknt g, f aeendavied abyFh@sc? den ugeeRicer
detail. [0019] FIGS. 4 and 5 are schematic bl ock diagrans illustrating an

al ternat e enbogcrBsctofta legsimeneceati 6he Spsaemtionagec eFases With t he

i nvention inpkﬁgegE%%%c%ﬂ §§E39§Egked8%9é$ architecture simlar to that
of;FIG. 3. )

[0014] A method aspect of the invention is for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices. The mobile wireless communications devices and
the data storage devices may each use at least one of a
plurality of different operating protocols. The method
may include providing a front-end proxy module for
communicating with the plurality of mobile wireless
communications devices using respective operating
protocols, and providing a protocol engine module
communicating with the front-end proxy module using a
common ‘interface protocol. The method may furtherx
include providing a respective interface connector
module for translating communications between the
protocol engine module and the plurality of data
storage devices for each of the different operating
protocols.

[0015] A protocol interface device in accordance
with the invention may include a front-end proxy module
and a protocol engine module, such as those described
briefly above, for example. Moreover, a computer-—

readable medium in accordance with the present



[0020] FIG 6 is a schematic block diagramof an alternate enbodi nent of
the protocgl. i rface device of FIG 2. [0021] FIG 7 i C i C
bl ock di ag&gﬁo%&?%gr illustrating the protocol engine hgaﬁ?isgoogﬁgfdh%
protocol interface device of FIG 3 and interface connector nodul es
therefor. [0022] FIG 8 is a schematic block diagramof an alternate

enbodi nent of t f i | n interface. rgﬁlqﬁg r nodul es

of FIG 7. [0023 %%&g%asf?ﬁea?&%é%bcﬁﬁe dalna%acam ofrfas)ti | © anot her

al t ernat e enbodigrbnte agind he prataandl angtievef aseluldgevice of FIG 2. 6 WO
2005/ 020038 PCT/ 1352004/ 00:{_}7f 02{} H G 10 js a gceti c bl ock diagram
of yet another alternate €fpoehHE B +Href+ace device of
FIG 2. [0025] fidieill i semg.fli0w diagichanidd ius tdiaddingli epematdon of the
protocol interface device of FIG 2.  [0026] FIG 12 is a flow diagram
illustrating OpFEHENgHREONHETSIEM éh @SBRI Eoft | @reseny 0027]
FIG 13 is a fll(sz}y\/,&g},%gglgm illustrating operation of the comuni cations
system of FIG 5. 028] FIG 14 is a flow diagramillustrating operation
of the protocol [Q0kEr f aceFTDdA €.s0fa ElcBeritid 029)k MiG@urEm is a fl ow
diagramillustratin er at.i.on of .the.pr.otocol engjne and interface
connect or mdul@é'ﬁ%lﬁq%ng?.t%ﬁﬁtoﬁoé lfé:qlsgaéze?l VS a% 9l ustrating
operation of thematioedidiy eiaee davirge.ofl AllGgratdORHaiAI.G 17 is a
~flow diagramillustrating operation of the protocol interface device of
FIG 10. [00321943483 18 §iF-3 Idifedartichepddie dlafadicior@® exenpl ary

mobi | e vi r el ess comunload als devles ol ysbniidiy HioA7 SRR RNt on.
Det ai | ed Description o ﬁ%’e E‘%eferre% nbodi ment s #. ‘:3
the protocol interface device of FIG. 2 in greater e
detail.
[C019] FIGS. 4 and 5 are schematic block diagrams

illustrating an alternate embodiment of a
communications system in accordance with the invention
implementing an extensible proxy architecture similar
to that of FIG. 3.

[0020] FIG. 6 is a schematic block diagram of an

alternate embodiment of the protocol interface device

of FIG. Z.
[0021] FIG. 7 is a schematic block diagram further )
illustrating the protocol engine module of the protocol 323

interface device of FIG. 3 and interface connector
modules therefor.

[0022] FIG. B is a schematic block diagram of an
alternate embodiment of the protocol engine module and
interface connector modules of FIG. 7.

i0023] FIG. 9 is a schematic block diagram of still

»t

another alternate embodiment of the protocel interface

device of FIG. 2.



[ 0033] The present invention will now be described nore fully hereinafter

wth refer e acconpanyi ng drawi ngs, in which preferred enbodi nents
of the inJgﬁgﬁ%ﬁﬁgﬁg shown. This invention may, however PCEIRMYIGEY in

many different fornms and should not be construed as limted to the
enbodi nents set forth herein. Rather, these enbodi nents are provided so

that this discl i | lz-he tlaorqugh : j |
at this disclemsi Wi llere 4ot augh SRLLANR ehiteidtfl agidd Jeilot convey

the scope of the Invention to those e art. e nurtbers refer
to |like el enentsiotiismeghieunatenémpodimendt atfi drheamdatalddIplien i fecsr WO
2005/ 020038 PCI{QSZOO4@Q%§ 74, notation are used to indicate simlar
elenents in alf&hTat &% diﬁénts. Turning now to FIG 1, a comrunications

system 10 inclrodesia protrecollli akenl Fgowlemifn abd ithals HyAvides access to
a plurality of data storage devices or systens 16, 18, 20. The

comuni cat i ons SRPIREHCL0 °F [Ehgs Pratiogelly imtenfdee doligelat Fist. 2.
connunications[o@gghces,E&@gﬁl& ﬁs”ﬁbkﬁgdmdi %1QQH%%@ﬂ5§fﬁ%f device 11
and a comruni cati ons devi ce 1% connected to the systemvia a W red
connecti on. By opeyadficexafpltbe fyranitoesndmphidsey wiodellessfc@m@nixati ons

devi ces may be in ordance wi th the inventi,qn, such.as personal
dat a assistantéoﬁégﬂs), ?@ ruﬂgrlﬁePeEﬁSHéé}a§F€¢1Aﬁq“éiéﬁﬁFéﬁ& nobi | e
Wi rel ess conmmuapeatki-abs devicee Ldmmuuhitalklienforlsywstemidh e .esent
invention is described in the exanple provided below with reference to

FIG 18. Moreot@P28dxanpFé§-ofdwipea &dpiuniieatioond 1lgelireds niancl ude
per sonal ComPULBETat 1BheRRoRAS, pgééocggc I}.'g]'%t fagf?c mo%ll%%ffs Prc e ous

wi red and wirelées evi ces nmay be use ou onl'y two are shown in the
exenpl ary enbodPA@8f f or FEar iLbyief ai [fllost Kdkicoam i)0034ratheg

communi cati ons devices 11 %ﬁ t gigallx i n¢l ude sof.tware clients, which
are software nSHGFESiSPE of e % otocol engine and interface

connector modules of FIG. 7.

[0030] FIG. 16 is a flow diagram illustrating
operation of the protocol interface device of FIG. 9.
[0031] FIG. 17 is a flow diagram illustrating
operation of the protoceol interface device of FIG. 10.
[0032] FIG. 18 is a schematic block diagram of an
exemplary mobile wireless communications device for use
with the present invention.

Detailed Description of the Preferred Embodiments

[0033] The present invention will now be described
more fully hereinafter with reference to the
accompanying drawings, in which preferred embodiments
of the invention are shown. This invention may,
however, be embodied in many different forms and should
not be construed as limited to the embodiments set
forth herein. Rather, these embodiments are provided so
that this disclosure will be thorough and complete, and
will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements

throughout, and prime notation and multiple prime
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applications that operate on or in conjunction with their respective
conmmuni catj ice to provide access to data stored e of
t he data Rt@%&?gg&ﬁgvices 16, 18, and 20 through the pro?@E@@%mgé@Q?{ace
device 14. Those skilled in the art will appreciate that such

communi cations devices also include further conponents and/or software
modul es,  whi ch,javg S0k ReaB8XRb! Gnldi¥a3ROWANIA aFl G1 cheh@®ls 16l @rity of
illustration. Wth respect to the nobile wreless conmunications device

11, its sof t wardtelrinent 8nipOI2008L620038 PCT/ US2004/ 005474 conmuni cat es
with the protogol i.nterface device.14 via a w.reless comuni cati on network
13, and perhapg%%Fﬁgﬁ et rE§baslmeF1CFEWg“,Cg%gﬁﬁﬁiEYE&F?b%§d t el ephone
network (PSTN) iecltuldes! at ppbebrolagntiehfabe dppteei adedhaly piridedeeskil | ed

in the art. [0035] The various functions and operations of the protocol
interface devi G6CFFSalte prBRBrablyYi RPl Eftat E§OTRASSEFPFWARE Gferating
thereon, or in CoRWAChEON1gt NopeWrhl. ~ThauRhiehesehsi Bl atiacqodevi ce 14
illustratively bridges tﬁe_softmare clients of the cofunications devices
11, 12 and theiddustsebisgeéy devilcdesle, pl8&ra2dtyCofimepimpaiicas lsaisween t he
protocol interface device 14, the.cqommunic ti%nsodevic%§ 11 1%ﬁv.%gd t he
data storage dg§ﬁ&5§316?aT§,y26 gpgl Fef'éra Pﬁ VAR - wa &51 P@a etwor k
(WAN) such as theahat ar esfununIbatibss deeicenurniceaheensddew ¢pe 11, 12 may
communi cate with the protocol interface device 14 via_ the Internet, as
noted above, afy¥5§6Tt BdandyWiREd FPBNGESEOPnt BYf HE¥ BévFEET®dfmuni cate with
the data storgge;dexi f65:18 wifle12ds LBARAGhiCLLEBHESBovaLAS may be ]
i npl erentations are also contenplated. For exanple, the protocdl interface™
device 14 may beednpheseovedangeavwpithvihe neveokhobhasuchl s peeisoded the -
data storage doubeesa19uedB:o2teohly, SRTTUALEALEIIBAARLLCCR T Ah2 O

' exemplary mobile wireless communications device 11

suitable for use with the present invention is
described in the example provided below with reference
to FIG. 18. Moreover, examples of wired communications
devices include personal computers, telephones, fax
machines, etc. Of course, numerous wired and wireless
devices may be used, although only two are shown in the
exemplary embodiment for clarity of illustration.

[0034] The communications devices 11, 12 typically

S

include software clients, which are software modules ox imj
applications that operate on or in conjunction with

theixr respective communications device to provide

access to data stored at one or more of the data

storage devices 16, 18, and 20 through the protocol

interface device 14. Those skilled in the art will

appreciate that such communications devices also

nt

include further components and/or software modules,
which have not been explicitly shown in FIG. 1 for
clarity of illustration. With respect to the mobile

wireless communications device 11, its software client



devi ces and the communi cations devices (e.g., ina WAN). It should be
not ed t hat th% resent inventionis in no way limted to _an articular
connect i on"@r*¥BHni cati on schene. [ 0037] The data storggéﬁlsa@w“@%‘g“la
18, 20 store data to be accessed by the software clients of the

comuni cati ons devices 11, 12. Al though sonme software <clients are

conf i gurabl e t%cﬁﬁn[&&tdg\écvel%ﬁg@s& G&ld ?r’?ﬂ%c\é@ %&@%@%%5@&& Qd/ 005474

types of data storage they are often data system specific or
prot ocol speci fa ofirzsl edes crdanpeohidatiiefd ynedbork UWhr erghmidchdr |oghhen

constrained elecgtronic devices such as the._.nmobile w.re|es onmmuni cati on
devi ce 11, pyoébegté"&'r 0Vt ,W%S'no&i/.g‘r’esao@ ésl,c fﬁ’&t&m%%a‘?ﬁc}bqp%hannel
characteristi cqetiyrpre@dmude dhaHdstraldratdton and waper ajd @&bﬁe@ﬁﬁé’&ﬁr e
clients having the sane capabilities as those commonly used on desktop and

| apt op conput e drases skidd edxiamiite® ant-addi tion, while the installation

of multiple s e cli 2f. i i

associ ated w tﬁ[fééjlgﬁ:]er entﬁ;ﬁ)% égta(}{:lo us£i(\fgl%f%§§§?)bsld%[r@ %tp%{)r ge(gﬁo%fzcnh(f | apt op

conput er syst emsotproadi dimgerfradd ideve-qer ddoeole sumiEmaldry singhl eyerstadii ned

devi ces may not, be ssi ble. [0038 he data stor,age devices 16, 18, 20 are
accessi bl e usi ng* cﬁ%&é’@éﬁ Oé’p%é?%ﬁ‘%‘?g%&@@l STort ™ L& s. As such,
the protocol inteideagendevinke prit Reaessee dhedaled iddorage devices 16, 18,

orted by respective data storage

20 via an operating protocol sup )

devi ces, and prléﬁ%géadid{‘féﬂt}’o htqarélg@(ﬂn’ﬁhfﬁ eafitypgedeliients) pf Kheja a
respective cli 'inu'rwﬁz : 0 ti pr |+ e J4+at ool %}%pversi on
functionality g‘a) t gﬁ&%%%tgt%glcsol%elrvﬁtdee%?ég'é g'tez\?%glg ic t(llprdlé):l\}:%{jes a uhi fi ed
approach to suplesriteacdéss 18q 120.t iGumainypes iohsdéted wesyrstidm pAsstaesdr | bed

I gn;EJ,: H\::}yget ?'Linlte?:‘ija%\,él’ dterx]r?.cep rl%t,ogc%le ic:r(])tm?nru%e}_%%tq%\gsc %e]\'éi. ersovilild,?s.l.Za,n
and the data storage devices 16, 18, 20 are preferably
via a wide area network (WAN) such as the Internet.
That is, the communications devices 11, 12 may
communicate with the protocol interface device 14 via
the Internet, as noted above, and so too may the
protocol interface device communicate with the data
storage devices 16, 18, 20.

[0036] Of course, other implementations are also
contemplated. For example, the protocol interface
device 14 may be implemented in a private network that
also includes the data storage devices 16, 18, 20, the
communications devices 11, 12, or both the data storage
devices and the commuﬁications devices {(e.g., in a
WAN) . It should be noted that the present invention is
in no way limited to any particular connection or

. communication scheme.

[0037] The data storage devices 16, 18, 20 store
data to be accessed by the software clients of the

communications devices 11, 12. Although some software

clients are configurable to directly access certain

9



bri dge between different protocols or access schemes. [0039] The protocol
interface Vi G is illustrated in further detail in . ot ed
above, thégéﬁgpﬁgéﬁsinterface device 14 bridges differeHE&&§6@§m§$7P
comuni cations devices with different types of data storage devices. In
the 10 WD 2005/ 020038 PCT/ US2004/ 005474 il lustrated enbodi nent, data

storage devi ceq:\),ﬁ_i,s 25 s(%%u %rt%x% [ QR SRk ehphOl 3 ARG &ggtronic mail

(e- mail). Howe it be noted that the present 1nvention is not
linmited to mailsysystrempacddis. ofapirosbcoflhepemillf isystenwledarided 28
supports a differe operatin rotocol qr _access schene. .Mure
particularly, EFH? ||£§%%Reﬁ@5% ?&6§8FP§a63¥r08w-ﬁﬁ&%giﬁiﬂ?%xnmg, t he
mai | syst em 26 3uRRAIrS Mdehaselst sMessagi ke AePliileatiioR 1¥s@gr amm ng
Interface (MAPI), and the mai]l system 28 supports a proprietary protocol,
such as that GSEGB AR dlemicend ¢ ABEPCePSP e PR SITe. TERPAY]  The

protocol inter fx%g%u%%tse m.t4 aoh&nﬁgl%atth\sﬁ{]xehia%!eqdeﬁla&afalt%i-s%a@spr oxy

nmodul e 30. Thé front-edd proxy nodule illustratively includes proxy
modul es 34, 36ma38 préllwhicc threedpetkilvelyosuppdr tpatded ity elfesofAppiriecat i on

Protocol (WAP), .t.he Post O fice Protocol (POR), the |Internet S e
Access Prot oc&ll(eF’iWP;aV&ﬁ’(? ttﬁlg A7per Fé‘?ﬁg’?‘ﬁ% r B %ﬁ’&s& Coﬁ‘?‘% g f or
communi cati on Wstel el eRisktop0@4d] 13beobr edtnpeted rPrsPet ey alfa@ comuni cat es

with a protocol engine nodule 32. The.Erot ocol engine nodule 32
transl at es OMASERIPILe -t H® pdsditiienar Yhplet 686 1octaldetian odystem 28 (and

ot her - pr ot 0¢Ol gy ify AESi Ak kNa 18akQr FBE cQMBALIble didh digabeont -end

proxy nodul e is.en a resf)lectl ve Interface connector "nodul e may™
70-77 (FIG 7) devicesplastdod attled wiicht didif eergitn @ nodaulcd s34 5f dleagdbieof t he-

operating. b ovocols et b d e ! Sustems 0ol Shedtiatl) 0
multiple-protocol support on such constrained devices
may not be possible.

[co38] The data storage devices 16, 18, 20 are
accessible using different operating protocols or
access schemes. As such, the protocol interface device
14 accesses the data storage devices 16, 18, 20 via an
operating protocol supported by respective data storage
devices, and provides data to the communications device

11, 12 via a respective client-supported operating

.

protocol. The protocol conversion functionality of the o
protocol interface device 14 provides a unified

approach to support access to multiple types of data

system. As described in further detail below, the

protocol interface device 14 provides an “any-to-any”

bridge between different protocols or access schemes.

[0039] The protocol interface device 14 is

nt

illustrated in further detail in FIG. 2. As noted
above, the protocol interface device 14 bridges
different types of communications devices with

different types of data storage devices. In the

10



the front-end proxy nodule 30 and the protocol engine nodule 32 are

extenS|quN8r §%B@Bgable to accommpdate additional operﬁétgggﬂﬁﬁ%%aeéf as

t hey becone™ "avai as wll also be discussed furthe
2005/ 020038 PCT/ US2004/ 005474 [0042] In operation, a user accesses a
mai | box on one of the mail systens 24, 26, 28 through client software on

hi's communi cat i;aN$ 48\W1eRt FPoB¥RMR!, eda%a AR IR 108 52 2@Dbibles Wigr el ess
communi cation devi ce conmuni cates wi th the WAP proxy nodul e 34 t0 access

the nmuil systeame2sysheres'secosrendorostiondmouctliestsoniecaidd (By t he WAP
proxy 34 are converte nto a .for onpat | Ie Wi t_h r ot | engine
nodul e 32. Co {ﬁlca?F%ﬁgeﬁétﬁg ﬁE%H&%fE%hPO (? tmgiy%ﬁﬁdg %B% and the
prot ocol engi n@nmdlutllem?»asamtprlainelt@ﬂl Yo aehilewsdtwin adce@BNDEaicht &ff ace
protocol, which, may a proprletary protocol or an established public

pr ot ocol . [004§PeTW€l&r@ﬂ@é@ﬁﬁeﬁ&vng mod& & BP S & FAELPEEBS the access
commands or 'n%b%%%khﬂﬁsp&%Q@dﬁqdoErQEEE@% sl e@@r@rgé¥tﬁﬁgﬁgﬁt§£ |nt0

a protocol assoCiated with the nmail systemto be access
the nmail syst@hﬁzmp;lD§watﬁﬁc@ﬁv@dp@@@&ﬁt@@tmmdk @V&téﬂpeéé dOWAévnal

nmessages, a Il%heo%ag rgg% ages, su@gpgnda&t%p Obg&ﬂﬁ%S%Fﬁésa etc.

dependi ng on the ™ part i Features |ts access

protocol suppopbpliaadibhe Prabutemdhgt NetacFess qempand aadetheansliat ed
into the common i nterface protocol and transferred to_the front- end pr oxy.
[ 0044] The act?VétSFo¥§ ﬁH&BP€t€|aePrOPHée%RPYbPﬁﬁFOCﬁﬁdu§EC§4a§n

pr esent exanplggehhgg heemats bﬂﬁlnéegﬁb!?d GakA e 3 Qb Sq% | east portions

t hereof, for requesting client urt hér comman romthe client are
al so translatedobﬂoﬂhe pFaeopobtinpér iaterdevieceystrem Adcess commands from
other types of ;¢hL§0L3:3581, bl AHEY 7 2683%8%nd bo3R9UhdaEeng0ed that
The front—end proxy module illustratively includes
proxy modules 34, 36, 38, 40 which respectively support
the Wireless Application Protocel (WAP), the Post
Office Protocol (POP), the Internet Message Access
Protocol (IMAP), and the Hypertext Transfer Protocol
{(HTTP) for communication with clients.
foo413 The front-end proxy 30 also communicates with
a protocol engine module 32, The protocol engine module
32 translates OWA, MAPI, the proprietary protocol of
the mail system 28 (and other protocols, if desired)
into a format compatible with the front-end proxy
module 30. To this end, a respective interface
connector module may 70-77 (FIG. 7) be coupled to the
protocol engine module 32 for each of the operating
protocols used by the mail systems 24, 26, 28, as will
be discussed further below. In a preferred embodiment,
the front-end proxy module 30 and the protocol engine
module 32 are extensible or expandable to accommodate
additional operating protocols as they become

available, as will also be discussed further below.
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mai | systens nmay be accessed in response to a single access command, where
a user ha ltiple 12 WD 2005/ 020038 PCT/ US200 j | box
access thﬁ%ﬁg@g}?g@sgﬁot ocol interface device 14. [0045#“?“2@%@1@%@&
interface device 14 thus allows <clients using different operating
protocols to access the mail systens 24, 26, 28, which also use different
operating protqealsp] AcCeasosenrERNds, SHCsas HBY¥Esscdelehgilebrabg, send,
fetch, and view, for exanple, that are generated at a client affect the
data stored aftehefmihp Bpsiengspams284, 286 ndBehlarorokopl £8bf the data.
Thr ough the pr |, . inter e ' : ' o aLl ith any one
of ‘the proxy n%§§ﬁ§§r§4?3 gg? géﬁﬁhﬁgfééﬁ?gsi§éﬁf§%be§§9t%k§%§1§$ %Dre of
the mail syst@if P4pw26r 28.zaThebtleent releshf comdvantagtonsiyvneed not
support the access pr.otocol or he associ at e ith the mail sysien(s)
T be | acoeseeorTEBAET CepnbLthnEbRa ke SSoRH BrdtbRoPd ahd FRESET BhE
protocol need patibeyeespagibl Becb8at HEAMSHABOKE iREt¥eEenibhg protocol s may
be different. For exanple, a POP client _does not supggrt.the sanme features
as OM. The | neeefized protbeolAlseyobst #depreheopyorbedl 18hgi Aie nodul e 32
and the front- o] L 3041 e desl le to
represent a deggggg% ééﬁ%ggyéiep&%%%c%ﬁés%g%gg%%% %ﬁ%%@%gggg?kgeg?Ures for
a desired operammngipebionsl bebtbeensprei froattyndtbeoxgonmdnlenderface

- protocol is preferably able t represent all_protocol - supported el enents
for the nost aBépEBFeprB¥BF8£o?n? PRAPAHG ﬁ?e@%ﬁtpﬁ§§ﬁ%$%;¥ to provide
the broadest pggsaiibledl ¢8hUsecSHROAT intEVELBE protbddl, tiCiERMHRY baterface
protocol may support a full feature set across all supported protocols, if™

desired. [0043] PBYPRAgtaryerampPeclt e ebneshabhisheddeubbiot ocol nmay be a-
proprietary prggggggoggsed on the )

[0043] The protocol engine module 32 then translates

the access commands or instructions received from the
front-end proxy module 30 into a protocol associated
with the mail system to be accessed (e.g., OWA for the
mail system 24). Data received from the mail system
(e.g., e-mail messages, a list of new messages,
calendar appointments, tasks, etc., depending on the
particular mail system), the features that its access
protocol supports, and the nature of the access command
are translated into the common interface protocol and igﬁ
- transferred to the front-end proxy.
[0044] The active proxy module {(i.e., the WAP proxy
module 34 in the present example) then formats the
received data, or at least portions thereof, for the
requesting client. Further commands from the client are
also translated by the protocol interface device 14.
Access commands from other types of clients are
similarly processed. It should be noted that several
mail systems may be accessed in response to a single

access command, where a user has enabled multiple

12



13 WO 2005/ 020038 PCT/ U82004/ 005474 \Web-based Di stri buted Authoring and
Ver si onin protocol. An exanple of an authenti J I t
o3RS PSRRI w1

usi ng suc interface protocol is provided as program 11s
bel ow. This exenplary authentication request routine allows the protocol
interface device 14 to be authenticated by a mail system using a user

| dentifier a”dm8§§§$9f9c8é9¥iQﬁgoﬁﬁhatﬁée§ro€aeohtiﬁk%@fae%tabe&@& a root
fol der and basic capabilities of a~ target nmilbox on the mail system

[ 0048] An exenpHMary inbox request in accordance with a WebDAV-based conmon

| nterface prot gaglshs sep, LoLth, (el oW as OO AIVLLSL k00 kR, Lhjagger dance

with this rout resp 0 an inbox réquest, 'the capabilities of the
inbox in a targetentkl hexngr ai rgueehedopandtihgnpirbsoceitents aaresgueri ed.

Anot her exanple is provided below as program,|ljsting #3, i.ch is for a
fol der search F@&u@§%liﬁyﬁEﬁﬁﬁdaﬁcezﬁktﬁgth@hlﬁho?éﬁgnP§8nggf%@ﬁﬁﬂ%—based

common interfa838959ﬁﬂéoﬁrot5€5§5.aﬁhbéksoﬁoﬁﬂgﬁegd%h%hf9% aogieven fol der
is returned inresponSe to this request. It will be appreciated by those

skilled in thedaitetehatrrateroasndet fiekcheqasdt ignd dpar gxiaddcmay be used
as well. [004 t _should be,nqted that.th ) r | i S not
initiate data zgéésgr?eaﬁggfgtﬁ ggla SéﬁgagnégF%g%nggeggﬁ%lSF%%%%Sone
enbodi ments thet pretpedll. spbeshaceaderbce284imayebrchbfdecpdes odmuim cat e
~with) a polling or agﬁregation engi ne podul e %not shown tq?t pronmpts the
prot ocol engi n@atapdtiPEo8ght EhggpFegarelneBs5géacrorevdsSSectirvé users from

the mail systeps; i pledat R BEE oENtEBEY &S Amodulllesb®4,
appr eci at ed bygﬁﬁéég §§PF%§&B?ﬁ t he ar?ﬁ Theoprotocgl ?ﬁgiﬁé nggule 14

woul d then co8per 3Be WPt st heofidat- sndepsoky AbeulE BOLED Ofr dWiede 14 WO
2005/020035 PCE$9§2g8§éggg4Zﬂ, 26, 28. The client itself

advantageously need not support the access protocol or
scheme associated with the mail system(s) to be
accessed.

[0046] Since the mail system protocol and the client
protocol need not be compatible, feature support
between the protocols may be different. For example, a
POP client does not support the same features as OWA,
The interface protocol used between the protocol engine
module 32 and the front-end proxy module 30 is
preferably designed to be able to represent a desired
number of protocol-supported elements or features for a
desired operating protocol. More specifically, the
common interface protocol is preferably able to
represent all protocol-supported elements for the most
“capable” protocol (OWA in the present example), to
provide the broadest possible feature support. Further
still, the common interface protocol may support a full
feature set across all supported protocols, if desired.
{0047] By way of example, the common interface

‘protocol may be a proprietary protocol based on the
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t he aggregated nessages to the respective software clients, as described
above. AdqQjii the front- end proxy nodule 30 need jcate
directly a##%&ﬁ@hg%%onnunications devices 11, 12 in all gﬁﬁ%@?ﬁgﬁ#g? but
it may instead communicate therewith via an intervening mail system or
server, for exanple. Thus, in the case where an aggregation engi ne nodul e
is used, the sepregaledDIREFABEEBRUBB OIS shtaveleried iy (WReDAY)
front-end proxy nodule 30 to an intervening mail = server, which in turn
provi des the nmP¥e4§6€lt-0 Avhéxagppeopti ae RESRRINLCALIONS IeelicsE, VAI N | |

al so be appreciate S Ll L rt : i n,

front-end prox%h%%dglgxg%gﬁbgpggggg%ghEgg%gﬁggr%gt O%F%?%%OE?§§Q§ﬁ€gbrted
by such i ntervédisndnaaill,seelew. Toiscexempileati agthlertdwiattion 0050] A

met hod for providing,access to pluralit f data storage devi.ces, ,such
ho he i | "oy Seanssa rouanessd 1Bl T broorhlo ittt Segy oA s
illustrated i ntbl Ge bhitnBegibaiea af Bl aek1llQstam 1@GeRSS ¢@wand or data
is first received, at Block 111. The access command' or ‘data is transl ated
into the conméAenpidirgicangdr presvPrdaprBvderdl Py, aAnsaceessd ddmadSe® i s
then transl ate . 113). i.at t S I 1, oci-ated with
the data syste%?%gh%gésaécégggd?oggg% ggdd&gggg}eﬁﬁégﬁgﬁFﬁg%éﬁgﬁ%24, for
exanpl e. [0051tatgetheadiibex banthedatdli systamsl ated into the client
prot ocol, at BIB§? 13. Depending upon the garti%uLar features sup%ﬁrted
by the client $P888dol, 28nFYeRRIEEYpEPLPENE I CPHe 1HafECE RESSoNdi Y t o
elements of thg wabenfagesBROLERRbNt NAte2aceUpROtbedl By he @oirent

protocol are translated during this step. The protocol interface device 147
may generate alheépPropsS1BrY@raR0big2dngsHRPCTINSA002F0854R4 Witds5HAsi ve to a =

non SRPor e, SOBEAELN0LALAGRbe BT En BAGLACULGLLLe, "eRsuppor et
capabilities of the inbox in a target mailbox are
queried, and then its contents are gueried. Another
example is provided below as program listing #3, which
is for a folder search request in accordance with the
aforementioned WebDAV-based common interface protocol.
Here, a list of subfolders for a given foldexr is
returned in response to this request. It will be
appreciated by those skilled in the art that numerous
other requests and operations may be used as well.
[0049] It should be noted that the software clients
need not initiate data access requests in all
embodiments. For example, in some embodiments the
protocol interface device 14 may include (or
communicate with) a polling or aggregation engine
module (not shown) that prompts the protocol engine
module 32 to aggregate messages for respective users
from the mail systems 24, 26, 28 at predetermined
intervals, as will be appreciated by those skilled in
the art. The protocol engine module 14 would then

cooperate with the front-end proxy module 30 to provide
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are preferably ignored or processed according to a default or
error-processing schene. Transl ated access conmands or data are
transferréﬂogﬂ)g'ﬂﬁfa system or a client, at Block 114, PFHW§ﬂ@6ﬂ@#7ﬁlng
the illustrated nethod (Block 115). [0052] Turning now additionally to
FIG 3, an exenplary enbodi ment of the front-end proxy nodule 30 is now

o hot5s oo chEo LR R MUdYS D chlel YSHERSY Sltaaes | e Proxy

nodul es 34, 36, a renderer exten5|ble styl esheet -.-
| anguage tr ansbam_mﬂ:isonas( )ﬂslsE)rlblegh abormdulAeldé&,:Loaaadﬂjyor yher fremil-at e
store 48, a flow controller 0

d 50, d handl 52 52 005
noted above, e&Eff PEEEY ROGU‘E %Q nggd §§% Cﬁ%3%¥$$£%QQ/ %féa%4§ W?gq

protocol engi nendDedehfiudd catNdnls AR LSS 116SASCnY & 10D UdiddAtheRite!, ocol s
for different client types. For exanple, a WAP proxy nodule provides

i nfor mat i on r ebritevddmByormekeads coprEndEative thiexedidhs v§2a252n in the form

of (M. docurenta Lavgsted oLeh daRlay 0N devises sychageael | hes and

conponent s, |ndhudh@gchhé Mh@Wecamtagbhegamﬁdmlen@an@ndm@mﬂe mende&gy

nodul e 44 to render data in the form ujre the POR proto [ 0054]
One parti cul ar (e d9arEIGEEGs MEEFECEE EF% h@ qfll FF§H§§6FF§ﬁt% oxy

nodul e 30 is thabneaehd ?, Eﬁ@;@'&'l% 36, £36an38nt4Qverkes wse 10f the sare
core services to route affic, access data, and render data. |In other

words, the rendereermpubichsdn Xsrm P@ﬁgﬂd@snﬁéﬁl@ﬁ@@aQﬁﬂnMOaﬁéfnenDry 48,

fl |1 l. d._h I,
0 2008/ 020035 PETPHS2 001 GORATHL by o7 Se oddre For 'CHa Pery Modul oo 34

36, 38, 40. Thepeakyadietf enenbescbakirerd tanshat iaans Merehagadidf,f er ent

| 4 '
Egg?¥ong$ 28 %pﬁe%ggﬁgﬁgpgop%%%&dmgguhg %Bewouigfl%Hriﬁkpgp%ggg¥3JEQMN

protocol (s} supported by such intervening mail server
for communicating therewith.

[0050] A method for providing access to a plurality
of data storage devices, such as the mail systems 24,
26, 28, using the protocol interface system 14 is
illustrated in FIG. 11. Beginning at Block 110, an
access command or data is first received, at Block 111.
The access command or data is translated into the
common interface protocol, at Block 112. An access
command is then translated (Block 113) into a data
system protocol associated with the data system to be
accessed, such as OWA for the mail system 24, for
example.

[0051] On the other hand, data is translated into
the client protocol, at Block 113. Depending upon the
particular features supported by the client protocol,
only those portions of the data corresponding to
elements of the interface protoccol that are supported
by the client protocol are translated during this step.

The protocol interface device 14 may generate an error

i5



52a-52n, and the XSL tenplates used to translate the data into its final

form It RO%E565s the sanme handl ers 52a-52n will be %¢@®§§ﬁé§&%$ﬁen by

t he various” “proxy nodul es 34, 36, 38, 40, as will be ap t hose
skilled in the art. [0055] During operation, a data access request from a
client is passed to the appropriate proxy nodule 34, 36, 38, 40 using

st andard ”EChamé%ﬁbﬂéHVéiﬁé‘Q'd@ﬂFSd@§3f¥§a-oﬂé%éﬁ%ﬂ@A%faﬂdy&L.Eﬁﬁe
exanpl e, paraneters are passed via a query string and/or form variabl es.
The WAP pr oxy Afddulce 13¢ ldet eomiwepre a6 dmdst fagen pirbiteco I wiegtents
identifies at et it . i ... an _acti.on identifier

(whi ch identi fi%ltralgJa ?r#eéf%&'ﬂa%;ﬁ{% g%ep%f)fro&%é)g:)%,s)sgr?d 55 HP9eCers based on
data in the remgfestlt lor téheocrapeocafesAlg tshe:ctenpaianis1anetAcidoeds
identifiers are passed in the query string or form_  Qher paraneters in
the query stri f§TBPYS Araf@tapalradden Atansfssraseter 3 dstta FOGSET The

active proxy negulze dihemtGalkkspibexf haw, ¢enlsr ebhenweldngPassl ng al ong the
identifiers and paranmeter list. The flow controller | odks up the

appropri at e haddl@styagechaetbagoriBdocdndi&ition identifiers and

constructs the ler, Is I, LS§.as a ments to a
constructor (ngpégggwn).&%%gﬁﬁg %Eg §§&%§§E§%§Ya§°aﬁg§Xa§p|8? t hi s handl er
woul d  processesetipd arggeebbdinenng od daka frayercqBl Broxy wodugat Ber

i nformati on needed for, a response, [Q057] For, mail system access, for
i nstance, the l&anwlgﬁépr&gﬁﬁunFéﬁt%§°ﬁiFﬁthQrﬁﬁgt glengPne module 17

VO 2005/ 0200381REH6YS300460054781ud2s Pheapt ok AEABLEAN3uST B60d3ky the
contents of the wuser's mailbox, cal endar, or address book, for exanple.

Cormuni cat i ons4fli-t B &eRErresnpoduhes 4hay abecasrablibdhedtylleshdetf er ent
s o ot TR SR LALOLARY! SandS) BT ASu B HEE " e
t he memory or template store 48, a flow controller module
50, and handlers 52a-52n.

[0053] As noted above, each proxy mcdule 34, 36, 38,
40 effectively “fronts” the protocol engine module 32
and translates respective operating protocols for
different client types. For example, a WAP proxy module
provides information retrieved from one or more of the
handlers 52a-52n in the form of WML documents targeted
for display on devices such as cell phones and PDAs. A
POP proxy makes use of at least some of ‘the same proxy
components, including the flow controller module 50 and
the renderer module 44 to render data in the form
required by the POP protocol.

[0054] One particularly advantagecus benefit of the
illustrated front-end proxy module 30 is that each
proky module 34, 36, 38, 40 makes use of the same core
services to route traffic, access data, and render
data. In other words, the renderer module 44, ¥SLT
engine module 46, template memory 48, flow controller

module 50, and handlexrs 52a-52n provide a common core

16
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request should be forwarded to another handler, or if its results should

be rendere&ozulg)s(})(ﬁ%ssAll i nformati on passed back by the h&%&h&é@““’“ﬁ%‘?‘-ﬁzn i's

preferably 'na conmon format, such as org.xm.sax.|npu
exanpl e, a provider of extensible mark-up | anguage (XM.) data. The active
proxy nodul e then calls the renderer nodul e 44, passing along the

I nput Sour ce, | ogak ddfn@ddtatd Ofbr thee PlnodlMeed 9P| akg t4p beyg ender ed,
and an QutputStream The renderer nodule 44, making use of the XSLT engi ne

46, renders tHE$agely mid fdrer@ad diStvesamt e ut pon Stveathe s t hen

provided to the i ant ct.ive XY, e in client
pr ot ocol . [Ooﬁj]cﬂﬁle é%?v%&géf%&ﬁther%\%ﬁeééfg%gner C W%ﬁ%??%eaﬁrbnnche
framework fol | awmgidiraiassst thodaldwiemMiealiet |50, (MEhaidihitect ure

that inplements nost of the application infrastructure. One inportant
feature is thatngr%fé't' Sa dihg divdt iR Lates miedbdAdirartlatsr el ar

services and therexiidads ta Hovidln {he SeRY Geraneci e dupetional ity
required to fully inplenment a given service. Wthin a given
i mpl ement at i on handd o 2@orfidrolwidrl 3@ neherswahdicnserblay 5w wdiwrs t he

data access |la f .l t [ repl aceabl.e. [0060]. Wth this in
m nd, supporti Y?S‘“Lr"a’g{)?“é’n lr%swﬁs(’egﬁcgiagi %&,y Sn\}“'ci'ﬁ;]esb%e%gﬁ‘?f;glaatrﬁp by
i mpl ement i ng t hthosdatsxillayer irdaefHaniarg .t he control flow and discrete 18 WO

2005/ 020038 PCTI US2004/ 005474 actions within the system (i.e., the flow
control ler nod@%30), AWFider ioneiGtdma i MpldefentdaRpIherqaanass deom wi t h

the service (i &.c11ikhe HENYRIE IS AB)on I LG 3:;1.11%{ D) Suporting
a new type of client wth an existing service i nvoﬁ es r‘?@lkl ng m nor
changes to, an®6.ex¥BendiOngrsdetdl eriengiarial medhae ifdrew onttted @rierddul e 50

o oS S2eRatond HPA tndIUA!  Wang  SS Tl A AR T
passed via a query string and/or form variables. The
WAP proxy module 34 determines a component identifier
{which identifies a target item such as a mail folder),
an action identifier (which identifies an action to be
performed)}, and any parameters based on data in the
request. In the case of WAP, the component and action
identifiers are passed in the query string or form.
Other parameters in the guery string or form are
packaged into a parameter list. -
[0056] The active proxy module then calls the flow
controller 50, passing along the identifiers and
parameter list. The flow controller looks up the
appropriate handler via the component and action
identifiers and constructs the handlex, passing the
parameters as arguments to a constructor {(not shown}.
Using the handler 52a as an example, this handler would
processes the request, using a data layer (FIG. 5) to
gather information needed for a response.

. ' [0057] For mail system access, for instance, the

data layer communicates with the protocol engine module
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the interface between the client and the system (i.e., the renderer nodul e

44) . [006%* SRE ?ﬁn of the front-end proxy nodule 30 tﬂcgﬂ%ﬂ%ﬂ&ﬁ%ﬁr0t°C0|

translatlon S described with respect to the bloc agran1of FI G
12: Certain of the illustrated operations have been described in detai
above, and thus will be described only briefly belowto avoid undue

repetition. BegknioRdaal Bh@ckni2onaRela€EESSor €HHEELROENEAMBENENES
received at a pr oxy modul e 34, 36, 38, 40, at Block 121. The access

request is tr&ﬁ?ﬁaﬁe@aﬂﬁbéxth@aé@ﬁﬁ@ﬁr|ﬁFeﬁﬁd@@SErb@@&@If@y BHaMBEe - nor e

of the ha”d'er%o%%%nﬁggtl%hstQEﬁ égﬁer[ggﬁéhngﬂkg hﬁy BEC éﬁgggﬁgﬁﬁﬁsg've”

mai | system 24, i'n response equest
data, which ha§oaldééﬁ¢rbe@ntypaasbﬁtEﬂfommatﬁbe cenwhnasi ahéovtaeeipnot ocol
by the protocol is, rendered BIo k 124) and returned to

e nodul
e o B O Do D U R i ghEi ol HGSTREer POS: PebehT gt REALED ock

126) . Dependlngc@@@ﬁttthBahbh@MbﬂrSﬁsatﬂéﬁsde§M§@§rhﬁétﬁértBﬁeC|lent
protocol, only portions of the data correspond |ng to el enents of the
2

conmon |nterfaé@qu9ﬁ§téééulﬂhb€ spevauppdr tedabpthre bRhdherpretoéél are

rendered or tr I ace protocol elenents may be
i gnored or pro%gésggggégg? hgggﬁgﬁ%mgaggé?%§0038 PCT/ US2004/ 005474 to a

default or err@pbopBdpcesshhd snkemmatasnnptsdedabevk. bjy0063] hkhdshoal d be
noted that the gx;ggsible ﬁgonngg core service archi ecturg of the
front-end proxy22nBahl &35 REGTAPLY HR AsEORGR EOURRFet §UGP 28ppli cati ons.
One such app"6§§'Qﬁl'§akOIﬁE”£§§§rc¥arf893e§8ﬁbl€0nhnﬁ§o@ﬁdébeoﬂlSparate
nmet hods used to "respond to TP requests froma Wb a gllcatlon

Referring nOMIEEtFnQEblﬁ Eﬁékﬁupalﬂﬁﬁudﬁﬁa(Kﬁbéséatéys? fn 20biKavi ng an I
extensi bl e archlLLect Yrg,h B +ALHOLIRNSC ML DL AErBLCRERR1LNYENT hQBsk fyNOW

descri bed.
along the InputSource, locale information, the name of

the template to be rendered, and an QutputStream. The
renderer module 44, making use of the XSLT engine 46,
renders the page into the OutputStream. The
OQutputStream is then provided to the client by the
active proxy module using the client protocol.

[0059] The above system provides a generic
application framework following the classic

model /view/controller {MVC) architecture that

K

implements most of the application infrastructure. One
important feature is that a base set of functionality
may be defined for similar services and then extended
to provide the service-specific functionality required
to fully implement a given service. Within a given
implementation, the flow controller 50, the handlers
52a-52n, and/or the data access layer are fully
extensible or replaceable.

{0060] With this in mind, supporting a brand new
service simply involves defining and implementing the

data layer, defining the control flow and discrete
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The conponents of the Wb data access system 100 conmuni cate

bi-directkggally, and they illustratively include a user request 101, a
Web serverV P08 oxy  server 104, and an extensibl e c8REASPIAP0MGEL em
106. [0064] More particularly, the user request 101 refers to a user

using a web browser or web application to request a web page (e.g., froma

PDA or personalaciﬁ(gﬂqsutt%gﬁno%%% the Jeauest, IS gsf’%g%{lﬁ’twhe wecq:oﬁeirevrer 102

processes the request. proxy server 104 assi e server 102 in
processi ng t he maiulests0 }Fornc aidmiisan aud dogdsmenitd rgr oty Sertearf=kix here
functions simlar, .tq.the pratocol, interface device 14 _di scussed abqve, and
the ext ensi bl e "€ort 331% eg‘repréry}é:teerﬁl'fOG VOB FREShRs Snshitied 4&3 -a %f@%ﬁare
modul e that is otHHEY O, IsthppRHtURGt I0mal tthddh @ PIQEREMh A5 W1  be
appreci ated by those skilled in the art. O course, in sonme enbodinents

t he proxy serveéXi4nghdeawionsilbivelvesnmediingr mdysire phk@@esodicd ad

| mpl enented in eclitf(—:]c jﬁ%&t a H%?fsc%t%%' C&3.e0 19N V%rnst’rofl%re)fn%m & 4@0651
The proxy server 10: provides a procéss o provi di ng cachéd or storage

i tens avai |l abl exragh hetrhidre rss &2ee B nwWiioc B uape rdl evieli tdonalr e IriesdH ce
intensive to 20 WD ,2005/ 020038 PCT/ US2004/ 005474 access. The proxy server
104 accepts UREEGRtHed funsddoneldiyri @nonest intnde 8814, P4 eriegFds1d f or

such a URL,i1&5§’ﬂd¥%f@%ﬁetﬁ%tRb%BiEh%?%lﬁ%%%Sam%rt5@33 e tiing URL in
e

its local cache. If found, it returns ocunent 1 medi ately, otherw se

it fetches it fihemremwereanpoduder ddd . saves a copy in the cache, and
returns it tot quest.er pages.retyrned LOXY.-Seryer. 104
$§¥?. ?geralqgn.%g Thle %%0%% e%% bg%ggfm%dﬁig45% To

can be either s or namc I'n naturé. e pro ver may
communi cat e W tgerfappl ptatioedlseruwasd atiotatia Farvees, dasedribadhiwd th
speci fic enbodi nent, the extensible controller S%‘St em 106. [0066] More

particul arly, tREPEGEReRts BLofkediagram of FIG. 12.° Certain of the
illustrated operations have been described in detail

above, and thus will be described only briefly below to
avolid undue repetition. Beginning at Block 120, an
access request or command is received at a proxy module
34, 36, 38, 40, at Block 121. The access reguest is
translated into the common interface protocol by one or
more of the handlers %2a-52n, at Block 122.

[C062] Data is received from a given mail system 24,
26, 28 in response to the request, at Block 123. This
data, which has already been translated into the common
interface protocol by the protocol engine module 32, is
rendered (Block 124) and returned to the client, at
Block 125, thus concluding the illustrated method
(Block 126). Depending upon the particular features
supported by the c¢lient protocol, only portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocol are
rendered or translated. Non-supported interface

protocol elements may be ignored or processed according
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pr oxy server 104 illustratively include an aggregate server 202, a

render er quﬁ&%m%ﬁ%s an XSLT engi ne nodule 214, and a n@gﬁgé%éé&ﬁ%ﬁg

storing a sefiés o tenplates, simlar to those describ
conponents of the extensible controller system 106 include an action map
204, and a series of handlers 206, also simlar to those discussed above.

[0067] The aggtegat @c$8LYer 0208rpP8Ef grABeLhengPseRERS] NGs0hotBAON NG
information and passes it onto other conponents for assistance. The

render er nodul 8P0¥€2 renders the resultant data into a viewabl e format.

The renderer mdyks;212 spksnouos 8L Lhee¥SLl,Enghoc, PBguLg, 214 and any

necessary tenplates from the neno render € page. [0068] The
aggregate servepmB2 sendssdaticéoatbhritactuna oBptRO4frvhtebntaprbayns the

control flow and Eangées t he bus%ness éo icin the s§st m The action map
204 interacts WPEHLE d8r7R% 3FSRaREI BFed268T Fh¥2THah¥I @F 206 utilizes the

data | ayer 2083%?1&@5553M§. ORE O ABL | 9Ppl [ eAt Pbhel sdabasgapeses 210. The
ot her data 21 2005/ 020038 PCT/ US20047 005474 sources 210 may i ncl ude,

for exanple, XWeriepsweboubeeminasuefveheaflippargyteonethgdsnhsedation
related to there%%BhSPEé.B%Tg;fég€89££0ﬁ£5ﬁﬂé &Sbgap%fi8§££0n?a'e”dar or
g OF ent |

contact), or a provisionin aut cation €rvi ces and dat a
relating to a Bsferatngundw tO0BBESThe sy&tBm & umehi dasa byicbaysng a user

send in a URL as.a u equest 101. This request.,is receiyed at the Wb
server 102, mh?gﬁtﬁﬁsigé %ﬁ 109t %%5?931§L?v%¥cﬁbﬁe?5?r%rb%essing usi ng

standard mechagkegBaifte §ien PEIL OSPEscOT i £¥SPLEn s by ' SEKESELYQYI d .
pass a WAP paraneter query string and/or formvariables. The aggregate ™

server 202 conpbfefempenents ppbxihedickrdaba a¢eess nsyetenht0@onponent I D, -~
et O 37, A FALAEE 1S PRSEE O, 1 . A0y BB Sae
include a user request 101, a Web server 102, a proxy

server 104, and an extensible controller system 106.

[0064] More particularly, the user request 101

refers to a user using a web browser or web application

to request a web page {(e.g., from a PDA or personal
computer). Once the reguest is made, the Web server 102
processes the request. The proxy server 104 assists the

Web server 102 in processing the request. For

comparison purposes, the proxy server 104 here

functions similar to the protocol interface device 14 i%}
discussed above, and the extensible controller system

106 would be implemented as a software module that is

run on or in conjunction with the proxy server, as will

be appreclated by those skilled in the art. Of course,

in some embodiments the proxy server 104 and extensible
controller system 106 could be implemented in different
physical devices or servers, for example.

[0065] The proxy server 104 provides a process of
providing cached or storage items available on other

servers which are slower or more resource intensive to
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the query string or form Al other parameters in the query string or form

are packa i.n a paraneter |ist. [0070] The aggregate server 202

t hen cal | g\%ﬁﬁ%fdgg(ﬁ}?on map 204 of the extensible control &&TWQ‘E‘@Q?“%G and
passes along the I Ds and paraneter list. The action nap 204 | ooks up the
appropriate handler 206 via the conponent and action IDs and constructs

the handler, passifyg tHe &gptﬁ . lggg{%osc tructor. The
handl er 206 processes the %g{qu st Iusvse?ﬁflg t%e a aélqé%/ﬂg ngo@?t% gat her

i nformati on neededifdr prafEsponden itheddatiardsayerr2Q8 st | for edudlewe
information fr ot her .data sgo s 210 |.ocated w thin_the network or
external to tﬁjealhetl%)rslgmﬂ“?e Or%r]gﬁ}ﬁ %aﬁlcgéa%% Yt  the request
shoul d be for wateied tiggan®hamn Rand1Qca20@achy., iffe itSudEsUt scahipld be
render ed. [0071]%;f the system decides to render the data, the data is

passed from t hélas@cemertes inmadd ate livhe oddisiton s e 2L tWE Qo830 200 Igrom

PCTI US2004/ 005474 ,mp .20 b t.0 .aggr e.server 202 of . the proxy
server 104. The aggregé:’f%e%’gg%\%%f %et eanq%ﬁ%gg ﬁ%le rcganC e‘?’era%n%dule 212,
whi ch i nvokes tieguXSlsT iéngionehenmucishe s34 .aTheama grac asstaryndenpt atkes to
render the data into a vi e\ﬁﬁle output., This output is then  returned to
the Wb server PT62Y% §%&&FTe T SRl £ S ¥ Wb s A result of
the user requeslati@d. ThEOp2bxNeMA0UDLSHRRS ddmRIni&hdd JBracessi ng Vb
~data using the extensible controller system106 will now be further

descri bed w t h2Pgf-dérafdent §epvEers1r d{?@laesﬁéﬁfleiréul aridy in hiks.=di agr am
illustrates in Is e C i . i ractsi on of .the proxy
server 104 andsg %g%g%; eﬁglgéﬁéhggﬁt’r%ﬁ%e%%%?g% é%ﬂ%0§$%%ﬁiogllseyrstsgﬁ ow
begins with a 386r request 101. This request is sent to the Wb server
102, which pas the ipformation tqo the proxy server 104 for processing.
The proxy seri§§6f34 in&BE@spﬁ‘l’f 15YdPEGdr e T8Er FORPIgeftSy of the

proxy server 104 illustratively include an aggregate

server 202, a renderer module 212, an XSLT engine
module 214, and a memory 216 for storing a series of
templates, similar to those described above. The
components of the extensible controller system 106
include an action map 204, and a series of handlers
206, also similar to those discussed above.

[0067] The aggregate server 202 performs the
processing of incoming information and passes it onto
other components for assistance. The renderer module
212 renders the resultant data into a viewable format.
The renderer module 212 makes use of the XSLT engine
module 214 and any necessary templates from the memory
216 to render the page.

[0068] The aggregate server 202 sends data to the
action map 204, which maintains the control flow and
handles the business logic in the system. The action
map 204 interacts with a series of handlers 206. The
handler 206 utilizes the data layer 208 to retrieve

information from other data sources 210. The other data
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processing. [0073] The aggregate server 202 determ nes whether a context

i's availaS*gBmﬁ@mﬁ$£ck 302. If it is available, the sysﬁfﬁﬁﬁﬁéﬁwggxfhéo

t he next e the IDs (Block 306). If it is not” ava
systemw ||l first create the context, at Block 304, and then continue
onto the step to mne the IDs, at Block 306. The action ID and conponent

ID are al so m nedrodls @10 W sYere, THRTE cixldfp1dl, 0BT (e Kequgst
paranmeters and any form data, are packaged into an envel ope and gat hered

toget her, at Blotki3egsql0@raxyAfImRdie ipfocadiion sedatiesd tro th&ss t he
data fromthe %%%%%gg%efh%f u"s%lrrn%galfl'%aﬁtﬁ% actl o ”H%—n%&l‘i of e 48%t ensi bl e

r
controll er system S vOoKe procedur € Wil pass i df ormati on
pertai ning to orhecenwelOpecram acbivisicadeg ER dorpenehicntDcatdo23 WO
2005/ 020038 PCT/ US2004/ 005474 context, info to the action map 204. The
action map 204 5¢CgdEesugnchdate FatdNIBItocR FFGE &FF Y& er ni nes whet her

the action exighdeoat Bl atle 3l2+ef Fihcle8sis PR ViRV @S elO slhiel next
step to determne whether the” action requires authentication, at Bl ock

316. If the aét{UBh aces Woerexiesiuesthd0dysTdmsr eaduerds ishaegefast

action, at Blo , d.t d rm ther. the. actio ires
aut henti cati on%%at%%%l 8%% ff% | 03‘3’?}' %g?ﬁl:ﬂ%%psgénst ,Orgll ftot f]ttgea%trirogﬁudoes .not
requi re aut heskireatri A04 tie gysicemsdeayensines sitfanalay d egudsihg smar €or
pendi ng, at Bl ock 320. If the action does require authentication, the

system t hen det@fnPrESARIt-h&PL REAPSRY e Rt 55 BT STutREE PAE8d st at e,

at Block 318. lhp pASaRRRLIXGusty Brandubhenticaled shalighiche wwstem |
then determ nes whether a requesf is pending, at Block 320. However, if }

t he context isagetregatan servieeni0garetposeate Oft Rdes paEn seryeds 104e
request 10 Lhe JLeLLEEYEs UHLAY R o3t aBhe8 Tt arintiy authentication
parameters based on data in the request. Using the same
WAP example, the component and action IDs are passed in
the query string or form. All other parameters in the
query string or form are packaged up into a parameter
list.
[0070] The aggregate server 202 then calls the
action map 204 of the extensible controller system 106
and passes along the IDs and parameter list. The action
map 204 looks up the appropriate handler 206 via the ]
component and action IDs and constructs the handler, {ﬁ}
passing the parameters as arguments to the constructor.
The handlexr 206 processes the request, using the data
layer 208 to gather information needed for a response.
The data layer 208 will retrieve information from other
data sources 210 located within the network or external
to the network. The handler 206 then decides whether
the request should be forwarded to another handler 206,
or if its results should be rendered.
T [0071] If the system decides to render the data, the
data is passed from the handler 206, back to the action
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[0076] At Block 320, the systemdetermnes if a request is pending. If a

request |sw8ezﬂlg§/d(}g? et he system executes on the pending i’ﬁq}aﬁﬁ&"éﬁ@%@gﬁs

to next stagde, rm ning whether a process is in queu
I f no request is pending, the system executes on the action and vali dates
on the envelope data, at Block 322, and passes control to the handler 206

to create the agdp omodbanshersadt B Ayt OKe-vdhea@etipnhandt ey is
created, it is initialized, at Block 326. [0077VThe systemthgﬁiL Y

det er ni nes whet3RFVHAcKf olie arBEERinFIEey 12@dhen ®iloek @28, I so,
a background Nalithéted snsdPal oo At Bk ke £1hd Nes SR et er mi nes

whet her a process 1s 1n quete, at 24 -- - —---ooo o AUEL TR
2005/ 020038 PCﬁhMMEﬁKREHOﬂEﬂ%#ur&améséhﬁy tdameEveette s 1o hestdrmourtes

processing is n al | ovved t he stemthenirocesses the action handl er,
at Bl ock 330, affﬂfél HeH-¢ et quﬁ'@ hig QUEPWERZLS BRI ting t he

system at Bl oGle@dddasgHeRedelaananahel helrd RIERES:d Sad Ty the
queue. If the process is in the queue, it then determ nes whether the

action i s conpleiewaizke Bf%?:l?awo aSI fo s Proces S hies urr negudst uble, then
it submts it t gue k 348, .and -then .determ nes, wh er the
action handl er '1%56 onpl e e gtr ock l[tﬁ%;é‘]e({]flrf e Bt ojﬁlc-h%eg:f
conplete, the simtemsirgt uhes extenadbilen danaﬁﬁ:}cerlerxeﬁysttenatlﬂ ek 1352, | f
the action handler |s nQt co the s pendi ng render

ete temreturns the
result, at Bl o %E FHIEDGH %sctﬂlb@ﬁie Wlé%’i&seﬁqq%%er :'Ft%dﬂ&i Bidcks 352

and 354 (retur Mg RiAthien1a186t ke shandSanl 63Ul s1Yadendi
result) will be used to del,‘lt erm%(rzle vvhgt her gt%:z)a renderStt%Lae rceisrpugjilI at Iock

334. [0079] Mebzdd ithg aviogesshagr ead tigitefradid ost efs thd lpustRat ed at
Bl ocks 332 (re%%&%'xeaﬁiiénds%%e( %E%E@lble controller system 106.

The system flow begins with a user request 101. This
request is sent to the Web server 102, which passes the
information to the proxy server 104 for processing. The
proxy server 104 invokes the aggregate server 202 for
processing.

[0073] The aggregate server 202 determines whether a
context is available, at Block 302. If it is available,
the system will move to the.next step to mine the IDs
(Block 306). If it is not available, the system will
first create the context, at Block 304, and then
continue onto the step to mine the IDs, at Block 306.
The action ID and component ID are also mined out of
the system. These IDs, along with the request
parameters and any form data, are packaged into an
envelope and gathered together, at Block 308.

[0074] An invoke procedure is called to pass the
data from the aggregate server 202 to the action map
204 of the extensible controller system 106. This
invoke procedure will pass information pertaining to

the envelope, an action code, the component ID and
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action handler result) and 354 (return pending render result) are used to

deterninevwgﬁhg JTAme render the result (Block 334). If $ﬁ)1&§kﬂeC|des
ensi

to render result, the system sends the data fromthe ex
controller system 106 to the proxy server 404 and renders the data, at
Bl ock 340, at the renderer nodule 212. The data is then passed onto the

Wb server 102 dodtegtitsphay tbethesdbtioat mBboak4342heascaibaspapsaouo the
user request 1Q1. However, if the system decides not to render the result
and has i nst eadO9¥8i 4edthe rethaPd 2EhBLPEkuddf  andnBehermaBefon handl er

for processi ngynck g Syke EEB&'@Xgét%heakDBﬁgﬁﬁ 33b Breck:3gBes, retri eves
t he envel ope data, at B 338 an én 25 WD 2005/ 020

PCTI US2004/ 0054h4n lidbokevap thethppnepti atepatbi dateatmiBeowke8her The
systemw || |ogp,around at ..l _a deciLsio rend o2 result
R g MO | ' 2 Sl

i nvol ves usi ngaatishngbessaytcexiet, d@ﬁb”b?@tbﬂﬁré@ﬁﬂ@ﬂéﬁt&héﬁHEEauﬁhe
system In this particul ar enbodlnent the source is an XM fi but

other formats GGlR@RpealisBUOSK Réfr, 284 tﬁpn|d5§eaﬁﬁpééuah@ahsy Fh@se
skilled in thea%rfﬁonTng{ulJ?QQrQStH‘QH{:gCQERbHe Lhepggdg bgét handl es the

request, the URL syntaxX and paraneters | ates or e used to
generate the ré@p@ﬁée fohtthhlseQGEBt, aﬁdthbeactmonldgesnhotnmﬁqumréor t he

request, for exa %g Tge codg thgt handl es the_request, ?Iong W th
t he paramet er 8 FFS PR 5RY BYSTRR SGLEERIPSS LfedP¥ tREVEELFon
handl er, pass the p@ﬁa@ﬁgLyatypﬁackpazanEtgr&heaadtmaﬁSd@@att@hu&@elt for

processing The garaneters i ncl ude té pe information allomnng for strongly}
typed data. ThéuparahRefekionmythessypkeseiharddehsraprrenghebheretiered. =

The template opoheaplaiesiare 4seAlshoigenenabeathe Lesponse 595 the

request. If an attenpt is e 0 generate a response other than to
the context is in an authenticated state, the system

then determines whether a request is pending, at Block
320. However, if the context is not in an authenticated
state, the system returns the request to the retrieve
default action, at Block 314, until authentication is
accepted.‘

[00761 At Block 320, the system determines if a
request is pending. If a request is pending, the system
executes on the pending request and jumps to next
stage, determining whether a process is in gueue, at :“9
Block 346. If no request is pending, the system
executes on the action and validates on the envelope
data, at Block 322, and passes control to the handler
206 to create the action handler, at Block 324. Once
the action handler is created, it is initialized, at
Block 326.

[0077] The system then determines whether background

n

processing is allowed, at Block 328. If so, a
- background handler is created, at Block 344, and the

system determines whether a process is in queue, at
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what was defined an error is generated. [0082] The source woul d al so define
the routi i nf tion for the request. Oten tines, it | desirable for
a handl er 828@(0%4}& work within its scope and then hanHCSf‘{SZ%“éﬁWE to
anot her handler to allowit to performits work. However, if the handler
attenpts to hand control to sonething not defined in the source, an error

is generated. [DQR33] fdaemoiaall anS & AMAPPITDR L i dPris qxaple, the
source may be used whenever generating URL's for use within the system

Mor eover, requesitiowzgi \WOIZ0GES/s0200 3G16PCH1UIGSZEE4/s0 47 A ctrimt ihadiwr be
separated fromg} cl rocessi.ng of ., those.re t.S. ntyol .flowis

t hen handl ed bya%%é%cc%%g?%e%t%dz%q%e J%eytﬁrélnsn %r}:]loet %%%%tal}dh anatnBr oecrk. The
handl er woul d t38n Revilsy tdslg tihe: contten,| et BA ot BRal 1 ragest to

anot her handl er, Thus, incomng data may be kept in a known state for the
life of a partitHSHNISqHESERFDE AT RS Sadc Hér TRSHBEE - ol Thes

enforcing conty0l-ddowd a&loﬁgﬁéi @%@ﬁﬁg%ﬁr Se?RERdl &y iy call

anot her handler directly to wor'k.” St anot her approach i nvol ves
keepi ng the harditdion: iselcaripdeite sl 1Blamk S50l 1 That pdryceds slaniddt | i mit

the handl er's purpgse.-and scope t.Q recei.ving,requests and calli he
appropriate bus?inng:g‘éa Ic%l&u@ "t %'%&Slt H'%r S‘%ﬁ‘bl\éc?egitr 33’ %Z‘sewqus?ue,&n&théﬁ%ctk
variation involadss keepithgn cadh hand L iwHaatusedhen aend drasiandd: upon
conpletion of the_task, allowing the results to be rendered or forwarded

on to the next q?gl!p&|e§,e_, F@O@@P_c}-? *%-her variation invol ves provi ding an
extensi bl e mechagi7ay for rhapdll g Uglﬁ{n%blte'iati,sC%Bmpﬂ%,e ’dk{%“%?g)s‘% -

needs, as well as grow over time Wt ecom ng overly conpl ex.

| oadi ng the systamnst fbeusetion dbinglter gpsciltty atpBlesrky 3520 Ifeddwedary
action map. lna%%&%n“%%hdg%%e&gcn% SE%%%aete, the system returns the
pending render result, at Block 354. The output of the
steps illustrated at Blocks 352 and 354 (returning
either an action handler result or pending renderer
result) will be used to determine whether to render the
result, at Block 334.

[0079] More particularly, the results of the steps
illustrated at Blocks 332 (return result), 352 (return
action handler result) and 354 (return pending render
result) are used to determine whether to render the
result (Block 334). If the system decides to render the
result, the system sends the data from the extensible
controller system 106 to the proxy server 404 and
renders the data, at Block 340, at the renderer module
212. The data is then passed onto the Web server 102 to
display the result, at Block 342, as a response to the
user request 10l. However, if the system decides not to
render the result and has instead decided to forward
the request to ancther action handler for processing,
the system retrieves the ID keys, at Block 336,

retrieves the envelope data, at Block 338, and then
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| ogi ¢ and control fIOM/nay be specified by the primary action map while

still pr oMy user with a nethod of adding or nodj
functlonallﬁ &gﬂ er approach is to provide the devel%%épga?% nggenerlc

nechanlsn1for respondi ng quickly to long running requests to avoid
generating a tinmeout. This enables the devel oper to specify background
processing at kidhierum hand@ird@vielte eictdlon, hateMlids: syst.emhe27 WO
2005/ 020038 PCT/ US2004/ 005474 [0086] The abhove-descri bed extensible
control ler is P&t ylorl ARAGEb IS 1Sad’tﬂ>rlé’efsqu’@?1§h@r desHsAes in

Veb or HTTP- based ,aRpld:Ca 11l 101: o AltSha el yild ﬁ%qa' 3 ool ated by

those skilled in the art that is sanme archltectu extended to
support ot her 33fes of non- HTTP based applications as well [ 0087] Turning
nowto FIG 6, ﬁyﬁq? ternate nbod f t he protacol .interface deV|ce
19" s now desKBd | @RS Ag S B GAPen £ A R VS o i eeEs 2 1o a
data storage deMirgfle Sl s fidie dBinisYS @RS ciponedl's wa&hindh@edefi ned
in configuration files stored in a configuration file store or nenory 31'.

In this way, deﬁst&ng vén-iise e rddiced ity emkrddpsiniteattihen seeerroper ancan

| t ! t | t f
i ch i was Wit B L oORR] KBS o Ee R gar Rt rdy Be i € oof the

front-end proxyﬂﬁddbbea@@ramlaaesemaraheseosﬁaﬂé&ﬁ ah thheamtotdhab
interface device 14', ad t ousl aIIo le a _prinary
and secondary $ét* 5F W@8§2F§%$§ §%P'F89 Paﬁ § ﬁﬁr @o PAYGCari on
file is specifinedRaNYyhESOUREES p@@f’:ll‘n@@drbm Eempilbh c@vent icdae Lese
specified in the primary configuration file. This allows the user to

specify a cor e *9eUeHPIAESOGNCe S eHRENSENERTL WGk TERBRSEe B &bgarti cul ar
| pl enment ati on. ok AARO% MGV, GOR! LAU! %gggasft' | 83 R%BR 8l ored  Tor

processi ng operation erent network | or exa
configuration fli00831f or Ghkackdperthat handles the request, along with

the parameter definition, is used by the system to

R

create the action handler, pass the correctly typed
parameters, and pass control to it for processing. The
parameters include type information allowing for
strongly typed data. The parameters may also be defined
as optional or required. The template or templates are
used to generate the response for the reguest. If an
attempt is made to generate a response other than to
what was defined an error is generated. oo
[c082] The source would also define the routing
information for the request. Often times, it is
desirable for a handler to perform work within its
scope and then hand off control to another handler to
allow it to perform its work. However, if the handler
attempts to hand contrel to something not defined in
the source, an error is generated.
[0083] Other variations are also possible. Fox

- example, the source may be used whenever generating

URL's for use within the system. Moreover, request
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operations for interfacing the front-end proxy nodule 30" and protocol

engi ne nody ' y be stored in the nenory 31', as I r
WoSerbnanR Y@ﬁﬁ&g&q“z& %%4 for

network | ayer operations performed by the flow control
exanple. O her types of configurations files may be 28 WO 2005/ 020038
PCT/ US2004/ 005474 wused as well, as will be appreciated by those skilled

in the art. [0QQtihdsE oy By aldptafide @losd deffrably psheddigs dhe
i npl enentation class that is created to handle the response to a given

request. This rdkEs itequessisplCentaode oy sl gy helnahird thie dsehavi or  of

an object in I r onpl et e it chi ng
behavi or and s?:rog[ﬁ%o?h o?)feécgjﬁ %&%&ggﬂ'%ﬁ g%oé’a e%{s:a%le(%:]iefrl'eglaqé]n a
configuration fhdrelled oA d dowdi rApdly efsi hese domt qyloper tiesforward
devel oper can have much %reat er contro). over_ nenory consunption and

response/ r equest 5T EntHes1 Pandladdi (55 oM thtdah? Ma%s al so

allow a user tf spedl iy RIKHRRE sreqeesor ftPle a (H/ JF ILSUNCR 1 ghhi S
makes it possible to support data systens with different request/response
formats. An exagsiv@sfE. configuration file is provided bel ow as program

listing #4. Thi nfig ti ile._l itahle fqQr a data .Store that
supports a V\ébBI@B%ﬂterfal&rc%, a%gt&egcggiggﬂcgbg\p&ol&esi i Oercc%lsge of the
protocol interfcactrddyvifi®w I4roughprthicocylsteng iwhe tdhaines Uppaiis aldAsbDAV

interface. However, it could be us%g_ f or_ .ot her t)r%))tes i nterfaces/data
stores as wel | PO0G§ ARothsd #arrdsTheingEd % it 29 it tEdiditon 914 he

content class gpeghlred oa%'f&e,ih%%g%%eke@e;}i%%;_tﬂéﬁma@-lcﬁ%x%oed fy a
command to further identify a given resource. ‘This allows the user to

per form mul ti plrelagiifvedvesmadperat enspde -a Thiaken s, e$durc avitlyipd, imdd: wi | |

be apprect at ed e HAPEA <8H1Y bRToble! e ool W ke AL L Huddt
and calling the appropriate business logic to gather
the desired results. Another variation involves keeping
each handler focused on one task, and upon completion
of the task, allowing the results to be rendered or
forwarded on to the next handler.
[0085] A further variation involves providing an
extensible mechanism for handling requests that can
handle immediate needs, as well as grow over time
without becoming overly complex. When loading the
system, the user is able to specify a primary and
secondary action map. In this way, generic business
logic and control flow may be specified by the primary
action map while still providing the user with a method
of adding or modifying the functionality. Another
approach is to provide the develcoper with a generic
mechanism for responding quickly to long running
requests to avoid generating a timeout. This enables
the developer to specify background processing at

either a handler level, or at the entire system.
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14" using configuration files will now be described further with reference
to FIG 1 iL.onLng at Block 140, an access request o $

recei ved a.ogﬁgéa&E?2005/020038 PCT/ US2004/ 005474 proxyﬁ ﬁ@§?BQ :?‘%Iock
141. The access request is translated into the common interface protocol

by a handler 52a-52n, at Block 142, with reference to one or nore

configuration frologg] Dat ahkhaboks-tieeerysddf eafentididatantystiamr( Blsock
143) in response to the request, and which has al ready been transl ated
into the commpRarticalpady pAsebEsnesySt herpretsessiBaAgPROTHSAINEIS2 | s

formatted int0:a Lespegenrandonendonsty st bback obttoubgaingdl biaals done

with reference to one or nore configuration files. The rendered response
is then returhedaﬂeothppmbc&ate@Bbgckh@&E)skﬂhagdconchhaiﬁgttﬁ@at
illustrated nmethqods, at BIo% 146. - 0094L Re%er&y now. addi |%%%{ry to
FIG 7, the protocoP®BRgPRELMEEFETS2 /Y1 PonSw 6E8Ss &R BEEPOX

detail. The preipeal ogngbnesi@eube s34 apgzhda&lo@sf@@nawqak to incorporate
various interface connector nodules 70-/7 that comrunicate with vari ous

mai | systems udiPR§7di f f eFenipgonetols. Fike frofdcltexgit€® nodule 32 al so
provides a CO”ERQOHEhghkaB% %Ned§?@t§@6§DéMteE? L RX AR @e fhaat %h%dw ients,

t hrough the front pr oxy use to access various na

accounts. Commoesopdbatii.ofs thkelﬂQUBteath embpdnmentesgédtm&MURéaéers of
new nmail and d ternlnlng % gsence and si ze g&e tta hnen Egput

downl oadi ng Qnﬁagé Ai § P§a§ EVeRtr AMF opér atiTofs yS'er or fred ¢
directly on thassquaee? ard aakynbae1ﬁsa@ﬁthghre@h@nlsll@et@mewe@,lm0095]

The protocol engi ne nodul e 32 uses an appropriate gne of a %Lurality of f?
i nterface conn@ctenfigygatéen7dite s6oxecessremRay] 3dcécodht thal W6t he -

connect or modulegs, ;0g1§igr@&§@ﬁ9'$a%gg899£ 3nC PR caRbh CREWper

programm ng i nferfac hth
can easily request only those properties required to

support the client for which it was written.

[G088] A resource manager, which may be part of the
front-end proxy module 30’ or a separate component of
the protocol interface device 14, advantageously
allows a user to specify a primary and secondary set of
configuration files. If a secondary configuration file
is specified, any resources defined in it will override

those specified in the primary configuration file. This

-

allows the user to specify a core set of resources and
then tweak them to fit a particular implementation.
[0089] Moreover, configuration files may be stored
for processing operations at different network layers.
For example, configuration files for data layer
operations for interfacing the front~end proxy module

30/ and protocol engine module 32’ may be stored in the

Wt

memory 31’, as well for upper network layer operations
performed by the flow controller module 50, for

7 example. Other types of configurations files may be
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adapting the protocol engine nodule 32 to support a new 30 p~ e WO

2005/0200§§0§&gk §904/005474 prot ocol anbunts to sinpl¥ﬁg€ggggm@%?fWI'

interface ~connector nodul e. The connector nodul es 70-77 ten in
Java, for exanple, although other suitable |anguages or protocols may al so
be used. Overall system performance and availability may be inproved, for

exanpl e, by proxkdi B9 gubiiphs gynambeabbyrkeadtchabanegdspr 9kotokgengi ne
machi nes. [0096] Results received by the protocol engine nodule 32 from

the mai|l syste#® Rhe 26t.28 are simlarly translated into the comon

interface prot for gr j into | i - protocol, if
necessary, and?§§gg niss%o%gﬁﬁfghggFgﬁb.fiﬁé %ggélﬁgggg%%ﬁg i cated back to
a client prefespbtyfiasl ude tmbyemdatatibat chassr enqaesiedchygatbd ¢ebient.

Dat a correspondiggeto features that are supported by a m

p y mail _system
protocol but nBERBYyeatRfi EREPEREEOEDI AndyVER r?ﬁﬁﬁ%FatgﬂlﬁnFBkF%elﬁoﬁnDn

interface protoc@pbiebdbttbr PBYs8L§R DG &Hﬁﬁgédtﬁé hangdiedraggording to a
default or error processing scheng, as noted above. [0097] A nethod of

prot ocol transbhitoh isiagdahe mpdelocor emghneompdetelg2randarat ékface

connector nodules.71-77,1LS.naw descri i t.h.referen F .
Begi nni ng at §?%§§lﬁgo?e%%§%%%e%§8r%%Egg t§1ko5o§%§hdr§§u%gge#v d?ig? Bl ock

151. The acceskergguestiedisifiransbafeguratooa pidéocwitBupported by the
target data sgstenl'at Bl ock 152. Data is received fromthe data system
in response toCPHRIPREHRRtOL abRBPBCkWASRIOPGREIPE | & FEEARSPREEICPRt 0 t he

comon i nterf aggye PLOLRCO eaflr BEOEErdD4ovERT hBRE XY 8885 aHERLAT ahRe data

into a client protocol nmay be perforned, if necessary, at Block 155, and
the data transnespedseidredecstiparfarmaBreck 156, thus concluding the

-illustrated net&@&l]at f%oggd% EOn,'configuration files also allow a
user tc specify multiple requests for a given resource.
This makes it possible to support data systems with
different request/response formats. An exemplary
configuration file is provided below as program listing
#4. This configuration file is suitable for a data
store that supports a WebDAV interface, as discussed
above, or in the case of the protocol interface device
14’ , a protocol engine that supports a WebDAV
interface. However, it could be used for other types
interfaces/data stores as well.

[0092] It should alsc be noted that, in addition to
the content class specified for the resource, a user
may also specify a command to further identify a given
resource. This allows the user to perform multiple
different operations on a given resource type, as will
be appreciated by those skilled in the art.

[0093] Operation of the protocel interface device
14’ using configuration files will now be described
further with reference to FIG. 14. Beginning at Block

149, an access request or command is received at a
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31 WD 2005/ 020038 PCT/ US2004/ 005474 [0098] Agai n, dependi ng upon the
particul ar_features supported by the client protocol, onl ortions of the
data corr ¥B3AUHY3E 0 el ements of the common interface BF%?@%BW“@ﬁE& are
supported by the client protocol are translated. As described above,
non-supported interface protocol elenments nmay be ignored or processed
according to r. erLo r.QC in C [ urni ng now to
FIG 8, an altg?%géggkgﬁggﬂiﬁ%n?lgf%tﬁgiébg§%- gg%?ﬁbg% %gtoégl conver si on
nmodul e ar chi t edtnamesliss enbviindes chieb edmmider é ntelr€acer pratolceéngiyne nodul e 32

t akes the form of uni_versal pro P) .servl, nodul e 80, ,and_each
interface con 4;éﬁn§ ”§§§I,a§2§X§%gahé§a W&%&eé?&%&eﬁngﬁgePnengﬁule
84, 85, 86 areRIT0MAGUWalN ol ligeant pa@petakitng sPrRRGQeS. fhBmt he
illustrated exanple, the different protocols are OM, |NMAP, and POP.

Further or di fiher éatapstsdesl < Bheypkbd43dppor regreyseotrespondragest.,

provi der/ conneqli PR Ral s 2310kl PEAAPLECHLINEL Y 1ntBORRSKLlded i n the

art. [0101] For a comon I nterface-protocol, such as g%e proprietary

i nterface protdodlerdeser predoalodvey the PRotsertl ehgimdulred8let 8kés

incom ng comon farmat requests and translates themi toa%ggas, using the
1283 BLOFK

defined i nt er f dSed OFBHERE FRESr PalESEORRECEEF FEAHCES e UP

servl et nodul e 183G alkg@ingkenikhe sl aonkt wieh relfesencel ke and ber mate t hem
into conmon format requests. Each common format request includes a nethod

request and a g@nfignrenéonodimles aTORLrepderag FEsponschgdénan XM
Coeren i BRlAER Ot oAy S, Uiy SO0,
84-86 for eachiduppdrtéed meithosigst e plotacdk6.The providers take care of 7
32 WO 2005/020%%%9§%T/US%%%%égggg7ﬁow additionally to FIG. 7, the

protocol engine module 32 will now be described in

further detail. The protocol engine module 32 provides

a framework to incorporate various interface connector

modules 70-77 that communicate with various mail

systems using different protocols. The protocol engine

module 32 also provides a common interface XML and

WebDAV, for example, that the clients, through the

front-end proxy module 30, use to access various mail

accounts. Common operations like retrieving only the

essential headers of new mail and determining the
presence and size of attachments without downloading
them are highly efficient. All operations are performed
directly on the source, and only the essential data is
retrieved.

[0095] The protocol engine module 32 uses an
appropriate one of a plurality of interface connector
modules 70-77 to access a mail account. All of the
connector modules 70-77 preferably support a common
application programming interface (API}, such that

adapting the protocol engine module 32 to support a new
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handling the calls nmade by the UP servlet nodule 80. As shown, each

provi der has a connection, which takes care of comrunicating with the
source maiVOWAREBENt on a target mail system |Initial PET/AN4O83éct i on
will also be the provider. [0103] The interfaces used by the UP servlet 80
and inplenented by the provider nodul es 84-86 define a |oose folder
hierarchy. In fact, it. my. b onceptual i zed. as a collection of

col l ections of ¥ Oetn%c?c}l ﬁlﬁ{cﬁngcrﬁ gze?n Solénplaiyneas%gjg‘g % 1%l d]é?’tfe % cont act ,

for exanple, afcramcioiheiodiaie IMremdaona-te@presanmed. 70:arh nd & has a
defined type (e.g., mai|, contact, appointnent). An interface for_ each

type of item dEHi e tHe Propertes aP dot idH Kt dhenvati & for
that type of iteMgfsdad d dLRPING Wiks ﬂ%f%éaqg%%cg.grﬁ?féﬂms%%ﬂyn

provi des nethods t0 enunerate the itens wt 0104]
connect or i nt erfeacieo ot gl -B& igedildd:y anagprivoninpayofai, tfee UP servl et

modul e 80 to communi cate w tor%l_.d'.fferer%:.provi(g\f(i;rr nodul es/] nt&_rface
connect or nmodul ¥ M5Sre Totect FHERAy DAL G emsti9a subset of

the protocol and{laind@y dbcEURRRIInA i digled 0l der (col | ection) of
itens, as in the case of POP. [0105] The basic flow for. an exenplary
common format [AQRRIst prisceEds deasdiveshdy THe Brdasaletendidit e 80

receives the reQuRste BNdidn GH MO AUGS g, F&atARS Je appropriate
provi der/connection. The UP servlet nodule 80 then calls an appropriate

"get folder" erimilEdtly thunmctliagedassde dthed aunmion hient dmiserd goeotwwrmiect or
nodul e, passing a tar System i.dent.ifier ug:p as a U tjggt was
5 n WO

Mol uded” i n ¢ RS oA AT Sibaudec It 1B domteet]

2005/ 020038 PCHdSHMAN0%MA + riEie il rdts 2 digfaftentad o Hbj ect
that inplenments the folder interface and represents the

communicated back to a client preferably include only
data that was requested by the client. Data
corresponding to features that are supported by a mail
system protocol but not by a client protocol may be
translated into the common interface protocol, but it
may also be ignored or handled according to a default
or error processing scheme, as noted above.

7[0097] A method of protoceol translation using the
protocol engine module 32 and interface connector
modules 71-77 is now described with reference to FIG.
15. Beginning at Block 150, an access request or
command is received, at Block 151. The access request
is translated into a protocol supported by the target
data system, at Block 152. Data is received from the
data system in response to the request, at Block 153,
and it is translated into the common interface
protocol, at Block 154. Further translation of the data
into a client protocol may be performed, if necessary,
at Block 155, and the data transmitted to the client at
Block 156, thus concluding the illustrated method, at
Block 157. |
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requested folder. In its sinplest inplenentation (e.g., POP), a single

obj ect COL{i‘,g E{(}a_lthe i nterface connector nodule and al so_re resgpt_the
mai | box f oVHSP™EHB6] The UP serviet nodule 80 uses t hePFTUFINEGYS4 %) der

reference to nmake additional calls to satisfy the comon format request.
For exanple, if the UP servlet nodule 80 needs to retrieve a specific
item it my figedgcal | muaiget depldriind Wikid Whe RASTiRAIENE sdgapest ed
URL, and after [It ha](s: thé%faé der,éﬂit v?n'nl@{ t hen (l:ealg)f%il al"getat}fter%' function,
agai n passi ng t3wprpdrRited The thes @ltiserdf prvdasalll,( Oplar onthemst orfimatteed i nt o
an appropriate,format, such as X nd retur in an HITP,response.
(0107 1o 1 R MR et SRR o G s A e o
interpret a URlprdiassad thataked eldpgbrithel apprors idtiemeiaiareel s Wil
not be conplicated because the provider nodule/interface connection nodul e
provi des the URESRF a2tk A sesnrdded e vEnl VODRS Uk tasy) lintegirace
connecti on modyl&,middy Ra degui ko ahout, ST e
gener at ed by thﬂe prO\}i er conr?egr%%(r%). A?ﬁong as ?}ﬁ\gdggl_sse%m%%on t ga

hi er ar chy/ col | st icork fand tumirqeerdrheprapssdery widhlerdse able to resolve to
the correct it na "get". function s called. [.0108] ,The provider
nodul es 84- 86 ﬁ&%ﬁterf&%&nlggnﬁé)@t i%h Elri@dul%és a§1-a§%e§|”]§ft§r ably support a
root folder. Ildmblinedtr @t thel d&oves-EiHRAMRd pridterdinkenve redlogndar,
and contact itens (as appropriate) should be itens within that folder if

they are to be dssEBIEIteRtangh i@ proo sesicrahgidne Hegg - the . ... VO
2005/ 020038 PCH/U32004/ Q05474 KO 92 3GGQI0RMEE sWrkh cane asscl-ah the

i nvention, a single, advantageous nechanismto access various types of
protocol s is prowxdedUFThissrmdeltamicsinle 80, and each interface

connector module 81, 82, 83 and a respective provider

o

module 84, B5, 86 are associated with different
operating protocols. In the illustrated example, the
different protocols are OWA, IMAP, and POP. Further or
different protocols may be supported by corresponding
provider/connection pairs, as will be appreciated by
those skilled in the art.

[0101] For a common interface protocol, such as the
proprietary interface protocol described above, the UP

servlet module 80 takes incoming common format reguests

S’

and translates them into calls, using the defined ia
interfaces, to the interface connector modules 81-83.

The UP servlet module 80 also takes the results of

these calls and formats them into common format

requests. Each common format request includes a method
request and a path in the form of a URL. It may also

include an XML document that provides additional

parameters for the request.

[0102] Conceptually, below the UP servlet module 80

there is a provider module 84-86 for each supported

mail system protocol. The providers take care of
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supports the full functionality of each data system protocol for simlarly

capabl e cl| cols, and degrades when a specific data system
pr ot ocol f@]{w%&%@ not supported by a client protocol. Pﬁg&{?éé‘f“gms"ﬂécei ved

in a common format are translated into a provider/protocol specific formt
before forwarding the request on to the destination server. Responses from
the destinatio L C, i rayi / L fLcodorpmt,
are transl at edn%%ﬁyiﬁ?%o%e@%%%ﬁo%&fo}?ym{?% [[g%g% Aen%c ign‘ild;% ?é)'r %@
client to queryskewporeach proridenabid ye formrespen f ivhpriovidess noscd e,
giving the cliept_ greater Jgontrol over how it gﬂ(ﬁan, rate requests to the
provider, is al%o PrOMHeR WY EFenthe FIHTsh B FECLHEE cFmdn
protocol formattasligeaidyl Ofstdth OUDKYE B IMBXY , t KA SARd i o Qyi 08 ALess to
any nail store without concerning itself with the details of the mail
store provi der ®RdUIL/BFVTHDF: [0111] Referring now additionally to FIG

9, another enbgsh t of . i f { i 0
descri bed. Here?fjlu‘js]geajrr1 e- n%%%%ﬁ%%&élSnf%%at%%ﬁ%&%%%ﬁé#mﬁg E\g}%i I
accounts to be Huslessad-edrimugthe tiveopirddocoiduilderfaas dbviioes 1411 is
stored in a dat sto 0".. .The r-account informatiqn preferably

i ncl udes an i ndr C4tS oﬁ?%oqgeﬁ ﬁélea%%‘g‘gy'pr dl%djrts' ot ¥ for each e- mai |
account. [0112]cdieeqitdmiiinddeslal actird 9L b 1M D& c 1 & a9e Dy,
account identifier, such as an e-nail address, or by a user name

associ ated wi t Ht HESRH Gtoedie 3 megags deViddeml P hatactd 1 mai |

account 35 V\D?egpdy 0 R 54004/ 47, | nf ormat | f tigul,ar
users i s groupe |r$(it?e%e atag{y store 9%3%% JT%(Sarrd goa#éae#e%ees(r)émgeﬁ‘es%a i
prot ocol supporitten hashe shfeirfeat talde eemm.l, asddyntcorameach of the mail
systens 2411, 2611,. the r-gccount information nma include mail system
i %f ormation i ncﬁpg%qﬁ:&teﬂzﬁ:g . Oin erface chl)r each ytype of item y
defines the properties and actions that are available

for that type of item. A folder item includes a
collection of items, and provides methods to enumerate
the items within a folder.

[0104] The connector interface modules 81-83 provide
a common way for the UP servlet module 80 to
communicate with different provider modules/interface
connector modules. Some connector modules may only
implement a subset of the protocol and/or may only
support a single folder (collection) of items, as in
the case of POP.

[0105] The basic flow for an exemplary common format
request proceeds as follows. The UP servlet module 80
receives the request, and it either retrieves or
creates the appropriate provider/connection. The UP
servlet module 80 then calls an appropriate “get
folder” or similar function associated with the
interface connector module, passing a target mail
system identifier, such as a URL that was included in

the common format request. The interface connection
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-operating protocols supported by each mail system [0113] A data store

9111 storeﬁgi’azg'g@%sgf all operating protocols supportedyg)ﬁﬂg)g&d%s%gcol
, in

engi ne no and corresponding nmetrics (i.e., ran
representing protocol preferences. These netrics are calcul ated based on
capability criteria, such as the degree to which features of each nai

system 2411, Z%uzlaéeré&{ﬁr}%rtaeq:é%l%n@eott%coson@%{@ce§%ﬂ,ty level of a
protocol, for exanple. Qher criteria nay also be used and wll be

apparent to thogelskidriisd tire the.datt interfdne dad mpres@ts thewa woul d

typically have a higher tric r.anking t-han MAPI., and |.MAP woul
general ly be r%%%%%‘?%h%ﬁc{ dn%%sEascl%lpol%s?chem?aJteéu%dcoar%n \é\%lfgd ‘9111
may be inpl ement@d,, fors mxpladhiddt @oudat aasthon racd:otate havmheditsde or

other nmenory at the protocol interface device 1411, or_on a file server
wi th which t he 8t And ReT @@ e A e HeniadilRaes£019%93:14] The prot ocol

engi ne mdul & S glet er Minesys & AN ERILROHPES)sd BReoltld he

command or instruction relates, and then accesses the per-account
i nformation i n fdledaatee S mamecdd 0l taked @datirtiimmaghatdieks ¥wranttidly one

access protocoltlis cs%%gort d far each account_ 1o bLe acce eeg.u f only one

access protocol Ported” RN e prot 6EOIH S sellect & ere nore

t han one accesSsgfwitdiC GlodiEles HPalderTs for ddtaiasepuntspeddi@ic titerpr dttocol
~engi ne nodul e 3211 accesses the data _store 9111 to deternm ne which
supported prot & Firstyeldy red it dedidesd, ARERHIRE s Ript R %t ocol

W th 36 VO 2005/ 920038 PGRAUSIO0N 005 4¢7had Ndighents ety iiaaar T anki ng

is selected. For e mai |l _ system 2411, OM Is preferably sel ected over ’5
MAPI, and for then nell sysStgeh 26km” fMaRtiiomr efesiablpaselrrtde UWler POP. -

(0105] e prosgsel. LnGerl 352 GRViCA ) L YR 0CER? it
pr ot ocol appropriate format, such as XML, and returned in an
HITP response.
[0107] It will be up to the provider
module/interface connection module to interpret a URL
passed in and return the appropriate reference. This
will not be complicated because the provider
module/interface connection module provides the URLs in
the first place. The only URL that any interface

connection module will be required to know about is

“\”, All other URLs are generated by the
provider/connection. As long as the URLs within the
hierarchy/collections are unigque, the provider will be
able to resolve to the correct item when a “get”
function is called.

[0108] The provider modules 84-86 and interface

connection modules B81-83 preferably support a root

RN

folder. If only a root folder is supported, then inbox,
calendar, and contact items (as appropriate) should be
items within that folder if they are to be accessible

- through a protocol engine.
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interface device 14", a client conpatible with any of the proxy nodul es
3411, 361%¥ 38
systens 24 ?

11 40" is provided access to one or nore of the mai

or schenme associated with the mail systen(s) to be accessed. [0116] A
met hod of data system access protocol selection using the protocol

i nterface devi , IS rihed ..t h ference to .El G 9. Begi nning
at Bl ock 160,q§ﬁ&§%cess:%g%¥%%§ Ind%‘%ﬂ%h 4§3a£péh ShitEe
determ nati on iinveadeliBl aclsitfid)e ,aadvantdpidies machardadm sy dermedo be

S recelve

accessed in response tqoq the conmand %éggqrts nor e _t han_one accgess,

pr ot oc

165,
than o
illust

ol. If

ne data
rated at

G T UGEh BRESest REaiast

UhaRefabtog WG 4R A A R R A

roma client  at Block 161.

WP It BH-FROt odblS IR T ed,

Bl ock 164. QO heyuptintd hhONRIISURRAIAGn Nt PCot daiselAed afistadn Bl ock
163. Each data systemis accessed using the 'selected protocol, at Bl ock

t hus con®rgdionp it Heon |dipsitleatied anmaivdl atiBibakedds:olapherred nor e

2005020038 The cljent itself need not support tRETAZAUO05474¢ ool

A

at

system [0117] ilst rshowupdes-tiet eédr hatl itd podtoeadl antkqgueetyd ¢ data store

9111 is but one exanple exenplary

a protocol preference ranking

of
t echni que t hat SR&F &Y dded (HHERLPAREE R4S TP Hrdhti 1R éht i on.

Protocol 37 mp%%%/d%@%%t%%yw%%%%/ ﬂ@%}ﬂrmﬁlf g %Mﬁ%% ?él}% o

in the ordering of a list of supported protocols, for exanple. [
Further criterf&iest et ticcdher desdrialitiqy efarwate Raappraso from
consi dered whe

access

comran

LR 2EHi0943 o P

r
3
IS recelvead nay al'sé’'a protoco selec

enhanced features sgpported by OWA cannot be represented in POP for

transfer to th&o%

‘ce. If a user has only one type of client for
[0110] A mechanism for a client to guery supported

functionality for a specific provider module, giving
the client greatér control over how it generates
requests to the provider, is also provided. Any client
written to support the common protocol format, directly
or through a proxy, can easily provide access to any
mail store without concerning itself with the details
of the mail store provider module/protocol.

[0111] Referring now additionally to FIG. 9, anotherx
embodiment of the protocol interface device 14’ is now
described. Here, user e-mail account informztion
associated with e-mail accounts to be accessed through
the protocel interface device 147’ is stored in a data
store 90/’ . The per-account information preferably
includes an indication of the access protocols
supported for each e-mail account.

{0112] Records in the data store 90’ may be
arranged by an account identifier, such as an e-mail
address, or by a user name associated with the protocol

interface device 147’ such that all e-mail account
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accessing the protocol interface device 1411, then the per-account

i nformati dapted to reflect the -'" type of cl imt
the |ist gﬁi@}éﬁ@ﬁ?ﬁd protocol based on the type of cli er#ceﬂﬁizﬁ({w&{ﬁrgé
further step in protocol selection my be to determine the type of cIrent
fromwhi ch an access request is received. [0119] Alternatively, a nost
capabl e protocoj,rSHpPordekdly i dala BySheB Ao ke g%‘?;&?p%?ﬁqm%@d/@yas be
sel ected, and any inconpatibility between the selected”™ access protocol and
t he prot ocol suppore WP Py theyr eddmanie  JHrwl | sab ey iDRpacms |t f dat a
to the client q acorr odr l.ene of the
i nterface prot ojg%la&%% %amaere sllupgcstrteatgajb Sl::Dsen r??do(i 0co tglr e%asll

transl at ed, whesesiseno249ypR@rtred dhd qxefa&@&:qumitoc_@ifcﬁﬂn@ﬁrﬂrs meye i gnored
or processed according tao a default or error processing schene. [0120]

General |y speakiHg U iftit's Softtem Aty diiasy Hoxi es. Al so,
the latency is dﬂéﬂtu@éﬂﬂdt‘é@d&é%&gfﬂcﬁtﬁh YR, té&%rpfi‘r{a.q'ln%jét}’er@f the
col | ection being accesse - emai | nmessages in the nail box

e.g
bei ng accessed)[0143Mi | | Helal3® WORBOFITZ003®RET/AUSAGI4 /05444  evi dent
fromthe follown escription, .the res nyent i Qn I 9 i des an
appar at us and 8¢ na:jcqlun Ottor?als S g:ebd tih\éé%pré)f)? 0 éive e client
the illusion tnttaiu]té”lez,'dl | ecid m:b:easmms:ﬁms:asmﬁ] legr, thaikiidg) real ly
is. For exanple, a pr I}% may show onIy the 100 nost recent nessages in a

mai | box, whi | e 1HRFGRS Breg@ae gez‘mem%éssé“&@e TIRE Tiress e
i nvention advaniRaouSlY HAlse@We ! Rz ali0%t f ©:98188k, 2 s las SuRset of

the collection that can be presented to the cllent i ISeu of the entire £y

coll ection witissaaree tsi giiifche deltiunsactoft cadhe magdr segiem &4, [ABr21] T
Nbre parthU|aru% sdﬂﬂyr%%dn%y %OQ@S%OéH} and the security level of a

protocol, for example. Other criteria may also be used
and will be apparent to those skilled in the art. In
the data store 9177, OWA would typically have a higher
metric or ranking than MAPI, and IMAP would generally
be ranked higher than POP. Each of the data stores
9077, 91'' may be implemented, for example, in a
database on a local hard disk or other memory at the
protocol interface device 14’7, or on a file server

with which the protocol interface device communicates.

Voo

{0114] The protocol engine module 327’ determines to
which mailbox({es) or account(s) the command or
instruction relates, and then accesses the per-account
information in the data store 90f to determine whether
more than one access protocol is supported for each
account to be accessed. If only one access protocol is
supported, then that protoceol is selected. Where more
than one access protocol is supported for the account,
then the protocol engine module 32'f accesses the data
- store 91'’' to determine which supported protocol is

preferred or desired, and the supported protocol with
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anot her advant ageous enbodi nent of the protocol interface device 14111 is

nowdescribzﬁZEO Cenerally speaking, when a data access request is received
froma cl VOP2AB8pr ot ocol interface device 14" accesS&IUBAW/ N pr e of

the data systens 24111, 261". However, in sone cases accessing the data
systens and providing a response to the client m ght otherw se cause

timeouts for Geid alnnellent gl ae0lsy,and handen Lhan degid e Yl Ui mes
for a user of a cliént after a requeSt has béen Sent. Yet, i n accordance
with the presemysdsped’ ’'of OWRe isnpertfieaablyestdentdalt @way MAECISt @red at

the protocol interface device 1411,  whi be used reduce response
times. [0122] ﬁ%?ét &r PP I§V§§?mt%§ pro&g@gﬁgénﬁFﬁzeﬁﬁ%ﬁﬁéSé;?é%eqxﬂIs
t he data systergr24bdp,. 2611 to determi ne whether they currently store

data itens associated with wusers that have been configured for access
t hereof. User d0d&81conf f§ar pgotrcrhe iptetdase Cdgvacktadd dedibee 14, 11 by

establishing a a sQgla it B for anpl lling is
preferably perﬁgﬁggg %%%gggcg?dgﬁgeh%g%hEQ%%§WFi23 ihtgﬁﬁargsﬁﬁgp%blling 39
WO 2005/ 020035 m86t/ USpandL085spértiedt prbaceciny Theoagst athieC patoadeicsdr m ned

polling intervyal %r an adaptiye polling_.interval thg can, be adjusted

based on oper atifi§*Eaf8i RISt he 20ELEPPENCETBRLS S aVes, as

wi |1 be apprecicakedroky hbBasgecskBlled kgrthesgrt. @123} sl priesprise to a
poll fromthe protocol  engine nodule 32''", a given data System 24''",
26''' returnsag&egsi teneneopramoreast dheampidnsygésist 2d'S ., @64t .can be

oGt | oAfeL O AL ERBTE. ok e BLERSER!fb RELAGS, dppisp ot
nodul e 32111 i brt Behdataastoreatedmetohytl2lnaill 8%24km(3)pakt beul ar, the
5;g$ocol englngcgggggg. 32111 may determ ne whether new data itens for a
[0116] A method of data system access protocol
selection using the protocol interface device 1477 is

now described with reference to FIG. 9. Beginning at

Block 160, an access command is received from a client

at Block 161l. A determination is made (Block 162) as to
whether each data system to be accessed in response to

the command supports more than one access protocol. If

so, then the most capable supported protocol is

selected, at Block 164. Otherwise, .the one supported
protocol is selected, at Block 163. Each data system is
accessed using the selected protocol, at Block 165,

thus concluding the illustrated method, at Block 166.
Where more than one data system is to be accessed, the
protocol selection steps illustrated at Blocks 162-164

are preferably repeated for each data system.

[0117] It should be noted that the protocol and

metric data store 91’7’ is but one example exemplary of

a protoceol preference ranking technigue that may be

used in accordance with the present invention. Protocol
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are stored in any of the data systens 24111, 26'''. \Were the data systens
24111, 26 -gail systens, for exanple, the proto i ne_ npdul e
32111 querl%’ésﬁ&z%?qsggxes associated with each user confi 3’%&6@9&658%‘%mll
access through the protocol interface device 141". For each mail box query,
a mail systemreturns, at a mninmm a list of unique identifiers (Ul Ds)
associ ated W t by Qeiihidn SRS SRGL DS LRGSR iR iR | %ri gﬁjc?f'i_’]a A G4r rent
UDIlist is then conpared with a previous UDIlist for the mailbox in the
U D store 921Pf tsordeirdied peoliosicter, fow wxeswdes have been stored in the

mai | box at the Il SYySt f _new..nessages_ a tected, an alert is
preferably sent tg'szl usggq'rstlhcri g\#tltﬁfltahg%ﬁﬁlo %&%ﬁcésnéjlrnéwﬁeﬁ:&%le 32111 in
cooperati on W tdrdffeechicent maRd alseX bhemodinlsd d3@eHl when saleidigmhgca@nponent: of

the protocol interface device 141"), and the current U D list including
the new messadd@tiosdt-ord§ taPeheTUCHisnsr £¥em Whigh WHSFFSFEFS0038

PCT/ US2004/ 00544tmalidl 36] rGi210kd! By CQTRRLIBRRLE0S ARRAAONS 15

viewing a listing of data itens curréntly stored at data systens,
especi al | y wheietrige tdat &doeess carmgmanes dagescetivedd fowmma [PORy stldrst  As

descri bed abov th r.ot ocol engi ne nmodul e 32"'_ paolls one or nore.of the
data systems 2498 IRIBI% ORARHCRE RO GH S CEOmE PHALEs G e & Ul Do
stored in the UMR shonetIdt' rephiekefene int POPPFokoeaangtear frac@hdevi ce
141" has a local listing of UDs of data itens that were stored at the
data systens 28fVicer61t phasexshas) RBl¥henGataPes pdt &ts Sfdr €90l | ed.

[0127] In acpora@@@%%i\ﬁigt t&h%h%rBrt%,%%ﬂt 183Re¢LRf dkh8 cd r1\49nt,i Rent REe
protocol engine nodul e 32111 retrieves the stored UDIlist fromthe UD . ™

store 92111 wheeraacteusw indeghatdioni mayabeaedaptededuestefilsatetdieved. =4
This stored UR.Liste whitehy $,266un3te ct @ntf 1RER L° il PO 1T g
protocol based on the type of client. Otherwise, a
further step in protocol selection may be to determine
the type of client from which an access request is
received.
[0119] Alternatively, a most capable protocol
supported by a data system to be accessed may always be
selected, and any incompatibility between the selected
access protocol and the protocol supported by the

client is handled during translation of data to the

iﬁﬂ

client protocol. Portions of data corresponding to
elements of the interface protocol that are supported
by the client protocol are translated, whereas non-
supported interface protocel elements are ignored or
processed according to a default or error processing
scheme.

[0120] Generally speaking, clients often access

EMl

servers through proxies. Also, the latency is often
positively correlated to the cardinality of the
collection being accessed (e.g., number of email

messages in the mailbox being accessed). As will be
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requesting client. This provides a much faster response tine than

accessing e ystenms 24111, 26111 when the request is received, as
will be ap%’e@?%@%?ssby those skilled in the art. [0128] ECH/URW4OE40f a

POP client, for exanple, the <client tinmes out if no response to a request
is received wwthin 30 seconds. Where the POP client is operating on a

mobile wrel esse"%ggﬁiﬁa{% dey : ency; Wihin the wireless
comuni cati ons network can q@%ﬁse &%ﬁgﬁg}?%at 5%3%§%ﬁﬂ 4%x§%e§%ﬁgtive to
this linmted riesponsien ipmvikies faastaparsponsand itwchrasgecitatad vy h
providing a stqored UD.list in respgnse . to dat.a access request is
particularly a%/eaﬁs§d£&%%q% R%@g}gq}%&sveoft%&%%%.tiﬁ/éﬁ iU$ 49k absence
of such tine consa raidtcol Redaihthdi@PArERdddrE Nhancesr g iser
experience at a client by reducing the wait 41 WO 2005/ 020038

PCT/ US2004/ 0054E£1 Y fes bfate cirasBHdi NG P rdatya mict W equestthend 00

recei ving a respans EQ&% ri ked ﬁ ve, t stored ULD list is
accurate to withint eec[ po ?I%en%’sﬁq%%z(ri\#a% g%‘%fe "Jh(sajtloer gcéleUIH%‘ﬁq‘lbthxsi S
provi ded to a clissitf ims edidns eds®age sdatThenqoessriequasint ildie pr ot ocol
engi ne nodul e 3 t.he data systen(s) 24''', 26" to

2111 r ef er.abl ol
det er mi ne whet ﬁé%faﬂjféa%setodlrselé’ L%lé%"‘iss?d’i? HHH¥Y %b(ﬁ.ﬁ‘]eﬁc& 3 STRewk i t ens have
been stored at siftgedaloF t3XStRMBVctAbhlEha2b6Han Sjél%ééé%ﬂe@ttoﬁ%e then a

new UDIist is sent to the client. This further polling of the data
systems 24''', SAent dnpddfeyy med tier Ivartirgc coddianf it tHéhswit! ing i nt er val
or initiated by. . Leq t I.t. will be appreciated
that the prece%il%%f&g%éﬁgﬁi%ﬁr g‘?’a’tﬁg% PgLaqs\lli?ég%ﬁeirtlee\?n%e ‘or simlar data

access request 401dfer t Moee phrddcalacdgss tiagisst Sowray lFEGar qoessed by
ot her conponents tqcol interface device 141". For _

exanpl e, such &gp%%egD%%%%%t%%e%%% e%%%dlment of the protocol
interface device 14’’’ is now described. Generally
speaking, when a data access request is received from a
client, the protocol interface device 14’’’ accesses
one or more of the data systems 24777, 267’', However,
in some cases accessing the data systems and providing
a response to the client might otherwise cause timeouts
for certain client protocols, and longer than desired
wait times for a user of a client after a request has
been sent. Yet, in accordance with the present aspect
of the invention, certain data may be stored at the
protocol interface device 1477/ which may be used to
reduce response times.

[f0122} More particularly, the protocol engine module
32’’’ polls the data systems 24777, 26’’’ to determine
whether they currently store data items associated with
users that have been configured for access thereof.
Users are configured in the protocol interface device
1477/ by establishing a user account associated

therewith, for example. Polling is preferably performed

in accordance with a polling interval. The polling
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access requests are translated, if necessary, by the front-end proxy
nodul e 30 , cribed above. [0131] The protocol i

14111 theﬁéﬁm%zqzﬁ@ access to the data systens 2411f, g%ﬁ&]fsg@%a&j‘%%row des
for reduced response tinmes for various types of data access requests.
Through the protocol interface device 14111, a client conpatible with any
of the protocalgdandedy vkhe fsﬁ:%%h&@&e@b%&m'm@ﬂ' 03Qihg IS provided
access to one or nore of the data systenms 24111, 261". The cI ient itself
need not supporstntamralac@@sgnpﬁda@@@rveop@dn@@el@§§@‘@|aét édan RNt ke dat a
systomts) 24110 ARtk 12 e apcepsedy a5 nolad cabpueo, LALS2] A method of
reduci ng respons | es T or t'ém access Treques s “Usi ng the protocol
interface 42 WBdHHKﬂ&Mﬂ@&&'B@Ik&ﬁ&ﬂa&Ak@e&t& 4aE4w1devb@eab@k&c1a$eﬂow

described with _respect to FIL.G 17. (E;%nnl ng at Block 170, a data access
request is recé¥Xédiese Bddiegrin ,&h&e tm nation is then nade, at Bl ock
172, as to whetfigrafjat a per LBeRhLsko thhe daha f%&e%ﬁer equeslofii - €., a UD

Iist) is locally stored. Wiere such data’is in a local "store 9211f, then
the stored dateadigiepmeduded 326t hear QQW@SIt @ﬁ@aclswéﬁtem 24’ 'Bl.o28 173. After

the stored data hee r mtt (o] - |f data has
been st ored, ther%udréltsads%}:stglnf% g’%lftt ﬂ'gf%f 6 V\:hlzlct% 55% zl'{%%gess
request rel ateshat peld &% vadkdBlocketz4.evle01B3] dAmaomﬂ:lemtsal tst &¢peof

- determ ni ng whet her the  polled ﬁa}?a recel ved in respon a poll is

different fromaeSodddeddpgentdsvifenihe per fHFFE%S aBIl 8??5 ?¥5. If so,

this means that:l_cfe’?ﬁ:rl%l'e%sn%‘ﬁ’edﬁhéns%Qb%doﬁy tt% g%@o%mt eM3he24111, |
26111, and the data received in response to the po is provided to the ™

client, at Bl osklulps32't ‘i gnakbe Hestal Isﬁiog‘ﬁopéfdmﬁﬁoﬂfﬁe%ét’é store 92''', ¥

2 8otk 177, bioaorcl il B Ie L LUsea! o Bel ot RherkoldBl (0134

32’7’ may determine whether new data items for a user

are stored in any of the data systems 24777, 26'77.

Where the data systems 247'¢', 26‘'’ are e-mail systems,

for example, the protocol engine module 32'’" queries
mailboxes associated with each user configured for e-

mail access through the protocol interface device

1477’ For each mailbox query, a mall system returns,

at a minimum, a list of unigque identifiers (UIDs)

assoclated with e-mail messages stored in the mailbox. -
[0125] A current UID list is then compared with a 5%5
previous UID list for the mailbox in the UID store

92777 to determine whether new messagés have been

stored in the mailbox at the mail system. If new

messages are detected, an alert is preferably sent to a
user’s client by the protocol engine module 327 in

cooperation with the front-end proxy module 30''’ (or

W

another component of the protocol interface device
14777), and the current UID list including the new

messages 1s stored to the UID store 92777,
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met hods according to aspects of the invention nmay be applied to other
types of data storage devices than mil systens, and other protocols and
access sch¥@ed05/4 t hose specifically described above R{I/E30PO5474 t he
drawi ngs. [0137] Additional features of the invention nmay be found in
co-pendi ng applications entitled COVMIN CATI ONS SYSTEM PROVI DI NG REDUCED
ACCESS LATENCY RELATED S, attorne ket nunber | D 494,

COVMUNI CATI ONS M | NCLUDI "NFF%F%F FEEORME TIRTER BERIATI NG
PROTOCOLS AND REd AT Ml HODS, st ald aimeadockalnUbefeh &t ¢#935ored at
COVMUNI CATI ONS SYSTEM 43 WO 2005/ 020038 PCT/ US2004/ 005474 ~ PROVI DI NG
EXTENS| BLE PROT® . SHIESISATI NP FERAURES NG R AED METRITDS TSt t or ney

docket nunber | LAMIN S %Hh! YEEE

EXTENSI BLE PROTI%I% e:I\I'I'ERFACEC{:%I%{D Y W&% orn é L%) et nurrber
| D- 503; CIIMA»MKbﬁﬂgzﬁid@ﬂiﬂﬂﬂgﬂﬂ&)ﬂdﬂdﬁéIB&?ENSHE&Eié#&ﬁéIﬁI.ﬂﬁ%@&iﬂﬁTlCN
AND CONFI GURATI,ON TURES AN LATE S, . attorne ockel nunber

| D-502; and CO\E\}/lj\IIC%E% %‘%‘T I'NCEAD Ng%i@%ﬁ‘it W%‘EF%%‘"& PeATE
PROVI DI NG ENHANGH2 d GRERATIING RROTAOTE. )G 11N (FEATURES AN, RiATED

METHODS, attorney docket nunber | D-495, the entire disclosures of which
are hereby i ncorsiedtcde® héhd PIREogds éﬂ@@ﬁﬁaQBUQﬁ{%PG[Iﬁﬁﬁﬂ bks exenpl ary

hand- hel d mobi I, 41" gl5 e\, G 0] in
the present i n\ef\)eér%dtl gn%l%gr}gﬁrt ﬂer [%SCI‘I et% :ﬁ %ch}(aagrrphférecage}i&eeéj tg
reference to Flt(ae BBtallsy sdewisc 41000 26aicl’ ud:éfe d dwusiimge ¥200,datXeyboar d
1400 and an out deV|ce 16 The out put device shown is a display 1600,
which is prefe éﬁﬁf LCD. O her types of output devices may

?lht eLnat' vel y beetayl i zecin écdym A tHeWHEe ph@QQ s LAl ngd wid hin
e housing

invention, the protocol engine module 327’ retrieves
the stored UID list from the UID store 92777 when a
“view items” or similar access request is received.
This stored UID list, which is accurate to within the
current polling interval, is then returned to the
requesting client. This provides a much faster response
time than accessing the data systems 24''', 26’’’ when
the request is received, as will be appreciated by
those skilled in the art.

[0128] In the case of a POP client, for example, the
client times out if no response to a request is
received within 30 seconds. Where the POP client is
operating on a mobile wireless communications device,
latency within the wireless communications network can
cause delays that are significant relative to this
limited response time. The faster response time
associated with providing a stored UID list in response
to a data access request is particularly advantageous
in these types of scenarios. Even in the absence of
such time constraints, a faster res?onse time enhances

the user experience at a client by reducing the wait
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1200 and is coupl ed between the keyboard 1400 and the

processi ng _device 1800 controls the operation of the displa

as the oveVQI2P053M88ati on of the nobile device 1000, i

di splay 1600. The

n P&

1600, as wel |
AY4/0p474

actuation of keys on the keyboard 1400 by the user. [0139] The housing
1200 may be el ongated vertically, or may take on other sizes and shapes

i ncl udi I |..h [ f : include 4 44
U0 2005/ 030035 D) HES00H00RR AP e BRE =S 8P aEE ol SBy 0P Yot her  har duar e

or software forecedivticl ag deepwaern.text entry and tel ephony entry. [0140]
In addition to the processing deyice 1800, %%her parts of

devi ce 1000 ar 404 séFeBEFEAPRY PROEFG

8. stresed Udd

Hetass

bile

communi cat | ons ;HbsUsemol4athiA SHA! bolans iGREIYANCALHAAS tUbSyst em

1020; the keyboard 1400 and the disp

ay 1600, along with other

i nput / out put devioges UIP6A.1st08e, prevddeddtelr0cldsnielin aesmemsey taevi ces

1160, 1180 andvarious ofher rgg‘ﬁé%% S‘dﬁéygﬁ%c%ﬁ%n i]%%ezdg'&%'l'eesﬂe\“fce
avi ng voi ce and

data comuni cgtredrs-abapapioliti eke Hataddiyticen(sthedmobi,l @6’dévicoe 1000

1000 is preferabl’y a t'wo-way cofmuini"cat’ i ons “devi ce

preferably has the capabilit comuni cate w_.th oth

via the |nterﬁl§€:ermfﬁlrha§§?t5? thg syerem YoPt vars dxed

er ¢

ut er
by t

syst ens
he

processing deviee,l80Q .1 gePheletabhy 8hotedebh atoReEShe! @M $heke, such as
menory devi ces,

such as a rea§Y6ﬁEF(ﬁén3ﬁy'(RC®ﬁ’6f siinceaithet dpggerelldneifhen @ NgHdi ti on,

the flash nenory 1160, but nmay be stored in other typ

system sof Lwar g, pSReGliic deyiog, SRR LEALEONS QL RALLLNRLAh

a intdo a“volatil €°storé&, such as the

tenporarily |

menory (RAM) 1186. deeangRistahs0Ra’ St gnaks ' r edei ped fbhymetheimhleirdl e devi ce

may al so be stored in the RAM 1180,

es of

rand

m acc

g§§¥ be

according to the polling interval or initiated by the

data access request.

[0130] It will be appreciated that the preceding

description relates to “wiew items” or similar data

access requests. Other types of data access requests

may be processed by other components or modules of the

protocol interface device 14'’'‘. For example,

such

data

access requests are translated, 1f necessary, by the

front-end proxy module 307'", as described above.

[0131] The protocol interface device 14'"! thereby

allows access to the data systems 24777,

26777, and

provides for reduced response times for various types
of data access requests. Through the protocol interface
device 14'7’, a client compatible with any o¢f the
protocols handled by the front-end proxy module 30'"’
is provided access to one or more of the data systems
2477, 26'". The client itself need not support the
access protocol or scheme associated with the data
system(s) 24777, 267’7 to be accessed, as noted above.
[0132] A method of reducing response times for data

system access requests usiﬁg the protocol interface
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[0142] The processing device 1800, in addition to its operating system
functions nabl es execution of software applications 1300A-1300N on the

devi ce 106W82ﬂ05/?}P%33eterm ned set of applications that c&FGEHAFE
devi ce operations, such as data and voice conmunications 1300A and 1300B,

may be installed on the device 1000 during manufacture. In addition, a

per sonal 45 VIO Z09RL038 ACT/AISPAUI03474 Y ALIBILAN yIRnAger {F1 M

application may be installe uri ng manut act ure. is preferably
capabl e of or gadizmigqard MErad J0jatea ddtenmcsech wsyegtniils cal endar

events, voice mails, appqintnents,. .and task itens. The PI.M application is
al so preferabl yr%%ep]a‘fﬁcg aqto%lé’éﬁﬁﬁﬂgla%d SRR &9 R \F?aé{%’ itrel ess
network 1401. Ryefef ably, ddhe Phidata idLnE e i maanies Hne iddegr at ed,
synchroni zed and updated via the wreless network 1401 with the device

user's correspoHRTRY RSt dis sstrored It ldisdocia edbamltly sstawsst- conput er

system [0143] Jgonuni.cati f td.ons, Gl udi 4 Aan oi.ge
comuni cati ons, are ;r)k!eur%?]or&r%l\g:(i1 t %(r:&lﬁlg%‘ tlhde&lc% %i orfsq:shue\é-lsys em 1001,
and possi bly t hrougid tdera shordravdrigel canmihe eadgduest isigosyisiteam, Hie
communi cati ons subsystem 1001 includes a receiver 1500, a transmtter
1520, and one. GHLH & A AHiAS 19R0 Shid ek SBA Mpdien dpansge L red
comuni cat i ons S tANHIQL oraliF0 dNFWIL A PHEL TN JRAE, h as a
digital signal processor (IﬁSP) 1580, and |l ocal oscillators (Lds) 1601.

The specific deitgn samdamis) e @it dti &6'df" hehdsimidie slatensasigssy st em
1001 is depend%rgqﬁ{{é% n ti%te(‘sorpgu?)io q%icpnsd@eé v(s%]g ]_i.ﬂ! whi ch the nobile
€. rrp]1 e

device 1000 is intendédto opéra or exa ., a nobile device 1000 may
i ncl ude a commUilER]i ons 2sulbpidioernll @dep deSidptedntiniope wilet e tide

Mobit exTM Data TACT' or Gener,al Packet Radio Service (GPRS) npbile data
communi cat i ons H‘i’gtj\}%]r Katay FECeiye Y edi FRSPAT D& & 011 is different

from the stored data may then be performed at Block
175, If so, this means that there is new data stored on
the data system{s) 24777, 26'’’’, and the data received
in response to the poll is provided to the client, at
Block 176. It is also locally stored in the data store
9277+, at Block 177, thus concluding the illustrated
method (Block 178).
[0134] By way of example, data access systems and
methods according to aspects of the invention may be
applied to other types of data storage devices than
mail systems, and other protocols and access schemes
than those specifically described above and shown in
the drawings.
[0137] Additional features of the invention may be
found in co-pending applications entitled
COMMUNICATIONS SYSTEM PROVIDING REDUCED ACCESS LATENCY
AND RELATED METHODS, attorney docket number ID-494;
COMMUNITCATIONS SYSTEM INCLUDING PROTOCOL INTERFACE FOR
. MULTIPLE OPERATING PROTOCOLS AND RELATED METHODS,
attorney docket number ID-493; COMMUNICATIONS SYSTEM
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wjth any of a variety of voice comunications -networks, such as AWPS,

P etc. Other types of data and voic oth
separate a Zﬁﬁpgﬁﬁﬁge may al so be utilized with the ﬁggﬁ#Q&QQ%“EQ 1000.
Et 46 WD 2005/020038 PCT/U82004/005474 [0144] Network access requirenents
vary depending upon the type of comruni cation system For exanple, in the

Mobi t ex and Da@%&ﬁ@n&@bM@&gﬁmsﬁaﬁml@RéabbagswﬁgﬁSLA@gbﬁt@@%@u@@stmﬁnnetmork
usi ng a uni que personal entification nunmber or PIN associated with each

devi ce. | n GPREEA&IEOr METHROGeVel topaewotikcietesymber 39sdOi7ated wWith a

subscri ber or f LC e e quires a

subscri ber ideE?§@W%1ﬁ§33ﬁ§$ ggﬁﬁgﬁfgﬁﬁgﬁgﬁbngpgﬁgsig&gﬁﬁﬁbard i n order
to operate onE&T@B@SBmat@aomocbﬂléﬁtEmmaaEraqolREuAmgbwmmkﬂmagnstrat|on or
activation procedures have been conpl et ed, device 1000 may send

and recei ve comHrRLELYi 6RS §Fgﬁ&@?eroggr5pﬁe QQﬁﬁHHFEQF;QHSn§Fﬁg§¥ 1401.
Si gnal s T ecel vesopRi! BeTERETMRCakLADEORCLMARKTAJIEND K he ant enna 1540

are routed to the receiver whi ch provides for signal anplification,
frequency down COBIREURAGH DN FEAE@REﬁgAN©haﬁhéEE§eM§EHD@6, etdéornzyd may

of “The'r acei vel e Ghal (B bud Bt G pes i 0 R ECRPFRRR REPa R mpl ox

COWWUHiCatiOnSIN@MUDEGGSPR@@QUOLaSNdEREﬂQEaDEUMCEnQRdGQDdegENH@NEEH m | ar
manner, signals to be transmtted to the network 1401 are rocessed (e.g.

modul at ed and Qﬁ@gégéﬁGb?Rpﬁ@cﬁéPsﬁﬁgﬁTIQHdFﬁﬁguﬁﬁﬁnAHPo Elo t he
transmtter THRhS, db@kb?hg&°d@€§599nﬁﬂﬁéﬁr§b0@95fr%ﬂ%e%%kl%%

conver si on, f| fering, fcation and transm ssion to _
communi cati on deswdpburée10Cowhmehmerhshevehythecoapbeahad156381P0b467 I n

addition to g reference

EXAMPLE

[{0138] An exemplary hand-held mobile wireless
communications device 1000 that can be used in the
present invention is further described in the example
below with reference to FIG. 18. The device 1000
includes a housing 1200, a keyboard 1400 and an output
‘device 1600. The output device shown is a display 1600,
which is preferably a full graphic LCD. Other types of
output devices may alternatively be utilized. A
processing device 1800 is contained within the housing
1200 and is coupled between the keyboard 1400 and the
display 1600. The processing device 1800 controls the
operation of the display 1600, as well as the overall
operation of the mobile device 1000, in response to
actuation of keys on the keyboard 1400 by the user.
{0139] The housing 1200 may be elongated vertically,
or may take on other sizes and shapes (including

- clamshell housing structures). The keyboard may include
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processin communi cations signals, the DSP 1580 provides for control of the
receiver 1500 and the transmtter 1520. For exanple, gains applied to
comuni catWO803428H81 s in the recei ver 47 WD 2005/ 020038 POESRA®OMH05474
1500 and transmitter 1520 nmay be adaptively controlled through automatic
gain control algorithns inplemented in the DSP 1580. [0147] In a data

conmuni cati ons nnd a recei,ved S|gnal uch.as t ext e web page
downl oad, is §s&8§1 %ﬁﬁg & QF%Sﬁéhfﬁ‘ eﬁFiﬁﬁ%%%ﬁ 6'50 i nput
to the pr OCGSS|s'%§t@@‘ih@ebb&%enﬂt%>dte%@ft\t9dan$1| gRdledrordhemdrr.t her

processed by the processing device 1800 for an output to the _display 1600,
or alternativdl®40d somdnoprertden ﬁPaFPeIPQQ$9ﬁﬁ%¥QHﬁﬁYlC%A rce user

my al S0 COMPOSE Il BarkSTRe SHEN uhiee BRI CECSIAPS::d il he keyboar d

1400 and/or sone er auxiliary | evi ce 1060, such as a touchpad, a
rocker swtch, s@hbhakhcwﬂé@l;noEI§onE80tﬁhesbyp@cﬂudarqnn devi ce. The
conposed data itens nma

t.h b d t t
network 1401 vic&™{R&C é&&ﬁ%%léipsgﬁ < nhgygfe%Y%%ﬁfref%%%%¥n:ﬁaalegfce

communi cat i ons cFREEnie¥eianls sARSHAtean 10R0;hehdeWesdd o umitanrinal | y
simlar to the data communications node, except that received signals are

output to a spéaRefdispdey A890si gdamg WéthP§ﬁ§ﬁi§§ﬂ6ﬁ3éﬁg¥§ﬁhékﬁF§&Sby a
m cr ophone 112Q066|t§b§6t'g§050%%9.QE26Udb% Le@1 S%F§%§%§g§ron a 3

voi ce nmessage recofding SubSystem may al so be i e deV|ce
1000. In additirasgo, thé&Odaaﬁlayri@@@ mﬁheaI§GWMEanauhsyatam$\maode
communi cat i ons

Party. the dur APoROBE 1R Shrage ABNC L3 PabRerardvee c P eed
information. ThenmhalkakaBae cRRTR ﬁ@%ﬁg&r@w&@y%&@ﬂo@ﬁbl es

communi cati on between the nobile device 1000 and ot her

communications capabilities. In addition, the mobile
device 1000 preferably has the capability to
communicate with other computer systems wvia the
Internet.

[0141] Operating system software executed by the
processing device 1800 is preferably stored in a
persistent store, such as the flash memory 1160, but
may be stored in other types of memory devices, such as
a read only memory (ROM) or similar storage element. In
addition, system software, specific device
applications, or parts thereof, may be temporarily
loaded into a volatile store, such as the random access
memory {(RAM) 1180. Communications signals received by
the mobile device may also be stored in the RAM 1180.
[0142] The processing device 1800, in addition to
its operating system functions, enables execution of
software applications 1300A-1300N on the device 1000. A
predetermined set of applications that control basic
device operations, such as data and voice

communications 13008 and 1300B, may be installed on the

device 1000 during manufacture. In addition, a personal
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proxi mate systens or devices, which need not necessarily be simlar
devices. For exanple, the short 48 ----- e 5/ 020038
PCT/USZOOAV%@@??%g?%nge comuni cati ons subsystem nay inz%%ﬁ®g§W“Wﬁ?%ared
devi ce and associated circuits and conponents, or a Bl uetootht

communi cations nodule to provide for comunication with simlarly-enabl ed

systems and  deylseess Q3 o g1 gabhansand abhepeqbedbagpys of
t he i nvention WPFP cgné to%%ﬁg%n¥ng%oy)ongh§kiIleg in gf%g art having the
benefit of thedugacki mgaufeesameedThien PINe ifsopegdiemgbdescrppbi.ensfand t he
associ ated draw ngs. .Therefore, it is unden%tood that the invention is

not to be |im PEFEPGHRE GRECFAPEI B b GRIRent ™ r s EMG8ed” Sntithat

nodi fications aadenceRodiviRitss beceniahded Lepbenithehtdedandt Baskt he
scope of the appended clains. Conputer Program Listings Program Listing #1
- Exenpl ary AutkéeRsi-c ThicoR IHegepdicabRePFARDaLEEs PHEfPrabivDEpPRPIE  Bri ef

Svr o1 oai n. 05car agr O T o D0BA BB ehas = acl i 4P B« MLESHESP + gpup=
X_UP_SYNC: fal setyCuR- RABRESHrEACHEDL Lor tbe RIMUBaREWCONMs1apser - Agent ©
Host:  Tocal hos POBRSSSEdH ARESBBAGERr B8HCNERRIEFE) EPonLPaeboso “1ED BPopt | nd
xnins: D="DAV: " wXeNssR=nlitlprik sebenasth enhesakicesl hetirisl P

corresponding data items stored oxr associated with a

host computer system. )

{01431 Communication functions, including data and 43

voice communications, are performed through the

communications subsystem 1003, and possibly through the

short-range communications subsystem. The

communications subsystem 1001 includes a receiver 1500,

a transmitter 1520, and one or more antennas 1540 and

1560. In addition, the communications subsystem 1001

also includes a processing module, such as a digital

signal processor (DSP) 1580, and local oscillators

(LOs) 1601. The specific design and implementation of

the communications subsystem 1001 is dependent upon the

_-n'ﬁ;;

communications network in which the mobile device 1000 {ﬁﬁ
is intended to operate. For example, a mobile device

1000 may include a communications subsystem 1001

designed to operate with the Mobitex™, Data TAC™ or

General Packet Radioc Service (GPRS) mobile data

communications networks, and also designed to operate

with any of a variety of voice communications networks,

such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types of

data and voice networks, both separate and integrated,

. may also be utilized with the mobile device 1000.
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xm ns: hme"urn: schemas: httpmai |l :" xm ns: up="urn: schemas: cor p: uni ver sal pr oxy"

> <D prop> acts/> <hmcal endar/> <hmjournall > <hm not es/ >
<hm i nbox/ ¥ Q’ﬂ%ﬁz@[’}{ 8hox/ > <hm sendnsg/ > <hm sentit ems| TR 020038

PCTI US2004/ 005474 <hm del et edi tens/> <hmdrafts/> <hm nsgfol derroot/>
<up: cor por at econtacts/> <h: maxpol | /> <h:sig/> </D:prop> </D:propfind>

HTTP/ 1.1 207 Mibia$fat usgSals i
JSESSI ONl D=C70Ch AED D2BE210834D93|5$€A€DGI9805““§§%%H5SUp‘éar eomemE Rde:
text/xm TransfaepoEnciodi type chilinlcednuDeites t Méd, s 06 g RO 3238801210 2 81 iGMT
Server. Apache 0 <’>x version="1.0" enco "UTE- 8" 7>

<D nul tistatus %’%Q%&bit tr?ﬁ“tfgﬂetﬁﬂ%nd‘éq%ﬁrep VARG %7 oxy”
xm ns: c="um SCf‘t@é@ﬁsﬁf@&@C&{ CheX MdtSic¥K WB IS B LM dSSonal

xm ns: hme"um scherras httprai | ;" xm ns: m="um schenas: nai | header .

<D response> <Bi¢ReFSiRalpion vekiarost RIBh/agRAcHTEethngifth eﬂyfpropstat >
<D stat US>WTP/C}'7Y;18QO ﬁﬁ%ssg‘%tt’ﬁ? ](IS'DW%%‘I mnetwork access is

<hm i nbox>ht t p: 77 'ocal hos /ups’?

<hm sendnsg>ht t 4059 ¢dioxriach osittFOR0 suprsy/ AGI evAld r _USiBMcBSIaOﬂe_wﬁRLM trn sendnsg>
GPRS device therefore requires a subscriber identity
module, commonly referred to as a SIM card, in order to
operate on a GPRS network.
{0145] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401. Signals received
from the communications network 1401 by the antenna
1540 are routed toc the receiver 1500, which provides
for signal amplification, frequency down conversion,
filtering, channel selection, etc., and may also
provide analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 1580
to perform more complex communications functions, such
as demodulation and decoding. In a similar manner,
signals to be transmitted to the network 1401 are
processed (e.g. modulated and encoded) by the DSP 1580
and are then provided to the transmitter 1520 for
digital to analog conversion, frequency up conversion,
filtering, amplification and transmission to the
communication network 1401 (or networks) wvia the
antenna 1560.
[0146] In addition to processing communications
signals, the DSP 1580 provides for control of the

- receiver 1500 and the transmitter 1520. For example,

gains applied to communications signals in the receiver
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<hm sentitens>http://1ocal host: 9080/ ups/ Sent |tens/</hm sentitens>

<hm nsgf ol der. tp://1ocal host: 9080/ ups/ </ hm nsgfol >.<|.[X prop>
</ D pr opst‘gﬁg‘B&@@}E ﬁlég@ig%%‘” (?4%

response> </D.nultistatus> Program

Exenpl ary 1 nbox Request Query Fol der Capabilities: REQUEST: OPTI ONS

[ups/ 1 NBOX/ HTTP/ 1.1 User-Agent Mzilla/4.0 (conpatible;

NT 5.0) Conneq5oon ankeepaAkinyetERSL5200%alhpst 28880ively controlled
Cooki e: JSESSI ONl D=C70CD1AED7D2BE210B34D93F/ACD6935  Cont ent - Lengt h:. 0

RESPONSE:  HTTEATOoRgPoeubrmal i swIatPTEONST CPREPEPRIB: e Ene beprerECABDEL ETE,

BMOVE, SEARCH

Content - Type: text/plaln

messages in I N
rows=0- 24 Dept
text/xm X UP
MBI E 5.5; Wnd

194aghe ng?nzlggagmas: cor p: uni ver sal proxy: basi csearch>

BOX: REQUEST: P FI ND / / 1 NBOX/ TP/ 1. S
BSpanorGUEN 8P Bf Lok E FFEERA0enGY niRRao - eBn BHEL Page. 15

HeGACHEEhEOEERMIECEa fBBAL: shBEVELéal 4001( eaapatki bl e;

ows NT 5.0) Connection: Keep-Alive Host |ocal host: 9080
input to the processing device 1800. The received

signal is then further processed by the processing
device 1800 for an output to the display 1600, or
alternatively to some other auxiliary I1/0 device 1060.
A device user may also compose data items, such as e-
mail messages, using the keyboard 1400 and/or some
other auxiliary I/0 device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communications network 1401 via
the communications subsystem 1001.

[0148] In a voice communications mode, overall
operation of the device is substantially similar to the
data communications mode, except that received signals
are output to a speaker 1100, and signals for
transmission are generated by a microphone 1120.
Alternative voice or audio I/0 subsystems, such as a
voice message recording subsystem, may also be
implemented on the device 1000. In addition, the
display 1600 may also be utilized in voice
communications mode, for example to display the
identity of a calling party, the duration of a voice
call, or other voice call related information.

The short-range communications subsystem enables
communication between the mobile device 1000 and other

proximate systems or devices, which need not

necessarily be similar devices. For example, the short-

48

MSIE 5.5; W ndows

ntent-Length: O Date: Wd, 06 Aug 2003 18:20:28
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Cooki e: JSESSI ONl D=C70CD1AED7D2BE210B34D93F7ACD6935 Cont ent - Lengt h: 586
<?xm versian--'1.0"?> <D: propfind xm ns: D="DAV: "

xm ns: hme" ﬁ{}gtﬁlﬂgwﬁg: httprmaii:" xmns: mE"um schemas: mai | REIFEAOOOH s
p="urn: schemas: corp: universal proxy"> <D:prop> <D:uid/> <D isfolder/>
<D:ishiddent> <hmread/> <hm hasattachnent/> <hminportance/> <mfrom >

<m subj ect/>  <Qal &lmmutlRd SOl LIEH s ekt a8hcamanidEngl hinFrared
<D: contentclass/>" </ D:.prop> </D: propfind> RESPONSE: HITP/ 1.1 207

Mul ti-Status Coletveme Ragge:s scgis: i@ citrgugditsg ando womptoriyges , taaxtd xm

Tr ansf er - Encoding: .chunked Date:. d, 06_A 0 18: 20 28 Server:
Apache Coyot e/ @81839#1% V&SGR V%Dngngggi%%ézg&ﬁ-@yﬁ e<|§%\rfﬁhrl tistatus
xm ns: D="DAV: " coinisiidptivn sdhenasincaarlytievebdaldsigtems and

xm ns: c="um schemgs: cal endar."” xm ns:a="um schenmas: contacts:"

xm ns: hme" um sSHESSht tpnai | 1" xm Ins: ne"um schemas: mail header: ">

<D: cont ent range@%%i/ D: COReN I8 %2 LSRN her embodiments of '
<D: href>http:/11ocal host: 9080/ ups/ | NBOX/ 6623963; 1 </ D:. href> <D: propst at >

<D: st at us>HTTP/thel i2@@nGRonDywstldt ysme <0 phepmind of one skilled in
the art having the benefit of the teachings presented

in the foregoing descriptions and the associated
drawings. Therefore, it is understood that the
invention is not to be limited to the specific
embodiments disclosed, and that modifications and
. embodiments are intended to be included within the

scope of the appended claims.

Computer Program Listings

Program Listing #1 - Exemplary Authentication Request

PROPFIND Jups HTTP/1.1

Depth: 0 '

Brief: t

Pragma: no-cache

Content-Type: text/xml

X _UP_LOGIN:
svr=login.oscar.aol.com&pri=51908ssi=0&pcol=aci8uid="""***&pwd="""***&pwp=

X _UP_SYNC: false

X_UP_REFRESH_CACHE: force

X_UP_NEWCON: 1

User-Agent: Mozilta/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Connection: Keep-Alive

Host: locathost: 9080

Content-Length: 664

<?xmi version="1.0"7?>

<D:propfind xmins:D="DAV:" xmins:h="http://schemas.microsoft.com/hotmail/
xmins:hm="urn:schemas:httpmall:" xmlns.up="urm:schemas:corp:universalproxy” >
<D:prop>

<hm:contacts/>
<hm:calendar/>
<hm:journal/>

i <hm:notes/>

- <hm:inbox/>
<hm.outbox/>
<hm:sendmsg/>
<hm:sentitems/>
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<D: ui d>3ac59b38c08ad3356435ef eal44660e3</ D: ui d> <D:i sfol der>0</D: i sf ol der >
<D: i shi ddepn>Q</ D.j shi dden> <hm read>0</hmread> <hm h >0

</ hm hasaﬁpggﬂ@ﬁéﬁi’g 51 WD 2005/ 020038 PCTI US2004/ 005474§é%$‘ﬁ)%§§r1{7%nce> 1
</hminportance> <m fronrMai |l Delivery Subsystem &lt; :
MAI LER- DAEMON@ol . conp</ m fron> <m subj ect >Returned mail: User

unknown</ m subj eCdy-defdidfitet§22003- 08- 05T23: 12: 48Z</ m dat e> <up:

i sdel et ed>0</ up: igdedretpd> <D. g etcontentl engt h>3247</ D:. getcontent| engt h>
<D: cont ent cl ass> <wmmsmsitie@ront> cl asses: nessage<| D: contentclass> </ D:prop>
</ D:. propst at > </Dpreppeissenactsth. r esponse>

<D: href>http://1I cf@é(h%gﬂb 90801 ups/ | NBOX16623954; 1 </ D: href> <D: pr opst at >
<D: st at us>HTTP/ 1. S50 OK</ D: st at us> <D: pr op>

<D: ui d>51073b22 E%B 0115bc80d42e8c6ec</ D: ui d> <D: i sfol der>0</D:

i sfol der> <D i B8h>0</ D: ishidden> <hmread>1l </ hmread>

<hm hasattachrr@ﬁxr ﬁ/i@)-fggfi‘g&%mhnﬁnt > <hminportance>1 </ hminportance>
<m f r onpj ohnsnig BRI 1 AR BB 0B 3 ar TR 6044, PN/ pET €nch
terrpl ate</ m Sul@joﬁlgﬁt?ry sbdaihe>2003- 08- 05T23: 10: 30Z</ m dat e> <up:

| sdel et ed>0</ uprankfeeEhstiBgThadRed get cont ent | engt h> 1577</ D: get cont ent | engt h>
<D: cont ent cl as&ate: Mdcnﬁngmmz:imMﬁessaged D: contentclass> </D: prop>
</ D:. propst at > SepvB: Aparhe Gogcte/1.0

<?xml version="1.0" encoding="UTF-8"?>
<Drmultistatus xmins:D="DAV:" xminsup="umn:schemas:corp:universalproxy™ -
xmins.c="um:schemas:calendar:” xmins:a="um:schemas:.contacts:"
xins:hm="um:schemas:hitpmat" xmins:m="untschemas:.maitheader">
<Drresponse>
<D:href>hitp:/Mocaihost: 9080/ups/</D:href>
<D:propstat>
<D:status>HT TP/1.1 200 OK</D:status>
<D:prop>
<hm:inbox>http:/Mocalhost 9080/ups/INBOX/</hm:inbox>

<hm:sendmsg=>htip:/Mocalhost 9080/ups/AOL_MAIL_SUBMISSION_URL/<fhmisendmsg>
<hm:sentitems>http:/flocalhost:9080/ups/Sent items/</hm:sentitems>
<hm:msgfolderroot=hitp:fMocalhost: 9080/ups/</hm:msgfolderroot>
</D:.prop>
</D:propstat>
</D:response>
</D:multistatus>

Program Listing #2 — Exemplary Inbox Request

Query Folder Capabilities:

REQUEST:

OPTIONS /ups/INBOX/ HTTP/.1

User-Agent: Mozilla/4.0 {(compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhos:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACDE935
Conient-Length: 0

RESPONSE:

) HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <um:schemas:corp:universalproxy:basicsearch>
Content-Type: text/plain
Content-Length: 0

- Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0
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<D: response> <D: href>http:/|local host: 9080/ ups/1 NBOX/ 6623926;1 </ D: href>
<D:. propstat> <D:status>HTTP/ 1.1 200 OK</D: status> <D: prop>

<D: ui d>b07¥OIPEBEREIIB| 320f of a746f 797e64b</ D ui d> <D: i sf olP§dYBIN40E R ol der >
<D: i shi dden>0</D: ishidden> <hmread>1 </hmread>

<hm hasat t achnment >O</ hm hasattachnment> <hm i nportance>1 </ hm i nportance>
<m fronpj ohn Sg}lﬁtt % . /mfrom <m subject>Re: xxxFWD: Re: Test #1
<I m subj ect > 9508308~ 05T23: 07: 1 8z</ m date> <up: i sdel et ed>0</u p:
i sdel eted> <D:@gajgant entl engt h>1927</ D: get cont ent | engt h>

<D: cont ent cl as PO AlpsMNB aF$eS 1message</ D: content cl ass> </ D: pr op>

<| D: propstat> prdnge:re62029e> <D response>

<D: href >ht t p: / /Deptret aesbt 9080/ ups/ | NBOX/ 6623922; 1 </ D: href > <D: propst at >
<D: st at us>HTTP/Brieft t 200 OK</ D: st at us> <D: pr op>

<D: ui d>11f 1c8ed9aBtrIB39Fthaecal 2c09be502I </ D:uid> <D: isfol d e r> 0 </ D
isfol der> <|§0"F9§F17¥P§déﬁ’$mkl D: ishidden> <hmread>l </hmread> 52 -- --

- - WO 2 :*JJP ?5:2@5’./0 <h. h ttach men t> O </h
m h asattach ech n 13% “t°3}‘?8§’ﬁ?’%?%§15i Wﬁ%‘ﬁ’%ﬂ?gg <m fron®j ohn sm
I th@eno. conxl bj ect>Re: )=FWD: Re: Test #1 <l msubject> <m

d ate>2003- 08- I1370@5@%;QEEJ?:J::E:MEQ101334[)934:7;&\(:|36935
_Content—Length 586

<?xml version="1.0"7>
<D:propfind xmins:D="DAV:" xmins:hm="urn:schemas:hitpmail:" xmins:m="urn:schemas:maiheader."
xmins:up="urn:schemas:corp:universalproxy">
<D:prop>
<Duuid/>
<Disfolder>
<D:ishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<uplisdeleted/>
<D:getcontentiength/>
=<Drcontentclass/>
</D:prop>
</Dx.propfind>

RESPONSE:

HTTP/.1 207 Multi-Status
Content-Range: rows 0-8; fotal=9
Content-Type: text/xml
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>
<D;multistaius xamins.D="DAV" xmins; up""um:schemas:corp:universa!proxy“
xminsie="um:schemas-calendar™  xmins:a="urn;schemas:contacs”  xmins:hm="um:schemas:httpmail"
xmins:m="urn:schemas:mailheader;">
<D:contentrange>0-8</D:conientrange>
<D:response>
<D:href=http:/fiocalhost: QOSOIUpSIINBOXIGBZSQSS 1</D:href>
<D:propstat>
<D:status>HTTP/.1 200 OK</D:status>
<D:prop>
<D:uid>3ac58b38c08ad 33564 35efea144660e3</D:uid>
<Drisfolder>0<fD:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</Aim:hasattachment>
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<up: isdel eted>0</u p: isdeleted> <D: getcontentlength>
1930</ D:. get content | engt h> <D: contentclass> u rn:content - cI asse

nessage</ BVQIMEH%T ass> </ D prop> </ D propstat> </ D: r¥ %ﬁ@é“y‘m”“"“
<D: response> <D: href>http:/I1ocal host: 9080/ ups/|1 NBOX/ 6623915;1 </D: href>
<D: propstat> <D:status>HTTP/ 1.1 200 OK</D: status> <D: prop>

<D: ui d>55bc30adf b4f L </D. uid> <D

i sf ol der>0</D:i sf ol %ﬁ@@%ﬁﬁvﬁ%ﬁ@%@f@mﬂmmgmmoﬁ@wmﬂm frdom 1 ead>
<hm hasat t achnment >l «yréipEch-asaidd 6RANRREPUnkrOWAIBGYdcance> 1 </ hm i nportance>
<m f r on®j ohnsm t h@entateasd-08-03TReH2: 458/ A idbice C t >xxxFV\D Re: Test #1

</ m subj ect> <m datupiAEBRIOBNQPSTRBIUS: 2772</ m dat e> <up: isdel eted>0</u p:
i sdel et ed> <D: get cdhgaieonienliegoth>BAb4R/geicgeienengtent | engt h> <D: cont ent cl ass>
ur n: cont ent - cl asses‘D ?Pé?gtﬁbé?ﬂ[‘) coplrblenseysaaessages/eqpiepisiassy D pr opst at >

</ D: r esponse> <Dﬁ’%§i9 se>

<D: hr ef >ht t p: ”'ib%& a>9080/ups/INBOX/ 6623910; 1 </ D: href> <D: propst at >
<D: st at us>HTTP/1 L K</ D: status> <D: prop>

<D: ui d>07cdf 24a0 &@B%E&%@&%}%B&Ngﬁ%smﬂa </D:href>
<D: i sf ol der >O</ D« @Jsgg,r > <D 1sh 1dden>0</D: 1shidden>
<hm r ead>1</ hm r eathstats3 AT TS 200 ogkumesntd </ hm hasattach nent >
<hm i nportance> 1 <®fgwep> nport ance>
<D:uid>51073b22a28¢2820115bc80d4 2e8c6ec</D:uid>
<D:isfolder>0</D:isfolder>
<Dishidden>0</D:ishidden>
<hm;read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<htr:importance>1<fhm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1-All -French template</m:subject>
<m:date>2003-08-05T23:10:30Z</m:date>
<upisdeleted>0</upisdeleted>
<D:.getcontentlength>1577</D:getcontentlength>
<D:confenfclass>urn:content-classes:message</D:conteniclass>
<{D:prop>
<fD:propstat>
</D:response>
<D:response>
<D:href>http:/fiocalhost. 2080/upsANBOX/6623926; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>b072c3748ceff13209fa746i797 eB4b</D:uid>
<Drisfolder=0</D:isfolder>
<Drishidden>0</D:ishidden>
<hm;read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hmrimportance>1</hm:importance>
<m:from>jochnsmith@demo.com</m:from>
<m:subject>Re: xxxxFWD: Re: Test #1</m:subject>
<m;date>2003-08-05T23:07:18Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1927</D.getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</Dpropstat>
</D:response>
<D:response>
<D:href>http:/flocalhost:9080/ups/INBOX/6623922; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
- <D:prop>
! <D:uid>11f1cBe69555d3397 1aea12c08be5021</D:uld>
<Drisfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden=
<hm:read>1{</nm:read>

G
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<m fronpj ohnsm t h@eno. conk/ mfron> <m subject>Re: Test #l-All<lmsubject>
<m dat €>2003- 08- 05T23: 04: 31 Z</ mdate> <up: isdel eted>0</up: isdel eted>
<D: get cont®¥R2PEABIH81258</ D: get cont ent | engt h>  <D: cont enPEFAS3840954¢bnt ent
cl asses: nessage</ D:. contentcl ass> </D:.prop> </D:.propstat> </D:response>
<D: response> <D: href>http://1ocal host: 9080/ ups/1 NBOX/ 6623909; | </D: href>

<D:. propstat> <D: st > T 0 / tus> <D: prop>
| gﬂﬁgﬁiﬂ é@g?%f ﬁ me“éd> <D. i sf oi der >0</ D:
ij

<D: ui d>0e79a3593253%
i sf ol der> <D: i shi ddgp3 ;,\{.}@og,QOSI 020038 PCT/ US2004/ 005474

<hmread> 1 </ hm r eagzudbErRasaEhec Reenkof</sufdsasat t ach nment >

<hm i nportance> 1 <thuubran0s-DB0EE2S: 06457 OMRg>0N nsm t h@eno. com <l m fr onw
<m subj ect >Re: Test <uplisdeletadstijipistsietedsm dat €>2003- 08- 05T23: 04: 13Z</ m dat e>
<up: isdel et ed>0</ uf2-geicholentiength>1930</D:getcontentlength>

<D: get cont ent | engt hﬂﬂ‘ieﬁ}cﬁswltW@ﬁ?‘ﬁ@ﬁ@tﬂﬁ§sa§leﬂﬂ3 goiensiasst ass>u

rn: content-cl asse§ §ag a</ D:. contentclass> </D:.prop> </D: propstat >

</ D. r esponse> ?es Se> <D

href>http://1ocd] 36% 80/ ups/ INBOX16605332; 1 </ D: href > <D: pr opst at >

<D: st at us> HTTP/ %Eél%éh@édﬁg:(:nm?@u@éz%@ﬁ 1</D:href>

O

<D: ui d>6060b944e&@)2p5 498af 29e5f 0e47</D: ui d
<D:status>HTTP/1.1 200 OK</D:staius>
<B:prop>

<D:uid>65bc30adfb4fb66f3d1 1b0416c82b701</Diuid>
<Drisfolder>0</D:isfolder>
<D.ishidden>0</D:ishidden>
<hm:read>1</hm:;read>
<hm:hasattachment>1</hm:hasattachment>
<hm:importance> 1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<nsubjectoodWD: Re: Test#1</m:subject>
<m;date>2003-08-05T23:05:27Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>3254</D:getcontentlength>
<[.contenfclass>urn:.content-classes:message</D:conteniclass>
</D:prop>
</D:propstat>
<{D:response>
<D:response>
<D:href>http:/Mocalhost: 9080/upsANBOX/6623810;1</D:href>
<D:propstat>
<Distatus>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>07cdf24a06{8e849754{20fe6dcBbfdf</D:uid>
<Drisfolder>0</D:isfolder>
<Dishidden>0</D:ishidden>
<hm:read>{</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1-All</m;subject>
<m:date>2003-08-05T23:04:31Z</m:date>
<up:isdeleted>0</upisdeleted>
<D:gefcontentlength>1258</D:getcontentiength>
<D:confenfclass>urn:content-classes:message</D:contentclass>
</D:prop>
<fD:propstat>
- </D:response>
<D:response>
<D:href>http:/flocalhost: 9080/ups/INBOX/6623909; 1</D:href>
<D:propstat>
, <D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>0e79a3593253fb9596bf9d86873f498</D:uid>
<D:isfolder>0</Disfolder>
<Drishidden>0</Lyishidden>
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<D: isfotder>0</D. isfolder> <D: ishidden>0</D: i shidden>

<hm r ead>Qs <hm hasat t achnent >0</ hm hasatt ach _

<hm i nporgﬁéégﬁ];mi%é? hm i nportance> <m fronpaol nbrsecu r PA5HT
</mfron> <msubject>Security Notice to AOL Menbers</msubject> <m d
ate> 2003-08-01 T23:00:58Z</m d ate> <up:isdel eted>0</up:isdel eted>

<D: get cont ent t engt haplislLasl.s@nt entl engt h> <D: content cl ass>
ur n: cont ent - cl assesRESASEMERS0-ONRERREdhReRs> </ D prop> </ D: propst at >
</ D: response> <D r aspigpsaance=<hnhigbrntssp: / /1 ocal host : 9080/ upsl |
NBOX16567082; | </ Dsrhifrei>joltiSmih@pata@tom</meBomt at us>HTTP/ 1. 1 200
OK</ D: st at us> <D: pfropubjedyRei Test #1MIT2¢Pe aa91458f 40f 81f ce3b5e05</ D: ui d>
<D: i sf ol der>0</ D: i sf@ﬂ@é?%o%ﬁg"(}ﬁ%loddm@ﬁ@ﬂ shi dden> <hm read>0</ hm
read> <hm hasattac T‘%% E‘S nttg <hm i nport ance> 1
<I hm i npor t ance> %
<m subj ect >Comi ng on en s>§1rrb edlg?ssa <g|§co It ntc?ass>
<m dat e>2003- 07- 2227</ m dat e> <up: isdel eted>0</u p: isdeleted>
<D: g etcontent I<gj1,g 55%.5;;00124 D: get cont ent | engt h>
<D: cont ent cl ass=zpirespeadi-ent - cl asses: message</ D. cont ent cl ass> </ D: prop>
</ D: propstat> </<D:hrefsittpisazihostOBOMpEANBIXGA0S332; Rrfretem Li sting #3 -
Exenpl ary Fol der <BgaemsketRequest Capabilities of fol der.
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>6060b844e60256c814498af29e5f0e47 </D:uid>
<Drisfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m;from:aclmbrsecurity@aol.com</m:from>
<m:subject>Security Nofice to AOL Members</m:subject>
<tm;date>2003-08-01T23:00:58Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>5137</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:conteniclass>
</D:prop=>
</D:propstat>
</D.response>
<Diresponse>
<D:href>http:/llocalhost:3080/upsANBOX/6567082; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<Dudid>f47b72¢8¢1aaf1458f40f81fce3b5e0b</Diuid>
<Drisfolder=0</;isfolder> S
<Drishidden>0</D:ishidden> ; )j
<hm:read=>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance> 1</hm:importance>
<m:from>acimemberinfo@aol.com</m:from>
<m:subject>Coming Soon - AOL 9.0 Optimized</m:subject>
<m:dafe>2003-07-25T21:15:227</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>10012</D:.getcontentlength>
<D:contentclass>urn:content-classes:message</D:conteniclass>
<{D:.prop>
</D:propstat>
</D:response>
</Dnmultistatus>

i

Program Listing #3 -~ Exemplary Folder Search Request

Capabilifies of folder:
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54 WD 2005/ 020038 PCT/ US2004/ 005474 REQUEST: OPTIONS /ups HTTP/ 1.1
User-Agent: Nbzilla/4.0 (conpatible; MSIE 5.5 Wndows NI 5.0 Connecti on:
Keep- Al i veVRZLSI24B8 host : 9080 PCT/US2004/005474

Cooki e: JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935 Cont ent - Length: 0
RESPONSE: HTTP/ 1.1 200 XK al |l ow OPTI ONS, PROPFI ND, MOVE, DELETE, BDELETE,
BMOVE, SEARCH +<um schemas: cor p: uni ver sal pr oxy: basi csearch>

Cont ent - Type: mﬁqug;@. boHTANgent - Length: 0 Date: Wed, 06 Aug 2003 18:20: 28
GMI  Server: Amsrhaageﬁpmimam QompaibrhvEm 5.5,0bifgswsNT SQQUEST:  SEARCH / ups
HTTP/ 1.1 Dept [Condectior: Kedp-Aivé et t Pragma: no-cache Content-Type: textxm
User - Agent : Mbkiokt et¢athoBtq080npat i bl e; MSIE 5.5; Wndows NT 5.0) Connecti on:
Keep- Ali ve HostCopI@%dSﬁ%@!@NWOCMAED?DZBEH0834D93F7A006935

Cooki e: JSESSI ORPmettigrsih-AED7 D2BE210B34D93F7ACD6935 Cont ent - Lengt h: 922

<?xm version=" "’>> <D sear chrequest xm ns: D="DAV "
xmns:t="urn:s ro?( uni versal proxy"> <tbasicsearch> <D: sel ect> <D:

p rop> <D u i PhBBE{ND B fé%a%ﬁ&@@%'aﬂrﬁﬁ/&%‘s@aéﬁop <D.
pr op><D:di spl auaﬁrﬂah?s%h hasioRAm &dsearch>

Content-Type: texUpIam

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyotef1.0

Search for folders:

REQUEST:

SEARCH /fups HTTP/1.1 ..

Depth: 1,noroot '

Brief: t

Pragma: no-cache

Content-Type: textxml

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host iocalhost 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210834D93F7ACD6G935
Content-Length: 922

<?xml version="1.0"?>
<D:searchreguest xmins:D="DAV:" xmins:t="urn:schemas:corp:universalproxy">
<tbasicsearch>
<D:select>
<D:prop><D:uid/></D:prop>
<D:prop><D:contentclassi></D.prop>
<D:prop><D:displayname/></D:prop>
</D:select>
<D:from>
<D:scope>
<D:href>url</D:href>
<D:depth>1</D.depth>
</D:scope>
</D:from>
<D:where>
<D:.eg>
<D:prop><D:contentclass/></D:prop>
<Dditeral>urn:conteni-classes:mailfolder</D:literal>
</Dreq>
</D:where>
</t:basicsearch>
<f{J:searchrequesi>

’ RESPONSE:
HTTP/1.1 207 Multi-Status
Content-Type: text/xml
Transfer-Encoding: chunked
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<D:from> <D:scope> <D href>url</D: href> <D:depth>1 </D: dépt h> </ D: scope>

</D:fronp : re> <D:eq> <D:prop><D:contentclass/></D.prop>

<D: li teralgé%roﬁg@gﬁigent -classes: mailfolder</D:literal > Qgﬁ‘ﬁ?sg?,]@mgf’ﬁ?V\here>
</t:basicsearch> </D:.searchrequest> RESPONSE: HITP/1.1 207 Multi- Status
Content - Type: text/xm  Transfer-Encodi ng: chunked 55 WO 2005/ 020038

PCT/ US2004/ 00547e: vidat @5 Aljedo3 062ecid®03 18: 20: 28 GMI' Server: Apache

Coyot e/ 1. 0 <?xndervcerspachatolotél1.0encodi ng="UTF- 8" ?> <D: rrul tistatus

xm ns: D="DAV: " xm ns: up="um schemas: cor p: uni ver sal pr oxy"

Xm ns: c—"urn sc‘f’?ém’a@waérCHaandm*WFﬁ 2>um schenas: cont act s:

xm ns: hne"u I53‘?‘1"t3t mal NS DAPME" e ' upinig: mén%sqﬁamam@d@wersabmxy’ '
<D: response’g""S@ pum r/ P‘mﬁ’ééfH’EiﬁheQ@BG?%} pris: KPS he MR- fpsrail.”
<D: pr opstat)g"m?ﬁ’girﬁi %8900 K</ D: st at us> <D prop> <D

ui d>c90d66b2362

cont ent cl ass>urn: § éjﬁl %@é%aéﬁgﬁqééég/q&h% cont entclass> <D:.d

i spl ayname> | N B %qu_;mpll YRR slalisPr op> </ D: pr opst at >

</ D. r esponse> <D:prop>

<D:uid>c80d66b2362a1a0bc3df1852021a6f63</D:uid>
<D.contentclass>urn.content-classes:mailfolder</D:contentclass>
<Drdisplayname>INBOX/</D:displayname>
<[D:prop>
</D:propstat>
</D:response>
<D:regponse>
- <D:href>hitp:Mocalhost: 9080/upsNVOICE-MAIL/</D:href>
<D.propstat>
<D:status=HTTP/1.1 200 OK</D:status>
<D:prop>
<D;uid>cabbce34709ab79d2ad2d5334d998272</Duid>
<D.contentclass>urn.content-classes:mailfolder</D:.conteniclass>
<Drdisplayname>VOICE-MAIL/</D:displayname>
<{D:prop>
<fD:propstat>
<fD.response>
</D:mulfistatus>

Program Listing #4 - Exemplary Configuration File

<resource
conteniclass="urn.content-classes:mailfolder"
javaciass="com.teamon.proxy.data.impl.MailFolderimpl"
responsecacheduration="0"
cachestrength="0">

<request method="PROPFIND">

<header name="Brief" value="t' />
<header name="Content-Type" value="{ext/xmi"f>
<header name="Depth" value="1, noroot"/>
<header name="Range" value="rows=$rangeStari$-$rangeEnd$"/>
<header name="Pragma" value="no-cache"/>
<header name="X_UP_REFRESH_CACHE" value="force" />
<body><I[CDATA]
<?xml version="1.0"7?>
<D:.propfind
= xmins:D="DAV:"

xmins:hm="urn:schemas:httpmail.*

xmins:m="urn:schemas:maitheader,"

xmins:up="urn:schemas:teamon:universalproxy">
- <D:prop>

<D:uid/>

<D:isfolder/>

<Drishiddenf>
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<D:response> <D. h ref> h ttp:Moca |l h ost:9080/u psNO C E-MAI WU</D: h
ref> <D:propstat> <D:status>HTTP/ 1.1 200 OK</D: status> <D: prop>

<D: ui d>cabWO88wrE98B79d2ad2d5334d998272</ D: ui d> PCT/US2604/005474

<D: cont ent cl ass>urn: content -cl asses: mai | f ol der </ D: contentcl ass> <D.d

i spl ayn anme>VO CE-MAlI W</ D: displaynane> </ D. prop> </D:propstat>

</ D. response> </ D nuLtl staf us> Program Li sti ng #4 - Exenplary
Configuration File £ E%eé? &acc ,?élt ent cl ass="urn: cont ent - cl asses: mai | f ol der"
j avacl ass="com t eano % i mpl . Mai | Fol deri npl "

responsecachedur at i 0gg:#@y/=Cac estrengt h="0'> <request nethod="PROPFI ND'>
<header name="Brief valigeyy /> <header nane="Content-Type'

val ue="text/xm "/ > <h@ager nanme="Depth" val ue="I, noroot"/> <header
name="Range" val ue="ruiste®telirgeSt art $- $r angeEnd$"/ > <header nane="Pragna"
val ue="no- cache"/ > <taetemtentengti/>X UP_REFRESH CACHE" val ue="force" />
<body><! [ CDATA[ <’>xnf53'é¢f§ﬁ“§¥ﬁ551’i 0"?>  <D:pr opfind xm ns: D="DAV: "

xm ns: hme" ur n: sche @Pf mai | : xm ns: m="urn: schemas: nai | header. ™ xm ns:
up="urn: schenas: t RERINGini ver sal proxy"> <D:prop> <D:uid/> <D:isfolderl>
<D:i shi ddenl > 56 <,b0dy>

</requesi>
</resource>

R
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s
7

-/;‘MD 2005/ 020038 PCT/ US2004/ 005474 <hmread/ > <hm hasattachnment/>

<hm i nportance/> <mfrom > <msubject/> <mdate/> <up:isdeleted/> <D
getcontentl ength/> <D:.contentclass/> </D:.prop> </D:propfind> jj> </body>
</request> </resource> 57 THAT WVHHCH IS CLAIMED IS: 1. A communi cati ons

system conprising: a pluralit é of electronic mail genall) data storage
devices for storing emai| nessaglsiGsi dg 52 MERst>éne of a plurality of

different operating protocols; a plurality of nobile wrel ess
communi cations devices for accessing said enanil data storage devices and
each using at |east onk. ok ¢¢mmmm1¢%¢i®vs0$y5tEMf@wmm¢l©p@gating protocol s;

and a protocol |nterface eV| £, co a front-e nodul e for
comuni cating wth said %fura ?F ot r%ﬁ%%sﬂ%gﬁhﬁﬁ 3% ons

devi ces usi ngtof@@@e@évi/cee@pﬂcﬁﬁwiﬂ@rpﬂi@t@ﬁ@iﬁ més PHPE OCOs i eMghthe nodul e
communi catin with said front-end proxy nodule using a conmon interface

pr ot ocol , f%%%%c‘?ii“?/eof M el Eonnekt S FotRN e ovdFatiams! ati ng
connunicat|q§§o@@g&p§p said

a plurality of mobile wireless communications
devices for accessing said email data storage devices
and each using at least one of the plurality of
different operating protocols; and

a protocol interface device comprising

a front—end proxy module for
communicating with said plurality of mobile
wireless communications devices using
respective operating protocols,

a protoceol engine module communicating
with said front-end proxy module using a
common interface protocol,

a respective interface connector module
for translating communications between said
protocol engine module and said plurality of
email data storage devices for each of the
different operating protocols; and

a polling engine module for prompting
said protocol engine module to aggregate
email messages for respective mobile wireless
communications devices from said electronic
mail data storage devices, said protocol
engine module cooperating with said front-end
proxy module via said interface connector
modules to provide the aggregated email

messages to respective mobile wireless
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protocol engine nodule and said plurality of email data storage devices
for each of the different operating protocols; and a polling engi ne nodul e
for pronpting said protocol engine nodule to aggregate enmil nessages for
respective nobile wireless comrunications devices fromsaid electronic
mai | data storage devices, said protocol engine nodul e cooperating with
said front-end proxy nodule via said interface connector nodules to
provi de the aggregated email nessages to respective nobile wirel ess 58
conmuni cati ons devices. 2. The comuni cations systemof Claim1l wherein
sai d protocol engine n@@@M@Hé@ﬁbipéésd%Vl©®$versal pr oxy servlet nodul e. 3.

The comruni cati ons sysiem, %%ﬁ%ﬁ%f M?gﬁgl Y%@ég 8%0¢ interface

device further conpriseées a p pr oV nodul'es coupled bet ween
said unlVerSahepeDMySSEdVbEbtﬁbdhlen@ﬂMeSﬂbdul@|Ubﬁbriye@falnterface
connector nodules; and wherein said universal proxy servlet nodul e

gener at es caFP%V?B?als%FﬂxblE?EY%?E BPdvhterf ace connector nodul es based

upon respective data agceﬁﬁer@%ﬁéﬁcéﬁp&mgs%ﬁ%f @DQU{MXV modul e, and
wherein said plurality of provider nodules transfer the calls to

respective wheeeinceatdnnectorohotutesfade deeicenfruntlbati ons system of

Caiml wherein said |nt rfa e conpect or e onprise, a plurality of
a Mcrosoft EXC %ange con%ec or ' feprOVl%%ﬁ1%%§%g%ﬁe%?%? %%dule an

Anerica Onl |n@twé&)sammn@ﬁr@fs@qu&@;yasébﬂ@tIm@@@n@ca@di gpfal e, a
M crosoft Network (MSN) connector nodul e, a Conpuserve connector nodule, a
Post OFfice @%lf%bw(%:}nt%%%%twnmm% meMl af’ | FMSrHR MR sage

Access Protocph (A MAR) s SPNPEGEPT sIPHULE nodule generates calls for

said plurality of interface connector modules based
upon respective data access requests from said front—
end proxy module, and wherein said plurality of
provider modules transfer the calls to respective
interface connector modules.

4. The communications system of Claim 1
wherein said interface connector modules comprise a
plurality of a Microsoft Exchange connector module, a
Domino connector module, an America Online (AOQL)

' connector module, a Hotmail connector module, a
Microsoft Network (MSN) connector module, a Compuserve
connector module, a Post Office Protocol (POP)
connector module, and an Internet Message Access
Protocol (IMAP) connector module.

5. The communicaticns system of Claim 1
wherein the common interface protocel is based upon a
Web—based distributed authoring and versioning (WebDAV)
protocol.

6. The communications system of Claim 1
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5. The communi cations systemof Claim1 wherein the conmon interface
protocol is based upon a Wb-based distributed authoring and versi oni ng
(WebDAV) protocol. 6. The conmunications systemof Caiml 59 wherein
said protocol interface device generates an error responsive to at |east
one non-supported, operating protocol. 7. A protocol interface device for
i nterfacing BNBraial FeydoPrabBrPe Wikertase donntni ¢arebatedediices with a

plural ity of ceL6et ERbGnsTRL] & OBl {dadat ansl QEATG,HEYLLEY. the mobile
n

wi rel ess comuni cations devices and the emai ata  storage devices each

using at | easpeoaeing arptoacality of different operating protocols, the
protocol interface device conprising; a front-end, pro nodul e for
comunicating wth thZ'p%u?g$??9°gfl%%%F£%Cﬁﬁ&%V%£§ ﬁ%ﬁnunipations

devi ces usingntespeetih¥es OPLHAil NGy PEPLACHL B¢ Ripspiosol engine nodul e
communi cating with the front-end proxy nodul e using a common interface

protocol ; a FeBpeRireblenseftateceonhicltarrhetul bty orf elepsrariag
comuni cat i OtﬂéiPeL@fggfﬁa&iQtz?rQ{@fQ eg@gi,g . HD?Hé em{f‘tg'ijlé %%Péfégy ty of

emai | data storag evi ces or eac e di fferent opéerating protocols;
and a pol | i ngorengn heatrbdws eddéwi cqs oagpd | tige Samali 1 pdot &cot cesnge ne nodul e to
aggregate ennil, nessages for respective nobile wrel ess conuni cati ons

il ;
devi ces fronTCEhFES eFECR roPtRY il I 1ot RBrage® RIFERSIT%aPH protoco

-engi ne nmodul @ £POPERAt LPGr M {hy Sk SEON - ekl PFOXYFPdul e via said
interface connector nodules to provide the aggregated enmail nessages to
respective WobRTEaok rédesse commniri Tty ons devices. 8. The protoco

;nterface devi ce of Clgi P}Jnt—"%heé %Pm%?ir%?ocﬁ’éfet oj%)rl &n iunneiég)gyrllge conpri ses
with the plurality of mobile wireless communications
devices using respective operating protocols;

a protocel engine module communicating with
the front—end proxy module using a common interface
protocol;

a respective interface connector module for
translating communications between said protocol engine
module and the plurality of email data storage devices
for each of the different operating protocols; and

a polling engine module for prompting said
protocol engine module to aggregate emalil messages for
respective mobille wireless communications devices from
said electronic mail data storage devices, said
protocol engine module cooperating with said front-end
proxy module via said interface connector modules to
provide the aggregated email messages to respective
mobile wireless communications devices.

8. The protocol interface device of Claim 7
wherein said protocol engine module comprises a
universal proxy servlet module.

9. The protocol interface device of Claim 8
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uni versal proxy servlet nodule. 9. The protocol interface device of Claim8
60 further conprising a plurality of provider nodules coupled between said
uni versal proxy servlet nodule and said plurality of interface connector
nodul es; and wherein said universal proxy servlet nodul e generates calls
for said plurality of interface connector nodul es based upon respective
data access requests fromsaid front-end proxy nodule, and wherein said
plurality of provider nodules transfer the calls to respective interface
connector nodules. 10. The protocol interface device of Cdaim7 wherein
the common i Aterhatecpnprosohgis phsedl ippnod pﬂ@%iﬁase@bdwb$$ibuted

aut horing and |nterfaC|ng a

o 0y okl 3 OB e bR wn R EL L o ity ST L PO e 6 & o

el ectroni c nBalid(phatt)i€at af Sifagfadevisesectbe modbiéde; V\&uﬁ@| ess
communi cations devices, and the ennil data storage devices each using at
| east one of WHETHLTr &R i€ yuRivVRIT$3brRAPXHpRP AT I By PrEt bR ¥eRe¥HEeSFret hod

comprsing: BEOYLOLD 21800 ERMl Py XY OCULELOToo kML GRELADWI LD the

plurality of l e wirel ess connu i catlons devices using respective
operating pb@S@@Oﬁ@@npr©wpd¢hgva.@aba0@©¢eemgw$mu$mmmnfromommu@|catlng

ith the f t- dul t t ;
brovi i ng & FEERECEY T A LrARb Cortear 4 R B4 Of ETaht 411 h

comuni cat i opsoPed¥eeiodinte §1t P410é £6O| £ 1800t AE] S0P L Fpsthge pl ural ity of
emai| data storage devices for each of the different operating protocols;

and provi di n§EeBERFS NP EMRF R it ke s or

10. The protocol interface device of Claim 7
wherein the common interface protocol is based upon a
Web-based distributed authoring and versioning (WebDAV)
protocel.

11. A method for interfacing a plurality of
mobile wireless communications devices with a plurality
of electronic mail {(email) data storage devices, the
mobile wireless communications devices and the email
data storage devices each using at least one of a
plurality of different operating protocols, the method
comprising:

providing a front—end proxy module for
communicating with the plurality of mcobile wireless
communications devices using respective operating
protocols;

providing a protocol engine module
communicating with the front-end proxy module using a
common interface protocol;

providing a respective interface connector

module for translating communications between the

61



pronpti ng the protocol engine nodule to aggregate email mnessages for
respective nobile wireless communi cations devices fromthe electronic nai
data storage devices, the protocol engine nodule cooperating with the
front- end proxy nodule via the interface connector nodules to provide the
aggregated emai|l nessages to respective nobile wreless comrunications
devices. 12. The nethod of Claim 1l wherein the protocol engine nodule
conprises a universal proxy servlet nodule. 13. The nmethod of Caim 12
further conprising a plurality of provider nodul es coupled between the
uni ver sal prbxyteeeV| enghneunedahd ahd thpeuphhiality ¢hterdatedzoanect or
nodul es; ands%herein theegnkgersalhpéfxghserv%gt nodul e generates calls

t TR of MFodtt Be bas edP ThdR Y espect i ve

for the plura F?%eo CYnreFface Tonned
data access peguestssfromithe front-end proxy nodul e, and wherein the
plurality of provider nodules transfer the calls to respective interface
connector nodul es. 14.PIPEldERRod BPLERY eI R SRARL € hECL common i nter f ace

pr ot ocol iso}?g@gﬁﬂﬁ_ﬂtﬁe ViéPs Passt eﬁ@'df%% ierpégl%% ;&%ﬁ&{%@g@@&' ¥t 51 oni ng

(WebDAV) pr A conput er -r eada me conput er
execut abl e noessages of or ntespact nge anphutal wiyel&ds ofomolmieawiors ess
communi cati ons._devi ces Wt luralit ectronic nail%éenail) dat a

h f
storage deviCEECSY h r%bifql%a%%)%tr%%%l%éﬁ%u%? 23 HOTRAT cRRVETEt he enai |

data st or agetigeVip £eSo®HL Nekgi g bdhBaStoONEratofnd Witk afhd yredngi fferent
operating protocols, the conputer-readable nmediumconprising: a front-end

proxy nodul e1SrPERMRREatT ngla vikts e planal Ganeft appIe@i e el ess
Com ot AR 085 SR STSALE JRSIIR iRl ieg motocel
interface mobile wireless communications devices.
12. The method of Claim 11 wherein the
protocol engine module comprises a universal proxy
servlet module.
13. The method of Claim 12 further
comprising a plurality of provider modules coupled
between the universal proxy servlet module and the
plurality of interface connector modules; and wherein
the universal proxy servlet module generates calls for
the plurality of interface connector modules based upon
respective data access requests from the front—end
proxy module, and wherein the plurality of provider
modules transfer the calls to respective interface
connector modules.
14. The method of Claim 11 wherein the
common interface protccol is based upon a Web-based
distributed authoring and versioning (WebDAV) protocol.
15. A computer—readable medium having

computer executable modules for interfacing a plurality
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protocol; a respective interface connector nodule for translating

communi cati ons between the protocol engine nodule and the plurality of
emai | data storage devices for each of the different operating protocols;
and a polling engine nodule for pronpting said protocol engine nodule to
aggregate email nmessages for respective nobile wreless comruni cations
devices from said electronic mail data storage devices, said protoco

engi ne nodul grcagpenat ingeneth sahfuhl 08t 1608 qRLOX¥sMRYuLe,via said
interface connector nodules to provide the aggregated email nessages to

respective HhbbirpéitirefesscecbhnuarcaaibnéenevittedatabstThage

computer - r eagabl . 0ediym ol ¢} ai nt 12, whereln,Lbe.prghocal, eogl ne, godul e
conprises a uniVer&al proxy seérvie rodur e 17+ “Fhe conput er-teadabl e
medi um of C ahen déGaifudther sconpgesdagiaepl aaahi yinf provedet somdul es
coupl ed between the universal proxy servlet nodule and the plurality of
i nterface cofi eﬁtB}uﬁBHﬁFﬁs?faﬁﬁffﬁﬁ%?Ei%p?ﬁ%tﬁﬁngFgéPC%%%xyt%%rvIet

modul e gener abgsut6alL8ah9b1L e Bl Hhakihyr 06 kgt erface 63 connector nodul es
based upon respective data access requests fromthe front-end proxy

modul e, and wherein taefpbutatidypoéxypriovides fodutesmbunansfengthe calls
to respecti¥§t£n ﬁrfafg The coggute : readabl e

medi um of C&arm 1 em%er%%ﬁgpﬁggggﬂggﬂf%ﬁ?%?%g%%s FOTBeot 75t paZed
p ed upon a
Web- based di 8&vibas eds awly hpespacande VEsSEONIi NG H¥6bEAY) s; protocol . 64

a protocol engine module communicating with
the front—end proxy module using a common interface
protocol;

2 respective interface connector module for
translating communications between the protocol engine
module and the plurality of email data storage devices
for each of the different operating protocols; and

a polling engine module for prompting said
protocol engine module to aggregate email messages for
respective mobile wireless communications devices from
said electronic mail data storage devices, said
protocol engine module cooperating with said front-end
proxy module via said interface connector modules to
provide the aggregated email messages to respective
mobile wireless communications devices.

16. The computer—readable medium of claim 15
wherein the protocol engine module comprises a
universal proxy servlet module.

17. The computer—readable medium of Claim 16
further comprising a plurality of provider modules
coupled between the universal proxy servlet module and
the plurality of interface connector modules; and
wherein the universal proxy servlet module generates

calls for the plurality of interface
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connector modules based upon respective data access
requests from the front—end proxy module, and wherein
the plurality of provider modules transfer the calls to
respective interface connector modules.

18. The computer—readable medium of Claim 15
wherein the common interface protocol is based upon a

Web-based distributed authoring and versioning (WebDAV)

protocol.

64



