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DESCRI PTI ON COVMUNI CATI ON CONTROL, SYSTEM TECHNI CAL
FIELD 5 [0001] The present invention relates to a
comuni cation control. systemused for a distributed
control systemor the Iike. BACKGROUND ART 10 The
di stributed control systemis used for plant:
operation control in a wide variety fields such as
petrochem stry, steel, paper pulp. foods,
phar maceuti cal s, a@@S@Rd@ﬂnKmIpomer. [0003] 15 Fig.
1 shows an exenplary configuration of a genera
di stri but ed@onINIGIABYSH eroON'ReOBr sYBYEMO Fig. 1, an
operation nonitoring apparatus 1 and a controller 2
are connected to a control bus 3. The controller 2
controls a plant 4 under the nonitoring of the 20
TECHNOPRLatranpnoni tori ng apparatus 1. The operation
nonitoring apparatus 1 is in charge of operation and
[ooo1ponitoring of the plant. The operation nonitoring
apparatus 1 displays a screen to performcontro

Oﬂeé@ﬁe@ér&ngnggﬂtﬁgﬁ' 1t alds 3ECQN i rioﬁ\{\%téfortlrc]:%ntfé)l

scal e of the plant, ura |ty of ers are
el §k&ybut ed;agk os I Qperation noni i ng
al eapparatus I g Eébggﬁ?r%ﬁ Bl & nnﬁ%?&% etV?tL %gch

BACKCIOHEH akP control t he pl ant V|a the control bus 3.
?%00:1
[0002]

The distributed control system is used for plant

operation control in a wide variety of fields such as

petrochemistry, steel, paper pulp, foods, pharmaceuticals,
and electric power.
[0003]

Fig. 1 shows an exemplary configuration of a general
distributed control system.

Referring to Fig. 1, an operation monitoring apparatus
1 and a controller 2 are connected to a control bus 3. The
controller 2 controls a plant 4 under the monitoring of the
operation monitoring apparatus 1. The operation monitoring
apparatus 1 is in charge of operation and monitoring of the
plant. The operation monitoring apparatus 1 displays a screen
to perform control operation and monitoring. In accordance
with the scale of the plant, a plurality of controllers are

distributed across the plant. The operation monitoring
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Sensor devices 5, 6 present in the plant 4 detects the
5 process val ues of tenperature, pressure and |iquid

|l evel. valves 7, 1 have their throttle opening
controlled by an operation signal given by the
controller 2- An analog signal. of 4 to 20mA and | to

5V output fromthe sensor devices 5, 6 is input to
the controller 2. Based on this input, a control. 10
apparamius (netdshiosnjontnrd hee cohtawinheri@atpenfidrinme acdntotdler
arithmetic operation and obtains an operation anount.
to cohhleolopératilemtaniunttHes cuitpitdl asisam anal og si gnal of
4 to 20mA and 1, to 5V, which controls the throttle
{00040peni ng of the valves 7, 8. For exanple, by
controlling the valve throttle opening 15 of a

r eaakbendevesekhs, pk asesSe Lt Jiemeratere s the
pressure is controlled, [00051 The control bus of a

proce&@nVeNticanal £ di shpk byt 8deC ORIl u Y RN 1 8q@iQUSevel .
dedi cated to process control. The protocol 20 for the

ValveSOMtrod RUSel $hiRF L0t fedigahedqt Q PHOCESRed by an
control. In recent years, remarkabl & progress in I¥

opera%h%oég’g@%tﬁe’bdig&ﬁ?égltﬂ%?rzo%rw%k% at ef, *a%%'i%? g?igt%%é_

as pr e open architectur

of 4 ?cggéér%-?%dﬁt ‘;]th é’e?@&’g‘%@lﬂ% LR %y%*e%.'l‘c&és 556

@)
uest Itecture, a request |

. .._he rk.that is sed.i, gn _Ethernet. (r.eqgi stered,
s ingfh Rl g Bt R TRE s ROt ML bASRY duaLoPETPe

anie UGSE SHUSHL O BpPLY Logketri oL B el (rea shers
arithgggagogp% %Eigk and obtains an operation amount. The
operation amount is output as an analog signal of 4 to 20mA
and 1 to 5V, which controls the throttle opening of the valves
7, 8. For example, by controlling the valve throttle opening
of a reaction oven the process amount of temperature o.].: pressure
is controlled.

[0005]

The control bus of a conventional distributed control
system is da bus dedicated to process control. The protocol
for the control bus is a protocol dedicated to process control.
In recent years, remarkable progress in IT (Information
Technology) or web-related technologies has presented a need
for the open architecture of the control bus for a distributed

control system. As a request for the open architecture, a

request for a network that is based on Ethernet (registered
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[ 0006] The Patent Reference . describes a

comruni cation control systemthat. enploys a

redundant configuration of a network adapter

transparent to a user application programwhen a

comuni cation station comuni cating over the TCP/IP 10

(Transm ssion Control Protocol/Internet Protocol) i53

connected to Ethernet (registered trademark), ,0007?,
tradePat kit iRebar éheeriselP- A-11- 205356 [0008] 15

I ndustrial Ethernet (registered trademark) does not

cut rientdhyi ssabeskyrohed,eaklttiie phopertytady to apply

reliability requested in process control so that it

Indust8igl fititatdet Q QIO e oS BeR cRICOMIURLCEhE UbEOM T Yus
system [00091 20 In a conventional system it is

for adifsteubhtb@ LBRLEBBNLys@REN protocol communi cations
while assuring real tine property and reliability

[oooefromthe following circunstances: (a) Comunications
over a standard protocol that is based on Ethernet

(F8gipsker %dRéféggﬁeé k) 495 QB/e'sF’a (:;Brngrﬂﬁmcsasd h ARtrol

Control Protocol t er net rotoco

systerﬁué LEi Sﬂéh%é?r?,ag' Hh g, &‘5“5¢:‘3'om%t ra‘?@l?ﬁ QRELS

relra when ~used inin appllcatlo

t t
adapt%rnfgasnsfgg.%%a ezt“réf&sarf%?éfmgfﬁﬁng%?»:%‘)a%q.@en |
reliabili have q 5 insufficient

t t
commu g OB . AL GhirBai g Aot REF Feudithin — Fee/Te

(Transmission Control Protocol/Internet Protocol) is
connected to Ethernet (registered trademark) .
[0007]

Patent Reference 1: JP-A-11-205356
[0008]

Industrial Ethernet (registered trademark) does not
currently satisfy the real time property or reliability
requested in process control so that it is difficult to provic;é
such a communication control system.

(0009}

In a conventional system, it is difficult to implement
open protocol communications while assuring real time property
and reliability from the following circumstances:

(a) Communications over a standard protocol that is based on
Ethernet (registered trademark) or TCP/IP (Transmission

Control Protocol/Internet Protocol) do not sufficiently
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or when a network device or software wi dely avail abl e
on the market is used. This does not sufficiently
neet the request for open protocol comrunications.
[0010] 10 The invention has been acconplished in
order to solve the problens. An object of the
invention is to provide a conmmunication contro
syst em capabl e of perform ng conmunications that
satisdat Ebeyneedd fdmeegriopemeyprbipghrtyr ehdabélidlyidntdyavhen
need for open protocol comrunications by 15
used int roducitng.aln agpe isamel @onmzuclead i pnostati ebnEibili. cal
comuni cation section for providing real tinme property
(b) Gorhimphatioesi abidd ty amiopedn clemiuniteat i pRoEBELILONEor
DI SCLOSURE OF THE | NVENTION 10011) 20 In order to
attaisthvye tbelpriobhenprdfetiynvent ofel $abg0ntyUiSHe an1y
follows: [0012.1 (1) A communication control system

insuffeeieomt cohbhmdbiGArUMNEH I Rerd OB d RAIMEE L Bt em
plurality of communnication 25 stations that are

or whE€ANRastefote aLprwaIn catd on, Pat hsi hel WA b d Rl exed

with a main path and a sub-path, the ‘conmuni cati on

ont.r Sstem i SINY:.. fddst. ' i
markefﬁ NEr@begyst@m CId $id9 sJﬂfl%W%e%; 1S Fﬁe&l&ft

unction inplenmenting sections are mu

for oé@gagrbgoggﬁrg%ﬁﬁﬂ f@&élo . mai n path 1; and the

ub- path respectively, and each of which inplenents
[0010]

The invention has been accomplished in order to solve
the problems. An object of the invention is to provide a
communication control system capable of performing
communications that satisfy real time property, high
reliability and a need for open protocol communications by
introducing in the same communication station critical
communication section for providing real time property and high
reliability as open communication section.
DISCLOSURE OF THE INVENTION
[0011]

In order to solve the problems, the invention is
configured as follows:
(0012]

(1) A communication control system for controlling

communications performed between a plurality of communication

stations that are connected to communication paths being
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a conmmuni cation function in a physical |ayer of an OSI
hi erarchi cal nodel; second conmuni cation function
i mpl enmenting sections which are nultiplexed so as to
correspond with the nultiplexed 10 first
conmuni cation function inplenmenting sections
respectively, and each of which inplenents a
comuni cation function in a data link [ayer of the
multipdiexdfickratéhi ¢l impdalh; and aisgl-praitor,i tyecoomunh taki dbn
section for performng high-priority comunication via
contncHe Ffygtsm commumicatgon 15 function inpl enenting
section and the second conmmunication function
i fplrerentbnguséchitdoncachneoibaspongdi 8geh0iagy o8€tifhs
the nmul ti pl exed communi cation paths; and a
whichl awepmiidtipy ccemTeni aat tencgeeteisﬁanaowi@ar fREMAYNn3path
| owpriority communication via the first comruni cation

and tBe bubchphaom irRplRRitidig, seqid oh3Nd, £ he, s8¢ lements
comuni cation function inplenmenting section eac

a coif eSPONEh NG Ur- i, §wapagmy§ME§ﬁ' aybR€ of an osI
hi gh-priority commruni cati on Section an yhe

hierah@W-iRE10kdds 1coMuUNi cati on section coexist in a single
.25 comuni cation station, and 5 the second

B A S b
enienSEEE SRR LS el O RO, SOTIUE AL Ao
firstresg%%mdﬂﬁéétion function implementing sections
respectively, and each of which implements a communication
function in a data link layer of the OSI hierarchical model;

a high-priority communication section for performing a
high-priority communication via the first communication
function implementing section and the second communication
function implementing section each corresponding to any one
of the multiplexed communication paths; and

a low-priority communication section for performing a
low-priority communication via the first communication
function implementing section and fhe second communication
function implementing section each corresponding to the
sub-path,

wherein the high-priority communication section and the
low-priority communication section coexist in a single

communication station, and
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a transmtting section which attaches the
corresponding MAC address to a communi cation frane
dependi ng of whether a transmi ssion requestor is the
hi gh--priority comunication section or the
lowpriority comunication section, and 10 transmts
the communi cation frane to the communi cati on pat h;
and a receiving section which conpares a destination
MiEe a@igpedsceofmungeaiinncitnohibnaimpienentihg $écsion
conmuni cation function inplenmenting section with the

incluglgS:15 address stored in the address storing section,
and when a match is found in the conparison result,
sends ddre s=ecHiveithg cormnunboatvan sfttoaieg viAtheaddresses
correspondi ng conmuni cation section. [00131 20 (2)

correfpencdmuutiocah e dni gloapr Obr sy $t esmace 0edt Ngn0sedd)on and
further conprising:: a multicast address storing

the lseepirdwrfialy Siamuigi dat Phiir @bit Yol rMhCeBYl tbcast
addresses, wherein when a destination MAC address of a
canmik Sl t 00ng 2 dt Bdve wha el ¥edathe® tHe corresponding
conmuni cation path matches with any 6 one of the

MAC adddeesses stebffuniilalthe MG MY LA A EShether a
storing section, the second comuni cati on function

transhiBLkeERNLING . S&GL T 98 ﬁﬁﬂQShigﬁ—ﬁ9EHPE£ganﬁidHfHE%f&h
th , an

e high-priority comrunication sectio

sectiBhhesW s d he second, c rﬁcﬁﬁ’ﬁdrﬁ[}cg‘&[}&ﬁ' psneci'fion and

| rrpl enenti ng section sends the conmuni cati on rane to
transﬁ@@s the communication frame to the communication path;
and

a receiving section which compares a destination MAC
address of a communication frame received from the first
communication function implementing section with the MAC
addressstbredjjltheaddressstoringsection,andwheneamatch
is found in the comparison result, sends the received
communication frame to the corresponding communication
section.

[0013]

(2) The communication control system according to (1) ,
further comprising:

a multicast address storing section for storing a
plurality of MAC multicast addresses,

wherein when a destination MAC address of a communication

frame received from the communication path matches with any
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| ow-priority communi cation section. ,0014] (3) The

communi cation control system according to (1) 10 or

(2), wherein units each including the high--priority

comuni cation section, the .low-priority

comuni cati on section and the comunication "unction

i npl ementing sections, or units each including the

hi gh-priority comruni cati on section, the |owpriority
one oftonuwdatd s seotkann the MAC stileamayy eatikeBsroring

function inplenenting sections and the second
sectiefimMubhéatd fond URGin@h i S Bfe Nt UG- Sest | AR 1 nting

provi ded and nul ui pl eRed. in a single comunication
sectishakkofs aMd QLM fc ST MeSE ASma@NLBCELhLe HURH-And the,

other unit serves as a standby unit. 20 [0015] (4) A

Commuggggy@bgaggg@igggt@9&1systen1for controlling
comuni cations perfornmed between a plurality of

C&E‘HHEJ{«I§§E! on tl'% at i ggéohﬁat aécﬁmﬁ?rqugﬁfgﬂt 0 fulnction

comuni cation paths being nultiplexed wth a main
impleﬁ@ﬁ@iﬁgd s%c%:li%rpaéé]r‘xd%]h@ﬁgo@gﬂ'm%cfﬁtéa%ior%Sff lplgr %lo the

system’conprising: a high-priority conmuni cation

_..section for perform ng a _high-priority comunication

Low-pRESEL Yy COPmRR e ARaion SRR A1 owe - pri or i ty
0014ionmmication section for performng a low-priority
[ omruni cation via the sub-path; 5 a path di agnosing

S g}ion for diagnosing a soundness of the main path

a

t heT BRUGFEHL GHHd- P SR IngYséem BReparing to (1)

swi t chi ng the comuni cati on path _
or (2), wherein units each including the high-priority

communication section, the low-priority communication section
and the communication function implementing sections, or units
each including the high-priority communication section, the
low-priority C.ommunication section, the first communication
function implementing sections ar;d the second communication
function implementing sections are provided and multiplexed
in a single communication station, and

one unit serves as an active unit and the other unit serves
as a standby unit.

[0015]

(4) A communication control system for controlling
communications performed between a plurality of communication
stations that are connected to communication paths being
multiplexed with a main path and a sub-path, the communication

control system comprising:

7
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of the high-priority conmunication to the sub-path

when the stain. path is diagnosed as faulty as a

result of diagnosis by 10 the path diagnosing

section, wherein the path diagnosing section includes:

a path state storing section for storing path state

information of a path state froma hone station to

each comrunication station; and 15 a fired-cycle path

di %dh%h@r&mty)rp¢mumca@hm rgedthieon cdammpeirdatbdndng a

path fromthe hone station. to each conmunicati on
highspatpohtiyncanfiznedatyone nowverldiyn vtike tHex edriay ghecipat h

di agnosi ng section registers the path state

i rét ok orat poho Dbt R nednindonthen 20cdiagnesispeesdlhinina

the path state storing section, the fixed-cycle path

low- @ra@nbsyngomﬁuhhoathbﬁadﬁast&easu@abﬁt%lagn03|3
packet. in accordance with a inulticast protocol of

| i @ranet dPeghosdhg dittenantolr RMHddsast %d§6ﬁ§§i‘ﬁ§s§r &t
assigned to the main 25 path and the sub-path

the MebpesitNehys @Rd §u§agat!%9”HHB' cation station
performnms broadcasting by using the [P multicast

a@ﬁé@i%cﬁ@hb@§9@@ﬁbﬂgiﬁpsﬁlgéﬂhngﬁﬁkgggﬁﬂugg %%qEW1§Q€h

mai n path and the sub-path, as a tirnation

of tiR0MIRAS o ALY PORu Fo el I L 2005 SpASKEL 9T €l

destination I P _

nain PAG] GRSy oor £afReqdlng, L0o§REN Pa 0GB by
the path diagnosing section,

wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each
communication station; and

afixed—cyclepathdiagnosingsectionfordiagnosingfhe
communication path from the home station to each communication
station in a fixed cycle,

wherein the fixed-cycle path diagnosing section
registers the path state information obtained from the
diagnosis result, in the path state storing section,

the fixed-cycle path diagnosing section broadcasts a
path diagnosis packet in accordance with a multicast protocol
of Internet Protocol,

different IPmulticast addresses are assigned to the main

path and the sub-path respectively, and
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(5) The communication control systemaccording to ()

, Wherein the fixed-cycle path diagnosi ng section

includes 1 10 di aghosis packet transmtting section

for broadcasting to other conmunication stations path

di agnosi s packet including receive state information

of path diagnosis packets fromother conmunication

stations, and on receiving a path di agnosi s packet,
each ddmenin et tyol e a tiopatdr o agh bsioagicseatiimnblegs st erthe

in the path state storing section receive state

IP multd e sataddeir«fs tdee eaidundli agnes bSppas ket 1 d £ 0as Wdthetkn
by the hone station, the receive state infornation

the mdehNeatmcdudachd rsaﬁwqaamela@da Ratdt HaAa0nasi 1 packelss
as the path state information of the conmunication

and ré&aihefromddie hommo20s siation o€ vﬁifék@r@ﬁigt:tfr{zﬂglon Ip

source of the path diagnosis packet. [0 7 (o!

addre §9 ypbgaL @R¢ FOPLEOk Psﬁﬂﬁﬁ.%?b%%q:o LARG stso c%‘}:)re s%ron(:ils.dng

further conpri sing: tipl exe conmuni cati on

to eaéﬁ%to’ah&‘hﬁé%nugbﬁx CALD el ug 39?{111‘6 hi-gh-priority

communi cat i on section, the | ow ority communication
[001§ ction, the path dlagn05|ng section and the
tchlng section ace provided while being

”ﬁé“p' S A IR R S T A
f t .add d.to the high-- t
where%n#r{aﬁ.eréi?sgﬁcg%ﬁﬁsm%} "TRFRSHHS . AR BN 1RRoERES 2
connunlﬁgtlon station which perforns a transm ssion

diagneyl hBAftPti plrededt conhii E8CT ARt oRroadeasting to

other communication stations a path/-)diagnosis packet including
receive state information of path diagnosis packets from other
communication stations, and

on receiving a path diagnosis packet, the fixed-cycle
path diagnosing section registers in the path state storing
section receive state information of the path diagnosis packet
transmitted by the home station, the receive state information
being included in the received path diagnosis packet, as the
path state information of the communication path from the home

station to a transmitting source of the path diagnosis packet.

[0017]
(6) The communication control system according to (4)
or (5), further comprising:

a multiplexed communication station where units each
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10 perforns comruni cati on by designating the active
unit, and when failing to comunicate with the active
unit via any one of the nmultiplexed comunication
paths, retries to conmunicate by swtching a
designation to the standby unit, (0018] IS (7, The
communi cation control system according to (6) wherein
the nul tipl exed comruni cati on station each includes a
inclus@lnfg ditdgnodiindr-geciaon;y t hemselfich agmosi seciseeti onthe
in the active unit halts a comunication operation
low-pwhidre. pt aciomguiniedtdnmn usiectilona 2Bestpadby &tatreo oing
detecting a failure, the standby unit places the hone
sectiwmi taridy tithe @citaleisfabects$onaarko psivaritdeal while being
comuni cation operation when the other unit halts the
multi@ARERAE Cahyodn&Nef atheonniards8rvadcastah hettihe ohberand
conmuni cation stations that the hone unit has becone
the ot &r agliltVeer28sWH b, s tdWdP uni®acinganiptaBrenktd@tess
station includes a table storing information
is assgheAtd NGnwhih Chn UpE o 1 t Y he MA@+ 8@ slection of each
cormunl cat:ion station is active, perforns
transm ssion to the active unit while reverencing the
Information, stored in the table, and updates the
| aheraat ORokRetneofARh HNGHA! SERLYbNG. 1 BR BLOATGRS!S
conmuni cation. (8i e conmuni cation control ‘system
r.ding.to (4. ' Ll,e . i.aQgnosj .
eransBEERIBL et PAFFEH L E0RET DRt SR Y don
s th

perfo%%tshcodr}trg%]fgéggog %/t éé’é‘igﬁgé‘gﬁgsc‘he 30€ive unit, and when

unit,

failing to communicate with the active unit via any one of the
multiplexed communication paths, retries to communicate by
switching a designation to the standby unit.

[0018]

(7} The communication control systemaccording to (6),
wherein the multiplexed communication station each includes
a self diagnosing section,

the self diagnosing section in the active unit halts a
communication operation while placing the home unit in a
standby state on detecting a failure,

the standby unit places the home unit in the active state
sO as to start a communication operation when the other unit
halts the communication operation, and broadcasts to the other
communication stations that the home unit has become the active

unit, and

10
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failure in the main Path to all communication stab, ns
ina fixed cycle. ;0020; (9) The ccnarun:.raticn

conic | sys as accordin to,, (8; 15 wherein when the
low"'pt-ii rity Cc muill,ca 1 R section ri:eceivees a
broadcast notim_ indicating that the main path is
faulty, the low priority communication section
controls a transm ssion so that a 1Lransm ssi.o0:X
ceant pemmitcdt iven obtak dwnpriirariidde £oamyabgat i b Sng
equal to or smaller than a 20 predeterm ned val ue,

informadiwhen itnkE dertdadcasth ek | ceniis netr re¢el Vet i lexed
equal to or nore than a predetermned tinme, the

commuh@wapibar st ¥t i6Aal € MEHIGRC ber r3eeld 0PaAehesHiBeSto the
that. the main path is restored to normal operation

actlvandnh&|WEllgerbEé&%ﬁb&%@oﬂh%oﬂhﬁgrﬂgtfg%'Eﬂ?fghtfﬁethe
transm ssion count be equal to or snal an the

tablepradet@annedual tero rh902d) J_(rg(%?he-rmﬁb§8r€m'%%%td qﬁllng

contro systen1accord|ng to erein

the bhkOUWHRELE! LbmE@TURICRL T ON section recogni zes the
main path as faulty, the low-priority conmunication

[0019fect|on controls a transmi ssion so that a

ransm ssion count per unit tinme of the lowpriority
er tha

PElier of R k8- DarTon o8p8had o m FRge=ding to (),

predetern1ne 2 .
m according to
wherelgngﬁfiCa{hgnpggﬂt&9£g§¥s§%8 sectgon d%tect% g failure

in the main path, the path diagnosing section broadcasts the
failure in the main path to all communication stations in a
fixed cycle.

{0020]

(9) Thecommunicationcontrolsystemaccordingto(8),
wherein when the low-priority communication section receives
a broadcast notice indicating that the main path is faulty,
the low-priority communication section controls a
transmission so that a transmission count per unit time of
low-priority communication is equal to or smaller than a
predetermined value,

and when the broadcast notice is not received for equal
to or more than a predetermined time, the low-priority
communication section determines that themain path is restored
to normal operation and halts the transmission control of

making the transmission count be equal to or smaller than the

11
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wherein in a case where the lowpriority comuni cation
section 1is recognizing the main path as faulty, while
the sub-path is not under transm ssion, the
| ow-priority conmunication 15 section i medi ately
perfornms the high-prior. ity conrnunication, and
whil e the sub-path is not under transm ssion and there
is no high-priority comrunication waiting to be
preddtreanmsimdd ethlude | owpriority communi cation section
perfornms the owpriority conmunication. 20 [0(c) 23]
[0021(012) The communicati.on control system according to
(4) , further conprising: an authentication section
WHiloh pehkossemani bepi baaldrmorpl bebweanatberding to (4),
hi gh-priority comruni cation sections in different 25
whereGHMUGRH CBE | 0Rhst ati @RS STo At ¥ 0 edalthe iCIHH Cagéehion
between 12 the authenticated comruni cation stations-
recog®Q%4s { k) The roprtH cald o fonty ol syst emacser 8 Ngy
to 112) , wherein the authentication section
commurCl4des; ReBrRUR! i &okeyo gsner atbagspeskion f85 that a
generating an electronic public key to be es'.changed
transRASMAGh t R SATe lAl LA . andprother GoL MiwpLGALL PNy

stations from a ectronic private ey tha
ni to the atj.on; s tt] i
conmupfll A& il 15 000F BoA P B KEY HhANST YLD S86H 80
conmuni cation stations;
value.
[0022]

(11) The communication control systemaccording to (4},

wherein in a case where the low-priority communication section

is recognizing the main path as faulty, while the sub-path is

not under transmission, the low-priority communication
sectionimmediatélyperformstherdgh—prioritycommunication,
and while the sub-path is not under transmission and there is
no high-priority communication waiting to be transmitted, the
low-priority communication section performs the low-priority
communication.
[0023]

(12) The communication control systemaccording to (4),
further comprising:

an authentication section which performs authentication
between the high~priority communication sections in different

communication stations so as to enable communication between

12
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"a conmon key generating section which generates an
el ectronic common key that is unique to the hone
station and another communication station froma
public key received from the another station and the
private key of the hone station, 15 generates the

el ectroni c common key for each communi cation
stat.i.on, an stores the generated common key; an

the agyfhierdicodEcorqrauketcalriamsnstatbgnsecti on whi ch
perforns at |east either encryption of a packet or
(00243t t achment of an authentication value to a packet by
usi ng the generated 20 common key, and transnmits at
| €480 Bhehemutthel @ncrypted tpackeyston dde Racketot @2,
whi ch the authentication value is attached; and an

wheredut hért acahieon ipaekein LA MMNJi SECHLEOS: Wi ch
perforns at |east either decrypting of the received

packetblhy: RByUSHdge thei £9NEUNLKEY, O odet 8L L gt |
whet her recepti§% IS 1% gllomed 6gsegqgn§%ﬁ%9%%i9 n9ﬂ1

electkeyiansul hec awhepthEati ' t tQ -
thelpggiet. [ 0025] (14)C%%gﬁ%%ﬁ%&ﬁﬁ%%??gﬁgé%%&?%té%lon

and arfysteMaeRididg it 613k, eln he..comon ke
generating section gene%&?gg ?ﬁgﬁbééhﬁﬁ?ciﬁﬁP%% l%%%ﬂ§e

key tREEVELCuleNuBNdol BRGS0 51 0

er - Hel 'man et _ " The communi cati on

CEIHES, SYPEMACEOY L (19 col0 ISR, cne
generated public key to all communication stations;

‘a common key generating section which generates an
electronic common key that is unique to the home station and
another communication station frgnta public key received from
the another station and the private key of the home station,
generates the electronic common key fo£ each communication
station, and stores the generated common key;

an authentication packet transmitting section which
performs at least either encryption of a packet or attachment
of an authentication value to a packet by using the generated
common key, and transmits at least either the encrypted packet
or the packet to which the authentication value is attached;
and

an authentication packet receiving section which

performs at least either decrypting of the received packet by

using the common key or determination on whether reception is
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a key update section for 'updating the comon key by
changing the private key per predetermned tine; a
confirm ng section which stores the conmon key j ust
bef ore update and a | atest common key, confirnms the
15 authentication value by using the | atest common key
on receiving the packet, and in a case where the
confirmation is determned as illegal, confirms the
allovwqg perfdt £ GhevaPiaopy keyispig the Torhontkegytiegivalue
bef ore update; and a decoding section [or performng
beingledddi ¢ited. io tHee ppekket . 20 by using either the common
key just before update or the |latest conmon key by
[00254hi ch the authentication value is confirmed as valid.
[0027] (16) The communication control system according
t d1(@1) Th2bconmid) cawnheneiantarsloayekemorcperdiorgriteg(B3) ,
path control of the 14 communication path in
wheredecohdanmenah tde Yl gtaenat i Ryod @col oh yerprraictedhencdrreon
conmuni cati on path, and the conmuni cation path

key Ipehudesea ptidradd t wegf sdb- neh@orkso et NGey by using
i nterconnected by the router. 5 [0028] (17) The contx

Dif feZ—Hd 1 1Gaat ;metiycontrol system according to (16),
wherein a solo nmaster station exists on the

[00263Ub-network, the raster station transmts an
i nter-network diagnosing frame including path state

TSRO RA e DL e Belipeny Beo e gl 21
wherein the authentication section includes:

a key update section for ‘updating the common key by
changing the private key per predetermined time;

a confirming section which stores the common key just
before update and a latest common key, confirms the
authentication value by using the latest common key on
receiving the packet, and in a case where the confirmation is
determined as illegal, confirms the authentication value by
using the common key just before update; and

a decoding section for performing decoding of the packet
by using either the common key just before update or the latest
common key by which the authentication value is confirmed as
valid.

[0027]

(16) The communication control system according to (1)

or (4), wherein a router for performing a path control of the
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exi sting on the sub-network to which t-.he hone
station hel _orLg ; and path state information on the.
pat h between the home station and a nmaster station e
c.isving on a sub--network to which the hone station
does not bel ong, and 15 each of all conmunication
stations on the plurality of sub-networks including
the :raster station and the other comunication
commugtigid tolfzn j pretludes : agepatihnseaws tot diritreyrrsett Pomtdopl is
storing path state information indicating whether the
provigtsghani dae icommpatits ftrigm pheh, 2nddies statiuon dax ieachath
of anot her communication stations is sound; a
includieagropilnganesyagé secenvtngriechedOngwhhcbreeghstees by
in the path state storing section the path state
the reetbween the hone station and the conmuni cati on
station e2isti_ng on the 25 sub-network to which the
f0028home station does not belong, based 15 on the path
state information included in the inter-network
di@agnoshag: driratre; c 2o R cdalca J1r 398 Abhtd Ao S€Chg it 6) ,
whi ch selects either the main path or the sub-=path in

where@%@%r%@TEEmﬁéﬂéﬂ'B%iﬂﬁéﬂrgﬁi§@si8ntEﬁe_§uﬁaﬁgggkg&§

storing section, and perforns transm ssion o

]S 0029, {18) sIB%.i%nC@Jgérge 1ég%trlgmtgr—fig&%?%hcﬁfagr(&ging

urt her conpri si ng: ecting section

ErancSHEISHAS RS, A oo BEUETHES el oot
the home station and all another communication stations
existing on the sub-network to which the home station belorigs
and path state information on the path between the home station
and a master station existing on a sub-network to which the
home station does not belong, and

each of all communication stations on the plurality of
sub-networks including the master station and the other
communication stations includes:

a path state storing section for storing path state
information indicating whether the communication path from the
home station to each of another communication stations is
sound;

a diagnosing message receiving section which registers
in the path state storing section the path state between the
home station and the communication station existing on the

sub-network to which the home station does not belong, based
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sub--network, and in a cease where an address of the
home station is the address that is uniquely
deternmi ned anong the |list based on a predetern ned
condi tion, causes the honme station to operate as the
master station on the sub-network. 15 (0030] (19) The
communi cation control system according to (1) or (4),
wherein the high-priority conmmunication section

on thgeppéhns tesrmiRifeamasn ann iasdadgahce witteh iafsmotrodotork
dedi cated to process control, and 20 the lowpriority

diagneemmgnifeatticon agett i on perforns conmuni cation in
accordance with an open standard protocol. [00311
( 2@)a thhé reopmunitdagi oc comt whli chysé baras @drdiatgthe n@h)n
or (4) , wherein the high-priority conmunication

path sediHeoBub2patthansfercsoaiaheasti tonehef i proerssidat bn tare
operation amount |6 and an alarm and the to

path st#té islbdrimg sectyof, oiidr ple ffdreat t rhABmsS e6tibdNof data.
perforns at |least One of image data 1:'.ransfer, file

(oo29transfer a.nd. ness ag'e_ transfer. [0032) i (21) A
communi cation control systemfor controlling

comynteatdRisirpeldardredoRetveel, & 4t Heabidd nef to. (17)
conmuni cat 1 on stations that are connected to

furthggnggmbggghgg -paths being nultiplexed with a main
and a sub-path, the communication control system

CQ"@éiébEQng section which generates a list of network
addresses of all communication stations existing on the
sub—network, and in a case where an address of the home station
is the address that is uniquely determined among the list based
on a predetermined condition, causes the home station to
operate as the master station on the sub-network.
(0030]

(192) The communication control system according to (1)
or (4), wherein the high-priority communication section
performs communication in accordance with a protocol dedicated
to process control, and

the low-priority communication section performs
communication in accordance with an open standard protocol.
[0031]

(20) The communication control system according to (1)
or (4), wherein the high-priority communication section

transfers at least one of process data, an operation amount
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3.0 a hioh-priority comuni cati on section for
performing a high-priority con;.nmun.ication normally
via the main path; a lowpriority comuni cation
section for performng a low priority conmunication
via the sub-path; a path :3 agnosing seat .on for
di agnosi ng a soundness of 1 , the main path and the
; ub-path; and a switching section for switching the
and agormhaiircatdaoh path of the high ~3:F l.ority
conmuni cation to the sub-oath when the main path is
ditagnbsedpasot atlytoprasial ¢esibh sektdicaopesisrhy att heast
path diagnosing section. 20 [0033] (22; The _
one of.imagendeat. i oins £ON} 1Al Sy 4 €8FaeEH I BE shQe(2lahs fer .
wherein the path diagnosing section includes: a path
[00329tate storing section for ,storing path state
infornmation of a path state froma honme station to
(21) eﬁChcéﬁthHEEEﬁ§ﬁt'%Bﬁyfyf(3§y§ﬁgml7f%g')%%kgygifing
pat h di agnosi ng section for diagnosing the con au;
commuili €@k ilor@NpRAER koM L Hg i £ necl
ii.z anon pStation in g ???ggpggg%é?.ﬁ%@?elﬁﬂ¥¢é§catlon
tatibhxedseycl g path, di agnosi o, r ction _registers the .
StatiSath state fnforﬁgéloﬁg%bggiﬁ%%mﬁ%%%g?%% ndpgéﬁggﬂ%elng
. i -pa ate,storjn ctijon. 0034). 3
muleiba B wi L L D8R SR ¥ BUbePaRfactF mamp e g on
erei.n the fired-cycle path diagnosing suction
COHtr%EcF% gg%acﬂﬁgfﬁﬂﬁﬁéﬁ s packet transmtting section

for broadcastlgg to . . .
a high-priorili communication section for performing a

high-priority communication normally via the main path;

a low-priority communication section for performing a

‘ low-priority communication via the sub-path;

a path diagnosing section for diagnosing a soundness of

the main path and the sub-path; and

a switching section for switching the communication path
of the high-priority communication to the sub-path when the
main path is diagnosed as faulty as a result of diagnosis by
the path diagnosing section.

[0033]
(22) The communication control system according to (21),
wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each

communication station; and
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ot her communi cation stations a path di agnosi s packet
including receive state information of path
-di agnosi s packets fromother comunication stations,
and or_ receiving a path diacrnc:si pack.:-t, the
fired-cycle 15 path diagnosing section r. piste: s in
the path state storing section a:ecei.VE states
|nfornat|on of the path diagnosis packet transmtted
§ thectongciedath Qﬁagtnﬁé IRgceP Vel 3R i fnpgRARLNENthe

be| i ncluded in the received pat h di agnosi s packet,
COMU&&C@?&AO%Q@ hhsf5e thef BPRats o iotn thee 2emamia i ent 1on
path fromthe honme 2G station to a t.ransmttihqg
statigguide 2off itesl patdleli agnosi s racket. [0035] {24) The
corn? unica.tii n control system according to any one
ofheyetio () [ikxdérceohprisahp. didgnastinansmddiinon
section which transmits data to 25 another
registemsuniiat iortlst attiadry  andoretitdonsni vbtahaedat Arwhertche
18 a normal reception response is not returned from
diagnbhésametshidrt, donmmhu gattitonstsdtad | o ddpi fe@tion.
predeterm ned tine; and a data receiving section for
[0034f1eturning a normal reception response to a
transm tting source when data is normally a received.

(23) [PRE6LomdfniHe: GHMUBhEabL OB yERRIN Qlc&YSd to (22),
according to (24) further conprising: a path state

where$h0EhBY rSeEd- d10f ﬁﬁﬁﬂ'&&h@ﬁ@@lﬁ&aggctlgn'ﬂH@TH%éé”b

of a path state froma hose Station to each
diagnosis packet transmitting section for broadcasting to
other communication stations a path diagnosis packet including
receive state information of path diagnosis packets from other
communication stations, and

on receiving a path diagnosis packet, the fixed-cycle
path diagnosing sectiog registers in the path state storing
section receive state information of the path diagnosis packet
transmitted by the home station, the receive state information
being included in the received path diagnosis packet, as the
path state information of the communication path from the home
station to a transmitting source of the path diagnosis packet.
(00351
(24) The communication control system according to any one
of (21) to (23), further comprising:

a data transmitting section which transmits data to

another communication station, and retransmits the data when
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conmuni cation station; a counting section for counting
times of the data transmtting section retransmtting
the data; and a registering section which, when a
count value of the 15 counting section reaches a
specified value,, determ nes the conmunication path
as faulty and registers the path state information
indicating that the path is faulty, in the path state
a norggegdr FRgePeciirorespeOd? 120n025yeThenedmiunincahkoanother
control systemaccording in; (24), further
commugrfevt ighge tat tounti ngisest poadtoe reduptd rd rd ;mes Of
the data transmitting section retransmtting the
dat@dgtane e isMintchengisedid wpevhicalin When réna0odtept ion
value of the 25 counting section reaches a specified
respovalauetodet et panesitbeénglEaormainiyeat s pat I?lsasnorrmally
:f. aulty and switches the cam 11 aicatio path.
recei@eQ393 As understood fromthe di scussion, the
i nvention provides the follow ng advantages. (1) Cr
[0036fi . cai cormuni cation section (h ,gh priori,i vy
cogtrallnicat.ion section) to provide real. tine

(25) Praperdamand digfon rebhabbhi ty, and, 098&98%”%%“ }Q{D) ,

section (low priority conmuni‘cation sectl coexi's
furthk? e Sang Lomuni cation

a path state storing section for storing path state
information of a path state from a home station to each
communication station;

a counting section for counting times of the data
transmitting section retransmitting the data; and

a registering section which, when a count value of the
counting section reaches a specified value, détermines the
communication path as faulty and registers the path state
informationvindicating that the path is faulty, in the path
state storing section.

[0037]
(26) The communication control system according to (24),
further comprising:

a counting section for counting times of the data
transmitting section retransmitting the data; and

a switching section which, when a count value of the

counting section reaches a specified value, determines the
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7.0 station. This provides a communi cation contro

:systemthat satisfies a .re::{: esi: i'or

i _r:dusi:rial applications and a request for :)pen.

protocol communications at the same tinme. {.'} Wen

communi cation path used for critical conmunications

is faulty, the communication path used for 15

critical comunications is switched to a comunication
commUpgtdR & ¥y Pajgen oty & | Dfist CIThs sty evammeenidetion

traffic. of Open comuni cation, s that is based on a
path.standard protocol fromhaving an influence on the

real. time property of critical. commun.icat _i ons.
(003920 (3) Qpen communications are cinder way with some

restrictions even while critical conmunications are

udisnguadecetoni catbon paéh dbscopehoapnfrugi ciatvamsion

"This avoids interruption of open cornrunicati.ons.
provi@és Ahe forriAwikey ddvsetyge@s a comon password

between .' conmmunication stations is generated and

t he) coCrurarakey cofmus@da tAdf orsedititent i GalgrobriByrity

providing critical comunications wth a conmon key,
commuhf cla% iRESSEBLEoh) PHEYEFide (ra Al tiitk %Ebﬁekty%ﬁd high

standard protocol conmunications from having an

reliabRfii¥enNcenq oy t EeRhuAQPEHRLEALE ORS; o Q@%wapriority

comuni cation path is being multiplexed while

commuflibhitGah COMPUNLEAL I QRS ;and %ﬁa%%aer ds BROt el unication

conmuni cations coexist I1n the sane conmuni cati on

stati8hatl 8oL OHSyRSAUT LNGokAN: chebieabicbhton By sHSl Gnat
are provided a function per%orm

satisfies a request for industrial applications and a request

for open protocol communications at the same time.

(2) When a communication path used for critical
communications is faulty, the communication path used for
critical communications is switched to a communication path
for open communications. This prevents the traffic of open
communications that is based on a standard protocol from having
an influence on the real time property of critical
communications.

(3) Open communications are under way with some
restrictions even while critical communications are using a
communication path for open communications. This avoids
interruption of open communications.

(4) A common key to serve as a common password between

communication stations is generated and the common key is used
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10 acknow edgnment communi cations with an actual
communi cation timng and a function to diagnose a. _
path in a fixed cycle - irrespective of a comrunication
timng. This allows quick detection of a fault in a
path, which mnimzes the sw t-cho rer tinme of
comruni cation path thus assuring tie real tine
property 15 of conmunications. (7) Arouter is

for Higiiieds Hhlan commnitsat i iohi pat hrfiod cailntamgonmiesd i hon s
sub-networks. This readily supports network

with gorieedh ditover asweesbpba or paevangeassader ey workack
(8) The same Communi cation path and 20

via staaAsndtrd g ek eionmo isect ians d@renshakeegi an tiher Sadfce
comuni cation station for conmunications that is based

on craofiignl gpemwstiardarahgr ot ocol and critical
comuni cations. This reduces the conponent cost and

W(B) n@ costnun BRI EFo DESERhPHISON O AdEnRRAVENGR e 25 hile
O04g 21 [Fig. L] It shows an exenplary configuration

crlt1oﬁlac©mmﬁﬁﬂbatﬂbﬁbréﬁ@t§ﬂbﬂaﬁﬁéﬁﬁréﬁﬁﬂdﬂncomﬂd%1&%&ldﬁs

is a block diagram showi ng an enbodi nent: of

coexibBVERtHHAN s aline( Ebﬂmu?l]lclattl'o% achtogk, dtﬁ19§aa{g§ﬂov\dlx§%lsgh

comuni cation function inplenenti ng Section
rellaﬁlﬁhQ?K di agram showi ng an-ot her _ enbodi nent of the
invention. (Fig. 5) It is a block diagram shew ng

apgt herpepodi nt provided a function to perform
acknowledgment communications with an actual communication
timing and a function to diagnose a path in a fixed cycle
irrespective of a communication timing. This allows quick
detection of a fault in a path, which minimizes the switchover
timeofcxmmmnicationpaththusassuringtherealtimeproperty
of communications.

(7) A router is provided on a communication path for
interconnecting sub-networks. This readily supports network
connection .over a wide area or a large-scale network.

(8) The - same communication path and
transmitting/receiving section are shared in the same
communication station for communications that is based on an
open standard protocol and critical communications. This
reduces the component cost and wiring cost.

BRIEF DESCRIPTION OF THE DRAWINGS

[0040]
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10 of the invention. [Fig. 6] It is a block diagram
showi ng anot her enbodi nent of the invention. [Fig.
"7] It is a block diagram show ng anot her enbodi nment
of the invention. 7. [Fig. 8 | i.s a. talack diagram
showi ng anot her enbodi nent of the invention, [Fig. 9]
it is an explanator4, drawing of switching of a
control right in the enbodi nent showmn in Fig. B. "Fig.
10]Fiq. dHoWs sdhqper ehcereamp Lany iogurfatguam texanpf e g2Aeohl
aut hentication section, [Fig. 11] it is an explanatory
distyfiawied obnthelopesatinon of the authentication
section shown in Fig. 10. [Fig. 121 It is a block
di Eyramxhawi ng anctdek dermpodi mertwief ahhembBYeRthens £
25 [Fig.. 13] It is an explanatory draw ng of a
the iproeedise. 22 whereby a co]Jrnun is atlcn station
obtains path state information. [Fig. 14] it is a

bl [aiky di Bgram showi BY RO r /ITRAH BN Hndb€ication

invention. 5 [Fig. 15] it is a flowhart” show ng a
functi@NSTMSBnt PROCEELEEon[ F119.. 16] It is a flowchart

showi ng a reception procedure. BEST MODE FOR CARRYI NG
O—ﬁ‘ﬂa"&ﬁ NVENETON1 ock diagram showing another embodiment
of the invention.
[(Fig. 5] It is a block diagram showing another embodiment
of the invention.
[Fig. 6] It is a block diagram showing another embodiment
of the invention.
[Fig. 7] It is a block diagram showing another embodiment
of the inventidn.
[Fig. 8] It is a block diagram showing another embodiment
of the invention.
[Fig. 9] It is an explanatory drawing of switching of
a control right in the embodiment shown in Fig. 8.
[Fig. 10] It shows a particular configuration example
of authentication section.
[Fig. 11] Tt is an explanatory drawing of the operation
of the authentication section shown in Fig. 10.
[Fig. 12] It is a block diagram showing another
embodiment of the invention.

[Fig. 13] It is an explanatory drawing of a procedure
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10 [00411 The invention will be detailed referring to
drawi ngs. [0042] ;1) First enbodinent: Fig. 2 is a
bl ock di agram showi ng an enbodi nent of the 15
invention. In Fig. 2, a conmunication path 10 is
duplicated by a mal n path 11 and a sub-path 12. The
coinsuunica?:i::;n : ; 10 is for eranpie the control
bus of a distributed control system A contuni cati on

whereghat i N 20 rafgch iCHTRLW caticaR ishat | hS, 1 K0 3%éyﬂfﬂ§tate
connected to the main path 11 and the sub-path 12

inforkd@43,n, The comuni cation station 20 includes a uni t 21
for perform ng communi cati ons, The enbodi nment in Fig.

[iegl udes) 2p-a singl epunig. §§aéga ginggé?égh%nother

h| gh pri or| ty communi cati on sectl

embod'l'm%'?)tpro'forﬂhté/ (}W I}"atl ,h Lo r pri .ori.ty

comuni cation ecti 1 perforrrs | owpriority col

o o S H h t Ll
:f %gfer rogegz da?alf%OW%Hg‘O(ralra h%ﬁrwgh?taraargg%+%?h?”

roce%nd the like. Lowpriority comunications perforns
p ﬁ%&e data transfer, file transfer, mnessage transfer,

and .t he Hi gh-priqrity conmmunj cations transfer-
m??"é reai“L’i o deth %h. Eéowcmﬁﬁﬁ of PPYLRI0 Funfe e’ bon

procedure
BEST MODE FOR CARRYING OUT THE INVENTION
[0041]

The invention will be detailed referring to drawings.
[0042]

(1) First embodihent

Fig. 2 is a block diagram showing an embodiment of the
invention. In Fig. 2, a communication path 10 is duplicated
by a main path 1l and a sub-path 12. The communication path
10 is for example the control bus of a distributed control
system.

A communication station 20 and communication stations
31 to 3N are connected to the main path 11 and the sub-path
12.
[0043]

The communication station 20 includes a unit 21 for
performing communications. The embodiment in Fig. 1 includes

a single unit.
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10 are less real tinme than high-priority com
un% ati.ons. The high-priority conmunication sect: ion
211 perforns conmuni cations in accordance with a

otocol dedicated to pr:'oces= contro~-. The
.owpriority' Gi_2t1:[FFl_mcati :: rl section
Jer:for.:ns omti;ii.cat::i _:c:: in, a.- cc.:ci<Fre c

with an open standard 15 protoc.ol. They open standard
priot @@ uhstfdr, exiaypherior{t pteimein 2fet DEOlJe JtARA4L 1
Conmruni cation function inplenmenting section 213a, 213h
perfdsmeupliicat-gek i GoMNi cador@ini EADCEhON | NPl eBRPbIAG ity
section 20 21.4a, 214b is also duplicated. These
comm&OTEaN] €at i onsdaincthon ipppl nMepkirRgmsect i 0Bwapir€ority
provided to inplenment the communic:ai ion E unctio,c

commuii @& Pf&dsgt erm ned | ayer of an OSi. (Qpen Systens
Interconnectlon) hi erarchi cal nodel, Tihe

213E |nplene %s a éggﬁ%%?%§§$2%¥ ctlghQ?: %ata £
ﬂhy {
oper |é$%?c |ca yoa éﬁ%e 23%%%?%@%2.%% ?unctLow priority
14
commuéﬁ%éﬁ?@% |on %ﬁ%tlon g d?ﬁ ga? keﬁk %av rtranSfer’

d | h l, del, Th
e SSRGS Bl 8 ol TGRSR T 0
1. The 213 14b ded t dto
ceandh nJ1E 2150308 2460 31 POl 020 Lo oL Copond. 19,

contr ol systen1shomn in Fg.. 2, when
are less real 'time than high-pFiority communications.

The high-priority communication section 211 performs
communications in accordance with a protocol dedicated to
process control. The low-priority communication éection
performs communications in accordance with an open standard
protocol. The open standagd protocol is for example IP
{(Internet Protocol).

{00441}

Communication function implementing section 213a, 213b
is duplicated. Communication function implementing section
214a, 214b is also duplicated. These communication function
implementing section are provided to implement the
communication function in a predetermined layer of an 0SI (Open
Systems Interconnection) hierarchical model.

The communication function implementing section 213a,

213b implements a communication function in the physical layer
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10 cormunicc;::.ions are under way normally in which.
there is no failure inthe c.: ;rrFF,.:n:i-cation, the
high f:;rior. ty ion section 211 uses the

comuni cation function inmplGrtc;ra t.l.n; section
213a and 21.4a to perfo m conmmuni cations on the nmain
path 11. The low-priority comrunication sect ion 212
uses the 15 comunicat i c¢ n function inplenenting

(f1rs§e§hyeﬂ)2o¥3Bna@@Iz%ﬁeﬂé%cﬂﬁﬂilﬂﬁB&@ﬂﬂun'Catlons on
he sub--;o0ath 12. Wen the ma n path 11 bec : aes

fh%‘ c@x'mﬁﬂm&Q&BhG!EuH(:'t%ht ¥ mpG QBN GRS 's@?:tsﬁﬁ 0 a,
211 uses the cc,nrruni.cat:ien . (inaction

214b TI{H)_L é Q%cﬁﬁﬁﬁf@a@%gﬂ fL?r{lc%&'EQnt{We %%Qapfiﬁk]i?ayer

0 pe r orm conmmuni catl ons I'S case,

(secoﬁﬁ ﬁ?&k&d ‘Eog‘n' O’Slimh%.aerta]r&ﬁ f‘rn?oéeef”"“ed (0044]

.cat:ion
ect . 2. % can perfor onnunlcatlo by
oFoh efrf’f%sna* > CBe EELPL o cat e Fanetf ok
n sect 213a, 21.3% r_the comunicat i
patn LEPt A Parh REFeraab: AgcsRhet Rod1h Cope poare The

Iom#Erlorlty connunlcatlon section 212 can use onIy
sub-patl dérresponding communi cation function inplementing

section 213b and 214h_ In this way, the high--priority
[0045¢0ommuni cation section 211 and the low-priority

conmuni cation _section. 212 coexist in the sanme

cbmhl earnBRisaaiiconcon0oay]s videot dhAyNt o FHe - 2, when

enbodi ment shown in Fig. 2, the high-priority _
commugpaRbhPDat Ror IectEnma provd ey réal whicirethere is no
failure in the communication, the high-priority communication
section 211 uses the communication function implementing
section 213a and 21l4a to perform communications on the main
path 11. The low-priority communication section 212 uses the
communication function implementing section 213b and él4b to
perform communications on the sub-path 12.

When the main path 11 becomes faulty, the high-priority
communication section 211 uses the c¢ommunication function
implementing section 213b, 214b and the sub-path 12 to perform
communications. In this case, low-priority communications
are restricted.

[(0046]
The high-priority communication section 211 can pexrform

communications by using either the duplicated communication

function implementing section 213a, 213b or the communication
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10 c rcpert:y and high reliability and lowpriority
comruni cati on section. that uses an open standard
protocol coexis=t in the sanme conmunication station
Thi s provides a conmunication control systemthat
satisfies a request for industrial applications and a
request for open protocol communications at the sane
time, 15 [0048] Fig. 3 shows an exenplary

functoenf iigyrlsneort ofg commuinercat 1 6a, Zudict i dhd nphenentengty
section for inplenenting a comrunication function in

commuheadaiten | baktiager2l ZTheagonfsiegus@aty ohtwl l[dotheesponding
descri bed taking as an exanple 20 the comrunication

commufndRGit iarn i gl et | g beaéhohngdl4act The 2¢oPNHAHCARIMON
function inplenmenting section 214h has the sane
CaRf t1gus atd YNt hkm i pSio At PddhRss iT=0riidigsse€ibam 11
215 stores a MAC address corresponding to each of the

and theOlow Pt o6iiyy @&m@&ni@é"@i@@téé}fﬂl&?@l‘@[ﬁoe%léta:[‘g the
lowpriority C: :131 Stun cat3.0 26 section 212.

same c%dmhﬂfaa€%¥;(@@gﬂl§hfmcess Control) address is
assigned to each of the ini.gh priority comunication

[00472 action 211 and lowpriority ;omuni ati n section
12. ransmLti:.ing section 216 appends a

qLLe 81‘1‘?1%‘ ”QoM%ﬁ e 24058 men% asﬁ8HH“rkr$atEJ1§” fﬁa”eche _

c
depen wh her 't transm ssi on requesto’

high %@%o@%gh péé@%u%¥%%ﬁﬂgﬁgg%§%%92eCF %ﬁfﬁ].e}lrgal time

ansn1t .the rItI uni cat on frame to a
propegg%naﬁgc g%hr 1ty and low prlorlty communication

section that uses an open standard protocol coexist in the same
communication station. This provides a communication control
system that satisfies a request for industrial applications
and a request for open protocol communications at the same time.
[0048]

Fig. 3 shows an exemplary configuration of communication
function implementing section for implementing a
communication function in the data link layer.

The configuration will be described taking as an example
the communication function implementing section 214a. The
communication function implementing section 214b has the same
configuration.

In Fig. 3, an address storing section 215 stores a MAC
address corresponding to each of the high-priority

communication section 211 and low-priority communication
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10 ecei;ring section 217 conpares the (lest '".i.t

at-ion MAC address of the communication frane

received fromthe comunication 1 unc:t ion inplem

rating sect:i : r 213a with the MAC address stored by

the address storing sect: San 215, and in case a

match.. is found in the conparison result:, passes the

received i3C(ft71.t7.YF 7. C c't i:,ion frame ~_ the
sect jper tAlent ACOMMUNECARCONMEJOR BE6EsE000nthbal- PRHPEELY s

c:os:rsr_icat.ion section 211. or lowpri.oriity
assigronmuy ealdipnSectd o ALl (DO0H0, Adihiti bLa8tn section

address storing section to s:-o,-e a plurality 20 o
211 MAC Teui-theast i eddiansesi SRy g pLeyidad,ip pl ace of

the address storing section 215. Tn this
(oosagonfiguration, the. receivind section 2:L7 of th_:

conmruni cati on function inplementing seﬁtlon 214a, in

[ P a of, the .
Cas@nihe + «degf i Natd Qi MG Q@%gﬁéi a Corﬁﬁﬁ?QHﬂﬁPqEﬁ%

c:oimmuriication franme recel 57from g
che for e ad<lra:s:.e~s present o
addrei%# [‘%e %Méoﬂuﬂl\é??ggggogd rlgaénse s %???éig%choﬁ’, e%ﬁ?s‘%sthe
. ication frane to the high-priority . )
eransillS o RATRTARELEE: Fon B “ahdh oPhePaLEe e8GRy Rk ion
.comEﬁicaIi n frane to the lowpriority conmunication
sectiol i Qn %ﬁz?og‘PﬁlPﬁF%Ywﬁmewap‘H%?i Ey<EdaBniticaind
ions yses a MAC. multicast address for conmunicati ons.
transpgt Ssgi‘ﬁn&og%%%ﬁofﬁ Iyame 5o g2 proERUbL agF aANopath.
anot her .enbodi ment of the _
Receiving section 217 compares the destination MAC
address of the communication frame received from the

communicaticon function implementing section 213a with the MAC

‘address stored by the address storing section 215, and in case

a match is found in the comparison result, passes the received
communication frame to the pertinent communication section
(high-priority communication section 211 or low-priority
communication section 212).

[0050]

Amulticast address storing section to store a plurality
of MAC multicast addresses may be provided in place of the
address storing section 215.

In this configuration, the receiving section 217 of the
communication function implementing section 214a, in case the
destination MAC address of the communication frame received

from the main path 11 matches any one of the addresses present
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10 invention. In Fig. 4, sanme conponents a ; the
precedi ng ones are given the sane signs. In this
enbodi ment, the unit is duplicated. A comrunication
station 22 includes a dual unit 2la and 21b. The unit
21a includes high--priority conmuni cation 15 section
211, low--priority conmmunication section 212,
comuni cation function inplenmenting section 213a,
in tA3BAC2I4d,ti2istb. adfieeani tst2iirpass¢heisanepasses the
configuration as the unit 21a. in the illustrated
commueXanplien t Merand t t2la t$er vés. g@is-an acitt we cammutniartion
the unit 2Lb serves as a standby unit. 20 E00521 The
sectiatt i2ue. whid oZha rerdeo s ey cairransi caesm thitame to
active unit 2l1a turns faulty, the unit 2la halts

the 16QMPHIIGEdORommM: Pl aces séseldni pibhe standby
state. The standby unit 21b switches to the active

Uit tand tLakes el ~§Pfoﬁ@ﬂ?uﬁbﬁﬁthEStiénbnd§@§5a MAC
enbodi nent, the unit is duplicated thus enhancing 28

multltcla%t ali,0fs £ IP %nﬁﬁmp@ast dhie unit may be crated
further being mul. |plexed ()0531 ;3; Third

[00512nbod|nent 5 Fig. S |s a bl ock dlagranwof anot her
nbodi nent of the nvention. In Fig. 5 a

CTTLSRERLCh B D < comerted Lo o

S%Ctl % 401 k?f(gélgrgfagram of another embodiment of the
invention. In Fig. 4, same components as the preceding ones
are given the same signs. In this embodiment, the unit is
duplicated.

A communication station 22 includes a dual unit 2la and
21b. The unit 2la includes high-priority communication
section 211, low—priority communication section 212,
communication function implementing section-213a, 213b, 214a,
214b. The unit 21b has the same configuration as the unit 2la.
In the illustrated example, the unit 21la serves as an active
unit and the unit 21b serves as a standby unit.

[0052]

The active unit 2la performs communications. When the
active unit 21la turns faulty, the unit 21la halts communications
and places itself in the standby state. The standby unit 21b
switches to the active unit and takes over the communications.

In this embodiment, the unit is duplicated thus enhancing
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7.3 high-priority comuni cati ons by using the main
path H  Low-priority conmmuni.catidr section 402 F)
el foray lowpriority comunications by using the
sub-path 1.2. Path diagnosis Q section 4-03 dia noses
t he soundness of the main path |.J. and the sub--path
12. Switching section 404 switches the cs:nmun cati on
path between the high-priority comruni.ca .i.on

the gecltian U0y andfi _tosmudishanbnparty basedugntt hgay pe
di agnosis result of the path diagnosing-section 453

tripl(i0Gs4d X0 pestiiércbbihg 8ACEEEN ARS restricts
onmini: Lions by the [owpriority communication

[00539ection 402 h st_:d on the diagno.is r. sulu the path
di agnosi ng section 403. For exanplee, the restricting

sqahi @ i40b dnsdddikd S t he transn1SS|on band of the
| owpriority comuni cation section 'A0225 Tra. rt

_mit Bnidi aRe¢oLY BELg SﬁtbQﬁaﬁgﬁﬂegne&BSS&M%%% 3r%cRe

transm ssion re:c; uest “From i I'gh-"pri
inven$Q@puni cation section 401, sequentially transmts
comuni cation frames, to the main path 11 and passes

t icati frane received. fr the nmain path
1% £ dgét %ngt%?\énn Y ransrﬁwt—rhﬁ?ﬁg@e %r%ﬁn%%@??ﬁnto
.40 N receiyi tr_ansm ssion request- fromthe

@ malﬁokﬁﬁgior|ﬁ¢QNﬁé%ﬁ%(§ﬂ? Ic'ﬁnsectlon 402, sequentially
t m ts caonmunication frapes to the sub(fath 12 and
pg§ggspfﬁ8r153mmﬁﬂqﬂﬁq%ﬁ??+%ﬂesSF€6éP@ed4 I ok ¢ Hgorms

hi e sub-path 12 to destination. 10 The
19 PF&OFéﬁﬂ’t O ECA RS RectFbRI4bBeamdinopath 11,

Low-priority communication section 402 performs
low-priority communications by using the sub-path 12.

Path diagnosing section 403 diagnoses the soundnéss of
the main path 11 and the sub-path 12.

Switching section 404 switches the communication path
between the high-priority communication section 401 and its
distant party based on the diagnosis result of the path
diagnosing-section 403.

[0054])

Restricting section 405 restricts communications by the
low-priority communication section 402 based on the diagnosis
result of the path diagnosing section 403. For example, the
restricting section 405 restricts the transmission band of the
low-priority communication section 402.

Transmitting/Receiving section 406, on receiving a
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respectively correspond to the coruaa:u -t r, t: " ni

cat. -i ~. unetirn inplenenting section 2|3a, 214a

and 213b, 214h in the enbodinent shown in Fig, = 2.

[0055] 1.5 in the enbodinment shown in Fi.qg. 5, in

case the path diagnosing section- 403 has determ ned

that the main path 11 is normal, the swtching

section 404 selects the main path 1.1, as the
transggmmuimirc at¢ore pat rofn tiiee hhghh-priokity communication

coranunl catton. section 101. :[n case the path
sectidinagidsi sgqCeatriian 141 103 ras t2y Godeher e nertbd hatahde to

main path 11 is faulty, the switching section 4':4

the mswhtpedies ThencopayBkeat hOrcq@ibn 0fat hén i Hhe HriQrd f¥eq
comuni cation section 401 to the sub-path 12. In case

from the patih ¢aagnasi nd secddon 03 dyas determ ned that
the main path 11 is n,*:rra 1, the restricting section

49bafeRs t25nBoRekbRSAinGt LBeribANYYBSI @p b e?@'haeza
>

lowpriority 30 conrauni.cation section ti

trans®@s8ibhe Ratkhe di agnog ngh?s W—%lﬁﬁr’é%s AGLeAN&d o

that the main path 11 is faulty, stricting

secti?ﬁcﬁbgp ééaéeﬁ€§gﬁh§t§rgH§m&E§n§gh%§bgga%%$%bI%%F%ﬂgto

Owpriority communrcati on section
the o ELEPRER AR AT Hut SgBHERRREE SR, rat sy
eron 108 BB pd RO ReR r = CoPhaTey. Broadeasts the fault in

t@ﬁenakgagg%gtting/receiving section 406 and 407
respectively correspond to the communication function
implementing section 213a, 214a and 213b, 214b in the
embodiment shown in Fig. 2.

[0055]

In the embodiment shown in Fig. 5, in case the path
diagnosing section 403 has determined that the main path 11
is normal, the switching section 404 selects the main path 11
as the communication path of the high-priority communication
section 401. In case the path diagnosing section 403 has
determined that the main path 11 is faulty, the switching
section 404 switches the communication path of the
high-priority communication section 401 to the sub-path 12.
In case the path diagnosing section 403 has determined that
the main path 11 is normal, the restricting section 405 does

not restrict the transmission band of the low-priority
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10 to all communication stations. The lowpriority
comruni cati on section 402, on receiving the broadcast
notice that the main path is faulty, controls
transm ssions so that the transm ssion count per unit
time of lowpriority communications wll drop below a
predeterm ned val ue. Wien 15 the broadcast notice that
the main path is faulty is not .received for a
commypt okt eomi wedttione, 40Rhe | e priBeei t Yhecogahmi daagoasing
section 402 determ nes that the main path is restored
sectian bl hdla opdrtat rroneddtinat t she heaifh' pathslin $si dbaulty,
control whereby the transm ssion count is kept bel ow
the ndetpredetersgaeson 205 vied sier 1 §05Che Theahems peiioni bynd
communi cation section 402 may control transm ssions
of tis® Idatptheritansshashobatount spetiwm t4dd.ne of
| owpriority comuni cations will drop below a
preget gahned aamolite ¥Bktgoht 403 recegnizidhdd® the
the main path 11 is faulty, .31 also in the absence
sub—dcR DI -prdcash Astbeeihhal thR1RBI RRAlhtdsS af4n82lgltayrm.

[ 00581 The | ow priority conmunication section

0054 diately performs high-pr_i.ority o;
[ anTrTgunl.rat.l :;n when the sub-path 12 is not

traQs Ll 38 95 PRLT L OB d OWoR - ok éé]t:&(ining that the
OGREE THe b st 45T

comruni cati on e su S no

o YIS L1 S AC8 08, il 0% DA e g g
to %ﬁﬁpgmagﬁ%%gfggtfgge'nggé fgdg.ll s &ggltylow—priority
communication section 402, on receiving the broadcast notice
that the main path is faulty, controls transmissions so that
the transmission count per unit time of low-priority
communications will drop below a predetermined value. When
the broadcast notice that the main path is faulty is not
received for a predetermined time, the low-priority
communication section 402 determines that the main path is
restored tonormal operation and halts the transmission control
whereby the transmission count is kept below the predetermined
value.
[0057]

The low-priority communication section 402 may control
transmissions so that the transmission count per unit time of
low-priority communications will drop below a predetermined

value while it is recognizing that the main path 11 is faulty,
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7.0 [0059] According to the enbodi nent shown in x :Lg.
5, the high-priority comunication section 401 and
the lowpriority ‘comrunication section 402
respectively use separate path while Co[: LZSi ct ~l s
t he communication path is normal, thus sharing 1.5 in
a non-restricted band. Wien the main path turns
faulty, the communication path of the high--priority
also commbri ehtboaesedt & oprdddcast sy ehedthat e mybn putth
and the lowpriority comruni cation section 402 is
is faswhjyected to restriction on the transm ssion band.
This 20 allows high-priority comuni cati ons continues
[0058whi | e nmmintaining the correspondi ng band, thus
keeping the real tilde property, Wen the main path
I $hkabbiypribeiconuamimcal canipat deot ioh el hiighprdicrddly
conmuni cation section 401 is switched to the 25

perfoytie- Rath-pki beugh ¢hemheneaplbakidlye ayiaIBLUBADEGN 12 is
section 402 32 is capable of p erfor_mng

not tCURBHH €L h®NENHN ped £I@E Il 6hegrbapdty QB i(Htions
Fourth enmbodinent F'ig" F s.s a bl ock diagram of

when @%gtgﬁbfﬁggmiﬂ?nﬁSOEth%ré%édﬁﬁﬂﬁﬂ@nangiﬁher@ shews, o

a particular configuration exanple ©of path diagnosing

wian- L0y LinFlsp i LS o84 b gt aay Lo Sk
it 1sCoUOGaLIQN RAN SHOMINE path 11 is faulty.
[0059]

According to the embodiment shown in Fig. 5, the
high-priority communication section 401 and the low-priority
comﬁunicationsection402respectivelyuseseparatepathwhile
the communication path is normal, thus sharing communications
in a non-restricted band.

When the main path turns faulty, the communication path
of the high-priority communication section 401 is switched to
the sub-path and the low-priority communication section 402
is subjected to restriction on the transmission band. This
allows high-priority communications continues while
maintaining the corresponding band, thus keeping the real time
property. ‘

When the main path is faulty, the communication path of

the high-priority communication section 401 is switched to the

sub-path although the low-priority communication sec¢tion 402
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home station is sound per in e.rl:ace and per distant

station. "‘'ran.sell.:.f;.tj.ng section 502 receives a

transm ssion request fromthe high-priority

comuni cation section 4 , references the path state

information in the path state storing section 501,

sel ects a sound comruni cation path and transmts data

1.5 thereon. The transmtting section 502, in. case a
is capaBileaof gechHPrmiod comesponserienddin beeesvedcwehbana.

predeterm ned period of time after data transm ssion,
[0060ASSunmes the communi cation oath as faulty and reflects

this information on the path state 20 information in

t ha oatdu it dPimdh® section 501 . The rece=_vinc
section 503 recei-es data fromthe distant station

and pagses Lheikegrehys rgﬁtéftgnébﬁeP'gﬁbQ&imgﬁhof the

conmmuni cati on section 401. Wen rece|V|ng dat a

invenitt n.0- Tﬁ gnB sﬁ%@@ug'%gyﬂTEdﬁ 'éyhf Jf%ﬁﬂvé£§h le

section 2r tur.'r’s a norma reception respons

of pd%ﬂ’&{%?&géﬁ En?%@ &anunlcatlon station. In th|§

tra I'ng sectlon 502 and the receiving
sect L.on 3 rforn1 ckno ment conmu at'ons
oA LD, ?aﬁﬁ O BT e Oy R 5k R RR 5 paen
reception. res eceived In return
statel SEFBEELioh SRoBRoT R ers thE S C e phiA L G BoHas o the
sectlon 504 dlagnoses the st to of the path fromthe

home RERE ISRl PoRCUPEI PELI 1§ REFAPAISRE RSF el Bt O St bR -

station, and registers the diagnosis result
fOO61]

‘Transmitting section 502 receives a transmission request
from the high-priority communication section 401, references
the path state information in the prath state storing section
501, selects a sound communication path and transmits data
thereon.

The transmitting section 502, in case a normal reception
response is not received within a predetermined period of time
after data transmission, assumes the communication path as
faulty and reflects this information on the path state
information in the path state storing section 501.

The receiving section 503 receives data from the distant
station and'passes the received data to the high-priority
communication section 401. When receiving data from the
distant communication station, the receiving section 503

returns a normal reception response to the distant
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if) in the path state storing section 501. 1'he fixed
cycl e path diagnosi ng section 504 includes diagnosis
packet transmitting section 505 (not shown). The
di agnosi s packet transmitting section 505 broadcasts a
pat h di agnosi s packet including the information on
the receiving 15 state of a path diagnosis packet from
anot her comuni cation station to the other stations.
commufheaftidead syl opat h di agnosi ng secti on 504, o _:
rec:iving a path diagnosis packet, registers in the
pahh st as ewslyQri ese  tseaidnine ity t Becitabar nBd 2 omnen the
the receiving state of a path 20 di agnosi s packet

receilials et by 0he o tatirv I dtdnustet] ddmmddiEcations
recei ved path diagnosis packet as the path state

whereb?fQiH@Bb@ﬂsomstﬂgdGQﬂﬂHQﬂQﬁ{hﬁ%tﬁ@&hafﬁ@ﬂh&heréégﬁtion
sfation to the transni ssion source of the path

respogE@gmgﬂféégﬁ%gﬁ'in[pggéinzﬁorAﬁaEQt@EBﬁQﬁi%ggoﬁﬁkes

intervention in the conmmuni cati ons between a nain
[0062#:a.t:h 1.1 and a r..cmF3uti-c:at:int! station 50.
he interlace 50; makes intL:;rvrntibn in the

cor i catli.an t .Un- pat n . t
CRTTUN SSL1O0S 5 WIS S AL A, A (hcoane che
scace el B AR R R R R per incereace
COit[runica.:iaon timng and a function,. to diagnose
and pigh HLPEARS Sty A o] Jaie op aghdt P98t
comruni cation timng are roviggg. 10 This all ows
at h.

in thg,pekhdet€dts ot GH & f3RFt Lo

The fixed cycle path diagnosing section 504 includes
diagnosis packet transmitting section 505 (not shown). The
diagneosis packet transmitting section 505 broadcasts a pafh
diagnosis packet including the information on the receiving
state of a path diagnosis packet from another communication
station to the other stations.

The fixed cycle path diagnosing section 504, on receiving
a path diagnosis packet, registers in the path state storing
section 501 the information on the receiving state of a path
diagnosis packet transmitted by the home station included in
the received path diagnosis packet as the path state
information on the communication path from the home station
to the transmission source of the path diagnosis packet.
[0063]

An interface 506 makes intervention in the
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[0065] The fixed c:yrc:ie path diagnosing sect. i.on
504 may broadcast a path diagnosis packet in a.cc_;
r dance vi i t h the. nulticast protocol of the IP
(Internet Protocol) In this case, 15 semarate .1:P
rmult cat address is assigned to each of the main
path 11 and the s.ub-path 12. Each station perforns
broadcasting by using as a destination |IP address the
commuhPcatiibncaste taddiress weinegpdiidi hy 4odaapatdmn8eliecd edon
between the main path and sub-path and receives a
statipat b agniesi $npacketce206 Wheme kielhe des¢inant donl Rn the
address : Hatches the 12 ul cast address correspondi ng
commuh@ctlie ofgi hedatderora st padbh V¥t Antihits copaamaltion;ion
si mul t aneous communi cations: to a particular
statigé@magni cation station are nmade possible thus reducing
t he nunber of comunication circuits_ By using the 25
[0064FP nulticast pr_tocol, when networks are
i nterconnected via a router a sending station may
COERYRLEAL L O 17 COHEMNInGAL 0fburS U3 £96.08, % NAIHOE fon

where the hone station exists as wel

to pé%%ngl%QMdﬁ$§§éﬁﬁéﬁa ﬁﬂ%ﬁ '&ﬂﬁﬁ?nﬁyﬁ] Xhaéékual

IZGSl e swtchover tine

conmu§ cCRTTYNL SR 00 gagfpgﬁcgl G 1 Bled | F 4
fixede%cglﬁ RehesBritifie Tt A Htianc A0 R Rrg oIt ottted
this 3RTRYP SUARY SCTEtIath 2 G foac ga Frbach T

[0065]

The fixed cycle path diagnosing section 504 may broadcast
a path diagnosis packet in accordance with the multicast
protocol of the IP (Internet Protocol). In this case, a
separate IP multicéét address is assigned to each of the main
path 11 and the sub-path 12. Each communication station
performs broadcasting by using as a destination IP address the
IP multicast address corresponding to a path selected between
the main path and sub-path and receives a path diagnosis packet
where the destination IP address matches the IP multicast
address corresponding to the main path oxr sub-path.

With this operation, simultaneous communications to a
particular communication station are made possible thus
reducing the number of communication circuits. By using the

IP multicast protocol, when networks are interconnected via

35



10

15

20

25

accordance with a general - purpose connecti oni ess
protocol.. The general.-purpxose connecti.onless
protocol is :f:or exanple V1'-)P/;-P {User. Datagram
Protocol /I nternet Protocol) 15 [0067] UDP/IP is a
hi gher' level protocol. of IPin a protocol. group of
TCP/ I P. CIDPP belongs to the transport layer n is
defined .n FC768, UDP is a connectioni ess protocol and
a roufgés ActeHBAY Sl Hameey oreneen torhedtd encommunication
managenent, 2D acknow edgnent, se quince, w ndow
staticght¥oP BAEGYPKSW ReARErbihe MMOR sfegsessesxistBI@68yeln as
ot her words, UDP/IP is substantially a protoco
a compraichyian Jtptparn-cket nahyobe wsetedyedviapphicabioar .
of the distant :1 station. Including a smaller nunber
This piinfimieeisobbe VDR ¢h@vées t il subiemhunt eatd ibewes thogshs
t hus al l owi ng hi gh--speed data corununic;at.ions.
assurfimer elies e guaient eopdat y datf acbsmdel bvereds.to the
di stant party so that it is necessary to provide neans
[0Ce6flor assuring reliability 5 in the invention,
reliability is assured by perform ng acknow edgnent
cainumicati @i MeleddDP/ I P [0069; In a
transm tting/receiving section 60, switching section

6€1gsWrt ches pa odat aibbéﬁﬁ”&ﬁa\ri‘ﬁg%étlﬁgi"V@t@tﬂodcﬁﬂﬁent of

dual. 10 conmunicati on path (maiin path 11 a
the isWRmRaldy.12) Data transmtting section 602 transmits
the send data

In Fig. 7, protocol section 61 performs communication
control of a main path 11 and a sub-path 12 duplicated in
accordance with a general-purpose connectionless protocol.
The general-purpose connectionless protocol is for example
UDP/IP (User Datagram Protocol/Internet Protocol).

(0067] |

UDP/IP is a higher level protocol of IP in a protocol
group of TCP/IP. UDP/IP belongs to the transport layer and
is defined.in RFC768. UDP is a connectionless protocol and
does not have such functions as ‘connection management,
acknowledgment, sequence, window control and flow control TCP
possesses.

[0068]

In other words, UDP/IP is substantially a protocol

whereby an IP packet may be used by an application of the distant

station. Including a smaller number of functions, UDP/IP is
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of the high-priority conmunication section 401 to the
swtching section 601. Data receiving section 603
receives data fromthe main 1.5 pat:i-t :1.1 or
sub-path 12 and transmits it to the high-priority
comuni cation section 401. [0070; Atimer 604 is
activated by a signal TR generated by data
~transm ssion by the data transmtting section 602 and
subjecgsetC 20 bYW B divald REhgeneprdt edinenhigle-gagad data
recei ving section 603 has received a normal reception
comnundsedises .Thdheirgek s 604 guarardmmttihgg dptooia delivered
specified value, transmits a time-up signal TOto the
to thdadasteaahspattyngp s@ctti dir 662neocerekeyat o epransd: sed@ms
request. Receiving the tinme-up signal TO, the data
for a2kbrtimgngmlititainigl iseeti on 602 retransmts the data. 3"7?
[0071) Counting section 605 counts the nunber of
t thechepisvgnaien, TE:andpinhen aspdedet €d bned vad teing
is reached, originates a swtching signal SWto the

acknofietigfiend RGO &0l drs siwdehuovere. 5 the
communi cation path. Path state storing section 606
(ooeogtores information on the state of the path fromthe
home station to each comunication. station

oo S seeL oy PRLcCelehgl neselteh LAY, psqping
sgcti%gle%% f%ﬁgﬂéé}geé%c&é{?ﬁ 605, H2s: £ 8RG8 2 18RGeLN e qual
communication path (main path 11 and sub-path 12).

Data transmitting section 602 transmits the send data
of the high-priority communication section 401 to the switching
section 60L1.

Data receiving section 603 receives data from the main
path 11 or sub-path 12 and transmits it to the high-priority
communication section 401.

(0070]

A timer 604 is activated by a signal TR generated by data
transmission by the data transmitting section 602 and reset
by a signal RS generated when the data receiving section 603
has received a normal reception response. The timer 604, on
counting up to a specified value, transmits a time-up signal
TU to the data transmitting section 602 tomake a retransmission

request. Receiving the time-up signal TU, the data

transmitting section 602 retransmits the data.
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registers in the path state storing section 606 the
path state information indicating that the path is
faulty. [0072) 15 According to the enbodi ment shown
in Fig. 7, it is possible to assure reliability while
enjoyi ng the high-speed data. transm ssion unique to
a conn.ect_i.onles s protocol. The genera
versatility of the connect.ioniess protocol provides
[0071an open control bus at the sane tine. 20 A
comuni cation path is switched over when the data
r efoansime skan ioaudl s kasnteadheduabpresetemat-ngds ignals
value. It is thus possib>e to prevent sw tchover of

TU arRBt lvHBie 4 preddeimmeinty fauld i BeLomdan €odddNates a
path. it is also possible to switch over a path.

switMid® shidenti §¥ingtBetswi tSin@Redradint 6anctto 8@idch over
permanent fault. 38 x00731 (6) Sixth enbodiment Fig. 8

the dohndurd @cki gk agsam of anot her enbodi ment of the
I nvention. 5 |n Fig. 3, a multiplexed

C'pC3H eURCa inq secsctfgd 80 67é1ﬁoré£‘ﬁ|r}{%‘%§naaclon on the

mul ti pl exed unlt [ lustrated

state é%nph pgbﬁéﬂgghéﬂg%g¥ﬂg'QEE%QODTPS %Qéﬁ%x%ﬁﬁhnfggklon

uration as the communi cation
statfgfu'on 40 shown in Fig. 4. One of the dual units 71la
nd 71p serves as an active tO unit and the other

%%%%E%%f%ftandbtfggt ébfep%égé%ﬁggg§ssthat the

communication path is faulty when the count value of the
counting section 605 has reached a specified value and
registers in the path state storing section 606 the path state
information indicating that thé path is faulty.

[0072]

According to the embodiment shown in Fig. 7, it is
possible to assure reliability while enjoying the high-speed
data transmission unique to a connectionless protocol. The
general versatility of the-connectionless protocol provides
an open control bus at the same time.

A communication path is switched over when the data
retransmission count has reached a predetermined value. It
is thus possible to prevent switchover of path due to a
temporary fault in a communication path. It is also possible
to switch over a path while identifying a transient fault and

a permanent fault.
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is assigned to the lowpriority comruni cati on section

of each wunit. Each unit is connec: -e.d to the path

(main path and sub-paalLh). [0774] 1.5 Assune that the

unit 7la is active and the unit 71b is standby-

Anot her communi cation station 72 transmtting to the

mul ti pl exed comruni cation station 70 perforns

conmuni cations to the active unit 7la. Wen it has
(oo73failed in communications wth the active unit 7_:_a

on whi chever nultipl exed comuni cati on 20 path, the

copyuRi cahi ehialdLt 72 retries cormmurticcations to
the standby unit 71h. [0075] Fig. 9 is an explanatory

d . . , . cont . g |
eﬁ%‘gﬁd ) 9£ é%I&an&lQ Fgrré.@gszgr‘}’&théfg&ﬂb?glﬁlglﬁth of the

i ment shown in Fi Each unit

« Lnacludes self diagnosing section 73. 39 Assune that:
lnven#géhunit: 111a is actl.ve and the unit 71h is

standby. T.e sel f_ di 0si n --ion.13 in
SERT R 7 95, A AR BBkl ik | BeblSon 70
) itself in the standby.state, 5 halt ,
incloghRman i DR Romite it - padihdrifed HLustrated
comuni cations, the stand -ynit 7lb places_jtself in
exanpife tastv%ts%%tcélpéﬁac%ﬁ tsTMﬁﬁscﬁﬂﬁorﬁébaﬁaC‘f‘ has
broadcasts to the other communication stations that
the sppejgopbihdrR2b4PNvESURIE . CONRURE RRFLeBnRbRF ¢ali HH shown

) ~station "12 includes a table 74 lra storing i.ni :?
in Figmtt-i ofnerP Wkhehdumt taroit s Réamnd i’gleseBves as an active

unit and the other serves as a standby unit. A separate address
is assigned to the low-priority communication section of each
unit. Each unit is connected to the multiplexed communication
path (main path and sub-path).

[0074]

Assume that the unit 71a is active and the unit 71b is
standby. Another communication station 72 transmitting to the
multiplexed communication station 70 performs communications
to the active unit 71la. When it has failed in communications
with the active unit 71a on whichevermultiplexed communication
path, the communication station 72 retries communications to
the standby unit 71b.

[0075]

Fig. 9 is an explanatory drawing of switching of a control

right in the embodiment shown in Fig. 8.

Each unit 71a, 71lb includes self diagnosing section 73.
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r't?i: Muni 231:: ion Si:.ata. is?n 70 is active. '""he
communi cation Station 72 rc er nces the information
store d. int:h:e: table 74 to perform transm ssion
to the ac!:ive unit. On receiving 3 broad ca from the
unit 7lb, the comrunication station -72 updates the
15 information in the table 74. in the enbodi nent
shown in Fig. 8, a nultiplexed conmunication station
adsuwes: Hihghl yhreelurahl € leomruaictdtviconsid th@0wpit201s ¥s
j "Se G'en ttl enbodi nent Authentication section may
standbey .provided in the comunication station 4i? .in Fig.
“i. The authentication section perforns
aﬂhhe@bﬂﬁaﬁﬁa@nheﬁmge@d@tﬂbﬂﬂﬁbﬁﬁﬁyhecaﬁﬂﬂnbcahﬁ0n7la,
sect' on in separate conmunication S-tatii=:,ns and 25

on de¢laklies; cOMEUNIGaplers shetweaF @uthaatscahady state and
communi cation ;i,r stations. Fig. 'O shows a

haltsparctdnﬁxulreirc@@mmgur at inpferexam e wiit authenthgat ivalted
section. Wiile the configuration of authentication

comm38LdObds, showWgchRdbly: urdit 1P1hop16eBkeni@nCe ofn the
expl anation, the comunication station 80 al so

actlv'e”%ltlé‘%%s ah@esEQ@te E8RuAf b8 onGoamUNLEBEHeA s$5aL LO0fhe
[00781 Public key generating section 801 generates

otherac%mngu%Jteclh%thprgtcath%é CeKey {2 19 D&, eXEhADOLd. unic.

on and anot%er conmuni cat1 on
S&%E'ggheroggﬂﬂugh%gkﬁ%%!%tation 72 includes a table 74

storing information on which unit of the multiplexed
communication station 70 isactive. The communication station
72 references the information stored in the table 74 to perform
transmission to the active unit. On receiving abroadcast from
the wunit 71b, the communication station 72 updates the
information in the table 74.

[0076]

In the embodiment shown in Fig. 8, a multiplexed
communication station assures highly reliable communications.
[0077]

(7) Seventh embodiment

Authentication section may be provided in the
communication station 40 in Fig. 5. The authentication
section performs authentication between high-priority
communication section in separate communication stations and

enables communications between authenticated communication
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private key I C unique to the honme station. Key
transmtting section 802 broadcasts the generated
public key K2 to all corenunication stations. 15
Common key generating section 803 generates, on a pet-
conmuni cation station basis, an ele-_ctroni( co non
key K3 unique to comrunication stations 80 and 81
froma public key K2 received fromthe other station
stati®lsand the private key Ki1. of the hone station and
stores the generated common key in the 20
coingruni cakhewsstat pant 830ul ike ceominyukeayi genekahphg of
section 803 uses for exanple the Differ---Hellnman
authemeiboedi b® geperane comon key froma private key and
a public key. (0079] Authentication packet

WS £ d NYoResHLeR 80N UseS it ?5i 8ePebAt 8dction is
U (?311non key X.3 to encrypt a packet or apen |

shown @-if hentyd catigonemal ue e A preket,r Nex@®ranation, the
ath_snticat.i-an packet transmtting section

comu-%?%ﬁf%%ssﬁg]@jhgﬂ%dp&fyo 3% l%deé)rtﬁéq%o td QF the

e authentication value 1s attach to anot her

commué{gg%gggag{gg%gﬁag?on 81. Authent_i. cation packet
receiving sSection 805 decrypts a packet received from

[0078the ot her communi cation station 81 by wusing the
omon key K3 or determ nes whether reception, is

[ 1 d b d: t he . ke. d
TR | BT onIRAPEE T 58 AT 195 1 WS backaPe=g6es  an

@080) Ke¥_update section 808 update=.s a private ke
electygﬁl%vgpy ic key K2 to be exchanged between the home

station and another communication station from an electronic
private key K1 unique to the home station.

Key transmitting section 802 broadcasts the generated
public key K2 to all communication stations.

Common key generatiﬁg section 803 generates, on a per
communication station basis, an electronic common key K3 unique
to communication stations 80 and 81 from a public key K2’
received from the other station 81 and the private key Kl of
the home station and stores the generated common key in the
communication station 80. The common key generating section
803 uses for example the Differ-Hellman method to generate a
common key from a private key and a public key.
f0079]

Authentication packet transmitting section 804 uses the

generated common key K3 to encrypt a packet or appends an
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predetermned tine to update common key. Confirm ng
section. 80 _6 stores a common key just before update
and a | atest common key, and confirns an
aut hentication. 15 value by using the |atest conmon
key on. receiving a packet: . In case the confi- rma
ion is determned illegal, the confirmng section 806
confirms the authentication value by using the comon
authekeyi-cqtusin beflore topdapackbecoding Seotdon 8971 8Gosese
a. packet by using the conmmon 20 key just before

transupdatimgrsddiei diat ©64ns@ONFDBLKE Y nLOF, W@UC%ddkét or the
aut hentication value is confirmed valid ii-t. 11 is

packeant @xianat BeYa A il £F 1 $ N 0RQN 8% 107 Rhed B8 another
aut hentication section shown in Fig. 10. 25 In

commu@QBRIIHALI T iIdAatgon 80, public: key generat|-nq 4'
section 801 generates a public key K2 fromthe private

kﬁMthntQEaEH%nth%k%%aigeg1@QFgbggégggﬁt@?5r&%crypts a

generated public key Y conmuni ca

packe%t%@d¥¥%5d1f&éﬁ"ﬂﬂgné%ﬁéfn ?&ﬂ&hggi§}oglsg t&%% 81 by

l'ic key S generating section genera €S a
L gPYRL :EEX rivate ke 71' o .hone
uSlngSthlgh and (jcggnégt%e mb%%%rgggéheﬁuﬁﬁF@ dyt g5
Ll ication stati.ons In_the
all"ngn%%%??S?Poﬁlstcam% ey mﬁgﬁl%}yt&@ﬁlgmwn g Lue

attacgegtlon gpsp enerates an el ectroni c conmon key K3

qﬁg F 85u Luni cat,.on stations 80 and 81 from

E008oihe public key 12 recelved fromthe communicati on
tation 81 and the private key.

Key update section 808 updates a private key for every
predetermined time to update a common key.

Confirming section 806 stores a common key just before
update and a latest common key, and confirms an authentication
value by using the latest common key on receiviﬁé a packet.
In case the confirmation is determined illegal, the confirming
section 806 confirms the authentication value by using the
common key-just before update. ’

Decoding section 807 decodes a packet by using the common
key just before update or the latest common key for which the
authentication value is confirmed valid.

(00811}

Fig. 11 is an explanatory drawing of the operation of

the authentication section shown in Fig. 10.

In a communication station 80, public key generating
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K'- of the hone station. Simlarly, in the

communi cation. station 81, the common 15 key

generating section 803 generates an el ectroni ¢ conmon

key K3' unique to the comunication stations 80 and

81 fromthe public key [\2 received fromthe

communi cation station 80 and the private key K1' of

the hone station, In this way, each comuni cation
sectishatl bygensriat €s: @ 1120 ketyoKes £ acw onm® rp Kieya tserkd gL

as a conmmon pa 1swor"d botkg: ~een itself and another
of th€ORBUBI it oBnshatli BBoaflt@83st the theecamednipeatiiion key

station 30, authentication packet transmtt...n

K2 toSgClLi eBmBQ4ibsesohherganeymied common key K3 to 25
encrypt a packet or adds an authentication value to a

PagKat . commidh e B4kt herticgati ogm packst tanspubling key
section 804 then transnits the encrypted packet or

genergg§g§a§E§E159 waiichydhier 5 1@ he uﬁfiéoﬂe¥akge if$om the

hed to the comuni cati on station he

prlvaegqﬁgpkfthQQhéﬁl%gogtg%ioﬂ%hn?ﬁkbﬁahbg@sﬁﬁﬁg%%nerated

rece|V|ng sect ecrypts a packet received from
c c i Ng the common. key
publlﬁ,gey ggngggn?%gg %ﬁ&#3%59¥|0n is allowed based
n the common key K.3‘ and the aut henti cati on val ue
ttached to the packet. 10 [0084:1 According to the
enbi odi ne: nt _shown, i n |cat|on

PRt o i B et ke T RSP feagrating

section 803 generates an electronic common key K3 unique to

[ooazg

the communication stations 80 and 81 from the public key K2’
received from the communication station 81 and the private key
K1 of the home station.

Similarly, in the communication station 81, the common
key generating section 803 generates an electronic common key
K3’ unigque to the communication stations 80 and 81 from the
public key K2 received from the communication station 80 and
the private key KL’ of the home station.

In this way, each communication station generates and
stores a common key serving as a common password between itself
and another communication station.

[0083]

In the communication station 80, authentication packet

transmitting section 804 uses the generated common key K3 to

encrypt a packet or adds an authentication value to a packet.
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cannot generate a common key, so that it cannot
W retap or tanper a transmtted packet. This assures
the security of 15 Conmuni cations. By providing
hi gh---priority comuni cations wth a common key, it
is possible to prevent a security= attack in open
| ow-priority conmmuni cati ons from having an infl uence
on high--priority conmuni cati ons, 10085] 20 (8)
The alit@hth iedhodineptckieg. t2ahsmathliogk skagiam sHow hgen
anot her enbodi nent of the invention. In the
trans®Mbodt ABNEnShgwh ddn gd dked 2ol alikem Bt Hoteohich the
perform path control of a communication path in

authe@CLOs dans e, i s25¢ LAtaeaet o Rt ecaimuarie e dedtann
a main path and a sub-path 444 respectively. The main
g1. Ppath is conposed of sub-networks :la, 11h.
i nterconnected by the router 90. The sub-path is

gﬂqnﬁﬁﬁ%omﬁbnﬁﬁ%ﬁﬁ¥£?stﬂ@?&§1B%gaautﬁgatﬁ@%QﬁQﬁﬂpﬁ@k@@

y the router . 1. Asole naster station exists on a

' - ; Cati ! .
recelfﬁg%ngﬁgégn E%giégﬁgéf%té a kggﬂéﬁnfgﬂéﬁv@@ from the

wor K g fra The 1 nter-network

commud] 39P9SL NG LLATE, 1 hg! wdes, L 0fgr TRl 00, floh NEke PR ox

en 'the home stati on an of the othe

detergipin yEathon BLAL LIS, P esEnt  0R B3R BR! VAEK bhmon

ronr e .ones an ornre

oy kS AT DG BYEERLC A o S HOCOrAe M Sahi o PRt

hone station does not belong. In Fig. 12, the

[0084 kommuni cation station 20 serves as the
\

According to the embodiment shown in Fig. 10, a
communication station to which a public key is not transmitted
cannot generate a common key so that it cannot wiretap or tamper.
a transmitted packet. This assures the security of
communications. By providing high-priority communications
with a common key, it is possible to prevent a security attack
in open low-priority communications from having an influence
on high-priority communications.

[0085]

(8) Eighth embodiment

Fig. 12 is a block diagram showing another embodiment
of the invention.

In the embodiment shown in Fig. 12, routers 90, 91 to
perfomnpathcontrolofzacommunicationpathjjlaccordancewith

Internet Protocol are provided on a main path and a sub-path
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master station on the au',--network 17.a, _2a. The
communi cation 15 station 23 serves as the master
station on the sub--network lib, i21. [00871 In
t:.tte ort station 20, path state storing section 221
stores path state information indicating whether 20
the communi cation path fromthe hone station to
anot her communi cation station is sound. Di agnosi ng
respe®$8aQe.r etiee \naich $ecth 0B 23@pbeglsd Lrsub-metevgaitd 1 1a,
state .'...,f ing ,. the path state between the hone
11b irSiedd@ihadte@ oAUt S@t&OMJ at Thd sub-pAtpresedinposed
..")n a 2 sub--network to which the honme station does
of sublthetwBekandzhasedp 4% ten-ddighdaidd statend nfoneati on,
included in the inter network diagnosing franme. the
[oogegxanple shown in iFt. ?_:9% the diagnosing nessage
receiving section 222 rF gi.sl:.ens the path state
bgt WeeR LS OMUNL CALL 0BLSLAN Qfh 20 808 -Betwork. The
conmuni cation a station on the sub-network Jib, 12b
: sSMm.Lii e k 2 I ' r..L:
maste ot ol LA LA ERR e P ah el SR sl i, e
. i.n faormat i .i.n the th t at.e oring._..sectiaon 2
The 1 e S a8 e R AT hr e S PRt 6 che
21, the djiagngsin 0 nessage receivin ection 2
path JECUGRS {+amertetT ng SHoT o 2303 S prtvi diF | FEkeE
master station, and the other co ni cati on sggttonﬁi
commuTbggéion stations present on a sub-network to which the

home station belongs and information on the path between the
home station and the master station present on a sub-network
to which the home station does not belong.

In Fig. 12, the communication station 20 serves as the
master station on the sub-network 1la, 12a. The communication
station 23 serves as the master station on the sub-network 11b,
12b.

[0087]

In the communication station 20, path state storing
section 221 stores path state information indicating whether
the communication path from the home station to another
communication station is sound.

Diagnosing message receiving section 222 registers in
the path state storing section 221 the path state between the
home station and a communication station present on a

sub-network to which the home station does not belong based
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S,electitng section 224 prepares a list of the network
1.5 addresses of all communication stations present on
a su;:a---network and, in case the address of the
honme station is one uniquely determned f from
predeterm ned conditions, causes the hone station to
operate as the master station on the sub--network.
The address uniquely determned refers to, for 20
on thexaaphe stelke hingloasta taddy dgssLudnd |igwesgte ddureassie ek k
the like. [00891 Fig. 13 i_s an explanatory draw ng
diagnegfsiagpr beedar e herebhy ecxaognreunsihoweatiion 8iati da., the
obtains path state :"1.3:t 1:Omat:1.Ql. In Ec .
diagnoBE3 ngcowmasiceatieor iStiatg cresctotdrer2 2hared het emsteie path
2S, station are called general stations.
stateSodbtwheh Witk comAuvand aB iarest 461iont 2 aonne cicethurQed thi en
ub- -tei:work A}, a naster station a ands a genera

statishabinonha =Aarte-nkteSrik cCorm, ectbd. .in the sub-network
3, a master station and general station b" are

| Dhercorhneatieding QRWAlord P UGKR 1RJ8 WOltkher the main
processing is made in the follow ng procedure: The

path QeReMAL AL hok&yehd e ) thf tRBSIPEd ABa¥idn in the path
mul ticasting the reception state fromeach stationin

state:ESOEQ$% s SRy netmorly to- 836k ©f gheadual paths in

onme sub-network. Each st.at c_o.n, having rece

R R o Lo o honaeEr A ron a5 ¢ hae. qrarmqeing
messaagaggggiving section 222 and data transmitting section
223areérovidediniamasterstationandtheothercommunication
stations.

[0088]

Selecting section 224 prepares a list of the network
addresséé of all communication stations present on a
sub-network and, in case the address of the home station is
one uniquely determined from predetermined conditions, causes
the home station to operate as the master station on the
sub-network. The address uniquely determined refers to, for
examplé,thehighestaddress,thelowestaddress,andthelike.
f0089]

Fig. 13 is an explanatory drawing of a procedure whereby
a communication station obtains path state information.

In Fig. 13, communication stations other than the master

station are called general stations. Sub-networks A and B are
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The master station in each sub-:{l e:t;lo L ]c
cyclically 11-5 transmts via nmu.lvi_casting the
reception state. fromthe master station in another
sub-network and the reception state from each station
in the hone sub-network to each of the dual paths.
Each- st tion, having received the reception "4;t:ate,
acquires path state information 2 be-ween the naster
intemigiiemsed 20 drased onbthetweckphi on rsd sit @ comthighf ar apd
the master Station in another sub-network. Each

a gernstratli eadd.on At esepanhestaheaecicnker.mabnoshd tebeasbwork
station in the master station based on the reception

B, astabetier thatdource sshdneawWofenerhn. BRLS iWAY, beachre
conmuni cation station can determne 47 the soundness

intemforgaedteaf. the dual paths fromthe path state
information 1, 2, 3. 00911 The enbodi ment shown in

{0090Fi g. 1 pzovides the following 5 advantages: (a) Each
of the stations can determ ne the soundness of a

Pathsuch) aAgenerpl stationianRdid pasket StaLi py owing

perform nulticast transm ssion to obtain informatio
procedh@ path to the 10 outside of the home sub-network.
(ca :[prase the path state information of the hone

S%ﬂ%ioBen%§aﬁauEEaWh%Epu%’exqswgﬂfghf{yir%§§§§hits via
communi~catl ons are

mulﬁicasting the reception state from each station in the home

sub-network to each of the dual paths in the home sub-network.

Bach station, having received the reception state,
acquires path state information 1 from the home station to the
distant station.

The master station in each sub-network cyclically
transmits via multicasting the rééeption state from the master
station in another sub-network and the reception state from
each station in the home sub-network to each of the dual paths.

Each- station, having received the reception state,
acquires path state information 2 between the master stations
based on the reception state coming from the master station
in another sub-network.

Each station acquires path state information 3 to each
station in the master station based on the reception state in

the source sub-network.

In this way, each communication station can determine
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interrupted for a predetermined :.i.nme, a fault in the
home station is assuned thin allow ng use for
troubl eshooting al so. 15 [00921 (9) Ninth enbodi nment
Fig. 14 is a bl ock di agram showi ng anot her enbodi nent
of the invention. In this enbodinent, high-priority
comrmuni cations and 20 lowpriority comrunications
share a single communi cation path. A communication
the sgtatihens100 eachudéstpeotoed| peiher face tdeciadm BGnte
for perform ng high-priority conmunications and
inforpabtoooll,i BteRf.ace section 102 for perform ng
lowpriority 25 comunications. 48 A higher-rank host
[0091¢onputer {not shown) conmunicates w th the protoco
interface section 101 in accordance wth a
hi'igd - eilb Ol 1. thyn € ofMmdKAL Cart | iRy pridt egelvialkdt ehranfvil¢ates g
with the protocol interface section 102 in accordance
advan¥hfBsa lowpriority conmunication protocol. [0093]
Communi cation function .np7.enentinc section 1.0.-3

apgy 14-h e tpeo¥it dedohe SQRIESRONRi 48 dHe S PIRRYs of

interface section 101 and 102, respectively. These
a patgOmmuni cation function 10 inplementing section 1.0 3,
104 i npl enents a communication function in the data

lrrk)gdiél lzxayfénél_sﬁoggaltﬁ)ﬂﬁr )aer §nm9§lte1hi§lfé"£fgﬁrcﬁlerform
multicast transmission to obta;n information on a path to the
outside of the home sub-network.

(c) In-case the path state information of the home station
is fault without exception or in case communications are
interrupted for a predetermined Eime, a fault in the home
station is assumed thus allowing use for troubleshooting also.
[0092] |

(9) Ninth embodiment

Fig. 14 is a block diagram showing another embodiment
of the invention.

In this embodiment, high-priority communications and
low-priority communications share a single communication
path.

A communication station 100 includes protocol interface
section 101 for performing high-priority communications and
protocol interface section 102 for performing low-priority

communications.
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Priority control section 105 controls transm ssion
from the communication function inplenenting section
103, 104 based 15 on the priority of the protocol.
The communi cation function inplenenting section 103,
104 splits a frane into sub-franes below a certain
frame length and transmts the resulting sub-franes
to the priority control section 105. Contuni cati on

fAINGL4RArLPRhRMBRLING: SRR ON 196 sBBwhIPIRMRRLS cites
conmuni cation function in the physical |ayer (first

with tEYdothc@D Rlehkgrarshicabn mgelin Habpid0kd tWith a

comuni cations and low-pr.i_or.ity contmunications

high._g{]f&?iwe%@galT : i ieat [#J%‘téé@ftéﬁa_ LERLSPRRLIAG with

ection: cation station 100 js ccnn

- CL. to, cQ i cati pat h . ;
the Bgg e B S aeR T S tharad e Ty rr ey vheh, 2
low-niiali omuni catigns and h%%plg%iority coral nur : Scat
PYOREL Y 008 R FRE 18IS T At on functi on I mpl ementi ng
ection 105, a MAC address register 121 stores a MAC
[0093gddress corespond.ng’ to a protocol for high-priority

comai unjcat;ions. Transni ssion accepting se bion

ACUBP R A7 F+ Bfre" 4 Ans A Y B e 9 SRR i3o"i'1n‘} T4

station 7.00. Reception accepting section 123 accepts
are PEOYIRR YR CEIVEFINY He dhtaminiteaalod stk fasie FeTtirn

rtior r- inplementing 104 has Ul.c.mmmicat i on
101 aﬂﬁaﬂﬁﬁc:éﬁﬁpﬁﬁﬁ$ﬂ%ﬁyon.TmﬁéeMﬂymﬁﬁmb§§t¥@@i§N@Ptﬁﬂp

of the conmmunication function inpleneatt:ing section
implen@dtsnogr esctivmC 103, 104 implements a communication
function in the data link layer (seccond layer) of an OSI
hierarchical model.

Priority control section 105 controls transmission from
the communication function implementing section 103, 104 based
on the priority of the protocol. The communication function
implementing section 103, 104 splits a frame into sub-frames .
below a certain frame length and transmits the resulting
sub-frames- to the priority control section 105.

Communication function implementing section 106
implements a communication function in the physical layer
(first layer) of an OSI hierarchical model. High-priority
communications and low-priority communications share the
communication function implementing section 106.

The communication station 100 1is connected to the

communication path 150. The communication path 150 is shared
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address corresponding a protocol for iota-priority
comruni cations. 15 [00551 Operation of the enbodi nent
showin Via. 14 will be described. Fig. 15 is a
flowchart showi ng a transm ssion procedure. 1In the
transm ssi on procedure of high-priority L.O
cont muni cations' transm ssion accepting section 122
appends the MAC address of a MAC address register 121
by toowhersourice addesssnipattoab: thendrandmigistoniority
frame received fromprotocol interfa-ce section 101

commuandatenporarily stores the frane. In case the
transm ssion aiiow na signal output fromthe 25

[0094priority contr.o.1 ser..t:i.cra 105 is High, the
transm ssion 50 accepting section 122 passes the

f ranenhé adniueh i 4t 05 NGOk mp$8&ELOANL0s 8t WBhCIV 3,
i mredi ately passes the franme to a comunication

a MACTaneté 08 ] r@nting s3686kis0n MAL 1dda:%08s -«d& sponding
transm ssion allowi ng N L+ nal output fromthe

to a pRotddY F6@M I Q- Br SEL1 £ 91 R3S thiMWhs [ D& ransmission

transm ssi on accepting secti n. 122 seeps storing

accep‘c%gy@é@cf&q ??ES%%J%%Q% ;?"?é:%g\?}“’s&é%é%%&ﬁég%y the

transm ssion all ow ng

corrunu?'_:i.icgrtii.tc% .sct%%t'rq%l l%%c.t lsgg %O%i(é%ng%‘r%%%t:iﬁfg secti,jiciny 123

ra_nsm sSsiton all ow ng ﬁa ase_ p_rl 0]
scoeBEoORRA0 A0S R OGPl LT orkf L AP, Fet Lo 100,

R&é%&h% cS gg%”%%%%k%@% i%%l%g%n%%g% %%c¥%2¥$7I04 has a
similar configuration. The MAC address register 121 of the
communication function implementing section 104 stores a MAC
address corresponding to a protocol for low-priority
communications.
[0095]

Operation of the embodiment show in Fig. 14 will be
described.

Fig. 15 is a flowchart showing a transmission procedure.

In the transmission procedure of high-priority
communications, transmission accepting section 122 appends
the MAC address of a MAC address register 121 to the source
address part of the transmission frame received from protocol-
interface section 101 and temporarily stores the frame.

In case the transmission allowing signal output from the

priority control section 105 is High, the transmission
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Fig. 16 is a flowhart showi ng a reception procedure..
15 In the reception processin of high-priority
comuni cati ons, reception accepting section 123
conpares the cL st rtal iort address of the reception
frame received fromthe communication function
i npl enenting section 106 and the MA address stored
in a M,C address register- 121. In case a nmatch 20
acceputgwoﬁecfc@gndlzz e fgcaamehie frswartdedhel précaséta amtchol
is found, the frane is passed to protocol interface
SectiQQE:lpﬁor_wm®¢h Reoeptborlpr opessieng ohel o¥rpnieortbdy a
communi cations is the sane as above. [0097] .:5 TCte
commupricartiitoyny €antrabnseepiened0dbngrde@si&h.1d6.t In€cSsebdhe
conmuni cations into high---priority protoco
transedrEinincal L onsnanei gh@WqQidmitd eyl €hecslibeit PUn€Al1
0 s. The priority control section 105 always gives a

sectibhan®m S Aoy, gﬁﬁet@réﬁﬁnlkéﬂﬁﬁ%tﬁ%bg%l@@ceﬂ@@cﬁ% of 2
frame of a high priority protocol ess ‘anot her

keepsf§@6F1h§ iﬁ%'ﬂ%dﬁkﬁ@%@‘&&ﬁgesT%K%FfﬂéHétﬁb wglgnﬁnﬁll—the
- s e t i ;n 105 gives a transmssion right to the

transﬁ&@gl%ﬁl%@ld%ﬂﬁg2¥iéﬁbf<£$eg9§v85 %ebralufﬁesgé}orlty

lcwprior .ty protocol s anot r ane

contrgiagégiigﬁdUN?%%n@% 1'AHe; tfgﬁémfgéianainWﬁig signal

transm ssi on accept ance. gn-priori

b qPratocal,. a qngglatel causes the frane t
ase transn1PFédggjfh rlorlgﬁg%%%trg? gBFloﬁr 6@00 for
controls transm.ssian_of a transm ssion frane by

R g BrloﬁlFHec FUNEHEdi'6H %41 | owi ng  signal so that the

t& nsm ssi on count of tra:En1SS|on frayaes
ans m sion processing of low-priority communications

is the same as above.
[0096]}
Fig. 16 is a flowchart showing a reception procedure.
In the reception processing of high-priority
communications, reception accepting section 123 compares the
destination address of the reception frame received from the
communication function implementing section 106 and the MAC
address stored in a MAC address register 121. In case a match
is not found, the frame is discarded. In case amatch is found,
the frame is passed to protocol interface section 101.
Reception processing of low-priority communications is
the same as above.
[0097]

The priority control section 105 classifies
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per certain tinme fromthe comunication function
i npl ementing 15 ecti-on LO3, 104 will drop bel ow a
predet erm ned val ue ass] ne:d to each cf the corm
unication i unction i.lrl:;l-eme:ltil"lqg section 103,
[0094] .c_or-dirtg to the enbodi nent shown in Fig. 14,
both a 20 network using an open standard protocol and
a network a sing a unique protocol to inplenment rea
commupiigd tdemruanEathioms— ¥ Borily nuedgwioIsScompupheations and
conmuni cati ons between. hosts, interfaces for these
Tlow-pprictrady 9 rmrted prioviaenimi ¢hiel sasre Ymmm icatilon control
station and the protocol processing function e;hare
sectibhe 3ame 25wegsmagniveat i en fuactmoAsinpl enkghiingto the
section and conmuni cation 52 path. This reduces the
transhdsddereacosptandecablae fkayengf eostgh-po089} thnptdieocol
above enbodi ments, a conmunication station is present

unlesisn dMecioPer &ragr NN beingy ARl tised N a TeieS tis i Dtk ok,
control system [01.0(c)] Wile the enbod.i.neni

contrelp| e¥caidupl 108t efli vkt 2 t ReawRidi ssTRyh beibhicpl teatete
or further being multiplexed. In the multiplexing of

transﬁlr IsRliicgAEEeBpRLNRROYE, 2 &F Sintgbe AftowdbPi Pal by b col
plurality of sub-paths constitute a conmmunicati oh

unleseagnot%e%B f@laﬁielv@s O3 1y CHRNN CALd PN fPHJ Of r SYSS e e

for controlli ng
waiting at the transmission acceptance of a high-priority

protocol, and immediately causes the frame to be transmitted.

The priority control section 105 controls transmission
of a transmission frame by using the transmission allowing
signal so that the transmission count of transmission frames
per certain time from the communication function implementing
section103,10&willdropbelowa;nedeterminedvalueassigned
to each of the communication function implementing section 103,
104.

{0098]

According to the embodiment shown in Fig. 14, both -a
network using an open standard protocol and a network using
a unique protocol to implement real time communications are
neceésary’in the communications between hosts, interfaces for
these protocols are provided in the same communication station
and the protocol processing function share the same

communication function implementing section and communication
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conmuni cations performed between a plurality of

communi cation stations that are connected to

comuni cation paths being 5 nultiplexed with a main

path and a sub-path, the communication control system

conprising: first communication function inplenenting

sections which are nultiplexed so as to correspond

with the main path and the sub-path respectively, and
path. edthi of ravichs i tipd drendsadd @oconmudhi cat i o, £ uined i st .

in a physical layer of an OSI hierarchical nodel;
[0099%econd comuni cation function inplenenting sections

whi ch are multiplexed so as to correspond with the

nuh t thkexedvef ighiioCioEANHE Cad | 08mhUAEELBR ohMRlterBH NGs

sections 15 respectively, and each of which inplenents
preseft CGOIMEHBI 656 801 oh Ui 1081 iy & patd ddhKn! 2¥Es+afidheq

OSl hierarchical nodel; a high-priority comunication

contr8ECE8Rekor performng a high-priority communication

via the comuni cation function inplenenting .section
[o100forresponding to any one of the 20 multiplexed
comuni cation paths; and a |owpriority comuni cation
factq. 0 . Or mi..ng 1Qrity C nication .
R e B b o B T s THS P o
: o) ' to the, sub-pat.h, wherein the
may bEREEREROALEY LEriniDht: BE Qo BT 25
l.ow-.priori.ty. conmuni cation section coexist in a single
! Bl e B ST ork E L 1oL Yoctnd RO SdevD
. function inplenePting,section )
main pat and "a plurality of sub-paths constitute a

communication path.
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i ncl udes: an address storing section for storing MAC
addresses 5 corresponding to the high-priority
comuni cation section and the lowpriority
conmuni cati on section respectively; a transmtting
section which attaches the corresponding MAC address
to a comunication frane depending on whet her a
transm ssion requestor is the high-priority
CLAIMSmmuni cati on 10 section or the lowpriority
conmuni cation section, and transmts the
(11l cofmuscRmppdRatiane conthel cosysimemnat Eon pabAtroaning
recgei ving section which conpares a destination MAC
connyndrasions rerdemmed ketvesn & pdnealétyia®dofmant &heion
first 1% communi cation function inplenmenting section
statgopf HhatyrEernnactedortay ommuns cadrioes patttor | ging
multsegtiog,, nd when a match is found in the conparison
rBs b e ‘%%ﬁd% TPHE PRERPReR sebnrabhcdticorofmamicatol drhe
correspondi ng cqonmuni cati on section. 20 [21 The
cqntE%%ﬁﬁﬁ%ﬁﬂi%ﬁ“%&ﬁﬂng system according to claim 1,
qutggr coggrisin , a-nulticast address storing
section FOF™ePrehtP™ LPRGEAPT t ympxl epsBtADt | erftions

. _addr e . 25 erein en a destinati on MAC address
Whlcgf%e %‘glﬁr%rﬂ'ﬁ i%ﬁ?@ ofP 5 P GREr e #d thy Bhetmein path

. i cathon path, matches with any one of the
20 gﬁaress %EgtgFgﬁe?ﬁlY 'Nﬁ@ghﬁPFﬁcégth&Rﬂe%ﬂ?%ﬁmﬂmtﬁg

a communication function in a physical layer of an O0SI

hierarchical model;

second communication function implementing sections
which are multiplexed so as to correspond with th;e multiplexed
first communication function implementing sections
respectively, and each of which implements a communication
function in a data link layer of the OSI hierarchical model;

a high-priority communication section for performing a

high-priority communication via the communication function

implen_tenting -Section corresponding to any one of _the
multiplexed communication paths; and

a low—prio'rity communication section for performing a
low-priority communication wvia the communication function
j_mple:nenting section corresponding to the sub-path,

wherein the high—priority communication section and the

low-priority communication section coexist in a single
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section, the second conmuni cation function
i npl ementing section sends the communication frane to
the high-priority 5 comunication section, and
ot herwi se the second conmuni cati on function
i mpl ementing section sends the conmunication frame to
the lowpriority communication section. 10 [3] The
_ communi cation control systemaccording to claim1l or
commynlgatiepnstatieneauid i ncl uding the high-priority
conmuni cati on section, the lowpriority conmunication
selfPoFF A CPMEUR AR tibde dtvingrt i bunixp Déndropl e eakikAgn
. sections, or units each including the high priority
inclugefini cation- section, the 15 | owpriority:
communi.cation section, the first comuni cation
f uftBt FERT R BrRFHMh Festdonoforastorings#AANdddresses
corrconnuglcation function inplementing sections are
Broviaels &t the R igroderity aomhvnl ea tomnsrictabinoing
the f%agign qu one unit serves as anactive unit and the
oY HlePF 1T 1 E6 §opmunisg tian oS ee tinghyrasmicct Lrdl yA
cng&ghcatkgn contral systemfor controlling )
cotmiuni cat-onsd FECIrReth et atbachepltieabotyesponding
jgation_ stations that are connected to
MAC SAATOTE R PoROBBYRLCREIon Seamne,Reppndied it hhatsi

b-path, the copmmuni cation 56 contro
tranés@%tt’]se%}goﬁ% |es‘°it$?gt. s h&@%-ﬁ%%ﬁﬂp@dimmr@mmmtion
ti formng.a high-priority comunication
o ey 0t o e CRAPA bt HEOMMENGraY | fgetion, - and

normal |y, vi a

trandigQ %h%%&ﬁﬁhrﬁeccatﬂi%rﬁffggmg e’rfg e nggunicatiqn path;

and

a receiving section which compares a destination MAC
address of a communication frame received from the.first
communication function implementing section with the MAC

address stored in the address storing section, and when a match

- 1s found in the comparison result, sends the received

communication frame to the corresponding communication

section.

[2] The communication control system according to claim 1,
further comprising:
a multicast address storing section for storing a
plurality of MAC multicast addresses,

‘wherein when a destination MAC address of a communication
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5 lowpriority comunication via the sub-path; a path
di agnosi ng section for diagnosing a soundness of the
mai n path and the sub-path; and a switching section
for switching the comunication path of the
hi gh-priority coinruaiication to the sub-path when the
10 main path is diagnosed as faulty as a result of
di agnosis by the path diagnosing section, wherein the
framgatrhcdiiagdosiony tdhectoanuhlichudes pacp aldt et %i%hoéﬂ'uﬁg
section for storing path state information of a pat
one af fhe addnesseh@horstiatn dbhe MACARCHT i cbfs tCANAREE £ 3EbONSy
station; and a fixed-cycle path diagnosing section for
sectgpagndding sehend c armmmindatitdonpatindtion t AfphefEnting
station to each comunication station in a fixed
sectigp| gengpeks ncommumd deities relne pat hhdi AgEBSHAGority
section 20 registers the path state information
commppi g7 kP f§51RiORe adflagnosis result, in the path state
storing section, the fixed-cycle path diagnosing
sttt bivaddds s asegend di agmusiscaigicket | function
. accordance with a nulticast protocol of Internet
lmpl BReRitRY , SSE-IAT feansht Gl nepunivgdsta tider dosee drce the
assigned to the main 57 path and the sub-path
Low-pRIQIAGY \rampunicat Lok hSe@friAThi cati on station perfor ns
broadcasting by wusing the IP nmulticast address
corresponding to a path selected between the main

h and the sub-path, as a destination iP
[3] palthe communlcagforg) control system according to claim 1

or 2, wherein units each including the high~priority
communication section, the low-priority communication section
and the communication function implementing sections, or units
each including the high-priority communication- section, the
low-priority communication section, the first communication
function implementing sections and the second communication
function implementing sections are provided and multiplexed
in a single communication station, and

one unit serves as anactive unit and the other unit serves

as a standby unit.

[4] A communication control system for controlling
communications performed between a plurality of communication
stations that are connected to communication paths being

multiplexed with a main path and a sub-path, the communication
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5 address, and receives a path diagnosis packet of
whi ch destination |IP address matches with the IP
nmul ti cast address corresponding to each of the nain
path and the sub-path. [5] The conmuni cati on control
system according to claim4, 10 wherein the
fi xed-cycle path di agnosi ng section includes a
di agnosi s packet transmtting section for broadcasting
conitpl ciyistemc ebRpRLsidgon stations a path diagnosis
packet including receive state information of path
di aghbghsppickits con@ih@EREE on UBRLRIC &b |4
~and 15 on receiving a path di agnosi ?npgétggtérs%ﬂ%ﬂﬁ{bsa
high-prddriyyl eompat hoati iagh 0SirRg 139CH SN EUSLL LS ) t he
path state storing section receive state Informtion
of at hewpnt hoxii g nusimminpaakebn b&ansdi tad p@\éfb%i'r'{g”ﬁ
station, the receive state information. being included
low-pyipméty econmenti getivndivagneie Sspeoketn; as the 20 path
state informati on of the conmunication path fromthe
hofeRaths dipgpasing sdatdrantst idiggnodieg ofsduneinRaths
di agnosi s packet. [61 The conmunication contr ol
the madpchablecandlithe tsebepathy 4andr 5, further conpri sing:
25 a nul tipl exed comuni cation station where units
eal FV158hipg|apitignt fer kivghehihothkyc RN 00 ath
sectjon, the lowpriority comunication section, the
of thehgh RSty compunonabiban tte thei SabFpgtEerheRNs €
. _provided while being nultiplexed, any one of the
main Rt lseAdagnasedaadtanldvunist aambE tt bé oLhenosnithy
the SELyves as a st andby unit, and a different address is
© By NP e SRFGEOPri ority communi cation section of

eawchherein the path diagnosing section includes:
a path state storing section for storing path state
information of a path state from a home station\ to each
communication station; and

a fixed-cycle path diagnosing section for diagnosing the

- communication path from the home station to each communication

station in a fixed cycle,

wherein. the fixed-cycle path diagnosing section
registers the path state information obtained from the
diagnosis result, in the path state storing section,

the fixed-;:ycle path diagnosing section broadcasts a
path diagnosis packet in accordance with a multicast protocol
of Internet Protocol,

different IPmulticast addresses are assigned to themain
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uni t, wherein another comuni cation station which
perforns a transmssion to the nultipl exed
comuni cation station 10 performs comuni cati on by
designating the active unit, and when failing to
conmuni cate with the active unit via any one of the
mul ti pl exed comruni cation paths, retries to
communi cate by switching a designation to the standby
pathursnd the [snb-phch cosepuiitaatel9h gRAtrol system:
according to claim6, wherein the nmultiplexed
cowaghi catitomishatbon seachoh npkudesmsa byehticdis2gAgS LYY
_section, the self diagnosing section in the active
usingntie H& mel bl castnaddn eat tofregssmdinn twh betRIsaqieR¥eq
~the hone unit in a 20 standby state on detecting a
betwegn §he mahp patindind whiet spbapeth t hes ok stiidatiBat e
active state so as to start a communi cation operation
addrigigen t3ed ofREPLIVPS t a Ieditls dhagrosteinipeake@n of which
- gperation, and broadcasts to the other comunication
destdpatighsl¥ msldnese nohehemini thashbel® mau litieaaat hu@re25
- unit, and 59 each communication station includes a
correspPRALRGr FhgPaghnPdr irhei vain ek thatdney tiei shbuphthof
the nmul tiplexed communication station is active,
perforns transm ssion to the active unit while
[5]re erencing.the information stored in the 5 table, and
uptat é%OIT‘H’g‘llcﬁFbPﬁafquBqun SyREenadteondiary rtecelaingt,

wherkhe oagcaﬁi conmuni cation. (8] The communi cation
TORLFOF SR CoPdithg diagrPaiRg 45ection includes a

diagnosis packet transmitting section for broadcasting to
other communication stations a path diagnosis packet including
receive state information of path diagnosis packets from other
communication stations, and

on receiving a path diagnosis packet, the fixed-cycle
path diagnosing section registers in the path state storing
section receive state information of the path diagnosis packet
transmittéd by the home station, the receive state information
béing included in the received path diagnosis packet, as the
path state information of the communication path from the home.

station to a transmitting source of the path diagnosis packet.

[6] The communication control system according to claim 4
or 5, further comprising:

a multiplexed communication station where units each
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wherein while the path di agnosing section detects a
failure 10 in the main path, the path diagnosing
section broadcasts the failure in the main path to al
conmuni cation stations in a fixed cycle. (9] The
conmuni cati on control systemaccording to claim8, 15
wherein when the lowpriority conmunication section
receives a broadcast notice indicating that the main

inclpatimg sthauliygh-ghiediey PEbRhihYcSP mé:eaéﬂlon the
section controls a transm ssion so t !

low-pransitgsianuonuiriatieh UsbdétfddR @he | aWikP“d‘ir h¥sing
comuni cation is equal to or snmal I er than a fg

sectppedenérhheedwﬂwéh&ngwﬁubﬂd&ﬂ1éﬂ33§¥a%%@@®$hhﬂﬁb'Bginé
not received for equal to or nore th

multppédeedr mnyedne iqk thehen 10WsRivEE 4y anC9APIRL ALl og}nd
section determnes that the main path is restoreg

the qidraminbperavesmsandthakby et 434 &%ﬁﬁf@fé&@&&&f’és Qf
25 maki ng the transm ssion count be equal to or

1s aspgriest to ffhe hivh -6 qrisgetamminbek vaidigack 10) oFEach
conmuni cati on control systemaccording to claim4

unitpherein while the | ow-priority comunication section
5 recogni zes the main path as faulty, the lowpriority
cOfRffifidatnohber ctdmmnicattionss tat { N S/HitH Paregrhdal

a  transm ssion count per unit tinme of the

transpis$iqor ity themmiwilédplereds equalnicabdios meg ¢ £&fion

than a predeterm ned value. 10
performs communication by designating the active unit, and when

failing to communicate with the active unit via any one of the
multiplexed communication paths, retries to communicate by

switching a designation to the standby unit.

[7] The communication control system according to clain 6,
wherein the multiplexed communication station each includes
a self diagnosing section,

the self. diagnosing section in thé active unit halts a
communication operation while placing the home unit in a
standby state on detecting a failure,

the standby unit places the home unit in the active state
so as to start a communication operation when the other unit
halts the communication operation, and broadcasts to the other
communication stations that the home unit has become the active

unit, and
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[11] The conmuni cation control system according to any
one of clains 4 to 10, wherein in a case where the
| owpriority comrunication. section is recognizing
the main path as faulty, while the sub-path is not
under transm ssion, the lowpriority 15 conmunication
section imredi ately perforns the high-priority
comuni cation, and while the sub-path is not under
t r anshi senmmi@aftdidrheéﬁﬂi%rﬂoirm]gf&éy 'Z-Prtéﬂlhe storing
conmuni cation waiting to be transmtted, the
infokwpat ponor Ldiconimyi cafichn esti 08rPeLher Myl tii8 exed
| owpriority comuni cation. 20 [12] The contunicati on
commygpiatablon ydhtivacoondiige | @H @irstt rahsthid®on +o the
conprising: an authentication section which perforns
activgt bt ivdtlicomefbetneimy tite hingBrikitabht ¥tored in the
comuni cation sections in different 25 conmmunication
tabley Andovirdate aisheoleirabiat ioantminheat AlTe hAEWERSLe 64 nighe
aut henti cated conmuni cation stations. [13] The
the hepaffadatdopmusdaatidnsyst emaccording to clai m 12,
wherein the authentication section includes: 5 a
public key generating section for generating an
el ectronic public key to be exchanged between the hone
(8] stHe SA™ERHCARATh@onEsahusy sadn acceiratingnso felnman,
el ectronic private key that is unique to the hone
wherejn mihjte fhpebath gdisanosing sectiom derediroadcadling
e .10 g@nerated c key to all comunication

in t th EubLi /

in the BaipRAthy EheBAthdiagmesiag agetben irpadtastts the
. uq:ener aszﬁs an, '

failure in € main path to all communication stations in a

fixed cycle.

[2] The communication control system according to claim 8,
wherein when the low-priority communication section receives
a broadcast notice indicating that the main path is faulty,
the low-priority communication section controls a
transmission so that a transmission count per unit time of
low-priority communication is equal to or smaller than a
predetermined value,

and when the broadcast notice is not received for equal
to or more than a predetermined time, the low-priority
cgmmunication section determines that the main path is restored
to normal operation and halts the transmission control of

making the transmission count be equal to or smaller than the
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el ectronic common key that is unique to the hone
station and another conmunication station froma
public key received from the another station and the
private key of the hone station, 15 generates the
el ectronic common key for each comunication station,
and stores the generated common key; an authentication
acket transmtting section which perforns at |east
Prei%ﬁﬁﬁﬂineﬁcﬂybmébn of a packet or attachment of an
aut hentication value to a packet by using the
generated 20 common key, and transmts at |east either
the encrypted packet or the packet to which the
[10]authentominismbighueontratl tacttet acasddafy to claim 4
ayt henti cati on packet receiving section which !
whergdps o 18t |tAgst leWrberiodétydi ngmafini betiesei ¥edt o
acket b 25 using the common key or determnation on
recoaﬁéFﬁér %%%eﬁ@ﬂén Pathe2aal | tweld:shas etheon 1bhepso
commkei agd the authentication value being attached to
PHRECPAtRRt SeFtian TRenEsAEnicat romscsd Tl system: o
tran8SE9r ding to claim13, 5 wherein the comon key
gEhBT AT N BBt | BAT geWiet it elsimehe odomibr  key-p Do tthe

private key and the public key by using
Comm%’%‘f'ae 199 FHe?flUAdt Hedl. o 152 ikrr ciraum catédateamine

valusystemaccording to claim13, |Iq further conprising.
a key update section for updating the commobn key by

changi-ng the private key per predetermned tinme; a
confirm ng section which stores the comopn key j ust

[(11] The communication control system according to any one
of claims 4 to 10, wherein in a case where the low-priority
communication .section is recognizing the main path as faulty,
while the sub-path is not under transmission, the low-priority
communication section immediately performs the high-priority
communication, -andwhile the sub-path is not under transmission
and there is no high-priority communication waiting to be
transmitted, the low-priority communication section performs

the Yow-priority communication.

[12] The communication control system according to claim 4,
further comprising:

an authentication section which performs authentication
between the high-priority communication sections in different

communication stations so as to enable communication between
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bef ore update and a | atest common key, confirnms the
15 authentication value by using the | atest comon key
on receiving the packet, and in a case where the
confirmation is determned as illegal, confirns the.
aut henti cati on value by using.the col anon key just
bef ore update; and a decodi ng section for performng
decodi ng of the packet 20 by using either the conmon
the kejthenst cBetar SomRdAl&tabnt BEa LAl gSt  common key by
whi ch the authentication value Is confirned as valid.
[ 16] The conmunication control system according to any
one 25 of clainms 1 to 15, wherein a router for
[13]perherdonngira aatibncass il s63¢ RFURS GAt 4
path in accordance with Intgrngéa%?%?ggol |§ﬁﬁ#%€%%éd
wherennt hkecanthum ttiaddtdbnpakBt i @M diddgLmuni cation  path
includes a plurality of sub-networks being
i neepadrriectiety Hynéherimpt 8éctbol 1 EbrTMRenerating an
communi cati on control system accordi‘ng to cl ai m I6,
elechwhengcrpublsal keyustles excabhg8d &6 tieenOfhd heme station
sub-network, the master station transmts an
and 3 tdremepwonkich agnosicayibnanomsh udick@ rpatik st fdfe
i nformation an the paths between 10 the hone station
key thatals umioideertocthruhematstortisinat i ons  exi sting on
the sub-network to which the hone station bel ongs and
pal h kavat driapspifibinen sectiva pabk betvedradhendore
station and a master station existing on a
genexart iidriic keywhp call eommhurizastiani shatlbsss not

bel ong, and )
a common key’ generating section which generates an

electronic common key that is unique to the hore station and
another communication station from a public key received from
the another station and the private key of the home station,
generates the electronic common key for each communication
stati_on, and stores the generated common key;

'an authentication packet transmitting sectidn which
performs at least either encryption of a packet or attachment
of an authentication value to a packet by using the generated
common key, and transmits at least either the enciypted packet
or the packet to wpich the authentication value is attached;
:—;md |

an authentication packet receiving section which
performs at least either decoding of the received p;;;tcket by

using the common key or determination on whether reception is
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15 each of all comunication stations on the plurality
of sub-networks including the naster station and the
ot her communi cation stations includes; a path state
storing section for storing path state information
i ndi cati ng whet her the communi cation path fromthe 20
honme station to each of another comrunication stations
is sound; a diagnosing nmessage receiving section
allaitck pasegi en e Commbhek@atands ttateagtREh BocSeLdh O tfae
. path state between the hone station and the
being #hrdckat 6d Bratdaskedxi sting on the 25 sub-network
to which the hone station does not bel ong, based 64
on the path state information, included in the inter
network diagnosing frame; and a data transmtting
[14]5ePpoPRpindiraddpactantaialneysths amiordimat Roatl4dfe13,
h sub-path in accordance with the information in the 5
WHELrSIPh-I% SPEMSR devngeraieatiing santli pe derrem tesarisdicoine A
K o% dat% (18), The conmmuni cati on control system
SV HXBP AR tRY icT3diem ¥8Y @mdl7theumuier cokpyi Snguséng
Diffsel_gc%i n%gsecti on whi ch. generates a list of network
T6 20t BEE &EEPd| | comuni cation stations existing on
the sub-network, and in a case where an address of

the hone station is the address that is uniquely
on a predetermn ned

(151 SoHSf TR SIRRRLL N st based, on o predetermined
furtﬂ@r':’tc,ecgmpsr_liastiin%r:] on the sub-network. is

a key update section for updating the common key by
changing the private key per predetermined tir;te;

a confirming section which stores the common key just
before update and a latest common key, confirms the

authentication value by using the latest common key on

recelving the packet, and in a case where the confirmation is

- determined as illegal, confirms the authentication value by

using.the common key just before update; and

a decoding section for performing decoding of the packet
by using either the common key just before update or the latest
common key by which the authentit;ation value is confirmed as

valid.

[16] .The communication control system according to any one

of claims 1 to 15, wherein a router for performing a path control
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(19] The conmuni cation control system according to any
one of clains 1 to 18, wherein the high-priority
comuni cation section perforns conmunication in
accordance with a protocol dedicated to process.
control, and 20 the lowpriority comuni cation section
perforns conmmuni cation in accordance with an open
standard protocol. [20] The communi cation control

of thgsramudsaitdongath anyadmedasteahititmEntetfet Brotocol

. wherein the high-priority conmmunication 25 section

1s prpyRerer andihg easnubheabiopredds saddt the avneReidkite8n
65

path includes a plurality of sub-networks being interconnected

by the router.

[17] The communication control system according to claim 156,
wherein a sole master station exists on the sub-network,

themaster station transmits an inter-network diagnosing
frame including path state information on the paths between
the home station and all another communication stations
existing on the sub-network to which the home station belongs
and path state information on the path between the home station
and a master station existing on a sub-network to which the
home station does not belong, and

each of all communication stations on the plurality of
sub-networks ihcluding the master station and the other
communication stations includes:

a path state storing section for storing path state
information indicating whether the comunication path from the
home station to each of another." communication stations is
sound;

a diagnosing message receiving sectior; which registers-
in the path state storing section the path state between the
home station and the communication station existing on the

sub~-network to which the home statJ'._on does not belong, based
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on the.path state information in_cluded in the inter-network
diagnosing frame; and

adata transmitting section which selects either the main
path or_tile sub-path in accordance with the information in the

path state storing section, and performs transmission of data.

(18] The communication control system according to claim 16
or 17, further comprising: |

a seleéting section which generates a list of network
addresses of all communication stations existing on the
sub-network, and in a case where an address of the home station
is the address that is uniquely determined among the list based
on a predetermined condition, causes the home station to

operate as the master station on the sub-network.

[19] The communication control system according to any one

 of claims 1 to 18, wherein the high-priority ¢ommunication

section performs communication in accordance with a protocol .
dedicated to process.control, and
the low-priority communication section performs

communication in accordance with an open standard protocol.

[20] The communication control system according to any one
of claims 1 to 18, wherein the high~priority communication

section transfers at least one of process data, an operation
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