
DESCRIPTION  COMMUNICATION CONTROL, SYSTEM  TECHNICAL
FIELD 5 [0001] The present invention relates to a
communication control.  system used for a distributed
control system or the like.  BACKGROUND ART 10 The
distributed control system is used for plant:
operation control in a wide variety fields such as
petrochemistry, steel, paper pulp. foods,
pharmaceuticals,  and electric power. [0003]  15 Fig.
1 shows an exemplary configuration of a general
distributed control system. Referring to Fig. 1, an
operation monitoring apparatus  1 and a controller 2
are connected to a control bus 3. The  controller 2
controls a plant 4 under the monitoring of the 20
operation monitoring apparatus 1. The operation
monitoring  apparatus 1 is in charge of operation and
monitoring of the  plant. The operation monitoring
apparatus 1 displays a screen  to perform control
operation and monitoring. In accordance  with the
scale of the plant, a plurality of controllers are 25
distributed across the plant. The operation monitoring
apparatus I and the controller 2 communicate with each
other  to control the plant via the control bus 3.
[000:1 



Sensor devices 5, 6 present in the plant 4 detects the
5 process values of temperature, pressure and liquid
level.  valves 7, 1 have their throttle opening
controlled by an  operation signal given by the
controller 2- An analog signal.  of 4 to 20mA and I to
5V output from the sensor devices 5, 6  is input to
the controller 2. Based on this input, a control. 10
unit (not shown) in the controller 2 performs control
arithmetic operation and obtains an operation amount.
The  operation amount is output as an analog signal of
4 to 20mA  and 1, to 5V, which controls the throttle
opening of the valves  7, 8. For example, by
controlling the valve throttle opening 15 of a
reaction oven the process amount of temperature or,
pressure  is controlled, [00051 The control bus of a
conventional distributed control  system is a bus
dedicated to process control. The protocol  20 for the
control bus is a protocol dedicated to process
control. In recent years, remarkable progress in IT
(Information  Technology) or web-related technologies
has presented a need  for the open architecture of the
control. bus for a distributed  control system. As a
request for the Open architecture, a request i 0I a
network that is based i, on Ethernet (registered.
trademark) is on the rise. With this background, it is
under study to apply  Industrial- Ethernet (registered
trademark ) to the control bus  for a distributed
control system; 



[0006] The Patent Reference . describes a
communication control  system that. employs a
redundant configuration of a network  adapter
transparent to a user application program when a
communication station communicating over the TCP/IP 10
(Transmission Control Protocol/Internet Protocol) i53
connected to Ethernet (registered trademark), ,000?,
Patent Reference 1: JP-A-11-205356  [0008] 15
Industrial Ethernet (registered trademark) does not
currently satisfy the real time property or
reliability  requested in process control so that it
is difficult to provide  such a communication control
system, [00091  20 In a conventional system, it is
difficult to implement  open protocol communications
while assuring real time property  and reliability
from the following circumstances: (a) Communications
over a standard protocol that is based on  Ethernet
(registered trademark) or TCP/IP (Transmission  25
Control ProtocoI/Internet Protocol) do not
sufficiently satisfy the needs for real time property
and reliability when  used in industrial applications
such a process control. 11b) Communications over a
unique dedicated protocol for  attaining real time
property and reliability have only  5 insufficient
compatibility when connected to another system 



or when a network device or software widely available
on the  market is used. This does not sufficiently
meet the request  for open protocol communications.
[0010]  10 The invention has been accomplished in
order to solve  the problems. An object of the
invention is to provide a  communication control
system capable of performing  communications that
satisfy real time property, high  reliability and a
need for open protocol communications by 15
introducing in the same communication station critical
communication section for providing real time property
and high.  reliability as open communication section.
DISCLOSURE OF THE INVENTION  10011) 20 In order to
solve the problems, the invention is  configured as
follows: [0012.1 (1) A communication control system
for controlling  communications performed between a
plurality of communnication  25 stations that are
connected to .communication paths being  4 multiplexed
with a main path and a sub-path, the communication
control system comprising: first communication
function implementing sections  which are multiplexed
so as to correspond with the main path  11 and the
sub-path respectively, and each of which implements 



a communication function in a physical layer of an OSI
hierarchical model; second communication function
implementing sections  which are multiplexed so as to
correspond with the multiplexed  10 first
communication function implementing sections
respectively, and each of which implements a
communication  function in a data link layer of the
OSI hierarchical model;  a high-priority communication
section for performing high-priority communication via
the first communication  15 function implementing
section and the second communication  function
implementing section each corresponding to any one  of
the multiplexed communication paths; and a
low-priority communication section for performing a.
low-priority communication via the first communication
20 function implementing section and the second
communication function implementing section each
corresponding to the  sub-path, wherein. the
high-priority communication Section and the
low-priority communication section coexist in a single
25 communication station, and 5 the second
communication function implementing section  includes:
an address storing section for storing MAC addresses
corresponding to the high-priority communication
section and  `i the low-priority communication section
respectively; 



a transmitting section which attaches the
corresponding  MAC address to a communication frame
depending of whether a  transmission requestor is the
high--priority communication  section or the
low-priority communication section, and 10 transmits
the communication frame to the communication path;
and a receiving section which compares a destination
MAC  address of a communication frame from. the first
communication function implementing section with the
MAC 15 address stored in the address storing section,
and when a match  is found in the comparison result,
sends the received  communication frame to the
corresponding communication  section. [00131  20 (2)
The communication control system according 0: (1)
further comprising:: a multicast address storing
section for storing a  plurality of MAC multicast
addresses, wherein when a destination MAC address of a
communication  25 frame received from the
communication path matches with any  6 one of the
addresses stored, in the MAC multicast .address
storing  section, the second communication function
implementing  section sends the communication frame to
the high-priority  communication section, and
otherwise the second communication function
implementing section sends the communication frame to
the  



low-priority communication section. ,0014] (3) The
communication control system according to (1)  10 or
(2), wherein units each including the high--priority
communication section, the .low--priority
communication section  and the communication `unction
implementing sections, or units  each including the
high-priority communication section, the  low-priority
communication section, the first communication 15
function implementing sections and the second
communication  function implementing sections are
provided and muluipleRed.  in a single communication
station, and one unit serves as an active unit and the
other unit serves  as a standby unit. 20 [0015] (4) A
communication control system for controlling
communications performed between a plurality of
communication  stations that are connected to
communication paths being  multiplexed with a main
path and a sub-path, the communication  25 control
system comprising: a high-priority communication
section for performing a  high-priority communication
normally via the main path; a low---priority
communication section for performing a  low--priority
communication via the sub-path; 5 a path diagnosing
section for diagnosing a soundness of  the main path
and the sub-path; and a switching section for
switching the communication path  



of the high-priority communication to the sub-path
when the  stain. path is diagnosed as faulty as a
result of diagnosis by  10 the path diagnosing
section, wherein the path diagnosing section includes:
a path state storing section for storing path state
information of a path state from a home station to
each  communication station; and 15 a fired-cycle path
diagnosing Section for diagnosing the  communication
path from the home station. to each communication
station in a fired cycle, wherein the fixed-cycle path
diagnosing section  registers the path state
information obtained from the  20 diagnosis result, in
the path state storing section, the fixed-cycle path
diagnosing section broadcasts a  path diagnosis
packet. in accordance with a inulticast protocol  of
Internet Protocol, different IPmulticast addresses are
assigned to the main  25 path and the sub-path
respectively, and 8 each communication station
performs broadcasting by using the  IP multicast
address corresponding to a path. selected between  the
main path and the sub-path, as a destination IP
address,  and receives a path diagnosis packet o which
destination IP r- address matches with the 3_P
multicast address corresponding  to each of the main
path and the sub-path. 1000161  



(5) The communication control system according to (`)
,  wherein the fixed-cycle path diagnosing section
includes 1 10 diagnosis packet transmitting section
for broadcasting to  other communication stations path
diagnosis packet including  receive state information
of path diagnosis packets from other  communication
stations, and on receiving a path diagnosis packet,
the fixed-cycle  15 path diagnosing section registers
in the path state storing  section receive state
information of the path: diagnosis packet transmitted
by the home station, the receive state information
being included in the received path diagnosis packet,
as the  path state information of the communication
;oath from the home  20 station .e a transmitting
source of the path diagnosis packet.  [001.7 (o! The
communication control system according to (4)  or (5j,
further comprising: 25 , multiplexed communication
station where units each including the high-priority
communication section, the  low-priority communication
section, the path diagnosing  section and the
switching section ace provided while being
multiplexed, any one of the units serves as an active
unit and  the other unit serves as a standby unit, and
a different address  is assigned to the high--priority
communication section of each  unit, wherein another
communication station which performs a  transmission
to the multiplexed communication station  



10 performs communication by designating the active
unit, and when failing to communicate with the active
unit via any one of the  multiplexed communication
paths, retries to communicate by  switching a
designation to the standby unit, (0018]  IS (7, The
communication control system according to (6) wherein
the multiplexed communication station each includes a
self diagnosing section, the self diagnosing section
in the active unit halts a  communication operation
while placing the home unit in a  20 standby state on
detecting a failure, the standby unit places the home
unit in the active state  so as to start a
communication operation when the other unit  halts the
communication operation, and broadcasts to the other
communication stations that the home unit has become
the active  25 unit, and 10   each canxmtan.c:xtiorl
station includes a table storing  information
indicating which unit of the multiol.exe,i
cormnunlcat:ion station is active, performs
transmission to the  active unit while reverencing the
Information, stored in the  table, and updates the
information in the table when receiving  the broadcast
communication. (8i The communication control system
according to (4;  wherein while the path diagnosing
section detects a failure  10 in the main path, the
path diagnosing section broadcasts the 



failure in the main Path to all communication stab, ns
in a  fixed cycle. ;0020; (9) The ccnarun:.raticn
conic l sys as accordin to,, (8;  15 wherein when the
low-'pt-ii rity Cc mui11,ca 1 R section ri:eceivees  a
broadcast notim_ indicating that the main path is
faulty,  the low-priority communication section
controls a  transmission so that a 1Lransmissi.o:x
count per unit time of  low-priority communication is
equal to or smaller than a  20 predetermined value,
and when the broadcast notice is not received i:or
equal  to or more than a predetermined time, the
low-priority  coarcmunicaction section determines
that. the main path is restored  to normal operation
and halts the transmission control of 25 making the
transmission count be equal to or smaller than the
predetermined value.  [0021] (10) The communication
control system according to (4) ,  wherein while thy.
low-priority communication section  recognizes the
main path as faulty, the low--priority  communication
section controls a transmission so that a
transmission count per unit time of the low-priority
communication is equal. to or smaller than a
predetermined  value. 1.0 [0022] 1i.) The
communication control sy stem according to (4) ,  



wherein in a case where the low-priority communication
section  is recognizing the main path as faulty, while
the sub-path is  not under transmission, the
low--priority communication 15 section immediately
performs the high-prior. ity comrmunication,  and
while the sub-path is not under transmission and there
is  no high-priority communication waiting to be
transmitted, the  low-priority communication section
performs the low-priority  communication. 20 [0(c)23]
(12) The communicati.on control system according to
(4) ,  further comprising: an authentication section
which performs authenticati=on  between the
high-priority communication sections in different  25
communication stations so as to enable communication
between  12 the authenticated communication stations-
0024] { 13) The communication control system according
to 112) ,  wherein the authentication section
includes: 5 a public key generating section for
generating an  electronic public key to be es'.changed
between the home station  and another coimununication
stations from. an electronic private  key that is
unique to the home station; a key transmitting section
for broadcasting the  10 generated public key to all
communication stations; 



'a common key generating section which generates an
electronic common key that is unique to the home
station and  another communication station from a
public key received from  the another station and the
private key of the home station, 15 generates the
electronic common key for each communication
stat.i.on, an stores the generated common key; an
authentication packet transmitting section which
performs at least either encryption of a packet or
attachment  of an authentication value to a packet by
using the generated 20 common key, and transmits at
least either the encrypted packet  or the packet to
which the authentication value is attached;  and an
authentication packet receiving section which
performs at least either decrypting of the received
packet by  25 using the common key or determination on
whether reception is  13 allowed based on the common
key and the authentication value  being attached to
the packet. [0025] (14) The communication control
system according to (13),  5 wherein the common key
generating section generates the common  key from the
private key and the public key by using
Differ-Hellman method. [00'6] (15) The communication
control system according to (13)  10 wherein the
authentication section includes: 



a key update section for 'updating the common key by
changing the private key per predetermined time; a
confirming section which stores the common key just
before update and a latest common key, confirms the
15 authentication value by using the latest common key
on receiving the packet, and in a case where the
confirmation is  determined as illegal, confirms the
authentication value by  using the common key Just
before update; and a decoding section [or performing
decoding o.i the packet  20 by using either the common
key just before update or the latest  common key by
which the authentication value is confirmed as  valid.
[0027] (16) The communication control system according
to (1)  25 or (4), wherein a router for performing a
path control of the  14 communication path in
accordance with Internet Protocol is  provided on the
communication path, and the communication path
includes a plurality of sub-networks being
interconnected by  the router. 5 [0028] (17) The comtx
zr::i c:at;. ion control system according to (16),
wherein a solo master station exists on the
sub-network,  the raster station transmits an
inter-network diagnosing frame including path state
information on the paths between  10 the home station
and all another communication stations  



existing on the sub-network to which t-.he home
station hel_orLg_;  and path state information on the.
path between the home station  and a master station e
c.isving on a sub--network to which the  home station
does not belong, and 15 each of all communication
stations on the plurality of  sub-networks including
the :raster station and the other  communication
stations includes: a path state storing section for
storing path state  information indicating whether the
communication path from the  20 home station to each
of another communication stations is  sound; a
diagnosing message receiving section which registers
in the path state storing section the path state
between the  home station and the communication
station e2isti_ng on the 25 sub-network to which the
home station does not belong, based  15 on the path
state information included in the inter-network
diagnosing frame; and a data transmitting sect i.on
which selects either the main  path or the sub-path in
accordance with the information in the  S path state
storing section, and performs transmission of data.
(00291 (18) The c control system ,c' cording to. (17)
further comprising: a selecting section which
generates a list of network  10 addresses of all
communication stations existing on the  



sub--network, and in a cease where an address of the
home station  is the address that is uniquely
determined among the list based  on a predetermined
condition, causes the home station to  operate as the
master station on the sub-network. 15 (0030] (19) The
communication control system according to (1)  or (4),
wherein the high-priority communication section
performs communication in accordance with a protocol
dedicated  to process control, and 20 the low-priority
communication section performs  communication in
accordance with an open standard protocol.  [00311
(20) The communication control system according to (1)
or (4) , wherein the high-priority communication
section  25 transfers at least one of process data, an
operation amount  l6 and an alarm, and the to
w_p.ri(:l r.' i.ty C.omLF;F r icat..Lon section
performs at least  One of image data 1:'.ransfer, file
transfer a.nd. mess ag'e_ transfer.  [0032) i (21) A
communication control system for controlling
communications performed between a plurality of
communication  stations that are connected to
communication paths being  multiplexed with a main
path and a sub-path, the communication  control system
comprising: 



3.0 a hioh-priority communication section for
performing a  high-priority con;.mun.ication normally
via the main path; a low-priority communication
section for performing a  low priority communication
via the sub-path; a path :3 agnosing seat .on for
diagnosing a soundness of  1 , the main path and the
;ub-path; and a switching section for switching the
communication path  of the high ~3:F'l.ority
communication to the sub-oath when the  main path is
diagnosed as faulty as a result of diagnosis by  the
path diagnosing section. 20 [0033] (22; The
c.ommunicat.ior: control system according to (21.j,
wherein the path diagnosing section includes: a path
state storing section for ,storing path state
information of a path state from a home station to
each  25 communication station; and 17 a fixed-cycle
path diagnosing section for diagnosing the  con au;
nicat i.on path from the home station to each comreci
ii.z anon  Station in a fired Cycler wherein the
fixed-cycle path diagnosin;r section  registers the
path state information obtained from the  diagnosis
r_esu:t, in the pat state storing section. 0034)  3
The comr unication control. :system according to (22)
wherein the fired-cycle path diagnosing suction
includes a 10 diagnosis packet transmitting section
for broadcasting to  



other communication stations a path diagnosis packet
including  receive state information of path
-diagnosis packets from other  communication stations,
and or_ receiving a path diacrnc:si pack.:-t, the
fired-cycle  15 path diagnosing section r. piste: s in
the path state storing  section a:ecei.vE states
information of the path diagnosis packet  transmitted
by the home stat.i_on, the receive state information
being included in the received path diagnosis packet,
as the  path state information of the communication
path from the home 2G station to a t.ransmittihq
source of the path diagnosis racket.  [0035] {24) The
corn? unica.tii n control system according to any one
of 1) to (23), further comprising. a data transmitting
section which transmits data to  25 another
communication station, and retransmits the data when
18 a normal reception response is not returned from
the another  communication station within a
predetermined time; and a data receiving section for
returning a normal reception  response to a
transmitting source when data is normally  a received.
[00361  25) The communication control system.
according to (24)  further comprising: a path state
storing section for storing path state  10 information
of a path state from a hose station to each  



communication station; a counting section for counting
times of the data  transmitting section retransmitting
the data; and a registering section which, when a
count value of the  15 counting section reaches a
specified value,, determines the  communication path
as faulty and registers the path state  information
indicating that the path is faulty, in the path  state
storing section. [0037  20 (25) The communication
control system according in; (24),  further
comprising: a counting section for counting times of
the data  transmitting section retransmitting the
data; and a switching section which, when a count
value of the  25 counting section reaches a specified
value, determines the  19 communication path as
:f.`aulty and switches the cam 11 aicatio  path.
(x)0393 As understood from the discussion, the
invention  provides the following advantages. (1) Cr
ti.cai cormnunication section (h ,gh priori,i y
cogtrallnicat.ion section) to provide real. time
property and high  reliability and open communication
section (low priority  communication section) coexist
in the. sane Communication  



7.0 station. This provides a communication control
:system that  satisfies a .re::{: esi: i'or
i_r:dusi:rial applications and a request  for :)pen.
protocol communications at the same time. {.'} When
communication path used for critical  communications
is faulty, the communication path used for  15
critical communications is switched to a communication
path, for, open comet ni.cations. This prevents the
traffic. of Open  communi cation, s that is based on a
standard protocol from having  an influence on the
real. time property of critical.  commun.icat_i ons.
20 (3) Open communications are cinder way with some
restrictions even while critical communications are
using a  communication path for open comFmunications.
'This avoids  interruption of open cormrunicati.ons.
(4) A :_:ommOn key to serve as a common password
between  .' communication stations is generated and
the coirunon key is used  20 for authentication, By
providing critical communications  with a common key,
in is possible to prevent a :3:E1 ity attack  via
standard protocol communications from having an
influence  on critical communications. 1 (5) A
communication path is being multiplexed while
critical communications and standard protocol
communications  coexist in the same communication
station, thus assuring high  reliability. (6) There
are provided a function perform  



10 acknowledgment communications with an actual
communication  timing and a function to diagnose a._
path in a fixed cycle  irrespective of a communication
timing. This allows quick  detection of a fault in a
path, which minimizes the swi t-cho rer  time of
communication path thus assuring tie real time
property  15 of communications. (7) A router is
provided on a communication path for  interconnecting
sub-networks. This readily supports network
connection.over a wide area or a large-scale network.
(8) The same Communication path and  20
transmitting/receiving section are shared in the same
communication station for communications that is based
on an  open standard protocol and critical
communications. This  reduces the component cost and
wiring cost.. BRIEF DESCRIPTION O THE DRAWINGS  25
OO4Oj 21 [Fig. L] It shows an exemplary configuration
of a general  distributed control system. !Fig. 2.] It
is a block diagram showing an embodiment: of  the
invention. r (Fig. 3] It is a block diagram showing
communication  function implementing Section. 4 It is
a block diagram showing an-other _ embodiment  of the
invention. (Fig. 5) It is a block diagram. shewing
another embodiment  



10 of the invention. [Fig. 6] It is a block diagram
showing another embodiment  of the invention. [Fig.
'7] It is a block diagram showing another embodiment
of the invention. 7. [Fig. 8] I i.s a. talack diagram
showing another embodiment  of the invention, [Fig. 9]
it is an explanator4, drawing of switching of  a
control right in the embodiment shown in Fig. B. "Fig.
10] It shows a particular configuration example  20 of
authentication section, [Fig. 11] it is an explanatory
drawing of the operation  of the authentication
section shown in Fig. 10. [Fig. 121 It is a block
diagram showing another  embodiment. of the invention.
25 [Fig.. 13] It is an explanatory drawing of a
procedure 22 whereby a co]rnun is atlcn station
obtains path state  information. [Fig. 14] it is a
block diagram showing another  embodiment of the
invention. 5 [Fig. 15] it is a flowchart showing a
transmission  procedure, [F:ig.. 16] It is a flowchart
showing a reception  procedure. BEST MODE FOR CARRYING
OUT THE INVENTION  



10 [00411 The invention will be detailed referring to
drawings.  [0042] ;1) First embodiment: Fig. 2 is a
block diagram showing an embodiment of the  15
invention. In Fig. 2, a communication path 10 is
duplicated  by a main path 11 and a sub-path 12. The
coinsuunica?:i::;n : ;  10 is for erampie the control
bus of a distributed control  system. A communication
station 20 and communication stations  20 31 3N are
connected to the main path 11 and the sub-path  12.
(0043; The comnunication station 20 includes a unit 21
for  performing communications, The embodiment in Fig.
I incIudes  25 a single unit. 23 In the unit 21,
high-priority communication section 211  performs
high-priority common.;.^ati.:,n Lo r priority
communication ecti_on 21 performs low-priority  col
aun.:i.c,at'ions. S High-priority cormnunications
transfer process data, an  operation amrunt, an alarm
and the like. Low-priority  communications performs
image data transfer, file transfer,  message transfer,
and the_ like. High-priority communications  transfer-
more real time data while l w priority i.0 mun].catio
s  



10 are less real time than high-priority com
un%:ati.ons. The high-priority communication sect: ion
211 performs  communications in accordance with a
otocol dedicated to  pr:'oces= contro~-. The
..ow-priority' G:i_2t1:[FFI_micati :: rl section
Jer:for.:ns ommti;ii.cat::i_:c:: in, a.- cc.:ci<Fre c
with an open standard 15 protoc.ol. They open standard
protocol is for example I  (Internet ?rctocol) [OI044]
Communication function implementing section 213a, 213h
is duplicated. Communicatior. function implementing
section  20 21.4a, 214b is also duplicated. These
communication function imprl menti.ng section a :e
provided to implement the  communic:ai ion E,unctio,ci
in a predetermined layer of an OSi. (Open  Systems
Interconnection) hierarchical model, Tihe
communication function implementing section 213a,  2`
2131, implements a communication function in the
physical layer  24 (f)" rst layer) of an O3I
hierarchical yodel. The communication function
implementing section 214a,  214b implements a
communication: function in the data link laver
(second layer) oDf an O3I hierarchical model, The 213a
and 214a are provided to correspond to the maim  path
1.1. The 213b and 214b are provided to correspond to
the  sub-path 12. [0045] 1.n. the communication
control system shown in F g.. 2, when  



10 cormnunicc;::.ions are under way normally in which.
there is no failure in the c.:_;rrFF,.:n:i-cation, the
high f:;rior. ty ion  section 211 uses the
communication function implGrrtc;ra t.l.n; section
213a and 21.4a to perfo m: communications on the main
path 11. The low--priority communication sect ion 212
uses the  15 comnunicat_i c n function implementing
section 2:13h and 214; to  perform communications on
the sub--;oath 12. When the ma n path 11 bec :aes
.fau..alty, the high-priority  communication section
211 uses the cc,mrruni.cat:ien .(inaction
implementing section 213h, 214b and the sub-path 12
t.o perform  communications. In this case, low---
priorit'y' comll";unica t1.ons  are restricted. (0044]
The 1Fr ~l a r-iar -!: _y c::: rmur._i.cat:ion
ssection. 2.1-:1 can perform  communications by using
either the d,_plic,at d F ommun:)cation  25 function
implementing section 213a, 21:3b or the communication
25 function implementing section 214a, 214.b. The
low-priority  communication section 212 can use only
its corresponding  communication function implementing
section 213b and 214h_ In this way, the high--priority
communication section 211  and the low--priority
communication section. 212 coexist in the  same
communication station. [0047] According to the
embodiment shown in Fig. 2, the  high-priority
communication section to provide real. time  



10 c rcpert:y and high reliability and low-priority
communication section. that uses an open standard
protocol coexis=t in the same  communication station.
This provides a communication control  system that
satisfies a request for industrial applications  and a
request for open protocol communications at the same
time,  15 [0048] Fig. 3 shows an exemplary
configuration of communication  function implementing
section for implementing a  communication function in
the data link layer. The configuration will he
described taking as an example  20 the communication
function implementing section 214a. The  communication
function implementing section 214h has the same
configuration. In Fig. 3, an address storing section
215 stores a MAC  address corresponding to each of the
high--priority  25 cc umunicatiort section. 211 and
low-priority C:;:i31 Stun cat3.o  26 section 212. A
'Sing ie_ MAC (Medi-a Access Control) address is
assigned to each of the ini.gh priority communication
s action  211 and low-priority ;ommuni ati n section
212. _ransm:Lti:.ing section 216 appends a
corresponding MAC  address t:o a communication frame
depending on whetl-her the  transmission requesto_ is
the high-priority communication.  section 211 or
_._)w-priority c:ommunicat on section 21 and
transmits the corlttnunicat.i.on frame to a
communication path. 



10 ecei;ring section 217 compares the (lest '.i.t
at-ion MAC  address of the communication frame
received from the  communication 1 unc:t ion implem
rating sect:i : r 213a with the MAC  address stored by
the address storing sect: San 215, and in case  a
match.. is found in the comparison result:, passes the
received  i3C(ft71.t7.YF 7. C: c't i:,ion frame ~_ the
pertinent communication ' on sect ion  (high-priority
c:os:rsr_icat.ion section 211. or low-pri.oriity
communication section 212) [0050' A mult.ICast.
address storing section to s:-o ,-e a plurality  20 of
MAC muiticast addresses may he provided in place of
the  address storing section 215. Tn this
configuration, the. receivind section 2:L7 of th_:
communication function implementing section 214a, in
case the  destination MAC address of the
::oimnuriication frame received  25 from the main path
11 matches any one of r the ad<lra:s;.e~s present  2;;
in the MAC multicast address storing section, passes
the  communication frame to the high-priority
communication  section 211 and otherwise passes the
communication frame to  the low-priority communication
section 212. 5 In this way, high-priority coaominicat
ions uses a MAC  multicast address for communications.
(2) Second embodiment Fig. 1 is a block diagram of
another embodiment of the  



10 invention. In Fig. 4, same components a ; the
preceding ones  are given the same signs. In this
embodiment, the unit is  duplicated. A communication
station 22 includes a dual unit 21a and  21b. The unit
21a includes high--priority communication  15 section
211, low---priority communication section 212,
communication function implementing section 213a,
213b, 214a,  214b. The unit 2Lb has the same
configuration as the unit 21a.  in the illustrated
example, the unit 21a serves as an active  unit and
the unit 2Lb serves as a standby unit. 20 E00521 The
active unit 21a performs communications. When the
active unit 21a turns faulty, the unit 21a halts
communications  and places itself in the standby
state. The standby unit 21b  switches to the active
unit and takes over the communications 25 In this
embodiment, the unit is duplicated thus enhancing  28
the .aby of co;m unications. The unit may be  crated
or further being mul.t iplexed. ()0531 ;3; Third
embodiment 5 Fig. S is a block diagram of another
embodiment of the  nvention. In Fig. 5, a
communication station 40 is connected to  a main path
11 and a sub-path 12. High-priority comanunication
section. 401 performs  



7.3 high-priority communications by using the main
path H.  Low--priority communi.catidr section 402 F)
el foray low-priority communications by using the
sub-path 1.2. Path diagnosis Q section 4-03 dia noses
the soundness of  the main path I.J. and the sub--path
12. Switching section 404 switches the cs:mmun cation
path  between the high-priority communi.ca .i.on
section 401 and i_t.s  distant party based on the
diagnosis result of the path  diagnosing-section 403.
(0054)  20 pestri.cti.r. section 405 restricts
omm:ini: Lions by the  low-priority communication
section 402 h st_:d on the diagno.is  r. sulu the path
diagnosing section 403. For examplee, the  restricting
section 405 restricts the transmission band of the
low-priority communication section 'A0225 Tra. rt
_mitt In Ji Roc ivinci section 406, on receiving a 2 s
transmission re:c;uest from t. n- high-priority
communication  section 401, sequentially transmits
communication frames, to  the main path 11 and passes
the communication frames received  from the main path
11 to a destination. 5 Transmrttinu/Rece vrng section
401, on receiving a  tr ansmission request- from the
low-priority communication.  section 402, sequentially
transmits communication frames to  the sub-path 12 and
passes the, communication frames received  from the
sub-path 12 to destination. 10 The
tra:rsmittinglreceiv tt, section 405 and 40?  



respectively correspond to the coruaa:u -t r, t: " n i
c a t. -i ~. unetirn  implementing section 2l3a, 214a
and 213b, 214h in the  embodiment shown in Fig,=, 2.
[0055]  1.5 in the embodiment shown in Fi.q. 5, in
case the path  diagnosing section- 403 has determined
that the main path 11  is normal, the switching
section 404 selects the main path 1.1,  as the
communication path of the high--priority
coramunlcatton.  section 101. :[n case the path
diagnosing Cection 41.03 has 2r0 determined that the
main path 11 is faulty, the switching  section 4':4
switches the communication path of the  high-priority
communication section 401 to the sub-path 12.  In case
the path diagnosing section 403 has determined that
the main path 11 is n,*:rra 1, the restricting section
405 does 25 not restrict the transmission band of the
low-priority  30 comrauni.cation section ti 02 . In
case the path diagnosing  section 403 has determined
that the main path 11 is faulty,  the restricting
section 4-35 restricts the transmission band  of the
low-priority communication section 402, 4 The path
diagnosing section 403 also diagnoses the  sub-path 12
and, on detecting a fault, generates an alarm.  [0050]
The path diagnosing section 403, on determining that
the  ;rai.n path ii is faulty, broadcasts the fault in
the main path  



10 to all communication stations. The low-priority
communication section 402, on receiving the broadcast
notice  that the main path is faulty, controls
transmissions so that  the transmission count per unit
time of low-priority  communications will drop below a
predetermined value. When 15 the broadcast notice that
the main path is faulty is not  .received for a
predetermined time, the low-priority  communication
section 402 determines that the main path is  restored
to normal operation and halts the t"'"c1ns mission
control  whereby the transmission count is kept below
the predetermines;  20 value. [005?] The low-priority
communication section 402 may control  transmissions
so that the transmission count per unit time of
low-priority communications will drop below a
predetermined 25 value while it is recognizing that
the main path 11 is faulty,  .31 also in the absence
of a bf-oadcast notice that the main path  is faulty.
[00581 The low-priority communication section 402
immediately  performs high-pr_ i.ority o;
nurounl.rat.i :;n when the sub-path 12 is  not
transmitting and performs low-pr. i.or:ity
communications  when the sub-..path 12 is not
transmitting and there are no  high-priority
communications waiting to be transmitted, while  it is
recognizing that the main path 11 is faulty. 



7.0 [0059] According to the embodiment shown in x`:Lg.
5, the  high-priority communication section 401 and
the low-priority  communication section 402
respectively use separate path while Co[: LZSi ct ~l s
the communication path is normal, thus sharing 1.5 in
a non-restricted band. When the main path turns
faulty, the communication path  of the high--priority
communication section 401 is switched to  the sub-path
and the low-priority communication section 402  is
subjected to restriction on the transmission band.
This 20 allows high-priority communications continues
while  maintaining the corresponding band, thus
keeping the real tilde  property, When the main path
is faulty, the communication path of  the highpriority
communication section 401 is switched to the  25
sub-path although the low--priority communication
section 402  32 is capable of p erfor_m_ng
communications in. a .restricted band.  006:01 (4)
Fourth embodiment F'ig' F s.s a block diagram of
another embodiment of the  5 invention. Fig.. 6 shows
a particular configuration example  of path diagnosing
section. In Fig. 6, the path state storing section 531
stores path  state information on whether the
communication path from the  



home station is sound per in e.rl:ace and per distant
station. `'ran.sell.:.f;.tj.ng section 502 receives a
transmission request  from the high-priority
communication section 4 , references  the path state
information in the path state storing section  501,
selects a sound communication path and transmits data
1.5 thereon. The transmitting section 502, in. case a
( ?rma.l recap: ion  response is not received wiLhin a
predetermined period of time  after data transmission,
assumes the communication oath as  faulty and reflects
this information on the path state  20 information in
the oath state :tor-rig section 501 . The rece=_vinc
section 503 recei-es data from the distant  station
and passes the received data to the high-pri.ori::y
communication section 401. When receiving data from
the  o.istan~= communication station, the receiving
section '03 2 r tur.'r:s a normal reception response
t.o the distant  33 communication station. In this
way, the transmitting section 502 and the  receiving
section 503 perform acknowledgment communications
whereby diagnosis -is made based on whether a normal
reception  5 response is received in return for data
transmission. (0062] Fixed cycle path diagnosing
section 504 diagnoses the  st to of the path from the
home station cyclically per interface  and per distant
station, and registers the diagnosis result  



if) in the path state storing section 501. 1'he fixed
cycle path diagnosing section 504 includes  diagnosis
packet transmitting section 505 (not shown). The
diagnosis packet transmitting section 505 broadcasts a
path  diagnosis packet including the information on
the receiving 15 state of a path diagnosis packet from
another communication  station to the other stations.
The fixed cycle path diagnosing section 504, o_:
rec:iving  a path diagnosis packet, registers in the
path state stories:  section 501 the information on
the receiving state of a path 20 diagnosis packet
transmitted by the home station included in  the
received path diagnosis packet as the path state
information on the communication path from the home
station  to the transmission source of the path
diagnosis packet.  [0063] 25, An interface 506 makes
intervention in the  34 communications between a main
1:a.t:h 1.1 and a r..cm,F3uti-c:at:int!  station 50.
The interlace 50; makes intL:;rvrntibn in the
communications between a sun-path 12 and the
communication  station 50. According to the embodiment
shown in Fig, 6, a function  to perform, e
.knowledgment communications with an actual
COiit[runica.:ion timing and a function. to diagnose a
path I n a  fixed cycle irrespective. of a
communication timing are provided.  10 This allows
quick detection of a fault in a path. 



[0065] The fixed c:yrc:ie path diagnosing sect. i.on
504 may broadcast  a path diagnosis packet in a.cc_;
r_dance vi i t h the. multicast  protocol of the IP
(Internet Protocol) In this case, 15 sem arate .1:P
rmult ca t address is assigned to each of the main
path 11 and the s.ub-path 12. Each station  performs
broadcasting by using as a destination IP address the
IP multicast address corresponding to a path Selected
between  the main path and sub-path and receives a
path diagnosis packet 20 where the destination IP
address :Hatches the 12 ul cast  address corresponding
to the main oath or sub-path. With this opoeraltion,
simultaneous communications: to a  particular
communication station are made possible thus  reducing
the number of communication circuits_ By using the 25
EP multicast pr_tocol, when networks are
interconnected via a router, a sending station may
communicate to a comnuni.cation  station on a network
where the home station exists as well as  a
communication station on a network connected via th
rout.: r.  This m7. 11.13.izes 1:.he switchover tine
of communication path thus  3 assuring t:i1;real time
proper by of communications. 00666] (5; Fifth
embodiment Fiq. 7 is a block diagram showing another
embodiment of  the i.n-entiJn, 10 In Fig. 7, protocol
section 61 performs communication  control of a main
path II, and a sub-path 12 duplicated in  



accordance with a general-purpose connectioniess
protocol..  The general.-purpxose connecti.onless
protocol is :f:or example  V1'-)P/;-P {User. Datagram
Protocol/Internet Protocol) 15 [0067] UDP/IP is a
higher' level protocol. of IP in a protocol.  group of
TCP/IP. CJDPP belongs to the transport layer n  is
defined .n FC768, UDP is a connectioniess protocol and
does not have such functions as connection_
management, 2D acknowledgment, se quince, window
control and flow control. TCP  possesses. ,0J068] In
other words, UDP/IP is substantially a protocol
whereby an }:p pa~-:ket may be used by an application
of the distant  :I station. Including a smaller number
of functions, UDP,/I? is  36 subject. to a lower load
thus allowing high--speed data  corununic;at.ions.
There is no guarantee that data is delivered  to the
distant party so that it is necessary to provide means
for assuring reliability 5 in the invention,
reliability is assured by performing  acknowledgment
communications over UDP/IP [0069; In a
transmitting/receiving section 60, switching  section
601 switches a data transmitting port between the
dual.  10 communication path (main path 11 and
sub-path 12) Data transmitting section 602 transmits
the send data  



of the high-priority communication section 401 to the
switching  section 601. Data receiving section 603
receives data from the main  1.5 pat:i-t :1.1 or
sub-path 12 and transmits it to the high-priority
communication section 401. [0070; A timer 604 is
activated by a signal TR generated by data
transmission by the data transmitting section 602 and
reset  20 by a signal RS generated when the data
receiving section 603 has received a normal reception
response. The timer 604, an  counting up to a
specified value, transmits a time-up signal  TO to the
data transmitting section 602 to make a retransmission
request. Receiving the time-up signal TO, the data
215 transmitting section 602 retransmits the data. 3"?
[0071) Counting section 605 counts the number of
time--up signals  TO and, when a predetermined value
is reached, originates a  switching signal SW to the
switching section 601 to switch over  5 the
communication path. Path state storing section 606
stores information on the  state of the path from the
home station to each communication.  station.
Registering section 607 determines that the  1.0
communication path is faulty when the count value of
the  counting section 605 has reached a specified
value and  



registers in the path state storing section 606 the
path state  information indicating that the path is
faulty. [0072)  15 According to the embodiment shown
in Fig. 7, it is  possible to assure reliability while
enjoying the high-speed  data. transmission unique to
a conn.ect_i.onles s protocol. The  general
versatility of the connect.ioniess protocol provides
an open control bus at the same time. 20 A
communication path is switched over when the data
retransmission count has reached a predetermined
value. It  is thus possib>e to prevent switchover of
path due to a  temporary fault in a communication
path. it is also possible  to switch over a path.
while identifying a t:r.ansi.ent fault and  25 a
permanent fault. 38 x00731 (6) Sixth embodiment Fig. 8
is a block diagram of another embodiment of the
invention. 5 in Fig. 3, a multiplexed
c:c3lraeun.caY_:i.or. station 7i3  includes a
multiplexed unit 71a, 7:_b. In the illustrated
example, the unit is duplicated. The units 71a, 71b
each has  the same configuration as the communication
station 40 shown  in Fig. 4. One of the dual units 71a
and 71p serves as an active tO unit and the other
serves as a standby unit. A separate address  



is assigned to the low-priority communication section
of each  unit. Each unit is connec:_-e.d to the path
(main path and sub-paaLh).  [0774] 1.5 Assume that the
unit 71a is active and the unit 71b is standby-
Another communication station 72 transmitting to the
multiplexed communication station 70 performs
communications  to the active unit 71a. When it has
failed in communications  with the active unit 7_:_a
on whichever multiplexed communication 20 path, the
communication station 72 retries cormnurticcations to
the standby unit 71h. [0075] Fig. 9 is an explanatory
drawing of switching of a control  right in the
embodiment shown in Fig. B. 25 Each unit Ma, 7th
includes self diagnosing section 73.  39 Assume that:
t e unit: 111a is actl.ve and the unit 71h is
standby. T e self diagnosing sec :--ion 13 in the
active unit:. 71a,  on detecting a fault, places
itself in the standby state, and  5 halts
communications. When the unit 71a has halted
communications, the standby -unit 7lb places itself in
the  active state and starts commur:icatioris and
broadcasts to the  other communication stations that
it is now an active unit. The other communication
station "12 includes a table 74  lra storing i.ni :?
mat ion on which unit of the Multiplexed  



r't?i: Muni 231:: ion Si:.ata. is?n 70 is active. '"he
communication Station 72 rc er nces the information
store d. in t:h:e: table 74 to perform  transmission
to the ac!:ive unit. On receiving 3 broad ca from  the
unit 7lb, the communication station -72 updates the
15 information in the table 74. in the embodiment
shown in Fig. 8, a multiplexed  communication station
assures highly reliable communications.  [007,. 20 ~ 7
j `Se Ci'en tt1 embodiment Authentication section may
be provided in the  communication station 4i? .in Fig.
`i. The authentication  section performs
authentication between hi-h-priority  communication
sect' on in separate communication S-tatii=:,ns and 25
enables communications between authenticated
communication ;i,r stations.  Fig. '0 shows a
particular configuration example of  authentication
section. While the configuration of authentication
section is  shown in Fl.::t. 10 for convenience of
explanation, the  communication station 80 also
includes the com o lent of the  communication station
40. [00781 Public key generating section 801 generates
a a  10 electronic public key K2 to be exchanged
between the home  station and another communication
station from an electronic  



private key IC unique to the home station. Key
transmitting section 802 broadcasts the generated
public key K2 to all coremunication stations. 15
Common key generating section 803 generates, on a pet-
communication station basis, an ele-_ctroni( co mon
key K3 unique  to communication stations 80 and 81
from a public key K2'  received from the other station
81 and the private key K1. of  the home station and
stores the generated common key in the 20
communication station 80. The common key generating
section  803 uses for example the Differ---Hellman
method to generate  common key from a private key and
a public key. (0079] Authentication packet
transmitting section 801 uses the 25 generated
U`(?311mon key X.3 to encrypt a packet or apen  I
a.:thentication. value to a packet, he a:;
ath_snticat.i-an packet  transmitting section
transmits the encrypted packet. or the  packet to
which the authentication value is attached to another
communication station 81. Authent_i. cation packet
receiving section 805 decrypts a  packet received from
the other communication station 81 by  using the
common key K3 or determines whether reception, is
allowed based: on the common key and the
authentication value  attached to the packet. 10
@0080) Key update section 808 update=.s a private key
for every  



predetermined time to update common key. Confirming
section. 80_6 stores a common key just before  update
and a latest common key, and confirms an
authentication.  15 value by using the latest common
key on. receiving a packet: . In case the confi- rma
ion is determined illegal, the confirming  section 806
confirms the authentication value by using the  common
key- just before update. Decoding section 807 decodes
a. packet by using the common  20 key just before
update or the latest. common key for which the
authentication value is confirmed valid; E'ii-t. 11 is
an explanatory drawing of the operation of  the
authentication section shown in Fig. 10. 25 In a
communication station 80, public: key generati-nq  4'
section 801 generates a public key K2 from the private
key Ki  of the home station and broadcasts the
generated public key  Y.2 to all communication
stations In a communication station 81 also, the
public key  S generating section 801 generates a
public key K2' from the  private key 171' of the home
station and broad.-casts the generated  public key to
all communication stations. {0082] In the
communication station 80, common key generating  10
section 803 generates an electronic common key K3
unique to  the cou;Lunicat,.on stations 80 and 81 from
the public key 12'  received from the communication
station 81 and the private key.  



K"- of the home station. Similarly, in the
communication. station 81, the common  15 key
generating section 803 generates an electronic common
key  K3' unique to the communication stations 80 and
81 from the  public key [\2 received from the
communication station 80 and  the private key K1' of
the home station, In this way, each communication
station generates and  20 stores a common key serving
as a common pa 1swor"d botkg:~een itself  and another
communication station. {0003 t In the communication
station 30, authentication packet  transmitt...ng
section 804 uses the generated common key K3 to  25
encrypt a packet or adds an authentication value to a
packet.  1.3 The authentication packet transmitting
section 804 then  transmits the encrypted packet or
the packet to which the  authentication value is
attached to the communication station  81. In the
communication station 81, authentication packet
receiving section 805 decrypts a packet received from
the  communication station 80 by using the common. key
KY or  determines whether reception is allowed based
on the common  key K:3' and the authentication value
attached to the packet.  10 [0084:1 According to the
embiodime:nt shown in Fig. :`_0, a  communication
station to which a public key is not transmitted  



cannot generate a common key, so that it cannot
wiretap or tamper  a transmitted packet. This assures
the security of 15 Communications. By providing
high---priority communications  with a common key, it
is possible to prevent a security= attack  in open
low-priority communications from having an influence
on high--priority communications, 10085]  20 (8)
Eighth embodiment Fig. 12 is a block diagram showing
another embodiment  of the invention. In the
embodiment shown in Fig. 12, routers 90, 91 to
perform path control of a communication path in
accordance with  25 Internet Protocol are provided on
a main path and a sub-path  444 respectively. The main
path is composed of sub-networks :Ia,  11h.
interconnected by the router 90. The sub-path is
composed  of sub-:-te .works .12a,, 12b interconnected
by the router 'l. i. A sole master station exists on a
sub-network. Tho  master station transmits an
inter--network diagnosing frame.  The inter-network
diagnosing frame includes information on the  path
between the home station and each of the other
communication stations Present, on a sub-network to
which the 10 home station r e .ones and intormre don
on the path between the  home station and the master
station ~:L"c sent: on a sub-network  to which the
hone station does not belong. In Fig. 12, the
communication station 20 serves as the  



master station on the au',--network 17.a, _2a. The
communication  15 station 23 serves as the master
station on the sub--network lib,  i21. [00871 In
t:.tte ort station 20, path state storing  section 221
stores path state information indicating whether  20
the communication path from the home station to
another  communication station is sound. Diagnosing
message receiving section 222 registers in  e path
state .'...,f ing ,. the path state between the  home
station and a communication tat: "t .'.in present
..")n a 2 sub--network to which the home station does
rtr.t belong based  45 on the path state information
included in the inter network  diagnosing frame. the
example shown in iFt. ?_:%, the  diagnosing message
receiving section 222 rF gi.sI:.ens the path  state
between the communication station 20 and a
communication  a station on the sub-network Jib, 12b.
Data transmitting sect i.on 223 selects either 1:, he
main  path or sub--'.path .3.11, accordance with the
in format ion in the th  state storing .section 221
and transmits data.. The lath state storing section
221, the diagnosing  10 message receiving section 222
and data transmitting section  223 are provided in a
master station, and the other communication  stattons.
[0083] 



S,electitng section 224 prepares a list of the network
1.5 addresses of all communication stations present on
a  su;:a---network and, in case the address of the
home station is  one uniquely determined f from
predetermined conditions, causes  the home station to
operate as the master station on the  sub--network.
The address uniquely determined refers to, for 20
example, the highest address, the lowest address, and
the like.  [00891 Fig. 13 i_s an explanatory drawing
of a procedure whereby  a commun.i.cation station.
obtains path state :'1.3:t 1:Ormat:l.Otl. In Eic .
-E3, communication Stations other than the master.
2S, station are called general stations.
Sub-rhetwork_s A and B are  46 interconnected. On th.e
ub- -tei:work A}, a master station a ands  a general
station a' are 1.ncf rconn:ecL d. .in the sub-network
3, a master station and general station b" are
intercont ected. 5 (0090] In such a network.,
processing is made in the following  procedure: The
general station cyclically tr-ansra:its via
multicasting the reception state from each station in
the home  10 sub-network to each of the dual paths in
the home sub-network. Each st.at c_o.n, having rece
.ved the. reception state,  acquires path state
information 1 from the home station to the  distant
station. 



The master station in each sub-:{l e:t;lo L`]c
cyclically 11-5 transmits via mu.lvi_casting the
reception state. from the master  station in another
sub-network and the reception state from  each station
in the home sub-network to each of the dual paths.
Each- st tion, having received the reception "4;t:ate,
acquires path state information 2 be-ween the master
stations  20 based on the reception state coming f ram
the master Station  in another sub-network. Each
station ac:::mites path state information 3 to each
station in the master station based on the reception
state in  the source sub-networ .. in. this way, each
communication station can determine  47 the soundness
of each of the dual paths from the path state
information 1, 2, 3. 00911 The embodiment shown in
Fig. 1 pzovides the following  5 advantages: (a) Each
of the stations can determine the soundness of  a
path. (b) A general station and a master station
perform  multicast transmission to obtain information
on a path to the  10 outside of the home sub-network.
(ca :[prase the path state information of the home
station  is fault without exception or in case
communications are  



interrupted for a predetermined :.i.me, a fault in the
home  station is assumed thin allowing use for
troubleshooting also.  15 [00921 (9) Ninth embodiment
Fig. 14 is a block diagram showing another embodiment
of the invention. In this embodiment, high-priority
communications and  20 low-priority communications
share a single communication  path. A communication
station 100 includes protocol interface  section 101
for performing high-priority communications and
protocol interface section 102 for performing
low-priority  25 communications. 48 A higher-rank host
computer {not shown) communicates  with the protocol
interface section 101 in accordance with a
high-priority communication protocol and communicates
with the protocol interface section 102 in accordance
with a  low-priority communication protocol. [0093]
Communication function .mp7.ementinc section 1.0.-3
and 104  are provided to correspond to the protocol
interface section  101 and 102, respectively. These
communication function 10 implementing section 1.0 3,
104 implements a communication  function in the data
link layer ;second layer) of an OSI  hierarchical
model. 



Priority control section 105 controls transmission
from  the communication function implementing section
103, 104 based  15 on the priority of the protocol.
The communication function implementing section 103,
104 splits a frame into sub-frames  below a certain
frame length and transmits the resulting  sub-frames
to the priority control section 105. Communication
function implementing section 10.6  20 implements a
communication function in the physical layer  (first
layer) of an OSI hierarchical model. High-priority
communications and low--pr.i_or.ity communications
share the  co:mmuni.cat ion function implementing
section. 106. The Communication station 100 js ccnn
:ct.ed to the  25 communication path 150. The
communication path 150 is shared  49 by I.r: ^7-`prior
.t:v communications and high-priority  coralnur :Scat
ions [ 0094 In the communication function implementing
section 105,  a MAC address register 121 stores a MAC
address corespond.ng'  to a protocol for high-priority
comaiunicat:ions. Transmission  accepting section 122
accepts a frame transmitted by the  communication
station 7.00. Reception accepting section 123  accepts
a frame received by the comanunication station 100. 1-
rtior r- implementing 104 has U I.c.m_mm icat i on
ttanca c:on.f.i.guration. The MAC address register 121
of the  communication function implemeatt:ing section
104 stores a MAC  



address corresponding a protocol for iota-priority
communications. 15 [00551 Operation of the embodiment
show in Via. 14 will be  described. Fig. 15 is a
flowchart showing a transmission procedure.  In the
transmission procedure of high-priority  L.0
comtmunications' transmission accepting section 122
appends the MAC address of a MAC address register 121
to the source  address ;part of: the transmission
frame received from protocol  interfa-ce section 101
and temporarily stores the frame. In case the
transmission aiiowina signal output from the  25
priority contr.o.1 ser..t:i.cra 105 is High, the
transmission  50 accepting section 122 passes the
frame to tP e. priority control  section 10 5, which
immediately passes the frame to a  communication
function implementing section 10 Irt cos`. the
transmission allowing N:L+ nal output from the
priority control 5 section 105 3.s Low, the
transmission accepting secti n. 122  (seeps storing
the frame and causes the frame to wait: until the
transmission allowing signal is driven High, The
priority  control section 105 controls the
transmission allowing signal  based on the priority
assigned to the protocol for  10 high-pr or.ity
ccmm..un cat: s, Transmission processing of log
priority communications  is the same as +bove.. 



Fig. 16 is a flowchart showing a reception procedure..
15 In the reception processin of high-priority
communications, reception accepting section 123
compares the  cL st rtal iort address of the reception
frame received from the  communication function.
implementing section 106 and the MIA  address stored
in a Mt,C. address register- 121. In case a match 20
is not. found, the frame i discarded. In case a match
is found,  the frame is passed to protocol interface
se.: tior_ 101.  Reception processing of low-priority
communications is  the same as above. [0097] .:5 TCte
priority control section 105. r]_gs Sl..t :t. e S  51
communications into high---priority protocol
communications and  low-priority protocol rc, nuni.cat
o s. The priority control  section 105 always gives a
transmission tight to the  transmission acceptance of
frame of a high priority protocol  unless another
frame is being transmitted. The priority  c ont:r- _;
l- s e c t i ;n 105 gives a transmission right to the
traT:smissi'o It ac:ce,><tal ce of a Lralilc of a
lcw-prior .ty protocol  unless another frame is being
transmitted: and no frame:; are  waiting at the
transmission acceptance. of a hi qh-priority 10
protocol, and immediately' causes the frame to be
transmitted.  The priority control section 105
controls transmission  of a transmission frame by
using the transmission allowing  signal so that the
transmission count of transmission frayaes  



per certain time from the communication function
implementing 15 ecti-on L03, 104 will drop below a
predetermined value ass] ne:d  to each cf the corm
unication i unction i.lrl:;l-eme:ltil'lq section 103,
[0094] .c_or-dirtg to the embodiment shown in Fig. 14,
both a  20 network using an open standard protocol and
a network a sing  a unique protocol to implement real
time communications are  I1' Uessai S~ in the
communications between. hosts, interfaces for  these
prctocols are provide in the same communication
station  and the protocol processing function e;hare
the same 25 cormaunication function implementing
section and communication  52 path. This reduces the
hardware cost and cable laying cost.  [0099] In the
above embodiments, a communication station is  present
in the operation monitoring apparatus in a distributed
control system. [01.0(c)] While the embod.i.meni
employ a duplicated unit, the unit  may be triplicated
or further being multiplexed. In the multiplexing of
triplication or above, a single if} main path and a
plurality of sub-paths constitute a  communicatioh
path. 5 33 CLAIMS  (13 A communication control system
for controlling 



communications performed between a plurality of
communication  stations that are connected to
communication paths being  5 multiplexed with a main
path and a sub-path, the communication  control system
comprising: first communication function implementing
sections  which are multiplexed so as to correspond
with the main path  and the sub-path respectively, and
each of which implements 10 a communication function
in a physical layer of an OSI  hierarchical model;
second communication function implementing sections
which are multiplexed so as to correspond with the
multiplexed  first communication function implementing
sections 15 respectively, and each of which implements
a communication  function in a data link layer of the
OSI hierarchical model;  a high-priority communication
section for performing a high-priority communication
via the communication function  implementing .section
corresponding to any one of the  20 multiplexed
communication paths; and a low-priority communication
section for performing a  low-priority communication
via the communication function  implementing section
corresponding to the sub-path, wherein the
high-priority communication section and the  25
low-priority communication section coexist in a single
54 communication station, and the second communication
function implementing section  



includes: an address storing section for storing MAC
addresses  5 corresponding to the high-priority
communication section and  the low-priority
communication section respectively; a transmitting
section which attaches the corresponding  MAC address
to a communication frame depending on whether a
transmission requestor is the high-priority
communication 10 section or the low-priority
communication section, and  transmits the
communication frame to the communication path;  and a
receiving section which compares a destination MAC
address of a communication frame received from the,
first  15 communication function implementing section
with the MAC address stored in the address storing
section, and when a match  is found in the comparison
result, sends the received  communication frame to the
corresponding communication  section. 20 [21 The
communication control system according to claim 1,
further comprising: a multicast address storing
section for storing a  plurality of MAC multicast
addresses, 25 wherein when a destination MAC address
of a communication  55 frame received from the
communication path matches with any  one of the
addresses stored in the MAC multicast address storing



section, the second communication function
implementing  section sends the communication frame to
the high-priority  5 communication section, and
otherwise the second communication function
implementing section sends the communication frame to
the  low-priority communication section. 10 [3] The
communication control system according to claim 1  or
2, wherein units each including the high-priority
communication section, the low-priority communication
section  and the communication function implementing
sections, or units  each including the high priority
communication- section, the 15 low-priority
communication section, the first communication
function implementing sections and the second
communication  function implementing sections are
provided and multiplexed  in a single communication
station, and one unit serves as anactive unit and the
other unit serves  20 as a standby unit. [4] A
communication control system for controlling
communications performed between a plurality of
communication  stations that are connected to
communication paths being 25 multiplexed with a main
path and a sub-path, the communication  56 control
system comprising: a high-priority communication
section for performing a  high-priority communication
normally,via the main path; a low-priority
communication section for performing a  



5 low-priority communication via the sub-path; a path
diagnosing section for diagnosing a soundness of  the
main path and the sub-path; and a switching section
for switching the communication path  of the
high-priority coimruaiication to the sub-path when the
10 main path is diagnosed as faulty as a result of
diagnosis by  the path diagnosing section, wherein the
path diagnosing section includes: a path state storing
section for storing path state  information of a path
state from a home station to each  15 communications
station; and a fixed-cycle path diagnosing section for
diagnosing the  communication path from the home
station to each communication  station in a fixed
cycle, wherein . the fixed-cycle path diagnosing
section  20 registers the path state information
obtained from the  diagnosis result, in the path state
storing section, the fixed-cycle path diagnosing
section broadcasts a  path diagnosis packet in
accordance with a multicast protocol  of Internet
Protocol, 25 different IF multicast addresses are
assigned to the main  57 path and the sub-path
respectively, and each communication station performs
broadcasting by  using the IP multicast address
corresponding to a path selected  between the main
path and the sub-path, as a destination iP 



5 address, and receives a path diagnosis packet of
which  destination IP address matches with the IP
multicast address  corresponding to each of the main
path and the sub-path. [5I The communication control
system according to claim 4,  10 wherein the
fixed-cycle path diagnosing section includes a
diagnosis packet transmitting section for broadcasting
to  other communication stations a path diagnosis
packet including  receive state information of path
diagnosis packets from other  communication stations,
and 15 on receiving a path diagnosis packet, the
fixed-cycle  path diagnosing section registers in the
path state storing  section receive state information
of the path diagnosis packet  transmitted by the home
station, the receive state information  being included
in the received path diagnosis packet, as the 20 path
state information of the communication path from the
home.  station to a transmitting source of the path
diagnosis packet.  [61 The communication control
system according to claim 4  or 5, further comprising:
25 a multiplexed communication station where units
each  58 including the high-priority communication
section, the  low-priority communication section, the
path diagnosing  section and the switching section are
provided while being  multiplexed, any one of the
units serves as an active unit and 5 the other unit
serves as a standby unit, and a different address  is
assigned to the high-priority communication section of
each  



unit, wherein another communication station which
performs a  transmission to the multiplexed
communication station  10 performs communication by
designating the active unit, and when failing to
communicate with the active unit via any one of the
multiplexed communication paths, retries to
communicate by  switching a designation to the standby
unit. 15 [7] The communication control system
according to claim 6,  wherein the multiplexed
communication station each includes  a self diagnosing
section, the self diagnosing section in the active
unit halts a  communication operation while placing
the home unit in a  20 standby state on detecting a
failure, the standby unit places the home unit in the
active state  so as to start a communication operation
when the other unit  halts the communication
operation, and broadcasts to the other  communication
stations that the home unit has become the active  25
unit, and 59 each communication station includes a
table storing  information indicating which unit of
the multiplexed  communication station is active,
performs transmission to the  active unit while
referencing the information stored in the 5 table, and
updates the information in the table when receiving
the broadcast communication. (8] The communication
control system according to claim 4,  



wherein while the path diagnosing section detects a
failure  10 in the main path, the path diagnosing
section broadcasts the failure in the main path to all
communication stations in a  fixed cycle. (9] The
communication control system according to claim 8,  15
wherein when the low-priority communication section
receives  a broadcast notice indicating that the main
path is faulty,  the low-priority communication
section controls a  transmission so that a
transmission count per unit time of  low-priority
communication is equal to or smaller than a  20
predetermined value, and when the broadcast notice is
not received for equal  to or more than a
predetermined time, the low-priority  communication
section determines that the main path is restored  to
normal operation and halts the transmission control of
25 making the transmission count be equal to or
smaller than the  60 predetermined value: [10] The
communication control system according to claim 4,
wherein while the low-priority communication section
5 recognizes the main path as faulty, the low-priority
communication section controls a transmission so that
a  transmission count per unit time of the
low-priority  communication is equal to or smaller
than a predetermined  value. 10 



[11] The communication control system according to any
one  of claims 4 to 10, wherein in a case where the
low-priority  communication. section is recognizing
the main path as faulty,  while the sub-path is not
under transmission, the low-priority 15 communication
section immediately performs the high-priority
communication, and while the sub-path is not under
transmission  and there is no high-priority
communication waiting to be  transmitted, the
low-priority communication section performs  the
low-priority communication. 20 [12] The communication
control system according to claim 4,  further
comprising: an authentication section which performs
authentication  between the high-priority
communication sections in different  25 communication
stations so as to enable communication between  61 the
authenticated communication stations. [13] The
communication control system according to claim 12,
wherein the authentication section includes: 5 a
public key generating section for generating an
electronic public key to be exchanged between the home
station  and another communication stations from an
electronic private  key that is unique to the home
station; a key transmitting section for broadcasting
the  10 generated public key to all communication
stations; a common key generating section which
generates an  



electronic common key that is unique to the home
station and  another communication station from a
public key received from  the another station and the
private key of the home station, 15 generates the
electronic common key for each communication  station,
and stores the generated common key; an authentication
packet transmitting section which  performs at least
either encryption of a packet or attachment  of an
authentication value to a packet by using the
generated 20 common key, and transmits at least either
the encrypted packet  or the packet to which the
authentication value is attached;  and an
authentication packet receiving section which
performs at least either decoding of the received
packet by  25 using the common key or determination on
whether reception is  62 allowed based on the common
key and the authentication value  being attached to
the packet. (141 The communication control system
according to claim 13,  5 wherein the common key
generating section generates the common  key from the
private key and the public key by using
Differ-Hellman method. (15J The communication control
system according to claim 13,  lq further comprising.
a key update section for updating the common key by
changing the private key per predetermined time; a
confirming section which stores the common key just  



before update and a latest common key, confirms the
15 authentication value by using the latest common key
on receiving the packet, and in a case where the
confirmation is  determined as illegal, confirms the
authentication value by  using.the colamon key just
before update; and a decoding section for performing
decoding of the packet  20 by using either the common
key just before update or the latest  common key by
which the authentication value is confirmed as  valid.
[16] The communication control system according to any
one  25 of claims 1 to 15, wherein a router for
performing a path control  63 of the communication
path in accordance with Internet Protocol  is provided
on the communication path, and the communication  path
includes a plurality of sub-networks being
interconnected  by the router. 5 [17] The
communication control system according to claim 16,
wherein a sole master station exists on the
sub-network,  the master station transmits an
inter-network diagnosing frame including path state
information an the paths between  10 the home station
and all another communication stations  existing on
the sub-network to which the home station belongs  and
path state information on the path between the home
station  and a master station existing on a
sub-network to which the  home station does not
belong, and 



15 each of all communication stations on the plurality
of  sub-networks including the master station and the
other  communication stations includes; a path state
storing section for storing path state  information
indicating whether the communication path from the  20
home station to each of another communication stations
is  sound; a diagnosing message receiving section
which registers  in the path state storing section the
path state between the  home station and the
communication station existing on the 25 sub-network
to which the home station does not belong, based  64
on the path state information, included in the inter
network  diagnosing frame; and a data transmitting
section which selects either the main  path or the
sub-path in accordance with the information in the  5
path state storing section, and performs transmission
of data. (18) The communication control system
according to claim 16  or 17, further comprising: a
selecting section which generates a list of network
10 addresses of all communication stations existing on
the  sub-network, and in a case where an address of
the home station  is the address that is uniquely
determined among the list based  on a predetermined
condition, causes the home station to  operate as the
master station on the sub-network. is 



(19] The communication control system according to any
one  of claims 1 to 18, wherein the high-priority
communication  section performs communication in
accordance with a protocol  dedicated to process.
control, and 20 the low-priority communication section
performs  communication in accordance with an open
standard protocol.  [20] The communication control
system according to any one  of claims 1 to 18,
wherein the high-priority communication 25 section
transfers at least one of process data, an operation
65 




