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present iwoasbnnro generally relates to the field of data pPoTEGERSISTY
networks and nore particularly to a network and nethod permtting an
establ i shed network connection to mgrate its source or destination

dynam cally in response to changi ng | oads, mal functions, or other network
characteristics. 10 2. Background of Related Art In a conventional data
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25 i mpl engphe et kndmihod sangs syst em t hat enabl es network connecti ons
to define and alter their configurations dynamcally in response to

factors such as network | oading or hardware failures. DI SCLOSURE OF THE
| NNENTI ON %Fhe mﬁeﬁﬁﬁgﬁbove are in large part addressed by a
data 30 processing network and systemin which a network connection is
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elements are non-functional or bandwidth constricted, there is no
opportunity to alter the connection characteristics to “move” the
connection to another piece of hardware that is currently more capable of
handling the connection. Instead, the existing connection must-be

20 terminated and a new connection established at the cost of potentially
significant network overhead. The overhead penalty is particularly
relevant in high availability server environments where a primary
objective is to provide the highest level of responsiveness to a
potentially large number of clients. It would be desirable, therefore, to

25 implement a network method and system that enables network connections to
define and alter their configurations dynamically in response to factors

such as network loading or hardware failures.

DISCLOSURE OF THE INVENTION

The problems identified above are in large part addressed by a data
30 processing network and system in which a network connection is enabled to
migrate among a multitude of available servers and/or clients to provide
the connection using the most efficient available set of resources.
Typically, a server and client would indicate their respective support of
this connection migration feature when the connection is established. An
35 operating system or application program would monitor existing connections

for characteristics including basic functionality and performance. If an
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15 Other objects and advantages of the invention will become apparent
upon reading the following detailed description and upon reference to the

accompanying drawings in which:

FIG 1 is a block diagram of selected elements of a data processing

network suitable for implementing one embodiment of the present invention;

20 FIG 2 is a block diagram of selected hardware elements of a data
processing system suitable for use in the data processing network of

FIG 1;

FIG 3 is a block diagram of selected elements of the data processing

25 system of FIG 2;
FIG 4 is a conceptual illustration of a network connection;

FIG 5 is a block diagram of selected elements of the network
connection of FIG 4 emphasizing the connection migration features of the

present invention; and

30 FIG 6 is a conceptual depiction of varicus connection migration

examples contemplated by the present invention.



Turning nowto the drawings, FIG 1 is a block diagramof selected elenents
of a data processing network 100 suitable for inplenenting one enbodi nent

of the i nwerwioarz20 Those skilled in the field of network 5paraiBocestmre will
appreciate that this particular inplenentation is but one of many possible

configurations. This particular enbodinmept is illustrated at |east in part
because of its generality and because it is representative of an
i ncreasingly | arge nunber of network inplenmentations. |In the depicted
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illustrat eseeutNagwor k ¢hieaefdrvéc€ard (NI C 105) and a generic |/ O adapter
210 connected to |1/ O bus 208. NI C 105 connects the resources of cli ent 201
to a network nedium;.p Q%VQQME &dFEBLFSTEBQt@JstSb M kagé seapeats client

102 to a local area netwo er net netV\Q1 aeturning 30 to
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20 system memory 204 via a system bus 202. A bridge device 206 interconnects

system bus 202 with an I/O bus 208. I/O bus typically conforms with an
industry standard bus specification such as, for example, the Peripheral
Components Interconnect (PCI) Local Bus Specification from the PCI Special
Interest Group (www.pcisig.org). One or more peripheral or I/O devices

25 are typically connected to I/O bus 208. The depicted embodiment
illustrates a Network Interface Card (NIC 105) and a generic I/O adapter
210 connected to I/O bus 208. NIC 105 connects the rescurces of client
201 to a network medium. In a common implementation, NIC 105 connects
client 102 to a local area network such as an Ethernet network. Returning

30 to FIG 1, client 102 is illustrated as remotely connected to server
network 101 through an intervening wide area network (WAN) 104. Other
clients (not depicted in FIG 1) may be locally connected to the server

network.

Wide area network 104 typically includes various network devices
35 such as gateways, routers, hub, and one or more local area networks (LANS)
that are interconnected with various media possibly including copper wire,
coaxial cables, fiber optic cables, and wireless media. Wide area network

104 may represent or include portions of the Internet.



104 may represent or include portions of the Internet. WO 03/092220
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p&akets, Bacdrams 304, an operating system 302, and a network protocol 301.
Application programs 304 may include database applications, web browsers,
graphic design applications, spreadsheets, word processors, and the like.
Operating system 302 is a general term for software components that manage
the resources of the system. Network protocol 301 identifies a suite of

25 software components configured to enable the applications executing on a
device to communicate information over the network. Although network
protocol 301 is illustrated as distinct from operating system 302 in FIG
3, the protocol components may comprise components of the operating

system.

30 Application programs and operating system routines launch processes
when they are executed. A process executing on server devices such as
server device 110 typically transmits data to a requesting process that is
executing on a client as a sequence of one or more network packets. Each
packet includes a payload comprising a portion of the requested data as

35 well as one or more header fields depending upon the network protocol in
use. In an embodiment where WAN 104 represents the Internet, for example,
packets transmitted between server 110 and client 102 are typically
compliant with the Transmission Control Protocol/Internet Protocol
(TCP/IP) as specified in RFC 793 and RFC 791 of the Internet Engineering

40 Task Force (www.letf.org).



packet includes a payload conprising a portion of the requested data as 35
wel |l as one or nore header fields depending upon the network protocol in
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connecti o ksnrdepiot éd. fullig sddcdsigdabech paimedt soirets witbprmeseertkati ve of a
TCR conpl i:gpt cLapnagh-koshdial WaRNc B fak 0£R8SsARk8a Ha exeGutkdty réfresensity 110
and procesg 1Qe%e§xsqcagt g.on client 102. The connection is defined by a
pair of sockets. FErom the perspective of server 110, the source socket is
determ ned by the conmbination of the IP address of NIC 105 and the port
nunber associ atRedewing procesiiclo0a wprdeetuglicedddtpparitder $6cket i s

det er mi ned1bynt-hereanbbmaick 0oh af ddractdd.adtheessl B rofed\kenidl?iandst he port
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i nventi on addresses this |imtatTlon ient and server to
alter an &Fs@?%@n%ﬁﬁeﬁﬁkﬁﬁ ‘cFeij"rﬁ’:f“r“?fr'ﬁ’1 by the Combination of the 1P adiress

20 of NIC 107 and the port number associated with process 109b on client 102.
From the perspective of client 102, the source and destination sockets are
reversed such that NIC 107 and process 109b defined the source socket
while NIC 105 and process 109a define the destination socket. 1In a
conventional data processing network, the connection definition is static.

25 The source and destination sockets on both sides of the connection are
invariant. The present invention addresses this limitation by enabling
the client and server to alter an existing connection definition
cooperatively when it would be advantageous to do so. The connection
migration functionality is preferably achieved by extending the features

30 of the network protocol. 1In this embodiment, both parties to a connecticn
must agree beforehand that they support connection migration. If either
party does not support the extension, the feature is disabled by the other

party.

Portions of the invention may be implemented in software comprised
35 of a sequence of computer executable instructions stored on a computer
readable medium. When the instructions are being executed, they are
typically stored in a volatile storage medium such as the system memory
(typically comprising DRAM) of a client or server system or an internal or
external cache memory (typically comprising SRAM). At other times, the

40 software may be stored on a non-volatile medium such as a hard disk,



cooperatively when it would be advantageous to do so. The connection
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20 a time out event represents a packet that was served but not acknowledged
within a prescribed time period. Connection throughput may be monitored
by, for example, monitoring the time that elapses between the delivery of
a packet and the receipt of an acknowledgement for the packet. From this
information and information about the size of each packet, connection

25 monitor 505 is configured to arrive at an estimate of the connection’s

“speed.”

Migration module 501 is configured to interact with connection )
monitor 505 to determine if a particular connection is a candidate for
migration. In one embodiment, connection monitor 505 communicates to

30 migration module whenever a monitored performance characteristic of a
connection is non-compliant with a standard or threshold. 1If, for
example, a monitored connection’s basic functionality is determined to be
faulty, connection monitor 505 is configured to report the connection to
migration module 501. The performance standards that define when a

35 monitored connection is reported as a candidate for migration may comprise
a set of predetermined and standards. Alternatively, the performance
standards may be determined dynamically based on the connecticns’ recent

history.
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a packet and the recei pt of an acknow edgenent for the packet. Fromthis

i nf or mat iwo oamgk2enf or mat i on about the size of each packet pcamBuwenis7on 25
nonitor 505 is configured to arrive at an estinmate of the connection's
"speed."” Mgration nodule 501 is configured to interact with connection
nonitor 505 to determne if a particul arconnection is a candidate for

m gration. In one enbodi nent, connection nonitor 505 conmunicates to 30

m grati on nodul e whenever a nonitored perfornmance characteristic of a
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mgration’® art connection support "m grat| on,
parti es wigratagn ﬁceﬁéuﬁoﬁﬁé%‘tsral%ﬁdaﬁﬁrﬁﬁr PEtS §2*X-party may attenpt to
determ ne whether the other party supports migration by sending a speci al

pur pose packet a@Lurk@gi ek Ushidgp@rSRECiah PitnResnheadret fim! digaenodt he
connectl O@F' 8,281 1y raf §Jna9éauﬁgego1 fIL ceantfbsxreaaés &p&g&b@g%ﬁay@&oa&oéﬁz@)

m gration ea”fur‘em gration feature’i's disab ot her pafty.
As'suni ng PRA*L55LRP ;sawﬁ%émt dPar SHRARET t*Poh RGPttt tfé’nﬂ?ﬁrlaf‘l“%?ﬁlt? ature,
m grationseedulre S@lensddonft dgepiedetoiraFlerfpt mtaranigr apeuemsel fpll 15 an

exi sting ceanact LoRui-fe rméﬁp&ﬁseoi Qoad&reemme fiE cHI‘t@QxEH\:QQE'ﬁH%oMst Qfe 505. In

t he enbodi merht gep cted | rati 1wl Qns
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resource AOAT 3 Yo Vde%egrréh%ennle? al t ermative resour ces: i
configured to maintain an inventory of resources available for prov1d1ng

20 . network connections. Referring momentarily to FIG 6, each server 110 and
each client 102 may have multiple network interface cards. Server 110 may
be implemented with, for example, an pSeries 690 server from IBM
Corporation having as many as 160 hot-pluggable PCI slots each capable of
supporting a network interface card. Similarly, ‘high availability client

25 systems may also have multiple network adapters. When a server or client
includes multiple network adapters, the additional adapters may be
available as alternative resources for providing a particular network
connection. When migration module 501 attempts to migrate a connection,

it queries resources monitor 503 to provide a list of available resources.

30 In one embodiment, resource monitor 503 may simply provide the list
of all the available resources each time migration module 501 initiates a
request. In another embodiment, resource monitor 503 may indicate the
available resources selectively or in a prioritized manner depending upon
various factors including, for example, the identity of the client. This

35 embodiment contemplates the prioritization of available resources to
provide differing levels of service to different clients. A sexvice
provider could offer to provide different classes of service to different
classes of clients. Resource monitor 503 may make resources available to
a client that subscribes to the highest class of service that are not made

40 available to a client subscribing to a lower class of service. Other



avai l abl e for providing a connection. Resource nonitor 503 is typically
configured to maintain an inventory of resources avail able for providing 20
net wor k cwormsmbizens. Referring nonentarily to FI G 6, eachpearomr/oisd® and
each client 102 may have nultiple network interface cards. Server 110 may
be inmplemented with, for exanple, an pSeyies 690 server from |BM

Cor poration having as many as 160 hot-pluggable PCl slots each capable of
supporting a network interface card. Simlarly, high availability client 25
systenms may al so have multiple network adapters. Wien a server or client

i ncl udes pulddipi=atiet worikemidapeerad so tireugrfdie i armadapt efs ") B are

avai | abl ej@siiabiernaatisigenesources for providing a particular network
connection. When mgration nodule 501 attenpts to mgrate a connection, it
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packets. ‘Whén fabt t@l@@%tl&né‘iﬂ?ﬁgq}a%&ét‘sod(lﬁ%i by changing the source T? sddress

20 / port number combination to reflect the modified client- side socket
definition. Server 110 would then also modify its connection four-tuple

by changing its destination IP address / port number combination.

Referring now to FIG 6 again, a conceptualized illustration of the

connection migration contemplated by the present invention is presented.

25 In this depiction, a set of network connections 60l1la-601lc are connected
between a set of clients 102a-102m and a set of servers 110a-110n. Each
client 102 has at least one NIC 107 available for providing one or more
network connections while each server 110 has at least one NIC 105. 1In
FIG 6, three types of connection migration are illustrated. Connection

30 60la, which represents an intra-server migration, is shown in solid line
as connected between a first NIC 105 of server 110a where the solid line
represents the original network connection. After connection migration,
connection 60la is between client 102a and a second NIC of server 11l0a as
shown in the dotted line. Connection 601b represents an inter-server

35 migration in which the original connection, between client 102b and a
first server 1l1l0a is migrated to a second connection (shown by the dashed
line) between server 102b and a second server 110n. This inter-server
migration might be implemented, for example, in a server cluster

environment as depicted in FIG 1 where server cluster 101 includes



packets that have been delivered, but not acknow edged) are either

acknow edged or tined-out, mgration nodule 501 can then alter the socket
def i ni ti omofoenxmed her one or both of the connection's parPCcesGBAbIsFs the 15
socket definition(s) are changed, the four-tuple defining the connection

is then altered accordingly on the clienf and server side. Thus, if a
particul ar connection mgration involves 'client 102 changing its socket
definition while the socket for server 110 rermains the sane, the client
side four tuple is subsequently nodified by changing the source |IP address
20 / port muuohee soveraafliooallt oonefdredttot Aecampok fswedciclioent -Isi deissocket

defini tionn,SefMehe 110 WHF!LQtJerrﬁbd%'léQ JtR AL chiskce0aNGehi Qi sf 4l nidtl € by
changi ng its_destjnatio P address qQut nunber corrt%h a§&3nu eLerrlng

now to FI &%6%4HJarRIes tore&htTarts é‘&o ust 5250 on OF" CoRhEEtt PBn

m grati on icemldepl at edityp Lok vpeesehe javeernssopvdidablesbprusgout 2Be|n this
depj ction,cilas&at caf vactariki GoRBeNcrens GOdRc60LC saLe icounaated det ween a
set of clients C%Q%ftc%%gac@% Ry ffétlgll ﬁlec,xlegrhsaléo%eéél%a 1£acq9uf|dg§med102

has at |east one aval | provid one or nore network
connect i oY HHiiFE" é‘EEhl@eFi}e"rhﬂB a8 H mf%ré?é:?d e2NIEE°105 1 * BFG 6,

t hr ee t ypedieft.corneothlongmmirat s@vear dnkétsstyeat, ednd Gonnectiient 30 601a,
whi ch r epre§estisnanhentFdeseriviebntlogl idxiflzed Sysfawnld<ibsnldyd |ine as
connected between a first NIC 105 of server 110a where the solid |Iine
represents the original network connection. After connection mgration,
connection 60la is between client 102a and a second NI C of server 110a as
shown in the dotted line. Connection 601b represents an inter-server 35

m gration-in which the original connection, between client 102b and a
first server 110a is mgrated to a second connection (shown by the dashed
| ine) between server 102b and a second server 110n. This inter-server

m gration m ght be inplenented, for exanple, in a server cluster
environment as depicted in FIG 1 where server cluster 101 includes WO

03/ 092220 PCT/ GB02/04879 9 multiple servers 110 all connected to a common
switch 108. In this environnment, the mgration nodules 501 and connecti on
nonitors 505 might be distributed to each server 110 while resource
nonitor 503 might be installed on switch 108 where the resources avail abl e
t hroughout the 5 cluster can be centrally nonitored. Connection 601c
illustrates an intra-client connection mgration in which a connection
initially defined



by a first NIC 107 on client 102mis mgrated to a second NIC on the
client. By enabling intra-server, inter-server, and intra-client

m gr at i omwotildepeesent i nventi on nmaxim zes system fl exi bi PCyGBOAEY8/ 092220
PCT/ GB02/ 04879 10 CLAIMS 1. A data processing system (100) including at

| east one processor (201) connected to,genory (204), conprising: conputer
means (505) for nonitoring at | east one performance 5 characteristic of

t he connection; conputer nmeans (503) for naintaining an inventory of
resources available for providing network connections; and conputer neans
(501) for altering the connection, resgamggsve to determning the nonitored
performance characteristic as indicating a 10 probl emvm'th t he network
connection, by chan%i at | east one resource 1d f| n| ng eé crtl)nngctl on_to a
resource sel ected & FHETHVBALB Y of - dvaltabr'e reso%arsceg ¢ oK qat a
processi ng28yscemarsed | pewPLyn (39440 riorPrifi@eein the 15 nonitored
performance chabagiterisddne CaEPrisesotiterbaskc feanctanenpddtoymaice t he

comnect i ORpadictAr fatia Hf aessnidesvatemas clained in claim2, wherein

basi c functlonallt S nonitare tecting t, unber,. of ket tinme
£ QL RICKE
out 20 eventsS’© t}érdm?ans }gogésgﬁrnéalsn%s%rélrﬁ agncnﬁfrﬁé’ i cFaim I, wherein

the nonitored aﬁéﬂa@ﬂﬁa?ﬂ?ep’é‘ﬁ’&fda%i é‘FF"é’cr?‘cc‘?@eFWdﬁnéataF\?e of the response
time of the ceoneoteromeand5b(1) Afdabatqpiosadsi rpnsysicam esspehgiveetl i n ¢l aim

1, wherei 'aet'.g&enlngmﬂre SlonTE&H R f)é.&la):mir@fe &hangtdidsaid QSOLHGRaCiRPE | Se
copput er NERPRl flcn %Qénrg'twgrkt U8, At esoh, RhOGH of IRbAddLeAR QLA Server

si de socket t he conne processi n stem as

cl ai med i r‘iieéf%nﬁ] ’ihe Fa?li‘elﬁ:éf*on EBnpricsPHgecomGt et fﬁﬁ'&r‘@?ef B’r"ef‘g‘é’ﬁ Pfying the
client andvséyapdp mEsoustgsporting mgration prior to establishing the
connection. 35 7. A data processing systemas clainmed in claim1l, wherein
the 2. A data processing system as claimed in claim 1, wherein the

15 monitored performance characteristic comprises the basic functionality of

the connection.

3. A data processing system as claimed in claim 2, wherein basic
functionality is monitored by detecting the number of packet time out

20 events.

4. A data processing system as claimed in claim 1, wherein the
monitored performance characteristic is indicative of the response time of
the connection.

25

5. A data processing system as claimed in claim 1, wherein the
computer means (501) for changing a resource comprise computer means for
changing the Internet Protocol (IP) address of a server side socket
defining the connection.

30

6. A data processing system as claimed in claim 1, further

comprising computer means for identifying the client and server as

supporting migration prior to establishing the connection.

35 7. A data processing system as claimed in claim 1, wherein the
computer means (501) for changing a resource comprise computer means for

changing the IP address of a client side socket defining the connection.

8. A method of managing a network connection between a client (102)

40 and a server (110) in a data processing network, comprising:



conput er means (501) for changing a resource conprise conputer neans for
changing the I P address of a client side socket defining the connection. 8.
A met hod wbD asmpzge ng a network connection between a clientrcrkip/o48t® and a
server (110) in a data processing network, conprising: WO 03/092220
PCT/ GB02/ 04879 11 nonitoring at |east gpe performance characteristic of
the connection; nmaintaining an inventory of resources avail able for
provi ding network connections; and 5 responsive to determ ning the
moni tored performance characteristic as indicating a problemwth the
net wor k connechémineraid eriyegst hene perfivsvicgncinragkriigr ig C4t t4east one
resour ce dgfd-ingh.the connection to a resource selected fromthe inventory
of available I go0uLEes:y 10 Svehtdip! BOUea5LLal R A Chal Bidviduhigr el n the
noni t or ed per?‘or mance characteri Stic conprises the basic functionality of
the connBRt1o3h. P AREt S as claimed in claim8, wherein the ponitored
15sper f or manceredmpatte tp stterpnipgdiheaneridonid PRELF@ePTHh B2 TIGE b he
connect i 0Bs ibhic# iABth@doBsenc vatHede inetebad poBiecwher ekbtghiangiegy a resource
conprises 8&]‘%@9&&9 bghﬁmahgix&:‘g{ net: 2t §eotedduPie %@gh@ﬁ@ Qkfu—_j 2oSRNHehn Tode 20
socket defining th CO%I’]?CtI %P. 12 A rre(gp%galal%bglearlen% A claim8, further
conpri si ng=iWE ?isregfﬁtge R EPF Rt T T0%) “akd*sérver o f)‘% as supporting
mgration prior to establishing the connection. 25 13. A nethod as cl ai ned
i nocl ai m 8, wher eirnmettedganglaimegis durdeim gonprarses ieanefiitgreche | P address
of a clieptrdolidceS bl 306Kk i d&fdnptitds tRELEQNRNEGAIABRaBAylde the cOMPUL €T
program con ricg_w code neans for carrying out each of the steps of the
met hod acCordi ng to any one of clains 8 to 13.
10. A method as claimed in claim 8, wherein the monitored
15 performance characteristic is indicative of the response time of the

connection.

11. A method as claimed in claim 8, wherein changing a resource
comprises changing the Internet Protocol (IP) address of a server side

20 socket defining the connection.

12. A method as claimed in claim 8, further comprising identifying
the client (102) and server (110) as supporting migration prior to

establishing the connection.

25
13. A method as claimed in claim 8, wherein changing a resource
comprises changing the IP address of a client (102) side socket defining
the connection.
30 14. A computer program comprising code means for carrying out each

of the steps of the method according to any cne of claims 8 to 13.



