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PROGRAM BACKGROUND -CF THE | NVENTI ON i n general , Z@p
Telates to an information-processing nmethod,, an |nfornat|o ng
fappar at us, a program storage -medi um and a program MNbre partlcularly, the
pr-esent |nvent|on relates to anllnfornatlon processi ng met hod and an
"information- 'processing apparatus, which are used for preventing a convent

from being copi.ed and used illegally. wi t hout a* license fromthe owner of
the content co r FE€£
i nf or mati on- prg%£55|ng |ﬂﬂ¢¥é§€§§?ﬁé)¥%£ﬁé. d¢§§%ﬁ%e RA%oring t he

program In recent 'years, a user provides nusical data omned by itself to
anot her user-and receives nusical data not owned by itself from another
user through the Internet in _a content-exchanging systemthat allows a

plurality oPACESEOYND, OFx IHENJEVRISITON data for free of charge. In such a
cont ent - exchangi ng_system. theoretlcally musi ¢ _or another content owned

"by one user can thiB %@ne§ﬂ}oyﬁbeb9reﬁﬁéﬁ h3¥eBtipRerefates Hanpnusers do
not have to purchase such a. piece of fusic and such a content. As
aresul t, §i An&ozmakignpbrosessimgsinethoduam am,f@nnmion processing

apparetus._a program storage medium and a program. More
_particularly, the present invention relates to an
informationiproceseing method end en information-
: brocessing apparatﬁs,_which are used for preventing a
content from being copied ane.used-illegally,withour ;-
.glicense from rhe owner of the content oopYright,ea
proéram for implementing.the infbrmationéprocessing
method and'a'projram storage medium for storing the
‘- proégram.
In recent years, A user provides musical data owned
.by itseif to another user -and receives mu51ca1‘data not
owned by itself from another user phrough the Internet in
a content-exchanging system that aliows a piurality of
ﬁsers to exchange musical data for free of charge.
In such a content-exchanéing system, theoretically,
music or another content 5wne& by one user can thus be
enjoYeo by other users. Therefore, many'uEers do not have

to purchase such a. piece of music and such a content. As

a 'result, since such a piece of music or such a content



1 is not well sold, the owner-of the content copyright ~|oses an
opportunity to gain a royalty for the use of the piece of nusic or the
cantent acconpanying the sales of the piece of nusic or the content. In.
-society, there.is thus a demand for prevention of a content from being
copi ed and used illegally. SUMVARY OF THE I NVENTION It is-thus an'object
of the present invention .addressing the problens described above to -
reliably prevent .a-content from being used-illegally. In accordance mnth
an aspect of the present -invention, there-is provided an

‘i nfor mat i on-peovetsvell sphdsathe ewnenl péuithg gsngenst capysigbht by
_requiring a license for using the content. The information-processing.
appar at us- |ntb&desan.onpotéunltYotaggamnaasrbva;syoﬁpmgthelusensé the
specifying information for specifying the license required by the user'in
using the copiecé, ofmauyptedrdeha cohtéhe acvbmphnghdgkehei shdesabifon
required for decrypting the encrypted data of the content; |icense storage.

means for.stenéngiébe bfcmiasec bgctudlaenaeﬁentent speC|fy|ng i nf ormati on
for speC|fyyng the content, the use of which is allowed; 2
In society, there is thus a demand for prevention

of a content from being copied and used illegally.

SUMMARY OF THE INVENTION

It is- thus an object of the present invention
.addféséing tﬁe problems describéd abovc to reliably.
preﬁent a contgnt from being used-illegally.

| 1In accordénce with an aspect of the present

-inveﬁtion, there is prov1ded an information-processing
apparatus for allowing usage of a content by requlrlng a
license for u81ng the content. .The information-processing
apparatus incilﬁdes:

cohtent.storage means.fof storing a iicense-
specifying information for specifying the license |
lrequired.by the ﬁsér‘in using the content, encrypted data
‘of the content and key iqformation required for
decrypting the encrypted data of the_content;

liceﬁse storage means-for.storing the license
including a ccntent-specifyicg information for specifying

the content, the use of which is allowed;



judgnment neans for formng a judgnent as to-whether or not the

| icense-required by the user in using the content has been stored in the-
.license storage neans; and decryption neans, which is used for decrypting
the encrypted data of the content on condltlon that an outcone of the
judgnent formed by the judgnent neans indicates that the-license reqU|red
by the user in using the content has. been stored in -the |license 'storage
uneans. The infornmation-processing apparatus further- |ncludes transm ssi on
means f or transmtting a license request including the -

li cense-identificaivndgment oreans ofiorf formipat af jrdgment apckaswhetherred by
. the user in using the content and receiving neans for.receiving the

i cense tremsnptt éleb}izehsecmequicedeby [theaddieri dm uslhagl itdense

received by the receiving neans is stored in the |icense storage.neans.
The i nf or matbnbeptohassbegnaparaidudnf thiehdr cense stes-agep medns ;n@ndeans
for' reproducing the content's .data decrypted by the decryption neans,

wherein the data @éciVetiont®Banss wRkthd@bauskangerdakarypushg €mea,
novi ng- pi cture data or a conbi nation of them The infornation-processing

appar at us fghbB9ptelinahiedes rdRNieC @onedatken %wdag:qoﬁeetmtf @n storing a
devi ce node key. The key information includes an EKB
’ outcome of the Judgment formed by the judgment means
indicates that the license required.hy the usér in using
the content has. been -stored in-the“iicensé'stérége means.
The'inforhation-prdcessing épparatus further:
ipéludes transmission means for tramsmitting a liceﬁée
request including the license-identification information
for'identifying the licepse reduired by the user in usihg
the content and receiving means for receiving the license
transmifted by a license server. In addition, the license
received by the receiving means is stored in the license
storage means.
| The iﬁformatioﬁ-processing apparatus further
includes ;eprqducing means for'rebroducing the contené's
data decrypﬁed_by the decryﬁtion means;.wherein.the data
of the content is text data, imége data; audio data,
moving-picture data or a combinatioﬁ of them.
The information-processing1éppa;atus further

includes device-node-key storage means for storing a

device node key. The key information includes an EKB



(Enabling Key Bl ock)-. The decryption neans decrypts the EKB (Enabling Key
Bl ock) by using the device node key .stored in the device-node-key storage
means, and decrypts data of the content by using a root.key obtained-as a
result of decryption of the EKB. In the information-processing apparatus,
‘the key- information further includes a content key.encrypted by using
-the root "key of. the .EKB. (Enabling Key Block) . The data of the content
is encrypted by using the content key.. The decryption neans decrypts the
data of the content encrypted by using the content key by using the root
key  obt ai neEnablineHey BFoatks y Fhieo dlesrymtd aKmeamfasieqryp et ock) by
usi ng the device node key stored in the device-node-key storage neans. .

I n the inforBRR i @nghldows Heyw Blgpcklathis . ysing thé c@evice umoderkevicl udes
usage-condition information show ng a condition for using the content,'use
of which .istcdddviad the tdeviceansde kéyn ¢ teragé aneans pnapd odessypys
apparatus, ‘the. |license further. includes an electronic signature signed
by using a skidftofk@hedfcohddENSe Beingra do6t i Képrobta Dile@ #€€8Si Ng

apparatus further has termnal-ID storage-neans for storing a termnal -
speci fyi ng ipdgindtd Oorad ot £om e tiige i B®! nMation 4
| '- In the infcrmation-processing apparatus, the key
-information further includes a content'key.encrypted'by
' using the root key of_the.EKB‘(Enabling Key Block). The
- déta of fhe content ig éncrypted bf using the content key.
Thé deéryption means decrypts the data of the qogteﬁt
'encrypted by using the content key by_using the root key
obtained as a result of decryptién of the EKB (Enabling
Key'Block) by using the device node kéy stored in the
device-node-key storage means.
In the information-processiﬂg'apparatus, the
license furthef includes usage-condition information
showing a condition for usiﬁg the content, 'use of which
- is allowed.by.the license.’
In the information-processing apparatus, the
license further includes an electronic signature signed
by using a secret key of a license server. |
The information-processing appraratus further has

terminal -ID storage means for storing a terminal-

specifying information identifying the information-

4



processi ng apparatus. ‘'The |license request transmtted by the transm ssion
means further includes the terminal ID stored in- the terminal-I1D storage
nmeans. The. | icense received by the receiving neans includes a termnal ID.
‘The judgnent means conpares the ternminal-identification information
included in'the license with the terninal- identification information
stored in the termnal-1D storage nmeans, and determnes that the license
received by the receiving neans is a Ilcense al | owi ng use of the content
only if the terminal:I1Dincluded in the license matches the

t er ni nal - i dPwEcESEdngoADPaatmst.i oFhet bicenss refuessr franBmiEbedt brage

means. . |n accordance with anot her aspect of the present. invention,
there i s pr ahedeodansmissdon meansp fardheimdnairtdesd the tedmdwalg ID user to
use a content by requiring the user t-o have a. license' for using the

content. ThetoredoimRthen teradaadi-1Pp Midiede ayEansesThe taokase storage
step of storing a license. 1-D for specifying the license required by the

user in.usi &@cbh?edc%?t ehle rRREiNVANYd mddind AndiRIeON airmanh ke . :
information required for decrypting the encrypted data of the content; a

license st onRge jalagmedlt ileRils" G bR lele” UHY oAl Yhch (A A rIPEC] fying
I nformation for speC|fyrng
information 1ncluded_1n the license with the terminal-
identification information stored iﬁ the terminal-ID
storage ﬁeans, and determines that the.license received
by the receiving'meéns is a license allowing use of the
. content only if the terminal: ID included;in the licénse
matcﬁes the terminal-identification inférmation storéd in
fhe'tetminalpr'storage means.

In éccordance with another aspéct of the present.
invention, there is prévided an infofmation-proéeésing
method for allowing a user to use a content by requiring
the user to have a-licénée'for:using the cqntent. The
information-processing method comprises:

a content.storage-step of storing a license. ID for
specifying the license required by the user in using the.
conten£,'encfypted data of the éontent and key
inforhation rEqﬁired for decrypting the encrypted data of
the content;

a license storage step of storing the license

including a content-specifying information for specifying



‘the content,-- the use of which is-allowed by the license;. a judgment _
step of formng a judgnent as to whether or not the |icense required by the
user in using the content has been stored in the |license storage neans;
and a decryption-step, at which the-'encrypted data of the content is
decrypted on condition that.an outcone of the judgrment fornmed at the-
judgnent -means indicates that the 1icense required by-the user in using
the content has been stored in the |icense storage nmeans. |n accordance
with a further aspect -of the present invention, there is provided.a
programto bthexeontentpythéausenpfit ehithr isaaljowgdoby pheczisengepf

allowi ng-a user to use a content by requiri-ng the user to have a.license

for using the contentjuddifert Gepn ¢® foInDsy @ POIGmait Sd®r 66 ewlsd Epe Of
storing a license specifying information for-.*specifying-the |icense

~-required byckhgotSehel NiH8RBE +B§uELBECHY, tRECH¥BFCEnUakAng! thBe content
and' key information required for ‘decrypting the encrypted data of the

content; a |,ERPSAYShQEPEed! seogéasmr'tﬁe ih@ehEEeQESrabgchth\%ﬂ. angont ent
f t se o ich.is

speci fying intformation for specitylng e content, the U

oo oy 2 e e A AT S8 O D o IR a5y e
' the content is decrypted on conditionlthat.an outcome of
Ehe judgment formed at the judgment:meané indicates éhat:
the license required ﬁy the user iﬁ using the content has .
been stored in phe licenée storage means._
In accordance with a furthér aépect of the pfesent
inﬁeqtion, there is p:o&idgd,a program to be e#ecuﬁed by
"a computer fér.darrying out prpcessing of éllowing'q user
to use a content by requiring the user to have a license
for using the contént. The program comprises: |
a content storage step of storin§ a license
specifying infofmation for specifying the license
.required by ﬁhe user in using the content, encrypted data
_bf the content aﬁd'key information required for
deqrypting ﬁhe encryptéd daté of the content;
a license storage step of sﬁoring thé license
'.including a content specifying information for specifyiné
the content, the use_of which is allowed by;the license;
| a judgment step of forming a judgment as to whether

or not the license required by the user in using the
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content has been stored in the |license storage means; and a decryption
step, at which the encrypted data of the content is decrypted on condition
‘that an outcone of the judgnment forned at the judgnent neans indicates
~that the license required by the user in using the content has' been
stored in the |icense storage neans. The programor a portion. of: the. _
..programis encrypted. In accordance with.a stall further aspect of the.
present invention, there-is provided a l.icense server for .issuing a

i cense-for allowi ng use of a content. The -license server .conprises: -

| i cense st ocapeentahasl beehl @ttored He |theeldeensec lattiragre means; and
content - speci fying information for specifying the content, use of whichis
al lowed by the |icgngecraptiohesepal atdehlichi enki encirppeednaca bear '

i dentifying an information-processing apparatus; receiving nmeans for

recei ving a'thieC @3n% en®d485 Gedrypted e &diditinhr It i Giftcomd Hor mation
for identifying the license fromthe information-processing apparatus;

extraction FRaNgudedt! (E3tked I Rrly) GeltiifhedtG¥ad Ghd1katR? that
i cense-identification information 7 ° 3
' the license required by the user in using the content has’
been stored in thé license storage means.
The.ﬁrégram or a'portidn_pffthenprogram is
éncrypted. |
In accordance with. a stiil.further aspect of the
present inﬁention; ;here.is proviaed a license servér for
_fissuing.a 1icgnse for allowing use of a content. The
'license server comprises:
license storage means for gtoring the iicense
iﬂéluding:. ‘
co#tentfspecifying-informatidn for spécifyiﬂg the
content, use of whiéh is allowea by the license; and
terminal-identification information for idéntifying
an iﬁformatioﬁ-proceésing-apparatus} |
receiving means for receiviﬁg a 'license request
including a license-identification.informatioﬁ for
identifying the license from the information-processing
apparatus;

extraction means for extracting the license

identified by the license-identification information

7



included in the license request fromthe |icense storage neans; processing

“means for adding the termnal- identification information to the Iicense
extracted by 'the extraction. means; signature neans for putting a
signature on the Ilicense including the termnal-identification information

added by the processing neans by using a secret key.of' the |license
server; and transm ssion neans for transmtting the license wth the:
signature put. thereon by the signature nmeans to .the

i nf or mati on- processi ng -apparatus, fromwhich the' |icense request was
recei ved. . invlastst dandehenilicenss itéqiest hEromspeetlitende sporsgeat

I nventi-on, there. is provided another information- processing nethod for
issuing a | imemige; for allowing use of a content. The ot her

i nfformati on-processing nethod conprises: . a |license storage step of

storing the |icensgroceglstslightedn®0FHodNaddiee foHed G drifigraMmt i on for
specifying the content, use of which is allowed by the license and a

term nal -i derddrd iG8id N I U FBHALL SR Tt d Gl | { Yédds@Nextracted by |
.information-processing apparatus; a receiving step of. receiving a |icense
request 8 the extraction means; ' -
signafure means for putting a signature on the
slicense’including the terminal-identification information
added by the processing means by using a sécret key of
thezlicense server; and
transmission means for transmitting the-licenée
' With the signaturé put thereon by the signature means to
the informatioﬁ-proceésing apba;atus, from which the
licénse request was received. |
In acdordance~with.a'still further aspect of.the
-pfeseni invention, there is pio#ided another information-
processing method for issuing a license ﬁof_allgwing use
6f a céntent. The.dther inforﬁation-processing meﬁhod
comﬁrises:
a license storage step of storing the license
including a content-specifying information for specifying
the content, use of which is allowed by the license and a
terminal-identification information for identifying an
information-processiqg apparatus; |

a receiving step of receiving a license request

8



i ncluding a |i cense-identification i nformation for |dent|fy|ng t he Ilcense
fromthe information-processing apparatus; an extraction step of
extracting the license stored in the license storage means and |dent|f|ed

by the license-identification |nfornat|on included in the |Iicense
request; a- processing-step of 'adding the.ternminal- identification
information-to the |icense extracted at the extraction step; a S|gnature
step of putting a signature on. the license including the

terminal -identification information added at the processing step by- using
a secret keyimdlwding cenbtcensyeidentiificatiheni bhpormatbonpforessi ng
nmet hod; and a transm ssion step of transmtting the license wth the

signature puiaéiei £pin@t théel bé&ngé UL foriit ERet Dnfodhnat DbAF PROLBBsPhGCESSI NY
apparatus, fromwhich the. 1license request was received. in accordance

with a stilladpgtd@gaspect of the present invention, there is provided
anot her programto be execut ed by a computer for carrying out processing

“of issuing a liecense Al %é&%@fe:&%% eHd8 1 e s 5,00 am

conprises: 9
- in the license storage means and identified by the

iicense-identification-infofmation included in the
‘license request;

"a processing step éf addiﬂg tHe_ééthinal-

identiiication information'to the 1i§ense extrac#ed at.
'-Fhe ektraction step; |

a signature.step'of putting a sighatﬁre on. the
license iﬁcluding'the terminal-identificétion-iﬁformation
-added at éhe processing step by using a secret'key of a
license server used in the information-processing method;
and

a-transmissibn step of transmitting the license
with the éignatu?e put thereon at thg signature step to.
the information-processing appérgtus, from which the.
lice#se rgquést was received;

In accordance with a still fufther aspect of the
'preseﬁt invention, there is provided aﬁother program to
be exequted by a computef for carrying out processing of
issuing a licensg for allowing use of a_content. The

.other program comprises:



“a license storage step of storing the license .including-a :
content-identification information for specifyi'ng the-content, use of
which is allowed by thé license.and a ternminal-identification i nformation
for identifying an information-processing apparatus; a receiving step. of
receiving a license request -including a license-identification. information
for identifying the. -licerise.fromthe informat.ion-processing

apparatus; an extraction step of extracting the license stored at t he

| i cense storage step and identified by the. 'license-identification .

i nformation. includgdiivehbe stbeepécstefuost storfhgcehei Nfcéhss of adding
the termnal- identification information to the |license extracted at the

extraction $peRudifgSadldhtenrsidRndi flWatith anForiRitdih ¢odt he |icense
including the termnal -identification information added at the proceSS|ng

step by USi Rgedi¥59nGl thQY dbakdnt, ”u%@?df“%ﬁ'gﬂ'fg‘ NRGRE B ¢kl hod; . and

a transm ssion stép of transn1tt|ng the 1icense the signature put
thereon at tl?%eﬁ' %”%B}Q]ir 151%1 E'&%ntrlff‘lréﬁ‘?ﬁ'o%“ 1@&%%%‘1%91 gor
appa' ratus, . from wh cense request was receive

‘identifying an information-processing apparatus;

a :ecéiving sﬁep_of recéivigg a iicense requgst
ihcluding a 1icense-identification:information for
iden;ifying the license-.from the iﬁformation»brocessing
apparatus;

an extraction step of extraéting_ﬁhe_license Qtored

'iat the license stqrage step and identified by'the'
'iiéense-idenﬁification information_included in the
license requést;

-a pfocessing step of adding the terminal-
-iden;ification informatioﬁ to the license extracted at
the extraction step; | | |

a signature step of putting a signature on the
license including the terminal-identification information
addéd at the pfocessing stép by using a secret kéy used

~in the information-précessing method; and

a transmiséion step of transmitting the license
with the signatufe put thereon at the signature step to
the information-procéssing appé?atus,-from whibﬁ the

license request was received.
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In the information-processing nethod, the* information-processing
apparatus and the program which -are provided by the present-invention, a.
content is decrypted and can be used on condition that the user has a
“license for using the content. In the license server and the information-
processi ng nethod provided by the present invention, a.valid license is
i ssued only to.a specific information- processing apparatus. BRIEF
DESCRI PTION OF THE DRAWNGS Fig. 1is a block diagramshow ng the
configuration - of a content-exchangi ng systemto which- the present
invention is applierh thg. iRfétmétDbRCKritegs by sSHevhod, t BRecoNfi guration
‘of a client showmmn in Fig. 1; Fig. 3 is a flowhart.used for explaining

processi ng C_ilﬁEbQﬁl_aQ!‘dbanrbE%sﬁhhﬁnhpﬁag%uhnaﬁhgt_h@ bRogdan! padcd
content; . Fig. 4 is a flowhart. used for explaining processing carried

out by a congept p$6%Y8eaSBPMnkNpEedent hkgne&gw,ds %oﬁ%bﬁ? f‘lsWith a
5 | t. o a

content; Fig. I's a diagram show ng a typica ormat . a gener at ed

at a Step'Szﬁeegyﬁggdfgﬁﬁcggﬁtbﬁhﬁggdign é%nﬁkgioﬁ;that the user has

a license for usigg the content.

In the license server and ﬁhe inforﬁation-
processing method provided by the present inventiﬁn, a
valid license is issued onl& to a:sﬁécific info?mation-

processing apparatus.

BRiEF DESCRIPTION OF THE DRAWINGS

-Figf 1 is a block diagram'showing the configﬁration
of a.content-exchanging sysfem.to which the present
invention is épplied: |

Fig. 2_ié a block diagram showing the configuration
of a Elient shown in Fig. 1; |

| Fig. 3 is a flowchart used for explaining
prbceséing parried-out by the client shown in Fig. 1 to
download a content;

Fig. 4 is a flowchart,uséd for explaiﬁing
procesSing'cérried out by a content server shown in Fig.
1 to provide a client with a content;

Fig. 5 is a diagram showing a typical format. of

data generated at a step S26 of the flowchart shown in

11



Fig. 6 is a fl-omchart used for explaining processing carried out by the
client shown in Fig. 1 to play back a content; Fig.-7 is a flowhart used
for explaining details of processing carri.ed out at a. step S43 of.the
flowchart. shown in Fig. 6 to acquire a license; Fig. 8 is a diagramthe
configuration of a liceiise; Fig.-.9is a flowhart-used for explaining
processing carried out by a'license,server shown in Fig. - 1to issue
a-license; Fig.-10 is a flowhart used for .explaining.. details of

" processing carried-out at-a step S45 of the flowhart shown in Fig. 6 to
“update a |igggsed;Fig. 11 i.s''a flowhart-used for explaining processing

carried out.by -the license server shown in Fig. .1 to update a Iicensg;'
Fig. 12 is an explgdgt o Vidli 20f BowERQML NGsea f@fgéﬁpzélihi)ﬂQOf keys; . Fig.
13-is an explanatory diagram showi ng category nodes; . Fig. 14 is a

di agram conpigreby1aBohRd1eUPLEY By AHROC1ALLEn stbwOdgS stigl h1d@y ces;

Figs. 15A and 15B aré explanatory dlagrans show ng 12 the conflguratlon of

an EKB (E“thhE}gb§S¥ Bl g6kkent;

' Fig. 7 1s a flowchart used for explaining details
of processing carried out at a step S43 of. the flowchart
shown in Fig. 6 to acquire a license;

Fig. 8 is a aiagram the coﬁfiguration of a license;

Fig. 9 is a flowchart used for explainiﬁg
procéssiﬁg carrigd out by a license server shown in'Fig.
1 to issue a license; |

Fig. 10 is a flowchart used for explaining details
of processing carried out at a step S45 of the flowchart
shown in Fig..G to update a license;

Fig. 11 is a flowchaft-used for explainin§
processing Earried.out.by-the license server shown in Fig.

-1 to:update a license;

Fig. 12 ié an e#planatory diégram.showing an
organization of keys;

Fig. 13 is an explanatory diagram showing-category
nbdes;. |

Fig. 14 is a diagram concretely showing typical.
aésociation of nodes with devices;

Figs. 15A and 15B are explanatory diagrams showing

12



Fig. 16 is an explanatory di agram showi ng use of the EKB (Enabling Key
Bl ock); Fig. 17 is an explanatory diagram showing a typical format of the
- EKB (Enabling Key Block) ; Figs. 18A to 18C are explanatory diagrans
.showi ng the configuration of tags in an EKB (Enabling Key . Block) ;:
~Fig. 19 is an explanatory di agram showi ng processing to decrypt a content
. by using an DNK (Device Node ‘Key); Fig. 20 is a diagram showi ng a typical
EKB . (Enabling Key Block); Fig. 21 is an expl anatory di agram show ng '
assignnent of a plurality of contents to a device;. Fig. 22 is-an
expl anat or ytieagoafmighoakignl ofeanc EKBat(Egabildasy Key. B2®ck3 ;a fl owchart
used for explaining a ripping process carried out by a client; Fig. 24 is
an expl anatory di agigun 560i Ngn t éeplawatopyr @iagnamf showsheragekofFig. 25
" is an explanatory diagram showing a typical format of a content; Fig. 26
Is a diagra&hghgmbngggabymhﬁakeyesqbﬁkyate of a disclosed key; 13 Fig. 27
Is an explanatory di agram show ng :
' "' PFig. 17 is an explanatory diagram showing a typical

format of thé’EKB {Enabling Key BloCk);'
| Figs. 18A to 18C are explanatory diagfams.shéwing
théICaniguration of fags in an EKB (Enabling Key_Block);
| Fig. 19 is an explanétofy diagram showing |
processing ;o decrypt a content by using_an DNK (Deviée'
:que Key) ;
Fig. 20 is a diégram.showing a.typical EKB
-(Enabling Ke& Block) ;
| Fig. 21 is an explapatory-diagram showing
" assignment of a plurality bf.contents t6 a device;
Fig. 22 is an -explanatory diagram showing license
categories; |
| Fig. 23 is a flowchart uséd for explaining a
ripping process carried out by a client;
Fig. 24 is an explanatéry diagram showing tﬁe
configur;tion of a watefmark: |
Fig. 25 is an explanatory diégram showing a typical
format of a content; |
Fig. 26 is a diagram showing a typical certificate

of a disclosed key}
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distribution of a content; Fig. 28 is a flowhart used for explaining
processing carriced out by.a client to check out a content; Fig. 29 is an-:
expl anatory diagram showi ng typical tracing of an EKB (Enabling Key.

Bl ock) by.using tags; Fig. 30 is a diagram show ng a typi cal
-configuration of the EKB (Enabling Key. Bl ock); Flg 31 is an explanatory
di agram showi ng the configuration of a mark; Fig:' 32 is a flowhart used
for explaining processing carried out by a client to purchase a |icense;
Fig. 33 i's a flowhart used for explaining processing carried out by a

| i cense server to-Plgch2beis ahi eepkanatétry. dBdgramashewphagnat ory di agram
showi ng the configuration of a mark; Fig. 35 is a flowhart used for

expl ai ni ng dpsecébatigncCalfr hedonttienlty a client to catalog a certificate of
the client; Fig. 36 is a flowhart used for explaining processing carried

out by a content- SELyer24 0i§24 af PEweherr CRE AT E6A Expildidigg 37 is a
di agram showi ng a. typical-certificate
© processing carried out by.a client to check out a
content;
Fig. 29 is an explanatory diagram show1ng typical
tracing of an EKB (Enabllng Key Block) by .using tags;
'Fig. 30 is a diagram'showing a tyﬁica}
-¢onfiguration of the EKB (Enabling Key Block) ;
Fig. 31 is an gkplﬁnatory diagram showing thé
.configuratioh of a mark;

Fig. 32 is a'flowchart ﬁéed for explaining
péoceésing carried out by a client to purchase é license;
Fig. 33 is a flowchart used fo; explaining
'broceésing carried éut by a license server to purchase a

.license; |
Fig. 34 is an explanatory diagram showing the
: coﬁiiguratién of a mafk;
Fig. 35 is a flowchart used for explaining
-'processing carried out by a cliént to catalog‘a
certificate of the client;
Fig. 36 is a flowchart.used for explaining
brocessing carried out by a content server to catalog the

certificate;
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of a.group;

Fig. 38 is a flowchart used for

expl ai ning processing

carried out by a content server to forma group; -Fig. 39 is a diagram
showi ng typical processing to encrypt a content-key;-Fig: 40 is a
flowchart used for explaining processing carried out by a client

to a group; Fig. 4.1 is a flowhart used for explaining
processing .carried out- by a client.to check out a license to another
client; Fig. 42 is a flowhart used for explaining 'processing carried out
by a client to receive a license checked out

pertaini ng

other client;

by "anot-her .client fromthe

Fi g.Fi@. i 37 aid | awdimgramsshiowing exptypical cerbvificatg

carried out by a client to play back a license checked out -by another _
client; Figof44 gzoapfhl owchart used for explaining processing carried out

by a client to check in a license

checked out by another' client; Fig. 45

is a flowchart repprggenis Npbs P4 OEES@ERGrt Caséd CfoPUéxPYadnfhgent issuing a

request for-the .

.processing to check in a license to another client 15 "

carrying ouprbBeskiifgnesreieakoll ByO8CEshREnteRERTRR! €4 form a

group;

Fig. 39 is a diagram showing typical processing to

encrypt a content-key;.
'?iéﬁ 40 is a floﬁchart-uSed
pfocessing carried out by a client

Fig. 41 is a-flowchart_used
prbcessiﬁg cafried out by'a client
to another client;

FPig. 42 is a'flowchart uéed
'pfocessing carried out by_a client
checked out by another client from

Fig. 43 is_a flowchar£ used
brocessing carried out by a client
checked out by another client;

Fig. 44 is a flowchart used
processing carried out by a cliént

checked out by another client;

for explaining
pertaining to a group;
for expiaiﬂing

to check out a license

for explaining

to receive a license
the other clienp;
for explaining

to play back a license

for explaining

to check in a license

Fig. 45 is a flowchart representing processing

4

carried out by a client issuing a request for the

. Processing to check in a license to another client

15



"by the flowchart shown in Fig. 44; Fig. 46 is an explanatory diagram
showi ng generation of a MAC (Message Authentication Code); Fig. 47 is a-
fl owchart used for explaining processing to decrypt an ICV (Integrity Check
‘Val ue) generation key; Fig:..48 is a flowhart. us.edfor explaining other

" processing to decrypt the I CV generation key; Figs. 49A and 49B are

expl anatory di agranms: show ng "1 CV- based managenent -of operations to copy.a
license; and Fig. 50 is an expl anatory di agram showi ng managenment of -

‘I'i censes. - PREFERRED EMBODI MENTS OF THE I NVENTION Fig. 1 is a block diagram
showi ng t hecaerfiggr auitotheofll iaenset-ehieckcdhapgioressiage reptenkntidt he
present- invention is.applied. Cients 1-1 and 1-2 are connected to the

| nternet 2. biynthie floklharto sdowar iipt Fag,. e clients 1-1 and 1-2 are each
denoted by generic reference nuneral 1 if it is not. necessary to

di stinguish the ckigntpelid aRdedpPahaBrPaglagtifl shbRihdi S exanpl e,
only . two clients are shown. However, any arbitrary nunber of clients can

be _connect egeharhigohnbe! Alad (h@shag@d%&h@atllaa%%heet,aaffrVer 3, a

| i cense server chargi ng serveér are al so connected to the
Fig. 47 is a flowchart used for explaining

proceésing to decrypt an ICV (Integrity Check Value)
-Qeneration key; |
Fig. .48 isla-fiqﬁch&rt.uéed.fot*eibléinihg other
ﬁrocessing to deérypt the ICV generation key:
| Figs. 49A and 4§B are explanatory diagraﬁs shﬁwing
-ICV-based management.of operations to copy a 1icense;.énd
Fig. 50 is an explaﬁafory diagram showing |

management of licenses.

PREFERRED EMBODIMENTS OF THE INVENTiOﬁ
Fig. 1 is a block diagram sbbwing the configuration
:_ of .a content-exchanging system to which the_present: |
inyention is;appliedu Clients 1-1 and 1-2 are connected
to the Internet 2. In the following description, the
clignts 1-1 and 1-2 are each denoted by generic reference
numeral 1 if it is not necessary to distinguish the
clients 1-1 and 1-2 from each other. Im this exampie,
only two clients are shown. However, any afbitrary nuﬁber

of clients can be connected to the Internet 2.
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"Internet 2. The content server 3 provides contents to the client 1, and
the license server 4 provides the client 1 wth-a license required for
using a content provided-by the content server 3. The charging server 5
carries out a charging process for the client 1 when the client 1
receives- a license fromthe - li.cense ,server 4. Any arbitrary nunber. of
content servers 3, license servers 4 and charging servers 5 can' be
connected to the Internet 2. Fig. 2 is abl ock diagram show ng the
configuration of the client 1. In the client 1'shown in Fig. 2, a CPU
(Central .Processing dfiditidd, car consentt sgpvepus, kanllicehsepsegeasi 49 i n
accordance with prograns stored in a ROM (Read-Only Menory) 22 and

prograns |OéﬂﬁdafEﬁ&k@lﬁboﬁé&%eruﬁlhr%Bdl@boc%d%@@dé@ﬁ&@pﬁhﬁﬁcess Menor y)
23. Atinmer 20 neasures the |lapse of-tinme and supplies a result of

measur enent yhe otiie CRU ZiheTésnBéM:@eﬁeel §0ﬁyse@aaer coﬁEQﬁ'thtgaEﬁe

required by the CPU 21 in the execution of e vari.ous kinds of

processi ng. dﬁ?e‘ﬁ’&c 5y PLpLGN tgegd 1‘1%%?1 Rt 's%%x}%ucg)%o%%ép Ac1qent and

decrypts' an al ready ‘encry d~con ec unit encodes a
content in gger ga%%ewstehr%aulreﬁﬁ\ SAS T BV 500 10) -3
system and o _ .
the content server 3. The charging server 5 carries out a
'charging proéess for the client 1 when the client 1
receivés a license from the'licéﬁse“Sefvéf 4.
Any arbitrary number of content servers 3, license
sétvers 4 and charging servers 5 can be connected'té the
Internet 2. |
Fig. 2 is a block diégram showing -the configuratipn
of the client 1.
In the client 1 shown in Fig. 2, a CPU (Central
Processing Unit) 21 qarries out -various kinds of
'processing in accordaﬁce with programs stofed iﬁ'a ROM
({Read-Only Memo;y) 22 and progfamg loaded from a storage
ﬁnit 28 iﬁto a RAM (Réndom-Access Memory) 23. ‘A timer 20
‘measures the lgpse of -time and supplies a result of
measurement to the CPU 21. The.RAM 23 is also ﬁsed for
storing data required by'thg CPU 21 in the exeéution of
the various kinds of processing.

An encryption and decryption unit 24 encrypts a

content and decrypts an already encrypted content. A
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supplies the encoded content to a sem conductor nenory.44 to be stored
therein. The semiconductor nenory-44 is connected to a drive 30 by an

~input/output interface 32. In addition, the codec unit 25 decodes encoded.

data read out fromthe sem conductor nenory 44 through the drive 30'. An

exanpl e of the seniconductor nenory 44-is a nenory stick (a trademark).

The CPU 21, 'the ROM 22, the RAM 23, the encryption and decryption unit-24,

and the codec unit 25 are connected to each other by a bus 31. The bus. 31

is.- also connected to the input/output-interface 32. The input/output

i nterface 32ofleccunhtcRBdencodas anpontentt id6acenrdanpet witht an

27, ,the.storage unit 28 and a comunication unit 29. The input unit 26

i ncl udes . a aAfrRRbOdAdapbfiive TraasfotheAevuptticudbtling)-ackydeemaandpeaker

and a display unit such as a CRT and an LCD. The. comrunication unit 29

includes a pugpiiesdthet ehfbdal cadapher tolhesenidviitatbeNmebry234carries
out comunications through. the Internet 2.. To be nore specific, the :

communi cat i @aUBk! 529rEACRARFESNANAHNE SO cOhhEBx &haﬁ@é}f 44 t{g ot her
clients. If necessary, the input/output interface 32 is 18 connected

: B?SLhildrgxégﬁﬂecﬂﬁa“@ beh g:?@ngb B&Oﬁﬁggnpﬁﬁ9bﬂﬁbﬁﬂcEnﬂériaﬁ&gﬁﬁliC
ptical disk 42, a _ . _ ,
In addition, the codec unit 25 decodes encoded data réad.
out.from the semiconductor memory 44 through the'd¥ive 30.

An'example of the semiconductor memory 44 is a -
memory stick (a trademark).

- The CPU 21,'the ROM 22, the RAM 23, thé encrybtion
and deqryptiqn unit 24, and the codec unit 25 are
.cdﬂnegted to each other‘by a bus 31. The-bus.31 is also
connected to the inpﬁt/output inferﬁace 32,

The iﬁput/output interface 32 is connected to an
inputlunit 26, an output unit 27,'the.stor§ge unit 28 and
a communication unit-29. The input unit 26 includes a
keyboard and a mouse. The output unit 27 includes a

- speaker and a display unit such as alCRT and an LCD. The
communication uniF 29 includes a modem and a terminal
adaptor. The communication unit 29 carries ouf
éommuﬂications through the Internetlz.._Td be more
specific, the commuﬁication_unit 29 exdhanges analog and

. digital signals with other clients.

If necessary, the input/output interface 32 is also
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magnet o-opti cal di sk 43 or the sem conductor nenory 44 is nounted. if
necessary, a computer program can thus be read out fromthe storage medi um
and installed in the storage unit 28. The confijurations of- the "dohtett,
server 3," ..the |Ilicense server 4 and the charging. server 5 are not shomn
in figures. However, the content server 3,  the license server 4 and the
charging. server 5 are each a conputer having a configuration basically
identical with the client 1 showmn Fig. 2. For this reason,. sone of the
reference nunerals shown in the configuration of Fig. 2 are used for
denot i ng i deanneakedotpobbet drével 39edonnwhikb eopreperseteorags, the

| icense server 4 and the charging server 5 in the follow ng description..
By referri ngetidum thoncharh mhgwetic Higk 31,t ha obtlical ddsiedlr;i ption
explains processing to provide a content fromthe content server 3 to the.

client 1. AmagheeB-optibgl’ figur 23 beetheosehacbnbaegitbs wehbrg 43t ep S1 at
whi ch the user enters a conmand to nake an access to the content server 3

by operati ngohi@elNpUi £ ﬁ%ésgﬁg %&Q{@@é@%%éﬁaﬁh@aﬁoﬂm%ethe CPU 21 -
controls the conmunication unit 29 to make an access to 19 the content

server 3 theaughobiReskBpetagt s%orsasnmea&uhhsndnmtmedsan when the. user

speci fies'a desired content
storage unlt 28.

. The configurations oﬁ-thekéqnte;t'server 3, .the
license server 4 anq the charging server 5 are not shown
in figures. Hoﬁever, the content server 3, the license
éerver 4 and the charging server 5 are eacﬂ a coﬁpuﬁer

- having a configuratiqn-basically iaentical with the
iclienﬁ 1 shdwn in Fig. 2. For thisureasanu éomé of the
:eferenée'numerals shownlin the configuration of Fig. 2
are used for denoting identical components employed iﬁ
the content server 3, the 1icensé server 4 and the
charging sérver 5 in the fo;lqwing description.

By referring to a flowchart shown in Fig. 3, the .
following deécription explains processing to provide a
content from.the cohtent server 3 to the.client 1.

" As shown in the'figure,vﬁhe flowcha;t.begins with a
step S1 at which the user enters a command to ﬁake an
access to the content server 3 by operating the input
unit 26. In accordance with the command, the CPU 21

controls the communication unit 29 to make an access to
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by operating the input unit 26, the CPU..21 accepts the specification. The
comuni cation unit 29 i.nforns the .content server 3.of the specified :
content through the ‘Internet 2. Notified of the specified content, the:
content server. 3 transmts encoded -data of the content in a process
represented by.a flowchart shown in Fig. 4 as w |l be described |ater.
Subsequent |y, -at the next step 'S3, .the CPU 21 receives the content through
_ the comunicatioen unit 29-. Then, at the next step $S4, -the encoded. data
~of the content is stored in a hard disk of the storage unit 28. Wth

ref erence t theheohtenthaervekodnthmoighy. the, Inteenktl Row Tigenlesxt i pheon
expl ains the processing carried out by the content server 3 to transmt a
content regestt etepy skhewhkbhesheluakrt bpesti€fieS2a Hesilredl doheenmot ed
that, since the content server 3 has a ‘configuration conprising conponents

i dentical whyhopkeagingMeheyedpu® uhetChienithd, chbe23ageceptar enee nuneral s
as those shown in Fig. 2 are used for denoting identical conponents in

the fol | ow EBe_@‘i%&’EhI@&BHD- PRe SEOMRun fcdt fon 2unibe2d | DYEHARE BR@ins with a
step-S21 at which the CPU 21 enployed in the content 20 server 3 is

2§L;L2?C;?{Sﬁﬂagﬁﬁeggrbﬁga?Eg¥etﬁEOQBEBineh”EQBEGBtZtﬂ¥oﬂ@ﬁ Qﬁeth?'
Internet 2. Notified of the specifieq content,-the
' content server 3 transmits encoded déta of'the content in
a.process represented by a flowcharf ghown iﬁ Fig.'4 as
wi;l be described lafer. Subsequently, at the next step
.83, the CPU 21 receives the content through the
communication unit 29. Then, at fhg.next step S4, the
...encodedjdata of the contéﬁt is stored in a hétd diék of
the'storage unit 28.
With reference to tﬁe flowcha¥t shown in Fig. 4,
" the following déscription explains the processing carried
.out by the content server 5 to.tfénsmit a cpntent
requested by the client 1 at the step S2. It should be
noted that, since the content server 3 has a
~configuration comprising compénenﬁs identical with those-
_employgd in the client 1, the'géme reference numerals as
those shown in Fig. 2 aie used‘for denoting identical
components in the following deécription.

As shown in Fig. 4, the flowchart begins with a

step S21 at which the CPU 21 employed in the content .
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access is determned to have arrived, the flow of the processing goes on
to a step S22-at which information transmtted by the client 1 to specify
a.content is acquired. The information specifying a content-is
.transmtted by the client .1 at'the step S2 of the flowhart shown in Fig.
3. Then, at the next.step 523, the.CPU 21 enployed in the content server
3reads out.a content specified by the information acquired at the step S22
fromthe storage unit 28. The content. read out fromthe storage unit 28 is
sel ected anong contents stored in the storage unit 28. Subsequently, at

t he next stespr®d#, 3the @Rit2hgsfippl aasactkescant amrriveadromt theom t he
storage-unit.28 to the encryption and decryption unit 24, which then -

encrypts thateenaken?. bPywlgi 8§ gheopbmmunkentieon Snite20he xontipat s stored
in the storage unit 28 have been encoded by the codec unit 25 in

_accordance ¥tkBsst s &EB@EﬁiﬁEEtE81thé apreiyed, othand1d@Chby¥Pthan unit’ 24
encrypts an encoded. content received fromthe CPU 21. It should be noted

that the stgrgggshihly ¢8e638n 8bSQ BEedS8daf At FhALhN4n28RMERESH Whi ch have
been. encrypted I n advance. In this case, the processing 21 carried out at

the.step S2¢,gapnbecghi Bl,"eh8%c1TBAR: 12to! BBeRT¥Y S RBaEeRe Ghe CPU 21
enpl oyed in , _
acquired. The information specifying a content is
.transmitted by the client 1 §t tﬁe step S2 of the
flowchart shéwn in Fig. 3.

Then, at the next-steﬁ_SZB, the CPU 21 employed in
tﬁe confént server 3-read§ ou£ a content specified ﬂy the
.infoxmat;on acquired at the step S22 from the stofage
unit 2?. The content read'oﬁt from the storage unit 28 is

”éelected émong contents stored in the storage ﬁnit 28.
Subsequently, at the next step S24, the CPU 21 supplies
the contentlfead out from tﬁe storage ‘unit 28 to the
encryption and decryption ﬁnit 24, which then encrypts
the content by using a content key Ke.

Sinée the contents stored in the storage unit 28
have been.encoded by the codec unit 25 in accordance with
the ATRAC3 system, the'enbryptibn and decryption_unit 24
encrypts an encoded . content received from the CPU 21.

It should be noted that the storage unit 28 can

also be used for storing contents, which have been.

encrypted in advance. 'In this case, the processing
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t he content server 3 adds keys and a license IDto a header of a format in
whi ch the encrypted content is to ,be transmtted. Required-for decrypting
the encrypted data, the keys are an:-EKB.and a key KBKBC (Kc), which will-
be described later by referring, to Fig. 5. The license ID is used "for.
identifying a" license 'neces' sary for usiig the ..content. Subsequently, at
t he next step 526, the CPU 21 enployed in the content server 3 transmts
formatted.data to the client 1 through the comrunication unit 29 and the
Internet 2. The formatted data is a result of formatting the content
encrypt ed acarhdedt optSat &he shephSidecani bel edimjgnaltedkey and the |icense
I D, which.are added to the header at the step 525, Fig. 5 is a diagram _
showi ng the formatThéna abntkaetnexecetepdsdy, t tike ctPEN21 lempdbayedeinont ent
server 3. As shown in the figure, the format conprises a header and a

data portiomhe thatkazdgerveiPsi agdsCheyenandnholieenge, IDRYo @Di git al
Ri ght Manageihent)-information, a |license ID, an EKB (Enabling Key Bl ock)

and a key KRBB@etKe¥ aVPothaksid whebhe®hek@wckeptaac asaft%ﬁtbxsa ey KEKBC
generated fromthe EKB. It should be noted that the EKB will be expl ai ned

22 |ater be(eeft‘:“:%'sHHttt%dF' ORedwirddCE&PNEECETHEIRG ”@ﬁéoénb%t'gﬁs a
content IDC
data, the keys are an EKB and a key Kexsc (Kc), which will
be described later by referring. to Fig. 5. .The license ID -
is used for. identifying aflioenSe‘necessary for ueing'the
oontent. Subsequently, at the next Step s26, the éPU 21
employed in the content server 3 transmlts formatted data
to the client 1 through the communication unit 29 and the
Internet 2. The formatted data is a result of formatting
the content encrypted at the sten 24 and the header
including the key and the license ID, which .are added to
the header at the step SZS. -
Fig. 5 is a diagfam showing the format of a content
~ feceived by the client 1 from the content server 3. As
shown in the figure, the format comprises a header and a
"data nortion. |
The heeder oomprises content information, DRM
(Digital Right Management)-information, a license ID, an
EKB (Enabling Key Block) and a key Kgpe (Kc), which is a

content key Kc¢ encrypted by a key Kgxac Qenerated from the

EKB. It should be noted that the EKB will be explained
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and information on a codec system The content IDCIDis identification
for identifying the formatted content in the data portion of the format. -
The DRM informati-on conprises the content's usage. rules and status. The
DRM i nformation al so includes a-URL ~ (Uniform Resource Locator) -The usage
rules and' status typically include the nunber of times the content has
been pl ayed back and the nunber of times the content has. been copled The
URL i's an address to.whic'h an access is nmade i.n order to acquire a

| i cense prescribed by the license ID. To put it concretely, the URL is the-
address of fLheer| bgerefeseinugr té6 Fdg.pdsui ding-a required-license in the
case of the content-exchangi ng systemshown in Fig. 1. The license IDis

identification forrhéetbntentginformadeior induudes &ocowbéng Ibectontent -
‘recorded as-the data portion of the format. The data portion of the format -

conpri ses agud 2hPbrmatiolUBRCE ebdeeCkyRites.bl PRKSco@EAt Oint 8D £BCTypted
bl.ocks conprises an initial vector |V, a-seed and encrypted data Ek'c

(data), whigReh$i2ibatibh @B .%a% mffyaggt t&ﬁecwrﬁ.attt@x HBh‘EQn% &ﬁy Kc. 23
. %o? P K

As shown.-in the omnng c is-a resul

processing gger hQQaOBBrQXoQDB!Ey‘tﬂQ th‘%mQ‘E”te”t

The DRM information comprises the content’s usage
rules and status. The DRM information alsq includes a URL
(Uniform keéBurdé'Locaﬁor){"The ﬁsa&e rules and status
tybically include the number of Eimeé.the content has
been played back and the number of times ?he contenﬁ has
ﬁgen copied. |

| The URL is an address to which an access is made in
order to acquire a license prescribed by the license ID.
To put it concretely, the URL is the address of the
license server 4 for ﬁroviding-a réquired license in the
case of ;hé content-exchanging system shown in Fig. 1.
The 1icén$e ID is ideﬂtification'for iéentifying a
" license required for using the content recorded as the
data porfion of the format.
| The data portion of the format comprises any

arbitrary number of éncrypted blocks. Each of the
encrypted blocks coﬁprises an initial vector IV, a seed
and encrypted data Ek’c (data), which is a result of

encrypting the content by using a key K’'c.

23 .



key Kc and the seed to a hash function.” The seed is a val ue sét at random
K ¢ Hash (Kc, Seed) The initial vector IV and the seed vary in
on the encrypted block. A*content is. encrypted in 8-byte units. The 8

bytes at a current stage are encrypted by using a result

of -enc

dependence

rypti on- of

8 bytes at the preceding stage in a CBC (Cypher Block Chaining). node. .In
the CBC node, when the first 8 bytes of a content are encrypted, no
encryption of 8-bytes is carried out at the preceding stage so that a
xesult of precedi ng-stage encryption is not avail able. Thus, the
bytes of a contentAarshewnr ypt thebfoliowinghformubati thevkeyok’¢Viasaan
initial value. Therefore, even if an encrypted bl ock' of a content
encrypted i wreisid tCBE€ prdeesainge cdeededdd putthbydappdivigg thesdohtehntt he

bl ock may not necessarily make another encrypted block easy to decode. It
shoul d. - be Reyekct Aald the Seed Rl @nhRbC Function. benhexpkaaned ater in
detail by referring to Fig. 46. The encryption system however,
limted therghQe 24tA3tdSaaEoRed above, the client'1l is allowed to freely

acquire a content fromthe content server 3 for
K'c = Hash (Kc, Seed)

The initial wvector IV and the seed vary in

dependence on.the'encrypted block.

A ‘content is encrypted'in_a-byte units.

The 8

first 8.

i S not

bytes_at a current stage are encrypted by using a result

' of encryption ‘of S.bytes at the preceding stage in a CBC

(Cypher Block Chaining) mode.

In the CBC mode, when the first 8 bytes of a

content are encrypted; no encryption of 8-bytes is

carried out at the preceding stage so that a result of

preceding-stage.éncryption is not available. Thus, the

‘first 8 bytes of a content are encrypted by using the’

initiaf.vector IV as an initial wvalue.

Therefore, even if an encrypted block'of a content

"encrypted in the CBC mode can be decoded, the decoding.

result of the block may not necessarily make another

encrypted block easy to decode.

It should.be ﬁoted that the encryption process will

be explained later in detail by referring to Fig. 46. The

encryption system, however, is not limited thereto.
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free of charge. 'Thus, a |arge nunber-of contents thenselves can

be-di stributed. Wien using an acquired content, however, the client 1
needs to has a license. .The follow ng description. explains

processi ng. carried out by the client 1 to play back a content with
reference to a flowhart shown in" Fig. . 6. As shown in the figure, the
flowchart begins wi'th a step S41 at. which.the user operates the input
unit 26 to specify a desired content- and the CPU 21 enployed in. the
client 1 acquires the identification of the content (CID). The

i dentification corfd idescriked iahavef the cbirmhil s d5%i gned to
the content and the like. It should be noted that a nunber is assigned to
each storedfrealenécqithee a content fzonetheedontaprt(CPervérr2afioerout a

license'ID for the content. To be nore specific, the Tlicense IDidentifies

a license regeerefl ehangéli ZPHuON a dfatde mmbentof Asormstents i n' Fig. 5, the
-license IDis. .included in the header'of the encrypted content. Then, at

t he next stehRefddlvébeciibdlaigtsbatedudgnent as to whether or not a

i cense indicated by.the |icense ID obtained at the step S41 has been

acquired by. 25 't Rgnheéid iving B0 EGT Rl i dor tén 6] HASrex) tthé%liénﬁ he

| icense indicated by the l'icense I'D has not been ach|red

1 needs to has a license. The following description
égp;dips pfoceSsing,carried.out b& the client 1 to play
back a content with reference to a fiowchart shown in Fig.
6.

As shown in the figure,7thg flowchart begins with a
step S41 at which the user ope:atéé the input unit 26 to
specify a desired content and the CPU 21 employed in. the
client 1 acquires the identification of the content (CID).
The identification comprises-the title of the conteqt; a
numbér assigned fo the content and the like. It éhould bé
noted'thaf a number is assigned fo each stored conteﬁt.

ﬁhen a content is deéired, the CPU 21 reads out a
license:ID for the content. To be more sbecific, the
liceﬁse ID identifies a license required in utilization
of the content. As shown in Fig. 5, the license ID is.
included in the header of the encryptéd content.

Then, at the néxt step S42, the CPU 21 forms a
judgment as to whefher or not a license indicated by the

license ID obtained at the step S41 has been acquired by
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by the client 1, the flow of the processing goes on to a step S43 at which
the CPU 21 carries out processing to acquire the license. Details of the-
processing to acquire the license will be explained later by referring to
~.a flowhart shown in Fig. 7. If the outcone of the judgnent formed at the
'step .S42 indicates that the license identified by the license |D has been
ach|red by the client Land stored in the storage:unit 28 or if the

| i cense can be obtained as a. resul't of the processing carried out at the
step S43 to acquire the Ilcense the flow of the processing goes onto a
step S44 at thiei cRiehs CPangl stored an m@gnsﬁpraget@n1Whéﬁher16rthet t he
acquired license is still inits term of validity. It is possible to
“det er mi ne widtleaseoinddtateldebgcghier dd clensend® hasstiotl bieen tasgudmeadof
validity by conparing a termof validity prescribed in the license (which
w il be desey khé clibng. 18) thet 1bke off ehenprdaiessiagd goede otieasuaed by
the timer 20. If the termof wvalidity of the |icense has already expired,

the flow of gtepe spB0aeSFhAGhIRAS: @PUl 212 calreR e84 oud! pHiicelasiihg €U 21
carries out processing to update the license. Details .of the processing to

update a Ils%aaerw 't:hebh@é%%' nelge@élietsf Bier §£seagggn§0ta akawfbart

shown in Fig. 8. the outcone of the judgnent formed at the step

i hdi cat es t@ﬂ% &Qgeﬁgguh&ig LEC%§§QeE§eﬁth te&nbb1§eferr1ng to a
flowchart shown in Fig. 7. |
If the outcome of the judgment formed et the step

é4é.indicates.tﬁat the license identified by the license
ID has been acquired by the ciient 1 and stored in ehe
storage unit 28 or if the 11cense can be obtained as a
result of the processing carrled out.at the step S43 to
acquire the lieense, the flow of the processing goes oh'
to a step 844 at which fhe CPU 21 forms a judgment as to
whether or net the acquired license ie still in its term
of veiidieyL- it is possible to'de;ermine whether or not
the acquired license is etill in its term of velidity by

_.eomparing a term of validity prescribed in the license
{which will-be descfibed in Fié. 8) with the present date
and time measured by the timef 20. If the term of
validit& of the iicense has already expired, the flow of
the processing goes on to a step S45 at which the CPU 21
carries oﬁt processing to update the license. Details of

the processing to update a license will be eiplained
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termof validity or if the license can be updated at the .step S45, the
flow of the processing goes on to a step S46 at which the CPU 21 reads out
t.he encrypted content . fromthe storage unit 28 and stores the content into
the RAM 23.  Then,. at the next .step 547, the CPU 21 supplies the data of
t he encrypted content stored in the RAM 23 to .the encryption and
decryption unit 24 in encrypted-block wunits included in the data portion..
shown in Fig. 5. Then. the encryption and decryption unit 24 decrypts the
encrypted content by using a content key Kc. A typical method of acquiring
t he cont ent 1aéprkby wefkrbéngesor abédowshartbghowef énr Fig.t 8.Fi g 15. The
key KsxsC included in the EKB shown in Fig. 5 can be obtained by using a
devi ce node key (DIK)théosttcoméi §f Che Thedgment chbrieéd &E thet begpobt ai ned
fromthe data XEKBC (Kc) by wusing the key Ksxac Subsequently, at the next:

step S48, tbe4Chha2éatesPrhhes thicacailiera deeenpecdsbytina eAchygti on and
decryption unit 24 to the codec unit 25, which then decodes the content.

SubsequentlxerhthCBQﬁaﬁgpekl §¢ tHa!l 3:denadedaly pehapaaded R kned to the
output unit 27 27 by way of the input/output interface 32. The data is -
subj ect€d tgeLpAsE8NVELS! BRoRCDE' ‘Ethb%c%féERHb GBed oRPEBKES step
S@G'at which the CPU 21 reads out fhe encrypted content
from the séorage unit 28 and stores the content into the
...RAM 23. Thenf.at_the next step 847, tﬁe CPU 21 suppliéé
the data of the encrypted'content stored in the RAM 23 to
-.ﬁhe encryption and decryption unit 24 in encrypted-ﬁlock
units included in the data portion shown in Fig; 5. Then
éhé éﬁcryption agd decryptioﬁ unit 24 decrypts ﬁhe
‘encrypted content.by using a content key kc.
A typ1ca1 method of acquiring the content key Kc
will be descrlbed later by referrlng to F1g 15. The key
Kgxec included in the EKB shown in Fig. 5 can be obtained
by usihg a device node key (DNK)‘shown in Fig. 8. The .
content key Kc is then obtained from the data Kgxse {Kc) by
'u.si.ng the key Kerac-
Subsequeﬁtly, at-the next step 548, the CPU 21
supplies ﬁhe content decrypted by the enéryptiqn and
.decryption unit 24 to the codec unit 55, which then

decodes the content. Subsequently, the CPU 21 supplies

data decoded by the codec unit 25 to the output unit 27

27



Wth reference to the flowhart. shown in Fig. 7, the follow ng description
expl ains the processing carried out at the step S43 of the flowhart shown
in Fig. 6 to acquire a license. The client 1. acquires beforehand service
data cataloged in advance. in the license server 4. The service. data
includes a leaf ID, a DNK (Device Node Key), a-pair of secret
and. di scl osed keys pertaining to the client 1, a.disclosed key of the

| i cense server 4 and certificates for the disclosed keys. A.leaf IDis an
| D assigned uniquely' to each client 1. A DNK (Device Node Key) is a key
required foby wedr pft ithe dnputdoptput dotesfacieep2kc Thel data is the " EKB
(Enabling Key Block) for the license as will be described |ater by
referring teubjgectéd to B#Asbownemm15ngbefprbhbeﬁhgwoh&pﬂtb&glas with a
step S61:at which the CPU 21 acquires a URL for the ID of the |icense
bei ng procegpedkler:Qm t he header shown in Fig. 5. As described earlier

this URL is an address to which an access is to be nade in order to

acquire the |icensgichdggtbfiifbe Yol BRe! EL6WERaLD ER6WHIEA Figt he, header .-
Then, 28 at-the next step 562, the CPU 21 nmakes an.access to the URL

~acquired al hae £5h9BuaRh desER1BHioh! 5ARIGECe PRocUEEIRY Larkled | conse
server.4 is made through the : .

out_aﬁ the sﬁep S43 of the flowchart shown in Fig. 6 to

acquire a license.

‘The client 1 acquifes beforehandISérvice data
icataloged in advance. in the license server 4. The serviée_
‘data includes a leaf ID, a DNK (Deviqe Node Key), a‘pair
of Secret and disclosed keys pertaining to the client 1,

a disclosed key oflthe license servéf 4 and certificates
. .for the disclosed keys.

A leaf ID is an ID assigned uniquely to each client
‘1. A DNK (Device Node Key) is a key required for
décrypting an encrypted cbntent key Ké ipcluded in the
EKB (Enabling Key Blbck) for the 1icensé as will be
described later by referring to Fig; 12.
| As shown in Fig. 7, the flowchart begins with a
-s8tep S61 at which the CPU 21 acquirés a URL for the.ID of
the license being processed_frbm the header shown in Fig.
5. As described earlier, this URL is an address to which

an access is to be made in order to acquire the license

idéntified by the license ID included in the header. Then,
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communi cation unit 29 and.the Internet 2. At that tinme, the |icense server
4 requests. the client 1 to. transmt a user 1D a password and
| i cense-specifying information specifying "a license to be purchased..Thls
license is required in utilization of the. content. ...This.-request. Is
made at a step S102 of the flowchart shown in Fig. 9 as w |l be described
.later. The CPU. 21 displays this request on the display device of the -
output unit 27. In response to this request, the user of the client 1
operates the input unit 26 to enter a user ID, a password and |icense--
speci fyi ng anf eheahest. sitepsigeal,dthe cevedit makeshanuaecessbtai the t he user
| D and the password before by making an access to the |icense Server 4
t hrough t heuknt aegairéd Sebsaeuerkby seal.. the pextict epacHétenpd &4, the
CPU 21 receives the |icense-specifying information, the -user ID and'the

passwor d, WabEEsBa‘t% 'Eﬁ%nl‘i%ﬁ%%dsfe&@@rt @€ 1isNBdelRnrodGHbYehe User. Then,

at .the next. step 565, he CPU 21 controls the communication unit 29 to
transnit a Eb@ﬁﬂﬁ?céﬁguﬁshleCb@dhﬂa e &i%%rh@t bhe RESEUREeimL e
| i cense-specitying 1nformation an | eaf |1 cense -server 4 by

way of the kﬂge&g%gée L’Q %af #Qdu% %% o8 for &&nf G leg-ggswtt he

service data,to escri escri bed at a step

S109 of theuser ID, a password and license-specifying information

- specifying a license ;o be purchased. This license is
-requi;ed"in uéilizatibn df"thé:éontentg.uTﬁlsfrequest,is
made at a'stép.s102 of the flow&hart shown in Fig. 9 as
will be described later. The CPU 21 displays this fequest

".on the display deyice 6f the output unit 27. In response

"tﬁ this requesf, the user of the'client 1 operates the
input unit 26 to enter a usér ID, a password and 1igense-.
specifying information. It should be noted that the usef
“obtained the user ID and the password before by makipg.an
access to the license server 4 through thé Internet 2.

Subsequently, at the next steés 8§63 and S64, the
CPU 21 receives the licenée-speciEYing information, the
uSe:'iD and the passﬁord. which have béen”entered from

‘the input unit 26 by the user. Then, at the next.steﬁ S65,
the CPU 21 controls the COmmunication unit 29 to transmit
a license request including the user ID, the password,
the license-specifying information and a leaf ID to the

license server 4 by way of the Internet 2. The leaf ID is
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fl owchart shown in Fig. '9,'the license server 4 transnits- a |icense based
on the user I D, the password and the |icense-specifying information. As an
alternative, the |I|i.cense server 4 carries out error processing at a step
S112 of the flowchart shown in Fig. 9 'instead of transmtting a |licenseé
In case a condltlon is not net. The processing then goes on to a step S66
to forma 'judgnent as. to whether or not the |license has been, received
- fromthe license server 4. If the license. has been received, the flow of
the processing goes on to a "step S67 at which the CPU 21 suppl.ies the
license to fihformholageinoludd8 in bhesserwvdcehdatantol bet Aesouvibede of the
judgnent forned at the step S66 indicates that the |icense was not

recei ved, omatBe. other hand, the flow of the processi ng goes on to a.step
S68 at mhich the CPU 21 carri-es out error processing. To put it

concretely, the CRLL2J;]i Nhdi dSséPLodd OLLEELN0at Oa sBERYSDESKot hEngoNt ent
since the CPU 21 has failed to obtain the Iicense, for using the content.

. As descri beﬁoaéﬂx%t Lgswﬁ' 1 E;; i g cgpabhgcehse: H%E%ra40995.ﬁ§fnl§¥
obtalnlng a license in |cate 30 Ticense -1Dincluded in the content.

it should bg T%Eﬁﬁéhﬁkséﬁe ofl' Qi}SsﬁbQQ &8, a‘Eﬂ\é‘ EaSs@on:hCSHﬁetﬁé represented

by the fl owchar
' license-specifylng information. As an alternat;ve, the

license server 4 carries 6ut_error processing at a step
: 81;2 of the flowchart shown in Fig. 9 instead of
transmitting a license in case a cenditien is not met.
The processing.theﬁ goes on to a step 566 to form a
'Judgment as. to whether or not the 11cense has been
"received from the 11cense_serVer 4. If the licermnse has
~been received,_the flow of the precessing goes on_te a
step.ss7_at which the CPU 21 supplies.thellicense to the
stqrege unit 58 to be stored therein.
| _If ;he'outcome of the judgment formed at the step
866.indicates that the license was not received, on the
oﬁher hand, the flow of the preceesing goes on to e.step
'S68 at which'the CPU 21 carries out error processing. .To
put it concretely, the CPU 21 ihhibits;the proceesing to
Pplay back the content since the CPU 21 has failed to
obtain the license-for using the content;
“As described ebdve,_the client 1 is capable of

‘using a content by obtaining a license indicated by.a
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can al so be carried out in advance before the user acquires a content. As
shown in Fig. 8, the license.supplied to the <client 1 includes usage
conditions and a leaf '+ D. The usage conditi.ons are information including a
deadl i ne before the content can be downl oaded as allowed by the Iicense,
an upper limt of the nunber of tines the content can be copied as-allowed
by the-license or the maximum nunber of allowed copy operations, the:
nunber of checkouts, the maxi num nunber of checkouts, a right to record
the content on a CD-R, the nunmber of tines the content can be copied to a
PD (Port abl 2iBPeuseeYD dncilghBed fn shkowohkenlticense of using the content to
be changed +to |license ownership status (or purchased-license status) and -

a duty of naking artissgsul@dbe BYot&d cthiaiothé phecésdikdatd sb@uOrénaFi g.
9, the. follow ng description explains processing carried out. by the

l'icense Ser!QEeﬁsEOabr%@ﬁgb%eﬁtEHCSQS%hbofibﬁcﬁhkﬁnbho%n'Enr§350“$e to the
processing carried out by the client 1 to acquire the license as

representedely LRgof baWelath eaSBAYN 1hNakldncé: bEEo%'&O‘ﬁh@ '9?. eRot ed that,

also in this 31 case, since the |icense server 4 has a configuration

conpri sing ggggggggtg Eggggbgal with those enployed in the client 1, the
same referencé numeral s as those shown

As shown in Fig. 8, the license supplied to the
client 1 includes usage conditioné and a leaf.ID.

The'usage conditioné are information including a
deadline befofe thé content can be downloaded-as allowed
by the'Iiéense, an upper limit of the ﬁumber_of timés the
content'can be copied as allowed-by the license or the
maximum number of allowed copy operatioﬁs; the number of
checkouts, the maximum number of checkouts, a right to
record the content on a CD-R, the number of times the .
content can be copied to a PD (qutabielDevice). a'right
to allow the license of using the content to bé'chénged_
ﬁo license ownership status (or purchasgd-license statusi:
an& a duty.of making'a usage log.

By referring to the flowchart shown in Fig.'9, the .
following description expiains brocessing carried out by
lthe liéenSe server 4 to transmit a license to the client
1'in reséonse to the processing cérried out by thé client
1 to acquire the license as represented by the flowchart

shown in Fig. 7. It should be noted that, also in this
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in Fig. 2 are used for denoting identical conponents in the follow ng
description. As shown in the figure, the-flowhart begins with a step $101
.at, which .the . CPU 21 :enployed in'" the license server 4 waits for an
access to be made by the client I. As the client 1 makes an access to the
| i cense -server. 4, .the flow of the processing goes on'to a' step S102 at
whi ch the Ilcense server 4 requests the-client 1 naking the access to-
transmit, license-specifying information (a license Ip), a user - ID and a
passmord. Then, the* CPU 21 enployed in the license server 4-receives the
user ID,'thGapassgﬁnde the [léabnkP sedvelre 4| hasnse cobffigamatien client. 1

t hrough the comunication unit 29 at the step S65 of the flowchart shown
in Fig. 7, eompedsingscomponphtecidengicalawdeht thoee empeBbyedt ihhe-next
step S103, the CPU 21 enployed in the license server 4 nakes an access to

- the char gi nghesel¥ent51t htBegBahe regereniceahup@ridlist a39thBser dabwn0 Nake
a request for processing to examne the user identified by the user ID and

the passwordn Ygn 2r a¢ei uked he ae%%ahg QHeﬁ%ﬁQa@ncéiﬁB%BﬁEboﬂ fromthe
32 license server 4 through the Internet the charging server 5 checks

the past paiﬁ%”koﬂié&?ﬁ& abskPep¥sth. identified by the user ID and the,

password in order
As shown in the figure, the flowchart begins with a

_step 5101.at,whichfthe1CPU.21:employéd in the license

server 4 waits for an access to be made by the client 1.
As the client i makes an access ﬁo the_iicense.éerver 4,
.the flow of the processing goes on to a step S102 aé
which the iicenée sef&ef 4 requesté the. client 1 ﬁaking
the access to tranémit, ;ibense-speéifying iqformation (a
license ID), a user ID ané a péssword. Then, the CPU 21
employed ip thé 1iceﬁse serQer 4 receives the-ﬁser ip,

: the:password, the leaf ID and £he license ID from the
‘client 1 through the communicatioﬁ unit 29 at the stép
S65 of the flowchart shown in Fig. 7, apd carries out

- prqcessing to accept them.

Then, at the next step §103, the CPU 21 eﬁployed in
the license server 4 makes an aécesé to the charging
server.s through the communication unit 29 in order to
make a request for processing to examine the user
identified_by the user ID and the password. When

receiving the request for such an examination from the
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determ ne whether or not there is a record indicating that the user-did
not pay a price for the license in the past.” If there is no record

indicating that the user did not pay a price for the license in the
the charging server 5 transmts an exam nation result indicating that

past,

granting of a. license is approved. If there is a record indicating that
the user did not pay a price for the license it the past or another bad
record, on the other hand,'the charging server-5 transnts an exan1nat|on

result indicating that granting of-a |license is not approved. .
. Subsequent | }icanseheemwer 4t prough, theeIgreraet dnplthpedhamging |icense
server 4 forns a..judgnent as to whether the examination result received
fromthe chaegiveg 5seheeks5thedpastepaymentghdsitony off &hli asese is

approved

cor disapproved. If granting of -a license is approved, the.

fl ow

of the procedentgfgedsbenthe aseregdS5208 &heWphebwbi@ TRUoZdEezelects a

| icense specified by the |icense-

st orage

-specifying information received in the

processi ng deterffneOwhethekhersheR £hezeddeng kbeorRdCSndieaednyn the
unit 28, .and reads out the selected |license fromthe 33 storage

uni t 28. EaEﬂaE'@ﬁgsﬁsiEoﬁgﬂ hBt! BayShOpadeelfbl tal uﬁﬁéﬂgéslh”Eﬂ%”Ht'O”
~including.the license ID, a version, a creation date and tinme and.a term

of Val'd'typast. If there is no record indicating that the user did

not pay a price for the license in the past, the charging
server 5 transmits an examination result indicatin§ that
Qranting 6f a.licegse is approvea. If there is a'fecordl
iﬁdicating that the usér did not pay a price for thé |
license in the past or another bad record, on the other
.hanﬁ,'the charging server.5 tfansmits an examination
result indicating that granting of a liceﬁéé is not
épprbved.

Subsequéntly, at the ne#t step S104, fhe CPU 21
§mployed in tﬁe license server 4 formg_a,ﬁudgment as to

whether the examination result received from the charging

server 5 indicates that grénting of a license is approved

or disapproved. If granting of .a license is approved, the-

flow of the processing goes on fo a step S105 at which

the CPU 21 selects a license specified by the license-

. specifying information received in the processing carried

out at the step S102 among licenses stored in the storage

unit 28, and reads out the selected license from the
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Then,'.at the next step S106, the CPU 21 adds the received leaf IDto the
i cense. Furthernore, at the next step S107, the CPU 21 selects a usage -
condition associated  with the license selected at the step S105. I'f a
usage condition was found at the- step 5102' 'td 'have "been specified by
the user, if necessary, the usage condition specified by the user is added
'to,a usage condition prepared in advance. The CPU*21 then adds the

- selected :usage condition to the license. Then,.at the next step S108, .the
CPU 21 puts a signature on.the |icense by using a-secret ‘key of the

| i cense sereéordgeoupidd@Be aEachehiecemsehstoredningthet sbaragkeuniht shown
in Fig. 8. Subsequently, at the next step S109, the CPU 21 enployed in the
| i cense ser 2@r idcludesnihtoria ticseineludiny aheonfiicgwsat iT la ke the one
shown in Fig.. 8 from the communication unit 29 to the client 1 by way of

the Internglerdiohheld clealthdn@alteStatidl Thikd ande aChldril FMWaQb@d thn the

license server '4 stores the license transmtted in the processing carried
out at the shep,ShE9thk hie&:r et T138E Whd ob¥ 24 aFCid Redigdd cense

with the user [ID and the password, which were acquired in the processing

carried out ;2bL ¢t B %Beﬁhélqacené%.de§ﬁitﬂggmore, at the next step
8107, the CPU 21 selects a ﬁsage cohditiqn associated
with the license selected at the step S105. If a usage
'conditibn was found at the step SlOZ'thhaveVBéén
specified by the user, if necessary, tﬁe ﬁsage'coﬁdition
specified-bf'the user ié added to a usage condifion.
prepared in advance. The CPU 21 then adds the selected
,uségé condition to the liCepse. | |

| Then, -at the next step S108, the CPU 21 pﬁts a

signature on the licensé by using-a'secret key of the
lic;nse server 4 to produce a license with a
:configuration like one shown in Fig. 8.

Subsequently, at the next stép S109, the CPU 21
emélofed in the license server 4 transmits the license
with a configuratioﬂ like éhe one shown in Fig. 8 from
the communication unit 29 to the client 1.by way of the
Internet 2.

. Then, ét the next step S110, the CPU 21 employed in

the license server 4 stores the license transmitted in

the processing carried out at the step S109 in the
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above, the license includes a usage condition and' a leaf |ID.
~Subsequently, at the next step S111, the CPU 21 carries out a charging
process. To put it concretely, the CPU 21 requests. the charging server 5
t hrough the ~comunication unit 2.9 to .tarry ..out a - charging .
process.. 'for .a user identified by the user ID and the password. The
charging server 5 carries out the charging process based on the request

. for the user.- The processing carried out by the license server 4 is then
finished. .If the user does not pay an ampbunt of noney. determ ned by the

charging pr@¢esage dnike2BUbyY’ esbiddatitiy Whid 1Gelend® wiitdNitté asldrcense
even if granting of -a .license is requested as described above.' That is

to say, in e 6 el paldsho?d!s WhichhwerehAculF e i¥ene does not approve
granting of a license "as a result of exam nation of whether or. not to

grant a1 Gensedkdakheaustlen DHAL oS thd SRkp didal| OWs0ReLhespBROCESSI Ng

goes on fromthe ste to a step 5112 at  which t enpl oyed in

concr et ol y. “HRY S e T esRBeoRECARRE, Aniadl Rt ate L ae |

concretely, "tThe ( s the “Cormuni _ put a 35

or antod. | Thadh: obuberaieRElY: calobheDRE RERRCERL LR PR RE" han >

finished. céfries out a charging‘procéss. To put it coﬁcreteij; the
CPU 21 requests the charging server 5 through‘the
éomhunidatibn unit-29 #o.tafryuout a-chargingsprpcess;for

" a user identified by the user ID and the password. The
éharging servér 5 carries out the charging process Eased
on the request for the usex.. The proceséing carried out
by the license server 4 is then finished. If the user

. does hot pay én.amount of money determined by the
charging process, in the future, the uéer will not be
~granted a'liceﬁse e;en if granting of a license ig
requested as @escribed abo§e;

. That is to say, in the case of such a user, the
charginé server 5 does not approve granting of a license
as a result of ex;mination of whether or not to grant a

"license to the user. That is to say, the flow of the
procéssing goes on from the step S104 to a step 5112 at.
which the CPU 21 employed in the license sérvér 4 carries

out an error-handling process. To put it concretely, the

CPU 21 controls the communication unit 29 to_outpuf a
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"In this case, the client 1 cannot use the content or is not capable of
decrypting the encrypted data of the. content because the client 1 has
failed to obtain a |icense as'described above.: Fig. 10 is a flowhart used
for explaining details of the .processing carried out at the step S45 of.
the -flowchart 'shown in Fig. 6 to update a |icense. Processing carried
out ‘at.steps 5131 to 5135 is basically the same as the .processing carried
out at respectively the steps* S61 to S65 of.the fl owchart. shown in Fig.
7. At the step 5133, however, the CPU 21 acquires the license ID of a

li cense to hmesmaipe ethfomtimg dietdkiéntehsmakingfthe pecesmsehhtizense.
-Then, at the step 5135, the CPU*21 transnits a user ID and a password
along with thibcénsensennd . oé . drentéd enThd proragedaice dara'itdde dutcdyse
server 4. In response'to what is transmtted in the processing carried out

at the step €sS1iddiesé | $€Pe€r Seiyethdn PEBsPshied Usage conditions at a step
5153 of a flowhart shown in Fig. 11 as will be described later. . Then, at

the next step 513614 h i \dawle ergled¥ad diit Ih&antldteRisel HHE @oHtedthe
present ed usage conditions fromthe 36 Ilcense server and displays them on

the. out put ypit; 270 é%kﬁgf% 9@q&@§ 'EE%”eﬁEE§p@@ht&hé@'@fttﬂ@e of
t he dlsplayed usage tirons an add
content because the cllenF 1lhas failed to obtain a
.. license as described above.

Fig. 10 is a flowchart used for explaining detaiis
6f the piécessing carried out_at the step.s45 of the
.flowchart'shown iﬁ Fig. 6 to update a license. Proééssing
_carried out at.gtéps 5131 to Si35 is basically the same
as the prdceséing carried qut ét respectively the steps
861 to S65 of the flowchart .shown in Fig. 7. At ﬁhe step
S133, however,.the CPU 21 acquires the license ID of a
license to be updated instead of the license ID of a
ﬁurchased license. Then, at the step S135, the CPU 21
trénsmits a user ID and a password aiong with the license
ID of the license to be updated to'thé license server 4.

| ;n response'éo what is transmitted in the
proceésing carried out at the sfep 5135, the license
server 4'presen£s usage conditions at a step S153 of a
flowchért shown in Fig. 11 as will be described later.

Then, at the next step S136, the CPU 21 employed in the

client 1 receives the presented usage conditions from the.
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predet ermi ned usage condition. Subsequently, at the.next step 5137, the
CPU 21 transmits an application to purchase a usage. condition selected as
descri bed above or a condition to update a license to the |license server.
4. In response to the application,- the license-server 4 transm.ts an,
eventual usage condition at a'step S154 of the flowhart shown in Fig. 11
"as Wi ll be described later. - Then, at the next step S138, the CPU

21. enpl oyed in the client 1 recei ves the eventual usage condition from the"
| i cense server 4. Subsequently, at ‘the next step S139, the received ’
event ual usageeneadséroerlandsddsp$aga thpdabe ohetbatbucennétszmsage
condition already stored in the Storage unit 28. Fig..11 is a flowchart .

used for exphai akBg bPerapesCensi ngpaar ahed eettbysémechlgﬁesefsehéer 4 to .
update a license in conjunction with the processing carried out by the

client 1 tOdieﬁmaﬁédaﬁsagérébhaﬂtienﬁpgﬁa?o&hﬁewlblS&BSS As shown in the
figure, the flowchart begins with a step S151 at which the license server

4.is accessseleagtemnsh' §Bhgd- cdhafeidh. t%ﬁ@e@uéﬂeﬁ Slae, tﬂ@ener:ﬁ?u 21 37

enployed in"the I'1cense server 4 recelves a request to update a |iIcense

Lromthe | bgah 31370ngndf bBu! 8% £rhhEfTEE" 3RCGHHY18Ec1BhORRR! I on recei ved
y the clie

purchase a ﬁsage_conditiqn selected as described above or
a condition to updaﬁe a license to the license server 4.
In response to the application, the 1icenée-sér§er 4
transmits an,e#entuai usage condition at a step S154 of
the flowchart shown in Fig. 11 as wii; be described-later.
Then, at £he ﬁextlstep 5138, the CPU 21 emp1oyéd in the
¢lient 1 feceivgs the evéntual usaéé condition from the
license se?ver 4. Subsequently, at the next step S139,
the received eventual ﬁsage condition ié used as an
update of ﬁhe licensé's usage gondition already storgd in
the sto?ége unit 28.

Fig. .11 is a flowchart used for explaining the
proéessing carried out_by the license server 4 to update
a license in coﬁjunction with the processing carried out
by the client 1 to request an oﬁexation to update the
license.

As shown in the figure, the flowchart begins Qith a

- step S151 at which the license server 4 is accessed By

the client 1. Then, at the next step S152, the CPU 21
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~at the step S135. Subsequently, at the next step 5153, the CPU 21 reads
out a usage condition for a license to be updated in accordance w.th. the.
request to update -,the .license, or reads out a condition for updating
the license fromthe storage unit 28. The CPU 21 then transnits the
condition to the client 1. In response to the transnitted condition,
assume that the user of the client 1 enters an application to purchase
the usage condition in processing carried out at the step:S137 of the
flowchart shown in Fig. 10. In this case, at the next step 5154, the CPU
21 enpl oyedemployied inctheeclicenee segvaarétGBCdévanerreQEeapptbed usage-
condition and transmts the data to the client 1. As described above, the
‘client 1 usepdabe aetttendeufagm thendlienh dsadongpwath bhet he al ready
cat al oged usage condition of the |icense. As described above, the usage

condi tion wascendat sfecfiifgpin€osmaigoniarecedvedt bgt thehelsesp $139. In
the present invention, keys of devices and keys of |icenses are nmanaged on
t he basis Oatthﬁepgtgglghgsof 38 a broadcast-encryption system as shown in,
Fig.'12. The Kkeys are organized into a hierarchical tree structure.

Leaves, which are @ipddigudpti PNt CERE GHe£E! stéy 61552Cthe crU 21
K reads out a usage condition for a license to be updated
in accordance with,theirequest to update .the :license, or
reads out a conditi§ﬂ for updating the license from the
storage unit 28. The CPU 21 then transmits the qondition
to the client 1; |
In response to the transmitted condition, assume
that the user of the client 1 enters an applicétion to
purchase the usage condition in processing carriéd out'at“'
the step 8137 of the,flowchart'shown in Fig. 10. In this
case, at the next step S154, the CPU 21 employed in the
. 1license server 4 generates data fof the applied u?age
condition and transmits the data to theﬁciient 1. 2as
aescribed abové; the client 1 uses the received usage
' éoﬁdition as #h update of the already cataloged uéage
condition of the license. As described above, the usage
condition was updated in the processipg carriéd out at
the step S139.
In the pre;ent invention, keys of devices and keys

of licenses are managed on the basis of the principle of
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corresponds to keys of each device. In the typical .structure shown in
.Fig. 12., 16 keys 0 to 15 corresponding to 16 devices or 16 licenses are-
generated. Each key denoted by a circular mark is placed at a node of the -
tree structure. Aroot key KRis placed-at a root node on.the top of the
tree structure. At nodes on- the second hierarchical. |ayer, keys KO and Kl
are provi-ded. At -nodes on the.third hierarchical |ayer, keys KOO to Kl1l
are placed.. At nodes on-the fourth hierarchical |ayer, keys 1(000 to
1(111 are provided. The |eaves at -nodes on the bottom hierarchical |ayer
or device aolesadtaskegnctiyB@iont systehlas khowhe ilni @igr.chcal Theee
structure., for exanple, keys-K0010 and KOO1ll are each a subordi nate of

key 1(001. kef&fst BeesapBand¥edkensolaOfferaschiCal areecathuatuzebordi nate
of key KO00O. By the sane token, on the higher hierarchical-layers.- keys

KOO and KOlLeaeegacbhﬁchsuberatn%e BBtll':Siﬁ KQerhirkaWicsg, 1k9us, Keagnd Kl are
each a subordinate of the root key KR Keys required for u3|ng a content

comprise a k8akespbnasdes! kEyBO0E ShchNADILEO™ heLALCRYSRLa] aver and 39
B SRereX ik

1, keys at. es on I erarchical 1ayers |nc root key KR
The | eaf athEH@th?XSsﬂgwhhfnhbgaer12 16 keys 0 to 15 correspondlng

to 16 devices or 16 licenses are generated
Each key denoted by a circular mark is placed et-a
node of the tree structure. K root key KR is placed at a

. root ﬁeee on .the top of the tree structure. At nodes en'
the second hierarchical layer, keys KO0 and K1 are
provided. At nodes on the third h1erarch1ca1 layer, keys
‘K00 to K1l are placed. At nodes on the fourth
hierarchical leyer, keys kdOO to K11l are provided. The
leaves et nodes on ﬁhe bottom hierarchical layer or

device nedes are keys K0000 to K1111.
In the hierarchical tfee structure, for eXemple,

. keyS'K0010 and K0011 are.each a subordinate of key KO0O01.
In the same way, keys K000 and K001 are each a.
subordinate of key K00. By the same token, on the higher
hierarchieal-layers; keys K00 and K01 are each a
subordinate of key KO.-.Likewise, keys KO and K1 are each
a subordinate of the root key KR.

Keys required for using a content comprise a leaf

at a device node of the bottom hierarchical layer and
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hi erarchi cal |ayers including the root key KR-form a-path. For exanple,
keys required for using Content 3 are managed by each key of the path

incl udi ng keys' KO011, = K001l., KOO, KO and KR, which forma path starting
with the [|eaf K001l and endlng with the root key KR on the basis of the

| i cense corresponding to the I eaf ID. The content-exchangi ng system
provided by the present invention adopts typically the prlnC|pIe shown in
Fig. 12 to manage keys of devices and |icenses placed at "nodes laid out to
forma 8 + 24 + 32-layer -structure shown in Fig: ‘13. in the structure shown
in Fig. 13, keybeat abdeei ght hivherdhiararbbdcalchagalsl aneladbﬂbommtahe

root node. A key at each node of the eight hierarchical layers is

associ ated wobR RegakRJOT¥he LXAFPARS ©he!kREys Céh CENE Yhigen category of
- equi pnment using a sem conductor nmenory such as a nenory stick and a

cat egory, OﬁlﬁﬂukEHEEElfQ%y%%%eEﬂdﬂﬁd¥dytéﬂet¥65¥kﬁﬁ§fkR(¥6&£f tBath.

category nodes is the root node of a systemcalled a T systenlprOV|ded by

the Present poknugARb9R, | REydRoaghigell $6356R1nEocBH el bhadgtall .

subor di nat es of the robt Systemare nodes oh 24 hierarchica
RECR NP iy R TR O R
' K001, KOO, KO and KR, which form a path startiﬁg with the
leaf K0011 and ending with the réot key KR on the bésis
6£ the license correSpbnding t6 the leaf ID.
The cqnteht-exchangiﬁg system provided by the
presént invention adopts typica11§ the principle shéwn in
.Fig.'lz to manage geys of devices and licenses placed at
nddéé laid out to form a 8 + 24 + 32-layer structure
shown in Fig; 13. In thé structuré shown in ?ig. 13,
thére are eight subordinate hierarchical layers bélow'the
root node. A key at each node of the eight hieraréhical
layers is associated with a category.: Examﬁles of the
c;tegory are a caﬁego?y of eqﬁipment using_a
sémiconductor memoiy such as a meﬁorﬁ stick and a
category of equipment for receiving digital bfoadcasts.
One of the category node§ is the root node of a

system called a T system provided by the pfesent
invention fo£ managing licenses.

' To put it in detail, subordinates of the root node

of the T system are nodes on 24 hierarchical layers. A
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" or about 16 nega or about 1.6 mllion licenses. Further subordinates on

the I ower side are 32 hierarchical |ayers, which allow 232 users (or

clients 1) or about 4 giga or about 4 billion users (or clients 1) to be

prescri bed. -Keys placed at nodes. on the 32 hierarchical layers are -each.
a:. DNK (Device Node: Key) Keys for a device or keys for a license are

~ placed along a path passing through nodes at the 64 (= 8 + 24 + 32)

hi erarchi cal |ayers. Thus, such a path is associated wth a device or a

| i cense: To put it'concretely,'content. keys used for encrypting a content.

are encrypt keybatkepsh pfathe subordésnagessedeshisugissiogiatedt wikbsaci at ed

with a. license for the content. A key at an upper hierarchical |ayer

i s, entrypt edikynesi.ngThas, ditets pobsibleate kegsoniba 2Ui ndeehgelsel ow

hlerarchlcal | ayer and put in an EKB to be described |later by referring to

Fig. 15. A biKasbuthees ReghoBrhaboatchi.camilayon i19ceplseput Firther EKB, but
i ncluded in-service data to be granted to the client 1'of the user. The

client 1 usgapar@Kaies! %etiuéﬁ 1dfed i gpdeCard O30 ni¥Phrankex:l YaveRs s
pl aced on a hierarchical layer directly above the DNK and included in the

KB shown_| gniEhdariSe 29 Id Sl SHTIdet Rl 0l 4 M giaiay of 4L the

content. The clie en uses t ecrypted key to decrypt  a key, which
. i's placed OQb@uQ'ﬁrﬁaiaEgﬁlusg¥§r(or clients 1) to be prescribed.

Keys placed at nodes on the 32 hierarchical layers are
‘éach--a. DNK (Device Node: Key) . |

Keys for a device or.keys for a license are placed
gloné a path passing through nodes aﬁ the 64 (= 8 +.24 +
32) hierarchical léyers. Thus, such a path is associated
with a device or a license. To put it concretely, content.
keys used for ehciypting a content are encrfpted by'keys
placed aﬁ nodes passed through bf a paph associatgd with
a.license for the cohﬁeﬁt. A key.at an upper hierarchical
layer'is‘enCrypted.by using its_direct subordinate key on
a_dirgctlf below hierarchical iayér and put in an EKB to
be described later by referring to Fig. 15. A DNK on the
bottom hie;érchical layer is not put in the EKB, but
included in.service data to be granted to the client 1 of
the user. The client 1 usés-a DNK included in the license
to decrypt a key, thch is placed on a hierarchical layer
directly above the DNK and included in the EKB shown in

Fig. 15. The EKB is distributed along with the data of
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directly above the decrypted key and included in the EKB. This decryptlon

process is carried out.repeatedly till the client 1 is capable of
obtaining all keys placed at nodes passed.through by the pat h associ at ed
with the license. Fig. 14 is a diagramshow ng typical 'cla-ssif"' cation

. of categories each associated with a key ofa hierarchical tree structure.
~As shown in Fig. 14, on the top of the hierarchical tree structure, a root
key KR2301 is set. On an interhediate hierarchical |ayer under the root.
key KR2301, a node key 2302 is set. On'the bottom hierarchical |ayer, a

| eaf key 23@Bei sostentEacthelevltent hhistheh casekeyhe nbeerkeyed doely t be 1 oot
key. The nodes keys owned by the device are provided along a path, which

is associ at adcwiyblt hhkegevivhéchndscplaeedSonhe heakakenuicald Lhgetroot key. A
predeterni ned node on an Mh hierarchical.layer fromthe root key is set

as a cat egogireeéey23Bével RhkhaeceypBlicekehoundi inkhdded3inl eheMeRe .8. Each
node on the Mh hierarchical-layer is used as anode for setting a root

key for a d@nasea@%&&@t&bﬁgpkecasgpﬁglEagrﬁaaeaaeyrepzbasa1§ tQ13ay, a
device of a category I's associated wth 42 a path-starting at a node on the

M h hierarchgaliiayer s 18238pa81EN6UGRA2MSR0016 Mcbyd) biadRg hever

hi erarchi ca
'nodes passed.through by the path associated with the

licénse.
Fig. 14 is a diagram showing typiqai élaésif{cation_
_ qf categories each;associated with a key of a
hierarchical tree structure. As shown in Fig. 14, an the
top of the hieraréﬁical tree structure, a root kﬁy KR2301 -
is set. On.an i;termediate hierérchical layer under the
rbot.key KR2301, a node key 2302 is set. On the bottom
hierarﬁhical layer, a leaf key 2303 is set. _Each device
has a ieaf key, node keys and the root key. The nodes
keys ownéd by the device are provided along a pgtﬁ, which
' is associated with the device and connects the leaf key
to the root key.
| A predetermined node on an Mth hierarchical layer
from thé root key is set as a cﬁtegory node 2304. 1In thgﬁ
example shown in Fig. 13, let M be 8. Each node on the
Mth hierarchical -layer is used as a node for setting a.
root key'for a device pertaining to é specific category;

That is to say, a device of a category is associated with
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Iayeré, and ending at a | eaf on the bottom hierarchical |ayer. Aésune

that, at a node 2305 on the Mh hierarchical |ayer of the hierarchical
tree structure shown in Fi-g. 14, a category of a nenory stick. (tradenark)
is set. In this case, l'inked nodes and | eaves below this node 2305 are

used as nodes and | eaves provided specially for the category including a.
variety of devices each using the nenory stick. That is to say, nodes and
d-a | eaf under the node 2305 are .defined as a set'of nodes and a |eaf,
which are related to a device defined .in the category of the nenory
stick.. . |naapdthi spareingdatoa aol@keeconr thecHMkhl Ajerasehteadl lapee}s bel ow
the Mh..hierarchical |ayer can be-set as a subcategory node 2306. In the

hi er ar chi Capabs€8gSth¥6hghenodBsWeni IMFikg1) 4, aBdN0ERe®NhePaeeRichl cal
| ayer two |evels below the nmenory-stick-category hierarchical |ayer, on

whi ch the nQQge§§05ah§ Eﬁé!hgeﬂt hS188k 88 eheSUBERbMJRi¥rAPERichbal is, a
node for a subcategory included i'n the category of devices each using a

- menory stlgg efFurthernore, on a hierarchical |ayer under the node 2306
for a subcategory of pl ayback-only equi pnent, a 43 node 2307 for

a, tel ephone with g JHOEL TQLE 0 &Y LAEE 2588 6n' néShen %&aarét?icezﬂhone .S

|ncluded in the

" layer of the hierarchical tree structure shown in Flg. 14,
a catégory of a memory stick. (trademark) is set. In this
case,'linked nodes ah& leéves below this node 2305 are
used as nodes-and leaves provided specially for tﬁe
category including a.variety.of devices each using éhe
ﬁemory sﬁick; That is.td say, nodes and.azleaf undgr:the

" _node 2305 are defined as a set of nodes and a leaf, which
are related to a device defined in the cateéory 6f the
memdry stick.

In addition, a node on a hiérarchiéal layer several
lévelé-béiow the Mth hierarchical layer can be set as a
éubéategory ﬁode 2306. In the hierarchical tree structure
shown in Fig. 14, a node on a hierarchical layer two
levels below the memory-stick-category hierarchical layer,
on which the node 2305 is providéd, is set as a
subcategory node, that is, a node for a subcategory
included iq the category of devices each using a memory
stick. Furthermore, on a hierarchical layer uﬁder the

node 2306 for a subcategory'of playback-only equipment, a
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category of pl ayback-only equi prent. Moreover, on a hierarchical |ayer
under the node 2307, a PHS node 2308 and a cel |l ul ar-phone node 2309 are
provided.. A PHS and a cellular phone are included in the. category of a
tel ephone with a -functi-on* to play back nmusic. In addition, categories
and subcategories are .provided not only for devices but also for nodes
controlled by.a nanufacturer a content prOV|der and a charging _
institution independently or any arbitrary units, whi ch.can be processing
units, control.units, presentation service units or the li ke. .These units
are each rebder8d07ofas antehephppewnith asfungéheni to pdelinbegk term
Assune that a category node is-set as a .root node provided specially for
-a gane machimoei¥YZssekd. bSuch ganeeleplivme imnidearidedrinlthéhjs case, the
ganme- machi ne manufacturer -is capable of selling the game wmachine XYZ by

storing nodeakeysrgnefaphagbakRyont4i efuipmenpr oviélesower hi ek aachi cal
| ayers bel ow.the root node, in the ganme machi ne XYZ. Then,. encrypted

contents or hder¥2thek¥10fake¥SuatierdeAbl hBakeda o9, hhemkexsaar a3gpdat ed by
generating an EKB. The EKB conprises of node keys and a |eaf key, which

are providegngng hb@ii‘& Bi-C8 %ahgyﬁaae‘léabel Qpet B%owatednodf 1303 %&asaway, it

S p055|ble to dlstrl ute ata usable only by a device under-the root
cellular phone are included in the category of a

: télephone with a function to play back music.

In addition, categories'and subcategories are
.provided not only for devices but also for nodes
controlled by a manufacfurer, a content'provider and a
.chargiﬁg institution independently or aﬁy arbitrgty units,.
which caﬁ be processing units, control units, |
presentationiservice units of the likéi These units aré
each refe;red to as an entity, ﬁhich is a generic
technical term. Aésume that a category node is set as a -
‘root node provided speciallf for a game machiﬁe XYZ sold
bf a éame-machine manufactufer. In this case, thé game -
machiné-manufacturer is capable of selling the game
machine XYZ by storing node keys and a leaf ke}, which
are provided on hierardhical layers below the root node,
in the game machine XYZ. Theq,_encrypted contents or a
variety of keys are distributed, or the keys are updated
by generating an EKB.  The EKB comprises of node keys and

a leaf key, which are provided on hierarchical layers
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node. As descri.bed above,.a node is used as a root node and nodes on

hi erarchical |ayers below the root node-are each set as a category-rel ated
node or,a subcategory- related node. In this way, an institution such as a
manuf act urer or a cont'ent provider, which nanages a root node on a

" category. hierarchical l.ayér-or a subcategory hierarchical |ayer, is
capabl e of generatlng an EKB {Enabl-ing Key Block) with.a key at the root

- node used as "the root key thereof by itself and. distributing the. EKB
to"devi ces pertaining, to hierarchi.cal |ayers below the root node. Thus,
it is possibekowothedavetthed&cysImfthie wdEK.BthiB)lnomréfédzns at all on
devices pertaining to a category node not-serving as'a subordinate to the
root node.dfssypputballatanusdblérenlgt byuchudevibewsnder Ftie-#dot four
devices 0, 1, 2-and 3 pertaining to a group share comon keys KOO, KO and
KR as-node kggs. By using this node-key-sharing configuration, a conmon
content key can be provided only to devices 0, 1, 2 and 3. For exanple,

node. key KQO itsel{g gdichindd Me¥ed Pnsyi £8udba las @ AL hods Set as

the common content key. In this way, it 45 is possible to set a content key

common 10 dgyiicg3als” dn 18P dntbhiO¥hybER BEL bl Ele 2 O8Y HSde dFe?"

al ternatlve
each set as a category -related node or a subcategory-

related node. 1In this way, an institution such as a
manufactcrer or.a content provider, which manages a root
-node on a category h1erarch1ca1 layer or a subcategory
h1erarchica1 layer, is capable of generaclng an EKB.

. {Enab11ng Key Block) with.axkey at the root nooe used ae
the root key chereof by itself andidistriﬁuting the_EkB
to'devices pertainiog to hierarchical 1ayere below the'
root node. Thus, it is.poesible to update'the keys of the
EKB yithout no etfectsfat all on devices pertaining to a
category node not serving as a subordinate to the root

’ node. |

Assume that; in the tree structure shown in Fig. 12,
fouf devices 0, 1, Z'ehd 3 pertaining to a group share
common keys K00, KO and KR as node.keysl By_using-this
node-key-sharihg_configuration,'a common content key can
be provided only to devices.o, 1, é and 3. For example,
_code.key K00 itself, which is shared by devices 0, 1, 2

and 3, is set as the common content key. In this way, it -
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~a new content key Kcon is encrypted by using-the node key KOO to result in
an encrypted val ue Enc(KO00O, Kcon), which is then distributed to devices-0,
1, 2 and 3. by way of a network or by storing the value Enc(KOO, Kcon) in a
storage nmediumdistributed to devices 0, 1, 2'and.3. In this way, only
devices 0, 1, 2 and 3 are capable of decrypting the val ue Enc(K00, Kcon)
by-using the common -node key KOO shared by devices 0, 1, 2 and 3 to
produce the content key Kcon:' It should be noted that notation Enc(Ka,
Kb) denotes data obtained as a result of encryption of a key Kb by using a
key Ka. |n dadigossiblastonzethal con tiem'tdkeyocommbnattoa depdicels ©0i,nd;t t hat
keys KOO1l.1, KO001, KOO, KO and KR owned by device 3 have been anal yzed and

identified lzy and3Ckarchout) trdnsnEaxdng 2 Aekdyd Phet aat addeznaxikanged
thereafter in a system (or a group of devices 0,.1, 2 and 3); device 3

needs t0 be ad@eRC kM tientMidehe Kbt 88 entrydtdd BbYN usNAEE they 2oEeCkey<00, KO
and KR need to be wupdated to respectivefy nem/EgggsK(??001, ﬁ(t)og?KK(t)O

and K(t)R t e dd 3afliale! 9% LR J2Wr5Pted Yl Znd (kooShdosh)be Wadlgd t hat
3 & ke IQ?& t and i

notation K(t)aaa is an-update y Of generation of time polnt S

obt ained by jupqaldinQ; 13 1BuitPY K32Fevices 9IS B9ah ¢ BY LAY 6 A"
updat ed. key I's : _ :
network or by storing the value Enc (K00, Kcon) in a
stérage medium distributed to de&ices 0, I, 2 and 3. 1In
this way{ only aQViées 0, ;, 2 and 3 are capable of
decrypting the value Enc (K00, Kcon) by using the common
node key K00 share& by devices 0, 1, 2 and 3 to proﬁuce
" the content key Kcon. It should‘be.ﬁoted that notation
Enc(Ka, Kﬁ) denotes data obtainéd as a.result.of_ |
-'encryption of a“key Kb by using a key Ka.
| In.addition, assume that it is discovered at a
point time t that keys K0011, K001, K00, KO and KR owned
by device 3 have been analyzed and identified by a hacker.
In this case, in order to protect data exchanged
‘thereafter in a system (or_a group of devices 0, 1, 2 and
3), device 3 needs to be detached from thé'syétem. In
addition, node keys K001, K00, ko and KR need to be
updated to respectively new_keys K(t)o001, K(t)oo, k(t)d
and_K(t)R to be traﬂsmitted to devices 0, 1 and 2. It

should be noted that notation K(t)aaa is an updated key

of generation.of time point t and is obtained by updating
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expl ai ned bel ow. For exanpl e, keys are updated as follows.. |In the case of
the processing to update. keys for devices 0, 1 and 2 as described above, a
t.able is supplied to devices 0, 1 and 2.by way of a network or by storing
the table in a storage. unit and supplying the storage unit to devices 0,
| a nd 2. The table is :block. data called an' EICB ((Enabling.Key Bl ock)
shown in Fig. 15A It should be noted that the EKB (Enabli.ng Key Bl ock)-
conprises  encrypted keys for distributing newy updated keys to devices
associated wth | eaves at the nodes on the-bottom .hierarchical |ayer of a
tree structarkeyi Keadhe one shown in Fig. 12. The EKB (Enabling Key Bl ock)
"is also called a KRB (Key Renewal Bl ock). The EKB (Enabling Key Bl ock)
shown in Fig. 15A Pfoceéddiind Utedd Bstibiocke dad aupduwted dtepeigipdat ed by only
a device requiring node keys thereof to be updated. The typical EKB shown

in Fig. 15AekE15iﬁél! BalawCr epéLlexbhpl e ANkOPs C&Eé Ve @A tEd Sd4 | Po116Es .
updat ed- node keys of generatlon of time point t to devices 0, 1 and 2 of -

the tree SfhUehUr8agBOWR kHeF 90c3251ﬁ§ 8 QBHEQHSkE?angkgdevigesdeV'Ces
0 and 1 each require K(t)O0O0, t)0 and t) R as updat ed node keys. On the

other. hand, gde 'Sﬁd224Zsr889&&?5e§<5b£v@01 EéQQQlisKéﬁﬁﬁlﬁeﬁ ge)R as

updat ed node
-devlcgs 0, 1 and 2 by way of a network or by storing the

table in a storage unit and supplying the storage unit to
devices 0, i-and é. The table is‘Bloék-daﬁa called an EKB
'(Enabling.Key Block) shown in Fig. 15A. It'shéuld be .
noted that the EKB-(Ehabling Key Block) comprises |
encrypted keys for_diétributiﬁg newly updatéd-keys to

~ devices associated with_igaves at the nodes on the bottom
_hierafchical layer of a tree structuré like the one shown
in Fig. 12. The EKB (Enabling Key Block) is also called a-
KRE (Key Renewal Block).

The EKB (Enabling Key Bloc¢k) shown ;n Fig. 15a is

. gtfuctured as block data that can be updated by only a

- device fquiring néde_keys théreof to be updated. The
typical EKB shown in Fig. 15A is block data created with
an_objec;ive.of distributing updated-node keys of |
generation of fimé point t to devices 0, 1 and 2 of the
tree structure shown in Fig. 12. As is obvious_from Fig.
12, devices 0 and 1 each require K(ﬁ)OO,.K(tXO and K(t)R

as updated node keys. On the oﬁher hand, dévice 2
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As shown in Fig. 15A, the EKB includes a.plurality of encrypted keys. An
encrypted key of the fifth colum of the table fromthe top.shown in Fig.-
15A is Enc(K0010, K(t)001), which is.an updated node key K(.t) 001
encrypted by using a-leaf key X0010. owned by the device 2. The.

.. device*2:is thus capabl e of obtaining- the updated node . key K(t)001 by.
-decryption of the-encrypted key Enc(KC010., K(t)001l) by -using the |eaf key
KO010 owned by devi-ce 2 itself. in addition, by using the updated. node
key " K(t)001 obtained as a result of the decr yption, it is  possible to
decrypt an eFeaypres Ké?’ﬁﬂ%(KKﬂFb@Q;-Kk¥290®?d 8(tiReagoupdated| nedeof the
table shown.in Fig. 15A to result in an.updated node key K(t)00.
Thereafter, . k@¥8uch a sequential decryption process, an encrypted key
Enc(K(t)00, K(t)O of the second colum of the table showr in Fig. 15A is
decrypted to resul tAs rshawre iupdaiiged I5rde ey BKE )irdkludesha il ddeidised for
decrypting an encrypted key Enc(K(t)0, K(t)R) of the first colum to

result in thefumetedteddeekey i )dhcr@pidE K ha&3f hanel £ e 1P an KOO0 i s
not a key to be updated. Updated node keys required by devices 0 and 1

associ at ed vf hti@desble affort £K8 | ¥Rbwn 4R Kigt)P6n 48 ﬁﬁélﬁo@ﬂ@ K(t) R
-Devices 0 and 1 associated with nodes O and 1 respectively each use
deVICG keys KOOPGo end WO is an updated node key K(t)001 encrypted
"by using a-leaf key K0010 owned by the dev1ce 2. The -
?device'zsie.thue capable of obtaining the updated:node
#ey K(t) 001 by decryption.of the encrypted key Enc(K0010,
K(t)001) by using the leaf key K0010 owned by device 2
itself. 1In addition, by using the updated node key
K(t)OOi obtained.as a result of the decryption, it is
_possible to decrypt an enerypted key Enc(K(t)OOi; K(thO)
* of the fourth column of the table'shbwn.in Fig. 152 to
-result in an updated node key K(t)OO
fhereafter, in such a sequential decryptlon process,
an encrypted key Enc(K(t)OO, K{t)0) of the second column-
of the table shown in Fig. 15A is decrypted to result in
" the updated node key K(t)o, which is then used for
decrjpting an encryptedlkey EﬁtkK(t)O, K(t)d) of.the .
first column to result in the updated node keydK(t)R.
.On the other hand, a node key K000 ie not a.key to

be updated. Updated node keys required by devices 0 and 1

associated with nodes 0 and 1 respectively are K(t)O00,
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to decrypt an encrypted key Enc(KO00, K(t)00) of the third colum of the
table shown in Fig.-15A to.obtain an updated node key K(t)00." Thereafter;
in the sequential decryption process, an encrypted key Enc(K(t)00, K(t)O)
of the-second colum of the table shown in Fig. 15A is decrypted to result
in the updated node key K(t)O, which is then used for decrypting an
encrypted key Enc(K(t)O K(t)R) of the first colum to result - in the.
updated node key K(t)R In this way,. devices 0,.1 and 2 are each capable
of obtaining the updated node key K(t)R It should be noted that. indexes :
shown in Fi §.(t) 05AndaKd taRs ol Reel celnlr @samd bfaswoeikegd witth Imadekeys. The
node-keys and | eaf keys are each used as a decryption key for decrypting

an encrypt ednley gespbetivedy eadh abet Hevitegkegs YHO00i andsk0OD1Nnecessary
to update a node key K(t)O on an upper hierarchical |ayer of the tree

structure gBowRckPpti @n éacépstbheke?%n&ekotsbt)R(ﬂ\fobbeoftthé necessary
-to carry out processing to update only a node key KOO, an updated node

key K(t)00' ganrBecdhahhl Bet eflet ‘Eabi@vbﬁeﬁn inlragd. 2s5RYcHSbpdadn BB
(Enabling Key Block) shown in Fig. 15B. 49 The EKB shown in Fig. 15B can

be used for,,ghgbh! RYGENReLYRI(EFODY “ﬁ%fé’é‘f@é‘f. KEY Se k0 Wl &k Apy1 ces-
- decryption process, an ercrypted key EnciK(t)OO, K(t)0)
of the~§econd column of the table shown in Fig. 15A is
deérfptéd to resulf ig the updated node key K(t)0, which |
is Eheﬁ uged fofﬂdec;ypting an encrypte&_kgy Enc (K(t)O0,
fK(tiR) of the firét column to result in the updated:npde
-7fkéy K(t)R. In this.waf, devices 0, 1 and 2 are each
 capab1e of obtaining the updated node key K(t)R
It should be noted that 1ndexes shown in Fig. 15A
'aré gbsolute add;esses of node keys and leaf keys. The
hodq keys and 1e£f keys are each used as a decrypﬁion key
.for decrypting an encrypted key on the right side of the
figure. |
When it is not necéssary to update a node key K(t)0
. bn an'uppef hierarchical layer.of ;he tree structure
shown in‘Fig. 12 and tﬁe roét kéy K(tfR, while it is
necessaiy to carry out processing to update only a node
key K00, én updated node key K(t)00 can be distributed to
devices 0, 1 and é.by.using an EKB (Enabling Key Block)

shown in Fig. 15B.
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pertaining to a specific group. Assune that'devices 0, 1, 2 and 3
pertaining to a group enclosed by a dotted line in.Fig. 12 each use a
recordi ng medium and require a new conmon content key K(t)con. In this
case, data Enc(K(t)00,- K(t)con).-is distributed to-devices 0, 1, 2 and 3
along with the EKB shown in Fig.-15B. The data Enc(K(t)UO K(t)con) Is.a
result, of encryption of the newy updated content key K(t)con conmmon to
devices 0, "1, 2 and 3. ' The newy updated content key K(t)con is encrypted
by using- K(t)OO which is a result of encryption of a node key KOO . conmon
to devices.0, 1., TheurRKB simywn in Fite B3R rgan e wieed for(K(t) 0,
K(t)con) can be dlstrlbuted SO that equi pnent of other groups such as .
_device 4 cadastrdbutypy. typheathyr ppvedodsient Xeys commonsty, ddeicess 0, 1
and 2 are ‘each capable of decrypting encrypted data by using the key '
K(t) Q0 obt perediaing tosdl spatiEKB groupssiXgsume otitet devidéain, 1he
content key K(t)con of generation of tinme point t. Fig. 16 is a diagram

show ng typecahdpBopestaifingatsi &dgeuhpbyndevea By whaebreasiigeei ved the
data Enc' (K (t) 00, K(t)con) and the ERN shown in Fig. 15B through a

recording nedi gay. t92OghéhnuEQeaCQEESBElﬁEYmEQJ.W 688 Pbgaeperathew of tine
point t. As described earlier, the data Enc(K(t)00, K(t)con) is a result
.of - . commqn content key K(t)cop.' In this case, data Enc (K(t) 00,
"K(t)con) - is digtributed tq;dévices 0, 1, 2 and 3 along
with the EKB shown in Fig. 15B. The data Enc(K(t)00,
-_.K(t)con) is a reéult'of encryption of thg newly upaated
content key K(t)con common to devices 0, 1, 2 and 3; The
_ newly updated céntent key k(t)con is encrypted by using
'_K(t)oo which is a result of encryption of é node key K00
coﬁmon to devices 0, 1, 2'andf3. By this, the encrypted
data Enc(K(t)00, K(t)con) can be distributed so that
equipmeﬁt of other groups such as device 4 cannot'decrypt-
the encrypted data. |
Tﬁat is to say, devices 0, 1 and 2 are each capable
of @ecrypting encrypted-data.b& using the key K(t)o00
obtained as a result of EKB processing in order to obtain
the conteﬁt key K(t)con of genéﬁation §f time point t.
Fig. 16 is a diagram shbwing typical processing
carried oﬁt by device 0, which has ¥eceived the data

Enc(K(t) 00, K(t)con) and the EKB shown in Fig. 15B

through a recording medium, to obtain the content key
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encryption of.the newy updated content key K(t)con common to devices O, ,
1, 2 and 3. That is to say, in this typical proces'sing,.encrypted nmessage
data distributed by wusing the EKB is the content key K(t)con. As shown in
Fig. 16, in the same EKB- processing- as that described above, device O
generates a node key K(t)00 by using an EKB of generation of time point t
and a node key KOOO stored in advance in the recording nedium by itself.
The EKB has been stored in the recording nedium Then, device O uses the
updat ed node key K(t)00 obtained as a result of decryption to decrypt the
ipdated coRfthtorepfKgepevatidevoetbnehpainhctypths idednrikadg a | eaf
key .KOOOO owned only by device O for later use: Fig. 17 is a diagram |,
showi ng a-tgprtderfothet dataaBncEKBt] E0abKi(bYcEry Bsoakresdlueofi on 601 is
an identifier indicating a version of the EKB (Enabling-Key Block). It

shoul d be nehegypbabnt BE YReshewloOdphasefusshtens kéydr{eysoni ng the. nost
recent EKB and of indicating the. relation with contents. -A depth is the

number of - BbmmadhClbCcakviakere,i 0,azhhgaanchimmdt tieecStddiet WP fis a
device serving as a destination of the EKB (Enabling Key Block). A data

g?]?L:rEﬁg3tggéﬁa?gb9565s99h8t'QHcEQFéeélmEQ§h§é°&atE didel frheehi pp 606 =
: g Key | ock ag pointer 604 is a pointer polnting
to.the . using the EKB is the content key K(t)con.
As shown in Fig. 16, in the same EKB processing as
that-Qe9cribed above, device 0 gene;ates a node'key |
g(t)do by-using an EKB of'generatien of time point t and
a node key K000 stored in advance in'the recerding ﬁedium
-by-itself. The EKB has been stored in the recording
..medium | Then, device 0. uses the updated node key K(t)oo
. obtained as a result of decryption to decrypt the updated
content key K(t)con. Device 0 then encrypts it by using a
Aleef key K0000 owned only by device O_for iater.use;
Fig. i7 is a diagram showing a typical format of an
EKﬁ (Enabling Key Biock). A version 601 ie an identifier
indicating a version of the EKB (Enabling Key Block). ‘It
_should be noted that the version 601 has functions of
determining the most recentnEKB'and of iﬁdicating tﬂe.
relation with contents. A depth is the number of
hierarchical layers in a hierarehical-tree structure fer

a device serving as a destination of the EKB (Enabling

Key Block). A data pointer 603 is a pointer pointing to a

51



position of a tag 607 and a S|gnature pointer 605 is a p0|nter poi nting to
the position of a signature 608. The data portion.606 is typically
encrypted updated node.keys,. that is, ‘encrypted keys obtained as a- result
of encryption of updated node keys as shown in Fig.- 16. The tag 607 is a
tag show ng a positional relation between encrypted node keys and
encrypted |'eaf keys. The encrypted node keys and the encrypted |eaf keys
are ‘included.in the data portion 606. A rule of providing a tag.is

expl ained by*referring to Fig. 18. Fig. 18 is a di agram show ng-an exanpl e

of transni tpodption BB 4 Riebd | perkbon BE06kdf €XO| BRBE(ENEBIiner REY
referring to Fig. 15A. Data in this case is shown in Fig. 18B. The address

of a top nodsiésk) uded day LR WULd K pdidted gditiny & aed to as
a top- node address. In this exanple, since an'updated root key K(t)Ris

i ncl uded, t[}ﬁ‘o) 5 Ofd&‘fa&'dfééssd)'i & é”si&hétufésﬁolﬁ{?éres‘@ﬁmié adata

Enc(K(t)O, the first colum correspon s to a position POin a

hi erar chi cal 5o {4 €8 5iﬁiiﬁ %mwﬂbﬁggg%?%%& é% ?%EggégétQQQ K(t)0) of

t he second cd?unn co responds to a ower Teft side of
the position PO in he |erarcq?pal st u ture Qﬁ ta on
a hierarchical | ay(::-IIrh dh t&Npor od‘eterm‘lh 03|atc‘|'1(}'n &cr%te daar &t cal

tree node-kgys,.that is, encrypted keys obtained as a result
of encr&ption of ;pdated node keys a§ shown in Fig. 16;
The tag 607 is a tag showing a positional relation
.bétween'encrypted node keys and encrypted leaf ke&s. The
encrypted node keys and the enérypted leaf keys are.
-inéluded in the data portion 606. A rule of providing a
'tag is explained by'refe:rihg to Fig. 18. |
Figf 18 is.a diagrgm showing ‘an example of
transmitting an EKB (Enaﬁling key Block).explained
earligr by referring to Fig. 15A. Dﬁta in this caée is
shown-in Fig. 18B. The address of a top node included in-
an.enérypted key at that time is referred.to as a top-
node address. In this example,131nce an updated root key
K(t)R is included, the top-node address is KR. In this
case, for example, data Enc(K(t)0, K(t)R) of the-fifst
column correspondé to a position PO in a hierarchical
tree structure shown in Fig. 18A. Data Enc(K(;)OO, K{t)o0)

of the second column corresponds to a position P00 on the

lower left side of the position PO in the hierarchical

52



structure, the tag is set at 0. If there is no data on a hierarchical

| ayer bel ow a predeterm ned position of the hierarchical tree structure, -
on the other hand, the tag is set at 1. Tags are set in the follow ng
format: {Left (L) tag, Right (R tag) explained below At the positian
POO tin the lower.-left-side of- the position PO ‘corresponding. to the
data Enc (K (t) .0, K(t)R) . of the first colum.shown.in.Fig. 18B, there
_is data. Thus, the L fag is set at.0. At a position on the |ower right
side of the position PO, on the other hand, there is no data. in this
case, the Rtrgg istructuzxe.l. Ifnthere imydataromaghhierarchical lhageret.

. 'Fig. 18Cis a diagramshowing a .configuration including a typical array
of pieces obelatwaa predetexmiagdoposdgdion Aft ahei hierarchiicadi txiee which
position in the tree Sstructure.the correspondi ng data Enc(Kxxx, Kyyy) is

| ocat ed at. sthackayedatheEnagkKisX selfyny) oandisotherset Psefo datahén a

data' portion 606 is no nore than an array of keys, which have been

encrypted i RiargirdplieataYaydit BelBe hagredeserhbaddapouscibanveerndt is
possible to.ident.ify the position of* an encrypted key, which is stored

as data, inpjeharchieadt thekUberudtiulelt ohhenkagtiesChahad #heVeag t 53 is
.al:'so possible to construct data by using node indexes associated with
pi eces of engryRriededata @§g§56£geséésfp the'following format: {Left
(L) tag, Right (R) tag} e#plained beloﬁ. At the position
gPOO~dn the lower left side of the poéitiﬁn.PO
correéponding.to the déta Enc(K(f)D, K(t)g)_of the first
column .shown in Fig. 18B, there is data. Tﬁus. the ﬁ tag
is set at. 0. Af a.pdsition on the lower right éide of the
pbsitibn.PO, on the other hand, there is no data. Inlthis
case, the R tég is set at 1. 1In this way, for each data,
tégs'are set. Fig. 18C is a diagram showing a
configuration including a typical array.of pieces of data
and an'#rray of tags..
A tag is get to indicaté wﬁich pdsitiqn in the tree
_ structure .the corresponding data Enc (Kxxx, Kyyy) is
located at. The key data Enc (Kxxx, Kyyy) and so on stored
in the data'portioﬁ 606 is no mbre than an array of keys,
which have been encrypted in a simple way. With the tag
described above, however, it is possible to identify the

position of an encrypted key, which is stored as data{ in

the tree structure. Without the tag described above, it

53



with the configuration explalned earlier by referrlng to. Fig. 15. An
exanpl e of the data construction is given as follows: 0: Enc(K(t)O, K(t)R)
00: -Enc(K(t) 00, K(t)O -000 Enc (K (t) 000;- K (.t) 00) In a
conflguratlon usi ng such indexes, however, redundant-data is resulted
i.n-and the anount of data thus increases. - As a result, such.a
configuration is not desirable for distribution through a network or for
other purposes. By using tags as index data show ng the- posi tions of
keys, however, the positions of-keys can be recogni zed bg using only a

smal | anDunPsoﬁlaatH°S?HBIEKB°fSPRﬁFrPStfG?FﬁePYe%ﬁPBHnEG ByiR@eXefing .
back to-Fig. 17. The signature 608 is an electronic signature put by an

i nstituti onapssaingednwichprienasl pgenkeyptBiodryra ERakpl sBeotasech an
institution are a key managenent center (the |icense server 4), a content,
provi der (tHétbonhencoaénguras}oandxalahaeglagrlnastbyureﬁertihg tbar gi ng
server 5)., A device receiving the EKB confirns.that the EKB is a valid EKB
i ssued by aRigautlboriXxmedexdthblssafrtivy da e adonet auddibon i tatgiren s It i s
possi bl e to sunmari ze processing to utilize a content supplied by the
content serg¢eLldws:the basis of

0: Enc(K(t)0, K(t)R)

00: Enc(K(t)00, K(t)O)
000" Enc (k{t) 000; K(t)O00)

In a configuration using such indexes, however,
‘redundant ‘data is resulted in and the amount of data thus
increases. - As a result, such a configuration is not
desirable for disfribution thrgugh a network or for other
purposes. By'using~tags as index data showing the
positions of keys, however,'the positions of.keys cén be
recognized by using only a small amount of data.-:

The EKB format is further explained by referring
back to Fig. 17. The signature 608 is an electronic
signature put by an institution issuing the EKB (Enabling
Key Block). Examples of such an institution are é key
management center (the license server 4), a content"
provider (the content server 3) and a charging

- institution (the charging server 5). A device réceiving'

the EKB confirms that the ERB is a valid EKB issued by an

authorized EKB issuer by signature authentication.
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a license issued by the license server.4 as described above into what is
“shown in Fig. 19'. As shown in the figure; when the content'server 3 e
provides a content to the client 1, the license server 4 issues a |icense
to the client 1. The'content is Enc(Kc, Content), which is a notation

i ndi cating that the. content has been encrypted by a content.key Kc. The
content key Kc is encrypted by using a root key KR to produce Enc(KR

Kc). The root key KR is obtained fromthe EKB and corresponds to the key
KB"c shown in Fig. S. The content keyEnc(KR Kc) and. the EKB are then
added to the encryptis possible theswumpize KexorersimR txmtiltive BKB - and
the encrypted content are finally supplied to the client 1. As shown
in.Fig. 20, contebBsupplilhedekgnphe sbntenti seFvgr- 39ohypheabhgisnofudes Enc
(DNK, KR), which is a notation indicating that the root key KR has been

encrypted by aibbiseThesuelybySthe 2ibblsenskuded Unassa@escesbdata, the
client 1 is capable of obtaining the root key KR fromthe EKB. Then, it is

Possi bl e t0agbkai RntbN@naeNi8NEnkey K&~ Pygdegpyption of Enc(KR, Kc) - using*
the root key KR Finally, it is possible to obtain the 55 content

_by. decryption. of Bg(ifowtOMH e £5dwEe [ NPhef BN EN ok K Caerver 3

provides a conﬁent to the client 1, the license server 4
issues a license to the client 1. The content is Enc(Kc,
éontent), which is a notation indicahiné that the_content
has been encrypted by a content .key Kc. The eontent key
Kc is encrypted by using a root keleR to produce Enc(KR,
'Kc)}- The root key KR is obtained from the EKB and |
_cornesponds £e the key ngc shown in Fig. 5. The con;ent .
key .Enc (KR, Ke) and the EKB are then added to the )
encrypted content. The centent.key Enc(KR,'Kc), the EKB
and the encrypted content are finally supplled ‘to the
_c11ent 1

As shown in Fig. 20 the EKB in the example shown
-in Fig. 19 typlcally includes Enc (DNK, KR), which is a
notatlon indicating that the root key KR has been
encrypted.by a DNK. Thus, by.ueing a DNX included in
service data, the client 1 is capable of obtainﬁng ﬁhé
root key KR fnem the EKB. Then, it is possible to obtain

the content key KC by decryption of Enc(KR, Kc¢) using the

root key KR. Finally, it is possible to obtain the
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By assigning a DNK to each client 1-in.this may; it 1s also possible to
I ndividually revoke a client I in accordance with the principles shown-in

Figs. 12 and 1:5-. In addition, by including an additional

| i censé | eaf

'IDas.: 'a .part of data in the distribution, service data is associated

‘with-a license.so that it is possible .to avoid an illega
inthe client 1. Furtherrnore, by distributing a secret key

copy operation
and a

certificate for. each client as a service data, it.is possible to create a
content for whjich the secret key and a certificate for use by the client .1
are used tocpnteshtbyt lecendgtionr ofr BncdBer yCagtent) ansihfefbe operation to
copy the.content. . The use of the secret key and a certificate wll be

descri bed | abrtehy kefekeing to a flowchart shown in Fig.

28. As ‘descri bed

earlier by referring to Fig. 13, in accordance with the present invention,
a T systemfor nEEACidWidn DENSEDNRItE €4ER0OT Vel i HebOGIa cditi th a

category of devices each used for using-contents. Thus, a

plurality. of

DNKs. can bejgwaggobpokBebsantodeniaseiafaldy resuke, acenientsipentaining to

different categories can 56 be managed by usi ng one devi ce.

Fig. 21 is an

expl anat or y,di8g82a "Gt A9t he principles shown in Figs. 12 and 15.

In addition, by including an additional license

1eaf“Ip as.’ a -part of data in the distribution,

"service

data is associated with a license so that it is possible

to avoid an illegal copy operation in the client 1.

Furthermore, by distributing a secret key and a

certificate for each client as a service data,

it is

'pdssible to create a content for which the secret key and

a certificate for use by the client 1 are used to prevent

the end user from carrying out an illegal operation to

copy the content.

The use of the secret key and a certificate will be’

described later by referring to a flowchart shown in Fig.

28.

As described earlier by referring to Fig.

13, in

accordance with the present invention, a T system for

managing licenses at a category node is associated with a

category of devices each used for using contents. Thus, a

plurality of DNKs can be owned by the same device. As a

result, contents pertaining to different categories can
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assignnent of .a plurality of -contents to one device. To be nore specific,

a license for using content 1, to which DNK 1 is assigned,

a device Dl on the basis of the T system By the same token,

isre
con

.which DNK 2 is assigned. can be recarded - in -the .device DL by
transferrlng content- 2 froma CD to a nmenory stick In this way,
D1 is capable of sinultaneously handling.two contents, nanely, c

and 2, which are distributed by different systens, nanely,

the T

corded in
tent 2 to

t he device
ontents 1
system

and a device nanagenent system This feature cannot be inplenented in a -
case where bﬁlwa@nseQNhy|§SIasspgﬁedewecg device. An exanple of such a
case is a case in which an already assigned DNK'i.s del eted when a new. .
DNK is assigned. IRigdd2libs, ahoexpkanptery| ditagsamcaheybnges 1 and 2
shown in Fig. 22 are-assigned to each triangle of the 32 |ower-side

hi er ar chi calaslsigamenthednai plurgliti3ofBrontenitsats gneedieviaecat Bgory is
classified into subcategories for nmanagi ng smaller groups such as genres .
of the cont giet molrevebecafithe aCQilcefise Fokaulsitgocontent the teoRhikh and
di stribution services of the content. In the typical assignnment shown in

Fig. 22, fopnrS1 &@Shéﬁﬁgneb'CQ%SQe%%EGﬁQr&QSaldéﬂdc%*Dﬁrbﬁ|%hbo a jazz

genre and a rock genre respectively.. License-category 1

basis of the T system. By the same token, content 2 to

which DNK 2 is assigned:can;be recorded- in -the device D1

by transferring content 2 from a CD to a memory stick.

this:way, the device D1 is capable of simultaneousiy

handling two contents, namely, contents 1 and 2,

In -

which

-are distributed by different-systems, namely, the 7T

' system and a device management system. This feature

cannot be implemented in a case where only one DNK is

assigned to a device. - An example of such a case is a case

in which an already assigned DNK is deleted when a new

DNK is assigned.

In addition, for example, license catégories 1 and

2 shown in Fig. 22 are assigned to each triangle of the

32 lower-side hierarchical layers shown in Fig. 13. By

such assignment, a category is EIassified into
subcategories for managing smaller groups such as genres
of the content, levels of the content, retail stores of
the content and distributibn eerviees of the content.

. In the typical asgignment shown in Fig. 22, for
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I.s associated with contents 1 and 2, -each of which has a license IDof 1
and is distributed to users .1 and 3. License category 2 includes contents
3y 4 and 5, each of which has a license ID of 2 and is distributed to
users 1 and 3. As described above, 'in accordance with the present

i nvention, independent key nmanagenent can be executed for- each category.
In addition, instead of having a DNK enbedded in equipnent. and/or nedia, a-
DNK can al s6 be downl oaded to each equi pnent. and/ or each nedia in catal og
processing carried out by,the |icense server 4 so as to inplenent a

syst em al | oils§ancesed icenser cakegoriieskdy and 2i pegdaiinafioeat §a%Zovi de a
content that can be .used in all applications by adopting any techni que of
usi ng-the coenget aafit ar rockagienreofrespectdvedyt. whibente cagegdryol what
technique is adopted. For exanple, it is desirable to provide a content
that can be igsadsioriatednwithwicoh ténftiserieandcant eaichdioft whidh ®asser vi ces
or - different usage conditions. in order to provide such a content,

- according taiktkaser gpedl hnwaa iendikhe ibuted@seo a@krer 14ahdngt.i oning as an
aut henticating station 58 distributes secret keys and certificates of. :
~disclosed kgyenker chitegsey’ o! ihinded ¢oRitents! 36N4S abl) 59S each of
which has a license ID of 2 and is distributed to users 1
land 3. |
As described above, in accordance with the present
inQentioﬁ, independent key management can be execuéed-for
| each categorf. |
In addition, inétead of-having a DNK embedded in
'-eduipmént and/or media, a DNK can also be downloaded to
each equipment and/or'each media in catalog processing
carried out by'the 1icense server 4 so as to implement a
sttem allowing a uéér to purchase the key.
It is desirable to pfovide-a content thét can be
used in alljapplications by adopting any technique'of
'ﬁsing the content after creation of the content without
regard to what technique is adopted. For example, it is
desirable to provide a content fhaﬁ can be used in
domains with different content dist;ibution se;vices or
different usage conditions. In order to provide such a

content, accdrding to the present invention, the license

server 4 functioning as an authenticating station
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descri bed above. Then, the users each use a secret key to create a
signature to be put on a content in. order to assure the integrity of the
content and, thus, to prevent the content frombeing falsified. Typical
pr.ocessing of the case described above is explained by referring to a
-fflo*char,t shown' in .Fig'. ' 23*. To-be nore specific, the processing.
is a ripping process carried out by the user to record data played back
froma CDin the storage unit 28. As shown in the figure, the flowhart
begins'with a step S171 at which the CPU 21 enployed.in the client 1

. recei ves i ngdetad busesr segrest keysapad isentifientescofl digelosed

conmmuni cation unit 29. Then; at the' next step S172, the CPU 21 forns. a

j udgment - as keyswforhdheoseagatet kelys tocwsgad datldenfsutl)ai@st he step S171
includes a waternmark enbedded in the data of the content. The watermark
conpri ses 3-deistcxGBled @moweContTheh, | bther naérsngachnuse a-betrétigegertolf-a
watermark is detected,-the flow of'the processing goes on to a step

S173. at whi &realte GPYigahtudte iteS belpud [ono@eTontentX inaor delie veat er mar k.
if no watermark is detected, on the other hand, the watermark- extracting

process is slgshRedthed ilteyritly WFe theXlconitemtShad, thasCPYolbrevealtes
data of a header to be recorded for the content. The data
the content from being falsified.
'?ypical processing of the caée described above is
'éxpiained by refgrrihg to.a~flow¢ﬁart”showhzin~FigL'231
To -be more specific, the processing is é ripping process
_carried out by fhe user to_record data played-back frpm a
CD in the storage uhit 28.
As shown in the figure, the flowchart begins with a
éﬁep.8171 at which the CPU 21 employed-in the client 1
- receives inputted rec§rded data played back from a CD
from the commuﬁication unit 29. Then, at the'ﬁext step
S172, the CPU 21 forms a judgment as to whether or noé-
tﬁe recorded'data input at the step S171 inclﬁdes a -
watermark embedded in the data 6f'the conﬁent. The
watermark comprises 3-bit CCI (Copy Control Information)
and a 1-bit trigger. If-a wate;mérk is detected, ‘the flow
of the processing goes on to a step 8173 at which the CPU
21 carries out a-process to extract the wéﬁermark. If no

watermark is detected, on the other hand, the watermark-

extracting process is skipped.
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of the header conprises a content ID, a license ID, a URL representing an
access target.for acquiring a license and a watermark. Subsequently, )
at.the -next step S175, by using the secret key of the CPU 21 itself, the.
CPU 21 creates a digital signature -based on : the. data of the header.
‘created in the processing carried out. at the step S174. The secret key
has been obtained fromthe |icense server 4.at the step S67.0of the

fl owchart -shown in Fig. 7.° Then at the next step S176, the CPU
21-controls the encryption and decryptlon unit 24 to encrypt the content
by using a contentThey. ahethemaext #esp h8t7becthe LRIiZbdcrrater sane - ,
time' when acquiring the content (See .Fig. 5 or 9). . Subsequently, -at the -
next step $dd%ta 6PUa’headepr do baheedardedoﬁbm ahaagnntenbptlmhé daitsk 43
inafile format: Typically, the magneto-optical' disk 43 is a mini: disc.

It shoul d befnehedhthder cbmbhEsease ebnsefitniD,daskicufied 3B,t &eyrecordi ng
‘medi um the CPU 21 supplies the content to the codec unit 25 at the step

$176. The cedpeesufitingSafinaedesst kargekt €6k hbgage@hgdanceivehbet yaucally
t he ATRAC3 system The encoded content is further 60 encrypted by the

encryption ananQQﬁxpklon unit 24. Fig.. 24 is a diagramshow ng a nodel of
a content - '

'Subsequently, at .the next step 8175, by usin§ thg
secret key of the CPU 21 itself, the QPU 21 creaﬁesja'
digitaltsignatufefbased on:thgwdataief the headerquéated
in the processing carried out-at the step Sl74.. The
secret key has been thained from the license servef 4_at
the step S67 :of the flowchart.showﬁ in Fig. 7.

| Then, at the next stgp 8176, the CPU 21 controls
the encryption and decryﬁtion uﬁit 24 fo_éncrypt the
content by using a éontent‘key. The content key.has been

' acéuired at Ehe same time when acquiringlthe content (See

Fig. 5 or 9).

| -Subsequernitly, at the next step 8177, CPﬁ 21 records
the data onto a magneto-optical.disk 43 in a file format;
Typically, the magneto-optical‘disk.43 is a mini disc.

It should be noteé.tﬁat,'in the'casé'of'a mini disk
used-as the recording medium, the CPU 21 sﬁpplies the
content to the codec unit 25 at the step 3176.. ihe codec
unit 25 encodes the content in accordance with é&pically

the ATRAC3 system. The encoded content is further
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‘recorded on the recording nedium A watermark WM extracted fromthe

. encrypted content (E(At3)) is recorded -in aheader outside the content.
Fi:g. 25 is a diagram showing a nore detailed configuration of the file
format-in which a content'is recorded onto the* recording nedium As is
obvi ous from the typical configuration, a header including a content |ID
(AdD, alicense ID (LID,. a URL and a watermark (WM is recorded. In :
.addi tion, an EKB, data Enc(KR, Kc), a certificate (Cert), a digital header
(Sig(Header)), data Enc(Kc, Content), neta data and a mark are recorded.
The data Eneqexypked by the esnéryptiemcandtdecryptionoment24key Kc by
using a-root.key KR, whereas the data Enc(Kc, Content) is a result.of
encryption of the ®inf.er24 Hy audiegrare showiony kamodél ofthe dagitealt header
Si g(Header) has been generated on the basis of- the header. The waternark

I s enbedded récéhded Opi Etlie YScSIIMy mediudri IR witerhrd WM N addition to
the inside of the content, the watermark is also placed in-the header so.

that inf or meékereeréedeesh i thd "en GO €ad ont &St Wk GAERY K i&aRebErdegect ed

fast and with:ease. Thus, it is possible to quickly forma judgnent as to

whet her or npt 4-hgefder BN EMNAE FhdCsPPeEd. |t should noted that the neta
data typically
- ' Fig. 25 is a diagram showing a more detailed
configuraﬁion of thé file_format-in which a content is
recorded dﬁto.the'recording medium. As is obvious from
the typical configuration, a hgader ipcluding é content
ID (CID), a license ID'(LID),_A URL and a watermark (WM)
is recorded. 1In addition, an EKB, datg Enc(Kﬁ, ké), a
‘:certifiCate_(Cert), a digitél header (Sig(Header)), data
Enc (Kc, Coﬁtent); meta aata and a mark are recorded. The
data Enc(Kr, Ke) is a rgsult of encryﬁtion of a content
key Kc by using a-root. key KR, whereas the data Enc(Kc,
" Content) ié a_resglt of encryption of the content by
- using the content key Kc. The digital header 8ig (Header)
has'bégn geﬁeréted.on the basis of the header.
The watermark is embedded in the content. As shown
_iﬂ Figs7 24 ;nd 25, in.addition to-the.inside of the
content, the watermark ié also p;aced in the header s0
.that informatiqn'embedded in the content as the watermark

can be detected fast and with ease. Thus, it is possible

to quickly form a judgment as to whether or not the
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represents a jacket, pictures, a libretto and other ‘information. The mark
W Il be described later by -referring-to Fig. 31. Fig. 26 is a diagram
showi ng -a typical disclosed- key certificate used as the certificate of a
di scl osed key. Normally, a disclosed-key certificate is a certificate
‘issued by a CA (Certificate Authority)-in a" disclosed-key encryption
system A disclosed-key <certificate is issued by the Certificate Autharity
by adding information such'as a termof validity to a disclosed key and a
user | D supplied to the Certificate Authority as well as putting a digital

. signature ofcéheen€etdn fbeatepedhority thereon.. In accordance with the
present invention', the license server,4or the content server 3 issues a

certificate-and a IacrfoeY rdthd Ithe: thd weth daxd asd deay Therefore,

by presenting information such as a user ID and a password to the |icense

server 4 t0 pgprabeheges JRCKELN pibeures! 4 S1ikAPERS Cad OBRENINg a

di scl osed-key certificate. The disclosed-key certificate shown in Fig. 26

i ncl ud . : | Rl qud i ' f the
includes a. RESARCtidNE " AR 1% BRI 0'1% b

certificate, a serial nunber issue r the user ertificate by
t he Iicense,ggfgfgiég a0 ﬁigorgihn1 and paraneters, which are used for a
dirgital signature, ’ ) ' : '

Fig. 26 is a diagram shbwing a typical disq;osedf
key certificate used as the ceftificate of a discloséd
ke&. Normally, é disclosed-kef certificate is a
certificate issued by a CA (Ceftificate.Authority) in a’
di5closed-key encryption system. A'disciosgd-key. |
certificate is issued by the-Certificate Authority by
adding information such as a term of validitf to a
disclosed key and a.uéer ID supplied to thé Certifiéate
Authority'as well as putting a digital siénaturé of thé
‘Certificate Auﬁhority thereon.. In accordance with the
present inventiph;';he licénse server 4 or the content
server 3 iss;es a certificaté'and'a secret key and, thus,
also a disclosed key. Therefore, by preseﬁting
information such d4s a user ID and a password to the
license server 4 to be catalogea therein, the user is
capable of obtaining a disclosed-key certifidate.

The disclosed-key certificate shown in Fig. 26
includes a-messagé. The ﬁessage includes a version number

of the'certificate, a serial number issued for the user
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the nanme of the Certificate Authority, the-termof wvalidity of the.
certificate, an ID assigned to the user of the certificate-and a discl osed
key of the certificate wuser. In this case, the Certificate Authority is
the license server 4.; The ID. assigned to the user is anode |D or a |eaf
ID. Adigital signature created by the- license server 4 serving as the
Certificate Authority is- added to the nessage. The digital signature is
data created by using a secret key of the |license server 4 on .the basis
of a hash val ue generated by appli-cation of a hash function to the .
message. | nofh&heasertfifihateybicthekdjcengensexvesndshannalgarfthm 12, for
exanple, the node ID or the leaf IDis '0000" for device 0, 100 At for'
devi ce 1* oandlpatambeersdewhdéehlareOnsele fbasasddfisathsagnaturet is thus
possible to determ ne which position in the tree structure, that is, which

lleaf or whi ehenadmeobst Bhet Ceetigitdeeun@thordeyi ceheenbiinyd£fi dentified by
the IDis located at. By distributing a license required’in using a

content sepgaaiakyyl beMchleceenientaks,! BhS1HKesibRedCeBl €RE G38rDE
distributed with a higher degree of 63 freedom' A content obtained by

?ﬂﬁgt]ng ancgr Rhb k¥ tiFELRRd. QhqOR! 81BRYokBEOKEY 8% ﬂﬁ@'&éfEYfiQHES can

useér. In this case, the Certificate Authority is the
,iicense server 4. The ID assigned to the user is a node
ID or a leaf ID. A digital signagure created by the
license server 4 serving as the Certificate Authority is
added to the message. The digital signéture is dat#
created by using a secret key of the license sérver 4 on_.
‘the basis 6f a hash.value genérate@ by apblication—of a
hash function to the message.

In the éase'of the typical key-organization shown
in Fig. 12, for example, the node ID or_the leaf ID is
*0000*. for device 0, ‘0001° for'device 1 or ‘1111’ for
device 15. On the basis of such an ID, it ié thus
péssible to determine which poéition in the tree
structure, that is, which leaf or whichinode of the-tree
structure, a deﬁiée (entity) idéntified by.the ID is
locéted at.

By.distributiﬁg a.license required in using a

- content separately from the contént-in this wa&, éhe

content can be distributed with a higher degree of
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handl ed unitarily. in addition, by constructing a file format as shown in
Fig. 25, it is needless to say that the copyright of the content with such
a format can be managed when the content. is distributed through the-
Internet or even when the content is presented to SDM (Secure Digital
Misic Initiative) equipnent.: Furthernore, even if a content is presented
by recording the content in a recording nediumor presented through
the.Internet 2.as shown in Fig. 27, for exanple, by carrying out the sane
processing, it is possible to check out a content for typically.a

pr edet er m n&dePBom( Pok t adh el voktd inegd dbysadbit it Seanr bl grasy Misi c
Initiative) equipnment: By referring to a flowchart shown in Filg. 28, the
foll owi ng dmethbft benobxplineds thiroaghsangatrbithracly eouite ceanthos ber a
client such a PD other than the client 1. As shown in the figure, the

" flowchart baghAsew thi8arstgp S191 at'whi*ch the CPU 21 forns a judgnent as
to whether or not a digital signature has been put on the content. If the

~outcome of the JUdﬂMdiﬂfﬁ&?tﬁﬁ tbRbtAuctinggtal £518NpbEhLL NAS HBSEN PUL
on'the.content, the flow 64 of the processing goes on to a step S192 at
which the CRY p2d e35ragesSid dee@hesgdrbChaytihakl ¢ke RPYright! 8% out
" the content-with such a format can be managed when the
content is diétributed thfough the Internet or even ﬁhen
tbe contént is presented to SbMI (Secufe Digital Musiq'
.Ini;iative) equipment;: |
Furthermore, even if a content is presented b&
reéording the gqntent in a recording medium of presented
._Ehrough the Internet 2 as shown ih_Fig. 27, for example,
by carrying out the same processing, it is possible to
check out a content for fypically.a predetermined PD
(Pof;able Device) used as SDMI.(Secure Digital Music
Initiative) equipment.
ﬁy réferring to a flowchart showp in.Fig..zs, the
following description expléins processing to check out a
éontént for a client sucﬁ a PD other than the client 1.
As shown in the figurg, the flowchart begins with a
stép'Sl91 at which the CPU 21 f&rms a judgment as to |
whether or not a digital signaturg has béen put on the
-cbntent. If the outcome of the judgment indicates that a

digital signature has been put on the content, the flow
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processing to authenticate the certificate by using a disclosed key'of the
| icense server 4 serving as the Certificate Authority. To put it in :
detail, the client 1 acquires a disclosed key for a secret key of the
license server 4 fromthe |license server 4, and uses the disclosed key
0.' decrypt the digital signature put on 'the disclosed-key certificate.
As described earlier by referring to-Fig. 26, -the digital signature is
generated on the basis of the secret key of the license server 4 serving
as the Certificate Authority, and can be decrypted by using the discl osed
key of the bifctheeproceesing Foeshenntprea sitepCBUI21akpphich &heaSRU
function to the whole nessage of the certificate to generate a hash
val ue. Then2it eetERUtdlacdatipatesetdhkegererati€dchaghandakcaerdeshoathash
val ue-obtained as a result of decryption of the digital signature. If the.

generated padBedahiug §Bt aiehehRechdeh thal ceralifiicaed By asiaguht of
decryption of. the digital signature, the nessage is determned to be not

a false ”Esaiﬁelobédtﬁ@ygsﬁeEﬁEedlcehééhs%%b@% dogérQQhF”BBCEhbhe hash
val ue obtained as a result .of decryption of the digital signature, on'the

ot her hand, cTeQ"tif‘i‘éEEbfhﬁﬁh@r%%ydet'%nbﬁ‘w?dﬂ:on@edé‘téf‘iSetﬁé Of'fendhi's, at
t he next step 5193

acquires a disclosed key for a secret key qf the license
'server 4 from the license sérver 4, and uégs the
_diséiosed key‘tovdecrybt the digital signature puﬁ oﬁ'the
diécldsed-key certificate. As described earlier by ‘
_feferring to Fig. 26, the digital signature is generated
:.6# the basis of the seéret kgy of the license server 4
serving as the Cer;ificape'Aufhdrity, and can be
decrypted bf using the disclosea.key'of the license
" server 4. Furﬁhermore, the CPU 21 abplies a hash functiqn
‘to the whole message of the certificate to genergte a
.hagh vaiue. .Then, the CPﬁ 21 compares.the generated hash
value with a hash value obtained as a result of _
'deéryption of the digital siénature. If the generated
hash valﬁe m&tches the hash value obtained as a result of
-decryption of.thé digital signafure, the message is |
determined to be not a false messaée. 1f the generated:
hash value does not match the hash value obtained aé a
result of decryption of tpe digital signature, on the

other hand, this certificate is determined to be a false
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judgnent as to whether or not-the-certificate has been '.falsified. If the
outcone of the judgment indicates that the-certificate has not been
falsified, the flow of the processing.goes on to a step-S194 at which the
CPU 21 carries out processing to authenticate the certificate by using an
EKB. The certificatée, Is aiithenti.ca-ted by exam.ning whether or not the
EKB can be traced on the -basis of a leaf IDincluded in.the certificate.
For-nore information. on the leaf ID, refer to Fig. 26.. The-

Aut hentication is explained by referring to Figs.29 and 30 as foll ows. As
shown in Fi gon@9, assune that a device owning a |eaf key K100l is a
revoked device. In this case, an EKB having a tag and data (an encrypted

key) like one showrhid) Ritg.th¥) it ity igugxd e GRU Qs ARl a
corresponding- to a leaf..In order to revoke a device '1001' shown in Fig.

29, this EKBJﬁégﬁQnEKgsf@é WhEehé P loK St Kihe KderKilPicard ¥dOObeenAl |

| eaves ot her than a | eaf correspondlng to the revoked device 1001' are

capabl e of a th i3 it ce ahy
EVE{EDat e g a‘h?{gftdg% Iayer et PdBgmil i Il e ¢ [

of those |eaves on a hier om1the node key 66 KO has the

P o ogRe e DRk gL ufB e EhfasbE8Y, | noPRR) o' RD! o1 N N0

t he updated r oot
processzng goes on to a step S194 at which the CPU 21

carries out processing to authenticate the certificate by
"using an EKB: 'Thg CErtificafe=is éﬁthénti¢ated.by
.e¥amiﬁing.whéther or not the EKB can be traced on the
.basis of a leaf ID iﬂcluded.in'the certificate. FoQ-more
‘ihformatioh.dn the leaf ID, refer to Fig. 26.. The
'_authentication is explained_by referring to Figs.'29_and -
. 50 as iol;éws.

As shown in Fig. 29,'assume.that a device owniﬁg a
~iéaf key K1001 is a fevoked device. In fhis case,lan EKB
having a tag and dafa (én encrypted key) like one shown
in Fig. 30 are distributed to devices each corresponding
to a leaf. In order to revoke.a device ‘1001’ shown in
" Fig. 29, this EkB‘ig an EKB for ﬁpdating keys KR, K1, K10

and K100. |

All leaves othef than a leaf corresponding to the
revoked device ‘1001‘ are capable of acquiring the
updated.root key K(t)RL That is to say, since any of

those leaves on a hierarchical 15yer below the node key
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by decrypting the encrypted key Enc(KO K(t)R) by using the key KO . In
addition, a leaf on a hierarchical |ayer under the node key Kl11'is capabte
of obtaining the updated node key -K(t)l by decryption of Enc(K11, K(t)1)
by using the- unupdated node key X11. Furthernore, the updated root'key K |
(t) R can be obtained by decryption of Enc (K (t) 1, K (t) R by using the
updat ed- noi de key K(t)1l. By the sane token, .-a leaf on a hierarchical.

| ayer under the node key K101 is al so capabl e of obtaining.the updated
root key K(t).R 1In addition; a device '1000" 'owni ng an unrevoked |eaf key
K1000 i s capfbhasothebuaipfiaged node key Kt jneddepyphdedeypceontbe
Enc(‘/K1000, K(t)I100) by using its own |eaf key K1000. The device then uses
t he node keye&fti&0bapabldeofypbtaddingeyheonpdaped hbetakeii Kat)Rayers
sequentially, one key after another, to eventually obtain the updated root
key K(t)R byQietbgpeihgr theandncsiypeedakegvEkedroeVKEE) RLOBY ubsngnot
capabl e of obtaining an updated node key K(t)100 on an upper hierarchical

| ayer one | exel ka@pore.i.ts own [eaf Dby carrying out the EKB processing, the
‘device is therefore incapable of obtaining the updated root key 67 K(t)R

eventual ly. An autfiprd etk dsy) &8 1dd@lon Sa ﬁf@rﬁémaﬂ’lﬂgfmnder
- the node key K11'i§ capable of obtaining the updated nodé

-key k(t)llby decryption of Enc(K1l, K(t)1) by using the
unupdated node key K11, Furthermore, the updateé rddt'kgy
K(t)R can be ob;ained by decryption of Egc(K(t)l, K (t)R)
by using the updated noide key K(t)1. By the same tﬁken,
fé'leaf on a hierarchical_layér.under the node key k101 is
‘also capable éf obtaining the updated root key K(t)R.

In addition; a device ‘1000° owning an unrevoked
leaf key K1000 is capable of obtaining a node key K(t)100
by decryption of Enc(X1000, K(ﬁ)lbO) by using its own
léaflﬁey K1poo. The deyice‘then uses the node key x(t)ioo
to decrypt node keys on upper hierarchical-layers-
.sequentiallf, one key after another, to eventuaili obtain
the updéted root key K(t)R.

On the other hand, since'a revoked device ‘1001’ is
not capable of obtainiﬂg an updéted node key K{t)100 on
an upper hiera;chical layer ome levei.above its own leaf
by carrying out the EKB processing, the device is

therefore incapable of obtaining the updated root key
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was not revoked, receives an EKB with -tags and data shown in Fig. 30 from
the license server 4 and stores them ‘therein. Thus, each client'is capable
of carrying out-an EKB tracing process by using the tags. The EKB tracing
process. is a process to forma judgnment as'to whether or not the key
distribution tree can be traced fromthe root key at the top. Assune
that.a leaf ID of '1001' assigned to a leaf '1001' *shown in Fig. 29 is
grasped as 4 bits, nanely, '1', "0, '0" and '1'. The EKB tracing process
is carried out to forma judgment as to whether the tree can be traced by
exam ni ng bKi{&) &t aventgaddyh t he nost significant bit down through | east
significant-bits.'sequentially, one bit after another. To be nore
specific, a 'l -biAnidtEetsedtderiéde thati bg, sthel dlpent he, rulghé¢h si de
while-a "0 bit- indicates that the tracing should go the left side. Since

the most sigakf hednkelbked eeehiPesl@AlERBSwith tagkh@ndr aaitBgsteqan on
fromthe root key KR shown in Fig. 29 to the right side.- The first tag of

the EKB, thah pig. Bheeldm RAY AgcanBunaeivel Q. ahd Qtore@ tlbm Which
i ndi cates that data exists at both the branches. In this 68 case, since the

tracing is. .2 of going*on to: the right side, it is possible to reach
EﬁB? f.
t he node key KI. ' .

Thus, each clienf'is papable of carrying out-an EKB
tracing process b& ﬁsing the tags.. The EKB tracing
- process is a process to.ﬁorm_a jngment as to whether or
not the key distribution tree can be traced from the root
kéy aﬁ the top.
Assume that-a leaf ID of ‘1001’ assigned to a leaf
1001’ shown in fig. 29 is grasped as 4 bits, naﬁely, ‘1,
‘0", ‘0’ and ‘1r. The EKXKB tracing process is carried out
to form'a judgment as to whether the ;rée can be traced
by examining bits starting with fhe most significant bit
down through least significant‘bitg'sequehtially,.one bit
after another. To be more specific, a *1’ bit indicates
that ﬁhe traciné should go the fight gide while-g ‘0' bit-
indicafes that the tracing should go the.left gide.
| Since the most significaﬁt bit of the ID ‘1001’ is
’1’, the tracing goes on from the root key KR shown in
Fig. 29 to the right side. The first tag of the EKB, that
is, the tag having a number of 0, is.p : {0, 0}, which

indicates that data exists at both the branches. 1In this
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Next, the tracing goes on to.a node on a hierarchical |ayer bel ow the node
key K1. Since the second bit- of the ID'1001' is '0', the tracing goes on
to the left side. The tag with a nunmber of 1 indicates whether or not data
exi sts on a hierarchical layer below a node key.KO on the left side.” A tag
i ndi.cating whether or not data exists on a hierarchical |ayer below the
node key Kl is a tag with a nunber of 2. As shown in Fig. 30, the tag
with a nunber of 2 is 2 : {0, 01, which indicates- that data exists at both
t he branches. Thus, the tracing goes on-to the. left side and i.s capabl e
of reachungcasenoaenkeythgotrsqungeuﬁncepablﬁceftBelnnupa kPt tbe the ID"
'1001' is 0, the tracing goes on to the left side. At that tine, a tag
i ndi cati ng wihghheside, nbt dlat poszible tp zeakhethechiodal kexy&l.bel ow t he
node key KIO is a tag with.a nunber of 3. The tag with a nunber of 3 is 3
{0, 01, which. Nexlcatles tle¢inptgoexiohstatabnbiietdr Hranches. Thus,
the tracing goes on to the left .side and is capable of reaching a node key

K100. Furthpigpagchstatelhper! Basbwskaei hbaankeli k10f §hgce|Ehe 1001 is 1,
the tracing goes on to the right side. A 69 tag with a nunber of 4

correspondss&eohaebmedsfkeueKiﬁ ﬁ001baﬂs'ndhcathggtﬁﬁéﬁﬁﬁrggésneh data
exi sts on a -
to the left 81de. The tag with a number pf 1 1nd1cates
“whethér or not daﬁa exists on a hierarchical'layer'beiow
a node kéy,KO on the léft side. A tag indicafing ﬁhethe¥
or not data exists on a hierarchical layer below the ﬁode
key K1 is a tag with a nﬁmber of 2. As shown in Fig; 30,
:the-tag with a number of.z is 2 :.{0, 0}, which indicates
that data exists at both ﬁhe'branches. " Thus, the tracing
goes én-to the left side and.is capable of reaching a
node key K10.
| Furthermore, since the third bit of the ID ‘1001°
. is 0, the tracing goes 6n to the left side. At that time,
a tag indicating whether or not data exists on a
hierafchicél layer below the node key K10 is a tag with.a
number of 3. The tag with a number of 3 is 3 : {0, 0},
which indicates that data existé at both the branches.
Thﬁs, the tracing goes on to the left side and is capable
'of reaching a node key Klob.

Furthermore, since the least significant bit of the

ID ‘1001’ is 1, the tracing goes on .to the right side. A
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hi erarchi cal | ayer beIOM/the node key K100 is a tag with a nunber of 5. The
tag with a nunber of 5is 5 : {0, - 1}, whi.ch indicates that no data exists
on the right side. As a result, since the node '1001' can not be reached, -
the device with the ID of.'1001' is deternmined to be a device incapable
of acquiring the updated root key by .using the EKB, or a revoked device.
.On the other hand, for exanple, a device ID having.- a | eaf key K1000 is

' 1000' . Thus, when the EKB 'tracing process based on tags in the EKB is
carried out as described above, it is. possible to reach the node '1000'.
As a result taghwiddyviaceumbelr bife 4| Dorke'spodds iteo thet modienkeyt &llle ad .

aut hori zed device. Refer back to Pig-. 28. At the next step 5195, the CPU

21 forns a jtadgindicating whethet ot hot daca eiisitlsi oat @ has been revoked
on the basi's of a result of ‘the authentication processing carried out at

the step 5h94rarbhlibaicealieli satiewhahenabdeewey’ ®10eds bheall awenof the
processing goes on to a step S196 at which processing is carried out to

ThaSohe SRRt SSBRLA b 8 Mbed 58 55gf Uy NOOMIRY, 11,
i ncludes a 4h§%503591%§¥egfthg% ﬁgrhhihcﬁkgsts on the right side. -As
a result, since the qode 1001’ can not be.reached, the
device with the ID of '1001'.is determined to be a device
-incapéblg of acquiring.the updafed root key by usiné the
- EKB, or a revoked device.
Oh'the-other héﬁd, for example, a device ID ﬁaving
a leaf-key K1000 is ’1000°. Thus{ yhen the EKB tracing
process based on tags in the EKB is carried §ut.as
described above, if is possible to reach the nodé '10601.
Aé airesult, the device with the.ID of ¢1000' is
. determined to be an authorized device.
Refer back to Fig. 28. ‘At the next stép S195, the
CPU 21 forms a judgment as to whether or not the
ce;tificate has been revoked on the basis of a result of
the authentication proceséing carriea out at the step-
'S194. If the certificate has nét beenArevoked, the flow
of the ﬁrocessing goes on to a steﬁ S196 at which |
processinglis carried out to authenticate the'digital

signature by using a disclosed key included in. the

certificate.
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user (or the content author). The disclosed key is used for authenticating
a digital. signature Sig(Header) shown in Fig. 25. To put it in detail,. -
the disclosed key. is wused for. decrypting the digital signature :
Sig(Header) in order to produce a hash value. This hash value is,
compared-wi th a hash val ue obtained by application of 'a hash function to
a header shown in Fig. 25. If -both the hash values nmatch each other, the
header is confirmed as a header, which has not been falsified. OQherw se,
the header is determned to have been falsified. Then, at the next step
5197, the CPU 21 {That s todgapntassshowmhin higor2éptthdée header has been
falsified. If the header has not been falsified, the flaw of the

processi ng geetifich@eaince@nd®s98 aisvhoskdt Rey wat ehsbckrtifavhienti cated.
Subsequently, at the next step S199, the CPU 21 fornms a judgnent as-to

whet her - or ygek doketule! cehteh® autheryi carhéndPicidsedatey "ed kyséddi cat es-
that a check-out is possible. If a.check-out is possible, the flow of the.

processi ng gges ' 2 [ CPY4 L.eS t he
Checkout | Ta e Ry B e g e ek e

b one PR, P Lo BFARE, LS BLShe hieLE  1
used for decrypting the digital signature Sig(Header) in
order to produce a hash value. This hash value is .
cBmpéréd‘with a hash value obtéinéd bj applicétion of a

© hash function to.a'heade; shown in Fig. 25. If both the
-hash values match.each other, thé header is confirméd as
a hegder, which has not been falsified. Otherwise, the
header is determined to have been falsified. |
Then, at the next step S197, the CPU 21 forms a
judément as_to whether or not the header has been
~falsified. If the header has not been falsified, the fléw
qf the processing gqeé on to a step 8198 at which tﬁe
| watermark is authenticated. Subééquently,.at the next_
step 8199, the CPU 21 forms a judgment as to whether or
not a result of the authentication of the watermark
indicates that a check-out is pﬁssible. If-a.dheck-oqt is
possible, the flow.of'tﬁeuprocessing 96e§ on to a step
S200 at which the CPU 21 carries out the check out. To

put it concretely, the CPU 21 transfers a content to the

client 1 serving as a check-out destination to be copied
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S191 indicates that the digital signature does not exist, the outcone of
the judgnent formed at-the step S193 .indicates that the certificate has
been falsified, the outcone of the judgnent formed at the. step S195
indicates that -the certificate cannot be authenticated by using the -EKB,
the outcone of the .judgnment forned. at -the. step 'S 197 indicates. that
a'result of the authentication of .the digital signature indicates that a
hedader has.been falsified or the outcone-of the judgnent formed at the
step S199 indicates that the watermark ‘i ncludes a description inhibiting
t he check- otherebyt.he other hand,” the flow of the processing goes on to a
step S201 at which an error-handing process is carried out. That is to
say, in this case, I1f htheheakcomé 65 thehjbiddment ABotmedrabethabsvep a -
certificate and a secret key are distributed fromthe license server 4 to

the user. BgigaddhAdcatdklichal thendiyitadt sigaatuee dbed aol! erlistfhe
genui neness of the author of the content can be assured. As a result,

‘il legal di sihiebybiceBme! oENene0quaghefdn £Bemed aicdefle step 8d95tion, by
detecting a watermark at the Creation of a content and adding 'the .

32te;cg{gegihgﬁggtl§hghgkt%heSEQQiﬁiﬁﬁatéfBB%iBhgﬁtEQ&gQEihﬁ? ggker mark can
_ : , genui neness of the content can be .
outcome of the judgment formed at the:step §195 indicates'
that the certificate cannot be authenticated by using the
-'~EKB,]the outcome of:the.judgment formed-at-the.step 197
indicates.thet a result of the authenticatibn.nf the
. digital eiénature indicates that‘a heeder.has_been |
falsified or the outcome of the judgﬁent formed at the
etep 5199 indieates that the watermark includes a
description inhibiting the check-out, on the other hand,
the flow of the processing goes on to a step S201 at
which-an error-handing §r0cess is carried out. That is to
say, in this case, the check-out is prohibited.

As described abone, a certificate and a secret key
~are distributed from the licénse server 4 to the user. By
adding a digital signature at creation.of a content, the
genuineness of the author of the content can be assured.
As a result, illegal distribution of the.content can be
avoided. | |

In addition, by detecting a watermark at the

creation of a content and adding the watermark'to'the
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assured. As a result, once created; the genui neness of the “original
content -can be assured without regard to what format the content is
distributed in. In addition, a content does not have-usage conditions.*

| nst ead, .usage- conditions are added to.a I|icense for the content. Thus,
by- changi ng usage 'conditions included in the license, conditions for using
the content are also nodified as well. .Next, a_nethod of using a mark is

explained. in'" accordance with t-he present invention, usage conditions

are added to not a content but a license for the content as-described
above. Howedkgitatagbégnatansst fatedfiegtianyoff the waneenarkocannbent. |In
_order. to. solve this problem a mark is added to a content in accordance
with the paeseaedinvEiiisontlee saviinémess Jof 2bhe StotCett | cLI5E i S '
associated with a plurality of contents, it is.diffrcult to describe usage
ci rcunst ancggsugbdeach content in only usage conditions included in the
license. In order to solve this problem by adding usage circunstances to

the content, it i aPosSid @10 JREGIEred bba ] ”@lﬁéiéiéﬂilﬁ&%%tgﬂ’gﬂ%ze

managi ng the license. 73 As show n,in Fig. 31, the mark typic ncl udes

an 1D ('e?&ri&%néiSEQHEQnEOcEHebHSSEsu@Q@OWﬁﬁhEHEprLBQQd 2o what

‘format the éontent is distributed in.

In addition, a content does not have usage
'éonéitions.' Insteéd, ﬁéage ¢éonditions are added to.a
license for the content. Thus, by-changing usage
.copditibné included in the license, conditions for ﬁsing

. the content are also modified as well.

.Néxt{-a_methbd of using a_mark is explained. In
‘accordance with the.present invention, usage-conditions
are added to not a'content but a license for tﬁe content
as described above. However, usage circumstaﬁces may vary
from content to content. In order to solve fhié'problem,
a mark is added to a contént in accordance with:the |
present invention.as shéwn ip Fig. 25.

Since a licénée is associated with a éluraliﬁy of
contents, itlis.difficult to describe usage circumstances
of each content in only usage conditions iﬁcluded in_the
-license.: In orde: to solve this problem, by adding usage
circumstances to the content, it is possible to manage

the individual contents while managing the license.
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usage start tine and a copy count. in additi.on,. the mark al so includes an
additional digital signature created on the basis of a nessage such. as-
the leaf ID, the ownership flag, the usage start time and the copy count .
The ownership flag is added, for exanple, when the usSer buys a'license,

whi ch-all ows a content to be used only for a predetermned period of ti-me,
as it is, or when the usage period is changed to a.pernmaanent usage -

peri od. The usage start tine is described when the use of the contént:is
started within a predeternm ned period of time. Assune that the period to .
downl oad the contels sbowhiimtPRilg.|d1li htBecmaek typibeltvniroluides an

downl oaded within the'limted period of time, the date and time at which

the content 1bs (Aehfialtby dewigaadedoander a@Q&dednabwnteh@hu@ag&agt,arat tinme.
"in this way, legal use of the content within a period of time is'proven.

Recorded asygagedsthh® ¢eR¥ agunh icopiheocuwber of operations carried out
'so far to copy the contents. By referring to a flowhart shown in Fig. 32,

the follow ng desghiphsop: &P 85m£’£EC§§§b“9nE%&é§d H%d&ﬁ?uoﬁﬁ!@ a_mark

to a content when the user purchases a |iIcense. shown i n the-figure,

the 11 owchapg9edi "8 s¥hbue BrBAcTR2bnendbal RIS Ay

as the leaf ID, the_oWnership flag, the usage start time
and the cbpy count. |

Thé'ownership-flag is added,.fér gxample, when the
user buys a license, which-éliows a content to be used
only for'a predé#ermined period of time, as it is,'ér'
whéﬁ the usage periOd is changed to‘a_permanent usagé
period. The usage start time is described when the use of
‘the content is started within a predetermined period of
time. Assuhe that tﬁe périod to download the content is
limited. 1In this case, if the content-is'downloaded
within the 11m1ted perlod of time, the date aﬁd time at
whlch the content is actually downloaded are recorded as
the usage start time. In this way, legal use of the
contgnt within a period of time is proven.

Récorded as a log, the cbpy count is the number of
operations carried oﬁt so far to copy the conteﬁtsﬁ

By referring to a flowchart shown in Fig. 32, the

following description explains processing carried out to

.add a mark to a content when the user purchases a license.
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i cense server 4 through the Internet 2 in accordance wth a conmmand
entered by the user via the input unit 26. Then, at the next step S222, the
CPU 21 fetches an input entered by t he user through the input unit 26 and
transmts a request to purchase a'license.according to. the input to'the
“license server 4. :Inresponse to thi's request, the |license server. 4
presents a price to purchase the license at a step.S242 -of a flowhart
shown in Fig. 33 as will be described later by referring to the flowchart
shown.in Fig. 33. Subsequently, at the next step S223, the CPU 21 enpl oyed
inthe client 1 rekelwmnrﬁaxmhe:efigmmtheoﬂgmqmt bewine witlver 4,
“and displays the price on the output wunit 27. . On the basis of the

di spt ayed petep, stbe asewhiohnsheacpudgiemakes an. abeeher tbothgree or

di sagree on ‘the- price. The user enters the outcone' of the judgnment to the

input unit 28cefiBensedetht BRXbughephe2ZAtepfiethe PAsa&cetdhhiee j udgnent
outcone entered to the input unit 26, the CPU 21 forns a-judgnent as

to. whet her Yhenphi eemfiafaPesRe?eacsy thE dbea0veadtna. ihputhenkti 6.
has- been agreed on,  the 75 fl ow of "'t he processing goes on to a step S225 at

Wwhich the CPU 21 gpdg i ege Oftle HOFESSLEY d2220ty ¢ 11 CADSEhes an

| input entered b& the user through ﬁhe input unit 26 and

' transmits a request to purchase a‘license according to .
fhe input to'thé iicense'gervef 4.

In response to fhis.request, the license server.4
présents a price to puréhase the license at a step,§242
of a flowchart shown in Fig. 33 as will be described
later by referring to the flowchart shown in Fig. 33.
Subsequently, at the next step S223, the CPU 21 employed

" in the gliént 1 receives the price transmitted by the
. 'license server 4, and displays the price on the output
unit 27. |

Oon ;ﬁe basis of the displayed price; the user formé _
a judgment as to whether to agree or disagreé on the
price. The user enters the outcome of the judgment fo the

'input unit 26.

Then; at the next steﬁ §224, on the basis of the
judgment outéome entered to the.inpuﬁ unit 26, the CPU 21
forms a'judgmént as to whether the price has been agreed

or disagreed on. If the price has -been agreed on, the
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server 4 that-the pricce has been agreed on. "Receiving this notification,

the license server 4 transmits information representing a |license purchase
at the price, that is, a mark including a described ownership flag at a
step S244 of the flowhart shown in Fig. 33. Subsequently, at the next

step S226, .the CPU 21 'enployed in the client.1 receives the. mark
transmtted by the.license server 4. Then, at the next step 5227, the CPU.
21 carries out processing to enbed the mark in the content. Thus, the*mark
-includi ng*a descri bed ownership flag as shown in Fig. 31 is recorded'in
‘the content flawsofi ahedpwbtlesshhngpgpebasadtbi acatepas2asmatkwhibeht he
content. In addition, since the nessage is updated at that tine, the

CPU*21 al sotHpdepes2theadiriiebabuti grateseinghesnnoniEiygthe5iseenséores the
updated digital signature in the recording nedium |f the outcone of the

judgnent foggededt 4t BRatt @Re p2idel RCBEeR hBR2Belihenprice presented by the
| icense. server 4 has been disagreed on, on the other hand, the flow of

the processing goegeQdi+fnd EhEP morBeflatbe) chdel{Elhgd sWiids e the

| i cense server that the price has been disagreed on. 76 For the processing

carried out ehnbig 6l §a2brhationd¢eprededcahs e 150EnbbopaIENIEE EE ¢

performs processi
the price, that is, a mark including a described

ownership flag at a step S244 of the.flowchart shown ir

| _Fig. 33. Subseéuently,lgt the next step 8226, the CPU 21
'employed in~thé client.l receives the .mark transmitted by
the license server 4. Then, at the ﬁext step S227,’the
CPU 21 carries out processing to embed the mark in.the
conteﬁt. Thus, the'mark-inCLUAing'g.described ownership -
flag aé shoﬁn in Fig..31 is recorded in the content
-associated with the purchased license as a mark for the
content. In additioh, since the message is updated at
that}time, the CPU 21 élso updétes the digital signatﬁre
shown in Fig. 25 and stbfes the upda;éd digital signature
in the recording medium. |

If the oqtcdme of thé judgment formed at the step

8224 indicates that.the price pfesented by the license.
servei 4 has been disagreed on, on the other hand, the
flow of the processin§ goes on to a step 8228 at which
the CPU 21 notifies the license server that the price has

been disagreed on.
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represented by the f1 owchart .shown in Fig. 33. As shown in'the figure, the

fl owchart begins with a.

| i cense

client 1. As described above, such a request is transmtted by the
client.1 at the step S222 of the flowhart shown in Fig: 32. Then.,
next step S242, 'the.CPU 21 reads out the price of the |license to be

purchased by the user fromthe storage unit 28,.and
the client 1. As described above,

step $241 at which the CPU 21 enployed in the
server 4 receives a request for a purchase of a license fromthe

at the

transmts the price to
in response to the disclosed price, the

client 1 transnitsFohetbhetpooeessingecandiednoutabyt bhehelhenttheaprice

i s.agreed or disagreed on. Subsequently, at the next step 5243, the CPU 21
enpl oyed i ndegerlibednabover,vahesd ldeease sexvelreidhperifoems priocesisinggr eed
or disagreed-on by the client |"on.the basis of the judgnment's outcone
recei ved er@b&Q@egkganby thel ff1loR@npritc @hownadme®d gan 33t.he fl ow of the
processing -goes'on to a step S244 to generate a mark including a nessage

representing a purghaggoRh &nl! LRENBEghPE,  BRe E26WERArtPHEgEnsi With!a .
signature on the mark by using.a secret key of .its own and transmt

mrk to the stlepClhef/at tmich® itSeouPed hRiByelddn e Yhoene! t od

this way

IS recor

d on the content in the stdrage un
server 4 receives a request for a purchase of a license

from the client 1. As described above, such a reqguest is

transmitted by the client 1 at the step S222 of the

_flowchart'shown in Fig. 32. Then, at the next step S242,

the. CPU 21 reads out the price of the license to be-
purchased by the user from the storage unit 28, and
transmits the price to the client 1. |
‘As described above, in response to the disclosed
price; the client 1 transmits.the outcome of the-judgment
as to whether the price isfagreed o¥ disagreed on.
: Subsequently, at the next step S243, the CPU 2i

employed'in the license server 4 determines whether the’

- price 'is agreed or disagreed.on by the client 1 on the

basis éf the 5udgment's outcome received from the client
1. If the price is agreed on, fhe flow of the processing
goes on to a steplsz44 to geherate a mark including a
message representing a purchase of a license for the

content, put a digital signature on the mark by using a

secret key of its own and transmit the mark to the client
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enployed in the client 1 at'the step S227 of Fig. 32. If the.CPU 21

enpl oyed i'n the license server-4 determnes that the price is disagreed on
by the client 1 at this step S243,- on the other hand, the processing of
the step S244 is skipped.- That is to say, in this case, the processing to
purchase a license is..nof'carried-out weventually. Thus, no mark' is
transmtted to the '"client 1. Fig. 34 is a diagramshow ng a typical
configuration of the mark transnmitted fromthe license server 4 to the
client..1 at the step S244. In this' typical configuration, the mark.
conprises tRe |dafdescpibedhaboves, the pankr sKapshitgedOin) thid waydi gital
signature Sigs(Leaf ID, own), which is generated fromthe leaf ID and the
owner shj p f iggregordedbeni thef cantentetink dheS sdforaigee unite?8e server 4. It
shoul d be noted that the mark is valid only for a specific content issued
to a specifienpdsged Ihuthei tlikehe dpeadi the eaeipes22i7s ofomiigd, 32he mark in
the-copied content is invalid. In this way, even-if a content is separated
froma |icense angfuck@eceongitémpioped 28SeREaledenbbhsbheer! bcense, it

is possible to render services according to 78 usage circunstances for
i ndi vi dual aeteeninesNenhe ﬁhQUBEEﬁeiiseﬁﬂhébﬁ%Qd Anpb§r%hbtﬁlggnt.1
at this étep $243, on the othef hénd, the processing of
the step S244 is skipped. That is to say, in this case,
'ﬁhé pfocessing to purchése a 1icen§e iSanot'carried-out
eventually. Thus;.no mark is transmitted to the'cliehﬁll.
Fig. 34 is a_diagfam showing a'typical
édnfiguration of the mark trénsmitted from the license
sérﬁer 4 to the client_i_at the step S244. In this
typical configuration, the mark comprises the leaf ID 6f
the ﬁsér, an ownership flag (OWﬁ) and a digital signature
 Sigs(Leaf ID, Own), which is generated from the leaf ID
and the ownership flag on the basis of a seéret key S8 of
the license server 4.
- It should ge noted that the mark is valid only for
‘a .specific content issued to a specific user. Thus, if
the spécific content is copied,'the mark in the copied
content is invalid. |
In this way, even if a content is separated from a

license and usage conditions are associated with the

license. it is possible to render services according to
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apparatuses and nediuns are collected in a-group, in which a content can
be exchanged with a high degree of = freedom The formation of such a group
is referred to as grouping. Normally, the grouping forns'a group
conprisi-ng apparatuses and nedi uns,* which are owned by an i ndividual.

- Conventionally, the grouping also includes an..opera.tio'n to set a group
key for -each.group. By associating a plurality of apparatuses and medi uns
collected in a group wth a comon |license, however, the grouping can be
done wth éase. In addition, the grouping can be carrled out by :

_cat al ogi ng m@mmnusa(imdmdimwdm rebrdfentgr.oupi ng i s expl ai ned
as follows. In this case, -the user-needs to catalog certificates of

- apparatuses to be gestpegrbipingetiscexplaiaddance.pliteapi®gessi ng to
catal og such certificates is explained by referring to fiowharts shown in

Figs. 35 angpHratdidstand rtldiund Q¥ @assddied drcal ajrfg,hdan certi ficate
of aclient, that is, an apparatus to be grouped, is expl ai ned by

refe”lngt%ﬁﬂ%fal%’&di?ét%e'ék&i \ﬂ]ﬁwr‘&%ﬁ% ddied IGHIT €, the
flowchart begins 79 wth*a step s261 at ich the CPU 21 enpl oyed in the

cclient 1 crealea ! SoRWns6ehhkibhabe 28ch 8ehkblbcakerlterred to as

_ gfbuping. Normally, the grouping forms a group comprising
. apparatuses and mediums, which are owned?by an individual.

'"CbﬁVéntibnally, the grouping also includes an. operation

" 'to set a group key for each.éroup. By'asgociatiﬁg a
ﬁ;urality of apparatuses and mediums collected in é.group
yith a coﬁmon license, héwever, fhe grouping can be done

._with ease.

In addition, the groupingrcan be carried out by
cataloging the apparatusés in advénce. This kind of
grouping is e#plained as follows.

In this case, the user~ngéd§ to catalog
ce;éificates of appératuses to be'grpuped in a server in
advance. The procéssing'to catalog such certificates is
eiplained by referring to flb*charts shown in Figs. 35
and 36.

.First of all, the processing to catalog the
geftificaée of a client, that is, an apparatus to be
grouped, is explained by referring to the flowchart shown

in Fig. 35. As shown in the figure, the flowchart begins
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an apparatus to be grouped. This certificate includes its own disclosed
key. Then, at the next step S262, the CPU 21 makes an access to the
content server.3 on the-basi$ of an input entered by the user to-the input
unit 26. Subsequently, at the next step S263, the certificate created at -

the.' . step $261 is transnmitted to-the content server 3. It should be noted
that a certificate received from the |icense server 4 can al so be used as
it is as the. certificate described above. .- The processi ng descri bed

above is carried out by all -apparatuses to be grouped, By referring to the
fl owchart shdwh ian siep S261 tdte wificll dlien R A igmployedk dnaithe pr ocessi ng
carried out by the content server 3 to catalog a certificate created by
the processididemt 1 &detled\i idhowal icwtitif lcatealad @g deire i fdealtef iofat e as
represented by the flowhart shown in Fig. '35. As shown in-the figure,

the flowchardn hg@aiatld tddbe Yrtiuped/l ehivheebtibechbl Zhdceipbsyedsin the
content server 3 receives a certificate fromthe ciient's. Then, at the

next step- Siid dit10dd fidkAate is cataloged in 80 the storage unit 28. The
proceSS|ng descri bed above I's carried-out for

Then, at the next step §262, the CPU 21 makes an
access to the content server 3 on the basis ot an input
entered by the user to the input unit 26. Subsequentlf,
at the next steﬁ S263, tﬁe certificéte created_at the '
step S261 is transmitted tofthe content server 3.

.It shoﬁld.be noted that a certificate received from
tﬁe license server 4 can also be used as itiis as the
certificate described above. | |

The proceesing'described above is carried out by

~all apparatcses to be-grouped‘

By referring to the flowchart shown in Fig. 36, the
following description explains p;bceSsing carrieq out.by

'the content server 3 to cataIOg a certificate created by
‘the processing carried out by the client 1 to:catalog the
_certificate as Fepresented'by the floﬁchart shown in Fig;
. | . i :

As shown in the figure, the flowchart begins.cith a’
jstep 5271 at which the CPU 21 employed in the content
server 3 receives a certificate from the'ciient'l. Then,

at the next step S272, the certificate is cataloged in
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.each apparatus to be grouped. As aresult, certificates of devices
conposi ng each group are cataloged in the storage unit 28 enployed in the
content server 3 as shown in Fig. 37. In the exanpl-e..ahown in Fig. 37,
certificates Cl1 to Cl4 are cataloged as certificates. of group 1. These
certificates Cll to Cl4 include corresponding disclosed keys Kpll to Kpl4
respectively. By the sane token, certificates C21 to C23 are- catal oged as
certificates of group 2. -These certificates C21 to C23 include .

. correéspondi ng di scl osed keys Kp21 to Kp23 respectively. Wth a certificate
" cat al oged fmhesmraqaanmm 2&.onposi ng such a group, the content server 3.
carries out ‘processing represented by a flowhart shown in Fig. 38 when
the user of an appZhet psopestdngi dgsteribedr abpvenlies caarieduest for
presentation of a content. As shown in the figure, the'flowhart begins

with a steraslBhptiargtivh thoLRiFAbeanpl aged &asuhe,cea&eﬁficaeéuer 3
carries out processing to authenticate the group's certificate selected

among the onrgs deitidle20bnigbs i s FduPidrebathh dfeddnl aimed -earlier:

by referring to Figs. 29 and 30, in this authenti.catiori processing, an
EKB i's trac%@orage unit 28 employed in the content server 3 as shown

in Fig. 37:

In'the-example;shown in'Fig. 37, certificates C11
to c14 are cataloged as éertificates_of group 1; These
certificdates C11l to Cl1l4 include corresﬁonding disclosed
keys Kp11 to.ij respectively. |

By the séme token, certificates C21 to C23 are -

_'cataloged as certificates of gfqup 2. 'These céftifiéates'
Cél to C23 include qorrespénding disclosed keys Kpy; to
K@3 réspectively. |

With a certificate cataloged for each apparatus
composing such a group, the content server 3 cgrfies out
processing represented by-a flowchart shown in Fig.'38
when the usef of an apparatus pertaining to a group makes
a request for presentaﬁion of a content.

As shown in the figure,-fhe'flowchart begins with a
step S281 at which the CPU 21 employed'in the confent
server 3 carries out processing to authenticate the.
group;s certifiéafe selected among the ones cataloged in

the storage unit 28.
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by using tags .on the basis of the apparatus' leaf IDincluded in the-

certificate.

content: server 3.* -The authentication processing elimnates' a revoked

certificate.

Then, at -‘the next step S282, the CPU 21 enployed in

t he. content server 3 selects a- certlflcate determined to be valid as a
.result of the -authentication processing carried out at the step S281.

Subsequent | y,

at the next step S283, the CPU 21 encrypts a content key

usi-ng a disclosed key of the apparatus' certificate selected in the
processi ng carri edasuexpflatinedstearli2d? byTreferatinghd¢o Figst. 20cpnd284,

CPU 21 transmts the content key

Assune that the certificate

‘The EKB. has' been distributed by-the |icense server 4 to the -

by
t he

_ encrypted in the processing carried out
at the step FIAR8IAn Allning an tiled t Scaonive drdceddimgyr cup' BKE A ratatsedraki -ng
t he-request for presentation of the content.

. Cl4 of "one @y WiEindrdgdd ke ivhdid. o8 theafinarathvyokeshs izpthis case,

in the processing carried out at the step S283,

Flg. 39 7s tuRiBAldy menafdtaghedio fide] Nddl dics 1k HadneRGkXRyRd A @

shown in Fig

di scl osed k
certificate

39 a content key Kc has been encrypted by using a

Y Doy R4 oA, Tl Chbat LAY - KRS O he

.authentication processing eliminates a revoked

certificate.

Then, at the next step 5282, the CPU 21 employed in

the content server 3 selects a certificate determined to

be valid as a result of the authentication processing

carried out at the step S281. Subsequently, at the next

step 8283, the CPU 21 encrypts a content key by using_a'

disclosed key of the apparatus’ certificate selecﬁed in

the processing.cariied_out at the step S282. Then, at the.

next step S284, the CPU 21 transmits the content key

encrypted in the processing cérried out at the step $283

along with its content to the group'’s apparatus making

the request for presentation of the content.

Assume that the certificate C1l4 of one of the

‘groups shown in Fig. 37 has been revoked. In this case,

in the processing carried out at the step $283, encrypted

data shown in Fig. 39 is typically generated.

To put in detail, in the encrypted data shown in

Fig. 39, a content key Kc has been encrypted by using a
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certificate C13.. Wen receiving the content fromthe |icense server 3 ad
a result of the processing represented by the flowhart shown in Fig. 38,
t he apparatus or the client pertaining to the group carries out processing
represented by a flowhart shown in Fig.. 4.0. As shown in Fig. 40, the
flowchart begins-with a- step S291 at whi ch the CPU 21 enpl oyed in the
client 1 receives-the content key Kc and the content, which are
transmtted by the content server 3 in the processing carried out at t he
step S284 of the flowchart shown in Fig. 38. The content has been

encrypt ed bdissilogeadh&eyc&aiieof ktde KertifidateaSlisenr disolosed keyvisi ng a
di scl osed- key held by the apparatus as descri bed. above. (Refer to Fig.

39). Then,. Kai; dfheheexiersi€h cé2e2 citherCRUdixb1dewd/ Key Kaiie oforthent key
Kc, which-has been received. in the processing carried out at"the step
S291 and is cdaatiifiedtef en3the client 1, by using a secret key owned by the
client 1. The CPU 21 then uses the decrypted content key to decrypt the

The. Soerti i cate ciaen baLeLE Mo TERg BbHRoRe Eeo D S i bans Speryer
-decrypts the %@P%EQ%SKSE K¢ Qheui&%@ééeidﬁmiepresented by the
| flowchart shown in Fig. 38, the apparatus or the client
peftaining to the group carries out processing
represented by“e flowchart shown in Fig. 40.

As shown in Fig. 40, the flowchart begine with a
step $291 at which the CPU 21'employed in the client 1
receives-the content key Kc and the content, which are
-transmitted by the content eerver 3 in the processing
carried out at the step 5284 of the flowchart shown in
Fig. 38. The content has been encrypted by using the

- content key Kc, which has been encrypted by us1ng a
disclosed key held by the apnaratus as described_above,
(Refer to Fig. 39).

Then,. at'the next step S292, the CPU 21 decrypts
the content key Kc¢, which has been received. in the
processing carried out at the step 8291 and is destined
for the client 1, by using a secret key owned by the
client 1. The CPU 21 then uses the decrypted content key

to decrypt the content.

- For instance, take the apparatus corresponding to
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secret key corresponding to the disclosed key KP11l. The .apparatus then
uses the decrypted content key Kc to decrypt the content The . sane
processing is carried out for apparatuses associated with the certificates
Cl2 and C13. ‘An apparatus, associated with the" revoked certificate Cl4 -
does not receive the.content key Kc encrypted by its. disclosed key
attached to the content. Thus, the apparatus is not capable of decrypting
the content key Kc by using its own secret-key arnd thus. incapable of
decrypting the content by using the decrypted content key Kc. As described
above, , apparteseertificper VEROWD iy - t39 chtuhteRanRle « hFhe s
contents. However, apparatuses are grouped with respect. to |icense keys, .
that is, |icepmesatue destyp be dthd oven t eipp ke LB dY arsing ghttaipeseh Wi t hout
usi ng special group keys or ICVs (Integrity Check Values) to be described
| ater. Thi s &eodebfkey ocgprrespending ttd| €hé odisclpaed key K@y smahle scal e.
I'n accordance with the present invention, a |license can be checked out,
checked in,. apys£tatws- ﬂ@&h&dseﬁomedecrﬁﬁtédleé@mw atey)rwc mist be based

on rules detern1ned by the .SDM.
: decrypt the content.
: ?he same processfng is carried out.for apparatuses.
;ssociated with the certificates C12 aﬁd Cl3. An
'apparatus associated w1th the revoked certlficate c14
does not receive the content key K¢ encrypted by its
-_disclosed kgy_attéched to the cénteqt. Thus, the

apparatus is not capablé of dgcrypting the content key Rc-
by using iés own_seéret-key and thus incapable of
decrypting the content by using the decrypted coptent key
Kc. B |

As deécribed above, 'apparatuses are grouped wi;h
respect to cohteﬁt keys, tha; is, contentsi.“quevér,
appérafuses are gréuped with respect. to license keys,
that is, 1icenses.. |

As described above, apparatqses'can be grouped
without using special group keyé or ICVs (Integrity Check
Values) to be.described iater. This kind of grouping is
guitable for a group with a emall scale.

In accordance with.the present invention, a license

can be checked out, checked in, moved and copied. However,
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By referring to flowharts shown in Figs. 41 and 42, the follow ng .
description explains processing.to check out a |icense by-using such a
chient. The description begins with an ‘expl anation of . processing carried "
out by a client to check out a license to another client with reference
to- the flowchart: shown in Fig.- 41. As shown in the figure., the

-~ flowchart begins wth a step .8301 at which the CPU 21 enployed.in t he
client 1 reads out” the number of .check- out operations ' (Nl1) for a |license
to be checked out. The nunber of check-out operations (Ni) is included in
usage condittbese epevmtionsFimuss. bghoased hen nowbes determned by dpe at i ons
(Ni) .is read out fromthe usage conditions. Then, at the next step S302,
the CPU 21 espDyed in the client 1 reads out the maxi mum nunber of
check-out operations (N2) for a license to be checked out. Also in this
case, the. maxi mum ByhesE afr idhe tlo Elovwiedris aiowr\A)n imigead Ownd raam t he
usage conditions. Subsequently, at the next step.S303,"the CPU 21

conpar es t hetReNBS1 16k 1KHeaks O81 p 0Pk 2bkPISih N procase g t@tchéex step 5301
wi th the maxi mnum nunber of check-out ~ operations .(N2) read out at. the step

S302 to formge 82 1ygg@g@tb Suk fn gﬁ@grat@flgyaber of check- out operatlons
(N1) is greater or snall han the maxi mum nunber of

The description begins with an explanation of
pfocessing carried out by a client fo'check out a license
to another clientVWitH teference to--the f;éwbhaftgshqwh
in Fig. 41. As shown in the.figu;e, the flowchart'bégihs
with a step 8301 at which the CPU 2} employed in thé
client i.readS'out the number 6f check-out operations
'(Nl) for a iicense to be checked out. Thé number 6f
éheck-out operations-(Nl) is.inélﬁded in usag§ conditions
shown in Fig. 8. Thus, the number of chéck-out'operations
(Ni)_is read out from the usgge conditions. |

Then, af the next étep S302, the CPU 21 employed in
the client 1 reads out the maximum number of check-out
ﬂoperatlons (N2) for a license to be checked out. Also in
-this-case, the maximum number of check-out operations
(N2) is read out from the usage-conditions.

Subsequently, at the next step S303, the CPU 21
compares the number of check-out operatibné (Nli read out
at the step-é;Ol with the maximum number of check-out

- operations (N2) read out at the step 8302 to form a
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check-out. operations (N2). If the nunber.of check-out operations (N) is
found small er than the nmaxi mum nunber of check-out operations (N2), the
flow of the processing goes on to a. step S304 at which the CPU 21
acquires the leaf key of a partner apparatus fromthe partner apparatus,
which'is a client serving as a check-out destination. The acquired | eaf
key i.s catal oged on a check-out list stored in the storage unit 28, being
associated with a license ID.- serving as a. check-out object. Then, at the
next step S305, the CPU 21 increnents' the nunber of check-out operations
(N1)' read dindgmenthas steprisdtiehytie Butsexuehtdheckiottoperdations

step. S306., the CPU 21 finds an |ICV based on. the nessage of the |icense.

" The ICV wi {¥1)bel gl apned el dmtsmaler eflean i tige tnoasbimsm mémbd® &O. By using
the-1CV, it is possible to prevent the license frombeing falsified. Then,

at the next ek -SUY .opgdatGRaLL1(dxICr Yypts the license serving as the
check-out object and the ICV found at the step S306 by using the di scl osed

key owned by the chieghelnbhbBekl ofTBRe@RCEYUR BgekrheeBn8 RE)tHg encrypted
ICV are transnmitted to the partner apparatus to 86 be copied thereby al ong

W th an EKB @it srfifilidd e tnd RRBAUAI | dumbdr (1 -didk 5P 3308, the
CPU 21 catal ogs"

.Operations (N2), the flow of the processing goes on to a-
step S3b4 at whiqh the CPU 21 acquires the leaf key of a
partner apparatus from the ﬁaftner apparatus, which is a
" elient serviﬁg'as a check-out destination. The acquired
leaf key is cataloged on a check-out list stored in.the
étorage unit 28, being.associated With a iicense ID

:iserving'as a pheck-out object.

| Then, at the next step S305, fhe CPU 21 increments

the number of check-out operations (N1) read out at the

' step S301 by 1. Subsequengly, at the next step S$306, the
CPU 21 finds an ICV based.on the.message of the'license.
'?he iCV will be_described later by referring to Figs. 46
to 50. By ueing the-IéV, it is possible to prevent the
;icense from being falsified.

Then, at the next step 8307, the CPU 21 encrypts
the llcense serving as the check- out object and the ICV
found at the step 8306 by using the dlsclosed key owned
by the client 1 itself. The encrypted license and the

encrthed ICV are transmitted to the partner apparatus to
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the ICV found at the step S306 on the check-out list stored in the storage
unit 28 by associating the ICV with .the license ID and the |eaf key of the
partner apparatus. |f the outcone of the judgrment formed at the step. $303
i ndi cates that the nunber of check-out operations (N1) is not smaller than
(for exanple, equal to) the maxi mum nunber of check-out operations (N2),
"on the other. hand,. the flow of the processing goes on to a step S309 at .
whi ch the CPU 21 -carries out an error-handllng process. This is because,
since the number of check-out operations- (Nl) is not snaller than the

maxi mum nunike cobisd dheneby @donst wirth @W)EKE mdid & iqepuifitcates | i cense
has been checked out.as many tinmes as the nunber of allowable check-out
oper ati ons Sibsequlentliy;emate then next Gtey 9308, diexlGRU ALt .cabalngsa n this
case, the license is not checked out. By referring to the flowhart shown

in Fig. 42, thee 1cwlfoutid @ tdene istdpos3ivelai ttherarrssiowr adrgt ed out by.
a client receiving.a |icense checked out in the check-out processing

represent ed gpboridee il N Ftordy@ Vit el b CI%AJassthaidl oWE hard 1dvowid Fig.
42 begins with a step $321 at which the U-21 enployed in. the client

transmts §pe 1‘11*&%ns%af1d<%\ﬁd0"£@1"ed 14 hyf 'diertthé tp%“%éné:o dpdfaddndder

apparatus, that is, the client 1 checking out a |icense:
If the outcome of the judgment formed at the step

- 8303 indicates thgt the number of check-out operations
(N1) is.nbt smaller than (for example; equal.to) the
.maximum number of‘check-out operations_(Nz), on the other
hand, the flow .of the processing goes on to a step 5302'
.dt which the CPﬁ 2; carriés out an errbr-héndling pProcess.
This is because, since the number of chegk-opt operations
(N1) is not smaller than the'maximuﬁ number of check-out
operations (N2),‘indicating thét.the license has been
checked out as many.;imes as the number of allowable
check-out operations (N2), the Ijéenée'can no longer be .
checked out. Thus, in this case, the license is not
”checked out.
By referring to the flowchart shown in Fig. 42, the N
following description explains brocessing carrigd.out by
a c;ient receiving a license checked out in the éhéck-out
processing répreéented_by the flowchart shown_in Fig. 41.
The fléwchart shown in Fig. 42 begins Witﬁ a step

S$321 at which the CPU 21 employed in. the client transmits
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The | eaf key. is stored in the parther apparatus at the step S304, being
associated wth a license ID. Then, at'the next step S322, the CPU 21 '
receives an encrypted |license and an encrypted ICV along with an EKB and
a certificate .from-the--partner' client |.. As. -described earlier, the
partner client 1 transmts the encrypted |icense and the encrypted.
|CV-along with the EKB and the ..certificate at the step 5307 of the
flomchart shown in Fig. 41. Subsequently, at.the next step, S323,.the CPU
21- stores-the encrypted license, the encrypted | CV, the EKB and the
certificate, ththilsa cxned, &y Athe e iemdp idself tion thiee paxdm@Fe unit 28.
The client 1 receiving a checked-out |icense as described above uses the
checked- out adpnpearedms.o haty ilsackhea cddmemdantl ichesddiongd mwde aniltilvgmsecessi ng
represented by a flowhart shown in Fig. 43. As*shown in the figure, the
fl owchart bexHendlesift lkey i eyroTddl iai thld glarttwerCligpakatva atedhen t he
client 1 finds an ICV of a content specified by'a conmmand entered by

. the"user to ddup igans, WHing’GsPociat@d wiltH @ 9 ceplsay ab .back.
Subsequently, at the next step 5342, the CPU 88 21 dec¢rypts an encrypted

ICV stored in'the #h@haU8tUBhk naﬁtbxt5§lagz§ degel epgdakeyetBevedednl N the
certificate.

' encrypted license and an encrypted ICV along with an'EKB
and a certifiqéte-frdm'the~pértner'client 1; As-deséribéd
eérlier, thg partner client 1 transmits the encrypted'

'.iicense and the encrypted ICV - along with the EkB and tle
.certificate at the stepls307 of thé flowchart shown'in
jFig. 41. ' | B
Subsequently, at_the next step S323, the CPU 21
stores the encr&pted license, the encryptgd ICV, the EKﬁ
and the éertifidate, which were received ai the step 5322,
in the storage ﬁnit 28. |
'Thé client 1 réceiving a checked-out liéense as
described above usés the checked-out licénse to play back
a content in accordance wiﬁh processing'ieprésented by a
flowchart shown in.Fig. 43.
As shown in the figure, ﬁhe fléwchart'hegins with a
étep S341 at-which the CPU 21 employed in the client 1
finds an ICV of a contént specified by a command entered

by the'use: to the input unit 26 as a content to be

played back. Subsequently, at the next step S342, the CPU
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. Then, at the-next step S343, the CPU 21 forns'a judgnment as to whether or
- hot the I CV found at the step S341 matches the I CV read out and decrypted
in the processing carried out at the step 5342. The former natching the
.latter indicates that the license has not been falsified. in this case,
the flow of the processing goes on to a step S344 at which the CPU*21
carries out- processing to play back the content..|f theé outcone of the
judgment formed at the step S343 indicates that the two I CVs do not match
each other, it .is feared that the |icense has been falsified, on the

ot her hand. 2ﬂndﬁﬁ¢§PG§séntﬁ@cﬁw@weéfIFWéSﬁPG@@séPn§h§0§§°réﬁetEnatstep S345 -
at which the CPU 21 carries out an error-handling process.' That is to
say, -t he colBeby usdmgon ddsglaped keyk iy ludedg inhithe| ceshdbicByeref erring
to a flowhart shown in Fig. 44, the- . follow ng description explains
processi ng-carri edThet, byt thel hext sbeph88&3, | btha CPUeRtefowds cdd was once
checked out to another client 1 as described above. 'As shown in the
figure, thejuldawehar s kegwhetherhod ndtephd3Gtvatouhidcatt hheCBbepl

enployed in the client receives the |eaf key of a partner apparatus and
the 1D 89 o321l maeRnest enke revecead ot anBhAeRpRed ARPRhAtUS IS a
processing carried out at the stép §342. The former
matching the latter indicates that the license has not
been falsified. 1In thig case, the flpw of the progessing
~ goes on to a step 8344 at which the CPU 21 carries out
procéasing‘to play back ;he content. |
;f thg outcome of the judgment formed at the step -
§343 indicates that the two ICVs do not match each other,
it is feared that the license has been falsified, on the
other hand. In this case'éhe flow of the processing édes
on to a step S$345 at which the CPU 21 carries out an
error-ha@dling process. That is to say, the content
cannot be piayed back by using this license.
By referring to a flowchart showh in Fig. 44, the-
following description éxplains p¥6ceésing.carried out by
a cliénf to éheck'in a license,.which'was once checked
out to amother client 1 as described aone.
_As shown in the figure, the flowchart.bégins-with a

step 8361 at which the CPU 21 employed in the client

receives the leaf key of a partner apparatus and the ID
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client 1, which returns or checks in a license. Then, at the next step
S362, the CPU 21 forns a judgnent as to whether or not the license to be -
checked in, which is. obtained at the step S361, is a |license checked out
by the client itself to the partner apparatus. This judgnent is-based on .
the 1CV, the leaf key and the license.ID, which were stored in the storage
tinit*.28 in the processing carried out at the step S308 of the flowchart
shown in Fi'g. 41. That is to say, the CPU 21 determ nes whether the ICV,
the | eaf key and_the-license ID which were-received at the step 5361,
have been cBfafoddgesne tRebenebrebed finst TROrRAX TREY RPRATAERE LMid 28..
1f-they have been catal oged.on the check-out list, the CPU 21 'determ nes
that the |icéhenttd,bwhinbcketurnsi oracheckasdn ghdikenseut Byenheatlient
itself to the partner apparatus. If the license to be checked inis a
1icense chetbkedentit shept B36Rl, i ¢he CPYekfl formkeapdmtigeenappar &bus, the

fl ow of the processing goes on to a step S363 at which the CPU 21 nakes a
request forwHekheiroBrohothehEKBitenkbetoebki theakedadd,t ®hikthcgsse of the
partner apparatus. As-will be described |later, the partner apparatus

del etes thepthcfR8catt BReEKBepnd3the ¢8rhi fieahseathackb@Pod88By of a
fl omchart shown in Fig. 45 in accordance with the 90 request."' .
the client itself to the partner apparatus. _This judgment
is:ﬁased on the.ICV, the leaf key and the license ID,
which were stored in the storégefgnit128 in the
: pfocessing carfied ou; at thelstep S308 6f the flowchart
"shown in Fig. 41. That is to sa&, the CPU 21 deterﬁines
whether the iCV, the leaf key aﬁd the license ID, which
 wére xecei§ed_a£ the step 8361; have been.cataloged on :
- the chéck-ou; list stoied in the storage unit 28. If they
have been cataloged on the check-out lisﬁ, thé CPU 21
‘detérmines that the license to be checked in is 'a license
checked out by the client itself to the partner apparatus.
. If the 1icen§e to be checked in is ajlicense
checked out by the client itself to the partnér apparatus;
the flow of the processing goes on t6 a stép 8363 at
which the CPU 21 makeé a requésf for deletion of the EKB,
tﬁe ceftificate and the license of the partner épparétus.
AS'will be described later, the partner apparatus deietes

the license, the EKB and the certificate at a step S383

of a flowchart shown in Fig. 45 in accordance with the
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Then, at the next step 8364 -si nce a check-out license is checked in, the
CPU 21 decrenents the nunber. of check-out operations (Ni) by 1. :
Subsequently, at the next step S365, the CPU 21 forns'a judgnment as to
whet her or not another |icense has been checked out to the partner
apparatus. If another |icense checked out to the partner. apparatus. does
not' exist,"-the flow of the processing goes on to a step S366 at which
" the CPU 21 del etes the partner apparatus from the check-out list for

catal oging the partner. apparatus as a check-in-partner. apparatus. If the
out cone of &®gueskdgnent fornmed at the step .S365 indicates that another
I'icense checked out to the partner apparatus exists, on the other hand,.

t he processing.of -Thenstap tBécnext skepp8d64Thsince bechask-putis quite
wi thin the bound of possibility that the other '|icense is checked in by

t he partneliaenseaties chieickiede iayt chiee QFU 21e Jewdgmenit sf aheeduaibehe Step
5362 indicates that the license to be checked inis not a |icense checked

“out by the eolfi ehleckt-9&ltf operialtdonpar (k) LdpPparatus, on the other hand, the
flow of the processing goes on to a step S367 at which the CPU- 21 carries

out an . error-handsqipgeghefi€ty, dbathbSnbRtSs¥ep! Bakhi staaseruvt he 91
check-in processing is not carried outsince the |icense
. forms a judgment as to whether or not another license has
been checked out to the partner appafatus. If andther.
'1iqén$e checked out to the partnén apparatus. does not -
.éxist{-;he flow of the processing goes on to‘a step 8366
at whicp the CPU 21 deleteé'the partner apparatus ffom
'fthe qheck-out list fpr cataloging the partner apparatus
f_as a check-inJPartﬁer-apéaratus. If the'outcpme of the
-judgmenﬁlformed ét the step S365 indicates that-another
iicense cheéked out to the partner apparatﬁs exists; on
the other haﬁd, the procéssing pf-ﬁhe step S366 is
skipbed. This is becéuse it is quite within the bound of .
possibility that the other licénse is checked in by the
partner apﬁaraﬁus. |
If.the outcome of the judgmént formed~at the step
8362 indicates that the 11cense to be checked in is not a
license checked out by the client itself to the partner
apparatus, on the other hand, the flow of the processing

goes on to a step S367 at which the CPU 21 carries out an

error-handling process. That is to say, in this case, the
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s not a |license nanaged by the client itself. In an attenpt made by the
user to |IIegaIIy copy the license, the check-in' processi ng.cannot: be
carried out since the stored ICVis not equal to the ICV found on the
basi s ‘of the |icense acquired' in the processing carried out at the step
S361. Fig. 45 isa flowchart representing processing carried out by a
client 1 issuing a request for. the processing to check in a license to
another client carrying out'the |icense-check- in processing represented by
the flowhart shown i-n Fig. 44. The flowhart shown in Fig. ‘45 begins with
a step 5381cmcmmrpxmemmllsambmnhe¢r@ut‘—:l$me1therbh@ﬁm% 'a

|l eaf key and the ID of a license to be checked in to a partner apparatus,
which is thenslmekna]licsusqwmqpagﬁdtbmetheembeenhecksehfproceSS|ng
represented by the flowchart shown in Fig.- -44. As described above, the
partner apparatus Meceinyettidmpt! madekdy ame tiser |Hcadlledadliat ddwy step
S361. and carries out processing to authenticate the license to be checked

in on the baghé Dicendde tieadfchedk Ay phrocésSEnGecahhét becstLPed362.
Then, . at the. next step 53.82, the CPU. 21 enployed in the client 1 fornms a

Judgrrent as .t Vet he T c1pd é"lSBré’d v %J%tfé&uijf|€$'€’ﬂe0fc¢'hﬁoﬁﬁ&%ﬁe has
been received

the basis of the license acquired in the proces51gg

carried out at thé step S361.

Fig. 45 is:a'fléwchart representing prbéeséing :
carriéd out by a client 1 issuing a requegt for. the
pfbcessing to check in a license to another client

'garrying out ‘the lieense-chéck-in processing represented
-by the flowéhﬁ:t shown in Fig. 44.

The flowchart shown in Fig. 45 begins with a step
5381’at which the CPﬁ 21 employed .in the clienﬁ 1
ftrénsmité‘a leaf key and the ID Sf a license to be
éhécked in to a partner apparatué, w#ich ié the.client 1
-céfrying out the license-cheék-in prdcessing represented
by the flowchaft showﬁ in Fig. 44. As déscribed above,
'the.partner aﬁparatus receivés the leaf key and the
license ID at the step 8361 and carrles out processing to
authenticate the license to be checked in on the ba31s of
the leaf key and the 1icense_1b at the step S362.

Then, &at the next step S382, the CPU 21 employed in

the client 1 forms a judgment as to whether or not a
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fromthe partner apparatus. As described earlier, if the license.is a -
proper [icense to be checked in, the partner apparatus nakes a request for
del etion of the license, the EKB and the certificate in the processing
carried out. at the step 8363. if the outcome of the judgment fornmed at.
the step S382 indicates that such.a request has been received, the flow of
't he processing goes on to a-step 5383 at which the CPU 21 deletes t he

i cense, the EKB and the certificate. That is to say, the client 1 thus

becones no | onger ca abl e of Jusi t.he li,cense. Slnce t he nynber of
check-out off §p F&hﬁﬁ@e digense has Pﬁ@npéﬁFﬁéWeépparatus in
the processing carried out at the step 8364 of the flowhart shown in

Fi g..44, théramdde brrgneresppaFataisenddd. depcribedyeashiesi ifeth@dgnent
forned'at the step 5382 indicates that such a request was not received, on
t he ot her hdrddensee ifs awpaiopere ldcensssitiog bgosheskedo in, thep pg3snest whi ch
the CPU 21 carries out an error handling process. That is to say, in this
case, the - appacietius makesssa nequeEstoifdre dedetieon oft thee licenses reasons
such as a discrepancy in I CV. The check-out processing and the check-in
processi ng haiéee BrBerandX thal ket tiE ilcarte Rmmmcteesmgy cafr¥ied wate. a

| i cense-can al so be carried out as well.
at the step S8363. If -the ou;come of the jpdgment formed
at the step 8382 indicates that such.a request has been
.. received, the flow of the prdcessing-gees oﬁ to a step
8383 at which the CPU 21 deietes tﬁe liceese, the EKB and
the-Certificate. That is to say, the client 1 thus.
becomes no longer capable of using the liceﬁse. ESince the
number of check-out.opera;ions (N1) is decremented by 1
by the partner apparaeus in'the_proceSEigg carried out at
the step SB§4 of the flowehart shown in Fig. 44, the
check-in proceseing is ended.
If the outcome of the jpdg@eat formed at the step
5382 indicates thet such a request was not received, on |
the other hand, the flow of the proceesing goes on to a
step 5384 at which the CPU 21 carries out an error-
ﬁendling process. That is to_sey, in this case, the
.eheck-in proeessing cannot be car:ied out due to some
reasons such.as a discrepancy in ICV. |

The check-out processing and the check-in

processing have been explained so far. Processing to copy
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The f-ol I owi ng descrlptlon expl ains processing to -generate an | CV
(I'ntegrity Check value) of a-license,” associate the.ICV with the license’
and forma judgnent- as* to whether ‘or not the |icense has been.falsified by
conputation of an ICV in order to prevent the license. from being-
falsified.- it: should- be noted- that' the sane processing can be
applied to a content. An'ICV (Integrity Check Value) ofa license is
conputed by typically appllcatlon of a hash function to the license as
follows: ICV - hash (Kicv, Li, L ) Vheri not ati on Klﬁv denotes an

| GV gener at P&nTRY¥$ ﬁhé?§$§sesfﬁBoP§SElb&n&aE§ &4 R¥&cA8t ¥t or mat i on. on
the license. .A MAC (Message Aut hentication Code) of inportant

i nformation-of theThecEpkbovingsdesgri Phbopn¢§Pﬁ%i$6nPr0¢%5?§%5nF@d by L1
and L2. Fig. 46 is a:diagram show ng typical generation of a MAC val ue by
"using a DESgemernpei en FCYcdIvicrgritynCheekaVadne)Aofi e dbeiense,from t he
configuration shown in Fig. 46, a processed nessage is divided into 8-byte
units. In taesbelibtei thedEeyr whthothe iieedisel dad fesmage judgmendf asred t o
as ML, M2, .and MN\. First of ‘all, an initial value IV and ML.are supplied’
to a processbnghunhér96rZAotAther1¢aehyennasubeencEe&sﬂf;hagbgal sum

proceSS|ng
computation of an ICV in order to prevent’ the license.
from beéing falsified. Itishoulﬂ-be'noted-that'the-same

- processing can be epplied to a eontent. :

An ICV (Integrity Check Value).of-a license is
compnted by typically application of a.hash function.to
the license as follows. |

1 Icv - hash(Kicv, L1, L2, ")

“where notation Kicv denotes an ICV generation key whereas:'
symbols L1 and L2 each oenote in:ormation on the license. -
A MAC (Message Authentication Code) of important
information'of the license is used as the information
represented by L1 and L2. .

Fig. 46 is a.- dlagram showing typical generation of.
a MAC value by using a DES encryption processing
configuration. As is obvious from the configuration shown
in.Fig. 46, a processed message is divided into 8-byte
units. In the following descriptionf the divided message
is referred to as M1, M2, ** and MN.- First of all, an

initial value IV and M1 are supplied to a processiné unit
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‘to'result in an.exclusive |ogical sum1l. Then, the exclusive logical sum
11 is supplied to a DES encryption wunit 24-19 for encrypting 11-by using.a
Key Rl to produce an encryption result El. Subsequently, EI and M2 are
supplied to a processing unit 24-2A for carrying.ol2t ‘exclusive |ogical
sum-processing to result in an exclusive |ogical sum 12. Then, the .
exclusive. logical sum 12 is-supplied to.a DES-encrypti.on-unit 24-2B for
encrypting 12 by using akey Kl to produce an encryption result E2.
Thereafter,- these operations are carried out repeatedly to. encrypt all
the message34-Hefionacayrying eutupxchwivaclagiaabysumpesoeags§pei on unit.
24-NB is a- MAC (Message Authentication Code). A hash function is then
applied to tachesultcimsan é#Cluaive dodicall Sumgdher hem, kiheto generate
--an ICV (Integrity Check Value). For exanple, an-ICV conputed at '
generati on ekchusicenségiscarospmr bl ist suppl f¥dnewl 3 DES| entaypdibnom a
license. If the ICVs match each other, the license is assured not to 'have

been fal si fagdt fei-m'e;foirCéﬁcﬂsap‘aﬂl%nm.cbye'asinpgt_aekeyomthe prbanckand,
the license is determ ned to have been falsificed. The foll ow ng

(o1} Do S Lo RGN 1 sltndERE S RIS 800
Valqe)'of dsupplied to a processing unit 24-2A fo? carrying out
e#élﬁsive logical sum processing to regult in an
exclugive logical gum 12. .The#; the exclusive logical sum
12 is supplied to a DES-encrfption-hgit 24-2B for
ehcfypting 12 by uéing a-key K1 to produce an encryﬁfioh
result E2. Thereafte;, these operations.are carried out
rébeatedly.to:encrypt.all tﬁe messages. Eventually, a .
restlt EN generated ﬁy a DES encryptién unit 24;NB isla .
MAC (Message Authentication Cod;).
A hash fuhction_is éhen applied to such a license
MAC value and an ICV geﬁeration kéy to generdfe an ICV
(Integrity Checﬁ Value). For e::amplef an ICV computed at
gene;étioh of a liqqnsé is compared with ;n-ICV newly
calculated f;om a license. If the ICVs match each other,
.the-license is assured not to have been falsified. If the
-ICVs do not mat;h each other; on the other hand, the
license is determined to have been falsified.

The following description explains a configuration

to use an EKB (Enabling Key Block) for transmitting a key

95



| i cense. .
I s used as the key Kicv for .generating an'

In the configuration, nessage data encrypted by using. the EKB
I CV (Integrity-Check Val ue)

of'a license. To put it concretely, Figs. 47 and 48 are each-a diagram-
showi ng a typi cal conflguratlon of u3|ng an EKB (Enabling Key Block) to

di stribute a key Kicv for

Check Value) for formng a judgnent as to whether or not the |icense
been fal sified when transnmitting the license to a plural-ity of devices.
To -be nore specific, Fig. 47 is a d|a8H?n1shomnn typi cal distribution of

a decrypt adteEkdpr ﬂ%ﬁ#@ihﬁﬂarﬁ# &Gy

Value) to devices 0, 1, 2 and .3: On the. other hand, Fig. 48 is a
_d|agran}ahdﬁQQEnypﬂaathel§Pﬂﬁésﬂ¢9ﬁi9p:ameééégypﬂawheensyynted bar
generating a.-license's ICV (Integrity Check Value) to devices 0, 1.

only but

di.stribution shown in Fig. 47, an encrypted. EKB (Enabling Key Bl ock),’

rEing theyiBKB 3ds wseh dmsthedrey Rigke ot rgereeratyipio aln

‘generating a' common license's ICV (*Integrity

‘has

tedkeise Gheddy Valiedgak @ Check

and 2

“whi ch. can [V damrbyeyrecy ic&ie;ﬂnslaamm:) ofha HiRemsealsed for transmtting

data Enc(K(t)00, Kicv) and an updated node key K(t)00 to

and 3. The data Eme(fghtt 180coliceerely, arigesuly ahdensr upei eachf at he
check-val ue generation key 96 Kicv by using the updated node key K(t)O0O0.

-The node l@Bagram’ showing a typicel configuration of using an EKB

(Enabling Key Block) to distribute a key Kicv for

-'generating a common license’s ICV (Integrity Check Value)

..for forming a judgment as to whether or not the license

has been falsified when transmitting the license to a

- plurality of devices. To~be more.specific, Fig. 47 is a

diagram showing typical distribution of a decryptable key

Kicv for. generating a license’s ICV (Integrity Check

: Value) to devices 0, 1, 2 and 3. On the other hand, Fig.

48 is a diagram showing typical distribution of a

decryptable key Kicv for generating a license’s ICV

(Integrity Check Value) to devices 0, 1, and 2 only but

net to.device 3, which has been revoked.

In the typical distribution shown in Fig. 47, an

encrypted EKB (Enabling Key Biock), which. can be

decrypted, is generated. The EKB is used for tranémitting

data Enc(K(t)00, Kicv) and an updated node key K(t)00 to
devices 0, 1, 2 and 3. The data Enc(R(t)00, Kicv) is a

result of encryption of the check-value generation key

96
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K(t)00' has been updated by using a.node key and a | eaf key, -which are

owned by each of devices 0, 1, 2 and 3. As shown-on the right side of Fig.
47, first of all, each of devices.0, 1, 2 and 3. decrypts the EKB to obtain
t he wupdated node key ‘K(t)0-O.. Then, the updated node key K(t)00 is used-"
for decrypting the encrypted check- value generation key Enc(.K(t)00, Kicv)
‘to obtain. the check- val ue generation key Kicv.. Qher devices 4, 5 6, 7

‘and SO -on are each incapable of obtaining the updated node key K (t) 00 -
and by usin a node key and a

by procesaﬁf an .EKB ( Enabl i ng_ Key Block)
| eaf key, h B¥ Aok dthy wedated nofgikey KRN0, 1 node keyr ecei ved
by the devi.ces. Thus, the check-value generation key can be transmitted to

only aut hdf{&kRp deas deeeniiupdated Qv dising afnede diey and).a sbeak a di agram
showi ng a case in which device, 3 pertaining to a group enclosed by a
dotted |ingtey, Rilyich Jaarelamﬂttmiarby egivlafl déebms ), for 2>xamdl®, Askey has
| eaked out, so that an EKB (Enabling Key Block) is generated and '

‘di stribut ecbhcmmrdxy thdarighkyprieide £ tiiy . WDUELrstedf/ ,alleyieech Gf 1 and
2. The EKB (Enabling Key Block) can be decrypted only by the device 0, 1

and 2. TheadkdErmbli e kma B Qi‘é@nﬁﬂw\ﬂ’thél EXE) ot opuh flative 97
-Enc(K(t)00, Kicv) are distributed. As described earlier,
updated nodé key K(t)00. ' Then, the updated node key
. K(tioo is ueed for décrypting ﬁhe encrypted check-value
-"éeneration key Enc{K(t) 00, Kicv) to obtain the chéck-'.
value generation key Kicv.. -
Other devices 4, 5, 6, 7 and so on are each
1incapab1e of obtaining.the updafed'node key K(t) 00 by
_-processing an EKB (Enabling Key Block) and by using a
node key and a leaf key, which are owned by each of
deviees, even if the EKB is received by the devices. fhus,
tﬁe check-value geheration key can bé transmitfed te only
authorzzed devices with a high degree of safety. | .
' Fig 48 is a diagram showing a case in which device
3'?eftaining to a group enclosed by a dotted line in Fig.
iz hae been're#bked-because, for example, a key has
leaked out, so that an EKB (Enasling Key Block) is
'generated and dietributed to only other.members of the
gfoup, namely, devdces d, 1 and 2. fhe EKB {Enabling Key

Bloek) can be decrypted only by the device 0, 1 and 2.

The EKB (Enabling Key Block) shown in Fig. 48 and data
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t he data Enc(K(t)OO Kicv) is a result of encryption of a check-val ue
‘generation key Kicv by using a node key. K(t)00. On.the right side of Fig.
48, a-decryption. procedure.is shown. As shown in the figure, first. of
all, devices 0; 1 and 2'each acquire-the updated node key, K(t)00. by
carrying out processing to decrypt the received EKB (Enabling Key Bl ock)

" by using a keaf key or a-node- key owned ‘by-itself. Then, the check-val ue
generation' key Kicv is obtained by decryption based on the updated node
key. K(t) 00. O.her devices 4, 5,.6 and so on of the group shown in-Fig. 12
are each i FERpHE(® O, Fian) iake s tipihitad. . Asddeesyi g@@) gerdjexsi ng
its' own | eaf key and node key even . if -the sane EKB (Enabling Key Bl ock)
i's di stribushel data Rupe{Bttd0 dKieds . iBa ittt dmmrypttiaskexf devi ce.

3 is also incapable of acquiring the updated node key K(t)O00 by using its
own | eaf. keshexld veddee lgnexetion Mdye KantbyEWs idgablnode Hesy Bl ock) is
distributed to this device. Thus, only an authorized.device is capable of
decrypti ng ¥ o ng t he check- val ue generation keyKicv. In this way, by-
utilizing distribution of the check-value generation key Kicv through the

use of an EKB, . @8 thaeraga%nbiak dies waighulseq daaécegbthenreduced

.and.it'is

érocedure is shown. As shown in.the figure, first of all,
“devices‘ﬁ, 1 and Z'éach aéquire-tﬁe gpdated node key"
K(t)00 by carrying'qut procéssing to decfypt the recgiied
EKB (Enabling Key Block) by using a leaf key or a ﬁode
key owned by itself. Theﬂ; the check-value generatiﬁn'key
'. kicv is obtained by decfyptipn based on the updaped no@e
- Key .K(t)00. o | |
| Otﬁe: devices 4, 5, 6 and so on of ﬁhe group shown
in ‘Fig. 12 are each incapable of acquiring thé.updated
-node key K(t)00 by using its own leaf key éﬁd néqe.key
‘even if ‘the same EKB (Enablingixey Block) is distributed
to those.other devices. By the same token, revoked device
3 is also incapable of acquiring the updated node ke}
K(t)00 by using its own 1gaf key and node key even if the
same EKB (Enabling Key Block) is distributed to thié
device. Thub.'on;y an_authorized device is capable of
décrypting and using the checkfvalﬂe generation kéy-Kin.
- In this way, by utilizing distribution of the

check-value generation key Kicv through the use of an EKB,
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'p055|ble to safely.distribute the check-val ue generatlon -key Kicv to only
"aut hori zed. parties capable of decrypting the check- value generation key

Ki cv. By using such an |ICV (Integrity Check Value) of a 'license. it
i.s.possible to avoid illegal ¢opies of the EKB and thé encrypted |license.
Assume that nedia 1 is “used for storing |icenses L1 and L2 along wi'th an
EKB (Enabl i ng- Key Bl.ock) that can be used for acquiting theirr." |icense

keys as.shown in-Fig: 49A. Let what is stored in- media 1 be copied to™ "

media 2. In-this case, the EKB and the 'licenses can-be copi.ed. A device
capabl e of . &8&r APOURG phe dERETIPULES &8t CaRpRE Feduchs; thﬁe igj censes.
In a configuration shown i.n Fig. 49B, an integri check val ue 1 Cv(L1,
L2)'is stor@@Sﬁﬂbé&cﬁonﬂef&1deﬁﬁgr1b§§Gct&?eshﬂpéhVﬁﬂ@en§G§e§B§é°§tored
therein. If should be noted-that-1CV(L1, L2) is an integrity check val ue
of licensekeylXigs t2 andyi authopized pprijpeyicapablieasli deemypitdngt o
licenses L1 and L2 as follows: I1CV - hash(Kicv, LI, L2) In the .
confi gurati ¢heskhecki-wakug. gélBraitdbar keyi ®icvstored in media | i ncl ude
licenses 1_"and 2 as.well as the integrity check value ICV(L1, L2), which
i's conputed by. 99 Bpphying Subksénfnovt (Ditégriteechesk [iatug) L3f én the

license, it is.pessible to avoid illegal copies of the

EKB and the encrypted license. Assume that media 1 is

used for storing licenses L1 and L2 along with an EKB

(Enahling'Key Block) that can be used for acﬁuiring theirf-

license keys as shown in Fig. 49A. Let what is stored in

.media 1 be cdﬁied to media 2. In this case, the EKB and |

the 11censes can be copied A device capable of -

decryptlng the EKB will also be capable of using the

licenses.

In a configuration shewn in Fig. 49B, an.integrity
check wvalue ICV(LI; L2) ie stored in each media, being
associated with licenses also stoxed therein. It should
be noted that ICV(Ll, L2) is an integrity chéck value of
licenses L1 .and L2 and is computed b& applying a hash
functioh;to licenses L1 and L2 as follows:

ICV = hash(Kicv, L1, L2)

In the configuration shown in Fig. 49B, information

stored in media 1 include licenses 1 and 2 as well as tﬁe

integrity check value ICV(L1, L2), which is computed by
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other hand, information stored in nmedia-2 include.s license .1 and
an'integrity-check value.l CV(L1), which is conputed by applying a hash
function to.license L1.. in this configuration, assumethat.(EKE, 1icense 2)
_is copied fromnedia 'l to media 2. In this case, a new [icense check'val ue
I CV(L1; 'L2)can be- generated in nedia :2. The new license _check val ue
| CV(L1, L2) is different' - fromKicv(. Ll) stored in redia 2. It is thus
obvi ous that . the nemlllcense check value ICY(L1, L2) can.be used.to store
a new |icensé in nedia 2 by falsification or an. illegal copy operation. '
in a devi ceapplyingyaniaishc funcrionnoi ddcensesd Liln amdd L& .2, Ohobkeer
generated and stored |ICVs can be checked at a step prior to a playback
step ‘to for otherutigmd;t iaformattionhartored ifoVmeddacl2a dachudesher. |f the
generated ICV is determned to be an ICV not matchi.ng the stored ICV, no

pl ayback opgfialen@e 1San@aahi @@ tedirity! @hleltks vaaye TVi(Diy,cohficguiation, it
is possible- to prevent the Iicense obtained by falsification or by

carryi ng oUtospuitlelde sy ab?ﬁ.!riﬁ@e&ahhﬁﬁ iFuatthenngo Rhavadebagk. In _
additian, In order ‘to hér .énhance the degree of safety, it is possihle

B e
is copied from media 1 to media 2. In this case, a nev
.license check’ valie ICV(L1l, L2) can be-geherdted in;media
2. The new license check value ICV(Ll, L2) is different’
'ffem Kicv(Ll) sfored'in media 2. It -is thus obvious that
'the new license check value ICV(L1, L2) can be used to
store a new license in media 2 by falsif;cation or an

. illegal EOpy operation. In e.defice for pleying'back:
informaeion stored iq media 2, however, generated and

- stored ICVs can be checked at a step prior to a playback
step to form a judgment as to whether the ICVs match each
other. If the generated ICV is determined to be an ICV
not matching the stored ICV, no playback'operation is

- catried out. In this way, in this configuratien, 1£ is
possible to prevent the lieense obéained by.faisification
or by carryiné out an illegal cepy opera;ion from being |
played.baek.

In addition, in order to.further enhance ehe degree

of safety, it is possible to devise -a configuration in

which the ICV (Integrity Check Value) of a license is
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witable-counter. To put it concretely,. in the configuration the ICV
(Integrity Check Value) of a Ilicense.is conputed as follows: | CV
hash(Kicv, counter + 1, L1, L2, ) where notation (counter .+ 1) indicates
that the value 'of the counter. is incrénented by 1 each tine the.ICVis
updated. it shoul d be ..noted that the val ue of the counter needs to

be' stored in*a secure nmenory in this, -configuration. Mreover, in a
.configuration wherein the XCV (Integrlty Check Val ue) -of a license

cannot: be stored in_ the th cepse, the ICV (Iptegrity
e Ve Seshefatie oF cuhePRalm ol (Sora el SEMRS: th va e e omm Vhe
nmedia. for storing the license. Assune-that a license is stored in'a' nedia

with no préfieable equnter. afq Rugdt @anexsfalati dft BBe&npl es of such a
medi a are a read-only nenory and-an ordlnary MO disk' In-this case, if an
| CV (I nt egr¢eyt ivraticonuethe sSICH (Entear bty fhedle ¥akweheefaa it - is quite
within the. bounds of possibility that an unauthorized user is capable of
updatlng t heldehvse | is i compused cas efiolbawst he safety of the {CV. is not
assured.” In order to' -solve this problem the ICV is stored in a safe

mﬁdl a of the host 13;&1,. mhm@n,d ddt dror+ agntygl Inmg -Qperat ions to copy
e ‘where notation (counter + 1) indicates that the value ‘of
the counter is incremented_by 1 eeeh time the. ICV is
" updated. It should be noted that the value af the counter
'needs to be‘stored'in‘a eecdre memory in this
-eonfiguration.- |
Moreover, in a configuration wherein the Icv
z_(Integrity Check Value) of a 11cense cannot be stored in
the same media aS'the license, the ICV (Integrity Check
Value) of the iicense.may be stored in a ' media different
from the media for storiné the lioense. .

. Assume that a license is.etofed'in'e“media with no
proteotion egainst an illegal copy~oneration. Examples of
such a media are a read-only memory'and-nn ordinar§ MO
'ﬁisk’ In this case, if an ICV (Integrity Check Value) is
also stored in the eame media, it is quite within tne
bounds of possibiiity that an unauthorized user is

: capable of updating the ICV. It is thus feared that the

safety of the ICV is not assured. In order to.solve this

problem, the ICV is stored in a safe media of the host
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| i cense. Exanples of the copy operation are operations '"to check in, chegk
out and nove the license. In such a configuration, it is thus possible to
execut e safety managenment of the ICV and check. fal sification of the
license. Fig. 50 isa diagram showing a typical configuration inplenmenting
t he schene descri bed above. In the typical configuration shown in.Fig. '
5.0, a nedia 2201 with no protection against an-illegal copy operation is
used for storing-licenses 1 to 3. "Exanpl es-of the media 2201 are a

't he ot her

read-only ng and n or ary nd ap | CV :
(FadontY, ERRhIa8 R uphd PRE bR FbEE AN pubBELPARE 16208y BhbS s 2005
enpl oyed in g host machi ne to which the user is, not allowed to make an -
access wit h13CRRER- d P ks ¢l dcifin CoPY, RPe%3tign Arg \gperations to
configuration, the user is prevented from illegally ri&cjiatlng the ICV
(I'ntegrity cheek a)uehecknent andcweve bhewhiegnene suclo® i s nount ed
pl ays back information from the nedia 2201, for exanple, a PC serving as
.t he host nagqnﬁégurathendettcssothussnoseibhaytObexegutegsaéetro check 1Cvs
for .formng a judgment as to whether or not the nedia is allowed to play
back. In sumanagementlgﬁraheonCV|andscheok ﬁatsiﬁieatbomreﬁeﬁhean 102
operatlon t-o play back an |IIegaIIy copi ed or faIS|f|ed .
1icense :
Fig. 50 is a diagram showing a typical
oonfiguretion implemenﬁing_the soheme described.above.' In
the typical configuration shown in Fig. 50, a media 2201
i with no protection against'an illegal copy operation is
used for storing licenses 1 to 3. Examples of the media _
.2201 are a read- only memory and an ordinary MO disk Oon
‘the . other hand, an ICV (Integrity Check Value) for these
licenses is stored in a safe media 2202 employed in a
host machine to which the user is not allowed to make an .
'lacsess with a high degree of freedom.- Thus;.ip this
typical configuration, the user is prevented firom
illegally updating the ICV (Integrity Check Value). ‘When
.a device on whidh tﬁe niedia 2201 is mounted plays back
information from the media 2201, for example, a BC

serving as the host machine of the device or a server may

be configured to check ICVs for forming a judgment as to

whéther or not the media is allowed to play back. In such

a configuration, it'is thus possible to prevent an
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license.. In additi-on, a client provided by the present' invention can also. -
be i nplr-emented by an apparatus other than the so-called personal conputer.
Exanpl es of an apparatus other .than the so-called. personal conputer are a
PDA. . (Personal Digital Assistant), a-cellular phone and a gane terminatl.

{f the series of pieces of processing is inplenented by software, a

program coriposi ng the software- can be installed froma network or a
recordi ng medi-um into a.conputer. including .enbedded special hardware or -

into a conmputer 'of another type such as_a geperal - purpose! r sonal
conput er caPRBFRLLPRCER (BIRY €@€kaava}¥£?9g%}y FARLEd 0P 5?1€£§iﬁﬁion'of

various prograns installed in the personal conputer.. A recording nmedi um
provi ded sephfeR®8fy fromthe nmin unit of the apparatus serving as a
client or a server is distributed-to users for presenting a program .
recorded i n the nddi @dditioar & clientoraiidedrddt bhe aredsnta package
medium As shown .in Fig. 2, exanples of the package mediumare the
‘magnetic di dhvddtiom| cai nglso beé opmyl emekted hisy ophi appariatks . dehencl uding a
CD- ROM (Conmpact - Di sk Read- Only. Menory) and a DVD (Digital 103

Versatil e/ \ENgn €thékgo - ¢APLERQpEESondl | €opditek. 4Examples of .an

‘apparatus other than the sojcalléd personal computer a?e
a PDA_(PersQnal Digital Assistant), a .cellular phone and
a game terminal.

If the series of.pieces of ﬁrﬁdessiﬁg is
im?leméﬁted by softwére, a program composing tﬁe software-
can be inatalléd:ffpm a ﬁetwbrk ér a rgcording medium

" into ; computer. including embedded special hardware"pf
into_a computer of another tyﬁe such as a general-purﬁose'
personal computer capable of carrjing out a variety.of.
functions by execution of various programs installed in
the personal qomﬁuter;

A recording medium p¥ovided gseparately from the

- main unit of the apﬁafatﬁs serving ;s a ¢lien; or a
server is distgibuted-to'users for preseﬁting a program

-_ recorded in the medium to users. The recording medium can
be a paékage medium. As shown in Fig. 2, exampleés of the

'package.medium are the magnetic diék 41 including a
floppy disk, the optical disk 42 including a CD-ROM

(Compact-Disk Read-Only Memory) and a DVD (Digitai
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including an MD (M ni Disk) and the semi conductor nenmory 44. |nstead of
installing a programfroma network'or a recording nedium the program can
be presented to a user by storing in-advance the programin a recording.
medi um enbedded 'in the main unit of the apparatus. As shown in Fig. .

2, -exanpl es of the enbedded recording nediumare the ROM 22 and a hard

' dISk i ncl uded in the.storage-unit 28.' In this specification, steps.
describi'ng a program stored i'n the recording medi um can of course be
executed . sequentjally one ste after another in accordance with a witten

.procedure. Yersabite/ ﬁ%t%ﬂs omEbErmaSHﬁF°tﬂEti§?%p§ #6 hdt have to be
execut ed sequentlally but, instead, 'the.steps May al so include pieces of
processi ng Fglhél%mraﬁéﬂboﬁﬁinh p&ah)|endothe|ﬁqm#¢qm@¢¢9or|mﬁm@nvt|on Pt
is desirable to also encrypt-a program executed to inplenent processing
rel ated to 4éecumstedad aff dars ttal Jimay entprdgrgn domss i e tfortknedr grogram
itself from being anal yzed. For exanple; a program of processing carried

out to execréeordicfany@ium) thecpssgran bendbsi presented taPeissesi st ant
nmodul e.” Furthernore, the information-included in the header of a content

to specify Byl secnseg o aawm:egtnbepﬂsgr@ﬁ 1&04 ié@of&fﬁ#%e&iﬂﬁﬁ not have
to be a license ID for uniquely
embedded in the main unit of the apparatue. Ae shown in
Eig. 2, examples of the embedded'recording medium are fhe
ROM 22 and a hard disk.inéiﬁqéd iﬁ the storage unit 28.
In this specification. steps. describing a program
stored in the recording medlum can of course be executed
. seQuentially one step after another in aebordance with a
"written procedure. it ehould be_noteﬁ, hewevee, that the
steps do not have to be executed sequentially bﬁt,'
instead, the steps may also include'pieces of'processing
to be carried out in parellel or. individually.
In addition, it is desirable to also emcrypt a
ﬁroéram execﬁted to implement proeessing related to .
_security in order to prevent the-processing'of ;he'
program itself from'being analyzed. For example, a
brogram of processing carried'oﬁt to execute'ae
eﬁcryption process can be deeigned as a tamper resistant
module.

Furthermore, the information included in the header

ef a content to specify a license for allowing the use of
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I dentifying the license.' In the enbodi nrent described above, a license IID
is information for specifying a license required:-in utilization.of a’
content, information for specifying a content the use-of which is all-owed
by a certaln license and informatiaon for identifying a |license requested
: by a'license request fromthe client 1. lLnstead, a |ist-of various kinds
of attribute information related to“a content may also be included in the
content;.and - conditions of attribute of contents may al so be included in
a Ilcense far s (nﬁﬁgn contents allowed to be used.__In this, case,

attribute itH%r JARE ihpve Ehked Heenae IRfon ‘%’Eﬁq‘tﬂé{n fyi ng

a license for allowing utilization of the content and information for
speci fyi ng 1denthfxing tthe icepsani dn ithe gmboddmeny dgsicrdbed i n L
accordance with a condition equation included in the 1license. Alicense ID
i s infornatdkove ora uricrrde ID ierninformation ifmnsspedifying awmy, a content
can be associated with a plurality of licenses so that the - content .can be
|ssued in d iveresd | weqil medraimartilieeatdibt iaf,a tdun tenhnieformation

' cont ent - exchanging system used-in this specification neans the entire

| system conTEdmsistkcl B itidld tebriepticiute & wieksH i hehylvwed by a
accordance with the 105 infornmation-processing apparatus and nethod
provi ded- t))bertain 11cense and 1nformation for identifying a license
_requested by a license request from the client 1. Instead,
a 1list of various kinds'of attribute infornation related
-to ‘a content may also be 1nc1uded in the content, .and
conditions of attribute of contents may .also be included
in a license for specifying contents allowed to be used.
In this case, attribute information included in a content
.: is information for specifying a license for allowing
‘_.‘utilization of tne content and information for soecifying'
a content the use of'wnich is-aliowed by e'licenée in
' accordance with a condition equation included in the
license. 2 license ID is informetion for uniquely
identifying a license. In this way, a content can be
associated with a plurality of licenses so that the |
- content can be issued 'in a more flexible manner.
in addition, the technicallterm 'cdntent-exchanging
system’ used in this specification means the entire

system_comprising a plurality of apparatus.

As described above, in accordance with the
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t he present invention and the programfor inplenenting the _

i nformati on-processi ng net hod, encrypted data can be - distributed wtha

Hi gh degree of freedom and, by acquiring a |license provided separately
froma content, the user is capable of utilizing the content. As a result,
.a copyright. can be. protected and a' proper usage. fee...can be col | ected
Wi t hout." a- hi ndrance to dlstrlbutlon of a' ~content. 106 e rrrrl
reerr e ~L M3 11" - CLAIMS: 1. An information- processing

_apparatus f al | ng. usa a content b e g.a sg for
AR SR N TSR Y d5bhedrnEoviiRg: by no:
content storage.neans for storing a_license- specifying information for
~speci fying EEFdPFFEEHEeinYGHE%PBdaE9 thegpyegram,foE; igplementiAgent
encryptéd data of said content and key information required for decrypting
sai d encrypthe dnfermatiencprenesaing methade snervpbededatafeansbering
said I'icense .including a content-specifying information for specifying
sai d contend;Strhbuueé withhichigh éégveedpfjﬁdgﬁéqm apdnsb¥or formng a
judgnent as to whether .

acquirlng a license provided separately from a content,

the user is capable of utilizing the content. As a result,
a copyright can be. protected ahd'a'propex usage fee-.can
" be collected without a hindrance to distributiqu of a

‘content.
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or not said license required by said user in using said content has been.
-stored in said |icense storage:neans; and ' decryption nmeans, which is
used for.-decryptiig.said encrypted data of said bt t hat
an- outcone of said judgment forned by .said’judgnent idiegates that
said license required by. said user i.n wusing said c mﬂmﬂ!ﬂﬂa@ﬂ ored
in said |license 'storage. neans. 2. An.information-processicngn us
according 107 iiij( * € Sto. claiml1, further conprising: transn ssion
means for transmtting a ticence request including said :

li cence-i de@UAIMS4ti on information for i.dentifying said licence requifted
by said user in using _ said content to a |licence server; d receiving
means for receivi ny s& InfaamatiqusRraqearing, ARNAF4tYS, server,

wherein said |icence recei'ved by said receiving neans is stored in said

| i cence’ st oeddoviBgnysage af antententoRYpl ¥ing appicsrgs &€&¥ording to .-

claim2, further conprising a termnal-I1D storage neans for storing a’
terninal spysingi sgidntontenteonspidcdofiorpatiopaprogessingr apparatus

comprising:
content storage'mea@s.for storiﬁg a license- -
speciinng informatio; for specifying said liqenser
required_by said psér in using éaid content, éhcrypted'
data of said.content_and'key inforﬁation réqﬁired_for
décrfpting said encrypéed data of said cqntegt; |
| license storage means for storing said license
’.iﬁcluding a-content-specifying iﬁférmaﬁiog for speciﬁying
.[éaia content,-the'uée of'which is allowed;
judgment means for forming a.jﬁdgﬁent as to whether _
or not'said.iicense required by said user in usin§ said
-cbntenﬁ has been stored in said license storage means;
and
decryption meanﬁ; which is used for decrypting said
ehcrypted data of said content on condition that an
. outcome of'séid judgmeﬁt forﬁed.by ééid'judgment means
indicates that said 1iéeﬁse required by said uéer in
'qsing said content has been stored in said license
storage means.

‘2. An information-processing apparatus according
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"said licence request transmtted by said transm ssion neans -further
I ncl udes said termnal -identification informtion-stored in said
termnal -1 D storage neans; said |icence received, ' L Vi nmeans
includes a termnal ID and said judgenent maniﬂgmﬁmﬂﬂﬁm Iiler m nal -

I dentification information included in said |lice {

“terminal -identification information stored-in said termnal-1D storage
means., ang dehémnd nEurthe:r caiptikifgnce received by said receiving neans
is a licence allowing use of said content only if said
t erm nal -i dent itfriafshi €dtion Meahsuifbon tiransmidad nign asdidehte enseguemt ches sai d
termnal- identification information stored in said termnal-1D storage.
means. 108nclbbifsg isafllii iliicehéé+identd £1idatiod ormfamtﬂbnces&:mg
apparatus according to claim-1, 2 or 3, further conprising reproducing

~means for ideapl 6giig Ngabdi dlcaﬁtteeni:eqmifetca Bhecsypd edsby dai dusidecryption
means, wherein said data of said content is text data, | mge .data, audio
dat a, novisaddpcohiere dat a bicencecepbient iaamd of them 5. An
I nformati on-processi ng apparatus according to . any one of the preceding -
clai nms further recepvisy mpahevifoe- receiving said licence transmitted

by thé licence server,

wherein said licence received by said receiving means
is stored in said licence storagé means.

3. An information-processing apparatus according to
claim 2, further comprising a terminal-ID storage means for
storing a terminal specifying informatiqn—processing
appar#tus, whérein:

said licence request transmitted by said transmission
means further includes . said terminal-identification
information stored in said terminal-ID storage means;

said licence received by said receiving means includes
a terminal ID; and |

| said judgement means compares said terminal-
identification information included in said licence. with
said terminal—identificétion information stored in said
terminal-ID storage means, and determines that said licence
received by said receiving means is a licence allowing use
of said content only if said terminal—idgntification
information included in said licence matches said terminal-
identification information stored in said terminal-ID

storage means.
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‘node- key storage neans for storing a e node key, wherein: said key
i nformati on i ncludes an EKB ( Enabli ng wﬂ'ﬂuulrﬁm sai d decryption
means decrypts said" EKB (Enabling Ke sai d devi ce node
key stored i-n said devi ce- node-key storage means, and decrypts data of

said content by using a root key obtained as a result of decryption of
said EKB. 6. An information-processing apparatus according to claimb5

wherei n:- said kgy '@ﬁprﬂﬁbkﬁat{éﬁiél%bebgf}ﬁ d@@pa@ka&@@t @Bkok&ing e ypted by
using said root key of said EKB (Enabling ey Bl ock); said data of said

content i 1a8RCHYPRegbYs USiiIEnsdl dompPISAIY HrodaBiing ahdakiPCromt i ON neans
decrypts. said data of said content encrypted by using said content key by

usi ng sai Gepr8ahcisRy Obh@inedoatedt!#Suldatal dRYPLEEN Py SasgidKB 109 |
ii111121hil7212122iiT11 L MS (Enabling Key Bl ock)" by using said device

node key %iewr?gtm:m wetintd , AUk e8I N OSI K @M taSHEr S8R NBMtent 7is Abext
I nf.ormati on- processi ng apparatus according to
data, image data, audio data, moving-picture data or a
lcombination of them.

5. An information-processing apparatus acqqrding ta
any one of the preceding claims further comprising device-
node~key storage means for storing a device node key,
wherein:

said key information includes an EKB (Enabling Key
Block); and

said decryption means decrypts said'EKB (Enabiing Key
Block) by using said device node key stored in said device-
node-key storage means, and decrypts data of said content
by using a root key obtained as a result of decryption of
said EKB.

6. An information-processing apparatus according to
claim 5 wherein:

said key information further includes a content key
encrypted by using said root key of said EKB (Enabling Key
Block) ;.

said data of said content is -encrypted by using said
content key; and

said decryption means decrypts. said data of said
content encrypted by using said content key by using said

root key obtained as a result of decryption of said EKB
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any one of the precedlng clainms wherein said |icence further incrudes
usage-condition informati on showing a condition fﬁwmmﬂnﬂmﬂmt ent,
use of which is-allowed by said licence. 8 An in i ng
apparatus according to .any one of . the preceding®cl%ins, "whérefn said

i cence further includes an electronic signature si gned by using a secret:
key .of a licence server. 9. An information-processing nethod for allow ng a

user to usmrammgenéybmdsmwﬁy Ngs iR (hadiSeldelv@cbaneda kéyCcebsged or using
said content, said information-processing nethod conprising: a content

st or age stﬁpsaﬁdsa@ﬁdegnadémeﬁmagélxﬁe/arnag information for specifying
said licence required by said wuser in using said content, encrypted data

of said content7. andkehforhet Iei-pHdcesHihg eﬁbﬁaratdechwbr@g@a@cd encrypt ed
.data of said content;* a |icence storage step of storing said |icence

i ncl udi ng anycobhentoss patief ypbhgeddiing melaiis f ahegperi f34idg 188dskeont ent,
the use of which is allowed by said |licence; a judgenent step of performng
a j udgenerfluribetro imdbidesr asagetcariitibhcenfifornetiiionedshywiig d aiSer in
using said content has been stored in said |icence storage neans; and 110
condition for using said content, use of which is allowed
" by said licence.
8. An information-processing apparatus according to
any one of  the precéding claims, wherein said l;cence
_further includes an electronic signature signed by using a
-éecret key of a licence server.
| 9.. An informatioﬁ—proceésing method for allowing a
user to use a content by requiring said usel; to have a
licencé for using séig content, said information—processing
method comprising:
a content storage step of storing a licence-specifying
information for specifying said licence requiréd by said
user in using said content, encrypted data of said content
and key information requlred for decryptlng said encrypted
data of said coptent, |
a licence stoiage step of storing said licence -
including a content-specifying information for specifying
said content, the use of which is allowed by said licénce:
a judgement step of performing a judgement as to
whether or.not said licence required by said user in using

said content has been stored in said licence storage means;

and
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ecryption step, at which said encrypted

LR rias -1l
on condition that an outcenme of said
gﬂ ‘neans indicates  that said |icence

data of said co
j udgenent formad\%@lﬂH
required by said nusing said content has been stored in' said

| i cence -storage neans. 10. A programto be executed by a conputer -for
carrying out -processing of allowing a user to use a content by requiring
said user to haveiexriptesicestep, ust nghiahd saidornediptédi dapsogram
conprising: a content storage step of storing a |licence-specifying

i nformati gaid &ontafecid Yddigypaed bhCeonditiamlitiat yh saittomds@E i n usi ng
content, encrypted data of said content and key information required for
decrypti ngasadi duagehymt edotisdd aef .didd Pedfemieht anddmeeniwdidaieage. step of
storing said licence including a content-specifying information for

speci fyi nghasaisdidont encet heedideeal whi shidi aiselel olvedubynghesdiidcence: a

j udgenent step of performng a judgenent as to whether- or not said |icence
requi red byntentd hasebeén stired isasdid Aikente hdisoragenmseansed in said

|l i cence storage nmeans a decryption step, at 'which said encrypted data of
said content i30dechAypiesyran comdibel oexédisiedanbputa oremphtesaifiby) udgenent
formed at said judgenent means indicates that said |icence required by

sai d user canryimg@utaptiocessing of allowing a user to use a content

by requiring said user to have a licence for using said
_coptent, said program comprising:

a content storage s_tep of storing a licence-specifying
information . for specifying said licence reqt;.ir'ed' by said
user in using content, encrypted data of said content and
key information required for decrypting said encrypted data -
df-..said content;

a licence storage. step of storing said licepce
including a content-specifying information for specifying
said content, the use of which is allowed by the licence:

a judgement step of performing a judgement as to
whether or not said licence required by said user in using
said content has been stored in said licence storage means

a decryption step, at which said encrypted data of

- said content is decrypted on condition that an outcome o;f
said Jjudgement formed at said judgement means indicates
that said 1licence required By’ said user in using said

content has been stored in said licence storage means.
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content has .been stored in said Ilcence storage neans. 111 | HCL b s 11. A

program according to -claim 10, said mmml“mul“mm"t I on of said program
betng encrypted 12. ' A liceiaee serv license for al 16w
tg' use-' of. a ,cdintent. said |icende Server* conpr|5|ng li cense '

storage neans for storlng said license' including: . ... a

content speci fyj g “i'nfor~tnation Bgr speci f Ln%1sa|d content, - use .of - Wii ch
“'s al 'oved byllai i IPECHRAR ackoading €6 ¢iain J0iompifl BasgRAm OF

inno'iriaation for. identifying an iaforton-procee~.sing. apparatus;
recéi ving 2 a Roptdon; of said anpgtey laei%éﬁ’é‘yg tedguest 112 11111111111111 _
I11]) 11111111111 C L S.including..a |license- |dent|ftcat|on I nformation for

i denti fyi ng sai gla] i GenpEadf 98 éawei»nfamshatn rsm; gagyeattar atus;

_extractlon nmeans for extracting said [1cense enti

sai d-1 | cQS8RIUGTLI 3L O baWUANER 4kl 1{@&&9@ sdtyegi d 11 cense request

frontsm ['icen
' camprising.

license storage meaﬁe for storing saidllieeﬁhé;
. including: | ‘

a content-specifying 1nformation for specifying
said content, uge of- which ig allowed by said 1icanSe,
and. '

a termidel-i¢eﬁﬁiﬁiedtibn inié&mation fdf“.
_t&eniifyingeen inﬂerﬂatfon-pioceqsing.appgratus;

receiving means for receiving a license' requést
- . - . - 2. . . '.-I N 2 . e .
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storage nmeans; processing neans for addi ng-said terminal- identification
information to said |icense extracted by' said extraction neans; )

signature’ nmeans for putting a signature on said .license |nclud|ng sald
terminal -identification -information, added by sald roceSS|n

‘using a secret key of said |icense server; and ﬂ ”ﬂ ns for
transmitting said license wth'said signature

signature neans to-said information-processing apparatus ron1mh|éh sai d
| i cense- regnest was received. 13. An |nfornat|on proceSS|n met hod

for-i ssui ng¥eLluding e Fsenge-ddentifdcakion daformation £omf or mati on-
processing nethod conprising: a |license storage step of storing said
i cense iddentiifiying sadshtldmensse dxop r@h%%@ﬁma&i%@wBﬁWg 113
iRrrtirr~~ur"r MS * . saidcontent, use of which is allowed by said
i cense; appagatarayi nal -identification information for identifying an
i nf or mat i an- processi ng apparatus; a receiving step of. receiving a |license
request:..;- extraction means for extracting said.license
idontified by_oaid-licenseéidontification information
included in said license request'fiom said license
storage means;
| propeosing meano fon adding-said terninal;
identification information to said iioensé exnracted by'
said oxtraction means;
signature means for putting a sionaturé on said
license including said terminal- identification
.”information added by said processing means by using a
secret key of said license server; and
transmission neans for.transmitting said.license
with said signature put thereon by said signature meano
to said information-protessing apparatns, from whicn said
.license'requesn was received. |
13. 2An information-processing method for-issuing a
iicense for allowing use of a content, said information-
procéssing method comprising:
a license storage step of storing aaid license

including~

.a content- specifying information for specifying
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-including a-license-identification information for i-dentifying said )
I'i cense L;gg;iglg;ngLgLnaLLon-processing-' apparatus;. . an extraction -
step of ing said license stored in said |license storage neans and
“identified ml“im E\iﬁl dentification information.included in said. - .
i cense reqﬁ“l“ﬂ «1g step of adding said termnal. identification-

information t'o Saill |1cense extracted -at said extraction step;.. . a
signature step of .putting a signature.on said .license .including sard

L R e B R 2,
met hod; and .-a transmission step of transnitting said license with said
- signhature B&F thereon at-said signature step to said : :
i nf ormat i on- processi ng apparatus, fromwhich said |icense request was
recei ved. 114 1111% termimak<identifijqatrion information fax 14. A program
to be executed by-a conputer for carrying out processing of issuing a
license foddgnitddiviag ase imdormatdmremrocssiad ng pRANACMEr i si ng:
- a ;eceiving step of rééeiving a license request.x.
-including a Iicense-identification information fér
identifying said license from éaid.information-processing'
. abpara£u§; -" | | |
an_;xtraction'step éf exfrac;ing said license
_.étored in éaid license storage ﬁeans and identifieé‘by
‘said license-identification information iﬁcluded in said
iicénse rééuegt;-
a.processiﬂg step of adding said terminal-
identificatipn information to.said license extracted at
said extraction Qtep; |
a signature step of puttiﬁg a signatﬁre on said
:license inclu&ing aaié terminal-idgntificatioﬁ |
information added at said broﬁessing step by using a
secret key of a license server used in said information-
b;ocessing method; and
| a trahsmigsion step of transmittin§ said license
with said signature put thereon at said sigﬂature step to

said information-processing apparatus, from which said

licensg fequest was received.
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‘a Ilcense storage step of. storlng sald l'icense including:. a
cont ent - speci fyi ng i nfornmat+ said content, use of which’

i*s -al | owed by said |icense; dentlflcatlon i nf or mation for
...identifying an infornationrﬂ HEH H atus.; a receiving step of
receiving a |license request se |dent|f|cat|on i nforrmation

for -identifying. said |icense fronlsald |nfornat|on processi ng
apparatus; an extraction step of extracting said |icense .stored in‘said
| i cense storage neans and identified by said Ilcense i dentification '
i nformation includdd i & BEPATam; fenbe eXgGuELd BY)RoCOTPULELSEOY of adding
said-term.nal - identification information to sald | i cense extracted at
sai d extractdppvingemut proceesing of chsaningtai hjcangpgfaruablowingid
license including said termnal-identification information added at sai-d
processi ng wephya umigent, 4454 . progtran| cogprissngret key of a license
server used-in said information-- processing nethod; and

' a license storage step of storing said license

inc;uding:-
| a content-specifying information for gbecifying
.fgaid-égntenp, use of which is allowed by said lieense;
:and | | |
| a terﬁinaliidenﬁification information for
._-idéﬁtifying an ihfbrmation-processiﬁg apparatus;
| a receiv1ng step of receiving a licemnse request
. including a license- identification 1nformat1qn for |
.identifying.saidﬂlicense from said information-procéssin§
aﬁpéfatus_; o
.an extraction stép'of_extractiﬁg said 1igénse
stored in said license storage means and identified by
séid.license-identification information inclu&ed in said
. license request;. . ‘
| a processing step of addiﬁg.saié'terminal-
identific%tion information to said liceise extracted at
séid extractioﬁ step;
: a-signature.éfep of puttipg a'signaturé on said
- license including'sgid terminal-identificatibp

igformation added at said proceséing step by using a
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a transmission step of transmtting said license. with said signature put
thereon at said' §%gﬂ§Lng,sLep-Le-said | nf or mati on- processi ng apparatus
“fromwhich said I cense re recei ved.” 15: An.
i nformation-pr ocesﬁ\“m ﬂ \mEr abl e i.n - ;accordance with the rret hod
of claim9. 16 essi ng apparatus of claims. 1 'to- 8
operable in accordance mnth the nethod of cIa|n19- 116 . :
~secret key of a license gerver used- in said information-
proceasing method; and
_a transmission step of transmitting said license.
with said signature put thereon at said signature étep to
.said information-processing apparatus, from,which saiad
license request was received.
15. An. infomation-proce;.ssing apf:a-ratus opérable in
' %accordance with the method 6f- claim 9.
16. An information-processing apparatus of claims 1

{to 8 operable in accordén‘ce with the method of claim 9.
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