WD 2005/ 057326 PCT/ US2004/ 024164 FRAMEWORK TO ENABLE
| NTEGRATI ON OF ANTI - SPAM TECHNOLOG ES FI ELD OF THE

wO DMEREI3GN [ 0001] This invention rel ates generBCT/Y¥S1004/024164
el ectroni c nessaging and, nore particularly, relates
to filtering undesired electronic nmail. BACKGROUND OF
THE | NVENTI ON [ 0002] El ectroni ¢ nessagi ng,
particularly electronic mail ("e-nmail") carried over
FRAMEWERREI0 ENABEP 4T YGRAGAGN'OF MN TSP XMIVELEINOLOGIES
pervasive in society but also, givenits informality,
ease of use and | ow cost, a preferred nethod of

comuni cation for rEBYD ORdBHE nwiENTaDN or gani zati ons.

03]...Unf ort unat , e-mai] recipients are :
1000PE ot BTG S ety S5 GRieGR SrPBE endqugre particulaty
related tbifiigsing Whddsired elegiranit madf | nt er net - based commer ce,
a wde and growi ng variety of electronic
mer chandi sers are re(geat edly sendié_‘%} unsolicited mail
EdMW

adver ti sing t heBAGKGBGEND OihEH IREEIQN an
[009YET - BIRARAI Y eddBbME et AllarB d1BdttonicaabiP ('@0th8il") MBSled over the
c:onsume}gi@lr o order B{},oduct S or. ot herw sg transact .
Integpetnis Zanighydieaint PR IRPETREN© BXINSIAY Py alsny S1YeR its
infératility, @ase of@gelht loy ¢t @iprefesedmetolioficombivnitatibli Ghmany
indtvh&e)usags n%rochant . %(0004] However, electronic nmailers
ar onti ﬁ%aﬂl?ags?log panding their distribution lists to
[0008]ac h Lnfoitmoitdpsi-mgil menibients efe inereagi gy bsingfobjceted tplmgsolicited
masSSRARhEN U WihRe %%W%lll 4f Hﬁé}ﬂétgo%séﬂ?drﬁmel%é,%ideaﬂqré?oc\ﬁ?lg variety of
i N response to perhaps | nnocuous appearing requests .
clegtenniemsiohandisarnptsanaatedty yadasanaelicyd il asiysrtizig their products
ancﬁdekﬁiées% Eﬁ@vérteaﬁ@hﬁfﬁngl gﬁi?ﬁﬁ@ bf éh‘—%aﬂﬁrb&ipﬁgﬁ. sH cll)ﬁ’s&ﬁﬂ(}@d ¥ho order
i spl easur e, ey fi, a ey have been inc] uded. o
rogh QR pr GRS G T A IR SV e ThiSHEs PPt i Tact, do
regtiady keveiMesdgie soll oithtiedsofiem thise assehiatits. of t he
I pients. Further nor. an | ectronic . jailer Wbl . ..
100BFE oy P el ool e B ey PRgalinlf tpyion it o
reagadreincieesisg numbemndfirecipicsts, Fboemlheﬁcmmms wiw fnerelf provide their
cHlRtRS st BT bRl SR B R o iy
informahige EGresatPe by ¥aEousqYSh Bies pheteceiye unsedisitpd mad @ndguch to their
dis%l@%ﬂ&é, ke ffrfdgﬁét_&ﬁ@;aﬁﬁe%e% Plchidedbh @Fscirbﬁb aimﬁioaim%hd This
a Wi nd _ipcreasing,variety mass i ers.
etk e T iedts: RO RpRC e Gt hefatDRnl SyEhdimard an
eledthomitsianila, witlfofigh eismafatainsdibtributi@olie whdtherdyesald, bease or
course of .a year. Jlndivj I n -, di-stri [ 4 Sts
ot i Bopt ¥ anal GO EUR I By il R
Cousegainitlyj ¢ tinmes s-angbrecipiaats eftomfutd thérosdless iparaspatlpbarraged by
unth@iFed] &8%@&1&5@ %to%?éegﬁfa?e di!\‘i’ibhﬁ%my I é}%%%.éd?w &%ide and
“Te-mal | nessageS are benign, such as offers for
incrgpgRg Hpety P mees I@al_le,rénﬁmnéélvguﬁman sasilyrspaigaigendredseand even
thogé,aaaﬁ, of pﬁ&eﬁt chf‘ﬁnts@l‘ic%i%ﬂ%-ﬁlﬁil @Irér@lﬁ%jcm@wﬁf%f}%ﬁﬁ emdBfidiRMeon e-

. type o another, others, such as. pornogr i G, .
aistiRomintt GRS Rat Qe Cseapa e Bugb e ungeliciigd messages
overr h@huchrstoit@iperibd of inese unsol i ci ted messages are known
00, 05 s By PSR ot Bt s ot
for 460G 5TB2E T RCMPUS? SUpPRS 4B Hag rate quotes, or invitations to attend
conferences of one type or another, others, such as pornographic, inflammatory and abusive

material, are offensive to their recipients. These unsolicited messages are known as "junk"

mail or as "spam." The e-mail load from spam can be equivalent to the load generated



fromlegitimte e-mail. [0006] Simlar to the task of
handl i ng junk postal nmail, an e-mail recipient nust
W@ 2Gos/0513¢ ough his incomng mail to renove thePGPEN004/024164
The conputer industry recognized this problemand has
devel oped techni ques to autopate the renoval of spam
For exanple, one technique is turf lists. E-mail
reci pients subscribe to turf lists, which identifies
fromﬂ‘fﬁgﬁrﬁiﬂdceﬁaﬂto accept mai | using a defined rule based
[OO@@ ot hg}m Ear 8 Sc}%%ﬁdlﬁr}és]m égﬁgtn?ng ’anter}ﬁalf %iﬁ&t%ust sift
throlily hisyntdmpag demltto oemoveethp apam.c whfapomplé@li lpiﬁbﬁty r&ﬁ@gmwé this
prolﬁgltrl%h hﬁ?@év%mpegftecﬁlgﬁlu%sﬁ%naté BRtrefBYallke s zﬁﬁmFBPe)Eéﬁﬁ)le one

reci prent ma

am t o_anot
technpgueris, et ligh a]ﬁ-lnila}}l l@plptqglFSf supsczibg to ]g(gg 1§t§,3ﬂgp}p ﬁen‘g’ﬂes and refuses

to aBdePEinal MikimgBickiaEd file Easc% @etfdf anargesrstRs OUnfortrlately, the choice of
e such that

W B PR oe2 oyt of e e SRR o peftRltr

recifieatatdnthel aétuaimon’&atloftbe intessage.dWiot ntalyde spmvdagee recipient may

e T g
clectioain raelthr €iss esprroganatatarh wilb arppaty asrémsagem@ h ghatfs frrue content 1
not ??%b?&ﬂ RrRAdER5t lifle atd&R] ﬁgéis&ﬁﬁe& HEmbatk, g hRlRdy of the

If the address is on list, the e-mail is not
meHetept ed. Spam generators SI npl y change t hei r address
[0007 bypasthet fichnitesidietiped iSttvem dsectindkos listhalke badokdole list is

a hsg]o? ggdevela.nf) ?]cﬁisc/sg? nﬁwg?v):‘ty Wgsﬁaﬁg%{éé f@garnei 1} sencfer S aildress is

chesizdmgainet theblavk hbleilisholfdltd midsesbys apthamlist; ﬁwttcmgﬂncnot accepted.

Soof G P AR Mol Blpasy MR ey Qg techniques

have alsnbeern develped.eNabé esthaigahnisues & dﬁp"/ooﬁfeé&w ohmovatlons by e-
mai® Sdrvdrk bt REard 8R) Q¥ EHith BmPRittonk 09RbAR crdabordto overcome the
manageabl e and rational manner and” enabl es new
INneYRHENat i ons to be created and depl oyed under a rapid
depl oyment nodel. [0009] A nethod is presented that
determnes if = OB i g anti -
spam nodul es. %m@%@%m&ﬁWaml spam
[0008dul dke prﬁéelttenmm‘/ies peovigoerm frapoevf drkl éret endbdscenultiplerspetie
det%ﬁ%h 5eRAMRIBY dgglo?e& #Wv&% th %&ﬁé}rm Wangg a@fboéﬂderqtlérpal manner

pam COﬂ cr eat uned
andcﬁmblccmvc nroggtians tThe cwatgﬁégé deplarsdcwder aé%édenlmvnt model.

[0009 C ngﬁ@ﬁ@dﬁ&@éenlté%ﬁﬁﬁt RSl 8540¢- Hmﬂ'rﬁesszl%?qe g%ﬂﬁ] ashg anti-

spam confi dence | eve|] is reater t han é‘ﬂ
spagymedHlForIedBeBod MEake iy Gl AgF ARti-OBESROBHES R ECHEF spam

confidendaV &bt eonl 6 lﬁ)ﬂl sj).iin Qﬁt&lu&ﬂb@ dini®nfacto nplytieadppliyd wfthe spam
ST g T T T R

levédlhg en&hpdreﬂ tol 4t 1dalsieortw thteslsdld s pthe highest ispan cenﬁ@nee lavel is greater
thar) lch%qﬁlresli 1, V\/I%t%ﬁ 1? Essga%ﬁigxfgﬁf t:ﬂ@ a% %g% %EQ hflSshold'8 11%31&6@ n

aSSOoCl a een exceed
[0010jat il on¢ ersbediment, & plureliy of Hreshieldsdnglading @é%ﬁlreshold 1s used

andl10 i]ugc est @ﬁa.tﬁ‘%ﬂfﬁfé%cé Rveks @oﬂnﬁ&ﬂe&' 488acH rtl%@ﬁid]!& B the highest spam

connecti o

t f
condidencsdevel ishighgr t]gq,prcggem?ﬁ%org gsge t gl%c{ﬁqq ﬂ%gacgon associated with the

threRREIddRt M EhanEREERGE 110 el WBsA0 Bl P TRRehold is invoked.

[00? Iu g%é 1c9n%4ir}vo%<ed includes dropping a connection if the highest spam

confidence level exceeds a first threshold level, returning a non-delivery message to a



sender if the highest spam confidence | evel exceeds a
second threshold |l evel and is below the first
wao booessmsbel | evel , delivering the nessage to a PCMKSI084/024164
folder if the highest spam confidence |evel exceeds a
third threshold | evel and is3bel ow the second
threshold I evel and sending the hi ghest spam
confidence level to the client to allowthe client to
sendegiif KhE: i ghest-sparaennidisice tdvebekcaedsi aesond BOERY1d level and is below

the ﬁﬁq thrBs ¢ ﬁalggga&elﬂvgﬁrﬁ?ﬁ% n?c%g tg %eﬁl?l?maxtl 'f'&déﬂ? %tﬂlg&st spam

confideweilptel gxceods ;] ﬂhirdsﬂunedrtqldf b@velrﬂmlds heansIhv\mC@hd Bredeltigvel and

¢ t -
s ] A PR PRI e B o o

userpusiopgizedectivBs-t h the features of the present i nventl on
[oo¥g]t h  ARRFtidnalieatitds Yind ta&ﬁanltargw Bt the fnvehf§e ik be Wiadh appasent from

the afloi (5 SR T O GO e B gk B i proceeds Vil

refe@ﬁmptumﬂtela@mmpaﬁﬂylrtgffegur@cconpanyl ng draw ngs of which:
[0014] FIG 1 is a block diagram generally

illustrating an exenplary conputer system on which
the present i|PREH DERCREBTHEY OF DAEFIRAWENGS i s a

[OOPE}\]OC K v, 8giha &%ﬁ&{ Ahin¥s det FdtL th@‘féa'ﬂﬂre§ SEthé bﬁ@&%ﬁ%ﬂﬁﬁn with

resent nvent| on I.n a 03) ystem usi gt%
partmt@qrﬁwhe aBiion, fegsihsT withdfs opigeés apdipdy agﬁsa@ﬁah? best
undetstdbdit f@h HfoRyR IR REilell dagtiiptioR ettt ngsnctisr eviihithe
accordance with the pr esent invention; [0017] FIG 4

acCOIIPALERG, a‘é’ﬁﬁstc’fmhll trating the process of
[00141t egFAGI hiy aibéle dipgramngedetatly illestdtinie tre exdnmplagy dofmpater system

onY"&]ﬁ ﬁ??e regen’?&% qlnrgSIhQOlS] FIG 5is a flow chart

R ng Aot her e Odl ment of integrating
[00%51 i - $pand 1srni@1g¢1@@agnm gracetliyiiushgting the ﬁf?é@%gls off ghe present
1nv§ﬁ%ﬁ‘}ﬁ‘1n Q%Ts%ﬂi'%g g%%@@tﬁ&&%&@ taHE'E | NVENTI ON [ 0019]

rawi ngs, wherein li ef erence

Turnin
[00%@ier :EE@ PisraloglotneRe WrsmRmesramplss of FYEHEATGRoyles used n
accbﬂdaﬁ@é\ﬁﬁhﬁfé}ﬁéseﬁﬁlnﬂgltiolﬁw emented in a sui tabl e

h
o0 PP T R e B R AR SO s By o
andadzogeitiging ifexeesshgdis spamsanduct i ons, such as program
[00 ul ‘ﬁﬁy? & e{]@oxﬁ)éﬁzﬁ"tjhfglgﬁrg}’ng]aan@)ﬁt §9ﬁﬁbd1ﬁféﬁpb‘f1ﬁfelgratm antl-spam

ner al rogr am no de routines, progr
moelitip%@itdsdet@mmugeﬂﬂ@essd&qlé spaty uct ures, etc. that
perform particular tasks or inplenent particul ar

abstract data types. reover ' in the
art w1 appradeD pRYCRIPHEY CE e AR HON
[0011)9]61|Ct IdIQEﬁiI ngn é;ﬁéhe rﬁig%\%iﬁ%se V@ﬂil Fpdih ke ﬁ@f?’é?ﬁ mces Sri(l)lrg Wfaz( ﬂ;ft%& Hﬁellemcnts
. nc
the cheP Hudpedpsbaedrp %ﬁ‘dﬁt%ﬂﬁbﬁ o5 KERRng dividotient.
Altbdnghtrfom néquired, ¢ invelktid@Gsill bedascitiadgn ther gsnermh coritexirod computer-

e R B TS G BB 1l o

Gentirsliy, mmgr@u neashuprstinclydesiovtinesnpiostamsanbicetst ganeongais, data
strRBIE QLR aPYer FRADS 2R A8 bP Bnplement particular abstract data types.

Moreover, those skilled in the art will appreciate that the invention may be practiced with
other computer system configurations, including hand-held devices, multi-processor
systems, microprocessor based or programmable consumer electronics, network PCs,
minicomputers, mainframe computers, and the like. The invention may also be practiced in



devices that are linked through a comuni cations

network. In a distributed conputing environnent,
w@e@gnsaseéarodul es may be | ocated in both | ocal BEMUS2004/024164

renote nenory storage devices. [0020] FIG 1

illustrates an exanple of a guitable conmputing system

envi ronnent 100 on which the invention naybe

i mpl enented. The conputing system environment 100 is
dlstﬁbimed Qﬁﬂipemagmivﬁomﬁleﬁs swhictcatables awopptidried bemeinpmmrestssing
deV{Cﬁ%tha’? ar%q nkF&] glg%fjaé b gﬁf‘ ts ?Q’XNC}A{ ﬁ]eﬁ al*s{rﬂﬂtﬁsco'hﬂ)utmg

ona I'nventi on.
enviveinnbety pl@lgtﬁlml thotihles ey i dedatag i 1@ ﬂwth' lopatent remefe eemory storage
deﬁd% erpreted as having any dependency or requirenment

any one or conbi natjon of conponents

[002(}]| u s f ;(2“ k glqsﬁatp:h@ A ol %,s%‘igg}eafpmpéltmg ﬁ}(ﬁt% ﬁpgélmnment 100
on Whieh t]ﬂé)lﬂgéﬂtloﬁhﬁay BRARipldrhtéd® Hwo@ﬁpwmglsymm RenwivorEneti 4 00 is

onl SyES BHTGH P bANERES GPUBA P GUTRTOHL SERLTEL: b heeest any
limitstidn deriovie scopaqiits g fisytvmaisy oftheimentient Neitargheuld the
co1r?p91@i§1g %H{;l%ﬂn%ﬁl? 15088 gﬁ%ﬂgre?e% a%lﬂatfﬁl%l aﬁ%/fdgﬁenldéﬁcay\@rtr@%ul LeiGent

on 1 nclude
relagipgpuaesy ene Cg@pméma@gnpﬁgqgngonen‘@nﬂusméqddn dle q:)@gtpéegy operating
envilBMine@SLo0t abl et devi ces, mJI ti processor systens,
mi.Ccroprogessaqr - pased set t boxe
[003Hogr #ﬁ'élb‘feétl%ﬁsqpﬁ@filogg 1w %qﬂlg us Q]tg Wlﬁrai,ggrpose or special

purﬁ@siélc@ﬁ@iﬁtihg Eystem BRMironfrRnE di@mi)ﬁgl.&ﬁtionsd IES(ttmptBstoéd/ell known
envl ronnment s

co%nl?ﬁg S, FBVA r%rggent% ﬁa&/@ﬁ %or}tn g%éﬂopég% belgﬁlte?btfé) fo? use with
the maventien thebxlej e dre mot ﬂlhﬂtegemIMOnaknwmergfserver computers hand—

held Qmpfo?d'egf&gé? WAk Rvickd ﬁgflﬁ'}gﬁb&g& sly§tléﬁ1t§ ﬁ&r&fr@&&?&‘ Lhased

execut ed General
sysigesgchap bn;r@wpé@grammabbezonww@@troa%gwaw < BS5; dpigomputers,

mainBARLR RS HpSiterd Al iRitd L fifg eRiifonthdRd thBeibRE Ny of the above
gyﬁtlcular %ﬂigﬁ r i npl’ement particul ar abstract data

systeqises deviges: {i6n nmay al so be practiced in

[OOM]St r I".ﬂh@hl@@bnﬁ@ﬂifmay ibe @eﬁiﬁi‘bbd aniie peseruhwneext afé@n@ner-executable

msﬁcﬁ]lgga 8{1?}} %%@ﬂgrg'ﬁi% §f§’1§' X cug e(%/ l\)%g gorhﬂﬁgr Hénerally, program
modiilss inchidt eclitines) ppegrams, oémtsn componentsp fatg stmatmss,dte ghat perform

parﬁ?%aﬁgsﬂs%? grhglq Hii ﬁagﬁﬂlar%glr&ngét?g?ﬂaﬁqug@%ggon may 2l also be

pragifae ip éfsgrmtﬁﬁecomunnaemmrow whyip aqns s aipPeERmest by ethote
probd¥Ring Mplcb Gt 416 11hEé€§t'deuf%ﬁ a doﬁﬁhﬂﬁ@a‘hoﬁs fenerial Inpdipeibeted

corg B8 BRI, REBEIT Bp ST e Fraie Ao ocHL At gemgie computer

stofagéhie@th ih€ludiag Piepess Siofgpeudeviced. 20, a system menory

[oo%ggb o 3721?&1 §efS %}S}ﬁt:eﬁtg Pﬁés % ,1aillext§€12) ag%gﬁ%érﬁ For'i ﬁ’fg‘le{%ﬁ&tlﬁ% ?l]ie MVention
incldec® gariena) purpose d@Bputifigalesicstie thefosm pﬁa_ comyputgel HhyCafiponents
of %ﬁﬁ)%é’?ll 1099[2131%501856 Y ?rgtrrlf){"fﬁtnﬂ@& %o, %dégébﬁ@uﬁt mrsystem

contro erip
memgryal 30 gad a§ys;ﬁ@n huy 13k that qoup eétvyn@ws qyaf@mafr%mﬂomé%t@ m%%dmg the

sysi¥h MR¥oPy toPhEe PRIcEssi itNQ. Ther¥yétaihitB .12 5 Bl be any of several
tectures’inc

| ndus
(D s GRS i A BT AP P BER e el pGDleral bus, and
a locaaRasthgl abh of Evadgty blibus Mchiesetirbe cBy omi of eSmapldamdnot

limita 1(‘)2110 cs)l?éhoa%z}%g %tu?esc-%éfsgeo 81%{19&2 4§%ndar§ Architecture (ISA) bus, Micro

Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards



Associ ation (VESA) |ocal bus, and Peripheral Conponent

I nterconnect (PCl) bus also known as Mezzani ne bus.
WO 0@234373Bonput er 110 typically includes a variBClUS$004/024164

conmput er readabl e nedia. Conputer readable nedia can

be any avail abl e nedia that gan be accessed by

conputer 110 and includes both volatile and

nonvol atil e nedia, and renovabl e and non-renovabl e
AssBB&tich (VIBYA)VRYal Olus,exd PetifheraliCompgdneht hitdredringet, (PCI) bus also

er r.eadabl e nedia nmay conprise conputer storage
knowgggzl{}[%amgg ni cati on nedi a. Conputer storage nedia

[0024] c I u Gesputer 410 Lypicatlg inahates alvatictyef compoieatiadabiaeedia.
Contl ?&)a‘é?ebl#xg il of?%aérgpix?m% ﬁ%diﬁhgﬂ%rﬁ%tabéégséﬁr by computer 110

or s ormation such as conput
and mga@@clg |b9th ng@tﬂg and @cprgfolqgléq medigs angemogable 5}@(@,@915Fﬁmovable media.

By WRGHF &&nRle, b @bt H’lﬁitﬁﬁoxp%?ﬁﬂﬁt@f re‘é&é!ﬂ@ﬂl@dﬁﬁﬁ’dyacompnse computer
I ncl udes, _but is, not imt gA %Whﬁle and
storpgeBAdiA@RG FYIBIIISEHR o T i1 esV

non¢blgiilepteruibletant @ontraksvabldMiddiaimplerented it ac@methiod lor

B B R o I e B
structuhesy progriinumodhles hr otxhalrdabaa @@agutﬁbstglta@ib meditdnelades b 1s ¥ ot
limi 8" KRN GEOR] %Eg'ﬁdm 4 i aﬂl?%i&gcr?’g AR nRY £ P RHASb gL Th-ROM,

m'ﬁ,lnl cation_ ne odi es conput er

digited xersniile disks (PYEDios ﬁﬂler apiical diek é@m&ee@agne&c G@¥ssHFs, magnetio
tapéT%falgh&% @Ek SbRRE ofl aih@r inﬁgﬁbtﬁ@ﬂﬂbg’ﬂ &Ricdater agl otk n&dﬁ;h?n which
% arrier, wave ort brrechanl smand 110,
can bR apefHiB TR S BrETTHOGR i SR aD b8 S G puter
Conuﬁiﬁdi@b@dreﬂledldaymceﬂlygamdiodlmamu&r sdagalslb ishrattidresdamstructures,
pro grgwgﬁﬁ 185 %rl c%tlger @ gtrlﬁ(?] Z&rthcg ?atﬁ@ ersugfl1 a9 Q&H%Pw%%c& other
tranapoyrt ofecludsmp hed mahmlemmy inforingaen éﬁlverscmﬁmam élét“?féh modulated
date[nﬁ 23" iﬂ%ﬁlllsuéjﬁgné@”tﬁa? Had G Iﬁ‘&@ Rras cﬁar%tél%‘illcﬁ‘ 8dt\p "cKa:r@%d in such

W red connecti on, W rel es; medi_a fl
a mamm §§ fecencpete infermation dn ﬁlﬁél%‘@h Y Wiey el gxan cﬂng not limitation,
congﬁﬁjhb%tﬁiéﬂ Iﬁ&ﬁ% afclidee waey nf&hat stmeh ap @Wire&hh@ﬁifdik alr aﬁecbemred
incljuded within the s
conpeRyse; arphEnEg B SHG D S Pr T gered RO RSF VPG B
CoiBidlb#onsroftthearfyosfithofbowe lshduld elso &a dﬂabmdadomﬁuh atq s!cepe of computer

such as read only nenory (ROM 131 and random
reaci.{a‘g’imlg%d “menory (RAM) 132. A basic input/output syste

[00253 ( Bﬂlesystemmrmrmlag indherdel gemputer soraga @gedtmﬂh%&%l of volatile
and”(ﬁ ntofl%lﬁ‘fl f%érﬂ(gfgr E@rf éﬁ@a@@ﬁl‘ﬁ%ﬂ&&?ﬁ@'ﬁlﬁl 3’1" eInH'rE]ndom access

during stajift
mempoy GV LROMA BT imiornt isme a1 (SIE kg g Basic
rouféY tRht hely RAFARTRREbn@Rioh 'b@twe%ﬁ%ldn{@iiﬁsjwﬁmﬁhyjmputer 110, such as

S Ee e by pgnd BICIEY RV ProRB LA FoyfnP¥eta andvor
prokiafi fnatiilenthat-hi@imineidiatalg becabsilsle o endioi prgsenﬁy beimg op8rpfed on by

prog% lnlgﬁ%%tlr@ﬁ‘ %ra/?vg rf@ex%%?{%%jﬁ#ﬁﬂ&?ﬁoﬂ%@q%?gﬁraﬁqyperatmg

systeis 134, mpplicdition pregrame iy athieeprograon mdvbzbl 36, and program data 137.
[005@' at '"Ilh%/ cﬂﬁ@\ﬁ%tqlg) hﬁy%ﬁ@ﬁh‘élﬁ&e Shey @ﬂﬁvﬁ'@%@n—r&ﬁoﬂh@k of

lustrates a _hard di sk
volawlm/mnmlamlé&e@pﬂ% REEe Wedite BY WaK ShF MG %lrfelgfd Lillustrates a

har8 QR¥ArRtilue tﬁ@@&ﬁ% Fen & dtes tcﬂndﬁiw‘rﬁivhbleﬁmcﬁi’(fomhllaflﬁagr&hc media,
movab

t hat. read 0 tes to a nonvol,at.i
RSl S coto LB roags oo b R 1P R aRn i DR RuBhp pfgnetic
dislk eaﬂmﬂ o mptical Wisktdeivetlss that esndy floiveor wittes 6 atdanayah¥e, nonvolatile
2005/ 057326 PCT/ US2004/ 024164



6 optical disk 156 such as a CD ROM or other optical

medi a. O her renovabl e/ non- renovabl e,
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conparing the highest spam confidence |evel to at
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determining if a message is spam in a system having a plurality of anti-spam modules, the
instructions comprising the steps of:

receiving a spam confidence level from each of a plurality of the plurality of anti-
spam modules;

determining a highest spam confidence level;

comparing the highest spam confidence level to at least one threshold; and

invoking an action associated with the at least one threshold if the highest spam
confidence level is greater than the at least one threshold.

13.  The computer-readable medium of claim 12 having further computer-
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hae({:\%h%mlggfarcz‘g@%ﬁénedi um of claim 12 having further
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medi m of. claim 12 wherein the at |east one_ threshold
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no&ﬁﬁgéﬁ%-gé_eadabl e medi um having further
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steps of. conparing the highest spam confidence |evel
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qQ®ast one of the plurality of thresholds; if the

hi ghest spam confi dence | evel is higher than at |east

one,of the pluralit t hres ds: .deternini ng which
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exegltalsle snstiuotiarsdor parfortmimesthb alegof adding theaiphindohiger@etiéwd to the
mefggoci ated with the at |east one of the plurality of

thfesholds that is closest to the top threshold. WO
2005/ 057326 PCT/ US2004/ 024164 17 19. The
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whee@hprrmigéhshighesd spam eafidegcd lesel to each of the plurality of thresholds;
determining if the highest spam confidence level is higher than at least one of the
plurality of thresholds;
if the highest spam confidence level is higher than af least one of the plurality of
thresholds:
determining which of the at least one of the plurality of thresholds is closest to the
top threshold; and
invoking the action associated with the at least one of the plurality of thresholds that
is closest to the top threshold.



action includes: dropping a connection if the highest
Spam confi dence | evel exceeds a first threshold .
wo ewslos73eet urni ng a non-delivery nessage to a BENUS2004/624164
t he hi ghest spam confidence | evel exceeds a second
threshold level and is belowjthe first threshold
| evel ; delivering the nessage to a junk mail folder if
t he hi ghest spam confidence | evel exceeds a third
t hr &3hol Th¢ exmputartadsblbrlkdinn dfeldecnahébinadbeled of 1nvok1ng the

adabl e nmedi.um of c
cctopiRded ol SRR BB AR RS R horkaShBreBpscasion
ard@,lpfm thomebstgncadipesang the essage dmal clidnt egtiothe highest spam confidence
ley§leventy percent spam confidence level, and the third

threshold level is a forty percent span1confidence
| evel . 22. The conputer-readabl e nmedi um of claim 20

hav2g fiid dipit@rieuddle mekembRMiS 12nGhdbRlth®H3p Eanvokmg the
B&" 1 QLdu.ng the steps of |ogging the action taken wt
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conputer executable instructions for performng the

step conprising cracking an encoded content of the
mesdlage. The computer-readable medium of claim 20 wherein the first threshold is a

ninety nine percent spam confidence level, the second threshold is a seventy percent spam
confidence level, and the third threshold level is a forty percent spam confidence level.

22.  The computer-readable medium of claim 20 having further computer-
executable instructions for performing the steps of logging the action taken with the

message.

23.  The computer-readable medium of claim 12 having further computer-
executable instructions for performing the steps of invoking the plurality of the plurality of
anti-spam modules.

24.  The computer-readable medium of claim 23 wherein the step of invoking the
plurality of the plurality of anti-spam modules includes the step of providing a list of
recipient addresses in the message.

25, The computer-readable medium of claim 12 having further computer
executable instructions for performing the step comprising cracking an encoded content of

the message.



