- ADDRESS ASSI GNMENT I N A DI G TAL TRANSM SSI ON SYSTEM The present invention
relates to a nethod of assignnent of address information in a digital
transm ssion system in particular a digital broadcast system such as a
digital televisi,pa system Existing digital television syst ey hdeeis !
data in the formof discrete transport stream packets or transport packets,
each packet being of a predeterm ned | ength and containing a header and a
payl oad. In a given transm ssion system a central transm ssion station
transmts one or nore packet streans "over the air” to a field of decoders
whi ch receive and re-assenble the packet stream Each station may transmt
a nunmber of p AS GNMENT Y o ITALTBANSMIESSION SYSTEMe  packet
header of packets in the stream conprises general descriptive data
regardi ng the packet, whilst the payl oad conprises the data to be processed
at the receTNepresditéinpativatrelargdera mebbd € assignnepast addrpaciédrmablonrin R D
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or ot he%/ dadigital Eansaussiuy Systopt 4n matiomar 8 dighialbipadeas Sysipsiush a8 A fr om
an internetw% g§¥¢§&) ~This sort of data within the payload of a PID
packet may itse ther be divided into a nunber of tables or sections,
identified by a table ID or TID value and, in a yet further precision, a

TI D extension val ue.. The MPEG 2 standard.is the urtr ent(lgy favoured standard
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15 The packet header of packets in the stream comprises general descriptive data
regarding the packet, whilst the payload comprises the data to be processed at the
receiver. The packet header includes at least a packet ID or PID identifying the
packet. The payload of the packet may contain audio, video or other data such as data
obtained by a central transmission station from an internet connection. This sort of

20  data within the payload of a PID packet may itself further be divided into a number
of tables or sections, identified by a table ID or TID value and, in a yet further
precision, a TID extension value. The MPEG-2 standard is the currently favoured

standard in this domain and sets out a predetermined format for such packets.

25  In digital broadcast systems, decoders previously used merely for conditional access
or to decode the MPEG-2 coded signals now include a number of increasingly
sophisticated functions. In particular, a number of systems have been proposed using
a decoder, operating independently or in combination with a PC to provide links to
the internet to enable a user to browse the internet.  Often, a hybrid

30  broadcast/telecommunication configuration is used whereby web pages are requested
by a decoder via a telecom link to a central station and obtained and transmitted by

the central station via the broadcast link to the decoder.



the central station via the broadcast link to the decoder.Internet data is
itself orgﬁ@b?gg“gaccordi ng to the TCP/IP protocol which sets out, inter
alia, a predetermned format for such data (so-called "dat a’éﬁ"W’ﬁ‘)p”?o
enable the free circul ation of datagram i nformation between networks, a

dat agr am packet includes addresses at a-Zwnber of |levels. In particular,
each datagramis nornally addressed at the network layer with an | P address
and at the Uderakt dida issjsst argeatised aseeriding tadheeEEPABprototolovhivnestaduly éer.

Sendi ng ‘a sage a .gi ven net wor er us ly.invol,yes addr.essi t he
coer wih pobh el dpifid Rt R SR o R gt e To RS R A,
subnets to gdehgawamer e (185 @MioH ShedPednUgdtwbiksad Ha@as 88 - patkdti ikelutise | P
address which is assigned by a network manager, the MAC address is normal | 'y

fixed in a adlresses at a nhmbgoaklevelss Ihpertivalanf each Watagrapnes nemesllysddrasesd of

i nternet format dat ans_I.n brgadcast transport. packets. .has required.the
devel opRent & egempﬁgia}yeﬁv 1t21tagr{g£g§rsess[ %’dréﬁ,l&lﬁo ‘gﬁt?—}"ﬁﬂgy %r%’gbgmegfugbﬁccﬁfsocess.
I n the MPEG.&RiicRMAaaHRéd. | SO 13818-6 a format for such data using

DSM CC carousels within the streamis defined. Wrk done by other groups,

notably the Digital Video Broadcasting or DNB group, conplenments and

el aborates gn this standard. .In rti,cul ar he B proposed ETSI st.andard
EN 301 102 STt deREcap & axPARGpriatter bl ny Ees i aBRERE O Wi Wi an
MPEG 2 trangfqrits peekahd 30 ap8Rsket, a0l methoda Bt Mifhin Jihettta et fhine

i ndi cates how such dat agr ans, addressed to a user by MAC and | P addresses

are i ndér poMs@adiiresses tusinggugriPsasdrasens. dindikeshe 3 eddigss whishds essgneddm
packet in the trapsport str a i ndi cat at, .ot her . i nformation shoul d
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i nvention igs gRAGRched W th an optim sed nethod for transm ssion of
addressed nessages encapsul ated within a broadcast transport stream in

particul ar but not exclusively, |P datagrans incorporated within a section

of an MPEG %hé fReor oq’attions to?‘%?’trg]rnet format datagrams in broadcast transport packets has

15  required the development of a number of standards to regulate the encapsulation
process. In the MPEG related standard ISO 13818-6 a format for such data using
DSM-CC carousels within the stream is defined.

Work done by other groups, notably the Digital Video Broadcasting or DVB group,
20  complements and elaborates on this standard. In particular, the DVB proposed ETSI
standard EN 301 192 sets out the standard format for a table or section within an
MPEG-2 transport packet adapted to carry IP datagrams. The standard indicates how
such datagrams, addressed to a user by MAC and IP addresses are incorporated in a
table or section encapsulated within a transport packet in the transport stream, and

25  indicate what other information should normally be present in such sections.

In a first embodiment, the present invention is concerned with an optimised method
for transmission of addressed messages encapsulated within a broadcast transport
stream, in particular but not exclusively, IP datagrams incorporated within a section

30 of an MPEG-2 transport stream.

The present invention provides a method of transmission of digital information in a



The present invention provides a nethod of transm ssion of digital

i nf or mat i &fo #4494 gi tal broadcast system conprising a cent rad /#ﬂoﬁ)ﬁﬁ LSSi on
station and at | east one decoder, the central station transm'{ I'ng at | east

one transport stream conprising a stream_of packets encapsul ati ng data
sections within their payl oads, at |east -Jone encapsul at ed section including
an access co trolg gress used to .control tEe r'ec.eﬁti on .t her at | east

one decoder ,d1gH3 b EYSHIR SPMRHEAE A CHLER éraag@is &y Stop 17m (?éﬂ?%gélone
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address assi gnment nessage. According t Irst ment of
i nvention, tdveam bf paceis da«:hpwlamgwddtaoiectwmwmhss their pyldadyi tanlleast one

information in a tal. broadcast system co sin centr transm ssi on
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one transporg,oshf GRM eRARLL ae&aela th°et 4B BhtrHARURSSHERES am&@da&y 18 ceata

tabl es or sections wthin their payl oads, one or nore encapsul’ated sections
i ncl udi ng artrasmissonc gation bnd ddmesmicateidiot sid antleast ohdrdeccsler it ianmddiess hat
section by one or npre decoders and characterised in that the access
control addraS$gNENGBESSABY by the central transmission station and

communi cated to the or each decoder in an address assignnent nessage. In
conventional broadcast and network systens, a fixed nedi um access control
address is noscoedihy tasedirst Knitwdiragnt ot thesipperdionf dere xappiveded: @ mdthod/eC

address fixed in.the emc d of the decoder at the nonent.of its
manuf ackr e TAPRMSTIOR of cgg%ﬁl oIR8 & g‘lgltt‘ﬂém% A8 Y AMSIORRTIS N SeT R
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central station, or to the nearest router in charge of routing t
dat agram | roneomdmnrspett , stieamt ¢renpisage At stieameof packetst ereapadtngl data dalsles ©5i on

station is res onS| e for the assignnment of ac contr.ol aI ues to
Gecoders wi CRRIPISREOLG Bt pasidin s RBO Ao rg G et BeudBEABAeS such
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station of the nunber and format of addresses to Be handl e
15 and characterised in that the access control address is defined by the central
transmission station and communicated to the or each decoder in an address

assignment message.

In conventional broadcast and network systems, a fixed medium access control address
20 is normally used. This may correspond, for example, to the MAC address fixed in the
modem card of the decoder at the moment of its manufacture. In such a system the
central transmission station has no control over this value, which is communicated
from a decoder to the central station, or to the nearest router in charge of routing the
datagram.
25
In contrast, in the present invention, the central transmission station is responsible for
the assignment of access control values to decoders within the system, opening the
way to a dynamic assignment of such values and a fuller control at the level of the
central transmission station of the number and format of the addresses to be handled

30 by the system.

Whilst the present application refers to a central transmission station, it is to be



"by the system Wilst the present application refers to a central

transm ssion station, it is to beunderstood-that the assi gnrrent of address
messages na§ WAA? acti ce be handled by a physi cal I'y separ at BEFHN{0AY8devi ce
reporting to the transmtting station responsible for the broadcasting of
information. Preferably, the section corctgsponds to a datagram section used
to contain internet protocol data, the data contained within the section

al so i ncl udi aaderstoodtieat nisd ageighineaDOl alditiése hressddey\riaglin paRtivé bé hiwadled by a
understood, the invention may equally be applied to other types of data

cont ai ned wi physapaélYtsanlrétedPu%%@W rémsaﬁgm ﬁ{eé@nﬁwm&staﬁ%@ﬁmnw@ﬁ%rport
stream and agddr e decoders by an access control address.
As di scussedﬂ%b%ég&&sﬁﬁggﬁlf%a%{écom broadcast systens, a decoder wl|l
normal |y send a request for exanple for internet protocol data via the

tel ecom|link and recejve the downl oaded infornmation via a broadcast |ink,
Wit hi n a5dat Breferablyoihe gestionfooggsnands tap detagiam seshen gpedy tr Feriaingidemmet

encapsul at ed h

enbodi nent , IX(/3\‘|tn$13&')|(1)rﬁ a%i 51151 ?ﬂ*ﬁbﬂ&g%gﬁ;?l g}ﬁﬁéh%eages%ll newg{rg %ﬂnlgteg}r?&%?tgc“
decoder s andaddiesst | Hoadvdry aawikdeassesood! dle indeitRasmapyqadiyobdepplied to
communi cated fromthe central transni ssion station to the or each decoder

via a tel ecodfehhess 06 [datarconiainad withingiablecen sgetion preapsidated Frifumgypagket
transmtted I I r
Preferably, t\étér%g g%%%ﬁ%}@%&éggrtéogékf;&ggé;?ec? ggﬁg’ﬁ aggdg{ééssg °8%r£ﬁ addr ess
to the ¢entral station via such a tel ecommunications network. In a simlar
manner, the address assi gnnent nessage naé@agl so be comuni cait ed back from

the central 48 gwswe@%esmwbeﬁ tql‘??"?ﬁé*toa Garetems sy drgoderellaesnainsedt i ons
network |ink, f@gg%? eRdmBle (6l fif rg%%cb ddtls PHE @F té’l@%on?*?ihﬁ'aﬂdtrl%@elé‘éﬁfegned
access contro ress enabl es a e oder o rapli tain an access
control addr&senlbadddeinfiaaetiom eiacabroadcasnling within aaihtal”ﬂgctndﬁ wemifiedwithlahai ned
during a session of browsing the internet, Preferably, the address request

message sentadggssEopebaddr eﬁsr?é‘ﬁfd‘é@sahtqdn‘f“éhlﬁébe rapsnsEigpacket stream.
15

However, in one embodiment, -some or all of the section data destined for one or more
decoders and identified by an access control address may also be communicated from
the central transmission station to the or each decoder via a telecommunications
network. In particular, internet data may be transmitted via the telecom network using

20 the access control address.

Preferably, a decoder may also send a request for an access control address to the
central station via such a telecommunications network. In a similar manner, the
address assignment message may also be communicated back from the central

25 transmission station to that decoder using a telecommunications network link.

The use of a telecom link to request and obtain the assigned access control address
enables a decoder to rapidly obtain an access control address to be used thereafter in
communicating information obtained during a session of browsing the internet.

30
Preferably, the address request message sent by a decoder includes an internet protocol

number identifying that decoder to the central transmission station. This IP number



nunber identifying that decoder to the central transm ssion station. This

| P nunberi | y assigned by the network nmanager or broadcast operator
and may bﬁg'ﬂg/éﬂgé to identify a decoder in addition to or BST/Z§p0/00118
alternative to an ID val ue assigned by an operator to its subscribers.
Advant ageously, the address request nessfge sent by the decoder also

i ncl udes an indication of whether the decoder wi shes to receive nessages in
a uni cast ois nenmalkysessignaldey themat\em]kanmgeloonlim&lcdﬁmmtonm wanbe aked
transmtting statiopn will then transmt a un %ae or sh ed contr.ol abddress

in the addr @& Keafifnaderodrkd 1on4o, fFjag Pté%estonaé’y ]%é(alﬂlé&ﬁ‘i‘m % or

exanple, in B'?)g)eﬁlﬁ?rGwQFS RBsdrYefy net brovv5| ng session, where a user will be
supplied by the central station with specific web pages in response to

specific requests froma user, whilst a nulticast address nay be used to
addr ess |nf ormati on destl ne for a group of users. In tggrgcasewgf a uni cast

address S t hAVABDRESY, Rma ESSaWHPeéE gleagagr: gREdPkibe fieeofeiyrisn il
session, in I{cﬁéﬁaﬂ?gv&xﬁtﬁepaqea&féwé%mmqw@%efv@%sy&@s i Omiche o?"ﬁﬁf?ﬂ%

Al ternativel Y, dress may be assigned at firrst connection of a user
to the cent naldet rIarresponm toghistdenand, thecentsadranbaitead statlom wiklthenstioseguent

conmuni cati ons, addi t.i on 1 cast an(gjarml ti.cast uest i nfornmation,
t he address? r"é‘&ﬂj@sqr Qﬁ@“ﬁgﬁ‘g?ﬁdn ithfcf %Sséﬁmg‘?‘fﬂ?’lf q‘% %f whether the
decoder will remain connected to receive data via a tel ecomuni cati ons
network after the conmunication of the address request nessage. As

descri héd abowsqud hddresnhaybe reqmed] fsicaampleain te qmm/of)ameindemst bxd)a\tsing)n a
nunber of transporkl?rgacket S of services.wthin each

b
e ort pHoRan. bR tsepral be Sipplict ot rnedostaion SR e gRefr  her
i ncl udes '”@féigédggggtgﬁm i tqﬁ.eétb%oﬁ{a%@&hvﬁmaoyﬁ{um&sﬁ@d&egs rAayP 86 ksdd

transport stre data associated with the access control

addr ess anotugstdressphiormbiicry destined dorspgrauppdokses. st reans. Additional ly, the
address assi gnnent nessage nmay further include information toenable the or
each decoder to select the service containing the data associated with the

15 In the case of a unicast address, this may be a dynamic address assigned at the
beginning of a session, in response to the address request received from the decoder.
Alternatively, an address may be assigned at the first connection of a user to the

central transmitting station and used thereafter in all subsequent communications.

20  In addition to unicast and multicast request information, the address request message
may also include an indication of whether the decoder will remain connected to
receive data via a telecommunications network after the communication of the address

request message.

25 As described above, the central transmission station may broadcast data on a number
of transport packet streams and on number of services within each transport packet
stream. Preferably, the address assignment message further includes information to
enable the or each decoder to select a packet transport stream containing the data
associated with the access control address amongst a plurality of transport packet

30 streams.

Additionally, the address assignment message may further include information to



"access control address froma plurality of services within a transport
packet str jnce a service may al so be- associated with different types
of data or&]g’arqogﬂs‘?reans (audio, visual, IP data etc.), the A§EABY 0118 ~
assi gnment message may al so include information regarding the data streans
carried by that service and identifying tae data stream containing the
packeti sed data associated with the assigned access control address. The
central transiabksheor sicht deonderay selbd chalgemadoe caltdiyingaind dagh agsoeiatedamidipthet
packet stream and/or seryice on which the addressed data is to _be carried,
so as to optarcﬁ?%é’opf‘f@f BRIt P A0 PV IGHs ‘é(ﬁglr?g‘%fra’é%’&“vﬁafh?tr?tr&ﬁ@' or
nore transport streanms. In the case, for exanple, of a digital broadcast
system associated with a conditional access system sone or all of the
secti on dat a&Sihcaasertite chayyaltchbe assotinted e tifédrergttgpesont dety ob@atanstregpised.

The above enbodi ment s, of t(ge i nven igﬁ have heen described in {el atjon to a
digital brodgedie; vispelelf daffcRicads the fdgiess asTgmuent sEsFags MBm2lsPolstde. ¢ he

dynam c assi: . : ] ns
such as, | or i AnpR redfip B ER5 KRR Kb RO IR BYERET o
net wor k. Vi estvedmf cattuiaingt ther packpiset, ddtd asspriasdntvith nthe rassignedc acgess sestred

nmet hod of conmuni cati on of datagram packets in a digital comunication

net wor k cor‘qﬂdﬂ’éqsﬁg at | east one central control station and a plurality of
remote termnals, in which the datagram packets include at |east a nedium
access control address associated with one conmunication |ayer of the

net wor k1@nd Eie ¢centiat mahsmpiseibo ctdticadday ako afynemicatie dontrohtle saspowd packet

comuni cation | ayer, of the network, a in i ch di um access contr ol
addr esses arséreeryr?axﬁi{q,raﬁer\gceag%wgﬁféuthwgg%seé %15/t g faFd. 9 48 (QAPYIRIse

response to g, LEGUES: of iRt Al G RhEndsE 5l Rathin JREoPRBRERindnBM &RELAY al SO

provi des apparatus for transmtting a transport streantonpfising a stream
of packets encapsul ating data sections within their payl oads to a decoder,
at | east one enpcapsul_at ed s?cti on_.incl udi({] an access .cogt r.ql addr.ess used
to In the case, for example, of a digital broadcast system associated with a conditional

15  access system, some or all of the section data transmitted by the central control station

may be encrypted.

The above embodiments of the invention have been described in relation to a digital
broadcast system, such as a digital television system. However, the dynamic
20 assignment of MAC addresses may also be applied to other systems such as, for

example, systems using exclusively a fixed telecommunications network.

Viewed from another aspect, the present invention comprises a method of
communication of datagram packets in a digital communication network comprising
25 at least one central control station and a plurality of remote terminals, in which the
datagram packets include at least a medium access control address associated with one
communication layer of the network and an internet protocol address associated with
a second communication layer of the network, and in which medium access control
addresses are dynamically assigned by the central control station in response to a

30  request from a remote terminal.

The present invention also provides apparatus for transmitting a transport stream



control reception thereof by a decoder, said apparatus conprising neans,

for exanplveg og4sags ver, for defining the access control addr g8y Og}aslugeans,
~for exanple, a transmtter, for communicating to said decoder the access

control address in an address assignnent nessage. Features described above
relating to nethod aspects of the presem7‘i nvention can also be applied to
appar at us aspects, anq Vi ce vera. The term,"recei ver/.tgfc der" "decoder"

;
LSed her oi n CHEPEBIHONES PRRAEKde Fnorul R YR SEFTaNE HPITLREERayloges fo a
non- encoded 3%&&%,' S 1edsPbnE¥RAPhBated SlcBYh THAMiAL Hh Woek @l of baialSuselMh ch

may be broadcast or transmtted by sonme ot herl heans. The term may al so
connote a deontlelrebeptiodebadifity o dwedupshid hppradtss cEmpuuingeess, Gir example,

recei ver/ decoders fgﬂé i ncl glge a decodir | nt egrgfﬁl Wi tE) t he recej ver .for
decodi ng t hé SFECE Ve E1'gh §?Cels%?°“é5? APTTESS: PR ACASet! F’é"ﬁnl_ﬂ&@’t,ra‘}fnﬂ@%roder
functi oni ng g FARBHRAMADMR sidlddcde? WS E sl ¥nt SIRABARSSin RCAIGYEE assnnfent
decoder including additional functions, such as a web browser, or a decoder
i nt egr at ed wdsbagst her devi ces such as a video recorder or a television. The

term "decoder" or "receiver/decoder" in this context also includes
decoder/ PC configurations, in which some or all of the functions relating

to the presenbwidveRtindd HBYe REathandBanbY 228 REmepefen e BRGH Bth Ao

address request nessage via the nodemof the PC etc.” As used herein, the
term "di gi t &k dppbed trasppasatest apicts,midudes vensy. di gi t al syst em broadcasti ng
information froma central station to a plurality of users in a known

br oadcd$t i ng format and including for exanple any satellite, terrestrial,

cabl e or ot hep @hfitaleivleliBitds 08 IR uEBE HeRAMMYEGBIces Sedever er dat a
transm ssi on standards devel oped by the International Standards

Or gani sat i onecebrikg righeyreoogied b mooensdded st gs ] sEfpeaxam@ley tglesidn and/paradie ul ar
Ul oL e el e M2, ShendaLd dovel obed Lo gt abytehovlglon
also connote a decoder for decoding received signals. Embodiments of such
15 receiver/decoders may include a decoder integral with the receiver for decoding the

received signals, for example, in a 2‘set—top box”, a decoder functioning in combination
with a physically separate receiver, or a decoder including additional functions, such
as a web browser, or a decoder integrated with other devices such as a video recorder
or a television.

20
The term “decoder” or “receiver/decoder” in this context also includes decoder/PC
configurations, in which some or all of the functions relating to the present invention
may be handled by the PC, such as sending an address request message via the modem
of the PC etc.

25
As used herein, the term “digital broadcast system” includes any digital system
broadcasting information from a central station to a plurality of users in a known
broadcasting format and including for example any satellite, terrestrial, cable or other
digital television system.

30
The term MPEG refers to the data transmission standards developed by the

International Standards Organisation working group “Motion Pictures Expert Group”



"13818-3 and |1 SO 13818-4 together with the MPEG rel ated DSM CC st andard | SO
13818-6. | ntext of the present patent application, the term

i ncl udes a‘??b@%‘rlggnts, nodi fications or devel opnents of M Toohpys _
applicable to the field of digital data transm ssion. In relation to DNB or
ETSI standards, these include all standaBds proposed by DVB and/ or accepted
by ETSI related to the field of digital television, and all variants,

nmodi fi cati oasd dn peticllapbehnst tiduwofly they MREG2c sthiadard ideveloped fers digital

application, reference is made to the ETSI stan 0 There wi ||
now be descﬁ?lf)\é*ﬂ‘,ont?ypﬁ%ﬁ}mf)‘? agm}ié%%ll&l}pﬂocgn?}}t%@ Ségi\%i’b%q@l i\i}ﬁs’g’f lrS[e(l%e

I nvention, WhR{g Belfl KIS §3818-4 h@%&mrlm B MIPE Riated DINUED sthlisd BG
shows the overall architecture of a known digital TV system as my be
adapt ed i n a88b3-dande thd tchntekie of itles erdsentnpatertti applicafioguitiee Zersh aneduddseall
architecture of the candition CCess, s of Figure.1  Fiqur shows
The hi oar RGOS NPRATSS NS B e e DT oRs P QPErs P S abeicabierio Wt GisltSh
shows the synhax 9 PankRidsfoly, dat agram section used to encapsul ate | P data;

Figure 5 sho the mappi ng of a MAC address with the datagram secti on shown
in Figure 4; Figure 6 shows the architecture of a hybrid broadcast and

tel ecom network syste ccordj t hi s enbod] t o he i nventign, and
i gar o 7 ShOWSIHHD 19 BYERPSE O Pulicds vhest Thiecteo patsediiaronei ot BVA he
broadcast ceni/be at@pRdUS ETRE ¢RI he AdM Sf ehadidBitioR) gid all vhsiagNi sion
System Before describing in detail an enbodi nent of the invention, there

w || nd® bensbdsfirationsl oardeyvlopmicnty thereaf. k Nowpargware nm e vyargsenf appbdagioound. A
digital television.broadcast recepiLon system1l1l is shown in Figure 1,
conpri si ng F1H58¢9 I Tﬁ%@nﬁﬁq S&“@Pﬁpdghﬁ&eqieﬁzsi on system 2 which uses the
MPEG- 2 conpression systemto transmt conpressed digital signals. In nore

detail, MPEG 2 conpressor 3
There will now be described, by way of example only, a preferred embodiment of the

invention, with reference to the following figures, in which:

15
Figure 1 shows the overall architecture of a known digital TV system as may be
adapted in accordance with the present invention;
Figure 2 shows the architecture of the conditional access system of Figure 1;

20

Figure 3 shows the hierarchy of MPEG-2 packets in a transport packet stream;

Figure 4 shows the syntax of a DSM-CC datagram section used to encapsulate IP data;

25 Figure 5 shows the mapping of a MAC address with the datagram section shown in

Figure 4;

Figure 6 shows the architecture of a hybrid broadcast and telecom network system
according to this embodiment of the invention; and

30
Figure 7 shows the elements of the service address message sent from the broadcast

centre to a user according to this embodiment.



in.a broadcast centre receives a digital signal stream (for exanple a

st ream of i i deo or general data signals). The conpre 3 1S
connected‘?g%gaﬁd ti pl exer and scranbler 4 by |inkage 5. Thgéﬁé?%mB{@xer_4
receives a plurality of further input signals, assenbles one or nore
transport streans and transnmits conpressBd digital signals to a transnitter
6 of the broadcast centre via linkage 7. The transmtter 6 transmts

el ect r omagn®igitalsTelavision System| i nk 8 towards a satellite transponder 9,
where they are electronically processed and broadcast via a notional
downlink 10 to earth receiver 11, conventionally in the formof a dish
owned or reeafte Westiifingnd Q&I -anTBALSAIARA Sf tBE ShwRBoR)Y tHees &hiVIehowk Lhar €
transmitted to an integrated receiver/decoder 12 owned or rented by the end
user and codesstibed ap @vervecve of adgewnssystemely wiapof deckgrgundrhe
recei ver./ decoder 12 decodes the conpressed MPEG 2 signal into a television
si gnal ?or the television set 13. As will be described bel ow, the decoder
12 may al soAbfigRAnBReREA Bbidtad aRCredeptiRidgyisteai!] & snovalif Figife US&mprSsingsi ng

t he decoder to provide internet access. As will be further understood,

whi | st the ameastyicorveptipnalisigitid sdevierisystanpamhich ysas theMPEGr ¢wnpressiare| | i t e

br oadcast syste it . ual | e.ysed jn.relation,t ble TV or
Cerractrl ar Sl bttt oSN Bt AihalsTid PRt ot aRB LS B Gk,
connect ed t@ § Boadudst coltRXRieidePN didifAe sikRfI R/ (R CRdRpcl2 stréddsl of Sudigcat ed

partly in the broadcast centre and partly in the decoder. It enables the
end usép tovideeosgeuérgl dath stgmals)i Jiherromporssiral isscanneeted he aghultiplesearshdcast

suppliers. As tcard,. capabl e,.of _decr,ypt i nessages. hel at.i .

t OCOMTET Ci afcr%rgE{gFé %3( ﬁlé‘?(ages?' oh&e S}U?%%lé’ge a‘{]g?cg"g%ia&’ 8%?1‘3}! 83@%%5‘“3% d by
t he broadcaggnfisiparkémbles otdrorifoteNS@ished strbis bhé tasmaity RbrpPesededighsl

Usi ng the decoder 12 and smartcard, the end user may purchase events in

ei ther a sufiseals fr pdrnpiter §r ofathp Hyondeast wprtie Wadinkage 7i nt er act i ve system
17, also connected to the nmultiplexer 4 and the receiver/decoder 12 and
again located partly in the broadcast centre and partly in the decoder, may
be 15 The transmitter 6 transmits electromagnetic signals via uplink 8 towards a satellite

transponder 9, where they are electronically processed and broadcast via a notional
downlink 10 to earth receiver 11, conventionally in the form of a dish owned or rented
by the end user. The signals received by receiver 11 are transmitted to an integrated
receiver/decoder 12 owned or rented by the end user and connected to the end user’s
20  television set 13. The receiver/decoder 12 decodes the compressed MPEG-2 signal

into a television signal for the television set 13.

As will be described below, the decoder 12 may also be connected with a PC, in
particular where the user is using the decoder to provide internet access. As will be
25 further understood, whilst the invention will be described primarily in relation to a
satellite broadcast system, it may equally be used in relation to a cable TV or

terrestrial television based system.

A conditional access system 20 is connected to the multiplexer 4 and the
30  receiver/decoder 12, and is located partly in the broadcast centre and partly in the
decoder. It enables the end user to access digital television broadcasts from one or

more broadcast suppliers. A smartcard, capable of decrypting messages relating to



“provided to enable the end user to interact with various applications via a
nodemred Qg@k channel 16. In particular, in the case where the decoder is
used to proY& it ernet access, information between the deRGHER04AHS
broadcast centre nmay be passed via the nobdem channel as well being
broadcast via the satellite link. This type of hybrid broadcast and tel ecom
systemis known in the art. The conditional access system20 wll now be
descri bed i reomme@cdbdfeds.(thdl ishoneadraeesialeelcoisfonpuograRmes Boldvisritie bipatibest
condi tional access system 20 jncludes a Subscriber Authorization %st em

e

(SAS) 21. TIEPRIS)1cansbe: Hiseded Bro thy eaverdsspde Bupdsmeie daspdgeldenand
8 < _ : . .
o1 kagarerd? B P Inap RSO BRERSH AMBPs b¥ocrifilof ploBE PR HaYS |

used). Al terpeavieneinodeone SMS coul d be shared between two broadcast

suppliers, or one supplier could use two SMSs, and so on. First encrypting
units i the formof ci phering units 24 utilising "nother" smartcards 25

are connect o, bR Re1 1,y 360a PBRARBRELYPLIS R it Ry RO | 1

t he form of cCiphering utrfisin smartcards are connected
to the nul tilplaxedgath loyated phalgen 28 brohdcaseepire and panbdmrthd decriesimpsba
"daughter” smartcard 30 bx t he decoder to decrypt nessages encrypted by the
"ot her " smi¥@dasdito gnabledhe ghhBser Eyinggragd otith varipus gpplisglions yiagymodemmed
Conmuni cat i 3 ' : d : ends,
anongst ot hgrg a% ﬁ?é\%@ SlgUbI;nci{%rgtc%lgﬁ ‘?ﬁgﬁgg@ t %thrﬁgthg;ﬁﬁgﬁféérég‘ﬁ%ﬁ@?ﬁﬁ’%ﬁ
request10 Thenteines hccasy] isfonatibnchaenn thg decudes addtbadcadl? campnaysbe passadtk, an

car ds. and. o e PedT cRemichas DTy BBk BroadEisy Vs B BIAHCQbor (B hoatd,
O S R P AT R b 2 o7 Tyt e
broadcast centre, the digital audio or video signal is first conpressed (or
bi't rate r edflflgego)n’dityosnialn%céegg syggg 220 Cwoiﬁprrlgvg S‘lgjer dgécri-ggcii Sin more detail. With
15 reference to Figure 2, in overview the conditional access system 20 includes a
Subscriber Authorization System (SAS) 21. The SAS 21 is connected to one or more
Subscriber Management Systems (SMS) 22, one SMS for each broadcast supplier, by
a respective TCP-IP linkage 23 (although other types of linkage could alternatively be
used). Alternatively, one SMS could be shared between two broadcast suppliers, or

20  one supplier could use two SMSs, and so on.

First encrypting units in the form of ciphering units 24 utilising "mother" smartcards
25 are connected to the SAS by linkage 26. Second encrypting units again in the form
of ciphering units 27 utilising mother smartcards 28 are connected to the multiplexer
25 4 by linkage 29. The receiver/decoder 12 receives a "daughter” smartcard 30 by the
decoder to decrypt messages encrypted by the “mother” smartcard. It is connected
directly to the SAS 21 by Communications Servers 31 via the modemmed back
channel 16. The SAS sends, amongst other things, subscription rights to the daughter
smartcard on request. |
30
The first and second ciphering units 24 and 27 comprise a rack, an electronic VME

card with software stored on an EEPROM, up to 20 electronic cards and one



-conpressed signal is then transmtted to the multiplexer and scranbler 4
via the linkage 5 in order to be nmultiplexed with other data, such as other
corrpressedwe&g/é‘.”“frhe scranbl er generates a control word use8CTHABQO/8118
scranbling process and included in the MPEG 2 streamin the nultiplexer.
The control word is generated internallyjpnd enables the end user's

i ntegrated receiver/decoder 12 to descranble the progranme. Access
criteria, inghgahatdds aod28 epetieglyaforeatiselestroniy cirdl omeadrd 28 forahegptfged t o
the MPEG 2 stream The programme may be comercialised in either one of a
number of " sheFGMprndone eaidedS foneneypung thef EMMsunber of "Pay Per View
(PPV) nodes or events. In the subscription node, the end user subscribes to
one or nore conmercial offers, or "bouquets", thus getting the rights to
wat ch every Mindtipleker aed Serdthblee bouquets. In the preferred enbodi ment, up
to 960 commercial offers may be selected froma bouquet of channels.
Entitlerent Control Messages Both the control word and the access criteria
are used to il [ ng r JhisS. | age
sent in relati oﬁg%?%ﬁ’%gg gé‘ﬁ%?é‘%&gr %’gtﬁg%%aﬁégﬁ%é%%e %lgﬁ]fﬂaa}drqgo gr g@% r ol
wor d (whi ch spdradysfifsbeorhpressdé sarrbantate redudetl), uising AROMIPB0-2 @Bthptdssora: CEEs
criteria of the broadcast program The access criteria and control, word are
transnitted copprewsed siemal is Hepytrnsmgtadnia thermpitiplexee apd pegageblor4 Yip thej s

oL 20 Y eOSIFTALS o SRS, 3 B OBkl o

and scranbl er oa ransm ssi o e con
typi caljgy changes every fewseconds, and so ECMs are al so periodically

transmtted to enable the changing confrol word to be descranbl ed. For
redundancy plepissaablepgeneratens egiiTod Fyarg usein ie scrembling REqasss sk wsludedhe

present contf. an e. | '
Messages (El\l}k/gﬂjle Wﬁ% feé“ﬂlamﬁég%‘gg& g%%i cg%ra%mtt%q'yr?ull ﬁggé\}%eﬁgcp ﬂg‘%%gg%er
(subscri ber Jandoenablgyr ol enfl esed’susaegrateBaedteyenderodary 1Q0md adescrambiles ehe
nunber of end users. This
programme.
15
Access criteria, indicating how the programme is commercialised, are also added to
the MPEG-2 stream. The programme may be commercialised in either one of a
number of "subscription” modes and/or one of a number of "Pay Per View” (PPV)
modes or events. In the subscription mode, the end user subscribes to one or more
20  commercial offers, or "bouquets”, thus getting the rights to watch every channel inside

those bouquets. In the preferred embodiment, up to 960 commercial offers may be

selected from a bouquet of channels.

Entitlement Control Messages
25

Both the control word and the access criteria are used to build an Entitlement Control
Message (ECM). This is a message sent in relation with a scrambled program; the
message contains a control word (which allows for the descrambling of the program)
and the access criteria of the broadcast program. The access criteria and control word
30  are transmitted to the second encrypting unit 27 via the linkage 29. In this unit, an
ECM is generated, encrypted and transmitted on to the multiplexer and scrambler 4.

During a broadcast transmission, the control word typically changes every few



-organi sation as a group ains at optimsing the bandwi dth; that is, access
to one group can permt the reaching of a great nunber of end users.

Vari ous spOiopH4l48 ypes of EMM can be used. Individual EMVs BRCEIBIBgODIAt ed toO
i ndi vi dual subscribers, and are typically used in the provision of Pay Per
Vi ew services; these contain the group iggntifier and the position of the
subscri ber in that group. Gther EMM types include group or audi ence EMM.
Subscri ber l}‘%@&gﬁ”ﬁm sﬁy@m%é §5@erﬁ)d§¢ah§cefah§ﬁfueme%m m&ﬂ&@) 22
i ncl udes a dat abase 32 whi ch manages, anbngst others, all of e end user
files, comewaidab h@fdeeqrsmbbdbfor rqshndmmy RIS eadhl ECMatygicaldy mdt@kgaﬂdb ng

end user consunption,a aut atl on SMS .na sically renote
fromthe SAﬁongatWO% eé‘ﬁ ‘§ Wgs@ggge fgrty \Bltrgleggréiyl via respective

| i nkage 23 which inply ITDdI fications to or creations of Entitlenent
Managenent I\/Essages ( EMVEB) to be transmtted to end users. The SM5 22 al so
transm ts IStHiEs g PSS Mbs)y no modi fi cati ons or creations
of EMVE but |rrply only a change in an end user's state (relating to the

aut hori zation granted to the end user when ordering products or to the
amount that fiepomnd 1§J§%es‘§ﬁéel delRafedab %%dlv}-chﬁl ShBusr ksiiRAslserTRE 2088 5)
(typically requesting information such as call-back information or billing
i nf or mat i.on)oft end hEeISNBEQQh goup tady iconisid la Bezeapmanbfnt of lsad wsrerunTat i on
bet ween the two. @31 way . SUbSCI{I bter Autt orbl z Jﬁh %stem AS The
nmessages gerPEEHY Ostf‘I% BTSSP 8 \7? Widih, R 45, 35cesy) gioup

Subscriger AuhhRbhiiahe %hcﬁbf@tcﬁ‘f@ eRABhuber Bhesd ubdds.t Wariode c?ﬁce ggages
acknow edgi ng recei pt of thé nmessages generated by the SM5 2 1 and passes

t hese acknoiM¥jearebe ssetlo IndigidSMEMMs am dediented éwrldnedm&@@ﬂ’pftrﬁm age

Subscription Chain area i ve. ri ubscrl n nmode and to renew
Che 1 ght s SURBHLE RES 1y 83k Rish FL Pay B8 VY udte Best RoRat e’ Sols
identifier and the position of the subscnber in that group. Other EMM types include

group or audience EMMs.

15
Subscriber Management System (SMS)

A Subscriber Management System (SMS) 22 includes a database 32 which manages,
amongst others, all of the end user files, commercial offers, subscriptions, PPV details,
20 and data regarding end user consumption and authorization. The SMS may be
physically remote from the SAS. Each SMS 22 transmits messages to the SAS 21 via
respective linkage 23 which imply modifications to or creations of Entitlement

Management Messages (EMMs) to be transmitted to end users.

25 The SMS 22 also transmits messages to the SAS 21 which imply no modifications or
creations of EMMs but imply only a change in an end user’s state (relating to the
authorization granted to the end user when ordering products or to the amount that the

end user will be charged).

30 The SAS 21 sends messages (typically requesting information such as call-back
information or billing information) to the SMS 22, so that it will be apparent that

communication between the two is two-way.



-Chain area to give rights for PPV events, and an EMM I njector for passing
EMMs created by the Subscription and PPV chain areas to the nultipl exer and
scranbl er YO 0ftl4hence to feed the MPEG stream with EMVs. | PCDIB0SI00TIBght S
are to be granted, such as Pay Per File (PPF) rights in the case of '
downl oadi ng conputer software to a user’g Personal Conputer, other simlar
areas are also provided. One function of the SAS 2 1 is to manage the

access ri ghtS%ngi ]_t,@,l S\ﬂh% it gﬁ%{ MAS?V(’“ | able as commercial offers in
subscriptio l Tas events according to different nodes of
commerci al i sation (pre book node, inpul se node). The SAS 21, according to

those rights and to information recejved fromthe SNS 2 erat es. EMVB
for the subddFiBewagss cosmicHddi bR Sﬁﬁ?rﬁt%pﬁ% s brfagn 23 94 © PHBYTR

Transm ssi o i e I
enor ypt od EANENEAMR SISEE(SAST SECMHRR I tﬁ%%‘%?%ﬁ?%gﬁééﬁﬁﬁ%m 3R ng
uni t 27 sand rexeim o sixen essagesrgeneratedfbrycthe SVES 2bamt pssorthe atkeowialigemdnexer 4

scranbl es the prg%tages and sends the scranbl ed programres, the encrypted

EMVs and t hée 8ifc ECMs to a transmitter 6 of the broadcast centre via
the linkage 7. The transmtter 6 transmts el ectromagnetic signals towards
the satellite transponder 9 via uplink 8. Programe ReceptionThe satellite
t ransponder 19 mc‘diawemeaSASplcompsis&ss at Swebsetiptodnr @haglnardac tcsigwalr'ghts for

transmtted bythetra ter ansmts the op tqQ the earth
recei ver llsu@éﬁﬂté?ﬂ me %PF‘iltq ’E?n'?‘?fég? g8 8Pt°§‘a&F%1R’ ?ﬂﬁh E?‘Pf gar {ZV“E he

e, RS MR R S e b

transm egra ed recel ver/ decoder 12 own
end user andreamdrtg/ctﬂlecswsnrtﬁmenemd RPSéchan tehetd ieonulsplexdBandlvgambler 4,

/d d th i t t ai | ed
br ogr ammes  # Hewss Py BRI CavEeaah 3 e B e o e T gHiR A5 B fifatefs
scranbl ed, ghg ;{s &%ﬁq&@g Célﬂt% ifhd ek %futa@nm&mgso%mkagomg foom t he

MPEG- 2 stream and passes t to the "daughter™ smartcard
user’s Personal Computer, other similar areas are also provided.

15
One function of the SAS 21 is to manage the access rights to television programmes,
available as commercial offers in subscription mode or sold as PPV events according
to different modes of commercialisation (pre-book mode, impulse mode). The SAS
21, according to those rights and to information received from the SMS 22, generates

20  EMMs for the subscriber in combination with the ciphering unit 24.

Programme Transmission

The multiplexer 4 receives electrical signals comprising encrypted EMMs from the
25 SAS 21, encrypted ECMs from the second encrypting unit 27 and compressed
programmes from the compressor 3. The multiplexer 4 scrambles the programmes and
sends the scrambled programmes, the encrypted EMMs and the encrypted ECMs to
a transmitter 6 of the broadcast centre via the linkage 7. The transmitter 6 transmits
electromagnetic signals towards the satellite transponder 9 via uplink 8.
30
Programme Reception



-of the end user. This slots into a housing in the receiver/decoder 12. The
daughter smartcard 30 controls whether the. end user has the right to
decrypt t YeOpP@dldnhd to access the programme. |f not, a negaPCWEBSHBEIBS i S
passed to the receiver/decoder 12 to indicate that the progranme cannot be
descranbl ed. If the end user does have t_{l}g rights, the ECMis decrypted and
the control word extracted. The decoder can then descranble the
programe using j14 e L& .2s nd
transl at ed isxlr%]t%o S%tgi\}il?%l (e:tge{}lé# (glr? ae?m% %cegﬁaﬁﬁtﬁrécneggrﬁrssg%@o hl%f g&flgé%@ ?s?gﬂa lget

13. As wi || thasmpdas tleashnsiniteer Sadiid temenlith tlenagnAC 6 5 tHer dafbirpdedgeruded in
the encryption and decryption of audi ovisual data can be used to encrypt

ot her dat a, conventiggally irbtheaform <t digle @wned on rantedobn thecendusep wipdowalinkier

dat a gat her Vi Nl r : ' a (o] igt 4 pte
l'ink etc. Cﬁgani 22 [ %IHH%E %g%lggd)rgtglﬁ gré&e\?\n{)ﬁrh?g ?%eaggﬁitsttg}c{)r?o § ?ge%?netggéstle%hom
in Figure 3recivrdecsdstl2vacddrdaited by sns@arises iridcaomnectsd & te endnisebder of

packets of standard format, including a programme assocjation table 40
("PAT"). Théelpriponnsatht3.he b resivaridecqsse k2t demultiplexes e (stamalgpaoptain
standard for_thi -y a| f EPREs h access table 40
provi des thécrgmb?%/ %%éﬁaémﬁosr@giégegg%p%g progsr?%cwggn contains a table
referring to the PID values of the programme map tables ("PMI™) 41, 42

associated with a given service or channel wthin thestream Each programre
map tabl e 4If theopregrmmads iseramblad, dhe eqceiverdesoder Thextradts the etesponding

packet stre ﬂﬁ% At ahl es ' ex ol ith
t hat selr%vi c?%oslﬁggﬁm t G;zp%%ﬁl a?‘rni‘gpa%%g %{%g@ igmeﬁ zdgﬂélg?fasi%r?s&r e 2édrmences
to the Pl D wakneendiisept Miiis slaskiftosa Adusingbin the reqzivepidacotigr addiTheatanghteat a
relating to the service in question such as ECM data 45, 46,

_ | ticular,
i nternet premsdeardci0 qquinely whethertly epd userhasdbe pghttosdseiynt dhe ﬁgbgg{&lféu o
accessed vi g fhe, eﬁ;rl{-'o LA 49 ndtNa ﬁgééggvj%séﬁstc ig S%ereq th A t?e%?iﬁt%r/ﬁéJoﬁ@ﬂﬂZ such

data i s organiSe FCC data’ a usel's w
to indicate that the programme cannot be descrambled. If the end user does have the

15  rights, the ECM is decrypted and the control word extracted. The decoder 12 can then
descramble the programme using this control word. The MPEG-2 stream is

decompressed and translated into a video signal for onward transmission to television

set 13.

20  As will be appreciated, the same conditional access principles used in the encryption
and decryption of audiovisual data can be used to encrypt other data, such as file data
destined for a PC connected to the decoder, data gathered via an internet connection

and broadcast via the satellite link etc.

25 Organisation of Data Tables within the Transport Stream

As shown in Figure 3, a broadcast MPEG-2 data transport stream contains a number
of packets of standard format, including a programme association table 40 (“PAT”).
The PID in the header of the packet is fixed by the MPEG-2 standard for this packet
30 at a value of 0x00. The programme access table 40 provides the entry point for access
to programme data and contains a table referring to the PID values of the programme

map tables (“PMT”) 41, 42 associated with a given service or channel within the



“specific sections of the transport stream For further detail regarding the
DSM CC format, the reader is referred to the MPEG rel ated standard | SO
13818-6. IWOH8d#pon to the programme access table PAT 40, PO®IRPEGIIS
transport stream further conprises a conditional access table 51 ("CAT"),
the PID value of which is fixed at 0x01. 4Any packet headers containing this
PI D value are thus automatically identifi'ed as containing access control

i nf or mat i on. b, CAdachahbsrandnd fES i1 N @fﬁs’ﬁ&n\{%%ﬁ HleitehG RAGESID 48,

49, 50 referring to EMM data associated with one or nore conditional access
systens. As walubs ohthePeikegd aréamssof théeud? Rblal43emd ofidephabl EMVM pssodieted with
referred to in the CAT table 51 are not fixed and may be determ ned at the
choi ce of théhaé%"t"é"rﬁ operator. The MPEG 2 standard specifies very few fixed
PI D val ues outside of the PAT table value and the CAT table value referred
to above. The majority of PID values within a certain range may therefore
be det er 4 nedsbhown, teeragrammeroamtableod?2 Fsanapains réfacketsgo dndPH valaceof

Section Data As is _known,, MPEG transporl..packets are of a fixed |ength of
188 bytes i nefhgHPACL gt CpRfaling Mr&fﬁaeg@ﬁm& ot PRSP ESHAD ¢ he
header foll OEYHB%gt HRERS ol gﬁkhﬁﬂuﬂﬁtig{e FotGl or' [1BkEa 47 MR RS ePr I OF

I ndi cator 1 yload unit in at or It Transport priority™1 bit PID 13
bits Transpoby asseraivel innpacketstacotss@ lyia sheABAT tabieoAOf | Bl d MBEG-D|stdhdbid s

Cont i it t 4 bit h h teristj th field | |
det e m nedl bySRRETHERTS PUTKEES CTRE S0 DTS CBBATTIRIo oo W
header qf a %ﬂe@ﬁﬁ)p%cgogftﬁtﬁfe- tr&ﬁﬁ&@@ﬁ%ﬁ@ot r%&ﬂert&%aiiv?eg(%ﬁnﬂmgmcc

i nformati on contail ne a packet p ad i s subject
format, the reader is referred to the MPEG related standard ISO 13818-6.

In addition to the programme access table PAT 40, the MPEG transport stream further
comprises a conditional access table 51 (“CAT”), the PID value of which is fixed at
15 0x01. Any packet headers containing this PID value are thus automatically identified
as containing access control information. The CAT table 51 refers to the PID values
of MPEG packets 48, 49, 50 referring to EMM data associated with one or more
conditional access systems. As with the PMT packets, the PID values of the EMM
packets referred to in the CAT table 51 are not fixed and may be determined at the

20  choice of the system operator.

The MPEG-2 standard specifies very few fixed PID values outside of the PAT table
value and the CAT table value referred to above. The majority of PID values within
a certain range may therefore be determined by an operator.

25

Format of Transport Packets and Private Section Data

As is known, MPEG transport packets are of a fixed length of 188 bytes including a
header. In a standard packet, the three bytes of the header following the

30  synchronisation data comprise:

TABLE 1 Transport error indicator 1 bit



-a further level of structure according to the type of data being
transported. In the case of audio, visual,-teletext, subtitle or other such
rapi dly evwDWoHgl4and synchroni sed data, the information is aesapilomdisi n t he
formof what is known as a packetised elenentary streamor PES. This data
stream which is formed by assenbling the_payl oads of the transmtted
packets, itself conprises a sequence of Sgckets each packet conprising a
packet header and payl | transmtt ackets in the transport
stream the |ength of g%gb%agﬁﬂ slégﬁbarlable ?g)fhe case of other types
of data, such as |P or Te@pangribiy data, a diffemgnt format from PES
packeting is proscribed. In particular, data contained in the transport
packet payload is divi#8d into a series of sectild®¥sor tables, the table or
section header includi i den ing the table in
guestion. Dependi ng on gp%?gégokﬁ§§5m§}? %t%¥e may be contai ned
entirelysw thin a pack@dapaybofidlddonray be extegdﬂg in a series of sections
over a number of transEPrt packets. In such a case, each section wll
include a TID ext ensi oROV@NLI, CoUAter he MPEG 2 coftéft, the term "table” is
often used to refer to a single table of data or the anal gamation of a
nunber of sections of the same TID value to forma table, whilst "section”
usual |y ref eTie timraderigics af ose fieids rofargaplde@mained by ike 3APEG Ftdadydl ue. The
actual TID values used to refer to inforrmation carried in these tables or
sectionsare not fixed by the MPEG 2 standard and nay be normally defined at
the disgcreti h i i

ovever [0 as i fooys el he ordlar B UL ke B a PHEMEE pRicel X1 bty o
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Encapsul ation of Internet Protocol Data in the Transport Strea
15 stream or PES. This data stream, which is formed by assembling the payloads of the

transmitted packets, itself comprises a sequence of packets, each packet comprising a
packet header and payload. Unlike the transmitted packets in the transport stream, the
length of PES packets is variable.

20 In the case of other types of data, such as IP or ECM and EMM data, a different
format from PES packeting is proscribed. In particular, data contained in the transport
packet payload is divided into a series of sections or tables, the table or section header

including a table ID or TID identifying the table in question.

25 Depending on the size of the data, a table may be contained entirely within a packet
payload or may be extended in a series of sections over a number of transport packets.
In such a case, each section will include a TID extension value. In the MPEG-2
context, the term “table” is often used to refer to a single table of data or the
amalgamation of a number of sections of the same TID value to form a table, whilst

30  “section” usually refers to one of a plurality of tables with the same TID value.

The actual TID values used to refer to information carried in these tables or sections



In.order to better understand the use of different addresses in the
comruni ca%’mra @{1 %nternet protocol data, it -may be hel pful to consider the
si tuation § ion to conventional fixed tel ecom networ kKBCTARHO0/08MBpl e,
as found in a standard PC/ server network environnment. In such a network a
nunber of |ayers are usually defined asiper the OSI networking nodel, the
bottomthree usually conprising a physical |ayer, a datalink |ayer and a
net wor k | ayge nof fise® By $he MPHGY &fandefdl 8316045 bd henladyeRFint@YEthe Rretion
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value 6 byte addresses. These addresses are built-in at manufacture of the
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a netwpgk manager to a given user. For the exanple of an |IP nessage sent
via an Ethernet wire the follow ng nmessage structure will be observed:
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addr ess)

In order to better understand the use of different addresses in the communication of
internet protocol data, it may be helpful to consider the situation in relation to

15  conventional fixed telecom networks, for example, as found in a standard PC/server
network environment. In such a network a number of layers are usually defined as
per the OSI networking model, the bottom three usually comprising a physical layer,
a datalink layer and a network layer.

20  The physical layer represents the lowest layer and corresponds to the physical

modem/cable connections used to transport information.

The datalink layer corresponds to the data format imposed by the hardware elements
within a network, for example the well-known Ethernet and Token Ring formats.
25 Messages are communicated at this layer using Media Access Control or MAC
addresses. Conventionally, MAC addresses are fixed value 6 byte addresses. These
addresses are built-in at manufacture of the devices and are stored in permanent form,
for example, in the Ethernet or Token Ring card of the hardware device present in the
network.
30 |
The network layer corresponds to the layer above the datalink layer. Messages

operating at this layer are encapsulated within datalink layer messages of the kind



-Actual data IP Trailer Ethernet Trailer This type of structure is also
preserved in the case of |IP nessages or datagrans encapsulated within a
tabl e or SwWOWI/#414Hf an MPEG broadcast transport stream Thi BCTABGAO118
reflects the hybrid nature of nobst broadcast systens, where a decoder nmay
send and receive nessages either via a tgl ecomconnection or over the air.
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spread out in the section 47. Figure 5 shows_the reconstitution of the MAC
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bei ng scrand as’ 1 ndica by the payl oad _scranbling control field. The
MAC address itself may al so be as indicated by the

address_scranbling control_ field. Depending on the value of these fields, a
recei ver/ decoder BiemetcHeadgr out (i f necessary) decryption of the address or

payl oa 0data in a si m(mwg%ﬁ@saﬂg&éypti on of audiovisual programmes is
I T10na

carried out using the con access system See the description of

Figures 1 and 2. [Psehderconventi onal, the section also indicates its

ext ensi on nunber gi veE by the section_nunber field as well as the total
wHl

nunber of sections ma ‘hbytﬁﬂg aéélf?ﬁff_)ete

Actual data
IP Trailer
15 Ethernet Trailer

This type of structure is also preserved in the case of IP messages or datagrams
encapsulated within a table or section of an MPEG broadcast transport stream. This
in part reflects the hybrid nature of most broadcast systems, where a decoder may send
20  and receive messages either via a telecom connection or over the air. In such
circumstances it is obviously desirable to have a coherent addressing policy for IP

datagrams sent via either branch of the system.

The DVB proposed ETSI standard EN 301 192 sets out a standard format for MPEG
25 sections carrying IP datagram information. Figure 4 shows the syntax of such a

section.

Although the PID value of such a section is dependent on that assigned by the PMT
table, the TID value for IP datagrams is in fact fixed by the standard at the value
30  O0x3E, corresponding to a DSM-CC section with private data.

As will be seen from Figure 4, the 6 bytes of the MAC address value of the particular



"table, as given by the | ast_section_nunber field. System Architecture and
Managenent. of Addresses Referring to Figure-6, there will now be descri bed
the systeMAPUA#2ct ure of a hybrid broadcast and tel ecom cRERARIDGEKIBON
system adapted to handl e vari abl e MAC addresses. As before, the broadcast
centre includes a transnmtter 6 sendinga.digital television signal via a
satellite 9 to a receiver 11 and decoder 12. In the present exanple, the
home syst emyéHEd Rebe SRIMBNESBPtR sBElidiOME SFreRPoR R RRCIEEbr 47. t GuRteT gtdRys 12.
The PC device comuni cates via a nodem channel 56 to a central transm ssion
station 60 theclecenstiguttonsedrthe MAGIEr adksesawitemtheosscenr ¢&r 57 and an | P
broadcast server 58 present at the broadcast centre. The respective
functions of the servers 57, 58 in handling variabl e addresses data and
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direction, requests for internet data fromthe PC/ decoder conbination 12,
55 being forwarded to the br oadca€t SSLVEL S 57, 58
Biiite
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broadcast |deBto? nubtiRer Fitkd & eRYs Bles6tabBumber of sections making up the complete
table, as given by the last_section_number field.
15

System Architecture and Management of Addresses

Referring to Figure 6, there will now be described the system architecture of a hybrid
broadcast and telecom communication system adapted to handle variable MAC

20 addresses.

As before, the broadcast centre includes a transmitter 6 sending a digital television
signal via a satellite 9 to a receiver 11 and decoder 12. In the present example, the
home system further comprises a PC device 55 connected to the decoder 12. The PC
25 device communicates via a modem channel 56 to a central transmission station 60
including a service address allocation server 57 and an IP broadcast server 58 present

at the broadcast centre.

The respective functions of the servers 57, 58 in handling variable addresses data and
30  inserting IP data in the transport stream will be described in more detail below.
Whilst the division of these functions between two servers is a convenient way of

handling such data, other configurations are of course possible, e.g. using a single



~configured to downl oad data to the PC/ decoder conbination via the telecom
network 56, for exanple in the case of a bottleneck or malfunction in the
transm ssiWRBH44Ata via the satellite link 9. As shown by po®IBOWOONSS9,
internet or IP data is gathered by the | P broadcast server 59 for exanple
from any number of external servers and_gpjepared for insertion into the
broadcast transport stream |In conventional systens, the manufacturer
defined MAC adds ??Sﬁﬁfdﬂetiém nmodem conmuni cation card of the PC or the
decoder are normally used to address datalink |ayer communications fromthe
broadcast centre to the PC/ decoder. These fixed addresses are comuni cat ed

fromthe PC/decodr to th S e.and .t ter. inserted nthe
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Upon connectl on of the PC/ decoder tart of a session, the
sends a 5SMACbatielr lesssller thq uzehnnemﬁ“slﬁgiatat that imey be dadnbsted entthe satelite hn:k bel ecom

network 56. This messagﬁ i ncl udes at Aeast the IP a‘d s of the.user to
enabl e the Bloddduet WRAFR LCAFETHPN | PVENTE HrSelsCi t}SoHOt ligatery, pe

recall ed, the. .G lg/dlff%séecbﬁelal rcygmaéd w&nftsqy\%nriﬁzsm kna @xﬁicm@?&c%saﬁgl gned

by a networ k nanag broa st operator) upon the opening

i nternet subswermopmatelmd@ddddnﬂgn to the | P address, the request nessage
may al so include an operator ID corresponding to the general subscription
I D of the user to access the services of the broadcast operator. The

request) ms%%gﬁ drﬂ?&ﬁeé'aﬁﬁé‘ hd BRfenh @g&gﬁ]gme [gN'r@@'lféé’stéﬂ 94 bF&%césY/Pe@eé&in

service de escri three types of service are
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download the internet data via the satellite broadcast link 9. The system may also be
15  configured to download data to the PC/decoder combination via the telecom network
56, for example in the case of a bottleneck or malfunction in the transmission of data
via the satellite link 9. As shown by the arrow 59, internet or IP data is gathered by
the IP broadcast server 59 for example from any number of external servers and
prepared for insertion into the broadcast transport stream.
20
In conventional systems, the manufacturer defined MAC addresses in the modem
communication card of the PC or the decoder are normally used to address datalink
layer communications from the broadcast centre to the PC/decoder. These fixed
addresses are communicated from the PC/decoder to the broadcast centre and

25 thereafter inserted in the datagram sections of the transport stream intended for a

particular PC or decoder.

In the present embodiment, a rather different system is proposed. Upon connection
of the PC/decoder at the start of a session, the PC 55 sends a MAC address request
30  message to the broadcast centre via the telecom network 56. This message includes
at least the IP address of the user to enable the broadcast centre to identify the user

in question. As will be recalled, the IP address is a normally unique network level



“different MAC addresses. In the connected unicast node, the user is
provided with a full internet service and ctan request internet data via the
tel ecom | i WR %8446 hi s data being sent uniquely to the user PETHBHHOLBN. |n
t he non-connect ed uni cast node, the user can receive data autononously sent
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prepares a serivieoet aubkcopgomessage of the kind shown in Figure 7 which is
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values and the information in the data |ist descriptor, the decoder wl|
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different MAC addresses.
15
In the connected unicast mode, the user is provided with a full internet service and can
request internet data via the telecom link 56, this data being sent uniquely to the user
in question. In the non-connected unicast mode, the user can receive data
autonomously sent by the broadcast centre but still uniquely destined for that user.

20 In a multicast mode, the user forms part of group of users (which may be all or a

subset of the users in the network) who receive the same messages.

Upon receipt of the request message, the service address allocation server prepares a
service address message of the kind shown in Figure 7 which is then sent back to the
25 user. As shown, the message includes a number of data elements that will be needed
by the PC/decoder to access the broadcast data, including the so-called DVB triplet of
the Original Network ID 60, Transport Stream ID 61 and Service ID 62. The message
also includes a data list descriptor 63 containing a list of the types of data carried by
that service together with their PID value (PID video, PID audio, PID IP data, PID
30 ECM etc.). Using the network, transport stream and service identity values and the
information in the data list descriptor, the decoder will proceed via the PAT and PMT

tables referred to above to arrive at the service containing the data in question.



-The MAC address assigned will depend in part on the type of service
reguest ed; uni cast connected, unicast non-connected or nulticast. A unicast
connect ed wddo/e41d5i s assi gned for a given session and i s varcpime/obriem
session to session. A unicast nonconnected address nmay be variable, but may
al so be a fixed value assigned at the nt of subscription, or upon the
first connection of the user and thereafgi mai nt ai ned as | ong as that user
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etc. Thg assignnment of MAC addresses in this way enables the central
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particul ar Bewdyetheoservicepddrpssonessegeoaeiudesoanassigned MAEC sddrese valueBRownt MAC
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of ent e repe on o} ofmAtIon in e use a plurality
of user specmhbg t abl es. Furthernnre, the systempermts the dynamc
assignment of data across a nunber of MPEG services within a transport
stream As shown in Figure 7, the service address nessage al so includes a
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exanpl e1’5 t h?s alégiguleds for a given session and is variable from session to session. A unicast non-
connected address may be variable, but may also be a fixed value assigned at the

moment of subscription, or upon the first connection of the user and thereafter

maintained as long as that user maintains his subscription. Finally, a multicast address

corresponds to an address assigned by the server to a particular IP service and which

20  may be received by any decoder within a group that has obtained access to the MAC

address. This may even include decoders or PC/decoder combinations not possessing

a modem back channel or telecom connection to the broadcast centre.

The MAC address assigned may also depend on other service factors, such as

25  bandwidth reservation, presence or absence of conditional access etc.

The assignment of MAC addresses in this way enables the central broadcast servers
57, 58 to dynamically repartition the IP data sent to a particular decoder or a group
of decoders and to minimise the number of MAC addresses to be handled and
30  addressed at any time. This avoids the problem of having a large number of dormant
MAC addresses reserved in the transport stream as well as enabling the central servers

to manage a smaller number of changing users.



“rights to access sone or all of the service within the transport stream as
determ ned by the appropriate conditional access system A secure

transm ssiY0U$41¢fat a can therefore al so be assured. This dyRCEABH0/00118
repartition of services and data as determined by the broadcasting server
58 and service address allocation serven357 enables optiml use of the
avai |l abl e bandwi dth. Whil st the system has been described in relation to a
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in which saft ths aPRRppaly Oé‘a’élgﬁglu?%%sds%sg%? Stef“éfﬁstﬁ"i“\sfnéﬁl%o Pd S0 | east

one decoderandoledasy bd hdreBy an access control address is communi cated
fromthe central transm ssion station to said at |east one

15  This dynamic repartition of services and data as determined by the broadcasting server
58 and service address allocation server 57 enables optimal use of the available
bandwidth. Whilst the system has been described in relation to a satellite broadcast
system, the same principles apply to cable television or digital television systems or
indeed any system carrying data in a broadcast format packet stream, such as an

20  MPEG transport stream.

In a yet broader context, the invention may even be applied to any system including
address information at a datalink layer and a network layer which conventionally uses
fixed media access control addresses in the datalink layer including networks

25 comprising solely telecom connections.



~decoder via a tel ecommuni cations network. 4. A nethod as clainmed in any
preceding claim in which the address assignnment nmessage is sent in
response t%0 waﬁé%ess control address request sent to the cR@I/ARU0/08LIAt on
by a decoder. 5. A nethod as clainmed in claim4 in which an address

assi gnment nmessage i s communi cated back 40 that decoder fromthe centra
fransm ssion station via a tel ecommuni cations network. 6. A nethod as
clainmed in claim4 or 5 in which the address request nessage sent by a
decoder includes an internet protocol nunber identifying that decoder to
the cenfral GLLATMS ssion station.7. A nmethod as clained in any of clains 4
to 6, in which the address request nessage includes an operator identity
val ue associated with the subscription of the owner of the decoder to the
ser vi ces Pr qposiechdiiocdy, ARRALG6n B RAEAIhIAdaAA of Hakibiod Mb@dcta&esﬁe% ral
transmtting neans. 8. A nethod In any of ains 4 to I n which
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request nessage 1 ncludes an indication o ether the~decoder WI'l renmin

connected to receive data via a tel ecommuni cations network after the

communi catign of the. addres
8. X method as cfalmed in claim 1, wherein said at least one encapsulated section
corresponds to at least one datagram section used to contain internet protocol data, the

data contained within a datagram section also including an internet protocol address.

15
3. A method as claimed in claim 1 or claim 2, in which said at least on encapsulated
section transmitted to said at least one decoder and identified by an access control
address is communicated from the central transmission station to said at least one
decoder via a telecommunications network.

20

4. A method as claimed in any preceding claim, in which the address assignment
message is sent in response to an access control address request sent to the central

station by a decoder.

25 5. A method as claimed in claim 4 in which an address assignment message is
communicated back to that decoder from the central transmission station via a

telecommunications network.

6. A method as claimed in claim 4 or 5, in which the address request message sent
30 by a decoder includes an internet protocol number identifying that decoder to the

central transmission station.



“request nessage. 12. A nethod as clainmed in any preceding claimin which

t he address assi gnnment nessage further includes information to enable said
at | east oWé’Q?é‘ég‘éer to sel ect a packet transport stream coPCaViBdGig1Iithe
data associated with the access confrol address anongst a plurality of
transport packet streans. 13. A nethod a??]cl aimed in any preceding claimin

whi ch the address assi gnnent nessage furfher includes information to enable

said at |east ane.dleeadehidd AEhot ks 8 ¥l fGvan @iaa’{ﬂi%gsy fed e

. v
associated w't access contr ess Troma plura servi ces
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contai ning the [: associated with the assigned access confrol
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central 4§ransm ssion station dynam cally controls which transport packet

stream anongst a plurality of transport packet streans is used to carry
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on whi ch encapsil aided npatéset nddka addressed to said at | east one decoder is
broadcast. 17. A nethod as clainmed in any preceding claimin which at |east
sone of the data encapsul ated within a packet payload is encrypted. 18. A

Cubstantd al 15 SenapErn AairePietint §of VARHLAR Ao £bhh BpRaReapt oY=t o
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request.

15 10. A method as claimed in claim 9 in which the unicast address is a dynamic address
assigned at the beginning of a session, in response to the address request received from

the decoder.

11. A method as claimed in any of claims 4 to 10, in which the address request
20  message includes an indication of whether the decoder will remain connected to

receive data via a telecommunications network after the communication of the address

request message.

12. A method as claimed in any preceding claim in which the address assignment
25  message further includes information to enable said at least one decoder to select a
packet transport stream containing the data associated with the access control address

amongst a plurality of transport packet streams.

13. A method as claimed in any preceding claim in which the address assignment
30  message further includes information to enable said at least one decoder to select the
service containing the data associated with the access control address from a plurality

of services within a transport packet stream.



~address associated with one comunication |ayer of the network and an

i nternet protocol address associated with a-second comruni cation | ayer of

t he net wor WO 048145 n whi ch medi um access control addresses aPETARd®ISal |y
assigned by the cenfral control station in response to a request froma
renmote terminal. 20. A nmethod of communi qa.ti on of datagram packets in a
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decoder the address in an address assignment nessage. 22.
Appar at us asa%gfsgi%%ggpé\&fg%sgi m 21, wherein said at | east one encapsul ated
section gorresponds to at | east one datagram section used to contain
internet protocol data, the data contained wi.ithin a datagram section al so

i ncl udi ng arlSi nfengtked fs slaiesd i gay presedipg clangya whigh the centea Hrapsmigsien aj m 2
1 or 22, conprisi i I I e i .
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request, saidtlleppenuterddelei ng adapted to communicate the address assi gnnent
messaggloto t he decoder in response to said request. 25. Apparatus as

claimed 1n claim?24, adapted to conmuni cate said address assi gnnent nessage
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15 17. A method as claimed in any preceding claim in which at least some of the data

encapsulated within a packet payload is encrypted.

18. A method of transmission of digital information in a digital broadcast system
substantially as herein described.
20
19. A method of communication of datagram packets in a digital communication
network comprising at least one central control station and a plurality of remote
terminals, in which the datagram packets include at least a medium access control
address associated with one communication layer of the network and an internet
25  protocol address associated with a second communication layer of the network, and
in which medium access control addresses are dynamically assigned by the central

control station in response to a request from a remote terminal.

20. A method of communication of datagram packets in a digital communication

30  network substantially as herein described.

21.  Apparatus for transmitting a transport stream comprising a stream of packets



~27. Apparatus as clained in claim26, wherein the unicast address is a
dynam ¢ address assigned at the beginning of a session, in response to the
addr ess r e4Q8%84idgcei ved from a decoder. 28. Apparatus as cPermsm/opnisany of
claims 2 1 to 27, wherein the address assi gnnment nessage further includes
information to enable said decoder to s«_echt apacket transport stream
containing the data associated with the ‘dccess control address anpbngst a

plurality of RAET aRackeliosd K ) ) atds, Bcddedl J of
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i nf or mat i on eheapeukiddesezdon inkdedide rant cex| @aitrol hédrssr wsed o contral réceptiémhe
data associated with the access control address froma plurality of
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cl aim 29, i I, j i :
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i dent i f i ng ahhedeas assignmeanesssdgai ni ng t he packeti sed data associated with
t he assi gned access control address. 31. Apparatus as clained in any of

claims 2 1 to 30, conprising neans for dynam cally controlling which

f t k -l ' : o, t [
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Appar at us agogtspondsita a1 leasyorf datdgramBedioh vsed Rilconcarintérastrigotoealndatd, ahe
dynami cally controlling which service anongst a plurality of services on
whi ch encap$ataroatpip RERInfadatag o ssetiayalse Inchiding e BUeRct wotpcghaddiess. 33,
Apparatle as clainmed in any of clains 2 1 to 32, conprising neans for
encrypting data encapsul ated within a packet payload. 34. Apparatus for
transm tting3a trAgppammud assllaimadnie claijm 2$ ion @2 acatprésiny méamdokedmdmunicating
encapsul ating data sections within their payl %ads to a decoder )

subst anti al % said desedst viyadelesqrpmunications network at least one encapsulated section

identified by an access control address.

15 24. Apparatus as claimed in any of claims 21 to 23, comprising means for
receiving from a decoder an access control address request, said apparatus being
adapted to communicate the address assignment message to the decoder in response

to said request.

20  25. Apparatus as claimed in claim 24, adapted to communicate said address

assignment message to said decoder via a telecommunications network.

26.  Apparatus as claimed in claim 24, wherein the address assignment message
contains a unique access control address in response to a unicast address request and

25 a shared control address in response to a multicast address request.

27. Apparatus as claimed in claim 26, wherein the unicast address is a dynamic
address assigned at the beginning of a session, in response to the address request
received from a decoder.

30
28.  Apparatus as claimed in any of claims 21 to 27, wherein the address

assignment message further includes information to enable said decoder to select a
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.28-
packet transport stream containing the data associated with the access control address

amongst a plurality of transport packet streams.

29.  Apparatus as claimed in any of claims 21 to 28, wherein the address
assignment message further includes information to enable said decoder to select the
service containing the data associated with the access control address from a plurality

of services within a transport packet stream.

30. Apparatus as claimed in claim 29, wherein the address assignment message further
includes information regarding the data streams carried by that service and identifying
the data stream containing the packetised data associated with the assigned access

control address.

31. Apparatus as claimed in any of claims 21 to 30, comprising means for
dynamically controlling which transport packet stream amongst a plurality of transport

packet streams is used to carry encapsulated packet data addressed for-said decoder.

32.  Apparatus as claimed in any of claims 21 to 31, comprising means for
dynamically controlling which service amongst a plurality of services on which

encapsulated packet data addressed to said decoder is broadcast.

33.  Apparatus as claimed in any of claims 21 to 32, comprising means for

encrypting data encapsulated within a packet payload.

34.  Apparatus for transmitting a transport stream comprising a stream of packets
encapsulating data sections within their payloads to a decoder substantially as herein

described.



