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WO 2005/103926 PCT/AU2005/000580 MODIFIED COMPUTER
ARCHITECTURE WITH COORDINATED OBJECTS Field of the
Invention The present invention relates to computers and, in particular, to
wa Baeglifieds machine architecture which enables the opematiminb@moosso
application program 5 simultaneously on a plurality of computers

INRISRPRSC AR FSOMRmPREGRE IQINRT e Siaelaaunsy vhfversince

the advent © computiers, and computing, software for computers has

een tgttfzn to be operated upon a single machine. As indicated in Fig. 1,
15 e Inyention . . )
c%%gﬁng)(e—pnvr art machine | is made up from a central processing

unit, of iBPIs@hitiekias chrsde eainpriarfriath anpa tidale, o g wodifet
Sonnectediodbe husd aevaiieusLiReh Junciinhtnits-ofihe single

machine 1 such as a screen 5, keyhoard 6 and mouse 7. A fundamental
TR B RS RERISREE OF SRTREEHNE SR e AR petons
mgmipulated by the CPU 2, and the results of those manipulations, must
be moved by 15 the bus 4. The bus 4 suffers from a number of problems
Relugingasercalled bus "queues” formed by units wishing to gain an

access 0. e, DS SONIERVIANAICRIeMS o AN e UshndR9SE BERIERS
can, to some extent, be alleviate various stratagems including cache
bahsery it Ray b RS FRRBGSHIS ?ﬁ@%ﬁh&&yxﬁﬁéﬁéqﬁé@% Figithitigtrative
avgeaad af themachingdie 20 Maturalit-0'resdhei yeais, W Ious aseipts
Nave been made 1o ingrease Machine Derlormance, Qne,appIaaeh s fo
use symme?rlc mu?trlf) e processors.&f)hls prior art approach has been
fweticirrbanisalibthe singlermedringUtesheria ssreeharkarhaany frraibareesein Fig.
2. Here a plurality of CPU's 12 are connected to global memory 13. Again,
a bottienedirsisddinitheticoparfunicrtiofithbetyvbian iHe tRP s aric the
HEmeR AR, Ve Brageas RRaRer i Ret,midR SO AR

s

efe Is only one application and one whole copy-of the memory for the
SHE TR 1 SRt BB 8B S e FBIPBRoTRUS e

applisatipheanyeadsftamiant wittholashatebanyomenaryidsdation
completely transparently. Where ther m f sueh machines
i etré?c‘)?r#ﬁ:ééﬂée ] gogienne1 v‘v’%“n?f’tfﬁ? ‘336(5%8516-ll %%E@\g&fq%%kiﬁg%e sgln le
mphHéagienshomesioTore Eangc b eRRE I WO dos753b96

R ALRI9SR8R580r paktitioniag the required memory resources into
parts. These parts are then distributed across a number of computers to

form the, glofal e MO 3 ARCESSG 1Al GRM fialid « T IS AL BerHiR

relies on masking, or hiding, the memary partition from the_single running

BPBIEERGH (FBGTARPAPhE FRrs MTAREE G SHTLRE PRI Bhel PR B Bne 5
ﬁp@ﬂhﬁﬂ@ Ysérnaedss {ui@i&m edwerk anmennonyd dcafemguiegBicalljcated
o¢ated 'ﬁfe%eg'fi%fﬁ ! ng&ﬁmgmtﬁw SORIPHIRESH3ve RESR o
techmica y successtul in ac |eV|n%h|gh

botileneck arises in the communications between the CPU’s 12 and the memory 13.

This process has been termed “Single System Image”. There is only one application
and one whole copy of the memory for the application which is distributed over the
global memory. The single application can read from and write to, (ie share} any

memory location completely transparently.

Where there are a number of such machines interconnected via a network, this

is achieved by taking the single application written for a single machine and
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computational rates, they are not commercially successful in that their
inherent complexity makes them extremely expensive not only to
manufacture but to 10 administer. In particular, the single system image

Wweonespishas never been able to scale over "commodity"HoOr/ Mass000580

produced) computers and networks. In particular, the Single System

t&%ﬂﬁ&ﬁ%ﬂﬁ@%ﬁﬁéd%&ﬁf% pdraclichl pRRICAIR oY eydRsilefted
ence

very expensive) computers interconnected by very fast (and
ST R SR B R 15 AT PRR S S O e AL U
tonpiseropeiver trsughrtiskins eofidipdutisd nmmmntyepanfitnadhindbeaiisss
Eﬂ%%ﬁ;@ﬁa{'pg&%}&ﬁptﬂ% distdhnteg cempuingmhiehcis saheRpatically

illustratéd in Fig. 3. In this known arrangement, a single application
PASBISPR SR FESP AR B dnstprer psrtionaimsicalis drsptidér vho has
tiekeamendambiar with the application program) into various discrete tasks
S0 as to run upon, 20 say, three machines in which case n in Fig. 3 is the
integeABudias Japentisn iRk HisydateRethREIHe BaRGhinas MhicM3 Kigns a
different third of the entire application and the.intention is that the loads
A T S < R B S S FRELY B e B i chines
conpieitycedieey ihean mastwodly ki neitith seirbly prowgdecineanitias forms
U2 ROTILHMEaHO Eiﬁ]élé‘ Ky, QLD BLnlRANR SeOCRA S e 1o

nefworks, and the 25 like. Typically the speed of operation of such
KIS TATTB D r 8 P RAR G SIS WER AP ERE S e 8 BFEBTation
bk ieghuSydtem &ackr abtivepirdibsdlyafomeaivivesaMippid 2i@tonDisiribastted
GRRRHEROS Beis o BumReh ALAISAGKANA0S- RS g ificul
Jjob to partition the application and this must bé dohe manually. Secondly,
SEOSHER TR data, partial results, results and the like over the
network 14 is an administrative overhead. Thirdly, the need for partitioning
makegbitisheepostipi R O1oas¢d 09926 P cvALI20asIChOBBO (difflewal to

SR AN MO0 LR AE BIPRS00 DG
een part N¢ INtO, say nree €S Nnot run we Upon our macnines.

B SR SR LSRR TR S8 e B ko ATBRESRS e SR B o,
preevefal)pertotinerddoithetentie systenpisgubstamnialijidégraded. 5 A
U PHOERT, ATARIETERL IS HARWRR5NE MRk SRTRING iR slisters”

as is schematically illustrated in Fig. 4. In this approach, the entire
%pﬁ%%ﬁﬁaﬁ%nﬁa’a&faif}hfa%aeﬁ%stﬁésmaﬁﬁ?%gg\nmzn?ﬁﬁvﬂ?. hexe
inaehihefxhenmuinieatsd Witls ancondifierestataldagehs shtieesplohtion and
| ' Iy with_th ' Al '
D e
TRoB RIS BN O 2 PRyl e ha g tided s yaiasmdarmsy
WG WsoRasnthwdichnkethtrainprtick atadedd) eopalblica ddticodppsead does
erate, is, scalable,and mainly suffers from the disadvantage that it is
s el R
devemieRbsort o Erewiiercoiteetiie 4 in each of the individual machines M1,

M2, ete.

Distributed computing suffers from a number of disadvantages. Firstly, itisa
difficult job to partition the application and this must be done mwanually. Secondly,
communicating data, partial results, results and the like over the network 14 is an
administrative overhead. Thirdly, the need for partitioning makes it extremely
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15 major types of constructs with which programmers deal. In the JAVA
language these are known as objects and classes. Every time an object
is created there is an initialization routine run known as "<init>". Similarly,
wevely/timesa class is loaded there is an initialization routhag/kKooasasso
"<clinit>". Other languages use different terms but utilize a similar

£0RGERh 2AIEGWAYEY themin o aaualen SiRanuRy araslrtignputine

to delete an qbject or class once it is ng longer required. Instead, this

DEIBRATUATRA PRy THERRETAAYH F LSRR RBes- JEpurtbly, m
theicthattharendrofihy mochputehewidiborime ntisthé:habe ssanl ieedoaueinecand
ieleasa.a L%E%&E%Ql&my& fisych assets, resources or structures to
avoid different parts of the application program attempting to use the
same [esource at the one time, In the JAVA environment this is.known as
ynehfoBa B g o AL RSP EO OTAPATS K SERR i ey
empishomeseelln SingeasaAdndiigottinebis 3ppoash thermytisrreplitséidifferent
ga&?&kg sidizer 605%$miéﬁfn€§’m?§m3.t E@%(ﬁk%%%@ﬁ@&ﬁﬁn%ﬁrﬁ&%@é@ﬂt%
eptember e present invention. discloses a computi
AR BRRMEH S A S A HB R SPy e et eaeiisbusiy on
Alplrgliepddfroerhipaters. the sushappliertidng pamie ntaithis: fedosgaryifsrertsure
gt tha ARRYRIatianerkiniialiZation sGleamuARshRMAC RIRRRTG
procedures opérate in a consistent and coordinated fashion across all the
BiPAAARES o IS Yo B HEHT drhnBRbHfat TR fERRHbeS PRTE SrdSent
sonlahitiond rhaialgcoifttan Genwitle difisthasge diatitheliffieskn ddudnititenitere
Isdisglosed a multiple computer system having at least one application
program each written to operate only on a single computer but running
simultaneously on a plurality of ¢ terg i a
comminEARaE REREHE R A e i B e e e
prisyrants)exastneisuistahivallycdrmmitaredus o hafiferérmesvesedheid
&gm ku%t r%@%ﬂj@?fsgﬁ@ d%gg@st)ﬁ ZHko @M@%&Y %;wbﬁt?%ﬁéhéiﬁa@t@h%
objects are created, each in the corresponding computer and eac ving
U U TAGH A e G Ao EGRAIR SPek e
fidenticallynidaiedobjectedsewnstaritialyithe Jaive, livigarees wdt shffdrent
g%@tﬁ%{lgmgggﬁgm%g&yely deleted when 15 each one of said plurality
of computers no longer needs to refer to their corresponding object, and
wherein said system includes a lock means applicable to all said
compilereverherainiany equiilder WwishingToonidiieiennamied abjkeibiic an
rein agquir n.authorizing . lock from said. lack, me. ich its
B e
YRRhEYHEAE Poh BRsterRERs ect until said authorizing lock is 20
relinquished. In accordance with a second aspect of the present invention
there {5, disclosed a method of funning Simyitanequsly.on PRI gl
computers at tegstone’ apf)]iLlltj:aﬁIon Y q

release a lock to enable the use of such assets, resources or structures to avoid

different parts of the application program attempting to use the same resource at the

- one time. In the JAVA environment this is known as synchronization. This is

achieved in JAVA by the “monitor enter” and “monitor exit™ instructions or routines.

Other languages use different terms but utilize a similar concept.
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- Protessors)

program each written to operate on only a single computer, said
computers being interconnected by means of a communications network,

said method comprising the steps 25 of (i) executing different poyi 0
said application program(s) on different ones of said compﬂters é’mgﬂg? g?)is
each §a|d portion creating a like plurality of substantially identical objectg
_each_ln the corresponding computer and each having a substantially
!dent!cal name, 30 (ii) creating the initial contents of each of said =~
identicBityprresnne oisjects istlpitan iy e sarie i deighiig HSalE= "
ifenticalehiectssollestivalyswhemadlliof stidmhuratitylofscomputeismeent it
longer.need (9 refet o ther qarresaonging.pblech AN (0 euino ARl
said computers wishing to utilize a named object therein o, 35 acquire gn
SRR BIOSRIEE SBFFtS s PRI ALEH AR WHIEA BRORSHE S e "2
Ameneed: SheatdREATALNGACEE/EUS9R6 PET ALY 20087000880 other
gﬁmgﬁ%‘?{r{%%%%g&&g%wf‘%{l@é@ﬁ&?@éﬁ@B@&Qt@ﬁu’ H@ﬁ@%ﬂ&@iy&ﬂ&lﬁﬁida

k is relinquished. In accordance with a third aspect of the
&%&@ﬁfﬁ%ﬁﬁoﬁ%ﬁé‘r&%”&i&%%%ﬁ“g ! qr‘ﬁ%tb PP fa?a?%gﬁr%‘p i Soptae
comprisingzl: setof programminstigctionsostdred sl EYoragfE mEdfum and
%E&E@prlx@c@tdﬁﬁf%%ﬁﬁwg@égyﬁ)}%&w 18r&de eareyQUtdARNs of said
abovementioned method. Brief Descriptiqn of the Drawi iments
G oSBT a1 O B LN S e o e
drenpingsandviiiehrh 10 iy, o1l e alyehientatiebvien DB g HERHARIC #r°
architectidre ofha Coreatinnal . spmpuer - kig havisf: sehematityildestiation

showing the Iiiﬂtemal architect recgfol,fnown SXQR[@?&%@%@?@E s
n of pri

he 1jtial contents of ea sald 1den 13 18,
ig. 3'1S a schematic representatio prior art distributed

cobsiputinly, 15, 2 IsmaiseNerifaien et eRitatic i prisr Kt ALtk
GQHn B%'Bgsb@iﬂg{rﬁkﬁs&@r@i@eﬁ 19 &)S@A’ﬁ&%ﬂhi@blﬁﬂkﬂfh@f&ﬂﬂ@ﬁp&nding
%gg%!g%/ngtw@gg@ Qae%ﬁ? S%Qt%ramg 1 5@? a RS ARP HE&KL%&QEQQ_@M@mpmms

accordance with a first embodiment of the present invention, 20 Fig. 6 is

S e e A

qg@i@%ﬂdsﬁh}ﬁr@mwﬁﬁmww&e EechAM Aaidrttitaniac hid ey iFeg pTeiswsdiauvirigher

jé%';?%% Eé ér?é%%% lg%tg%%g%ﬁ!%%&mg%Lméﬂé@g&ﬁ]ﬁg%icim%@@m@m is
relinquished. '

In accordance with a second aspect of the present invention there is disclosed a
method of running simultaneously on a plurality of computers at least one application
program each written to operate on only a single computer, said computers being
interconnected by means of a communications network, said method comprising the steps
of:

0 executing different portions of said application program(s) on different ones of
said computers and for each said portion creating a like plurality of substantiafly identical
objects each in the corresponding computer and each having a substantially identical
name,

{ii) creating the initial contents of each of said identically named objects substantially
the same,

(i) deleting afl said identical objects collectively when all of said plurality of
computers no longer need to refer to their corresponding object, and

(iv) requiring any of said computers wishing to utilize a named ohject thersin to

acquire an authorizing lock which permits said utitization and which prevents ail the

4

Amended Sheet
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Fig. 8 is a drawing similar to Fig. 5 but illustrating the interconnection of a
25 plurality of computers each operating JAVA code in the manner
illustrated in Fig. 7, Fig. 9 is a flow chart of the procedure followed during
wioadingPtihe same application on each machine in the pretweskosmi@ssho
is a flow chart showing a modified procedure similar to that of Fig. 9, Fig.
IS a schematic representation of myltiple thr rocessing carried out
e s R e R P B BT O
pdevaiing, 1l izlisquskerbmatic representation similar to Fig. 11 but
illustrating an alternative embodiment, 5 WO 20051103926
PCTIAURSRSH0OSBD aFigrdk3pkhi sif tikepremtritiitiveetichtiera driistpatadng for
HESAMRLIRES O Stk Ronkifsidd 43R SChEmAal s llHRaHon Ll Apgior art

computer arranged to operate iIn JAVA code and thereby constitute a
sorees Rt Adamrrableiy pramit anlepkn sficreprisLs nstioh @t iachines
dbovaingniioaedppittadion 5 program and serviced by an additional server
machine X, Fig. 16 is a flow chart of illustrating the modification of

hitiahzalipRdoutineHrkighel 7 is a flow chart illustrating the continuation or

abortign of jnitialization routines, Fig. 18, is a flow chart jllustrating the

e QBRSSO AR L PR Tt TR B
theshomoasdh tiiderver machine X to the request of Fig. 18, Fig. 20 is a
flowchagt lstiating.adnadiedintislizationiuting farclseseinit
instruction, Fig. 21 is a flowchart illustrating a modified initialization routine
FPRHE™15 <init> instruction, Fig. 22 is a flow chart of illustrating the
modifigiatidis eftblestictiaratiinadizationthoutives: EighiRStseaflowsehart
4’%&%@1{{1}%1%%&%@@ or abortion of finalization routines, 20 Fig. 24

; I ;

IS a flow chart illustrating the enquiry sent to the server machine X, Fig.
25 is Ao Thii B FRESEH e PIRE SR HaHABIhe KRB e request
of Figrigd4 Hg.sdeisatidieprabantion diuspiading: thewatditieationekihe

! 1stjtré}i?gor enter and exit routines, 25 Fig. 27 is a flow chart illustrating the

process followed by processing machine in requesting the acquisition of a

lock, Fig: 28 mssehavvitie thiaek|iagram o byl o magtorenerrsidns hdf a
daekafigeatRiprrsian shadoalie wesponseaidhasenertraeting X to the

IggHest of Fig. 27
Fig. 6 is a schematic illustration of a prior art computer arranged to operate
JAVA code and thereby constitute a JAVA virtual machine,

Fig. 7 is a drawing similar to Fig. 6 but illustrating the initial loading of code
in accordance with the preferred embodiment,

Fig. 8 is a drawing similar to Fig, 5 but illustrating the interconnection of a
plurality of computers each operating JAVA code in the manner illustrated in Fig. 7,

Fig. 9 is a flow chart of the procedure followed during loading of the same
application on each machine in the network,

Fig. 10 is a flow chart showing a modified procedure similar to that of Fig. 9,

Fig. 11 is a schematic representation of muliiple thread processing carried out
on the machines of Fig. 8 utilizing a first embodiment of memory updating,

Fig. 12 is a schematic representation similar to Fig. 11 but illustrating an

alternative embodiment,
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30 Fig. 30 is a flow chart illustrating the response of the server machine X
to the request of Fig. 28, Fig. 31 is a schematic representation of two
laptop computers interconnected to simultaneously run a plurality of
wapplisatons, with both applications running on a 6 WO 2@ 108926580
PCT/AI12005/000580 single computer, Fig. 32 is a view similar to Fig. 31
but shewingtheifaigs é%lﬁQHéEé%%M@f@ Wf@ﬁ&i ear%%r@%@mgre,each
computer, and Fig. 33 js.a view simjlar to Figs. 31 and 32 but showing. the
Fig. 3 lﬁpﬁﬁﬁﬁé‘%’\?&fﬂ#ﬂﬁﬁ?‘éﬁbﬁ’%ﬂ%ﬂ SETSRHIE Wﬁ%ﬁ%‘i%‘ﬁ
Dot cotieputetsrdiyespaoificalial Andince sidahirexures A, B, C and D
whichypgoyids AL ALAGIATLIAND SRS UINER I MRIRRIGH! YAk

aspects of the described embodiments. Annexure A relates to fields and
PAFaR AR Serarsb et arisiosi SHrVATRERiNR 6 relates to finalization.
AnneXtite 1B keldles th-systiiienizaiiahe hodietaitechDiektiliptidem koutines,
connegion ilddg Rl AGAHRRRE MU RLGIRERT R BRHImADLALINe
presentinvention a single application program 50 can be operate
Kifaneously on a number of machines MI, M2...Mn communicating via
networke58 As fomilkhecrmneanpaknihereafian hack-ak thechackjnes

Ml, M2....Mp opetates with #e same 1 lication progr. Q on each
mach N A Ok A S ot R S R D P

&dfige Hpplication code and data 50. Similarly, each of the machines M,
M2... Nty opekal e Wit thRusamB(R mduRianlisly-Hiersraek Mpdifer 51
on.each machine MI, M2...Mn and thus all of the machines MI, M2...Mn
ﬁ‘g%btﬁléuglgﬁ?él’(or substantially the same) modifier 51 with the modifier of
machikig. MIPi12® freinbedelighatied Hiv@ifindddiitisntiduringithéoisheing of,
onpregeding.the execution of, the application 50 on each machine M,
M2...Mn, each application 50 has been modified by the corresponding
modifieles® a2 SRAE o dlusiiR e SR AIRPHE sdime rules
Rintieatiimarutiptinising changes are permitted within each modifier 51/1
- SLnY 2548 Arcanseauance.afie abave.Aescrsd asrangamenioll
each of the machines MI, M2...Mn has, say, a shared memory capability
BEEBWIB, then the total shared memory available to each application 50 is
not, agigreimighverqpaatiilnbity hetnathesanly HNBydinawder Xhow
this resultsdn. improv. tion wil t I
NI D S A G e T
e&fiabifity. The unshared memory capability of the machines MI, M2...Mn
are ngiadysagRi@dmatstyiasuaiputdesd nokibe of (W 2RebéR8 b
F;{%II&LA@OOS/OOOSSO It is known from the prior art to operate a machine
(o

9dUCed by one of
Fig. 27 1s a flow chart illustrating the process followed by processing machine

in requesting the acquisition of a lock,

Fig. 28 is a flow chart illustrating the requesting of the release of a lock,

Fig. 29 is a flow chart of the response of the server machine X to the request
of Fig. 27,

Fig. 30 is a flow chart illustrating the response of the server machine X to the
request of Fig. 28,

Fig. 31 is a schematic representation of two laptop computers interconnecied

to simultaneously run a plurality of applications, with both applications running on a
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various manufacturers and having an operating system operating in one of
various different languages) in a particular language of the application, by
creating a virtual machine as schematically illustrated in Fig. 6. The prior
walbREanagment of Fig. 6 5 takes the form of the applicapen/50:veigRasin
the Java language and executing within a Java Virtual Machine 61. Thus,
SIh(f:er (;[}Ql uitnl;ended language of the application is the language JAVA, a
JRVA Virtual machine is created which is able to operate code in JAVA
irresp&igivie Braris themidd g dabit fervang hadisal lutearates vtk one
paehine ofatduptbecdatailasee, e JAVA Virtual Machine
Specificatiogn” 2nd Editign by.T. Li Im & F. Yellin of Sun
hcroRentE hHE TR Al AT ARSI G A ERRE
Fith B s apwisig s orecubrel simsstandonstiherpbefe rsebuistbodiment of the
present invention by the provision of an additional facility which is
conveftitentycifratied iskibidis uteckruredin &, OrddRT wiidspeesia sotkd. 7. In
Bilfhedn 8 @%%ﬂ@ﬁi&%l@d&ﬁ%&%@&%@&% %@%{1\% ¥é£ﬁ§?o'eh"§ﬁt‘$@§n%§cs72

via'the distributed runtime system 71 through the loading procedure

Rt i i A SR A Sy SO APREIRE G the
fRpentd aftvasdooundatienntigssthespamendfidatributed Computing
Environment (DCE). In particular, the distributed runtime 71 comes into
pheiRioRduHRg the loading procedure indicated by arrow 75 of the JAVA
application 50 so as,to.initjally create 20 the JAVA virtu achine 72. The
s s e PR e A S
peisibmtenkig, ikl Sivetim iprogedifiéddotm dheaedangeitaeriugl Bigs 5
s ela i TR NBACKIARSmbRRR AR SRR EANS 1AL 1t il ddBme
apparent that again the same _application 50 is loaded onto each machine
WP DR sare R s B Y et Gh g etterire iR irRfachine

M i onlirgaimdl jﬂ dicedeidnnchkiroms, 88 .. althaud ﬂaphglﬁigﬁﬁy noiubieks
fiirongh e maching hardwais: are.GoRHRIRY g individupl ART'S

7171...71/11 within'each machine. Thus, in practice this may be
variaptidhalifed™s trertR visihe same (or sdimtantiatoiingamrhreeséficbther

yiaothachebweide X8l | atherMieadhiuachinesdidhikd Mivbemssives. 30
urning.now. to Figs. 7 and 9, during the loading procedure 75, t
R Rl 2T R, R RS Bl OB
brivdifiede e Yhiddifrcetitiions oo 51248906 P errRUZDDS HTOE8D
SOMMBPLasiat PR g st RyoIves thepiialpiar b0t siptesting all
mey; 0% lqcations germed fi&lﬁls ';[%JAV%.- bytﬁgquival%r]tt rms are used
TSt TS TR RE AR BRSEnoAET BRmG TR ‘B5e P memory
joestisiinte datocbulid sinifistiforoptihsewgubatgnote psimyted srepi 6and
34ifbesRT 4i;guring the loading procedure 5 75 creates a list of all the
memory locations thus identified, the JAVA fields being listed by object

d clgss. Bot |ati ; ' lj
esioneion Do e L SR R EE SRR, IS S Teaalase

MikoMeh Me katettitabibaidnennsncesridity ordeY R beathedoehyhared
RERCRFIMNGable to each application 50 is not, as one might expect, 10n MB but

rather only 10MB. However, how this results in improved operation will become

apparent hereafter. Naturally, each machine M1, M2.. . Mn has an unshared memory
capability. The unshared memory capability of the machines M1, M2.. Mu are
normally approximately equal but need not be,
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activity that manipulates or changes field values corresponding to the list
generated at 10 step 91 and thus writes to fields so the value at the
corresponding memory location is changed. When such an operation
wypisallyoputstatic or putfield in the JAVA language) is detdei&eosheiekso
changes the field value, then an "updating propagation routine" is
inserteidibymsien Dt this@latec Bphedl ogiaid Qoantieg Bahalbother
ma mn e _notified.that the value of the field has.changed. Thereafter,
A P R s e By step
Iifffrer dpnguagssy inrrativalis insofrsioafhn aehfiesiion LM eRevirg s
Husiradasl dehemigichOy Hipka-dae start andlistne sie Re Qa0 Baddthe
arching step 92 are the same.as in Fig, 9. However, rather than insert
T e R o) e e Behevried e proctiifg
thivad’ oarlddeachinthel uptiatindien she snteadedlen @@eaof linebiditagerted at
HeR AR NOVRIGT AQUIRSLANRILGIS & theerd LN RAER RObHRR e

rocessing and, allocated tg the DRT, to carry out the necessary )
8}3%? oSt nf@@ﬁ%%ﬂ&ﬁ?é%&?f&i@%&ﬁ%%ﬂ?&%@ém&%%mr

 Bueliud d@ribadhiS nifiANA Gdificd féaidoeifipetificataci dicedbyeThas

fakanRiaes. 8m SHEEL ARGl MG Multipiedhirad processing operations
illustrated in Figs. 11 and 25 12 takes place. As seen in Fig. 11, multiple
thread.processing 110.0n the machines consjsting of.threads

T TE T A e R S AR S omanee 111

nhs peimpdereximsthofiihe feesd inveptiop by dhaiprg asien efabstep 113
aiachaeeaR iadnaeluewMithis sagaitiehormal RrAsessH ORMTthaLS

thread 111/2 is_halfed at step, 114, and the, same thread 111/2 notifies all
S o B E N i S AR S e
Chaladeaidifstibuipdinivéioh aystged Halreuginibh leding reckedistapdies:dAtthe

sRsOfhal GOReR CAURAR RISERANR-IDBIEERdNE Fen SoMire
2005/1,03923 PCT/AU2005/000580 then resumes the processing at step

HAEdRRP R FrRe ARERERE D WHEHE HHeERE R FRHER TSR SREFAIUE. In the
pitéenktivibealizigead enttitusTiated dnidtigork2stoncmanthieddadiziy/2 has
hecame awate of a.chanse otifield val gﬁfﬁé&%&%% AL IDSHEGE RRE

rocessing 120 5 (as indicated by step 125 and arrow 127) that another
ANy ID aneaEd 1 el pforastnn duinsitadvepabate in

égeatdaneeatithistepsbadadastive network 53 to all other machines M2...
Mn the identity of the changed field and the changed value detected at

step 143, § BisWs AmeRgTaliervRich eRE:-Rereariigd PuliGuigkix ard thus

the processing of the nitial thread 111/2 is only interrupted momentarily
SRR T P o EIE B T TP PRSP B BB g i
gpipedtk®, SPHe lotHet thieerth hedtHingMehMizs. Meedinetifiedt the change

{andnaicaisasBLaRA-LE HER KemMBUNigAtesthal change.asedicated
in ste%128 via the network 53 to each of the other machines M2...Mn.

FHhogh pavHeAlgEhbUsh Hhy reshing ke Bt e RERRTH &Y dhe
jprivdesdi DR LS 7oveT Bh thichirasiob stlohéad SThis] i prhdiidSihiochaP B41

M&-&Bﬁ{aﬁl&(&tas’. th%ﬁ%l 71/1...71/a communicating with each other via the
network 73 rather than the machines M1, M2...Mn themselves.

Turning now to Figs. 7 and 9, during the loading procedure 75, the program 50
being loaded to create each JAVA virtual machine 72 is modified. This modification
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subject to equal demands) and gives better scaling with increasing size of
"n", (n being an integer greater than or equal to 2 which represents the
total number of machines which are connected to the network 53 and

wihigh fsagthe application program 50 simultaneously). |gesRestmdEzo
which arrangement is used, the changed 20 field and identities and values

detected at 13.are,propagated to. all the,ot machines M2...Mn on
e SR A B S e A
lovesigas 1 emedfiily imAYdpreaantarrispidasp s uirtia oIy LogeEdna the
RehwarkiRaihiesitentibians changeshbiusalishedisted Breneafviéagation

e LR e
Tasretsoutithel alflorningivatiodatyrstps idaS iddheB W A fipldchring

RRERINGMA by eesIVIARbR AR SRINABIR RaUTAsihe network 53
and writing the new value into the local corresponding memory location.

10 WQ,2005/1 P I ' entin
Fig. 3%}%?] .‘ﬁ%ﬁ%ﬁﬁ%ﬁ%&?ﬁ %grr? g %ea%é%%ggé% rggé‘%rﬁ%gr%i{(?hine's
wotelHrevehisssrishiyapelinplioasrsds BrPEko A cHSYRTH @TRrESHBEMItted
&ﬁ&hﬁtﬁﬁtwm{pmuﬁleaﬁ&n@cgaﬁl R shevanashinesy fbimgh \gelth.s%@tgem&mrm

ccesses can result i ays, in_processing of the order of 106 -107
SR R e B IR R RO o et e

deoerthtVisnthishainvipisticd (arfoiiauttass diowmgidpretiaddehnected
DRGHIBES- dleVaMEhidh i RIeSR H-ATFARGCIS s Sinserbechakave in

L ith. Fig. 8, jt will.b iated th Il j f data i
CEHER S TR BEERA Th gD O B & ALt
mrabhiecamtiig Gt thevphoosissmfieldhishchegrsh Sfates it e fnativkto
bRAdmemAnsSUah IRcakPresessing: san herptisfigdwitin 102-103

cycles of the central processing unit. Thus, in practice, there is

S“bSt‘%{Hi%’c‘é%%v‘@%ﬁ%%f%ﬁ&?%’&%ﬁ&%ﬁ%ﬁ&&%‘]@ﬁﬂr{ﬁ‘i‘ﬁﬁ{gﬁe{t@&ﬂ?-
p ory I

However, most application software reads me requently but writes to
Yo b rifees shn anrtiniidistion aypadanbiiseul idp serthivgsteratioriche
HBMARY 1§ HBINGoHBvaH iR Qhie WEHER: SufRiativeho show e mpmietkto the
rate ag which, ory is being read. Beca of this slow demand for
R e B RS AL BROBaN R 68 RSy o o
regR/alyitswtebeiateRit0th T vévpseirsivigne binrimedity tead of BB dy Bethis
QW spgsckisisyifieientda-meahihsranRlicAtio BuP RIS Aepapidaten.
writing to memory. The resuylt is h%%rthe Eerfgmance of#?e Fig. 8
ERrTIgR e fI Rt BRI TR 3F Fg s Hnther
modification in relation to the above, the identities and values of changed
fields Sarciligstigariifsmianfuingdha opdingirersiun e frkeadiands on
the o eHnicakionepeethebiiroaimy kidinierthsnasingHie. Vatads
{C‘jrgeg%”‘%%éé 6‘{2{0'”3%'%%1 S SPPAISHLIR fngse siiied.p Ht%%@x:%@%%&%&&abb
consisting of threads 111/1...111/4 is occurring and the processing of the second

thread 111/2 (in this example) results in that thread 111/2 becoming aware at step 113
of a change of field value. At this stage the normal processing of that thread 111/2 is
halted at step 114, and the same thread 111/2 notifies all other machines M2...Mn via
the network 53 of the identity of the changed field and the changed value which
occurred at step 113, At the end of that communication procedure, the thread 111/2
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25 DRT 71 when initially recording the fields, for each field there is a
name or identity which is common throughout the network and which the
network recognises. However, in the individual machines the memory
wiocatsanzgsrresponding to a given named field will vary eewimesineso
each machine will progressively store changed field values at different

{RGAHQRE AGRO PRSI I8 QW ITKRHAA LRI ACeSReRnd WD en3R 1P &dRoe
e&g%doffi&he DRTs will have, in general, different memory locations but
a

K0 2005/103926 PCT/AU2005/000580 global “field name" will
have the same "field value" stored in the different memory locations. It will

also b SsrifentiscAceeRit dhviaedin Ha thomsarmhitmetrs
recdification afdhpappitatiordiograep dusingisasing tangiscessing 120
i ' o_5 five s by: (i) re-compilati t Joading, (i) by
o B B Y al R £ TR
IFabprecysAne 10 fn-PReResEs iR pharid RS It (i é 28ondpTianeverites to
lnastiegnBitines 107 ©XAMpY em&;@ﬁgr@mé&%ﬂ_ _b'gs%@%m%aei@\m&gw value
rr nding.application code.in a distributed environment).

R e SRR e L S5k o g,
g frorprsioaddoivibid divced &l d2onenbinvigaypied memtintarilC ksanidtieduse
i deg fesmercomplationt e dittaramnatisgheauivalents)dndhepagent
fﬁﬁff@ﬁﬁ%?ﬁnm SO 12 rﬁfgrlged and can als%lnclude or embrace

ificat TRACHEEE QRS COE DI AMUEATE I ATRY firdd ifibodiment,
eoparticoitas ihacthaegesayntiaahinie 2, 1thds thenappticationcedde! o
Iself madifies i, ang then loads each of the other machines MI, M3 ... Mn
(either sequentially or simultaneously) with the modified code. In this 20

arrangement ich may be termed "master/slave.’. each qof machines M,

v T L e LS S

eYBoRf the Merene ierde i red diva anth 223 plde areseleinermambdifies it

angtdoadsibeisodidisdeodeonthatmaching hbisanabiasthe” 2a
odificatjon carried out by each machine to be slightly different being

e A s B R L SR A e A0

wotterenvhiith aifl otractelritiitie neodiic &8 and which furites appidgatiement, a

ﬁ%ﬁ%ﬁ'% mﬁ&ﬁﬂﬁ@o\ﬁﬂ%. '\ﬂlrek%éjcﬁzéhﬁ %ﬁi@?&l@iﬁ é&ﬁ@%&@ﬂﬁe@ﬂﬁg&r
g]ﬂachmes M2, M3, o a modification to delete the og)glnal

.. Mn
Bﬁegﬁ%%%ﬁe%%%%ﬁw?ﬂ&aﬁ@&%@Fﬁ?ﬁiﬁ%‘ﬂ% 8)1 69626
REMMRLIZBOSMDOH8E netvadblinstances, the supply can be branched (ie M2
~ supplies each of MI, M3,
This is illustrated in Fig. 13 where the DRT 71/1 and its thread 121/1 of Fig.

12 (represented by step 128 in Fig, 13) sends via the network 53 the identity and
changed value of the listed memory location generated at step 113 of Fig. 12 by

processing in machine M1, to each of the other machines M2... M.

Each of the other machines M2...Mn carries out the action indicated by steps
135 and 136 in Fig. 13 for machine Mn by receiving the identity and valtue pair from
the network 53 and writing the new value into the local corresponding memory

location.
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M4, etc directly) or cascaded or sequential (ie M2 applies Ml which then
supplies M3 which then supplies M4, and so on). 5 In a still further
arrangement, the machines Ml to Mn, can send all load requests to an
wadeitienatdmachine (not illustrated) which is not running tha appizabcsso
program, which performs the modification via any of the aforementioned

methqgs, Apd el gs e mpdiied QUG J9:8A6N0f (R IRCARES M t©

Mn WhIC hen load 1 & modifi routln local y Inth iS arrangement,

w&%@m%m%ma@&wwm%w&wwmﬂ%ﬁwﬁﬁcmne
Mﬂ&iﬁherweﬁﬂuﬁmfiﬁdm&kﬁﬂ@r@@&i@cm@Qmﬂﬁaciﬁﬁsmﬂﬂiﬁm&%&x

erformed b thls ad |tLo machine can mg ghelﬁa |cat%ons
emorg ac ?KS in roces 3 01‘
cover He" scope PeSERt ersons s ed In

tit@ecmmmmgswmn pﬁ@nawwlén@f améasi%EPMﬁmt@@uﬁéd in
&reatinepaeificationsr inGemmitianeRIe-bha Hslnsdo make the

modification in the original (source) language. The second is to convert

the 0%@@%&9%&9&@%@ eﬂ&ﬁt%@d@&ﬁ%ﬂ%@@eﬁﬁ@@ﬁ@&@ﬁ'%ﬂor

intermediate Ianguag%@ nce this conversion takes place the

Fitoifitatibheianpraciat %H%M@é%féﬁ%ﬁ@%?&%’ bogpshidgyives
dhectdesiredorediufi=ofsizadifeechd AY Awhite . chiigitliotipossibikityite tehbdnvert

9 E?%%P%H)éadfgﬁ%é% NGh HlLee O%%XI}?FE“E'? d;}a?&’%{)ﬁﬁ% HRssibier madiate

anguage en the machine efore being loaded and

@(erc&ﬁbdﬁy‘ﬂ?é FHiheIspEaLIBME IBE b NTEHHE B allesde to an 25
itsEmedinte wRtesebiatinwhiekds heermadiiesaad. subsequently

converted into machine code. The present invention encompasses all

four ﬂ}%wé%lt%g%ggﬁ A0 alF0a cembination atinarihraennausn all

four, of such routes.”30 Turning now to Fig. 14, there js illustrated a

Wepe Atet ey deB el oﬁaagmarélﬁﬁa% 1he B B b BERAET iR
WANAA ofi rrakintachirtative hidowaynaanrdchithe ripradided hyramy io heingf

AR IANUALAIEE ARG AN LRSI SISl SRERL RGO AR
one of various different Ianguages) can operate In the particular 13 WO

bromsiryabpseater A3 BEwerd iR dskRAB P RN program
2wkt b5 VoBiRe cew pdilY Adftightag meﬁ’m% @pﬁcw@mgatmmsmaﬁﬁnne
2 |s to operate.code JAV a VA
AR S R R R
HethigesribrdmibaiihBiesdn the JAVA language, the initialization routine
<clinit> happens only once when a given class file 50A is loaded.
Howeltes, itiérdnitiafidatitonrmutiagosititie hhppetis oftetitife rekeruptietvery

H&%&%@Wg‘&{?&é RGN AR RAZ IS S AIRME R aadkioN. £1AgSES BLe

ed prior to objects so that in the application program 10 jllustrated in
TR IAREUA G HEH e HELIS ONAFG PR BRI EYR BYZ e first
It will also be apparent to those skilled in the art that in a table created by each

DRT 71 when initially recording the fields, for each field there is a name or identity
which is common throughout the network and which the network recognises.
However, in the individual machines the memory location corresponding to a given
named field will vary over time since each machine will progressively store changed
field values at different locations according to its own internal processes. Thus the

table in each of the DRTs will have, in general, different memory locations but each

11
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class 50A is loaded first, then the first object 50X is loaded, then second
object 50Y is loaded and finally third object 50Z is loaded. Where, as in
Fig. 14, there is only a single computer or machine 72, then no conflict or

wine@Bsistency arises in the mining of the initialization rowtimesmisnedash to

operate during the loading procedure. 15 However, in the arrangement
lysirateshinis- Bnand AlsenFigss HaBka Rl etiodividnal
computers or machines MI, M2 ..... Mn are provided each of which are
iPfelieBhnected via a communications network 53 and each of which is
provided with a modifier 51 and loaded with a common application
progradinvEbalxObE sppartiaillip thesersbdigibingheiartdhes Biicehevemdolénsdal
MR oS ARG AR E AL Lh1B AR Gvidsth M ne sV,
ﬁ/lZ...Mo It follows therefore that in such a computing environment it is
'éec‘é@%sa‘ilﬁ'to ensure that each of the individual machines MI, M2...Mn is
{itializedoinmaldemsistestifgshion. The modifying function of the modifier

&a of kg, p{ds.pEevisied, By.tbeRRBA/ & Rdaidy 8. 25 In order to ensure

consistent initialization, the application program 50 is scrutinized in order

i He tEUTBBYPARFSIEpLHREn define an initialization routine. This
Geyutiny ranitaieds lesepdithier, prior to loading, or during the loading
RACCELEE R Q5 SNER BIRRINEIOBHN% BIAERIVER E ARG N e

execution of the relevant 30 corresponding application code). It may be
TeREtS rERmiaR GRPHFSLR ERESWh TSI EPRMG hat the term
compilation normally involves a change in code or language, eg from
sourcd wligfeiydbel et Greenpilatiogeplissncthmge o ondo oF lmgeree. o2
Rrgsetdpstanre thaitarancampiation@nd. itsisrammalicalreauiyalents)
js not.sq 14 WO 2005/103926 PCT/AU2005/000580 restricted and can
ATLBAHEIGE e BHIBFHA PR SHONE AT el SsHE SHMATIAER. As
wtoristepibrioayin tdudd ovenberrionetifsenistinyitchirtits stk are 5
j&g@%]ooked for and when found a modifying code (typically several
instructions) is inserted so as to give rise to a modified <clinit> routine.

This modified routine is to .load the cl 0A on one of .the ' for
examp e%@@féﬁ ?%R%A%F%tﬂ %g%%ﬁug?gﬁ achines al%c/)l ﬁ%%%h%ggﬁgﬁfass
SPhicatipatsodn aniisske seattiBea b, anf dren deadsseasdraf theretisnmpadiess M1,
vheremynthisinodifieatianyanddendingcan beigamieehediticlCddusHniane
mode, the DRT. 71 on the loadin hine, in this exampl #1, asks
ST R GRS T ek
Brduoiebi érginitidiizedchinhdlanswer to this question is yes, then the
normal initialization procedure is turned off or disabled. If the answer is

no, then the normal injtiglization procedure is qperated apd the

Conso Tt EHER G G AR TETEFA R e PR SALRS spge: bt
tadisker i datel albothehmackified asdndicated byagbiows Bisncribles. the
modification carried out by each machine to be slightly different being optimized
based upon its architecture and operating system, yet still coherent with all other

similar modifications.
In a further arrangement, a particular machine, say M1, loads the unmodified

code and all other machines M2, M3 ... Mn do a modification to delete the original

application code and load the modified version.
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A similar procedure happens on each occasion that an object, say 50X,
50Y or 50Z is to be loaded. Where the DRT 71/1 does not discern, as a
result of 20 interrogation, that the particular object, say object 50Y, in
woYesi@shas already been loaded onto the other machipes AMZoodxdmssnen
the DRT 71/1 runs the object initialization routine, and loads on each of
the other machines M2...Mn an equivalent object (which may
conveniently be termed a peer object) together with a copy of the_initial
valuedn pibingvetes: BreSBRY vay PBwThiA &l ta SrrRr it satseiMiby M3,
weat anbyalieedy.axists eauhtigthernaghlises| theéncthbenaumties M3
irﬂ}éﬁlj[ﬁeagison fPQs i naig 3 (:;;i(i)sa}1 led and a local copy is created with a copy of
he eutrentalues. Again there are various ways of bringing about the
desired result. As seen in Fig. 15 a modification to the general

arranggmentiofyfig: Sisnpemdeiechin dhakimrachings Mhb,Mza. it alle Bsd

before and ryn the same application program (or programmes) 50 on
B L PR A R ANEBEEN) TRcUar TR o leatof
anEmye gt serfroifide: byodifoatovisierraf afsbeveforaaentinacdiniiedsis
SRNNRRIRTHY ABkEHIQ SURRY & baysekespina fuactian.and espaciayithe

initialisation, the clean up and/or the synchronizatio structures, assets
B TR 2008, £08b56 P OTORI00REE PR BB e A LA or
Weichines carhiveaddoivnshlvecom whiditycompataerodifidd asuéiRrGosace
HsgampyitionalHoads %@W@rﬁ%d'Egiﬁﬁst%gdlﬁoﬂpﬁﬁ&:mwdé&ytw

server machines X and X+| can be provided for, redundancy purposes to
thorediierensRayandrindsifity Srpie e BT AARFEY o such server
machines X and X+1 are 5 provided, they are preferably operated as dual
machi in r iti yachi +1e ' .
i S L Sy o g
wEd o moRbsa e Brpurtnafito dh c Rt Btk e Siration
machinesdY sdde ) Ninghdietnatiy elyoml datahaseaprsaiesity cofe(in say

ine (in a.master/slave type operation).can he u the .
AR GRS SRS RE T A R MR oo s
e folstwmaekes plastdhe anohiicatinay ia wrddirry dhep the PoETHERS reversed.
-@g@]ﬁp@ggﬂe@&d@gﬁwﬂﬂ%gg@qmgm are considered in sequence
and all initialization routines are detected as indicated in step 162. In the
JAVA language these are the <init> and <clinit> routines (or methods in
15 JATKe thirdipoisbiity Ot te clanet 4y ewides diftter éeitherr s clly frereizathe
IiRlZaNORFOMIRR IFidRIEHRA ID SteR 4 6% HisHReAKiRAINeRed Bore
typically b insertin%fur'étber Inst uctio,E@iinto the routine. Alternlati\éelty, the
RBwitRdE S A RIS ¢ Fdf%‘ﬁ%%ﬁ BAIE NS T SRHRES B & e =
miedhfidatiorepstemid6hakibie éntconpldifal the! loddaageptycadueged into
coptinues;as indicated in step 20 164. Fig. 17 illustrates a particular form
of modification. After commencing the routine in step 171, the structures,

assets or resources (in JAVA termed classes or
The present invention encompasses all four modification routes and also a

O

combination of two, three or even all four, of such routes.

Turmning now to Fig. 14, there is illustrated a schematic representation of a
single prior art computer operated as a JAVA virtual machine. In this way, a machine
(produced by any one of various manufacturers and having an operating system

operating in any one of various different languages) can operate in the particular

i3
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objects) to be initialised are, in step 172, allocated a name or tag which
can be used globally by all machines. This is most conveniently done via
a table maintained by 25 server machine X of Fig 15. This table also

wocdesstbe status of the class or object to be initialisedp & Anchcasadsn
Fig. 17, if steps 173 and 174 determine that the global name is not

alieady Hi'%'%ﬂcﬁlﬁﬁ%ﬂ? 8O PemaaRipE.aiRerAtban ihe Ipaching s,

ng out the lpading) then this means that the qbject or class can be

carr
ﬁ#ﬁﬁé@&#ﬁ%ﬁ%@ﬁﬁg 36 PRShIBIPRTAESARG bift StedAY6 SHBE I He
fildzsubh GBjést arcklassto begrettedof 116N RORSMOBGRBurer and the
RGEHALZO0/P0580, However, if steps 173 and 174 determine that the
global name is already utilised elsewhere, this means that another
machine has already initialised this class or object. As a consequence,
the red kae inmaﬁs}eﬂmge,umhﬁaﬂﬁlﬂmm fuitiBeenditgty, hbppeﬂrrw;g@ué
e 75 ngui ade the | ng magchin e
SR et S SRS, TR RE e alpae TR e
Mwﬁ@%ﬁ%éxwmmﬁm ﬁt@%ﬁb&t&%é@ét@e 69%@&@8@11%&”
&H&ﬁ@ﬁ)%ﬁsg@&%e%iﬂ@ﬁg pachH r&%ata%mdi@ﬁmdtw Si8Rcfch Ipigerh
ow ctivjty carried out F 15 0L to. 1
gﬁs z{#' en lL%r as ste igﬁ?%%/ | e ini |§?|Dsd%%n li%%sé?he ﬁrSQ

d@ﬁteﬁ%éépﬁﬁl@té‘q% iil@ﬁhﬁﬂf&%}&ﬁéﬂﬁ@rbad@da rﬂmalﬁe@;dthbw@sﬁ%’n@e
I@h&'@iﬁtalﬁﬁf %ﬁ%&&ﬁﬂ&f@oj&% ﬁzqgir&ragemamh{ele tb)é ﬁé;lﬁfi)él HQO%%?&%a I
arly, if the initialisation status i n|n|t1a ized, the corresponding reply
BRI, (OGS 1 o oS SR TOT SREO SR AT G e
cf@atedtlbyzetep k@nsstiemded| & wpresp dniha docoditighprbseReterence is
made to the accompanying Annexures in which: Annexures A1-A10
illustrate actual code in relation to fields, Annexure B 1 is a typical code
traqm BT, Hh U AR L AT LR o, (R Aot . 2 s 2
gouilvyleffndivebpkotopdan adifiedhdaekiis, iINStructivf, afnmexided Bdhioa
hinigalcode fragmant am agunmedi ? SUlGnstTyeH %%c@%f:\g%s e

B4 is an equivalent in respect of a modified <init> instruction tion,
PR, rat e.eaﬁ%%eﬁﬁa%ﬂﬁei?@% ¥HRE SPRRREERESORRIOHHR e
B@dmamyadtemedlﬁertmttse@e@ﬁ@faﬁdmemaﬁﬂe@t&hemeaﬁmmm ‘
g aguissssede ALkt Whikh.a4eriss a0, dnHalizalon sepver
Ol’t e Initi allzatlon statuso he relevant class oro Cli gge nnexure
eTRE e FREteUHRnbT INirSessary iohierietehesteef Thmmﬁz‘aﬂeﬁ %ﬁ]@ges

MJ?MPY AnitéslipaAnel it e SPRRSBkeHIHH hIRORESIPARE INGIEHAMUS. the

Si A re B9 | de qf the example application used
%Ee t)géfo%r}ﬁf é’i%vrh SYEF u]?ﬁr?g ure glfig& 30 Turning now to Fig.
20, the procedure foIIowed to modify the <clinit> routine relating to

classeg sd28 19 eanrertiremdhecade. fRament HHAnReYUFR Binloshes

code, . . e g .
scmﬁ%uzed in order to detect program steps which define an inifialization routine.

This scrutiny can take place either prior to loading, or during the loading procedure
75, or even after the loading procedure 75 (but before execution of the relevant
corresponding application code). It may be likened to a compilation procedure with
the understanding that the term compilation normally involves a change in code or
language, eg from source fo object code or one language to another. However, in the

present instance the term “compilation” (and its grammatical eguivalents) is not so
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17 WO 20051103926 PCT/AU2005/000580 fragment of Annexure B2 is
indicated. The initial loading of the application program 50 onto the JAVA
virtual machine 72 is commenced at step 201, and each line of code is

worCtsidnizesk in order to detect those instructions which repiesgoidi@oosso

<clinit> routine by carrying out step 202. Once so detected, the <clinit>
routine.is modified as.5 jndicated in Annexure B2 by. carrying out step 203.
e R e et O R
lsrgBagiure is then continued. Annexures B 1 and B2 are the before and
after excerpt of a <clinit> instruction respectively. The modified code that
is added to the method is htil%hliﬂhted inﬂbolg. In ;CLIO thg Pri%inal %ode .
sampl& of AMMEXHTE T317thE LCImit> Method Creates a New object of
indedilalodintites aidsidr thiound mopdiytation¢fiaiicelyl eev el SFasretiisls,

W iﬁﬁ@ﬂéd e %EU@HE%Q%&%!B@&@M&%H&D uted ﬁBMifEH%ﬁﬂﬁe@%h
g,]achlne would re- |n|t|aélse the_same_shared memo% Iocﬁ%%[n f'&ld)’ with

TS BTt T PBE Ay TR AP HER S OgMRIntar 5t tiad te otber
mpgiiceti i prdfrahatbeiiy dodabe @i pedis tandl Sshpyppen. sBitx,. taKmage are
&@x&m&&aﬁﬂa&%ﬁi& anelicaiiencanmismanified a8 diis.deaded into

the machine by changing the <clinit> method. The changes made
(highlight&dith B61d %ﬁ%%?a??neﬂdéﬁaﬂ%d%ﬁﬁ@@eliﬁﬁ%&%mle
Bxpeatesk20:Thiess avded instimiidrs theskdhiis iCkhs Siasial sadyhas
feenloaded by ealling fP%ésﬁkﬂ%Qﬂ%L%%?e d%)s methods WhICH HEIUNRSna1
elther true or afise correspond’?ng to the loaded state o? this class. The
isitinliagon pareder ity ofttredbrdfedal distlamy ahe Bsaiksuipenl
2xwhiahrepresents B Wpkaredidgatifier ionthjscatasschaee Ahdeaxh a3

9@1‘911 B@dtfor%ceé%:@ Iee tggr?sfgrargc]ﬁc? l;lshcﬁh%lransﬁbigﬁeas (a:.!;ai% iga - .Clgy rrows 83
repr&sentfﬁg his & ass, or a'unique number representing this class across
#lFEathines, to be used in the determination of the loaded status of this
class. This way, the DRT can support the loading of multiple classes at
the same time withqut becoming confused as_to which of the Itinle 30
s PR B LA PSS D P By e B O T o
fdensifiebolibedeh Class e RISl tHHecsoredisravos dmetiuls of
isplisaishonderdabie 18 WO.20RN1R3928 RCHAZ005(AR0RE0 The

DRT can determine the loaded state of the class in a number of ways.

{ordrermR i R FRRAT hacthd R fRPR thid/ LIS 18968584, and if
mitys Hradirineutieplkes lvads, dhemietitie tiher otokiwiddalddn Adteymaticely,

gé}feg? S@MH&‘ 35 el achi %ﬁﬁéﬁ_%%@é%%?e&ﬁ‘%%‘e%‘?@&@a%%ﬁ? {pgrhaps

eparate machine (eé%Smac ine X), or a'coherent shared record

pibR thvase Thumvisabihid Bl 4l dadaisaampishadie bRt TPihis @58PRas

hesnjdeadedotpothit thae R, flelumsHatas) ihedihibmRaaisiat this
glasnaz Nofegen Joaded  befere. on any maching e distibyed ..
environment, an(ﬁ%nce, tBhIS executlgﬁ IS 1O

various ways of bringing about the desired result.

As seen in Fig. 15 a modification fo the general arrangement of Fig. 8 is
provided in that machines M1, M2.. . Mn are as before and run the same application
program {or programmes) 50 on all machines M1, M2...Mn simultaneously.
However, the previous arrangement is modified by the provision of a server machine
X which is conveniently able to supply a housekeeping function, and especially the

initialisation, the clean up and/or the synchronization of structures, assets and
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10 be considered the first and original. As a result, the DRT must update
the "isAlreadyLoaded" record for this class in the shared record table to
true, such that all subsequent. invocations of isAlreadyLoaded on all
wolhRkmashines, and including the current machine, will jow iRbuER S
Thus, if DRT.isAlreadyLoaded( returns false, the modified <clinit> method
proceeds with the original cgde hlock, which now trails, 13, theiRsariad
feﬂ?%’é%”:fnsqﬁlﬁ}&ﬁéﬁ‘%’.e@ﬂ%fﬁ‘é" &t thé?‘nak,b i‘f%agul%RT retulr%s tr_u%&,theg this
2 P sinsethatdhisuciisshined isiewdy'bwterstistbrierlirsiblied: v
se?r@é{"lgzg&mﬁ@?@ﬁlﬁ%m%gﬂ;{?ﬁ%@@f&qé&ﬁw&cm@@femmeaES@& In

such a case, the original code block is NOT to be ex : it will
xR S HIRe B 1S BATo he PEt S o DT

PFSVIEES titientherdfssinedptiveed assalotioniingrave stusieacans Addi iR

ol i“ea%(%;‘%'seo and.rsivmSHaghtawaLKE thesapplication program. An
equivalent procedure for the <init> routines relating to objects is illustrated
25 in Fig. 21 where steps 212 an e Lquvalenhipalensido and
203 of BRI 1 ﬁ(ﬁgclﬁlat eeg(t:% e of Annexure B3 being converted

HindtstiercddeaimokioxubEl. B2 AMImidiC BT ati OAARE G SBE G linit> is
SRR A1 e ARRUSEHOG AR PGk s (idcio{ditis, as
there can be multiple - unlike <clinit>) is or are detected as shown by step
fp%i%hd modified as shown by step 213 to behave coherently across the

distributed environment. 19 WO 2005/1.03926 PCPIAU2005 In
the exEignpfesbrvaresie gera pihto R ?ofagrigwg éﬁﬁé{%gs%%%c%ons

nitialisgadpeioryl acation ¢ildywith theitimeston poptHEBEAHE time.
The application could use thi xample g whenctnis aijest
%‘éséd@‘f:%g{]éa‘? q’ﬂ?flecacr?)l}(?ii%ﬁa g}zlé%%gd_enviroﬁd%here peer tgb%;gs
e Tpdiek AAYiffcreanasenbescrs e e i SHI HMRLE M i TE Sure
hatthe-dimasammeldhenfisskioadatpean tebjsct is not overwritten by

later peer objects. The disassembled instruction sequence after

modifigation has fakemplacas SekeukinAnRexeIsBdmntifthtn step
modified/inserted instructjons are higfhli htt%g icr)lug%d. 9 nﬁ%@ﬁﬁﬁ!ﬁib
raddRieRlbRD ARG S LRSS R the moditying Instfuctions are
pltenyieguisedcivheplatbolinfterdipeicing dlecsptiotal ORstHCMOAIESad of
at the very.beginni I | idrbens byatbaedAd/deirtual
W§%%§ag88%%%§é%%}?%}t ee@?gggggggghﬁtﬁﬁave similar subtle designs
hefances. Given the fundamental concept of testing to see if initialization
has already 15 been carried out, and if not carrying it out, and if sg, not
carrying it dhystarthe paiticias ol mefistiodeveis] HFGEMITRAYS in

\#{I’g%l[{} miﬁe(ﬁof]ﬁ? Rl.Canbecassied sulestnitie fisslevabeditdelgssepairticular

achine, say machine M2, lo %Zt cl or object an: itself agg than
I@H%%Eb‘l’?é‘?lﬂf’é‘sﬁﬂﬁﬁ}?ﬁ?ﬂﬁ : %Toﬁ%%sa I&ﬁrrrlle(éﬁ 7 Cr)‘wlﬁ!lo seclu_entially or
sivaltaneushi: Hindhig s Bngestmentewtids faay Breadlggaintined by
server machine X of Fig 15. This table also includes the status of the class or object

10 be initialised.

As indicated in Fig. 17, if steps 173 and 17 4 determine that the global name is
not already initialised elsewhere (ie on a machine other than the machine carrying out
the loading) then this means that the object or class can be initialised in the normal

fashion by carrying out step 176 since it is the first such object or class to be created.

16
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"master/slave” each of machines MI, M3, ... Mn loads what it is given by
machine M2. In a variation of this "master/slave" arrangement, machine
M2 loads the 25 <clinit> routine in unmodified form on machine M2 and
wihagsmaglifies the class by deleting the initialization routie iutiso@niseaiy
and loads the modified class on the other machines. Thus in this instance
the modificatign is n by- [ f the . inifializati | ta
deletfoWs¥it-d S&?ﬁi@%&%ﬁéﬁ%ﬁ?ﬁ §é)ﬁ ?ngﬁ%l%gﬁ%%%%%%%%dimem,
usiel ehashine teseivess thel hhs e N IR SR 80ds
o{g@‘%ﬂnﬁe?ﬁ el Jonling andthatmashinesTdisiiablestivediogifotitn
arried out by each machine to be slightly different being optimized 20
bypeTIBES 65976 PCT/A112005/000580 based upon its architecture and
operating system, yet still coherent with all other, .similar m ifications.. In
a furthier BhenBeihe ARaEAr0a R HedeH O,Igﬁ(ﬁ/hw,(%lg(?s hé class and
Vel Beihe Emashinasdiae ML Fip hsd & bermpdifiicatibihr eriagerpdine
.initialization routine ,and ifi oRLialklasianses, the
! ﬁﬂwaélgﬁ %g%urgtﬁgﬁgén |§%%&2%§u%ép%%§fgg\£%%ﬁ%3, M4, etc directly)
ipckascade dhdicaied besteal (@& M2 applies MI which then supplies M3 10
which then supplies M4, and so on). In a still further arrangement, the
initial FrachisieyeaieMajcarrudad wtbyieadhink 6hSigd AR §dRerate
s%ghaati‘l%n m&l‘g‘{?ﬁaﬂhihﬁﬂ@ﬁ%@%ﬁl@éﬂﬂﬁ@ﬁtﬁﬁs%eﬁﬁﬁd&b@ﬁ

then sent to all other machine ither in branched.or ¢ 5 fashion).
Tﬁﬂéﬁﬁﬁ%rﬁ‘&ﬁfﬁ@??ﬂﬁ@?%ﬁiﬂ%? FEBgE (%ogc%lees%?%f é%%%ﬁl%?g% in the
dahigindlis@NR By esuast torRr a9 oviddaihe HéwBitrsaist DY, Thus
the.information provi hine @a&%' eganaLpl gifferenbéomdhe
Wé‘lasf?a@flée}%ac é% Sﬁg&%gtgggﬂ}ﬁg M2. 20 Undlllézg the abovea ch%l%&nlgtg,nces it
istiosengurpeopedire sFAFIPYRERAS R SN5E 28RS 8paRIed By a cotnter
which is incremented on each occasion that a class is_ loaded. Thus,
when Reftadis-dérnmzdd eulibb eeactneseiing ARHEHES BnthiffE count of the
X%'é%ﬁ&?[Aqiﬂ&@‘?}ﬂ&k@t@a@t&m&{@[ﬁa@md@ﬁpﬂﬂse to the demand. This
“on demand” mode increases the overhead of each.¢ Bh.
feagess s pRpigSP ?@%%n‘%?%%né‘gﬁﬁ%ﬁ%%gﬁ? rl?g%'\%%rk which
intesearmEcisatheqcmputarssimoaofilrfodified seHTGARTEYR e machines
%&Q Miyscen sendaldoad siraesis do amadiitionalimbshins o6 of Fig.

, Whic ﬁerforms the modificatio viad%@{g{t e.afore.mentioned
AR BA PR HERE RHSERYE ' F488 t6 Gach of the 30 machines MI to

Mnaahish therdeadthe slatsdacatyo thethidarfmgerientn@éhines MI to

n do naf maintgin a tahle af recards fprame ¢lass, and instead, they
é‘l"ﬁe(gﬁ(s)g%%%%aésts to r%achine X, whic intains the table %§
Riele p

Pathedrshessaanane® BlsEentouitstrif AT Hependant

o WhEtheR QEat itdstHaeriiskzation status of the relevant class or object.
Amnexure BS is the source-code of InitServer, which receives an initialization status
query by InitClient and in response retuns the corresponding status.

Similarly, Annexure B9 is the source-code of the example application used in the
before/after cxamples of Annexure B1-B6.

Twning now to Fig. 20, the procedﬁre followed to modify the <clinit> routine

relating 1o classes so as to convert from the code fragment of Annexure B1 to the code
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21 WO 2005/103926 PCTIAU2005/000580 time a given class is loaded
on machines Ml to Mn. The modifications performed by machine X can
include any of the modifications covered under the scope of the present
winyRalen:d Referring again to Fig. 14, in the JAVA languaggaxtescoosse
initialization routine <clinit> happens only once when a given class file
50A is lgaded. However, the. initializati | it e for
A R e S A i
5glarsadle dreVibatiter breriacoR) drteamresdint M 2phedaah B%@?a? ¢
e et ot e 115t e fmoged
-50Z, the first class is logded first, then fits - :
by SHTERE S ﬁﬁ?eg} ovgf%"fo%"dé‘a%%é’ﬁeé{’fi%&|§%ﬁ?§%c¥tﬁ?§%§5§éﬁ%aded.
iAMbeted imshimdsigre B2, ihereriine iyt slenrifie compdierist atmndYy slithen
ao,conflick o inconsistensy 1k sas kB mieg ohthedaitialization
routines intended to operate during the loading procedure because the
single machine of Fig. 14 is able to easily keep track of 15 whether the
specificofieetss OXdTRZ g dhe heffons rend| fisrects 3Bt RS GUTFSE o AFfRRction
Program 50, This {509 By ntRI Rore: Tsmele CauRizaESimbsl. This
count. kéeps track of the number of places in the executable code where
%f@iéﬁﬁé@@ﬁ?&ﬁ‘@%ﬁ@ﬁé’&%&%j@&f@ﬁ nPRENandie count for a
|BRECHia apiestirachks merariHeceis (fuihenddh thisEsetuibivre vabt
which makes referen the.qhi TheaRigchiSe20 hamsaidiahes-
mf}r%aﬁ?%cl%eq. 8?158&% IS é%ltg ﬁgsm tg)g%cril glc?hievedmfhee ohjec cag, bels fely
idisidtestlio Fasts atiaigd RF BETINIQRFERD el ih L J&heeded %‘ﬁe
;same pracaduses aRBplies: rofitab sapplitaiadipfogretassdng llvgsadictaristie
computer programmer when writing a program 25 using the JAVA
]?Q?Fﬁgage and architecture, need not write any specific code in order to
provide for this cleaning up, deletion or finalization. Instead a single JAVA
Viftua'sapm%%am&@&grmpm@@m%dmjmm oilrits
and clean up (or carry  out finalization c ry in j
el A e e e el
[ighli @33}, bolpjusalityeotitidhvinak o shak T sHaEh msthad exfevies.

%@s@rﬁ(@%%ﬂg%gcﬁ&%“c?&%{@ﬁﬁsﬂéﬁﬂég\@§dﬂ%ﬂﬁ@t@d@ﬂ(ija_;_adeﬁm;nuaﬁin@t_fm;
networ and each of which is provided with a modifie
rYSheaiH) e DR bP RIS A B9 W OraBoa By 1 e
REEIARAIRBA0H80 loaded with a common application program 50.

Essentially the modifier 51 or DRT 71 modifies the application code 50 to
execute clean up routines across the plurality of individual machine w
Y et e e e T
NBRBSEARYsIAS RSB ibat eaithofdhtindisisl (Marsmisnes BSfitndiZse Bin
a consistent fashipn, (with resnegt 10 he e SFkdmparticuias, whilshape
SEeliArThAaHine (say, M3) may have no further call e
number representing this class across all machines, to be used 1n the determination o
the loaded status of this class. This way, the DRT can support the loading of multiple
classes at the same time without becoming confused as to which of the multiple
classes are already loaded and which are not, by using the unique identifier of each

class to consult the correct record in the isAlreadyLoaded table.
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on an object or class, another machine (say M5) may still need to refer to
that object or class in future. Thus if the object or class were to be deleted
from machine M3, 10 then if M5 were to write to that object and amend its

wYAIhRBhen that change in value could not be propagategl-thxeuaRmstisal
the machines MI, M2...Mn since the machine M3 would not include the

relevat SISCLIN 15 J00al MEMONGF WD SR iUl o RGBS MAde,

exec (caanuefo %{jﬂn_e on a given object or class, the cleanup, .
Prefstidyvibedd pieterhmeteiing i ven ishiv Flasaioioptet ot HALRY ZRFIRES but
alhRestd reRirsison.all atheriarhines newellcThtis DRAlidatheg tivel

ob

ject on machine M5. Thus th | of substantiall [
SR R0 A Bt AT ERRD A (T Co el AL QR
nsichitéateous aperatichaddecedriblapplibadens! prsgiamonadliabai
Aehiaved-20 InQidenin.eRsuesqRsistent finalization, or clean up, the
application program 50 is scrutinized in order to detect program steps
which define a clean up routine. This scrutiny can take place either prior
to loariing, DRUusNethialathingtsovethsrihatohisvadsraher apebrsadiiged
wRrogedure (hutbefore,exaciion of ihe.rrienanhaanies pasdirguroktionof
the appﬁggtlon code 50). It may be likened tg a oniﬁg?tlon %5 50t%eg1lgre
byitepeRe et dhe it r?gl‘tiha’flﬁﬁ‘@lterrﬁ‘%&ﬁﬁﬁg&oﬁg hormally’ Pr?volfgeas a
‘changeyinoeade actangualie chgsfiothesbanskreooobjede toticopishdbat all
language.to anoether.. H I Insianes theiteldRding the
S‘%g?’ﬂ%? attf%‘ﬁqc?gﬁglsi?g jlgsrjgli%Vrr??%i tiggalet&(;g{ﬂ%/ﬁa?g%aﬁis notsqr strictedfgglnd
cmrd leciih el EEE B AR NS thif, TR HARES i@ grgps 1alse,
langyas: 20As-atensesidaRde witite abgineheediiblockl shigtingveleals up
routines tgj:' initigllllxtlgr%ked for, and when found a modifying code is
PGS T GVe Tige to a modified clean up routine. This modified
routine is to abort the clean up routine on 23 WO 2005/103926

PCT/A}J20054090580 ;am: snecifieumashi)ebnlassibmctassios dejedeso

be deleted is marked foy, deletiogn by all other machj ral

sy e SR ST

{#bthis bednbdtisesr dieserite desmtid erisinh aeda o ds W?Né?g tapa sttt

%’ﬂa{%%tﬁ cleanup: A fingizatanmotes A ecsskitcR. THTuSs, IvRmetaGIRY
eD

RT 71/1 on the loading machine, in this examp JVM%} S
DR/ she jassited ﬁﬂ%@%{%ﬁﬁé’éﬁﬁ%&ﬁ%‘@ﬁﬁnﬁﬁé’ }ﬁgst]ai o%%%éfégch,

aAnisadilized den o maikeddopdetetion) by any other machine M2...Mn.
If the answer to this question is yes, then the normal clean up procedure is
10 turned off or disabled for the first object S0X fn mach“ijnet.g\llS u%. allietcpe
answehiseagvalre i T Gie oS TR T RIEACE S8V R B0 6n a o_ﬁgmer
maghinesyibensihe prrmel Xeare wquprdesdioretipsoiBrandRBhalthiefi#8t
bject 50X.is deleted nat on| ' LN Bnexure
L e o b
B4

efera he clean up task is allocated

A similar modification as used for <clinit> is used for <init>. The application
program’s <init> block (or blocks, as there can be multiple - unlike <clinit>) is or are
detected as shown by step 212 and modified as shown by step 213 to behave

coherently across the distributed environment.
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to the last machine MI marking the object or class for deletion. 15 Fig. 22
shows a preferred general procedure to be followed in relation to
finalization. After loading 161A has been commenced, the instructions to
wioexensaestsd are considered in sequence and all clean UCEARTVRS08EE50
detected as indicated in step 162A. In the JAVA language these are the
“finalize( ranting. (o MmEhan Ny Y Apltesinaleay). Siherianguages
use different terms. Where a clean up routine is qfe%é:i%d It |sﬁm9dlq%g at
initiafise GRMCHATICAMGARSR iﬁ?é‘ﬂiﬁ’ﬂ%ﬂfﬁetil?ﬁﬁarﬁgtignq in o%groutlhe.
afpiRERBtVeidtheemibigjfYingxinsplactons-oduldise thiserlgerbriF BreHed
outine. Once.the modification has been. goeRieiad dhe doasinenpraceadure
Ci%a hlﬁleaé,gggﬁgn‘gffg%v |Qn sf%{%’ 164A3§2%5 &9% 23 iIIust}g%éesga,E ar 'ca,llar
sperinl tETORIIfiSARSPSSETY SRyRARR ST UibRh fas EErP OF RS HTices ih JAVA

Jpsmed.slasensianobjasts) O LRK. .50Y which are possible candidates
to be cleaned up, have already been allocated a nhame or tag which can
be used globally by all machines Ml, M2...Mn, as indicated by step 172A.
This Phefdiabigibphoasumienseicansssis sotfsdioneormdgee =

Jnitigl %e%%%eigmgﬁt%@ﬁ@mﬁem@?e@mmmm X astasialhighﬁ'gimaiﬁﬁadmbiﬁ.
server machine X, This table also,.include . Ugo@fihie

Fadbor anect™ ‘@tb%fe%%eem oﬁ%r%l}é%, tgﬁ?ss lggﬁeg%l_ss%n%ades a

ieatptenwhiehoitoresaicdutt bé thlecadrisr be miavAkseRetiA SRR

120051403926 BC T4AURA05PRORRA b Rvamakeatilhis ste TV Alietion.
l/f"'ihus a total count value of less than é{g—%ind% aartg%ﬁalye%i )t gleanup”

Meshirereeniirafide: 304 %Wﬁa#:c ¥R Thdicated in Fig. 23, if the
globalhasnetis hotmankddtoratlefitstion w sesttibinitiabrpes s aifedtept
on the machine | .car tiheiElgama iRQ) Hagfithier
?ﬁ%’a%%?ﬁ%t%e%?@&%ﬂg’éﬁfg t%o%’luﬁl@ _ohtl?éa obljx%?tfgé c@sgarglg@&lg be
inbistentiemterracosjeet sty Y%agiiﬂ’r‘g%ﬁ S SLRHICATed BY step
175A. However, if the global name is marked for deletion on all machines,

e e BRI AR RIS CIARSAE RbICRk D

consedUEnRce, the regular cfean up routine indicated in st 17@?5% be,
ancbBhbedisa! aatriben depds f@“hi@? g, dhehraaghireh g made By the
gﬁmmprgp%ﬂ@g%?ﬁ@%gwte anClagn :tmemm:(oﬂa@f Mﬁy_l\/l@... vmetb
the server machine X. The ratign of,thi : ine
SHGIAATS AT AESNBA R Sie A DL At TEOAE i e
iglzeceived from machine X, indicated by step 182A. Fig. 25 shows the
activity carried out by machine X in response to such an 15 enquiry. The

clean up status is determined as seen,in step 192 1%@5(111‘1{ NP theghamed
resourte 3s HERTErREA TS JA1E ,{f?]%(‘)’ﬁ GE %318 1ﬁ;es ie s utilized

elapivhese)intha nespotifelitothaceffackie JdA s thereRdifp R sATHEY
LA PG CmAad faRdeIR iR Run B sdn e emeihby dne (1)tas
S owr%by step 197A. Similarly, if the an%Ivyfiertils()Xe}E’s sdhe 8%5%%91%”5?@93
bty mashingss Thitdlinrefsg the modiica

initialization routine but a deletion of it on all machines except one.
Tn 2 still further embodiment, each machine receives the initialization routine,

but modifies it and loads the modified routine on that machine. This enables the

modification carried out by each machine to be slightly different being optimized
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20 195A. The waiting enquiring machine 182A is then able to respond
accordingly. As indicated by broken lines in Fig. 25, preferably in addition
to the yes response shown in step 195A, the shared table is updated so

wihaldthastatus of the globally named asset is changed te¢'slganggodisas
indicated by step 196A. Referring again to Fig. 14, the single machine of

Fig. 14 is able tq easily 25 perform synchrQnizati ifi jegtsr
bessd g5 i 8 Eggﬁ%(ﬁngsyg eéa%ﬁlﬁ)aggﬁnmrh r'{s %%ggg?lga&gfrﬁ?o%%%ﬂon
stiniitineodiBcatiols.object exists only locally, the single JAVA virtual

machine 72 of Fig. 14 is able to ensure that an object is properly
synchronized as specified by the programmer_angt ili
one part Girth %@%feaé ea alé%l;?cs[ﬂ?lrl\l&ga %lltklllrlcli %ﬁ%ﬁ?%&ﬁﬁ%ﬂan
offcthasekeestad|evibde B0 dishewddication e delaie Bpjbdizhekipdouine
£ﬁ]§§49@30883%§m4§5£50'ved by th_e JAVA virtual machine 72 such that

other executing parts of the application program have to 25 WO

2005/103926 PCTIAL;2005r000580 wait until the first part has finished.

The sprae pEaaeeyBoanplibscantafisancoed tiddseratiseeasiopf Ml M3,
B eular (e, CmpHISTPLORIARINGE Magpeling aieagramy g Mo
VA fAnguAge and 5 architecture, need only to use a synchronization
whishinkgs punrbirgdf4o2pfodia®) for this avoidance of contention. Thus a
single JAVA virtual machine can keep track of utilization of the classes

and objects and avoid any cor ' 32 NELESSRS il @B
unobt%ﬁ\?gl?%ﬁ%ﬁ.aﬁrﬁn p?gcéﬁgve_éﬁ?éqb@%%@gr% ob% ct ogélegss is
ieiclusvding aadthis wanerats “siphlnydifb Al i%iat ﬁ’ésﬁiﬁx}e%ﬁiﬁé §H ﬁ‘g‘féki fe
Wéfuﬂ%%éoié'f?qﬁﬁifééfﬁﬁtﬁﬁﬁaﬁ_ﬁb'ﬁﬁﬁﬁfﬁﬁé@ﬁﬁﬁgwtmmgwmﬁgaéﬁdd
ending of a synchronization routing which,re ifingeofan.
fstd nH’B‘f gy ﬁga?ﬁ‘?g’s%g%rti{\}}aly w %ﬁ%rtevae%r%ga%cggs%gtgﬁgigﬂgthe )

Bubjdchatoontentiéh iHowidehdmeprsarrdremioni e the MeErrgn
andsalen in Kigs. 34:33).iA ghR-Riuralityaf individuabadaputeroated nto
achines Ml, M2 ..... Mn are provided each of which are interconnected
meehisoMmunications network 53 and each of which is provided with a
modifier 51 (as in Fig. 5 and realized by the DRT 71 in Fig. 8) and loaded
with a commen SpplicalioNAKRErAN S0.Esseridivilaiedifienslk os BRT
71 ensures that when part of the application CFEro%am c5a(s)i Junping Qn.Qne of
mww%@tﬂ&%&ﬂﬁ%ﬁ@%ﬁ%ﬁn%@(‘éﬁ“ﬁ% &4ns o synchronizatloné%
Radioulanlacalhassst Budinasiad, bbikchs BEX-60Tnis dadhs AN biffer

machine M2...Mn utiliz ' {anlis togal-aresmamdin
R s gﬁgrﬁgﬁ?é%%?%%%%%%}gy?a%% exclgsivel}z usi

an
2B Ghisureee s vaRsHa i RBHARRYSY Tsseiss A BE s FLEed 1Y

the sodautistexesstinatapaciusicehntsethababjeetor class at that time.
Thus if the object or class were to be exclusively used by both machines,

then the behaviour of the object and application as a whole is uncé@f' e{? -
that is,lin theilkHedhueastpeaperte ks BrREGEdVHr ih YBiettwiseh B?’.% tly

%@&%&?%Qﬁ N8R ARME! ORI PANERS, which performs the modification via
any of the afore mentioned methods, and returns the modified class to each of the
machines M1 to Mn which then load the class locally. In this arrangement, machines
Mi to Mn do not mainiain a table of records for any class, and instead, they forward
all load requests to machine X, which maintains the table of loaded classes, and

returns a modified class to each machine dependant on whether or not it is the first
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30 inconsistency between machine M5 and machine M3 is likely to result.
Thus the goal of substantially identical memory contents for each of the
machines MI, M2...Mn, as required for simultaneous operation of the
woaiieapglication program, would not be achieved. 26 V¥QOr2Q0543039:6
PCT/AU2005/000580 In order to ensure consistent synchronization the
(gpplication g s SCIyIRiEEAA AN torielRhRIRGEA atgBWbIch
ﬁ%lvaensyn(s:‘chronlzatlon routine. This scrutiny can take place either prior
ntechoa Kgsaor dokify e RA8mapidkatione coirEderdtte écPc?ﬁa‘i%g
p&régg@gl%gtmgt before execution of the relevant 5 corresponding portion of
the application code). It may be likened to a compilation procedure with
the understanding that the term compilation normally involves a change in
code Beflariggagendg fism! 4ol deetd/ofeangdars obp itiaHGg s W
QDR HOWSHES R thRHRFES fdn StancaIthsoe N IededpilHtiorVdarikits
_grammatical equivaleq{xsg iS Not SO eStQ%queanrc glggei‘;}g 8 50X
Rt AR RRBSH the ™10"s&Me code or language. Reference
seymadeIasheaedcoipaldiing Ansexare Deilsdurienioneiiesttire Biidn he

2k /gi&?énj%%&&@%%m unmagiiiackmuncbren Rtiendroinejeand

nnexure D2 Is an equivalent in_ respect of odified, synchronization
Sy MBS ABS DUANE B ETeAE O B et s corot Lk
sysehseizaionis patinbardshedyvibiy Thechiddifichatsde Weirts sda&iEto
{emettons bighliisdinabaid,Jahe araibelsods sarpinahAnnere
1, 1Re code Increments L shared 20 memory location (counter) within in
aipeliroio ekt eT BB S BFHRE SRR St EE S
BhaHES theateRiatuohthenineemint opEiatlarisinbiauiteatiitckagpdrack of
applicatjons. Thus, witho mentaf.sy izatiop r the
Y Bliﬂ‘h%i Sg%c\%??ar?lb&%cﬁ ,%&% mggﬁir%] wouldqp%égr%?ﬁ%%/%% r izfgtion in
sodatiorOth Teibrepnmlty mevsrending tredlhepuet coU MBI HE'SARE |
ﬁg&,t}ﬁaﬁ%@m%mum RBaHeondition(s kakdinae hekeatcrmiemerdy to
Clearly this is nQt what the programmer. of icati r ;
L S T
imwiodifiedhasicsitiblededsntbichanskas Anfesyckahgify e The object s
nchrpRizatenfoutine. The changes made 30 (highlighted in bold) are
the initial instructions and ending instructions that the synchronization
routine executes. These added instructions act to additionally perform
synchmzaﬁbmmm@edhm@vnda&ﬁnéigthmebeli@tf@btﬁélat@h&mlﬁﬁ@ﬁt,

2L W %%%%5%%%&%9 PG THAHR005(090586, dhatRhwdese wiijgidhetatis
s?nchronlze ehaviour of the application program ar%gggv%glurahltg ogm

e Thessicdnipertisiie HFHBBIGT #i8 TARES AN argunie
whichiepresenisdiage and architecture, need not write any specific code in order

to provide for this cleaning up, deletion or finalization. Instead a single JAVA virtual

I+

machine 72 can keep track of the class and object handle counts and clean up (or carry

out finalization) as necessary in an unobtrusive fashion.

However, in the arrangement illustrated in Fig. 8, (and also in Figs. 31-33), a
plurality of individual computers or machines M1, M2 ..... Mn are provided each of
which are intercopnected via a communications network 53 and each of which is
provided with a modifier 51 (as in Fig. 5 and realised by the DRT 71 of Fig. 8) and
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5 unique identifier for this object (See Annexure D2), for example the
name of the object, a reference to the object in question, or a unique
number representing this object across all nodes, to be used in acquiring

wo giabakdesk of the specified object. This way, the DRT gaf ssuppaiiotae
synchronization of multiple objects at the same time without becoming

confused as to which aof the multiple obj I yichresized
logfle WHIRA SPERSE IRPUSRY m%‘;nqé)(g ?é%@ﬁeg}%ﬁ@a%%%ict to cansult
7Tthecbiicechrepplitdtotheodhafee SyPiettSHsaNBHABIE AR DRIPRERA™Y

Helarmine fhemyachronizatiomstatenédkatehiest iha nunter ofmpaing
Preferably, it can ask each machine in turn if their local. conY.qf gﬂﬁggiect

epy BNl R PSR OrTREEE %‘ﬁawfcgn;l %ac d|1r\lnf‘e¢hr1ep'%gs true, then to wait

inntibikbist-ahjatios ﬁmﬂymsmctns‘éld,omé}wse synchronize this object
locally. Alternatively, the DRT on the local machine can consult a shared

record table (perhaps on a separate ch ne o
cohe?@rﬁa%%’a W@éﬁ?ﬁ“ﬁaﬁq’g‘g‘ﬁ?’tﬁlé‘r%‘@g ﬁ% e ora oFaIt?é)beiﬁ%ié%} 3
sdetesnine if thissphjetichapdéer smabtEdumy siifatsedinzesdenpAhgF obirst

a 8%@'%&%113”3%?% fhenwaity @ﬂké%ﬁé%%@@m&@h@med to
synchronlse and then acquire the lock b rkin th%ob ect a
thymidHYBrivesel toERRE CHIGHAIE B 1) tf %‘é‘t ?tht &

&Mﬂﬂﬂf%@@b@gattumgmneﬁftﬂaamammﬂaeé\thamqg tbmachme

ach| cureen ckf 0 efRAGRHIRR: has:
}gén‘g?l mzednﬁtls 0 ectﬂe Filtle %6 acaluﬁéeel(tét%él (Iaomcﬁi? %l%h 25 this %b ﬁt oneall
e

webisneidaHinexcdee éb@ﬁtﬁ@w%ttr@lcﬁ BRI (HeCls
SR RaRhaedtablanibsnghsonizationtstates, tatatiernatively all peer—

%Egyléigtla”y acgum {he, 10gK < ”ﬁ"s%v é‘tﬂ@%ﬁﬁk&%%ﬁﬁﬁ M,

8nce IS machlne uccessfully confirmed that
Tiothezmboli |wm1aéurr@ww%yﬁ@ﬁ%h |‘2‘§H‘“’Eﬁ$sf6‘bféﬁ‘i‘ S pachin

ﬁ?cf@iﬂe Ras %Qr%%ﬂi%ﬁld'ﬁg lyi3QIE¥R6HY aRizaddacallheanreapricuiion
the onglnaln%n onized code-block begin.. 28 WO 2005/103926
886G the other hand, if the DRT determines that -

another machine has already synchronized this object, then this machine
Is to ppStp é}%@éﬁﬁ}g%ﬂéﬁ%@ﬁi@@&asyﬂgﬁaéﬁmﬁﬁwmljbfﬁﬁl'mCh
a time as the DRT can confirm than no other eis aresql%tl%u e.
&% drseminired R idR 28 SPRERERIEY TRIE ob renﬁ JII;}(]ietfqﬁat this ine
s m{ﬁﬁgpﬁmdﬂﬂglyﬂsweiﬂnmzed m@mpgcprohaing fer dording prrseditfe
Orlgé‘%a | cqd btﬁ'?Cklogé\}x? 10 Rs exeeueddnl tisamaghipe Gan relevant

Laratte® that ho other machine is executing as g%trogltze sct‘ate %ttfor
toiseaisjadingrontivi Pibtanabmmren mistihe Jopeé%s & hariEipating

B%@éé&tﬂ@sv@ﬂﬁﬁ{é rasR-eenditioms:t iheonsistennyiefionemunpllaritved ¢reth
resultin econc rren t exec ..
hoe 6&1 geﬂ% Sra e LS %t'?&Q%] tgcsxystﬂsa@t%ﬁgﬁg@m

Mines that this object is present]
Hwe:t'mmzelﬁé thesOR Ppreceibs éR’é%utF@ﬁlBﬁ'H%“or@fhia (S SRIBEC Dy
RAMSING: DR RYESHIARBEd bR asauitheaekO:miperatiodifindicuoribitithe

as a corresponding
same code or langpage.

1 vaite

As a consequence, in the abovementioned scrutiny clean up routines are
initially looked for, and when found a modifying code is inserted so as to give rise to

& modified clean up routine. This modified routine is to abort the clean up routine on
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"releaseLockO" operation is executed by the present owner of the lock. 15
Thus, on execution of a "releaseLockQO" operation, the machine which
presently "owns" a lock (ie, is executing a synchronized statement)
wihsisaiemihe close of its synchronized statement, for exgemipleoysinasiking
this object as "unsynchronised"” in the shared table of synchronization
states, or alternatively, .sequentiall ' kS RGRLUr callogher
S G R e e

0 machine waiting to begi executicpn

abbtoonebondifioesypietsespalditumt et R~ HE EiMR BRI of
ihis:phisakslpgkdvutesyming-exeatiiatadits postdonedpexaelEydatye

‘acquireLockO" operation, for.example, marking itself as executing a
RIS IZEP S AIEHRERE o%?i%%%?e% Ie°the Shared table of
5 synchronization states, or alternatively, sequentially acquiring local locks

on elgﬂhgfigmgggtggd@?%ﬁgg@ 25 ng ﬁdﬁk(ijagda@mmmgﬁ,dﬁtﬁﬂs RRmke
application code is modified as it i a intoa em [ ing
N ek SRR e (b L G B o e HATS
ARENSHNg tappnitandidedifstrontionsyd The driahessbinane (HIghRHREFin

@%‘ %!3%%5 injtiabinstrictions dhat the eAcheanizalieligulnso@testites

esé added Instructions check if this lock has ?{;ﬁ@ y n i by.

10 t@@@ﬁ@f@éfiﬁ%@%@.thﬁﬁfétlﬂﬁﬁcﬁg@inoﬁlﬂ%ce%ngcquweqd y a‘lanotﬁgéé# iefel
maching, dher 81X PRErkédits damchinesndifiber atobines Hifafcactmat

IS machine has acquir 8 |ack..and: therebystepringHNe BthRthine

ALRREEY r%ur%eésko %%ﬁg%ﬁlcﬁroniggﬁon routines for this Iqé:kS ai%c‘é‘(%
D065 teeoreld RS 06D S8E THEBEY (AR FeEb IR e 158 Satls
Rfithe, AGHINRSVN Marinwiay shien @xamdie: dleomesponding to the entry
to a synchronization routine, the DRT individually 5 consults each
machine to ascertain if this lock is already acquired. If so, the DRT
pauseRigh2? ehews saneirrebesyriehpespao R RsHeRIdr AR iR F
Raghings Q&%Qf%&%ﬁng\mr}ﬁ 1askeen d&ﬁﬁ@ﬁsed,?mbmzmerm%mh@d
DRT executes this synchropization routine, A ely, &eated in ste
el AR SSHRRCR ﬁ?@a&)e ¥ Or%%ﬁﬁsa?fg r%ﬁ}%gﬁ%ﬁle, the D I%Tﬁcl:gngults
2670 Shareinshlofrencids: (for thx Sinpliecs Bharsacdaranied 874 ¥8py of

shar b Sackof thespanticinating machines) which indicate if
gerr]r{/mﬁ%:;%# ne curren'ggg‘kowns" this lock. If so, the DRT then pauses
execution of the synchranization. routine an B MacingM W -staother
machi&z 156 I%%ag%u pr\?v‘%uégl%c%%n_tﬁis object, Other\eﬁijsed} e DRT records
fhisrtimgdhitherinshacsinas dHA M ETREaBILE R REN BFRTURIBR tables of
154esris. R sriasiplainackinestias tbeewnenaiifvitpdiesderthen
executes the synchronization roufine. Similatly;\hen gulock is released,
ﬁ?ﬁﬂ?@é@?ﬂ%\%ﬁﬁ%@%égﬁgﬁ% gszlﬁggro%izatlon routine is to end,

e D record. e J0ok S 1200 IR L WA,

assets or resources (in JAVA termed classes or obj ects) 50A, 50X...50Y which are

135

2

<

pA

wh

possible candidates to be cleancd up, have already been allocated a name or tag which
can be used globally by all machines M1, M2...Mn, as indicated by step 172A. This
preferably happens when the classes or objects are originally iritialized. This is most
30 conveniently done via a table maintained by server machine X. This table also
includes the “clean up status™ of the class or object. In the preferred embodiment, this

table also includes a counter which stores a count of the number of machines which
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1. corresponding to the exit to a synchronization routine, the DRT
individually notifies each other machine that it no longer owns the lock.
Alternatively, 2. corresponding to the exit to a synchronization routine, the
wBRihsypsiates the record for this locked asset or object ipdhgshasachsso
table(s) of records such that this 25 machine is no longer recorded as
owning this_lock. Still fyrther, i ding to
h%"@dﬂ‘ﬂ%eg TI%EI?%S to%fec{?ttie%hm}hu tllei}ﬁle2 %@%ﬁ&%ﬁ%&%ﬁﬁe: 1.
ictrres pSrialing dlsth e AR Wﬁ?ﬂﬁl%‘ﬁm‘f’%l‘}ﬁ’t‘?& the DRT notifies
the 30 present owner of the locked object that a specific machine would
like to\pogiisedHe FiacRy fuherelidabeehy ihactmreied Sordrgtitnehite. The
Apseiisdmadine, luherea Gaaehepagsnacinas dbanislores a
fecord of the specified machine's interest in g, tatggl, W ch, foggsvsvlng the
resdpoftbe thifrerranizaibh FORMITE UPINENSLIRER Gbjéet 50 W
ROOS1LQB9261 BIGE AL 266E/00058: ttikreqatiessthiopgtriy sirachitg that
it can acquire this locked object, and thus begin executing its
SYNChEQNIZALIGRFRWINGI RaEO I OSPRATIAG K=t entily tadisynchisonization

routine, the DRT natifies the present owner of t jectthat a
nagsag et H%@ﬁﬁﬁ%&g’?ﬁg%'ﬁfﬁe@f {;v%/%?flgg %gkg ?o%%%%%‘g%% %gk upon
repleastchythatmhachifionebip srchind s berans shosthite ek Winds
after consulting its records of waiting machines for this locked object,
finds thattheevardakieptly ondedy thoreanispre i in GXarEn itpsy
appends, machine t [Sk aghingswasingiR acquire
RIS TERE SR %%%Jéé,’ Ibofllrﬁsleilte_r z(?[?\%jlilglfggg\%é%sﬁ %h% reqm@; from, WA to th
firgosiestinashine nip o 1D RBERITE Ahrg ﬂﬁé&%’ﬂ% ﬁr‘%‘.‘é@t &, ih turn,
decorsmachineddp indheir mbieiphieebprisy Bibrresponding to the
entry to a synchronization routine, the DRT records itself in a shared

table(g) of segords (for examBla.AJa e sierast X i shpsast datalinse

accessible by all machines, or multiple separate {gﬂgs Yd‘,’q Q‘?{fe |
TNt ers Rt ISHRIR ?ﬁﬁ%ebﬁf?%?an fiotity bther machines
Sedasstoraciuite thikéddlr daetespordihpnectieeedr rElEdchronization
routine by this machine;i IQwingRitesnative waysdapexanie: 1.
%%?‘r;veglbe htg?nrgséj t %%?(%ggg?ggﬁl(%?{ﬂgﬁtzaﬂo%ouﬁ e, tq)e QREMifieS
Eneiesfl 20 dpletion aROHE PR ERRRIRCRISH BXARTIE: TEATS MACRine in the
qUeHe R WRitiRgwER s g thatdiperdiok ispigleasatisndiopiebporientg to
the exit of a synchronization routing .t Qtifies Anecb waiting
ﬁ?ﬁéhiﬁg%v(%tr% SAMpIe the. |rslté %%2&%%&%%%&3 qupé%e of wai{i%ﬁegi,v
indickirids) trkethintsdr ﬁ&&%é&%@%@ﬁd‘hﬁﬁﬁﬁﬁéﬂﬁ‘ﬂﬁﬁ&%’gﬁe&E%f
thegMise2 meversabmashiirsdfer ixahplenthe secgnbkHyaomeb i

subsequent machipes, awajtin r this . This way, the second
SRS BT ARt oSy LB (6

Referring again to Fig. 14, the single machine of Fig. 14 is able to casily
perform synchronization of specific objects 50X-50Z when specified by the
programmer’s use of a synchronization routine. As each object exists only locally, the
single JAVA virtual machine 72 of Fig. 14 is able to ensure that an object is properly
synchronized as specified by the programmer and thus only utilized by one part of the
executable code at any single point in time. If another part of the executable code
wishes o use the same object then the possible contention is resolved by the JAVA
virtual machine 72 such that other executing parts of the application program have to
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machines from the first machine, and thereby ensures the continuity of the
gueue of waiting machines as each machine in turn down the list acquires
and subsequently releases the lock. 30 During the abovementioned

weCIstinysodnonitor enter” and "monitor exit" instructions (@rimetheds)ae
initially looked for and, when found, a modifying code is inserted so as to
give rise to a modified synchronization routine. This modified 31 WO

w20sil 68916 P s G2b51000550 routine acquires and releases a lock.
There are several different modes whereby this modification and loading
can bﬁa@@éﬂé%%éd&@w@puée DupnvitesnilistferclastosrhdfiorinPartigule

o QD ARSISHALAeGRR, %Qﬁﬁgw Hém%fﬁékﬁwm inAvlationztage and

oniz After loadin 161 I0Re for thi
a’f%f?ﬁ%ﬁ%ﬁ’fet B BebEted™ areocoﬁts]E E g)gﬂ]wﬁéggga%r% alletrozk 0;
agidero Al sARFRRoRtNCRY S Rt Vlﬁalcar?e in s?ep fB n he

wilBdfolangUbg eltivese aadk thiscimerfioreidemyareresnsuiits expioms
niRSHUElRNS @ibettarguddes [Be diffesevtenbis o1y Wheb@ra or class is
gé,(ﬂh&% %@&'%Jﬁ&’éﬂ‘%ﬁc@lﬁ‘&ﬁﬁ@ﬁnﬂ n&mmnmmﬁa{:/mmmm
urther mstructions.into. uti tefpatiy madifdRGne of
"SRRGS RS colid b%“?ﬁ“é%’ﬁgg r%)grﬂ]é%l th{eﬂfou% %?& &0 ijggm(égf;n
W@’@%ﬁﬂ%i‘fﬁbﬁ@f’ea"iﬁé‘ I%?g'ﬁl d roec%c ontlnues The modlflcatlons

rprefaiedityibikh R CRET AR éﬁsﬁwegtﬁfﬂﬁé“m‘é% SheahBHE machines”
operation and a "release lock on all 15 other machines" modification as
indicateshatestaptid ARanbigne7 illustratbn Figahicendrateris Sighddiféation.

F%%segg/s egnglé é{ ?%% SE5 QLLRRRYIGESNID JAW%Q&@@@&%@&%

Y) to be synchronlzed alread
wiobmsdinieeare P AgAWh R BRI ORSe B 8@5\%3 %ri/gaﬁfl’%inla{%ﬁ?ﬁhé%h as

&%@&%@m&e@;ﬁ&m Cﬁblﬁ; migferaiiydaippbhy vnBRThEl duBiesPeér
ob re ori |naII ltl zed | mientlyssnne vig arable
[ﬁ?éﬁ% %éa Eﬁ/ é‘%?%e lca mé%% |§?2k%§§l%gﬂlﬁcludes the ¢ th
By robuesi detiovhstanss efﬂhé eRTbSAPBITEErA te PratRF SR ome o B

%}%ﬁ%@é@?&bgiﬁéﬁz@ﬁi&@%@g n@#;tldeela wmhmgmgggmmtﬁs
e identities of mac ich ha ques a S
R VSR 4R %‘féjﬁjigfﬁélagf iﬂl E‘%Seétdgﬁ n%&?u%é%?é% érequegﬁl?s éent to
thaghiegdadaftesswhickts ﬂh@h@nﬁ@f@ machine awaits for confirmation of

lock acquisition as shown in step 174B. Thus, if the global name is

already locked (|e the correspon in set sm be mﬁwgﬁe
other tHaTEE ATl H&‘ﬁ"ﬁgﬂ{ cllg) ﬁe e

acqu n this means
thalthe pmmse&ayﬁmmmwmmwmea@mm eemﬁ}e%ﬂ?ar%w%ﬁbﬁld

exeg)utmgetg ungl e Qfgh(? RIRCHQf &L?acﬁ’ Is uplockeghbyidhe quient tevabiict 32

class were to be exclusively used by both machines, then the behaviour of the object
and application as a whole is undefined — that is, in the absence of proper exclusive
nse of an object when explicitly specified by the programmer, permanent
inconsistency between machine M5 and machine M3 is likely to result. Thus the goal
of substantially identical memory contents for each of the machines M1, M2...Mn, as
required for simultaneous operation of the same application program, would not be

achieved.
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WO 2005/103926 PCT/AU20051000580 Alternatively, if the global name
is not locked, this means that no other machine is using this class or
object, and confirmation of lock acquisition is received straight away.
waftarsrasgeipt of confirmation of lock acquisition, executiopaf Aies05/000586
synchronization routine is allowed to continue, as shown in step 175B. 5
Fig. 28 shows the praceduresfollowed by.tha anpligalieiprogramm  is
executing machine which wishes to religﬁ[ﬁi a I@kﬁﬁ&%git&l%ﬁﬁég
sqriieiaedd P EEoL 8RSt FRE BRSNS E BR hosing ch?une is
Tiemperailyintakuipled byhstapR:183Bdin8AR dwingberbBRing PERSEHE
from machine. X, correspandi @acuommEheelevant
O?egﬂﬂrﬁeg% s %h&cg?aé%%% %%%%%gpt%%%yég%%as indicated i step 10
caaBonfiamratiinefdbR aalig nade) oL HEIOR THES (8 %8%%‘8% e
p%gégggg n@meﬁhgwim&@r&gﬁdfmtmgmtlmE@nmﬁﬁmri’e X.
is way, multjple locks q@n multiple g er.
B O R A S e SR e 56 CRE e meiety
Fhaweied, out thy reskihdxtAcke disorieato Pialtire @ | A8k SERRAN o
Figh A ALRE ISP RIS B BeALIIR ckidsaguiestahstifid QLB witen lbek
atus Is'determined at steps 192B and 193B and, if no - the named
PPHEe, the identity of the enquiring machine is added at step
194B to (or forms) the queue of awaiting acquisition requests.

Altemﬁg%%ﬁcéfisﬂﬁ??@@évﬁ% iéc%&x%m%@gmﬁﬁﬂﬁﬁrée}smis free- the
corresponding reply is sent at step 197B. The waitin IHAg ZQin X
ARaeHirFlS %ﬁ'ﬁb‘?&“ﬁ@%ﬁé@ﬁ?&ﬁ SVials ro%%}l;%ég r%ﬁl%%% accordinaly
4 carrying out step 175E of Fig. 27. In addition to the yes response, the
ghered ale s, undalesl, at alse 9PEeihal reistatuaiof iberglobaly
AMed asset Is C anged to "locked". Fig. 30 shows the activity carried out
by machine X in response to a "release lock" request of Fig. 28. After
receiviigaireleasadadid reetesbebstepd20ier wrmehihel 25RGEHIBHAN,
and preferably, confirms that,the; maching seauestingeiaceleaslibedook is
fﬂ\ﬁtggcfeﬁ?émgﬁ%right o&rﬁér%%%e lock”, as indicated i%ste 202, Next, the
eldudnstnesisngbeofinireirist Steotas fAlif o 8RR 1Y

é’iIs'waiting to
aGHHEe thisdackesnashingimarkshistioelsasthmbwiibd vk SHaRed
table, as shown in step 207, and ' paianhult-
R B R o T e g B ETR
mmmmmmhgsmﬂ&ﬂnwwwﬁ%%ﬁ%ra%ﬁ
200RH3R20 RE THAMAA0NIA0A5BA keraptivedyisityes nthiabisjaoh s
machines_are waiting to acquijre thjs . machi t T
ReiAEBLIRSEFBIHE e ql?énﬁe}g%%a%%?r?%ﬁ%%ﬁ
apghthenssandimecbarfitmatiory oftisek n s tiee RIRBENMH L MTe
??tﬂ éplégﬁgﬁ%%agn%gagﬁgbﬁgmoves the new lock owner from the

ueo aiting machines, as indicated in step 206. Turning now to
Figs. 31-33, two laptop computers 101 and 102 are illustrated. L
So, taking advantage of the DRT, the application code is modified as it 18

Joaded into the machine by changing the synchronization routine. The changes made
(highlighted in bold) are the initial instructions and ending instructions that the
synchronization routine eXecuies. These added instructions act to additionally

perform synchronization across all other machines in the distributed environment,
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The computers 101 and 102 are not necessarily identical and indeed, one
can be an IBM or IBM-clone and the other can be an APPLE computer.
The computers 101 and 102 have two screens 105, 115 two keyboards
wo00eskb&hut a single mouse 107. The 10 two machines s iHBsan8sz0
interconnected by a means of a single coaxial cable or twisted pair cable
314. Two simple application %@ﬂ@\gpﬂﬁ@d@k@g Sachredsthe
g iﬁ%&eqw%,%6f§{h%§%%§r§rggsﬁng modified as thegflufre being
ploatiadomeididesibed above. In this embodiment the first application is a
simple calculator program and results in 15 the image of a calculator 108
being displayed on the sereen. 40 6eRNd NAGFAMiS 3PraRhiss
proggr)g Wﬂl%ﬁe élﬁgf}lse ool?r#o oel?%%? §F§cks logﬁv{\%hich are of&%iffe%%g
oot ideatifew fichhin ovkicalodae rearasARHRT 3’?@%?&?18%?]%&0 .
o’ﬁjggﬁi,na tefedfadinge t&gebpﬁ%ﬁl@s}sodj&ﬂrl]ayadm ﬂﬂ?;ereweﬁ@ﬁmabh
application gperates independently. so tha HOQBLE pm
RGO HE"SErEeR Ef)g%v%?s? liel é?a\?vn lc?ﬁ_the ca culeitor%ﬁo% can
Thigs selgcted DRITcthewnpus & O clogrisstpihmal Hpkt RS LI B &% tor
dgichiagadliion sy mulinliealan) wadnattie caltajalosnjs dispinysithe
result. The mouse 107 can bﬁ used to "egrab" the, box-310.andimayg Same
seneheonight andrsdichae e f SR ORTRdI SeTeen 115 S0 as to arrive
hutoe sifustion Mustiatabe #hrini Figeldeniptihistdrangement, the calculator
application is being conducted on machine 101 whilst the graphics
application resulting in display of box 310 is being. conducted on machine
0D, L TWBI: S EH R PSSR SO S0y HEane B o
QUSerifftgy, dragnthe eathulatmintl tahié tighlaslseen o g oBpcddas
to have a part of the 30 calculator 108 displayediby gaghiaiHiessagas
ﬂ"ﬁ?ﬁiﬂ%‘?ﬁ%ﬁ/f tﬁg ggaﬁglﬁé%% ‘ggﬂ%ra ged by means, of th(%nﬁgfe
B0Rehetifehsberrishorgimizh hinpbirE et Ha WEPEOEE o302
PGTANARRIAR0580:033k is parsialislisplalydpehnmartnobhwiscrediias
105, 115 ag indicated Fig, 33. In thi nfiguration: Radhalthe calewalor
GisEratRIRS é’ﬁagccp%%%%n%}é egr{er%ogﬁglﬁlg %Lg()uclﬁand é)art on m chine 102
whilstpare of this ghigshieas Apaliweeid i3 ENsy eRRE PO AT th A"
%S’dliﬁ%ﬂ' H{e%?ﬁmqmetﬁéssﬁggi@ﬂtwb}gicmﬁeh&ﬂﬁeq@&f‘&m mqré@dih@d
escribes only some emhodiments.of the prese 190,80 ire th
By R4 RS migﬁérl%ﬁfﬂg;% % ﬁ?ﬂ%ﬁ in ﬂ?g‘g}aﬂ%%g{eﬁlmade thereto
with Oy imaepartingphjernat rysbopdzed thdpraxshithvention. For example,

referenpe 00 A Blldeboll hadAWAIRRasRINHSISBAATA tis
pIqtforr_n and architecture. Those skilled in tqje ?ﬁ ogra O%Lreﬁi%”éﬁeg&'&?ﬁn
ahiase(naogHEnBRRHRGRAT SHRE It THERUEHNST8/5re herted into an
qistingesoda arinsiiuctiomisettp foodiyspimdy thsagistingiedtieise be
instruction set may.well ir ther, ficalion (@ekdly dedNdmaREng
&ngajﬁgé}ﬁ& s u%ltignsgs%%léf t%g%gofgfgg sgt%inchip A attﬁgutes mark u
angthtdiveereiringshe dpgkron all other machines in a & cuiTent machine.

Only once this machine has successfully confirmed that no other machine has

t1on
curtently synchronized this object, and this machine has correspondingly

synchronized locally, can the execution of the original synchronized code-block
begin..
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Similarly, in the JAVA language memory locations include, for example,
both 15 fields and array types. The above description deals with fields
and the changes required for array types are essentially the same mutatis
whniandisAlso the present invention is equally applicabde tostimdanosse
programming Ianguages (including procedural, declarative and object

orien ' latfare? anehaehieetiy
(VISU égasm |sua é};('{/ﬁ’é']ﬂi g%?%bﬁ%%%\l C/Ce, ZOOCt: BOL ’

sBABIGst: thihebinsovismchioRedeRi JRIRSIPTF RSP IR L S RiRa
sy MArinitialisatini roatinguis maitities, iscbaBIdapantiisrassumptiohhat
either the run time system (sa AVGA LW{ME

IR PESSER :9' 9}/ % the gpgr%ﬁnahg/%%ﬁng{tﬁ%}@év& ten in C

mcasmﬁmmmmmamm@) vhekenphEMrdIen lﬂﬂﬂlﬁf) WHISE '{‘h‘éa?A
e sl e LINU o HOTSPO gt Hgh
uframended and instead amengd the or routi
oS TMAEBAA ?ﬁ?ﬁﬁﬁgﬁt%ﬁ%u it soNtlt{:élnfwi:fl h:kgot?lgsct%r%t;s%@l MMftl‘l)tr&g]ady
pm«mymmﬂn e A4 mithediSwtinricbuting ﬁaﬁatl%%%dt% FrETaertsons:
SREAes SuGh.an.; @g{arag@gbemrmeeéﬁfmg initialiationciaminekistivbef
un erstood to inclu Wlthln its Cqé)‘%‘f?%hthe 3%3{&}“A| &gl galég&xﬂy
sw&ehm@%ﬁ%%@ﬁ%%%%b”ﬁ%ﬁi& CiRtialisation ro tlne 5WO
2005/03026 RCDHIURC0516858Tamd e rigiy epdabiPSPRYPEbHS
Jiaaments woigh callariiatos he-d6Y frinkialisaion souioerijading
a

Svementioned embodiment in which the code of eiJ VA fmalisatiion
“orledeclroehs) FRaFREoE inBertie Y BSuEF T SRR AR S Stion that either
the run time 5 system (say, JAVA HOTSPOT VIRTUAL MACHINE written

inC a rﬁ‘gpgjfvlﬁ)e%me op%rat'n%@xgﬁge&wéﬁéémew GafiEe Whloh

Asse fOr examp of each machine MI"...Mn will cal thF ﬂA{ Aose
finsishtionvprelitideck firs 1[§@§§‘|5BT€1$@ RYRGRrIREed A AR RifAR S A

yhamendedansdnstaadamenddheckibblX onHRESRQT thisutivierhieh
calls the JAVA fma, sat on ro 0 ] S$tisRetde 10
HE%@{@BIS?H erfihds e %l [l]e 0? &'ﬂ@ﬁf&ﬂ%ﬁt%ﬁ %&I‘téy (3"{:‘ ctl@

satlon routine Is not called. In order t

exlrainlstebtasing mmgammtqmlkéwr mealigiont SBis e F8ber
pndarstoacito incgs withinids oscopsrbgihdie wmcsmmxsmmmunm

and the "combinatio e AV inalisation routin XRr
ﬁ@?@ﬁ@ﬁ“@ﬁﬁ@ﬁggp?féﬁ ] Ak{’ o |rrl1]ftn§t the ?K@ﬁﬁgﬁﬁgﬂ%f)n(
ﬂ@ugre@) mqmmwémm@nmd fem@@mm@nmﬁlﬂnﬁcﬁsﬂ% BodEerine @

JAV yoehronizatian rovtiRdsimadiigsdsbeegduppnihetiaastmeption

fat eltﬁer the run_time system (s I{]AVA HOT. PO& VIRTEJ@EIg
RAARCHITQ L wraeR AT acgir R UPRS }é? RESEEN Y SYatern (LINUX written
in C ang A@m@ b)&ﬁrﬁ.nfa)geemﬂmlaj{@f ércippiiradinmeoNs. isvmedified ciniaffy
ilq%%# e IOCk R f %Mﬁ hine {3RY:- MR 2&16@@ %ﬂ%@ﬁhﬁra

ines ( Itis pOSSIb|e to leave the JAVA onlzatlon

fegtiménariarneir @ﬁeén i S SRALinh eI N U‘}W)‘fc%lls

made (highlighted in bold) are the initial instructions that the synchronization routine

exeeutes. These added instructions check if this lock has already been acquired by
another machine. If this lock has not been acquired by another machine, then the
DRT of this machine notifies all other machines that this machine has acquired the
Jock, and thereby stopping the other machines from executing synchronization

routines for this lock.
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routine which acquires the lock locally, so that it correspondingly acquires
the lock on all other machines as well. In order to embrace such an
arrangement the term "synchronization routine" is to be understood to

wichaslesvhin its scope both the 25 JAVA synchronizatiarcmostirvesangdhe
"combination” of the JAVA synchronization routine and the LINUX or
HOTSPOT code fragments which perform lock acquisition and release.
The terms object and class used herein are derived from the JAVA

envirshmBR{a P e Htehadacky LS QLG MAPRSE S e R om
eglifferent 30 environments such as dynamically linked libraries (DLL), or
object code pack r ti ' DhOGRLIORT: BVl
12005?f6§§?§%$?§%2%%‘é%@(%%ﬁ 1iﬁ(iaﬁ%‘i;a%%?nq'}'%omp.risin iy %an itsbR;
copsuitnratie ansaiipRitnarasaisEdib etk 18 eﬂé@a‘ﬁfrﬁ’fﬂé”iﬁ‘lﬂ?& & &hse of
pat}%\!;im' ‘Qbciaeh ISR @%&f&iﬂﬂiﬂiﬂcﬁﬁﬁiﬂ aivil sibogerchatbonsistitapenly
of'. Copyright.Notice 5 This patent spe ificagi [ ialwhigh is
O OB P B BB ay CarE S
rapipkcakitpinagvaly-objection to the reproduction of this patent specification
01 relgiedmaterials framsmaublicly gydilableaRssaciaiediRaiRT Qfficdiles
for the purposes of review, hut otherwise reseryes '
RO AT IR SRS B ne oot SERMRAR wole o
dntodfQie parmgpiEngvithduntherdpdcifidisai s FpPRsHIe AT EH pOHGht
tg\{ivﬂ)%f{ LIV 200P 3 0BRRE ExEA 44 QR AR i ex retiAe Dhehis

1
ollowing are program listings in the JAVA language: Al. This fir Lpt
1555578 SHb I O BRSO B TR G (o o

rou
mHCERdbfiRdsiapusitatin instuctibiorootibley 8) Hietpiptanidin fles of
rgég%i'cea“%”Sméﬁ%%%&ﬁ}ﬂ;?ﬂagf{ﬂ&o%vﬁe%@ﬁgrl&ﬁ,e@eﬁ H:Byiagane of
a‘given %ﬁg—:'?ho in'a // given'classfile. int code length =
oot e e _length; int DRT = 99; // Location of the

CON§TANT_Methodref_info for the DRT.alert() method. for (irt i=0;

i<code length; i+:n){ if ((Codell ... 179)( tig dNStELGtiONof
Syste?ﬁ%%%;y/tg&%c&g’%?%%,%%ad%?f??é? égoglé%‘_giéesgﬁr%gl%)); C degarsf) .
{oylepisaion Irvskesiatie irdridioRRdr B /MBrePAfertmetiod™ ©

machines in many alternative ways, for example:

1. corresponding to the exit to a synchronization routine, the DRT individually
notifies each other machine that it no longer owns the lock. Alternatively,

2. corresponding to the exit to a synchronization routine, the DRT updates the
record for this locked asset or object in the shared table(s) of records such that this

machirne is no longer recorded as owning this lock.

Still further, the DRT can queué machines needing to acquire a locked object
in multiple alternative ways, for example:
L. corresponding to the eniry to a synchronization routine, the DRT notifies the
present owner of the locked object that a specific machine would like to acquire the
lock upon release by the current owning machine. The specified machine, if there are
no other waiting machines, then stores a record of the specified machine’s interest in a

table, which, following the exit of the synchronization routine of the locked object,
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code[i+4) _ (byt_e) ((DRT >>> 8) & Oxff); code[i+5] = (byte) (DRT & Oxff);
} } END A2. This second excerpt is part of the DRT.alerto method. This is
;the podygf the DRT.alerto method when it is called. // START public
wolalignmidgalertO{ { synchronized (ALERT-LOCK) ALERE10¢H4raiixd);
/I Alerts a waiting DRT thread in the background. }} END A3. This thgi?él)’

excerpt is part of the DRT Sending. Thi howsHieRRT in
ﬂﬁ%&%ﬁ?ﬁ?&@& igélfﬁgr .ng%at I%]Octl |§3q1§5%%%§égt%%@/§% e& h%ir%ss thee@lB
extetinglts S8 TARTaMOltiiES®Bocket ms = DRT.getMulticastSocket() The

TS o e OB oot -

PO V55 BEAOLBEONBIP EI IS () o e M0 voul

lﬂROd!f?ﬁqﬁ%asﬁegM&ecmmm (tmyiRiE RIRghiSeorERY tREhENE i {Rpat

m(%%j:%.g i%ﬁrﬁ? r%%é )é%%&%ﬁﬁmﬁ s dicleH s Ryien Hialds Waithis locked
IR ynchronized (ALERT, LOOK)I .

ohipgripds et SRy, 2B R BSRT F@&&?&ﬂﬁaﬂﬁb“%r ez shiber ApReRGa 1o

dheallet bytellhdonaw hytel HadineTagntialdo geaBsralininmked Shids

otrhglte%arg\?e ﬁgfo?vr&lfgrépqhé/ %ﬂﬁest from M6 to the first waiting, or any other

machine waiting, machine which then, in turn, records machine M6 in their table of

records,

3. corresponding to the entry to a synchronization routine, the DRT records itself

in a shared table(s) of records (for example, a table stored in a shared database

accessible by all machines, or multiple separate tables which are substantially

similar).

Still further, fhe DRT can notify other machines queued to acquire this lock
corresponding to the exit of a synchronization routine by this machine in the
following alternative ways, for example:

1. corresponding to the exitof a synchronization routine, the DRT notifies one of
the awaiting machines (for example, this first machine in the queuve of waiting
machines) that the lock is released,

2. corresponding to the exitof a synchronization routine, the DRT notifies one of
the awaiting machines (for example, the first machine in the queue of waiting
machines) that the lock is released, and additionally, provides a copy of the entife
queue of machines (for example, the second machine and subsequent machines
awaiting for this lock). This way, the second machine inherits the list of waiting
machines from the first machine, and thereby ensures the continuity of the queue of
waiting machines as each machine in turn down the list acquires and subsequently

releases the lock.
During the abovementioned scrutiny, “monitor enter” and “monitor exit”

instructions (or methods) are initially looked for and, when found, a modifying code is

inserted so as to give rise to a modified synchronization routine. This modified
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of the field from 1 /the modified class in a buffer. DatagramPacket or =
new DatagramPacket(b, 0, b.length); ms.send(dp); // Send the buffer out
across the network. } END A4. The fourth excerpt is part of the DRT

WS SRMIPg.d his is a fragment of code to receive a DRT sgif;gigthOvREdhne
network. // START Multicastsocket ms = DRT.getMulticastSocket(); The

multicast socket used by th T for _com leation, ggg;@@g%ﬁe
TRjae ﬁ%%‘ﬁ%@&rﬁﬁﬁgﬁgé?ﬁﬁeevﬁ%eﬁ 50.%5: @%%r%rﬁg%ag =33 Thistis
sibéifioaine tag" badive metwbsk forHsoReld. AeRRE|(Ps provides further

. cpdl%%ql(_llass.getDecIaredFieId("myFieIdI"); Stores the field from // the
modi |9d class. In this example, the field is a byte field. while
(DRT.isRunning)[ ms.receive(dp); // Receive the previously sent buffer
from thg. neBlok.a pydRriddeendp! getdtefo (B9 wethie AR heck the
s”ac’%%t?%?%@?ﬁgﬂerf 'lga'e%ﬁﬁt_%{‘ﬁﬂw be DDy Vrite dhendaluefeamdastaetwork
Bléc et in onth_e ield location in memory. 39 WO 2005/10392d6
RETHAEROOBIETSED SERTA S H LTI eREEHT ECHREX AR p?@e(étﬁ%ﬁsc ation
hefareimadifaatinn hasancun eagddtetibosk woidhedtraifesiner ivndo iload_|

J putstatic #3 <Field int staticyal : _
SRR A AR AL g (o BRI (B2 6 puled 72

Where a synchronization routine is detected, it is modified, typically by
inserting further instructions into the routine. Alternatively, the modifying
instructions could be inserted prior to the routine. Once the modification has been
completed the loading procedure continues. The modifications preferably take the
form of an “acquire lock on all other machines” operation and a “release lock on all

other machines” modification as indicated at step 163B.

Fig. 27 illustrates a particular form of modification. Firstly, the structures,
assets or resources (in JAVA termed classes or objects eg 50A, 50X-50Y) to be
synchronized have already been allocated a name or tag which can be used globally
by all machines, as indicated by step 172B. This preferably happens when the classes
or objects are originally initialized. This is most conveniently done via a table
maintained by server machine X. This table also includes the synchronization status
of the class or object. In the preferred embodiment, this table also includes a queue
arrangement which stores the identities of machines which have requested use of this

asset.

As indicated in step 173B of Fig. 27, next an “acquire lock” request is sent to
machine X, after which, the sending machine awaits for confirmation of lock
acquisition as shown in step 174B. Thus, if the global name is already locked (ie the
corresponding asset is in use by another machine other than the machine proposing to
acquire the lock) then this means that the proposed synchronization routine of the
object or class shouid be paused until the object or ¢lass is unlocked by the current

OWwWner,
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AG. '_I'_he s_,ixth excerpt is the same example application in 5 after
modification has been performed. The modifications are highlighted in
bolq. Method void setValues(int, int) 0O iload | | putstatic #3 <Field int
wolalisNabie> 4 lde #4 <String "example"> 6 iconstO 7 inyokestaiisdbbsso
<Method void alert(java.lang.Object, int)> 10 aload 0 11 iload_2 12

putfie %#n%d:' ld int t'”?@ﬁ%&?@%ﬁtﬁ@@@ﬁﬁ@%%ﬁﬂoﬁr

invo ert(Java Iang Object, int)>. 2Q return AT

mkhgrsavesitls Sxeelst i e do iRt BEHRAPI KRkt Sétboﬂhcaf‘con used in
512%; tﬁsf ?&%a@&‘tgz ORI biRWatARgisH qrubliccipssidogeypration EHgred

ic field. public stati ¢ int ]t'atlcVaIH = Q5 Shareghigstance field. */
S%f:ﬁqﬁgﬁgﬁzaé O:eg ?l’ggl a?n% ie method that writes to memory

IC voId S es C staticV
|nstaﬁé%@§lﬂ@“6he}’%ﬁe\%52¥6 ﬁélﬁ%ﬁe ﬁ&t?%%%ﬁ%%% Ag The
n?al&{iﬁb exeapisethe shnoahcotbekofTarhitiad senisibiisgnadatpep 181B.
@%%tg”?‘%ted ! “m 'é?n& [ORAGAE %ﬁB%ﬁ%ﬁM@}H@témw&mMang :
port java.uti porféava net.*, import java.ig,*;

I8 anli Fl’{elmphé}ﬁ ST F’f%m’%nﬁ‘i}%?: TM?@%%S ta%?e aﬁts = new
HashtahigssseQbjpaidaaddiesdp peiBic Qitiert e faréaciedicagtin step
182B, the machine requesting release of a lock is made to lookup the “global name”
for this lock preceding a request being made to machine X. This way, multiple locks
on multiple machines can be acquired and released without interfering with one

another.

Fig. 29 shows the activity carried out by machine X in response to an “acquire

lock” enquiry (of Fig. 27). After receiving an “gequire lock™ request at step 191B, the
‘iock status is determined at steps 192B and 193B and, if no - the named resource is
not free, the identity of the enquiring machine is added at step 194B to (or forms) the
queue of awaiting acquisition requests. Alternatively, if the answer is yes - the named
resource is free- the corresponding reply is sent at step 197B. The waiting enquiring
machine is then able to execute the synchronization routine accordingly by carrying
out step 175B of Fig. 27. In addition to the yes response, the shared table is updaied
at step 1968 so that the status of the globally named asset is changed to “Jocked”.

Fig. 30 shows the activity carried out by machine X in response 10 a “release
lock” request of Fig. 28. After receiving a “release lock” request at step 201, machine
X optionally, and preferably, confirms that the machine requesting to release the lock
is indeed the current owner of the Eock;’, as indicated in step 202. Next, the queue
status is determined at step 203 and, if no-one is waiting to acquire this lock, machine
5 marks this lock as “unowned” in the shared table, as shown in step 207, and
optionaily sends a confirmation of release back to the requesting machine, as
indicated by step 208.  This enables the requesting machine to execute step 185B of
Fig. 28.
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[** Table of field ale_rts for this object. public boolean[] fieldAlerts = null; /**
Cons.tructor. */ public FieldAlert (Object O, int initialFieldCount){ reference
= o;UfleIdAIerts = new boolean]initialFieldCount]; /** Called when an
Wi icatkos; modifies a value. (Both objects and classes)stpaiblinsialie,
\(/OIId al)ert(Object o, int fieldID){ // Lock the alerts table. synchronized ‘
alerts){ FieldAlert alert = (FieldAlert) alerts. get(o) if (alert == Rulh{ I his
opjecﬁéﬁ?ﬂt}vﬁgeﬁﬁ?éﬁ alveady, I%(%énéa %%%%%?b%@%ﬁ% ir(m%%v”
e J§ nt{aksi el Dok 29 noaterafsad by SlepgximeRiD R uppe, as
SE%@E%%%%@%@% {ﬂé%etﬁam%ﬁ}ﬁi@t&h@m@dmyquﬁﬁiﬂﬁwﬂl@qﬂdﬂm
| ;. System. arrayco lert.fieldAlerts
SN R 1 BT RSN EFE 2 b T RES raH e o e AR of
v&mgmm&_asﬁiﬂmmﬁmtsw;ZWﬁMark as pending. Fieldsend.pending =
true; S!gnal that there is one or more propagations waiting. Finally, notify
1t:hle w@@mwmgstnmm(@o ifaffiglatSemttwaiting)] F2kiséhiesimtadng =
felsei aerisiptivald 41 Q. 200HNR0RA T Gl AURAOSIO0A%60w) AS.
excerpt is the source-code of FieldSend, which pr%pag tes
IO RS e sl htertis e FIOATRIGRCPRBBHE; aVEE FEHEPASFA LA

18 BNGo 88G1 105, 115 two keyboards 106, 116 but a single mouse 107. The
two machines 101, 102 are interconnected by a means of a single coaxial cable or

twisted pair cable 314.

Two simple application programs are downtoaded onto each of the machines
101, 102, the programs being modified as they are being loaded as described above.
In this embodiment the first application is a simple calculator program and results in
the image of a calculator 108 being displayed on the screen 105. The second program
is a graphics program which displays four colouted blocks 109 which are of different
colours and which move about at random within a rectangular box 310. Again, after
Joading, the box 310 is displayed on the screen 105, Each application operates
independently so that the blocks 109 are in random motion on the screen 105 whilst
numerals within the calculator 108 can be selected (with the mouse 107) together with
a mathematical operator (such as addition or multiplication) so that the calculator 108
displays the result.

The mouse 107 can be used to “grab” the box 310 and move same to the right
across the screen 105 and onto the screen 115 so as to arrive at the situation illustrated
in Fig. 32. In this arrangement, the calculator application is being conducted on
machine 101 whilst the sraphics application resulting in display of box 3 10 is being

conducted on machine 102.

However, as iltustrated in Fig. 33, itis possible by means of the mouse 107 to
drag the calculator 108 to the right as seen in Fig. 32 so asto have a part of the
calculator 108 displayed by each of the screens 103, 115. Similarly, the box 310 can
be dragged by means of the mouse 107 to the left as seen in Fig. 32 so that the box
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?mportjava.util.*; import java.net.*; import java.io.*; public class FieldSend
implements R.un.nable{ [** protocol specific values. public final static int
CLC;SE public final static int NACK = 0; public final static int ACE 1;
wuhlig-digak static int PROPAGATE OBJECT = 10; publigdftnakstaticetinte
PROPAGATE_CLASS = 20; /** FieldAlert network values. */ public final

ST s URlR T e rcae S pidblauibab etk oveuR i

m@@gatmssemq@bsf@iﬁu&é@maﬁéﬂwlﬁi&ﬁ&AMO%ﬁ%Bﬁénb%)l 0}a0f e
%%@H@E}Kﬁlé ffer lagat Qﬁaﬁtﬁm(@@ﬂﬂeemagtﬁha&anmmd gs) thepublic

flnal statlc shtable o ectTOG W HashtableO ; /** Table of
TAEHAT 15 qggﬁpé‘fassrnlgr%agéec?c gggﬂ%?ﬁ% to- g@%baHD mapplngs) *

public final static Hashtable classNa eTooIobaI new ab *x
Pendihf: WW&%?%%%&?%S%?%@%PC% I B00 evgﬁ%%élr%gd ng; =
zf@tﬁﬁci%:\@/aiﬁﬂguﬁmdiethmmidmrm,tbméd(@éaﬁél@ﬁﬁﬁwoﬁh blic static
gsleanauaiing < false L ackaiingseafdispd, Rrapagatemalues

thread is alerted to their alteration. public vqid run Qéur
igyudendeh tesiii: remze R HIRY 4P %&mﬁnér%“’ﬁb‘e °
System.out.printin("FieldAlert_network_port="+ port) try{ // Create a
DatagfanSsulet intbenweropuigarst Relcbeans the ag afdaivapkiode
%}%&?ggé%%g%%é Bmsl\’%ﬁw& el ag umeRckatéRPibstruction set to modify same,

yName(group ext, create the ffe ck

B O BB DA HEl BTt T 512 o
RytesbpeigacketerBatagtaniPad ket itrimparabing: aiigutes, mark up
mﬁ%@ﬁ&@ﬁ@%k&%@ﬂ%‘?r 0, buffer.length); while (!Thread.interrupted()){

Similarly, in the JAVA language memory locations include, for example, both
fields and array types. The above description deals with fieids and the changes
required for array types are essentially the same mutatis mutandis. Also the present
invention is equally applicable to similar programming languages (including
procedural, declarative and object orientated) to JAVA including Micrsoft NET
platform and architecture (V isual Basic, Visual C/C™, and C#) FORTRAN, c/ICT,
COBOL, BASIC ete.

The abovementioned embodiment in which the code of the JAVA initialisation
routine is modified, is based upon the assumption that either the run time system (say,
JAVA HOTSPOT VIRTUAL MACHINE written in C and JAVA) or the operating
system (LINUX written in C and Assembler, for example) of each machine M1...Mn
will call the JAVA initialisation routine. It is possible to leave the JAVA initialisation
routine unamended and instead amend the LINUX or HOTSPOT routine which calls
the TAVA initialisation routine, so that if the object or class is already foaded, then the
JAVA initialisation routine is not called. In order to embrace such an arrangement the
term “initialisation routine” is to be understood to include within its scope both the

JAVA initialisation routine and the “combination” of the JAVA initialisation routine
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Object[] entries = null; // Lock the alerts table, synchronized
(FieldAlert.alerts){ 42 WO 2005/103926 PCT/AU2005/000580 // Await for
an alert to propagate something. while (Ipending){ waiting = true;
Wﬁ!mub!hlamlerts.wait O ; waiting = false; } pending = falseraniriesueosso
FieldAlert.alerts.entrySet().toArray(); // Clear alerts once we have copied

A5 PieldAeoRlarsy clepith Riacesipasnebiesialed mtum. for (nt

1= ;_|<¢ntr|es._fengt s 1++)( FleldgAIert alert = (FieldAlert) entries[i]; int
IipfepbigeE o l9aER§ramPacket. setLength(buffeE.Iength); %)bject re[f]érence =
null; if (alert.reference instanceof String)( // PROPAGATE CLASS field
operaﬁmmueﬁmpﬁm@eu}bﬂqm@t)i(x(m@ﬂmwrEf(é@dé%ﬁf?&iaé%xff);
Duftailindsutitd 5 HRUEL(RRORAGA T asGladBS: Harkihé Gxff time

s SR RACHE R f Ry e,
thasperatits wyagnaleiitBferdtionirit 4o daraniee. @ﬁ@fﬁ@?lsméfﬁ#dexﬂ 3
n%?x .e%hﬁf”.%%ﬁt%ﬁz%gjﬁ%%&ﬁﬁ{ﬂ%%ﬁﬁie? foxtedsiiangea 46) &

ffer[index++] = (byte) ((length >> B - _hyffer]; =
Y TROUF SOy BTEC SR G g B0 or Ot
Syste mharkayteopy(Dyies faluaffer rintex, se tgthy thineldscter [y h "PESe(

/| PROPAGA - fi : i
{f ERGRAGARE s OPIECLR) ARRIRI9N bullinpsertd el
an arrangement the ferm “finalisation routine™ is to be understood to include within its

scope both the JAVA finalisation routine and the “combination” of the JAVA
finalisation routine and the LINUX or HOTSPOT code fragments which call or
initiate the JAVA finalisation routine.

The abovementioned embodiment in which the code of the JAVA
synchronization routine is modified, is based upon the assumption that either the run
time system (say, JAVA HOTSPOT VIRTUAL MACHINE written in C and JAVA)
or the operating system (LINUX written in C and Assembler, for example) of each
machine M1...Mn will normally acquire the lock on the local machine (say M2) but
not on any other machines (M1, M3 ...Mn). It is possible to leave the JAVA
synchronization routine unamended and instead amend the LINUX or HOTSPOT
routine which acquires the lock locally, so that it correspondingly acquires the lock on
all other machines as well. In order to embrace such an arrangement the term
“synchronization routine” is to be understood to include within its scope both the
JAVA synchronization routine and the “combination” of the J AVA synchronization
routine and the LINUX or HOTSPOT code fragments which perform lock acquisition

and release.

The terms abject and class used herein are derived from the JAVA
environment and are intended to embrace similar terms derived from different
environments such as dynamically linked libraries (DLL), or object code packages, or

function unit or memory locations.
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buffer[index++] = (byte) (PROPAGATE_OBJECT >> 16) & Oxff);
buffer[index++] = (byte) (PROPAGATE_OBJECT >> 8) & Oxff);
buffer[index++] _ (byte) (PROPAGATE_OBJECT >> 0) & Oxff); int

wglabalids2d(Integer) objectTOGIloballD.get(alert.referencs)Jistsaium(rse
buffer[lndex++] = (byte) ((globaIID >> 24) & Oxff); buffer[index++] = (byte)
E)(gfl;) egl? %]g g ) a{i)djgéa < gggg,] ngﬁ Igglemmarama);&cbxff);

uffer ex++ te) ((globallD >> xff); reference =

e ) (el S I Fr
«sehleatiorityget.a table of fields that correspond to the field indexes used
internally. Field[] fields = null; if (reference == null){ fields =

&j@_}&%gmggoadmass((smng) alert.reference).getDeclaredFields O;

else{ fields = alert. reference. getClass O . getDeclaredFields O; } // Now

5 encoﬁﬁleﬁpﬁe g&%ﬁgﬁ cféﬂ Q#E/ Yol PaltRh f@ﬁ{lﬁﬁcﬁ@ copyright

j<ale s Jength; j++ (alert fieldAlert fg.ec M O%Que

pﬁummdwppﬁr{%}fé i 2R B g’% ? yte) ((j >>

13@)&(@%{%mffataﬁt@pzc&ﬁ@mc(byr@lé@pém@r&lm Pbb#ﬁé}’[aﬁ‘?éllék +]

%gg @%{é@gsg%@mT&k@wﬂp&mm@mmme 0;
pe ::

buffer[index++] =(byte . i
C@MF@@EI‘@”@EBQ%JF@aﬁ( elfrs Yarigys b}}gfg‘&ﬁ"&%@ 2 Eﬁe?‘?%&ﬁ
10 dulierlindentork miieidsiioniByiapsterdnta) Jeipdgit(eyer==
Short. TYPE){ short v = fields[j].getShort(reference);
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buffer[index++] (byte) ((v >> 8) & Oxff); buffer[index++] _ (byte) ((v >> .0)

& Oxff) }else if (type == Character.TYPE){ char v =

fields etChar(reference) buffer[index++] _ (byte) ((v >>8) & Oxff);

buft a%%m] = (byte) ((v >> 0) & Oxff); Jelse if (type == InteREFAVPE)fo0s8
int v = fields[j].getInt(reference); buffer[index++] = (byte) ((v >> 24) &

Oxff); buffer[index++] _ (byte) ((vamndf)r&OXxff); buffer[index++] = (byte)
((v >> 8) & Oxff); buffer(index++] = (byte) ((v >> 0) & Oxff); )else if (type

@fowrf’ %}{5 %@%ﬁﬁ@ég%’%% Bjts(; figldsljl. getFloat(reference));

ndex >24) & Oxff); buf er[in dex++] = (byte) ((v >>
16) & Oxff); buffer[lndex++] byte) ((v >> 8) & Oxff index++
(Byte) (VEST6Y &5 1§é1'§é%ﬁ‘ %éiﬁwﬂ@n % °§eg et b
fields(laetlangrefenahen)a hufferindexdction (byteid (V&) BahReDxff) the
buffi%% x++] = (byte) ((v >> 46) & Oxff); buffer[index++] = (byte) ((v >>
H %uffer[index++] = (byte) ((v >> 32) & Oxff); buffer[index++] =
(b tes)T (gv >> 24) & Oxff); buffer[index++] = (byte) ((v >> 16) & Oxff);

0N 4] yie) (e 818 O bufteriingens T yiehy 22 -
0) & Oxff); lelse if (type == Douhle. TYPE){ torgpyvozasstile.

nqu:%agoye%e;[oj_g&g@tst(rlf[ggJCQSmdgq@g&ple(reference)) buffer
|ndex++) = (byte) ((v >>56) & Oxff) buffer[index++] _ (byte) ((v >> 48) &
Oiff) PButférfindex++] = FHer e > SO R BRI Bt AindEx+ 4T ="Byte)
((v >> 32) & Oxff); 44 WO 2005/103926 PCT/AU2005/000580
bufferfintex®+]'=(BHEr(EF>>24)'& Oxff); buffer[index++] _ (byte) ((v >>

16) & OXffluecii] & oxgey == 179)( // Putstatic instruction.

o

System.arraycopy (cede, 1+3, code, i+6, code_length~{i+3)]:

code[i+3] = {(byte) 184; // Invokestatic instructiocn for the
// DRT.alert () method.
code{i+d] = (byte} {((DRT >>> 8) & Oxff);
code[1+51 = {(byte) (DRT & OxIf);
)
}
// END

A2.  This second excerpt is part of the DRT.alert() method. This is the body of the

DRT.alert() method when it is called.
// START
public static veoid alert(}{

gynchronized (ALERT LOCK) {

ALERT LOCK.notify(): // Alerts a waiting DRT thread in the backgrcund.

// END

A3, This third excerpt is part of the DRT Sending. This code fragment shows the

DRT in 2 separate thread, after being notified, sending the value across the network.

// BTART
MulticastSocket ms = DRT.getMulticastSocket(); // The multicast socket
// used by the DRT for

// communication.

byte nameTag = 33; // This is the "name tag" on the nestwork for this
// £ield.
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buffer[index++] = (byte) ((v >> 8) & Oxff); buffer[index++] _ (byte) ((v >>
0) & Oxff); )else( throw new AssertionError("Unsupported type."); } } Now
set the length of the datagrampacket. datagramPacket. setLength(index);
i ng)%’é’é'ﬁ%z'fhe packet. datagrampocket.send(datagramPackel)s J2teatetysso
(Exception e){ throw new AssertionError("Exception: + e.toStringO); }} }
A10. The tenth excerpt is the source-code of FieldReceive, which receives
propadafed chitetvaltEs Sert v FieidSent iniport java jang¥:Stopert
java.lang.reflect.*; import java.util.*; import java.net.*; importjavericie
public class FieldReceive implements Runnable{ /** Protocdl SFEEHE"
values. */ public final static int CLOSE _ -1; public final static int NACK =
0!/ pablie-firakstatic CACKEE, pullié findt Static int
PROPAGATE-BBIECT = 10; public final static int PROPAGATE-CLASS
= 2GytRieldAlerCPtwWorK values. */ public final static String group =
System.getProperty(:FieldAlert, network.Qroup"); s publie final static.int
port = Integer.parselnt(SystemgetRropery¢EieldAlert_network_port™));
/> Table of glpbal ID's for Jocal ohjects; (glohallD-to:hashcode mappings)
*/ public final static Hashtable globallDToObject = new Hashtableq); /**
Table of global ID's for local olassnames. (globalID-to-cIassrjérfaig‘geiiz
mappings) */ // walus

// of the

// field from

// the modified

// class in a
// buffer.

DatagramPacket dp = new DatagramPacket{n, 0, b.length};

ms.send{dpy; // Send the buffer out across the network.

}
// ERD

A4.  The fourth excerpt is part of the DRT receiving. This is a fragment of code to

receive 2 DRT sent alert over the network.

// START

MulticastSocket ms = DRT.getMulticastSocket(); // The multicast socket
// used by the DRT for
// communication.

DatagramPacket dp = new DatagramPacket{new byte[2], 0, 2):

byte nameTag = 33; // This is the "name tag™ on the nstwork for this
// field,
Field field = modifiedClass.getPeclaredfield("myFleldl™); // SBtores the

// field from
// the modified

// class.
// In this example, the field is a byte field.
while (DRT.isRunning}{
me.receive (dp}: // Receive the previously szent buffer from the network.
byte[}l b = dp.getbatal);
¥ {B[0] == nameTag){ // Check the nametags maltch.
field.setByte (null, b[1]); // Write the value from the network packet

// into the field location in memory.
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public final static Hashtable globallDToClassName = new Hashtable(); /**
Called when an application is to acquire a lock. public void run(){
System.out.printin("FieldAlert_network _group=" + group); 45 WO
2B85063¢6P8°PCT/AU2005/000580 PCT/AU2005/000580
System.out.printin("FieldAlert_network _Port=" + port); try{ // Create a
DatagramPocket to send propagated field values from MulticastSocket
multi¢&stSocket = new Multicastsocket(port);

mfklgtlcashsl % gé:gG ou%glnetAdl(%resshg&eé%X%lgfme% ﬁ%ﬁg# g/ lﬁ'a@%bcuxred.
Egtla et e uesﬁn RSIISSIONS er = new

by orki tof 512 bytes per packet. DatagramPacket

dat tg acket= new, DatagramPacket(buffer, 0, buffer.length); while
(ITh ﬁggdlrgerrupted()){ Make sure to reset length. datagramPacket.
setkepgfitbufer.length); // Receive the next available packet.
muliisagiSieeketrpeeive(galagraariacket); intindex = 0, length =
dataggamPacket.getLength O // Decode the command. int command =
(int) (((buffer[index++) & Oxff) << 24) | ((buffer[index++] & Oxff) << 16) (
(nuffer[Migex:th] Sd@fl)s<tke8pri brfferflndeptice}i&n@xFaftif (codfinatidntas
PREPAGAE BIEGT]ifitropagatchaidigtiohifobobbject fields. // Decode
glebkéidad viokiglsNallBsain((buffer[index++] & Oxff) << 24) (
(bfibrfhdex++] & Oxff) << 16) | ((buffer[index++] & Oxff) << 8) | (buffer
mdéM&@%&fﬁpwlmﬁtﬁéé@ﬁéeFesolve the object in question. Object
referédre=§sRgIrramBlect. get( new Integer(globallD)); Next, get the
arr?‘é?‘i%l@s for this ob@ct Field[] fields =

ref é%@‘@ﬁ@l‘é%@é%% doyard geseieer - BRRCHIES R ngth)(
}1 110ad__2
12 putfield #2 <Field int instanceValue>
15 aload_0
16 iconst_1

17 invokestatic #5 <Method void alert(java.lang.Object, int)>
20 retrn

A7.  The seventh excerpt is the sowrce-code of the example application used in
excerpt 5 and 6.

import java.lang.®;

public class example(

/** Shared static field. */
public static int staticvalue = 0;

/%% Zhared instance fieild. */
public int instanceValue = 07

/%% Example method that writes to memory (instance field). */
public veold setValues{int &, int b){

staticValue = a;

instanceValiue = b}

40



/I Decode the field id. int fieldID = (int) (((buffer[index++) & Oxff) << 24) (
((buffer(index++] & Oxff) << 16) 1 ((buffer[index++] & Oxff) cc 8) |
uff rlindex++] & Oxff)); // Determine value length based on
é Aty field type. Field field = fields[fieldID]; Class tyPeTAU2005/000580

field.getType(); if (type == Boolean.TYPE){ boolean v = (buffer[index++]
=xsl ? tiye sifalsed lgldisaiBaalraniratesentivkdelsridh (e fe
ByigEiE)hubyiasr r budfeigindexhaliodicidisetByte(reference, v); )else if
(type=c= 8hortsBYPE){ short v = (short) (((buffer[index++] & Oxff) cc 8) 46
Vﬁ?@@ﬁogﬁiﬁ PCT/AU2005/000580 (buffer[index++] & Oxff));
flehdoset%@rt(meference Vv); lelse if (type == Character. TYPE)[ char v =
(ERE Y (Ebtifel[idEX3=] & Oxff) <C B) | (buffer(index++] & OXxff));
field;setchas(reference, v); lelse if (type == Integer. TYPE){ int v = (int)
((buaffetihdedet+) &EOX i} ©£24y Batfer[iRtleXF -8B << 16)
((buffer[ndext+]& OxHy << 8) | (buffer[index++] & Ox"_f));
fieldesetlnt(feferencée g cyetsevf(type == Float. TYPE)[ int v = (int)
(((buffer[index++] & Oxff) <C 24) | ((buffer[index++] & Oxff) << 16) |
((buffer|mdex++] n&e@:xﬁ% ofbufferfirdex-++} & Oxff));
fieldSetEfo St freferénte  BFYS At InTBIE TOFloat(v)); Jelse if (type =
Long+FYREN-ang:v =/(long) (((buffer[index++] & Oxff) CC 56)
((buﬁ@bﬁdé&@mj&’@%ﬁ?‘”@é aG)J_nt initialFieldCount)

ence
fieldAlerts = new boolean[initialFieldCount];

}

/** ralled when an application modifies a valus. {Both cbiescts and
classes) */
public static void alert(Object o, int fieldID){

// Lock the alerts table.
synchronized (alerts) |

Fieldhlert alert = (Fleldhlert) alexts.get(oc);s

if {alert == nullj}{ // fThis cbiect hasn't been alerted already,
// so add to alerts table.
alert = new FieldAlertlo, fieldID + 1);
alerts.putic, alert);
}

if {fieldID »>= alert.fieldndlerts.length){
// Ok, enlarge fieldRAlerts array.
boclean] b = new boolean[fieldID+1};
System.arxaycopy{alert.fieldﬂlarts, 0, b, 0,
alert.fieldhlerts.lengthj;
alert.fieldhlerts = b;
¥

// Record the alert.
alert. fieldhlerts{fieldID] = true; .

// Mark as pending.
FieldSend.pending = true; // Signal that thers 1s one or more
// propagations waiting.

// FTinally, notify the waiting FleldBend thread(s)
if {FieldSend.waiting)}{

FieldBSend.waiting = false;

alerts.notify(};

}
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((buffer[index++j & Oxff) <C 40) ((buffer[index++] & Oxff) CC 32) 1
((buffer[index++] & Oxff) <C 24) 1 ((buffer[index++] & Oxff) CC 16) 1
((buffer[index++j & Oxff) <C 8) | (buffer[index++] & Oxff));
whelgdsaliseng(reference, v); }else if (type == Double. TY R Aen@a/ososso
(long) ((_(buffer[index++] & Oxff) <C 56) 1 ((buffer[index++] & Oxff) C< 48)
}((buﬁer[!ndex++1 & Oxff) << 40) | ((buffer[index++] & Oxff) <C 32) 1
((buffer[index++] & Oxff) <C 24) | ((buffer[index++1 & Oxff) << 16) |
((buffer[index++] & Oxff) << 8) index++] & Oxff)); . (buffer
Afeld. SEtDuub|spemrisiEes BRI (BT DS OIS ER P
‘ifﬁ]éw P}§§%§i‘ﬂ@)ﬁ§'ﬁ?@r‘€@?ﬂ§ﬁpported type."); }} lelse if (command ==
lﬁ%@@é@éﬁ_@%&&{ Propagate an update to class fields. Decode the
ierit?ngYQ?%Zﬁt;ffameLength = (int) (((buffer[index++] & Oxff) <C 24) 1
Hkuigtiadexs+] & Oxff) <C 16) | ((bufferfindex++] & Oxff) CC 8) |
pufferlindexc-1 QX1 S{ina.aIme, = new String(buffer, index.

A gth); index += namelLength; // Next, get the array of fields for
th.|§tlliaﬁsﬁeﬁ@ﬁﬁ@l@ﬁ%ﬁ@glgﬁquer.I_oadCIass(name).getDecIaredFieIds
Q, g@dggll@@ig%&:dﬁ&@id&mlu%d in this propagation packet. while
(indeld< fen fﬁ){jﬂ%ﬁ%&%ge@ﬂwim fieldID = (int) (((buffer[index++]
& BIRINE<E24) - {butfer [incexsre] &@xH) 2C 16)

/*% FieldAlert nstwork values. */
publiic final static String group =
System.getPrcperty("FieldAlezt_network_group“);

public final static int port =
Integer.parseznt(System.getProperty("Fieldﬁlext_netwark~port"));

/%% Table of glchbal ID's for iogal objects. {hashcode—to~globallD
mappings} */
public final static Hashtable objectToGlobalID = new Hashtable(};

/** Tapble of global ID's fox local classnames. {(classname-to-globalll
mappings) */
public final static Hashtable classNameToGloballD = new Hashtable()};

/*%* pending. True if a propagation is pending. */
public static boolean pending = false;

/%% Waiting. True if the FieldSend thread(s) are waiting. */
public static boolean waiting = false;

/** Background send thread. Propagates values as this thread is alerted
to their alterationm. */
public wold run(){

System.out.println(“FieldAl@rthetwork_grcup=" + group}:
System.out.println("FieldAlart_network_port=" + port);

tryi
// Create a DatagramSocket to send propagatsd field values.
DatagramSocket datagramBockelt =
new DatagramSocket (poxt, Inethddress.getByName (group)
// Wext, create the buffer and packet for all transmissions.
bytel] buffer = new byte[512]; // Working limit of 512 bytes
// per packet.

patagramPacket datagramFacket =
new DatagramPacket (buffer, 0, buffer.length);

while (1Thread.interrupted(}}
object [l entries = null;

// Lock the alerts table.
synchronized (Fieldalert.alerts)d

42



47 WO 2005/103926 PCT/AU2005/000580 | ((buffer[index++] & Oxff) <<
8) ( (buffer[index++] & Oxff)); Determine field type to determine value
length. Field field = fields][fieldID]; Class type = field.getType(F; if (type

wo2Boaean. TYPE){ boolean v = (buffer(index++] _= 1 ? tusaralgayosso
field.setBooiean(null, v); }else if (type == Byte. TYPE){ byte v =
buffer[index++); field.setByte(null, v); )else if (type == Short. TYPE)] short
v = (short) (((buffesiindex-+|EeOx#) reByathufferfiidex++] & Oxff));
field.setShort(ﬁt@@i\ﬁﬁgéiéﬁﬂfé{type == Character.TYPE){ char v = (char)
(((buffer[index-+-j: 8 @xéfy =B} s (bufferfindex++] & Oxff));
field.setChar(nuifz¥y; Felséittype == Integer. TYPE){ int v = (int)
(((buffer[index++] & Oxff) c< 24) ((buffer[index++] & Oxff) << 16) (
((buffer[index3FFROXIFT <L’ 8) (buffer[index++] & Oxff)); field.setInt(null,
V); )else if (typets=dloat-L¥RE&}. inear= (inty{¢oufferfimdex++] & Oxff) cc
24) ( ((bufferfipdgxs+] &,0x10).5<,. 16, bylierliadex++] & Oxff) << 8) (
(buffer[index+rt b &) yi1 ligdel.csetFloat(null, Float. intBitsToFloat(v));
lelse if (typ}e == Long.TYPE){ long v = (long) (((buffer[index++] & Oxff) <<
56) ((buffer[index++] & Oxff) << 48) 1 ((buffer[index++] & Oxff) << 40) (
((buffer[indgyFir8 Q5N £2132), t {ihufferfifidex++] & Oxff) cc 24) 1
((buffer[index++] & Oxff) << 16)

FleldAlert alert = (FieldRlert) entries[il;

int index = 0
datagram?acket.setbength(buffer.1ength};

Object reference = pull;
if (alert.reference instanceof String){
// PROPAGATE_CILASS field operation.

{byte) {[PROPAGATE CLASS >> 24) & 0xEf);
(byte) ({PROPAGATE_CLASS >> 16) & Oxff) 7
(byte) ((PROPRGATE CLASS >> 8} & Ox£E) ¢
{byte) ((PROPAGATE_CLAES >> 0) & Ox£fy) s

buffer[indext+t]
bufferiindext+]
buffer[index++]
buffer|[index++]

N oR K

8tring name = (Stzing) alert.refsrence;

int length = name,.length(}:

buffer{index++] (byte) ((length >> 24) & Oxff});
buffer[indext+] {byte) {{length >> 16) & OxEEY 2
buffer[index++] {byte) {({length >> B} & Oxff);
buffer{index++i {byte) {(length >> 0) & Oxff);

[ I

bytefll bytes = name.getBytes{);
System.arzaycopy (bytes, 0, buffer, index, length};
index += length:s

lelsel // PROPAGRTE_OBJECT field operation.

buffer[index++] =

{byte) ({PROBAGATE OBJECT >> 24) & 0xff);
buffer [index++] =

{byte} ((PROPAGATE_CBJIECT >> 16y & Oxf£f};
pufferindex++] = (byte} ({PROPAGATE_OBJECT >> 8) & O=xff};
buffer[index++] = (byte) ((PROPAGATE_OBJECT >> 8) & Gxffy:

int globallb = (({Integer)
objectTcGlobalID.get(alart.reference)}.intValue();

bufferiindex++l = (byte) {{globaliD >> 24) & OxEfy;
pufferiindex++] = (byte} ({glcballD >> 16) & CxEL};
puffer[index++] = (byte) {{globallID >> B) & OxEf);

buffer[index++] {byte) ({globalID >> 0} & Oxff);

i

reference = alert.referance;
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1 ((buffer[index++j & Oxff) << 8) | (buffer[index++j & Oxff));
field.setLOng(null, v); )else if (type == Double.TYPE)( long v = (long)
((buffer[index++] & Oxff) cc 56) ((buffer[index++] & Oxff) << 48) |
wtbufanisgex++] & Oxff) <C 40) ((buffer[index++] & OxfBRAB2)05/00058¢
((buffer[index++] & Oxff) << 24) ( ((buffer[index++] & Oxff) << 16) |
((buffer[indext+}& Q) ge-8)cd daufteehindexs ] S@xHy}; correspend to
field.setDoubgéig?gﬁilj,fg%@g@%gm&%éﬁﬁ%ﬁﬁi@(v)); )else{ // Unsupported
field type. throw @gwxéqaﬁemomﬁr}or("unsupported type."); }} }catch
(Exception e){ tWﬂMﬁ%@éﬂ?ﬁ%@ggﬂzgﬁg@ﬁ "+ e.toString()); 148
WO 2005/103926 PETIAGZ005/000580 1 All. FieldLoader.java This
excerpt is the soliréescodé=of Fiéfdtradet-CWirdh- ATGHfES BR apiication
asitis being}loaded. import java.lang.*; import java.io.*; import
java.net.*; publidetassEreldLbader el IRILE S8t @ater{ public
FieldLoader(URL{] trg){ sdper(u r‘|§3§%§gé‘%é§eer‘5 %iaj’sgs%?ndCIass(String
name) throws Gﬁaﬁﬁlﬁéﬁﬁ@%éﬁdﬁ{féﬁé%ile of = null; try{
BufferedInputStream I = new BufferedinputStream(findResource(

name.replace(. Y eORe glas ey P EAsIe N Q)orss,
f

bufferi{index++] = (byte) 1 o>> BY & Ooxff);
buffer[index++] = (byte} {{J >> 0) & Oxffy;
// Encode walue.
Class type = fields[j].getTypel();
if (type == Boclean.TYPE}{
buffer[indext+] ={bvie)
(fields i) .getBoolean (reference}? 1 : 0);
}else if (type == Byte.TYPE){
buffer[index++} = fields[d].getByte(reference);
lelse if {type == Short.TYPE}{
short v = fields[j].getshort(reference);
buffer[index++] = (byte} ({v >> B) & 0xff):
puffer[index++] = (byte) {{v >>.0) & Oxff);
jelse if (type == Character.TYPH){
char v = fields[j].getChar(reference);
bufferindex++] = (byte) ({v >> 8} & OxEL} ;
bufferiindex++l = (byte} ({v >> 0) & OxEf);
jelse if (type == Integer.TYPE){
int v = fields[il.getInt{refaerence};
puffer[index++] {byte) ({v >>» 24) & O0=ff);
buffer[index++] {(byte) ({v >> 16) & OxEff);
pufferindex++] {bytal ({v >> 8) & OxEEY;
puffer{index++] (byte) ((v >> 0) & 0xfL);
telse if {type == Floal.TYPE){
int v = Float,floatToIntBits(
fields[ﬁ].get?loat(reference)};
buffer{indext+] (byte) ({v >> 24) & OxEEf);
bufferindext+] {pyte) (({v >> 18} & Oxff};
buffer|index++] {byte} {({v >> 8) & 0xff):
bufferiindext+t] {byte) {{v >> 0} & Oxff);
yelse if (type == Long TYEE){
long v o= fields[d].getLong (reference);
buffer[index++} = (byte) ((v >> 56} & OxEf) ;

Eouon

T 8% 0

buffer[index++] = (byte} ((v >> 48) & Oxff};
buffer[indeztt+] = {(byte) {{v >> 40} & 0xtE);
buffer[index++] = {(byte) {{v »> 32) & O0xff);
buffer|index++] = (byte) {(v >> 24) & OxEfy;
buffer(index++] = (byte) ((v >> 18&) & Oxff);
bufferiindex++] = (byte} ((v >> 8) & Oxff};

bufferiindex++] = {byte) ({v >> 0) & Oxff);
telse if (type == Double.TYPE){
long v = Double.doubleTolongBits{
fields[i]-getDouble {reference})

buffer{index++] = (byte) ((v »> 56) & Oxff);
buffer[index++] = (byte) ((v >> 4B) & Oxfi);
bufferiindex++] = (byte} ({v >> 40) & OxEL};
buffer[index++] = {byte) {(v >> 32) & O0xfi);
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of = new ClassFile(in); }catch (Exception e){throw new
ClassNotFoundExcept5.on(e.tostringU );) // Class-wide pointers to the Idc
and alert index. int Idcindex = -1; int alertindex = -I; for (int i=0;
wixpfosetamds _count; i++){ for (int j=0; j<cf.methods][i].attr¥eateB200/m0588 +){
) if (I (cf. methods]i] . attributes|j] instanceof Code-attribute) continue;
Code attribute ca —_bx(ﬁ@d[&rﬂwjrbute)(@ﬁé{l&thﬂé‘?[?‘%}ﬁt;ﬂ%%gsm; boolean
changed = false; f ey 7%ca. el F 2 ~a.code[z][0] &
Oxff) == 179} Opgﬁgb%@%TS%%?Cigwm}o;.{Saéhanged = true;
The code below'effgisupports fields In. this.glags. . Thus,irst off, check
that this field is lpcal to this class. CONSTANT Fieldref_info fi =
(CONSTANT _Fieldre info) cf.constant_pool[(int) (((ca.code[z)[1] & Oxff)
<< 8) 1 (ca.cpde[z](21 & Oxff))]; CONSTANT-Class-info ci =
(CONSTANT;(/:IQ%S-JQftheC .C nggqg@pg&l@.rgl%ggggjex)' Strlng
className =Qggaggm§ﬁamtpmﬁsﬁgﬂamee_ﬂndex]. toStringO; if
(!name.equal%cll\%sisNr?dmt Q&é@(ﬂ){yo 20051103926 PCTIAU2005/000580
throw new Asgeget QSEJSE@JE%. §eade-anhesupports fields "local to this
class"); } Ok, now search for the fields name and index. intindex = 0;
CONSTANT NameAndType info ni = (CONSTANT NameAndType_info)
cf. constant pool[fi.name_and_type index]; String fieldName =

yeatch (Exception e){ .
throw new AssertionBrror{"Exception: " + e.toString() )

}

}

A10. The tenth excerpt is the source-code of FieldReceive, which receives

propagated changed values sent via FieldSend.
import java.lang.*;

import java.lang.reflect.*;

import java,util.*;

import java.net.*;

import java.io.*;

public class FieldReceive implements Runnable{

/*%* Protocol specific values. */

public final static int CLOSE = -1z

public final static Int NACK = 0;

pubiic final static int ACK = 1;

public final static int PROPAGATE_OBJECT = 10y
public final static int PROPAGATE_CLASS = 20;

J*% FieldAlert network values. */

public final static String group =
System.get?roperty("FieidAlext_networkwgrcup"};

public final static int port = . .
Integer.parselnt(System.getProperty(“FleldAlert_network_port I E

/** Table of global ID's for local cbjects. {globallD-to-hashcode
mappings) */ . ) .

poblic £inal static Hashtable globallDToObject = new Hashtable{}:

/** Table of global ID's for local classnames. {gleballD-to-classname

nappings} */ .
public final static Hashtable giobalIDToClassName = nNew Hashtable(};

/** Called when an appiication is to acquire a lock. */
public void run{}{

System.out.println("Fieldﬁlert_network_group=“ + group} i
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cf. constant pool(ni. name_index]. toString(); for (int a=0; a<cf.fields
pount; a++){ String in = cf.constant_pool[ cf.fields[a3.name
mdgx].toString(); if (fieldName. equals(fn))( index = a; break; } } Next,
wienkgmihas code array, making room for the insertions. lryted{pesde®so
new byte[ca.code.length+3][]; System.arraycopy(ca.code, 0, code2, O,

z+1),, SYStem.araveapy(cancde 2tk - code2, z+ 4, aa.code. length-(z+));
ca.code = code2; // Next, insert the LDC_W instruction. if (Idcindex =- -1){

CONSTANT _String_info csi = new CONSTANT String
info(ci.nante=dnde opt =newEpHify [ eDrStant OO Efth+17;

§g?éen}”%it?h§§3’é§1 x%&c@ﬁ%@iﬁgp%ﬁé Hot @tg wganstant; pool. length):
i[cpi.leng = csi, Ie an ex = ¢ |Ieengthr1 cf.constant_pool = cpi; cf.
constarg f@@pﬁb@@ﬁ@r bey ft g;gi@fz Ees Bytel3)mcaconetzH 0] =
(byte) 19; ca. code[z+1][1] = (byte) ((Idcmdex >> 8Y &OxIFchietde[z+][2]

;;%tg&ﬂiﬁc;ﬁé@iﬁ?ﬁ?‘%? ﬁ%ﬁ:}ﬁemm@ralggsﬁ instruction.

z+2] = new byte ca.code[z+2][03 = (byte) 17; ca.code[z+23[1

. (b)lllte)‘“(‘(’rh‘éiﬁﬁeﬁ‘) RO A bbde[z+2][2] = (byte) (index & OE(ff) //[ ]
inally, insert INMOK ESSEA T hstructi if (al dex == -

the first tinf& tHERIASE s BREBaHERRG FEifhign, I (Bletindex ==L This s

// Receive the next available packet.
multicastSocket.receive (datagramPacket):

int index = (0, length = datagramPacket.ge*cLength();

// Decode the command.

int command = (int) {({(bufferiindex++] & Oxff) << 24)
| ({buffer{index++] & Oxff} << 18)
} {(buffer[index+t] & 0xEL) << 8)
| {buffer[indsx++} & OxLf)):

if {command == PROPAGATE_OBJECT){ // Propagate cperation for
// object fields.

// Decode global id.

int globallID = {int} {{{buffer{index++] & Oxff) << 243
| {(buffer[index++) & Oxff} << 186}
! {(buffer[index++] & Oxff) << B8)
| (buffer[index++§ & OxEL)) s

// Now, need to resolve the object in question.
Opject reference = globalIDTolbject.get {
new Integer (globallD}):

// Mext, get the array of fields for this object.
Field(} fields = reference. getClass (). getDeclaredFields{);

while {index < length){

// Decode the field id.

int fieldiD = {int) { {{(buffer[index++] & Oxff) << 24}
| {{buffer[index++] & 0xff) << 16}
| {(huffex[index++] & OxEF) << 8)
| {puffer[index++] & OxE£L});

// Determine value length based on corregponding fieid
// type.
rield field = fields[fieidID};:
Cciass type = field.getType(};
if (type == Boolean. TYPE} {
hoolean v = (bufferl[index++] == 1 ? true : false):
field.setBoolean (reference, V)i
yelse if (type == Byte.TYPE){
byte v = buffer[index++];
field.setByte (reference, V)i
jelse if (type == Short.TYPE){
short v = (short) ({{bufferiindex++] & OxIf) << ]
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the alert instruction, so have to add it to the constant pool. cp_info[] cpi =
new cp_info[cf. constant_pool. length+6];
System.arraycopy(c.constant_pool, 0, cpi, 0, cf.constant pool.length);
wof menistané_pool = cpi; cf.constant_pool_count += 6; CENSTANTHE
info ul = 50 WO 2005/103926 PCT/AU2005/000580 new CONSTANT
UtfB info ("FieldAlert"),; escenstant=poolici.canstant_pool.length-6] = ui;
CONSTANT Class fhfécct= eyt CONITANTIC é)iass-info( of. constant
poolcount-6); cf. cor&sganx pOQﬁ{EJ conmstand| pealdength=5H=<ls: ul = new
CONSTANT Utf8 info("afert %@‘@@ta*n? fal{c.constant_pool.length-4]

= ui; ul = new CQMQTF@\I zﬁfavﬁ ng/Object:I)v"); c.constant
pool[cf.constant pO@I'-IénT‘;DtH? —‘ uﬂzzggwﬁml * RiirleAndType_info nl
= new CONSTANT Nam Mpe:xino(chxeonstant _pool. length-4,

of.constant_pooi.length- ff%ﬁee@%‘en e_r?é?of [éf.constant_pool.length-2] =
nl; CONSTANT @9%%%5%%;& fo ml-=. nees (CONSTANT _Methodref_ino(
cf.constant_pool. lefgtiv-5, cf:‘¢onStnt-Tiopt:fsnaths 29y cttdstant
pool(cf.constant pooi. Iengﬁhﬁ Jn.rﬂ aleriindex =< 8)

of.constant_pool. Ien th- bt)éaeé@d’é =Heh hyte[3 L ca-cadelz+3][0] =
(byte) 184; ca. co@g&{‘%[ﬁ (Bt gg,@a]ﬁﬁinégx%>]§]t%z§>2 ?)é;:i
ca.code(z+3](2] = (Byte) (aleftimdex & OXff)! AT e the
CODE_LENGTH and A%"Eﬁilﬁﬂmeﬁﬁﬁd@'%ﬁ%?\glﬁs ca.code length +=

% (Qpuffer|index++] & OxEf) << 32}
9 ca. attnbUte length {%uffer[lndex++] & OXEL) << 24}

5 {{buffer{index++] & Oxff) << 16}
1 {t{bufferiindext+] & OxEL) << 8}
| (bufferiindex++] & OxLf)};
field.setLong (reference, v}
telse if (type == Double.¥YPE)l
long v = (long) ({{bufferiindex+i} & Oxff) << 58%
| ({bufferiindex++] & Oxff) << 48}
1 {(bufferiindex++] & OxEL} << 40)
| ((buffer[index++] & OxEL) << 32)
| ((buffer[index++] & Onff} << 24)
| {{buffer[index++] & OxEL) << 16)
| ((bufferfindex++] & Oxff} << 83
| (buffer{index++] & OxfLf)};
field.setDouble {refersnce, Double.longBitsToDouble(v));
telsel
throw new AssertionError{"Unsupported type."):

}
}

telse if {command == PROPAGATE_CLASS){ // Propagate an update
// to class fields.

// Decode the classname.
int namelength = (int) ({{buffer[index++] & 0xffy << 24)
} {{buffer{index++i & Oxff) << 16}
i ((bufferlindex+t] & Dxff) << 8)
| (buffer[index++] & Oxf£E}):
String name = new String{buffer, index, naweLength);
index += namelength?

// Wext, get the array of fields for this class.

¥ield[] fields = .
FieldLoader. loadClass (name) .gatDeclaredfields ()

// Decode all batched fields included in this propagation
// packet,
while (index < length){

// Decode the field id.

int fieldID = {int) (((buffer(indext+] & Oxff) << 24)
i {(buffer(index++] & 0xff) << 16)
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} } If we changed this method, then increase the stack size by one. if
(changed)t ca.max_stacka+; Just to make sure. }} try{
ByteArrayOutputStream out = new ByteArrayOutputStream(); cf.
wierafize(eat); byte[] b = out.toByteArray(); return define Glasa(¥irapasM5$0O,
b.length); }catch (Exception e)( throw new
ClassNotFOundExceptiengama);+} 50 20051103926
PCT/AU2005/000580>}Aer2iAttribute °iiifd java Convience class for
representing attripuie - ife-stiuctures withiex Glasskiles: import java.lang.*;
import java.io.*; 7¥*IFhiscaps {éﬁ%@éﬁwﬁfésents all types of attribute-info

* that are used |E]§ﬁ§éy§§§4a speciiicatiens. * * All new attribute-info
subclasses are to &was infef AT S Class. plbtEabstfatt'éass

OOLE ¥

attribute info{ pubigymg'ait{;ﬂau;e-&ammhadex; public int attribute_length;
/** This is used by %gl@cl‘aggﬁséﬁﬁg?@%tﬁﬁ themselves * to their parent
classFile. attributelufa&iaﬁﬁ% afyk (+¥rgised during input serialization by
ClassFile only. attr?b%i‘;ﬁ’e(m;gg@l‘&%éFi@bgfggé’@‘fﬁbﬂﬂsf‘r Am'iny fhrows

riindexr

IOException{ attribyte:name-index = imreadChar(); attribute-length =
in.readint(); /** U@éﬁ%ﬁﬂ@ﬁgg@%ﬁ@@%ﬁ@@%Csl‘a{gélf:)ile(p@!y.

| (buffer{index++] & Oxff}};
field.setChazr (null, v};
lelse if (type == Integer.TYPE){
int v = (int} {{(buffer|index++] & Oxff} << 24)
| ((buffer{index++] & Dxff) << 16)
| ((puffer{index++] & Oxff) << 8}
I (buffer[index++] & Oxff}}:
field,.setint{naull, v);
telse Lif {type == Float.TYPE) {
int v = (int) {{{buffer[index++] & Gxff) << 24)
| ((buffer[index++} & Oxff) << 16}
| ({pbuffer[index++} & OxEf} << 8)
| {buffer[index++] & Ox€£));
field.setFloat (null, Fioat.intRitsToFloat (v)};
}else if {type == Long.TYPE}{
long v = {long) (t{{buffer[index++] & OxEf) << 56)
| {(bufferindex++] & 0xrIf) << 48}
| {{puffer[index++] QxfF) << 40}
| {{buffer[index+t] Ox¥fy << 32)
1 {i{buffer{index++t] OxEF) << 24)
i ({buffer[index++] 0xff) << 16)
| {{buffer (indext+t] 0xff) << B)
| (bufferindex++} & 0xLf))s
field.setLong (null, v};
lelse if (type == Double.TYPE}{
ilong v = {long) {{{buffer[index++] & Oxff} << BE}
| {(bufferiindext++] & OxEL) << £8)

;oo Ry R

| ((bufferiindext+] & OxffY << 40}
| {{buffer[indext+] & Oxff) << 32)
| {{buffer[index++] & Oxff) << 24)
| ((buffer[index++] & Oxff) << 16)
| {(bufferiindex++] & Oxff) << 8)

| tbufferlindex++] & 0xfL})}
£ield.setDouble (null, Double.longBitsToDouble{v});
telse( // Unsupporied fleld type.
throw new AssertionBrror {"Unsupported type.");
}

}
jecatch {Exception e){

throw new AssertionError ("Exception: " + e.toString(}l;

}
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void serialize(DataOutputStream out) throws IOException(
out.writeChar(attribute_name index); out.writelnt(attributelength); } /**
This class represents an unknown attribute info that * this current version
wofelassides specification does * not understand. public finet atetiosalasso
Unknown extends attribute-info{ byte[) info; /** Used during input
serialization by ClassFile only. Unknown(ClassFile of, DatalnputStream
in) throws I0Exception{ super(cf, in); info = new byte[attribute length];
in.read(info, 0, attribute length); /** Used during output serialization by
KLlassiila. onlyr.jeoid serialize(DataOutputStream out) throws IOException{
‘Bitedrsay QuiputBtreamibaiisedhesd B ywbi ayOifigs restrelipgtion adber.
s%ia#)%gggyt); out.write(info, O, attribute-length), }} } 52 WO 2005/103926
?g T AU2005/000580 A13. ClassFile.java Convience class for
ﬁ@fésﬁﬁﬁﬁﬁ’f&]a’ssﬁle structures. import java.lang.*; import java.ic.*;
importippreaneti ™, /** The ClassFile follows verbatim from the JVM
shecification. publisfinakclassGlassiiesprblic int magic; public int minor
- version;_public int mai(]:)r version; public int constant_pool_count; public
cp iRl EGasiaRt poot: pubiic int access flags;
3

protected Class findClass {String name}
throws ClassNot¥oundException{

ClassFile cf = null;
try{

BufferedInputStream in =
new BufferedinputStream(findResource |
name.replace('.’, v/1) .concati{”.class") ) .opendStream{}]);

¢f = new ClassFile{in};
}catch {Exception e){throw new ClassiotFoundException(e.toStzing ()i}

// Class-wide pointers to the ldc and alert index.
int ldeindex = -1:
int alertindex = -1;

for (int i=0; i<cf.methods_count; 144 { .
for {(int 3=0; j<cf.methods[il.attributes_count; g+ .
if (ilcf.methods[il.attributes[j} instanceof Code attribute})
continue;

Code_attribute ca = (Code_attribute)
e¢f.methods[i].attributes{jl;

bhoolean changed = false;

Ffor (int z=0; z<ca.code.length; z++) {
1f {{ca.codelz}{0] & Oxff) == 173}{ // Opcode for a
5 ATIC
Rt // instruction.
changed = true;

// The code below only supports fislds in this class. .
// Thus, first off, check that this field is local to this
// class.

CONSTANT Fieldref infe f£i = {COWSTANT Fieldref info}
cf.constant_pooll{int) ({((ca.code(z][1] & Oxff) << 8) |
{ca.codelz] [2]1 & OxEDN} ]+

CONSTENT Class info ci = (CONSTANTwciass_info)
of . constant pool{fi.ciass_index)s

String className =
cf.constant_pool [ci.name_index].toString(};

if (lname.eguals (classRame)}){
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public int this_class; public int super - class; public int interfaces count;
public int[] interfaces; public int fields - count; public field info[] fields;
public int, methods count; public method_info[] methods; public int
waltibiescount; public attribute info[] attributes; /** CopstrsciansHakses
in a byte stream representation and transforms * each of the attributes in

the ClassFile into ahjggtsdo allow for:. - sasier manipulatianspublic
£dasskile(InputStream ins) throws IOExceptlon{ DatalnputStream in = (ins

instanceof Datalpputstﬁé&?ﬁ i fﬂjaftacl*r?putétream) ins : new
Datalnputstream(ins)); magic = in.readInt O; minor version =

in.readCharO; major version zinseadChar(): sanstantpesol_count =in.
readChar C); camstant:peal:= new cp_info[constant pool count7; go)r (int

i=1; i<constant ﬁ@ﬁﬁﬁﬁ)@jﬁﬁﬁﬁpjﬁ?ﬁ%@m i ET%f{ga Y iTeseto ;

switch (s)( C&SGSiz:&@ﬂSIﬁﬁﬂazp}O@ﬂl] = new CONSTANT Uth _info(this, in);

break; case 3: Cghﬁ%ﬂﬁ“@ﬁﬁfﬁﬁ%ﬂémmﬁf BT THtEGEr info(this, in);

break; case 4: constantopoot] i} = RewSONSTANT Float _info(this, |n)

break; case 5: constgﬁﬁ_léﬁéﬂj]i—‘ HEW-CHINSTANTLORG_info(this, in);
break; index =
break;

}

// Bext, realign the code array, making room for the

// insertioms.

bytell ] codel = new byte[ca.code. length+311{)s

System.arraycopy (ca.code, 0 code?, 0, z+l):

System.arraycopy(ca.code, z+l, code?, zt+4,
ca.code.length-(z+1l) )+

ca.code = codel;

// Next, insert the LDC_W instruction.
if {ldeindex == ~1){
CONSTANT String_info csi =
new CONMSTANT String info{ci.name_index);
cp_info{l cpl = new cp_ “infolck. constant _pool. length+1l;
System.arrayccpy (cf.constant_pool, 0, cpi, 0,
cf.constant _pool.length);
cpilcpi.length - 11 = csi;
ldcindex = cpil.length=-1;
cf.constant_pool = cpi;
cf.constant_pool countt+;

ca.codelztl] = new bytei3];

ca.codelz+1] (0] (byte} 187

ca.code[z+1111] {byte} ((ldecindex >> 8) & OxEL);
ca.code[z+1] [2] {byte) (ldcindex & Ox£f);

// Wext, insert the SIPUSH instruction.
ca.code[z+2] = new byte(3]s

ca.code[z+2] [C] {byte) 17;

ca.cede [z+21 [1] {pyte) {{index >> 8} & Oxff};
ca.code 242} [2] {byte) (index & Ox€L};

// Finally, insert the INVOKESTRTIC instruction.
if talertindex == -~1}{
// This is the first time this class is encourtering
e // alert instruction, so have to add it to the constant
/{ pool.
cp_infol] opi = new Cp_ infolcf.constant_pool.length+6l;
System.arraycopy{ci.constant _pool,; U, cpi, G,
cf.constant_pool.length);
cf.constant_pool = cpi;
cf.constant_poal_count += 6;

CONSTANT UtfB_info ul =



case 6: constant_nool[i] = new CONSTANT_Double_info(this, in); i++

break; case 7: constant pool[i] = new CONSTANT _Class_info(this, in);

53 WO 2005/103926 PCT/AU2005/000580 break: case 8: constant pool[i]
wa M ERINSTANT _String_info(this, in); break; case 9: ponatantspesifi] =

new CONSTANT _Fieldref_ino(this, in); break; case 10: constant_pool[i] =

new CONSTANT_Methodsefdnfalikis;-i8)r braeakisease 11: constant
pool[i] _ new CONSTANTterfddeMetisareiffo(this™ iA); “btdak; case

éZ' c;nztafnt lpoog[&mmwggg\l&%w MameAndType=dnfo(this, in);
rea efault: throwhewClassFoyratiErior "Invalid ConstantpoolTag");
access flags = in.réadCREF D" thi c’él%%%s@?ﬁ‘%ead%hagogiugér class =
in.readChar(); |nteﬁaeeswcwﬁfpﬂﬁwtéhd@ﬁ “ra@*rtl{it'erfg%s - ew

int(irterfaces countTf foF "(Tnfti—%’ Cifitétfaces “Cgﬁlr1t |++) interfaces]i] =

in.readChar() ; fleh@!!sﬁ(:@empw‘ﬁﬁ&@dlj@%aﬁf / frarg ol fields
count]; for (int i=0 & ABEE ESTRL 51" ?%)IH*E ngv%gl\‘lled mgfg(thls in);

CONSTANT_ NameAndType_ info nl =
new CONSTANT Nameﬂndiype info(
cf . constant_pool. length—4, cf.constant _pocl. length~
3);
cf.constant_pool{cf.constant_pool.length—Z] = nl;

CONSTANT Methodref info mi = new
CONSTANT Methodref info(
cf.constant pcol.length—S, cf.constant_pool.length~
2}
cf.constant_poollcf. constant_pool. length-1] = ml;
alertindex = cf,constant pool.length-1;

ca.codelz+3] = new byte[3];

ca.code{z+371(0] {pyte) 1B4;

ca.code[2+3]1{1] {pyte} {(alertindex >> 8) & OxfE) ¢
ca.codez+31{2] {byte) lalertindex & 0xIL);

[

// Bnd lastly, inerease the CODE_LENGTH and

ATTRIBUTE_LENGTH
/{ wvalues.
ca.code_langth += 8
ca.attribute length 4= 3;

}

// 1f we changed this method, then increase the stack size by

one.
if (changed) {
ca.max_stacktt; // Just to make sure.

b

tryl
ByteArrayOutputdtream out = new ByteArrayOutputStream(};
cf.serialize (out)?
byteil b = out.toByteRrray(};
return defineCiass{name, b, 0, b, length);
}eatch (Exception e}

throw new ClassNotFoundException (name)

}
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methods count = in.xeadChar O; methods = new methodinfo[methods
count]; for (int i=0; i<meth_ods_count; i++) { methods[i] = new
method_info(this, in); } attributes count = in.readCharQO; attributes = new

wattrifateso2infolattributes _count]; for (int i=0; i.<attributespcoumeoes#)§580
in.mark(2); String s = constant _pool(in.readChar O].toStringO; in.reset( ;
if (s.equals("SourceFile")) attributes[i] = new SourceFile_attribute(this, in);
telse if (s.equals("'Deprecated")) attributes[i] = new

ePresaied atfribug(this, in). else if (s.equals ("InnerClasses”) )
i%ao Hf@%? ssf”feﬁgplegb%ﬁ?ﬁﬁ%@_tﬁﬂeuﬁﬁﬂm@simﬂ@@a@mmutesn] = new

attribute_info.Unknown(this, in); } Serializes the ClassFile object into a

*

BYEE stieam wublic void serialize(OutputStream o) throws IOException(

DatadutputStream out = (0 J,nstanceol PataQuipuisticam 2 -
/@%ﬁéﬁ%mgﬁﬁm @J@ﬂ&iyeaa?aﬁ' putStream(o)); out. writelnt(magic);

out. writeChar(minor version), out.writeChar(maj rsion)on:
L A i
PCTIAUZOOS/OQOSBQctfor igt iin:f%;{ i<constant pool count; i++){ constant
BRI gETAlize [Buf) if (cons ant_pool[i) instanceof CONSTANT
Longbinfoi - ebrrstant-p nitigtanceof CONSTANT-Double-info) i++;
oUtWHTECRArAECesS flags): out. writeChar(this_class):;
out./\{(v‘rit@@dwaqusggs’e%tla@sz;i?zﬁ.wifé@ﬁ%‘(iﬁ{*é?ﬁié‘é? count);

to thei rent clas
*/
attxibutewinfo(CiassFile cEy i}

/%% Used during input serializatien by ClassFile only. */
attribute infol{ClassFile cf, DatalnputStream in)

throws IOExcepticn{

attribute name index = in.rsadChar(};

attribute length = in.readInt{):
}

/*% Used during output serialization by ClassPFile oniv. */
void serialize{DatalutputStream out}
throws IOException{
out.writeChar(attribute_name_index};
out.writelnt (attribute length);
}

/** This class represents an unknown attribute_info that
* this current version of classfile specificaticn does
* not understand.

*/

public final statie class Unknown extends attribute info{
byte[} info;

/** Used during input serialization by ClassFile only. */
Unknown (ClassFile cf, DataInputStream in)

throws IOException{

super (cf, in):

info = new bytelattribute_ length];

in.read (info, 0, attribute_length};
}

/** Used during output serialization by CiassFile only. */
void serialize{DataOutputStream cul)

throws IOExceptioni

ByteArrayCutpuiStream baos = new BytelArrayOoutputStream{);

super.serializelout};
out.writel{info, 0, attribute length):
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for (int i=0; i<interfaces_count; i++) out.writeChar(interfacesii));
out.writeChar(fields count); for (int i=0; i<fields_count; i++)
fields[i].serialize(out); out. writeChar(methods_count); for (int i=0;
wisBethedsscount; i++) methods]i).serialize(out); out. wrige@hastasisiosies
count); for (int i=0; i<attributes count; i++) attributes]i).serialize(out);
Flush the outputstream just to make sure. out.flushO; } } Al4.
ﬁsctgdg@ aégiill;lute.java Convience class for representing Code-attribute
uClar jehim ClassFiles, import java.util.*; import java.lang.*; import
Gawdsese clayyarceprsipias SrasF e S8 Y fay . putE)Iic ffnal clasi P
;@adte-n:at)taribeutg: extends attribute_info{ public int max stack; public int
iﬁg@&%@%iﬁuﬁ)lic inrt] codt-) length; public byte[][) code; public int
exception-table- engtws; pu Iig egcoemption tabée exception_table; public
‘it Bttt S CORS DiTbliE %ﬁrlf‘)dfe_iﬁ?g[fgttri%g&tei? /f* Iriterl';;r?al class that
handles the exception table. public final static class exception-table{
pulgf it ﬁérﬁ@ﬁi@m@g;int end_pc; public int handler pc; public int
catelpitypeit s Constructor called only by method-info.

1A% al gount; . . ; K T
C@%@y@@ﬁ@ﬁﬁ%ﬁﬂ&p}dg&,.anl, int al, int ms, int ml, int ol, byte()[] cd,
int etk:exceptich:tabtefsat, int ac,

public int this_class;

public int super_class;

public int interfaces_count;

public intl] interfaces;

public int fields_count;

public field infoll fields;

public int methods_count;

public method _infol]l methods;
public int attributes_count;

public attribute info{] attributes;

/**% Coastructor. Takes in a byte stream representation and transforms
% each of the attributes in the ClassFile into objects to allow for
* gasier manipulation.

*7
public ClassFile(InputStream ins)
throws IOException{
DatalnputStream in = {ins instancecof DatzlnputStream 7
{DatainputStream} ins : new DataInputStream{ins))?
magic = in.readInt();
minor_ version = in.readChar (}:
major _version = in.readChar(};
constant_pool_count = in.readChar(});
constant_pool = new cp_infolconstant_pool_count};
for (int i=1; i<constant pool_count; i++ii
in.mark{l};
int 8 = in.readl);
in.reset{};
switch (s}{
case l:
constant_poolii] = new CONSTANTMUth_info{this, in);:
break;
case 3:
constant_poolii}l = new CONSTANT Integer info(this, in);
braaky
case 4:
constant_poolli] = nsw CONSTANT Float info(this, in);
break;
case &3
constant _pool{i] = new CONSTANT Long_info(this, in);
14+;
break;
case 6!
constant poclli] = new CONSTANT Double infolthis, in);
M -
break;
case 7:
constant _pool[i] = new CONSTANT_Class“info(this, iny:
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attribute-info[) a){ super (of); attribute _name index = ani; attribute length

= al; max stack 7= ms; max locals ml; code length = cl; code = ed; 55

e 2Q05/103926 PCT/AU2005/000580 exception table length = etl;
w@)@_@gmmtable_ = et attributes count = ac; attributes =m; At oligeasse

during input serlal_lzation by ClassFile only. Code attribute (Class File cf,

Datalr(;pc):uk:Stream in)_ throws ICException{ super(cf, in); max stack

in.rea aro;camax-locals in.readCharO; c%g ngth = | ;

_ c oolli] = pe o) ’? L%r:gl i éQ E%@IQL( code

= new byte][ Ecide N int1 = §*Yor @Jﬁ% p0s=0: Sc‘)snécc{:de Iené)t?h'

I++ In- .S. — . . . . . _. !

N in.mark(ksines m.reac(léO, in.reset(; switch.(SH.case 16:. case 18:

. constant ppol [1] = new CO
case 21: case 22;,£ase 23: ke 247 Case 25: case 54: case 55: case

56: case 57: case 10:
constant pool{i]l = new CONSTANT_Methodxefminfo(this,
in}):
break;
cage 11:
constant_pecol[i] =
new CONSTANT_Interfacewethodrefwinfo(this, in)q:
break;
case 12:
constant pooll{i] = new CONSTANT_NameAndType_info(this,
in};
break;
default: .
throw new ClassFormatError ("Invalid ConstantPoolTag");
1
}
access_flags = in.readChaz{(};
this_class = in.readCharx ()
super_class = in.readChar{);
interfaces_count = in.readChar{)s
interfaces = new int (interfaces_count};
for {int i=0; i<interfaces_count; i+
interfaces(i] = in.readChar(};
fielids count = in,readChar(};
fields = new fieldminfo[iields“counti;
for (int i=0; i<fields_count; i++} {
fields{i] = new field infolthis, in};
}
methods count = ln.readChan(};
nethods = new methodﬂinfo[methodsmcount];
for (int i=0; i<methods_gount; i++) {
methods[i] = new method_info(this, in};
}
attributes count = in.readChar();
sttributes = new attribute_infolattributes_countl:
for {(int i=0; i<attributes_count; i++}{
in.mark(2);
String 5 = constantmpool[in.readﬂhar{)].tostring{);
in.reset{);
if (s.eguals("SonrceFile"))
attributes{i] = new Sourcefile attribute{this, in};
else if (s.equals("Deprecated"))
abtributes[i] = new Deprecated_atiribute(this, in);
else if [s.equals{"InnerClasses"))
attributes{i] = new InnexClasses_attribute(this, in};
elsg
attributes[i] = new attribute_info.Unknown{this, in);¢
}
i

J+* Serializes the ClassFile object iato a byte stream. */
public void serialize {OutputStream o)

throws IOExceptioni

patabutputStrean out = (e instanceof DatalutputStream 7

(DatalutputStrean] © : new pataQutputStream{o) )}

out.writelnt {nagic);

out.weiteChar {(minor_vexrsion):

out.writeChar (major_version}i

out.writeChar {constant pool_count);



case 58: case 169: case 188: case 196: code[i] = new byte[2]; break;
case 17: case 19: case 20: case 132: case 153: case 154: case 155:
case 156: case 157: case 158: case 159: case 160: case 161: case

web00s5898:163: case 164: case 165: case 166: case kgfiyAeaasddasko
case 178: case 179: case 180: case 181: case 182: case 183: case

184: case 187: 56 WO 2005/103926 PCT/AU2005/000580 case 189:

ar (in
case 155: c@ﬁﬁ@nlg&bl@aﬁeeﬂ:gﬁ:ize (out) ;
if {constant poolli}l instanceof CONSTRNTWLong_info 11
constant_pool{i] instanceof CONSTANT Double info)
SRS

}

out .writeChar{access_flags);

out.writeChar (this _class);

out.writeChar(super class);

pit . writeChar {interfaces_count);

for (int i=0; i<interfaces_count; i1++)
out.writeChar {(interfaces[i});

out.writeChar {fields_count);

for (int i=0; i<fields count; i++)
fields{i].serialize{out);

out.writeChar {methods count};

for {int i=0; i<methods_count; i4+)
methods (i) .serialize (out);

out.writeChar(attributes_count}):

for !(int i=0; i<attributes_count; i++)
attributes(i}.serialize(out);

// Fiush the outputstream just to make sure.

out. flush{);

}

Al4, Code_atiribute.java
Convience class for representing Code_attribute structures within ClassFiles.

import dava.util.¥;
import java.lang.¥:
import java.ilo.¥;

/*-k
* The codel] is stored as a 2D array. */
public final class Code_attribute extends attributa infof

public int max_stack;

publie int max_locals;

publiec int code_ length;

public bytel[j[] code;

public int exception_table_ length;
public exception tablel] exception_table;
publiic int attributes count;

public attribute info[] attzibutes;

/%% Internal class that handles the exception table. */
public final static class exception tablei

public int start_pos

public int end po;

public int handler peg;

public int cateh_type;
}

/** Constructor called only by method infec. */
Code_attribute(classfile ¢f, int ani, imt al, int ms, int ml, int cl,
byte[1[] ed, int etl, exception_tablel] e, int ac,
attribute_infof] a)l
super {cf);
attribute name index = ani;
attribute_length = al;
max_stack = ms;
max_locals = ml;
code_length = cl:
code = cd;
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case 199: case 209: code][i] = new byte[3]; break; case 197: code[1] =
new byte[41; break; case 185: case 200: case 201: code[i] = new
byte[51; break; case 170:( int pad = 3 - (pos % 4); in.mark(pad+13);

WG gibie9in . skipaytes(pad+5); lowbyte int low = in.read R}/ AABAEY00SBew
_byte[pad + 13 + ((in.readint() - low + 1) * 4)]; in.reset(); break; }case 171:{
INt padszedpt {ROSH A)ergrinarklpad+9); in.skipBytes(pad+5); code[i] =
new bﬁ@g@f@d%@ﬁ@(tn ?éadlnt() 8)]; in. reset O break; }default: codeli]
= new & s“m Eead(code[ﬂ 0, codeli].length); pos += codeli].length; }
/7 adjust the array to the new size and store the size byte[][] temp = new
byte[il[l::SystemAtrayeopy(ende::0y Uampaw‘v)rfe codle = temp;,
eXCEPHORCEABEC ARt = HinfeddCar ;S exeption_table =

super{cf, in);
max_stack = in.readChazr(};
max_locals = in.readChar ()7

code length = in, readInt {};
code = new byteicode length] {17

int i = 0;
for (int pos=0; pos<code_length; L4 {
in.mark{l);
int 5 = in.read{)’
in.reset();
switch (s}{
case 16:
case 1B:
case 21:
case 22:
case 23:
case 24:
case 25
case 54:
case 55:
case 56:
case 57:
case 58:
case 16%9:
case 188:
case 196:
code{il = new bytel2];
break;
case 17:
case 19:
case 20:
case 132:
case 153:
case 154:
case 155:
case 156:
case 157:
case 158:
case 159:
case 160:
case 16L:
case 162:
case 1631
case 164:
case 165:
case 166:
case 167:
case 168:
case 178:
case 179:
case 180:
case 181:
case 1B2:
case 183:
case 184:
case 187:
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new Code _attribute.exception_table[exception_table length]; for (i=0;
i<exception_table length; i++){ exception_table[i] = new exception table();
exception table][i].start pc = in.readCharO ; exception table[i].end_pc =
win xeatGiar U; exception_table[ii.handler_pc = in.read QHar@z005/600580
exception_table[i).catch_type = in.readCharO; attributes count =
in.readChar(};atyibeges = new attribute info[attributes_count]; for (i=0;
i<attributes_coer; %%#){ in.mark(2); String a =
cf.constant_pSaifin;éeadChar()].toString(); in. reset (); if
(s.equals("Linedam®erTable")) attributes[i] = new
LineNumberTABI& atibute(sf, in); calse if
(s.equals("LocalVartableTable")) attributes|i] = new
LocalVariable TaBig sattribute(chyin): else attributes[i] = new
attribute_ino.Unkrigwri(cf, in); 57 WO 2005/103926 PCT/AU2005/000580

case 18

}} /** Used dydng @étput serialization by ClassFile only. void
serialize(Data@uﬂap@lg%}“[reamrr;l gqug% ghir ws |IOException( attribute_length =
12 + code_length gofgxcéption table fength * 8); for (int i=0;
i<attributes_coumt; 1% 9t£ri3bgte quggﬁp&: attributesi].attribute_length +
6; super. serialize}(,]?;)a'fi,l1 qkqiggdmfg(s.‘,har(r'nax stack); // nighbyte
out.writeChar(maxioeatsy-=eiesufiteint(code length); for (int ~6°8s=0;

At e . ?
pos<code length; ) S put.Wite(code(il, 0, codeli].length): pos +=
codelil.length; out.write@lrat(réeptibrt thbife TG, for (it i=0; 1
- . . rege 7 . A .
i<exception_table tgggﬂw |Jr+){ out.writeChar(exception table[il.start_pc);
}ease 171:{
int pad = 3 - (pos % 4);
in.mark{pad+?);
in.skipBytes (pad+3);
code(il = new bytelpad + 9 + (in.readInt{} * 8}1;
in.reset (}r
break;
ldefault:
code[i] = new byte{ll;
}
in.read{code{il, 0, codel[i].length);
pos += codeli].length;
i

// adjust the array to the new size and stors the size
bytel(l[] temp = new byteli](];

System.arraycopy{code, 0, temp, C, 1¥;

code = temp;

exception_ table length = in.readChaxr{);
xception table =
© iew Code attribute.exceptionwtable[excepticn_table_length];
for (i=0; i<exception_table_length; i++}{
exceptionwtable[i] = new exceptionﬂtable();
exception tablel[i].start pc = in,readChar();
exception_ table{il].end pc = in,readChaz (};
exceptionmtable[i}.handlermpc in.zreadChar{);
exception_table(l].catch_type in.readChax{);

}
attributes count = in.readChar{};
attributesdm new attribute_info[attributes_count};
for {i=0; i<attributes_count: i++3d
in.marki{2); X
String s = cf.constant_pool[in.readchar()}.tostrlng{);
in.reset(};
Lf (8.equals{"LineNumberTable"}} . .
attributes[i} = new LineNumberTable_attrlbute(cf, in);
else if {5.eguals{"LocalVariablelable")) '
attributes{i] = new LocalVariableTable attribute{cE, in);

alse )
attributesi{il = new attribute_info,Unknown (i, in};
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out.writeChar (exception_table[i]. end_pc) ; out.writeChar(exception
table(il.handler_pc); out.writeChar(exception_table][i]. catch_type); out.
writeChar (attributes count); for (int i=0; i<attributes count; i+_+)

wattnisitests) . serialize (out); } } A15. CONSTANT _ClassP{iiie jasa/000586
Convience class for representing CONSTANT_Class info structures
within ;ClassFiles. import java.lang.*; import java.io.*;_** Class subtype of
a constant pool entry. public final class CONSTANT_Class_info extends
cp _me(aggé*l’a&n&,;iaﬁi@xda&hﬁmmeamamisﬂass? pmb?ic int name-index = 0;
I Convenience constructor, public. CONSTANT Class_ino(int index) {

void serialize (D £

tag = ZxRamecndepesoindex; }/** Used during input serialization by
ClassFile ehﬁy%bg?pF\FSﬂNTlti@é%fﬁaf@t@ﬁ%\s*"sl:iIe cf, DatalnputStream in)

throws |0E¥CapiOBLEUPEHCTnYs if4tag !=+7) throw new
ClassForrr;atgf‘g)z@“ﬁ%ﬂgdéfgTﬁ’?ﬁé%ﬂéﬁéﬁiﬁ“ﬁ*ﬁﬁ“ﬁ& duffing
output ser@izaqthqg(;\ﬁyr@ags ite)only. void serialize(DataOutputStream
out) 58 WE:R0BSTE03Y2E RETIA2005/000580 throws IOException{

writelnt(code len

out.writeByis(iag): {otlt. waiteCbar{namestindexy:+}AL16.
CONSTANT_Bsubtétdrfecrivh Corionghice RS for representing

—pos += .Y T
CONSTANT_L%oubIe_ln?o structures within

out.writeChar (exception table_length};

for (int i=0; i<exception_table length; i++3 1
out.writeChar(exception_table{i}.start_pc);
out.writeChar{exceptionmtable{i].end_pc);
out.writecbar(exceptionwtable{i}.handlermpc);
out.writechar(exception_table[i}.catch_type):

out.writeChar (attributes count);
for {imt i=0; i<attributes_count; 1++)
attributes[il.serialize{out);

3

A15. CONSTANT Class_info.java
Convience class for representing CONSTANT _Class_info structures within

ClassFiles.

import java.lang.*;
import java.io.®;

/** Class subtype of a constant pool entry. */
public final class COMSTANT Class_info extends cp_info{

/** The index to the name of this class. */
public int name_index = 0;

/%** Convenience constructor.
*/
public CONSTANT Class_info(int indsz) {
tag = 7;
name index = index;

}

/** Used during input serislization by ClassFile only. */
CONSTANT_Class_info(Class?ile cf, DataInputStream in)
throws IC0Exception{
super (cE, in);
if (tag != 7}
throw new ClassFormatError()’
name_index = in.readChaxz();

}

/** Used during ocutput sezialization by ClassFile only. */
void serialize(DataCutputStream out)



ClassFiles. import java.lang.*; import java.io.*; /** Double subtype of a
constant pool entry. public final class CONSTANT_Double_info extends
cp_info{ /** The actual value. public double bytes; public

WOQNSGDHANT Double_info(double d){ tag = 6; bytes = d;p}t7Atdsexhassing
input serialization by ClassFile only. CONSTANT Double info(ClassFile
of, DatalnputStreary.in), throws I0Exception( super(cf, in); if (tag != 6)
throw werCiaeeﬁermtaa)tErrorQ bytes = in.readDouble(); } /** Used during
output E&ri&iiZ&tiEH By CHHE8EIle only. void serialize(DataOutputstream
out) throws IOException{ out.writeByte(tag); out.writeDouble(bytes);
jong 1 = Double.doubleToLongBits(bytes); } A17. CONSTANT _Fieldref
info.java Convience class for representlng CONSTANT Fieldref info
éﬂr@&@r@%%%ﬁn%\ﬁé&?ﬂé‘éﬂ rt ava I avag.x: /**
FomtdTRIES R ATE PR EBIREL Y ﬂf i
GQQNSEANT_Fieldref_info extends cp_lnfo{ [** The index to the class that
ihis.field.is referencing to. public int class-index; /** The name and type
imgtex this fieldif referencing to. public int name_and_type_index; /**
Lonyeniencs GANStrucior.d/.puklic GONSTANT_Fieldref_info(int
wleiss-indeX cirt naaveTancPoppe tifdexfefids op_infol

/** The actual value, */
public double bytes;

public CONSTANT Double info{double d}{
tag = 6y
bvtes = d;

}

/%% Used during input serialization by ClassFile only. */
CONSTANT Double_ian(ClassFile cf, DatalnputStream in)
throws I0Exception|
supex{cf, in);
if {(tag != 6}
throw new ClassFormatExror():
bytes = in.readDouble()s

}

/** Used during output serialization by ClassFile only. */
void serialize (DataOutputStrean out}

throws I0Exception]

out.writeByte (tag);

out.writeDouble (bytes);

long 1 = Double.doubleTolongBits (bytes) s

}

Al7. CONSTANT Fieldref_info.java
Convience class for representing CONSTANT _Fieldref_info structures within

ClassFiles.

import java.lang.*;
import java.io.*;

/*+*% Tieldref subtype of a constant pool entry. */ ‘
public final class CONSTANT Fieldref_info extends cp_info{

/%% The index to the elass that this field is referencing to. */
public int class_index;

/%** The nams and type index this field if referencing to. */
public int name and type_index;

/** Convenience constructor. */
public CONSTANT Fieldref_info(int class_index, int name_and_type_index)
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59 WO 2005/103926 PCT/AIJ2005/000580 tag = 9; this.class index =
class-index; this. name_and_type_index = name_and_type_index; } /**
Used during input serialization by ClassFile only. CONSTANT

whledgegizspfo(ClassFile of, Datalnputstream in) throws Iedxxceptigndpsso
super(cf, in); if (tag !'= 9) throw new ClassFormatError(); class index =
in. readggar(; name_and_type_index = in.readChar(); } /** Used during
output sesalizationdey €lasstilesenly. v0|d serlallze(DataOutputStream

out) thidis TOERERHHBR{ “6tt. erfmﬁyf’e(tziaj“ BLit.writeChar(class index);

out.writeChar(name__ andtype index); }

CONSTRN T R al "o Tavas ébl\@‘ér’?é@cgfSFliéfZé’épfeéent.ng
CONSTEANE - zlélﬁatpmﬁo{structures within ClassFiles. import java.lang.*;
import E@P/%@l ; ?P” Float subtype of a constant pool entry. public final
class CONS cANﬂTw Fleatrinferexterids ep _ino( /** The actual value public

float byteRg® g@g@gmﬁﬁﬁa@g@o(ﬂom f){ tag = 4; bytes =; }/**
Used during input serialization by ClassFile only. CONSTANT

Float. info(ClassFile af. Datalnputsiegmin). shrows JOEXception{
SUpﬂﬁ(d:fselfL)alhze DataQutputStream out)

throws IOException{

out.writeByte{tag}:

ont.writeChar (class_index) ;

ont.writeChar (name_and type index);

}

A18. CONSTANT_Float_info.java
Convience class for representing CONSTANT_Float_info structures w1th1n

ClassFiles.

import java.lang.*;
import java.io.*;

/** Float subtype of a censtant pool entry. */
publiic final class CONSTANT Float _infec extends cp info{

/** The actual wvalue. */
public float bytes;

public CONSTANT Fleat info(float £}{
tag = 4;
bytes = £f;

}

/** Uised during input serialization by ClassPile only. */
CONSTANT Float _info{ClassFile cf, DataInputStream in)
throws IOExceptlcn{
guper {cf, in);
if {tag 1= 4)
throw new ClassFormatError();
bytes = in.readFloat{);

¥

/%% Used during output serialization by ClassFile only. */
public void serialize(DataCutpuiStrsam out}

throws IOException]

put.writeByte (4} ;

out.writeFloat (bytes);

1
A19, CONSTANT Integer info.java
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if (tag '= 4) throw new C1 assFormatErrorO bytes = in.readFloat O; /**
Used during output serialization by ClassFile only. public void
serialize(DataOutpu*_Stream out) throws IOException{ out.writeByte(4);
woukbowiitekdoat(bytes); } A19. CONSTANT _Integer_info.javaatQovyahosse
2005/103926 PCT/AU2005/000580 Convience class for representing

CONSTAN'T _ Integer_info I ithi ' impgrtdava.lang.”;
C}Pﬁﬁ{?ﬁcfﬁg\%fg% rf’gq ?ﬁ?’ég%% éﬁ%@%&%%%é%ﬁ? %)%%glirr% try. public final
@agdgI&ONSTANT _Integer_info extends cp_info{ /** The actual value.
spsilicsint bytas: public CONSTANT _Integex info(int b) { tag = 3; bytes =
ipeqre prsadehiring input serialization by ClassFile only. CONSTANT
MtegesdnfoiClassriecaf; Datatpputstreant in) throws IOException{
rabiger fafein PR Y R RFOT neli CIASE EotmatError( ; bytes =
in.readint()s A= Usediduring output serialization by ClassFile only. public
voitsgitalive aEHEOUtputStream out) throws IOException(
outpaiteByte(tag) r-oedewriteintiytes)F } } A20. CONSTANT
_Interf%égﬂéﬂ_f@gdref info.java Convience class for representing
CONST?ANT_InterfaceMethodref info structures within ClassFiles.

/** Used during input serialization by ClassFlle onl¥. */
CONSTANT Integer info(ClassFile cf, batalnputStream in)

throws IOException{ i

supexicf, in);

if (tag != 3)

throw new ClassFormatBrror{):

bytes = in.readlnt(};

}

/** Used during output serialization by CrLassFile only. */
public void serialize (DataOutputStrean outl)

throws IOExceptioni

out.writeByte(tag);

out.writeInt (bytes};

i

A20. CONSTANT InterfaceMethodref info.java .
Convience class for representing CONSTANT InterfaceMethodref info structures

within ClassFiles.

import java.lang.*;
import java.io.¥;

/%% InterfaceMethodref subtype of a constant pool entry.
*/ . .
public final class CONSTANT InterfaceMethodref info extends cp_infol

/%% The index to the class that this field is referencing to. */
public int class_index;

/** The name and type index this field if referencing to. */
public int namemand_typewindex;

public CONSTANT InterfaceMethodref info(int class_index, '
B int name_and_type_lndex) {
tag = 1ll; i
this.class_index = class_index; ‘
this,name_and_type_index = name _and_type_index;

}

/%% Used during input serialization by ClassFile only. */ ‘
CONSTANT InterfaceMethcdrefwinfo(ClassFile cf, patalnputSitream in)
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import java.lang.*; import java.io.*; /** InterfaceMethodref subtype of a
constant pool entry. public final class
CONSTANT _InterfaceMethodref_info extends cp_info{ /** The index to
wiheygdassibat this field is referencing to. public int classsadexisadesse
name and type index this field if referencing to. public int
name_and, fype.dndex; public CONSTANT_InteraceMethodref_info(int
class_index(dnt name_andtype_index) { tag = 11, this.class_index = class
index; ftfis tﬁ%gﬁg;ﬁ@gs%g@m@m name-and-type-index; } /** Used
during spat_ s&reahiatimabyn@dassﬁle onIy CONSTANT
Intqrfaéé’ﬂﬂeiﬁ%ﬂ?é?ﬁﬁ?&’fcfa“s§T’—afle 6t ' DatalnputStream in) 61 WO
2005/103926 PCT/AU2005/000580 throws IOExceptloanuper(cf in);

(ta@mﬁiIQT?}QFQE@EQ@%@F&@%&E‘H& #-gfass dex = in. readChar()

name_andwiypexdasiexst in. readChar(); } /** Used during output

serializgiofrb§ EESEENE anly,, void serialize(DataOutputStream out)
throws d@Excegtion{-outwiiteBytefay); out.writeChar(class index);

outwriteChar(hame_andtype_index); }} A21.
CONSTANT_Long_info.java Convience class for representing
CONSTANT _Long_info structures within ClassFiles. import java.lang.*;

JopargRea T /Foh@ngeigptype of a constant pool entry. public final
ClassReONST ANEpleentninfiOBREANT Upigfdifo structures within

ClassFiles.

import dava.lang.*;
import java.io.*;

/** Long subtype of a constant pool entry. */
public final class CONSTANT Long_ info extends cp_infol

/%% The actual value. */
public long bytes:

public CONSTANT Loag_info{leng k){
tag = 5;
bytes = b;

}

/** Used during input serialization by ClassFile only. */
CONSTANT Tony_ info{ClassFile cf, DataInputStream in}

throws EOEX"Eptan[

super{cE, in};

1f (tag i= B}

throw new ClassFormatError{};

bytes = in.readLong(};

}

/*% Used during output serialization by ClassFile only. */
void serialize (DataOutputStream cut}

throws IOException{

out.writeByte (tag):

out.writelLong (bytes):

}

A22. CONSTANT Methodref_info.java
Convience class for representing CONSTAhT Methodref _info siructures within

ClassFiles.

import java.lang.*;
import java.io.*;
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[** The actual value. public long bytes; public CONSTANT _Long_info(long
b){ tag = 5; bytes = b; } /** Used during input serialization by ClassFile
only. CONSTANT Long_info(ClassFile of, DatalnputStream in) throws
wioExzaptisn( super(cf, in); if (tag != 5) throw new ClassEornatEss@nisso
bytes = in.readLongO ; /** Used during output serialization by ClassFile
only.:¥oid seriglize(DataQuipiiSteanment) throws I0Exception{
outwriteByte(iag). ouriielong(byies), L1A2Z CONSTANT
PIR1&thodref into.java Convience class for representing
CONSTANTMethatirefinfe strictbresiithite CIEESFTES. fhport
javaTRG. ipeTtjAva.io.; 62 WO 2005/103926 PCT/AU2005/000580
I** Methodrefs abty peofseonstanit gdot ertiy - btk fihal Class
CORSTARTT KM&thodret Thfd extends cp_info{ /** The index to the class
}habmhisdiewsmmméném@tefo poblie e criss-irde P FhRe anta%atld
type indgx thig field if referencing to. public int name_and_type_index;
public @@Ngﬁﬁﬁﬂﬂﬁdfgﬁetkf%gzyf_ﬁﬁgg(iggdcl%%% _index, int
name_&Hd - jpe"Tdexj-tag = 10° this.ctass index = class index; this.
name_and_type index = name_and_type_index; /[** Used during input
seriéjﬁ%iib‘fﬁ ﬁﬁ'ﬁ%ﬁgi‘sﬁﬁﬁﬁ&_%gﬁnﬁ%ﬁ%ﬁﬁfmo(dassﬁIe of,
DatalnpuitStre5iFr }ytthfrbws IOException{ '

super{cf, in;;
if {tag = 10}

throw new ClassFormatBrror{};
class index = in.readChar{);
namemgnd~type_index = in.,readChar{):

}

/%% Used during output serialization by ClassFile only. */
void seriallze{DataOutputStream out)
throws 10Exception{
out.writeByte (tag);
out.writeChar{class_index};
out.wrlteChar (name_and type_ index):

}

A23. CONSTANT NameAndType_info.java ‘ N
Convience class for representing CONSTANT_NameAndType_info structures within

ClassFiles,

import java.lio.*;
import java.lang.*;

/*¥* NameAndType subtype of a constant pool entxy.
*/
public final class CONSTANT MamehndType info extends cp infof

/%% The index to the Utf8 that contains the name. */
publie int name_index;

/** The index fo the Utf8 that constains the signature. */
public int descriptor_index;

public CONSTANT NameAndType infolint name index, int descriptor index} {
tag = 127
this.name_index = name_index;
this.descriptor index = descriptor_index:

1

/%% Used during input serializaticn by ClassFile only. */
CONSTANT NameAndlype info(ClassFile cf, DataInputStream in)
throws IOException(
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super(cf, in); if (tag (= 10) throw new ClassFormatError{); class index =
in.readChar(; name and type index = in.readChar{); -*/ /** Used during
output serialization by ClassFile only. void serialize(DataOutputStream
wolbssirews |0Exception{ out. writeByte(tag); out.writeGlrayielansciinekeX);
out. writeChar (name_and_type_index); }} A23. CONSTANT
_NameAndType, .info.java Convience class for representing
CONSTANIg I\I-amAndTEype info structures within ClassFiles. import
java.iox; impR B BARS 7 RaMeAndType subtype of a constant pool
entry. pelicfinaliolass-COMNSTANT :NameAndType_info extends cp_info{
/** The index to the UtfB that contains the name. public int name-index; /**
The indexfetheUtiBthateconstainstive sSignaitiire o2public int
deserfBEAtER RIBTE CONETART _NameAndType_info(int name-index,
int desetiptetingex)weddag = 12; this.name index = name index; this.
descripth THdEXS: deseriptct’ ingex; /+* Used during input serialization by
ClassFile only. CONSTANT NameAndType_infO(ClassFile of,
DatalnputStream in) throws IOException( 63 WO 2005/103926
PCT/AU2005/000580 super(ct, in); if (tag != 12) throw new

% ssE IO g&ﬁ@g}.lar;%ex = in.readChar(); descrlptt‘)r-.lndex =
ChVASHCE ofass fo representing CONSTANT _String_info structures within

ClassFiles.

import java.lang.*;
import java.lo.¥;

/%% String subtype of a constant pool entry.
*/
public final class CONSTANT String info extends ep_infol

/** The index to the agtual value of the string. */
public int string index;

public COHSTANT String_info(int value) {
tag = 8;
string_index = wvalue;

h

J*% ONLY TO BE USED BY CLASSFILE! */ )
public CONSTANT_Stringﬂinfo(ClassFile cf, DbataInputStream in)
throws IOBxception{
super{cf, in);
if {tag !l= 8)
throw new ClassFormatErrox{};
string_index = in.readChar();

}

/%% Output serialization, ONLY TO BE USED BY CLASSFILE! */
public void sexitalize{DataQutputStream out)

throws ITQExceptiont

out.writeByte (tag);

out.writeChar (string_index];

}
A25. CONSTANT _Utf8_info.java . o
Convience class for representing CONSTANT "Utf8_info structures within

ClassFiles.

import java.lo.¥*;
import java.lang.?*;

/%% ULfB subtype of a constant pocl entry.

o4



/** Used during output serialization by ClassFile only. void
serialize(DataOutputStream out) throws IOException{ out.writeByte(tag);
out.writeChar(name_index); out.writeChar(descriptor_index); } } A24.
wONGIANMT_String_info.java Convience class for represemtisigoos/600588
CONSTANT_String_info structures within ClassFiles. import java.lang.*;
Jmport java ot Lok String subtype.ef apanstant pool entry. public final
Class=CONSTANTString_info extends cp_info{ /** The index to the actual
_Yalue, of the, stringtapublicsint siring.index;auhlic
CONSTANT_String_info(int value) { tag = 8; string index = value; /**
ONLYATO-BELSED BY CEASSFILE! public CONSTANT
String_info(ClassFile of, Datalgpdu%stre%m ,m() tb;ows IOExceptiont
SUpEHER sodf (PALEP= 8 tHIoW fiew ClassEormatError(); string_index =
in.readChar(); } /** Output s%rializatifog, OeNLu\g TO BE USED BY
CLASSER B fiatiey it siiifizehaaoluiuiiream oun throws
IOExcepﬁ@n{leommﬁeByte(tag); out.writeChar(string_index); } A25.
COI§£§;I;:Agggémyltf§t_§@fgm@@tggg\gi)emce class for representing
CCfNSEFae\NTl_;Uth_infé structures within ClassFiles. import java.io.*;
importj;%y@é@?‘l@@:’*??“ﬁh@ subtype of a constant pool entry.
)
*% [Ige ing input serializati 1 Fil ly. */
;ublic geggéiNg_ézzﬁfinfi(Ziasigiiﬁ gg,cDZi;Inpithrgam in}
+hrows IOExkceptiont
super {cf, in);:
if (tag != 1)
+hrow new ClassFormatError(}):
iength = in.readChar(};

bytel] b = new byteflengthl;
in.read{b, 0, length):

// WARNING: String constructor 1is deprecated.
bytes = new String(b, 0, length);
}

/%* Used during ouiput serialization by ClassFile only. */
public wvoid serialize (DatalutputStream out)

throws ICException{

out.writedyte(tag);

put.writeChar (length);

// WARWING: Handling of String coversion hers might be probklematic,
cut.writeBytes (bytes);
}

public String toString () {
return bytes;
}

}

A26. ConstantValue_attiribute.java . N
Convience class for representing ConstantValue_attribute structures within
ClassFiles.

import java.lang.*;
import java.lo.¥;

/*% pttribute Lhat allows for initialization of st%?ic vériablfs in
« @lasses. This attribute will only reside in a field info struct.

*/
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64 WO 2005/103926 PCTIAU2005/000580 * We internally represent the
Utf8 info byte array * as a String. public final class CONSTANT_Utfu_info
extends cp_info{ /** Length of the byte array. public int length; /** The

wacialibytes, represented by a String. public String bytesctiATHis veosso
constructor should be used for the purpose * of part creation. It does not

LS8t the parent.’ Classkile.referencs. public:CONSTAMNT :A44B_info(String
s) tag = 1; length = s.Iengthﬁg); bytes =s; /** Used during input
seAAIIZ4tisH B ERSEFIIE-ORY public CONSTANT Utfe info(ClassFile of,
DagalnputSireanyin}ethrows:F€ Exeeption Super @i in )4 ftad F="1) throw

new CI#SsFOtMmatEro(); Jength = in.readCharO; byte[] b = new
byte[leagthbutie readtbs @ilength); // WARNING: String constructor is

deqrecﬁf@B?anég—é“ﬁ%’iNmsﬁ?ﬁg(b, 0, length); } (** Used during output
serialization by ClassFile only. gublic void serigglﬁilznel(l@&'&ae%uggytstream

outthiGviE ORIt outy ey e (tag):” out writeChar(length); //
WARNIN&: Handling of String covgggi(())n here might be problematic.
out, writeBYIEEIBYE-687% pabIiESHing toString O { return bytes; } A26.
! _ _ g g y
ConstantValue_attribute.java
public void sarialize(DatalutputStrsam out)
throws IOException{
attribute_length = 2
super.serialize (out};
out.writeChar {constantvalue_index);

1

A27. cp_info.java N .
Convience class for representing cp_info structures within ClassFiles.

import java.lang.*;
import java.io.*®;

/** Represents the common interface of all constant ?ool parts
* that all specific constant pool items must inherit from.
*

=/
public abstract class cp_info{
/%% The type tag that signifies what kind of consgtant pool
* item it is */
public int tag:

/** Used for serializaticn of the object back into a bytestreém. */
abstract void serialize(DataOutputStream out) throws I0Exception;

/#% Default constructor. Simply does nothing. */
pubiic cp_info{} {}

/%% Constructor simply takes in the ClassFile as & reference to
* it's parent
*/
public cp info{ClassFile cf) {}
/%% Dsed during input serialization by glassFile only. */
cp_info{ClassFile cf, DataInputitream in)

throws IOException{
tag = in.readUnsignedByte ()

}

A28. Deprecated_attribute.java . - ‘
Convience class for representing Deprecated_atiribute structures within ClassFiles.

66



Convience class for representing ConstantValue_attribute structures
within ClassFiles. import java.lang.*; import java.io.*; /** Attribute that
allows for initialization of static variables in * classes. This attribute will
waniyosasidss in a field info struct. 65 WO 2005/103926  pCT/ATU2005/000580
PCT/AU2005/000580 public final class constantValue_attribute extends
saliribute-infof public int constantvalue_index; public ConstantValue_
agtributetClassFile of, int ani, int al, int cvi)[ super(cf); attribute

flamesindex = ani atribue length & ali neenstantvaluesindex = cvi; public
€onstantvalue atteibute¢Class ﬁtéﬁg?%%tﬁmb@;&;f@gm@; Jthrows
[OEXEEH oM SupEr (e, 11); Cotistahtvale indéx = in.readChar(); } public
voidcserialize Dataeutptistrearboit = thwow s TOExREpgeM{ attribute length

= 2, .supet. seralizelout). QubwriteGhar(constanivaluelindex); } A27.
cp_infosjava €onvience class for representing cp_info structures within

ClassFIES: ittboi jalfd g™ import java.io.*; /** Represents the
common interface of all constant pool parts * that all specific constant
pool items must inherit from. public abstract class cp_info{ The type tag
that signifie sundrat dind @é@@wsetaﬁpp@mghhﬁﬂﬂa?ﬂ?b% int tag; /** Used
for Setfafstel Gt IRE Shfeet vacK int8 8 BYtestréam.  abstract void
serialize(Rata®utputStream out) throws IOException; /** Default
constructor. Simply does nothing. public ¢p_info O {}

}

A29. Exceptions_attribute.java . o .
Convience class for representing Exceptions_attribute structures within ClassFiles.

import java.lang.*;
import java.io.¥;

/*%* This is the struct where the exceptions table are located.
*  <brx<br> . '
* This attribute can only appear once in a method info struct.
L

public final class Exceptions_attribute extends attribute infol

public int number_of_ exceptiocns:
public int[] excepticn index table;

public Exceptions_attribute (ClassFile cf, int ani, int al, int noe,
int{l eit}{
supexr{cf);
atiribute name_index = ani;
attribute length = ai;
numbaxr_of_ exceptions = noe;
exception_index table = eit;

3

/** Used during input serialization by Classkiile on}y. */
Exceptions*ﬁttribute(ClassFile cf, DataInputStream in)
throws IOExceptioni
super {cf, in):
number of exceptions = in.readChar(); )
exceptfonmindex table = new int{numbexﬂof_except;ons];
for lint 1=0; i<number of_ excepticns; 1++)
exception_index_table[i] = in,readChar{);

}

/%% Used during output serialization by ClassFile only. */
public void serialize (DataOutputStream out)
throws IOException{
attribute length = 2 + (number_of_exceptions*Z);
super.sergalize(out);
put.writeChar (number of exceptions};
for (int i=0; i<number of_ exceptions; i++)
out.writeChar(exception_index_table[i});
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[** Constructor simply takes in the ClassFile as a reference to * its parent
public cp_info(ClassFile of) {} /** Used during input serialization by
ClassFile only. cp_info(ClassFile of, Datalnputstream in) throws
woEweption( tag = in.readUnsignedByteO ; }} A28. PCT/AU2005/000580
Deprecated_attribute.java Convience class for representing
Deprecated-attribute structures within ClassFiles. 66 WO 2005/103926
RC IALT2005/000580 import java.lang.*; import java.io.*; /** A fix
attributed that can be located either in the ClassFile, * field info or the
methdithidatitite. Mark deﬁ)recated to * indicate that the method, class
Jrameianasitador siperdine feldpfesnererasdtie platkika attribute
etmmlsaaﬂrﬁbate info( public Deprecated_attribute(ClassFile of, int ani, int
alft°EupeHel: attribute name-index = ani;_attribute-length = al: /** Used
ohjhngﬁma{esmlahzahelfﬂby@la’ssﬁﬁgﬂnw specified in the JVM
S&piecated attribute(ClassFile of, DatalnputStream in) throws
IYBEiceptioh{cstagef{efdim o} A29. Exceptions_attribute.java Convience
cIang@rlgeg{aggggggggfﬁggpptions—attribute structures within ClassFiles.
import ?valr&n f*mm #t java.io.*; /** This is the struct where the
exceﬁg i %ﬁﬁéﬁg@a@g@t ' <br><br> * This attribute can only appear
onc@whlacmeth@diﬁlﬁel%{?U@Etlthﬂﬂ; final class Exceptions-attribute
extends atirihuie. infaf . public. int number _of exceptions; public int[]
exceyorT ﬁ’-\e@xntad:il@agﬂsbhe Exceptitrgs attribute(Glasskile of, int ani, int

access, £15¢
al, int nGEeaiit B

dESCKlDtOX_lndEX = di;
attributes count = O;
attributes = new attribute info[0];

——

** Constructor called only during the serialization process.

* <pre<br>

* Thig is intentionally left as package protected as we

* should not normally call this constructor directly.

*  <hr><br>

* Warning: the handling of len is not correct {after String s =...}

*/

field info{ClassFile cf, DatalnputStream in)

throws IOException{

access_flags = in.readChar({};

name_index = in.readChar{}:

descriptor index = in.readChax();

attributes count = in.readChax();

attributes = new atitxibute infolattributes_countl;

for {int i=0; i<attributes_count; i++){
in.mark(2);
String s =
in.reset (};
1f {s.equals{“ConstantValue™))

attributes{i] = new ConstantValue attxzibute(cf, in);

else if (s.equals{"Synthetic"})

cf.constant pooliin.readChar (}].teString();

attributes{i] = new Synthetic attribute{cf, in);
else if (s.eguals{“"Deprecated™)}

attributes{i] = new Deprecated_attribute(cf, in);
else

attributes{l] = new attribute info.Unknown(cf, in};

}

/** To serialize the contents into the cutput format.
*/
public wolid serialize{DatalutputStream out)
throws ICException{
cut.writeChar{access_flags):
out,writeChar (name_index};
cut.,writeChar(descriptor_jindex):
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super(cf); attribute name index = ani; attribute length = al; number-of
exceptions = noe; exception-index-table = eit; } {** Used during input
serialization by ClassFile only. Exceptions_attribute(ClassFile of,
wbhatadnpsststream in) throws ICException{ super(cf, in); nerabananoosso
exceptions = in.readCharO; exception-index-table = new intfnumber_of

exceptggggiﬁgﬁgia%gmg@ﬁéﬁ;of exceptions; i++)

exception-ineex 3h} e Br@:+} Used during output serialization
by plassFifétdfﬁﬁ}’febﬁjEIi%eﬁiﬁild S ?l‘ﬁﬁz'e(DataoutputStr(gam cF))ut) throws
IOException{ attribute length = 2 + (number_of _exceptions*2);
}_super.serialize(out); out.writeChar(number of exceptions); for (int i=0;
AsnumbetietRXGRRIRG.jiiva) out.writeChar(exception_index_tablefi]); 67
OMRi200 21103926 REHY AHREINESS0INBG HictdeitiiavalSefilience
i&@% farseprgsenting field-info structures within ClassFiles. import
:‘;amat!q‘}taga.*;némport java.io.*; [** Represents the field-info structure as
swecified.in the VM,  spegification . public finakeless fielddnfo{ public int
§c®s5rfla@s§ publiesint#/ame index; public int descriptor index; public int
Afirihutes, count: public atttbute.infof) attributes: £7Gonvenience
constructor. */ public field info(ClassFile of, int flags, int ni, int di){

public int number cof_classes;
public classas[] classes;

public final static class classes{
int inner_class_info_index;
int outer_class_info index:
int inner name index;
int inmer class_access_flags;

}

public InnerClassesFattribute(ClassFile cf, int and, int al,
int noc, classes{] o
super{cf);
attribute name index = ani:
attribute length = al;
nunber_of classes = nocj
classes = c;

}

/*% Used during input serialization by ClassFile only. */
innexClasses_attribute(ClassFile cf, DatalnputStream in)
throws LOExceptionf
super{cf, in);
number_of_classes = in.readChax{};
classes = new InnerClasses_attribute.classesEnumber_ofmclasses];
for (int i=0; i<nuomber of classes; i++){
classes[i] = new classes()i
classes[i].inner class_info_index = in.readChax():
classes[i].outer class_info_index = in.readChar{):
classes[i}.inner_name_index = in.readChar();
classes[i].inner class_access_flags = in.readChar(};

}

/** Used during output serialization by ClassFile only. */
public void serizlize (DataOutputStream out)
throws ICExceptiont
attribute length = 2 + lnumbex_of classes * 8}
super.serialize (out);
out.writeChax(number_of_classes);
for (int i=0; i<number of_classes; i++){
cut.writeChar(classes[il.innerﬂclass_info“index);
out.writeChar (classes[i].outer_class_info_index):
out.writeChar (classes[i].inner_name index);
out.writeChar(classes[i].inner_class_accessnﬁlags);
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access flags = flags; name index = ni; descriptor index = di; attributes
cou_nt =0; attr!bgtes = new attribute_ino[0]; } /** Constructor called only
during the serialization process. <br><br> * This is intentionally left as

Wg_@@g@gggg{otected as we TM should not normally call thiseansissGiexza
directly. <br><br>* Warning: the handling of len is not correct (after

String s =...) field info(ClassFile of, DatalnputStream in) throws
IOException{ access-flags = in.readCharO; name index = in.readChar 0O;
AdestiipfSuinieteTable. pstrdiO¥aIPT:  attributes count = in.readctﬂla}lr() ; ’
Cattribute slassowrentAtsa RS BRHBRAES DS AP o RIS Vitin
draditibutes_count; i++)( in.mark(2); String s =
,cf.cgnjstaaq _boglfin.readChar O].toStringO ; in.reset O; if

&

imper SangLF | ] )
iﬁgc@quazs( onstantvalue")) attributes[i] = new ConstantValue_attribute(cf,

in);_else.if (s.equals('Synthetic:)) attributes{il.z.newsyntheti [
/#* 'Defermines which TinS il =5 ynthetic_attribute(cf,
m);iéﬁgep&n%s@quﬁlﬁ(éuwecated")) attributes][i] = new (

pgf%?éeﬁgg?dfiggts“ Q%Su(ﬁaép)abﬂsaec@gﬂmm@ﬂ&% NEWLivute infof
attribute "info.Unknown(cf, in); 7} I** To serialize the contents into the

outesrt forpat *r SUBIE VoIt Seligh(DataQutputStream out) throws

IOEXxception(~out.writeChar(access flags); out. writeChar(name index);
0 utl?\ﬁﬁgggﬁs ?ﬁg%%éﬁbﬁ}lafﬁ d'le"&%_number_tab{e { )i

int line pumber;
}

public LineNumberTable_attribute(ClassFile cf, int ani, int al, int

Intl,
line number_table(l lnt){
super (cf)
attribute name_index = ani;
attribute length = al;
line number_ table_length = lntl;
line number table = lnt;

}

/*+ Used during input serialization by ClassFile only. */
LineNumbexTable_attribute{ClassFile cf, DatalnputStream in)
throws ICExceptiond
super (cf, in};
line_numbex_table length = in.readChax{);
line pumber table = new
LineNumberTable_attribute.lineﬁnumberhtable[line;numbexwtable_length];
for fint i=0; i<linemnumber_pable~length; i34y {
line number_table{i]l = new line number table(};
line pumber tableli].start pec = in.readChar();
line_number_table[i].line number = in.readChari{);
1
}

/*+ TUsed dsring output serialization by ClassFile only. */
vold serialize{DataOutputStream oul)
throws IOBExceptioni
attribute_length = 2 + {1ine_number_table_length * 4};
guper.sezrialize(out);
cut.writeChar{linemnumbermtable_length}:
for (int i=6; i<line number table_length; i++){
out.writeChar{line number table[i].start_pcl;
out.writechar(line_number_table{i].linewnumber);

}

A33. LocalVariableTable_atiribute.java
Convience class for representing LocalVariableTable_attribute structures within

ClassFiles.
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68 WO 2005/103926 PCT/AU2005/000580
out:writeChar(attributes_count); for (int i=0; i<attributes count; i++)
attributes[i].serialize(out); } } A31. InnerClasses_attribute.j ava Convience
Wd&ﬁﬁ/i@fgl:epresenting InnerClasses_attribute structures maihimwiGisseies.
import java.lang.*; import java.io.*; /** A variable length structure that

1§ontains.infopmation about an * inner class of this class. public final class
inper@lasses: attribute extends attribute-info[ public 1nt

Aunberoficlasses: public slassesl classesi-publicfinakstatie class:
elassesq lintdnnerelass infointess dnt oeRET eSS ittt Hher Mame tdex; int
mnﬁﬁ&&?&%&ﬁéﬁ?ﬂags; } public InnerClasses_attribute(ClassFile of, int

ranidntial] RO Ce classesi] O super(Ehtatisoie AMERE fadek = ani;
attriute, length.5 al.. numberof elagses = noc; classes =c; } /** Used
during inputseriatizationdyeClassHilegiy e /tanie;

:g“é%%%%%%%_%@gmt@(g9%%EJL%&Q@&@&@@M&Stream in) throws

xceptionksyper(cf, in); number of classes = in.readChar O; classes =

new Inﬁ@@ﬁﬁ@%&gﬂ_ribute.classes[number_of_classes]; for (int i=0;
|<numbef @Eﬁmgs;uumﬂ classes(i] = new classes(); classes [ii .mnner
class irifd_iAdEx = in.readChar(); classes][l).outer class-info-index =

in.readCharQ; classesli].inner name index =i .
public LocalVariableTLglewattribute(ClassggleIgfteggicag§{ g%t al,

int lvtl, localﬂvariable_ﬁable[]
1wty
supericf)s
attribute name_index = ani;
attribute length = al;’
local variable_table length = iviel;
local variable_table = Lvt;
}

J** Used during input serialization by CiassFile only. */
LocalVariableTabl@_attribute{ClassFile cf, DatalnputStream in)
throws 10Exception{
super{ct, in);
loval variable table length = in.readChax(}?
local_varlable_table = new
LocalVariableTable_attribute.local_variable_table[lDcal_variablemtable_lengt
hi;
for {int i=0; i<local_variabledtable_length; 14+
local variable_table[i] = new local variable table(};
local variable_tablel[i].start pc = in.resdChaz ()}
1ocal_variable_table[i].length = in.rzadChari);
local_variable_tableii}.name_index = in.readChari):;
local_va:iablemtable[i].descriptormindex = in.readChar{}?
local variable tablel[i].index = in.readChaz{);
}
}

/** Used during output serialization by ClassFile only. */
void serialize!DatalutputStream out)
throws ICException{
attribute length = 2 + (localwvariable_table_}ength * 10} f
super.serialize{out);
out.writeChar{local variable table length);
far (int im0; i<local variable_table_length; i++){
out.writeChar(;ocal_variable_tableEi}.start_pc);
cut.writeChar (local variable table[i].length);
out.writethar{local variable table[i}.name_index):
out.writ@Char(local_variable_table{i].descriptox_index);
out.writeChar{iocal variable_tabie[i].index};

}

A34, method_info.java
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classes]i]. innerclas_s_access_flags = in.readCharO } /** Used during
out_pu_t serialization by ClassFile only. */ public void
serialize(DataOutputStream out) throws IOException{ attribute length = 2
wb tusmiaersof-classes * 8); super. serialize(out)l out.writeChatzausnisge of
classe_s); for lint i=0; i<number_of_classes; i++){
(,ovl\#;{v %t e harfgdraesses(qlmn r%rtﬁoﬁsﬁaf@ga‘d&g%)m% ClassFiles. -
eChERE assegf OUter Class MNo_index
mporgvﬁzéﬁb?ﬁc’iasses[l] innername index);
out. erteChar(cIasses[l} inner_class access | fla 9:3) }} 69 WO
C.

20051103928 PET IR 2065/600586 1A=

dneNumbesTablecwatitibute.java Convience class for representing

LinegNumberTable, attripute structures within ClassFiles. import
Javaulalg fntlmperiqasva io.*; Determines which line of the binary code

relé’@%lc P ‘éjﬁi@@?é&ja@ﬁﬁimg source code. public final class

Llnewwmbedﬂ}abiea attribute-extenels attribute-info{ public int line number

tablg Jength, publicdine. number. tahle(] ing-numbertahla; public final
statie ctassline-aembes- t@ble{m¢ntrs¢azﬁsgyeph¢FI|n\§eﬁﬁﬁTﬂ3éFﬂ |£ ublic

LlneNuﬁqng?@mﬁm@@?géﬁ%eofs Bni Al int At
linesenimber-fableddnt)fssuperécl) iattrilate na‘trrrefln{iéxd@ ani; attribute
length al,_line; umbérigtle fé E{if{i° Hind-dumber-table = Int;

ags
name_lndex = ni;
descriptor_index
attributes_count
attributes = &y

di;
ac}

ou

/** This method creates & method_info from the current pointer in the
* data stream. Only called by during the serialization of a compliete
* [lassFile from a bytestream, not normally invoked directly.
*/

method_info{ClassFile ci, DatainputStream in)

throws IO0Rxception{
access_flags = in.readChar(};
name_index = in.readChar{)y
descriptor _index = in.readChar{};
attributes_count = in. readChar{);
artributes = new attribute_infolabtributes_ count]:
for (int i=0; 1<attr1butes_;cunt, LSS
in.marki{2):-
String 5 = cf.ccnstant_pcolEin.readchar(}],toString(};
in.reset{);
if (s.equals{"Code™})
attributes[i] = new Code_attributelcf, in}
elsae if (s.eguals("Exceptions"})
attributes (il = new Exceptlons_attribute€cf, inj}:
else if (s.eguals("8ynthetic™))
attributes[i] = new Synthetic_attribute (cf, in);
else 1f (s.equals{"Deprecated”))
attributes[i] = new Deprecated_attribute{cE, in);
else
attributes{i} = new attribute_infc.ﬂnknown{cf, in};

}

/%% Output sexialization of the method_info to a byte array.
* Not normally inwvoked directly.
*/
public vold serialize{DataCutputStream out})
throws IOExceptioni
cut.writeChar (access_flags):
out.writeChar (name_index};
out.writeChar (descriptor _index):
out.writeChar{attributes_count)?
for (int i=0; i<attributes_counti i++)
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} ** Used during input serialization by ClassFile only. LineNumberTable
attribute(ClassFile c, DatalnputStream in) throws IOException{ super(cf,
in); number number-table-length = in.readCharO; line number table = new
woneMNusszerTableattribute . line_number table(line numbesrristiasiemns);
for (in_t i=0; i<line_number_tablelength; i++){ line _number _table[i] = new
line-numbes-tablets linesvumber tableli].start pc = in.readChar O; line
nurber table[i].line_number = in.readChar(); } /** Used during output
serialization by ClassFile only. void serialize(Datacutputstream out)
throws IOException{ attribute length = 2 + (line_number_table_length * 4);
su er. senahzeéou@ ouf. wrlteChar(Ilne number_table_length); for (|nt i=0;

WRIE i
é 1V, enc f(ﬁ?;é QY 1€ t%&i{{a%ﬂﬁ]é()ul)é!ﬂ‘oyt M}@TQJ' %H‘HESS’WBF é-l-&?&%

; Wi numbeér_table(i].line_number); } A33.
ﬁl\?@ﬁaﬁﬂégr able_attribute.java Convience class for representing
Local\}arlabIeTabIe attribute structures within ClassFiles. 70 WO

005 P03926 PE TR Z00E AtEAY Sipd b adg et java.io.; 1+

Wseddy debugger to find out how the source file line number is linked * to

ihe hinary.code, It has many.io gpe courgspondance andds found in * the
Code attribute. public final class LocalVariableTable_attribute extends
attrititésinté{ Spphtc 1he1BEES. variable table length; public
locakwvasiablecdableflcicalaarabieitable; ipublic fial statictlis!
local-vatigifletablel intsfart,pg: intlength; int name index;

attribute length = al;

sourcefile_index = s5fi;

}

/** Used during input serialization by ClassFile oniy. */
SourceFile_attribute(ClassFile cf; Datalnput8tream in)
throws IOException{
super (cf, in};
sourcefile index = in.readChar();

}

/** Used during output serialization by ClassFile only. */
void serialize(DataCutputStream out)

throws ICExcepition{

attribute length = Zj

super.serialize{out);

out.writeChar {sourcefils_index);

}

A36. Synthetic_attribute.java
Convience class for representing Synthetic_attribute structures within ClassFiles.

import java.lang.*;
import java.io.*;

/%% B synthetic attribute indicates that this class does not have
* a gensrated code source. It is likely to imply that the code
* i3 generated by machine means rather than coded directly. This
* attribute can appear in the classfile, method info or field info.
* It is fixed length.
*/

public final class synthetic attribute extends attribute info{

public Synthetic_attribute(CiassExie c#, int ani, int al}{
super{cf};
attribute name_index = ani;
attribute_length = al;

}

/** Used during output serialization by ClassFile only. */
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int descriptor index; int index; } public
LocalVariableTable_attribute(ClassFile of, int ani, int al, int Ivtl,
local_variable_table[] Ivt){ super(cf); attribute_name_index = ani;
watkiiutsdangth = al; local variable_table length = Ivtl; loazieEriablestable
=Ivt; } /** Used during input serialization by ClassFile only.
LocalVariablaTahleatibuwe(Classhile.of, RatalaputStream in) throws
IOExceptmna{l@@pep(@th) local variable table_length = in.readChar();
local VvaIEBI&Tabid '= new LocalVariableTable_attribute. local variable
table[local_variable_table lengt h]; for (int i=0; i<local variable table
length; i++){ local variable table[i] = new local variable table(); local
_variable _table][i].start pc = in.readCharO; local variable _table][ij.length =
in.readCharU; local variable_tablglphagpesindex = in.readCharO ; local
variable_table[i].descriptox mdéS‘(—‘lﬁ“FéidCharo local_variable tabIe[|)
mdexElln readCharO; } /** Used during output serialization by ClassFile
only. éﬂ‘gﬁ ataOutputStream out) throws losxception{ attribute
Iength D E’ng V4Fsble table Iength*lO) super. serialize(out); out.

erteCh‘flr 01§%| %E%QM‘M{J&QH ; i<local variable table_length; i++)(
out. ertg le: dabielil-.start_pc);
out.writ g@fﬁlocal_varlable table(il. length); out.writeChar(local_variable
_tablefihname_index); out.writeChar(local variable
table[ipbasetriptsitindex)F out.writeChar(local_variable_tabie[i]. index);
0 invokestatic #3 <Method beolean isAlreadyLoaded()>
3ifeq 7
6 return
7 new #5 <Class test>
10 dup
11 invokespecial #6 <Method test()>
14 putstatic #7 <Field test thisTest>
17 return.
B3
Method <init>
0 aload O
1 invokespecial #1 <Method java.lang. Object()>
4 aload 0
5 invokestatic #2 <Method long currentTimeMillis()>
8 putfield #3 <Field long timestamp>
11 return
B4
Method <init>
0 aload O
1 1nvokespec1al #1 <Method java.lang Object()>
4 invokestatic #2 <Method beolean isAlreadyLoaded()>

7 ifeq 11
16 return

i1 aload 0
12 invokestatic #4 <Method long currentTimeMillis()>

15 putfield #5 <Field long timestamp>
18 return

BS

Method <clinit>

0 ldc #2 <String “test™>
2 invokestatic #3 <Method boolean isAlreadyLoaded(java.lang.String)>
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} } A34. method_info.java 71 WO 2005/103926 PCT/AU2005/000580
Convience class for representing method info structures within ClassFiles.
import java.lang.*; import java.io.*; /** This follows the method-info in the
waéihdssppeeification. public final class method-info public Ktascess/lags;
public int name index; public int descriptor_index; public int attributes
count; b||§ attribute_info[] attributes; /** Constructor. Creates a method
info, ini z;llf ) it with * the flags set, and the name and descriptor indexes
given. 9&(;@% upinitialized code attribute is also created, and stored *in
the <i>gpglgs/i> variable.*/ public method_info(ClassFile of, int flags, int ni,
int di, intiacciatstuseidridimdtentess flags = flags; name index = ni;
descriptopindeic #7diFiettrittitbsGotint = ac; attributes = a; } /** This
method<rgates a method info from the current pointer in the * data
streaB%Only called by during the serialization of a complete * ClassFile
from 8, not normally invoked directly. method info(ClassFile of,

Dataln vf;n]%;ag & gu M%'% 588, g g&@gss flags = in.readChar(};

name i scrlpt r mdex in.readChar(); attributes
count =4 Eh@%ﬁgs@ﬂﬁ@ SIS DIBaYsAUF RIS olabalgiviIREOBRUNH;
for (int lgge,f@ttrlbutes count; i++){ in.nark(2) String s =
cf.consigarpbtpaol[in.readChar(}].toStringO

12 aload 0

13 invokestatic #4 <Method long currentTimeMillis()>

16 putfield #5 <Field long timestamp>

19 retimn
ANNEXURE B7

This excerpt is the source-code of InitClient, which queries an “initialisation server”

for the initialisation status of the relevant class or object.

import java.lang.*;
import java.util.*;
import Jjava.net.*;

import java.ioc.*®;
public class InitClient{

/%% Protocol specific values. */

public final static int CLOSE = -1;

publiz final static int NACK = 0;

public final static int ACK = 1;

public final static int INITIALIZE CLASS = ig;
public final static int INITIALIZE OBJECT = 20;

J¥* InitServer network valuas. */

public final statle String serverhddress =
System.getProperty("Initsexvexmpetworkwaddress“);

public final static int sarverfort =

Integer.parseint(System.get?roperty("InitS@rveanetwork“port"});
/%% Table of global ID's for local cbjects. (hashcode~to-globalll

mappings} */
public final static Hashtable hashCodeToGloballD = new Hashtable();
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in.reset(; if (s.equals("Code")) attributes[i] = new Code attribute(cf, in);
else if (s.equals ("Exceptions")) attributes[i] = new Exceptions_attribute(c,
in); else if (s.equals("Synthetic")) attributes[i] = new syntheticattribute(cf,

wih no€leeotis(S.equals ("Deprecated")) attributes[i] = new pPCT/AU2005/660580
Deprecated_attribute(cf, in); else attributes[i] = new
attribute_info.Unknown(cf, in); }} /** Output serialization of the method
infQ 1.3 hytearay..; Not neumally. invokedidisgctly. public void
seriglize(DataQuinuiStean.aut). losews LOEXception{
out.writeChar(access flags); out.writeChar(name index);
out.writeChar(descriptorindex);. Qut.writeGhar@agributes count); for (int
i=0; isatiributes, count; it+), 72 WQ 2005/103926.LGF/ALI2005/000580
attrib/uf;eg,a@;e serialize(out); } } A35. SourceFile_attribute.java Convience
class for representing, Sonrcefile. attrihyte.syuctyses within.ClassFiles.
import jJava.lang.*; import java.io.*; /** A SourceFile attribute is an optional
fixed tI_%ngth attribute in * the attributes table. Only located in the ClassFile
stxuct only once. public final class SourceFile_attribute extends
attribute;infof, public int sourcefile index; pulblic Sourceriles insom ue
attribute(ClassEile of, Int ani int al.Jnt.sfid: supes(of)) attribute name index
= ani; aégrcl:ge%esigmta EeQI;Socket(serverAddress, seyverPort);

DataCutputStream out =

new Dataautputstxeam(socket.getOutputstream()};
pDataInputStream in =

new Datalnputstream(socket.getinputstream());

// Ok, now send the serialized reguest to the InitServer.
put.writelint (INITIALIZE OBJIRCT):

out.writeInt (globallID);

out.fiush(};

// Wow wait for the reply.
int status = in.readInt{); // This is a blocking call. So we
// will walt until the remote side

// sends something.

if (status == NACK) {
throw new AssertionBrror{
"Negative acknowledgement. Request failed.");
jelse if (status != ACK)}{
throw new AssertionBrror ("Unknown acknowledgement: "

+ status + Y. Request failed.");
}

// Next, read in a 32bit argument which is the count of previous
// initializations.

int count = in.readInt{);
// 1f the count is egual to 0, then this is the first

// initialization, and hence isBlreadyLoaded should be false.

// If however, the count is greater than 0, then this is already

6



sourcefile_index = sfi; } /** Used during input serialization by ClassFile
only. SourceFile attribute(ClassFile of, DatalnputStream in) throws
IOException( super(cf, in); sourcefile_index = in.readChar(); } Used
walmierg @utput serialization by ClassFile only. void PCT/AU2005/000580
serialize(DataOutputStream out) throws IOException{ attribute length = 2;
super. serialize(outy, it wiite Chartseureafilesindex)s Jx3:A36.
Synthetig atirihute java:Ganvieneaslass for repsesenting:
Synthetic-attribute structures within ClassFiles. import java.lang.*; import
java.io.*; I’ Asypihetic attribute.indicates that this class does not have *
a generaled.cede sewes. It is likely to imply that the code * is generated
by machjpne-megans rather than coded directly. This * attribute can appear
in the classfiig,dnethod info or field-info. * It is fixed length. public final
class Synthetic, attribute extends attribute-info{ public Synthetic
_attribute(ClassFile of, int ani, int al){ super(cf); attributename index = ani;
attribute;length.zal)} /** Used dusing-etdpust sedalizatiendsy. ClassFile
only. 73 WO 2005/1.03926 PCT/AU2005/000580
syntheti¢, attribute(ClassFile9f, RatalnputSteana-inpthrows ICException{
super(ct ikt ; LANNEXLRE B

}catch {IOException e} ({
throw new AssertionError("Exception: " + e.toString{));

}

/*% Called when a class is being initialized. */

public static boolean izhlreadyloaded(8tring name) {

tryi

// First of all, we wani to connect to the InitServer, which will
// inform us of the initiaiization status of this class. '
gocket socket = new Socket (serverhAddress, serverPort)
DataCutputStream out =

new DataOutputStream(socket.getOutputStream());
DatainputStream in =

new DatalnputStxeam(socket.getlnputstream()};

// Ok, now send the serialized request to the InitServer.
Out.wxitelnt(INITIALIZE_CLASS);
out.writelInt (name.length{} ) // B 32bit length argument of
// the String name.
out.write (name.getBytes(), 0, name.length()); // The byte—
// encoded

// String name.

out. flush(};

// Now wait for the reply.
int status = in.readInti}: // This is a blocking call. Bo we
// will wait until the remote side
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B1 Method <clinit> 0 new #2 <Class test> 3 dup 4 invokespecial #3
<Method testO> 7 putstatie #4 <Field test thisTest> 10 return B2
Method <clinit> 0 invokestatic #3 <Method boolean isAheadyLoadedO> 3
witegef/fxaturn 7 new #5 <Class test> 10 dup 11 invokespaciabaB/o00580
<Method testO> 14 putstatic #7 <Field test thisTest> 17 return B3
Method <init> 0 aload_0 1 invokespgciak.#t <Method java.lang.ObjectO>
4 ana_d_O 5 invokestatic #2 <Method long currentTimeMillisO> 8 putfield
#3 <Field lqng timestagpy 11 return B4 Method <init> 0 aload_0 1
|nvokesp_eg@LﬁLémgggg@y@AQng.ObjectO> 4 invokestatic #2 <Method
boolean isAlreadyL.oadedQa .4;ifeq:1kdQdatum: dd aload_0 12
invokestatic #4 sMethod Jang eurrentTimeMillisO> 15 putfield #5 <Field
long tirnestampz.18.ceturh, Ba Method.wCclibiz:Q dele#2:<String "test™> 2
invokestatic #3 sMethod bpolean isAlkeadyl oaded(java.lang.String)>

}

// Wext, read in a 32bit argument which is the count of the
// previous intializations.

int count = in.readInt();

// If the count is equal to 0, then this is the first

// initialization, and hence ishAlreadyloaded should be false.

// Tf however, the count is greater than 0, then this is alrzeady
// loaded, and thus isAlreadylosaded should be true.

boolean isAlreadyioaded = (count == 0 ? false : true)

// Close down the connection.
out.writelnt (CLOSE) ;

out. flush() s

out.closel);

in.close(};
socket.close ()} // Make sure to close the socket.

// Return the value of the isAlveadylboaded variable.

return isAlreadyloaded:

jcatch (I0%xception e} {

throw new AsserticnBrror("BException: " + a.toString{)):

ANNEXURE B8

This excerpt is the source-code of InitServer, which receives an initialisation status

query by InitClient and in response returns the corresponding status.

import java.lang.¥;
import java.util.*;

import java.net.¥;
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74 WO 2005/103926 PCT/AU2005/000580 5 ifeq 9 8 return 9 new #5
<Class test> 12 dup 13 invokespecial #6 <Method testQ> 16 putstatic #7
<Field test thisTest> 19 return B6 Method <init> 0 aload 01
winyalsaspecial #1 <Method java.lang.ObjectQ> 4 aload BOT/iTuohEEkEe
#2 <Method boolean isAIreadyLoaded(java.Iang.Obje05> 8ifeq 12 11
speturn;.12 aload_0 13 invokestatic #4 <Method long currentTimeMillisQ>
16 putfield #5 <Field long timestamp> 19 return ANNEXURE B7 This
exaerptis the sauice-codewk T nilGlent, which queries an "initialisation
_server" for the initialisation status of the relevant class or object. import
Ja\/a*I@g&éaoimpmitfjﬁvaaums*;*/import java.net.*; import java.io.*; public
class: InitGlient: &% Pretoenkspesific values. public final static int CLOSE
-lli,upﬂlgligiimalsﬁat&jjm MACK & 0; public final static int ACK = 1; public -
finakstatic int INFEIALIZBCCEASS = 10; public final static int
INTIALIZE-OBIECT: 20 ntt:bnitSetuersnetwork values. */ public final static
Styng:SeFvRrACdIesS i tnrTIRLIZE_OBJECT= 20;
System.getPrapssty{nitSaever network_address"); public final static int
Se£¥£%!%C¥Iﬁ%1 static int serverPort = 2000%;
Integer parselnt(System.gatReapeasty ¢AnitServer_network_port"));

public Final static Hashtable initilalizations = new Hashtable{);

/#% private input/output objects. */
private Socket socket = null;

private DatalutputStream outpuitStream;
private DatalnputStream inputStream;

private String addrass;

pubiic static void main(String(l s)

throws Exception{

System.out.println(“InitServer_networkwaddress=“
+ Inetﬁddress.getLocalHost().getHostAddress(});

System.out.pxintln("InitServex_network_portﬁ" + serverPort];
// Create a serversockef to accept incoming initialization operation

// connections.
gerverSocket serverSocket = new ServerSocket (sexverPorlt);

while {!Thread.interrupted()}{

// Block until an incoming initdalization operation connection.

Socket socket = serverSccket.accept(};
// Create a new instance of InitServer to manage this

/7 initialization operation conngction.

new Thread (new InitServer (socket)).start{);
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/** Table of global ID's for local objects. (hashcode-to-global2D
mappings) */ public final static Hashtable hashCodeToGloballD = new
Hashtable(); 75 WO 2005/103926 PCTIAU2005/000580 I** Called when

wa ol aiizdeing initialized. public static boolean isAlreadyIveiee @bt
0){ First of all, we need to resolve the globallD // for object 'o'. To do this
we use the hashCodeToGloballD table. int globallD = ((Integer)
hashCadeleGloballD..gat{oy:intMaluasdryé//iNextcweiwantdseonnect
to the lnitServer, whichaill inform us of the initialization status of this
om@qgcaqgg@rsqug;@ngw Socket(serverhddress, serverPort);
DataQutputStream out = DataOutputStream(socket.getOutputStreamy));
new DatalnputStream in = new DatalnputStream(socket.getinputstream())i
Ok, now,send the-serializedsegpast iathe jritServetzean ) ;
out.write/ptiNITIALIZEORBIE GE) steukwrijetnttgiobaltd); out.flush(); /
Now waitfos.the teply:inkstatus - sateadkaty:dhis is a blocking call. So
we willwait 4ptildhe semote side sends something. if (status == NACK){
throw newyAsserionErrer- Negativeasknowledgement:Request failed.");
}else,if (status !'= ACK){ throw new AssertionError("Unknown
acknowledgement: + status + ". Request failed."); } Next, read in a 32bit
argument which is,the.count-ebpreviaus initializations:cint ceartsts and
in.readlntQ, J/ Jf the:eeunt ig equal to 0, then this is the first initialization,
ang.hencg.isAlreadyLoaded should be false.

Tryt

// Bll commands are implemsnted as 32bit integers.

// Legal commands are listed in the "protocol specific values”

// fields above.

int command = inputStream.readInt{);

// Continue processing commands until a CLOIE cperation.

while {command != CLO3E){

if {command == INITIALIZE CLASS){ // This is an
// INITIRLIZE CLASS

// operation.

// Read in a 32bit lencth field '1', and a String name for
// this class of length 'L'.

int length = inputStrean, readlnt ()7

byte{l b = new bytellengthl;

inputStream.resad{b, C, b.length) s

String className = new String(b, 0O, Tength);

// Synchronize on the initializations table in order to

// ensure thread-safety.

synchronized (initializations){

// Locate the previous initializations entry for this

// class, if any.
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If however, the count is greater than 0, then this is already 76 WO
2005/103926 PCT/AU2005/000580 // initialized, and thus
isAlreadyLoaded should be true. boolean isAlreadyLoaded = (count O ?

wintsesitaasy); // Close down the connection. cut.writelnt(@LOSE) o586
flush O ; out. closeO; in. close 0 ; socket.closeO; Make sure to close the
socket. // Returp,the.value of the isplready:aadeck variable: setim) /
isAlreadyLoaded; }catch (IOException e)( throw new
AssertionError("Ex¢aption."#1a,ioStying)), /% Galled-whes aclass is
being initialized. public static booleayy igMseadyt @aded{String name){
try{ // First of all, we want to connect tp the-lnjiiaemmeenadzich will // inform
us of the initialization status of this class. Socket socket = new
Socket(serverAddress,: seeiRarh.: RalabutputSirean out 5 new
Dataoutputstream(socket.getOutputStream()); DatalnputStream in _ new
Datalnputstream(sogket ggtinputSiteamoi b Qlanowsendthenserialized
request to the InitSeyvek. @ut. wiritebat (UFAEIZEClASB)iz1izations
out.writelnt(name.length@);A-32bit- lengih argumentof.the Strngmname.
out.write(name.getBytesQ, Q.-pame.lengthO); The byte encoded String
name. out.flush(); //,Novwswait for: theateply, int status = in.readIntO; This is
a blocking call. So we  will wait .tk the semote side 77 WO 2005/103926
PCT/AU2005/000580. 4/.sends. samething.

ltelsel // This is a known class, sc update

// the count of initializations.

initiaiizations.put{className,

new Intsgex{entry.intValue{) + 1)}

// Send a positive acknowledgement to InitClient,

// together with the count of previous initializtions
// of this class - which in this case of a known class
// muast be the value of "antry.intValue(}".
cutputSitream. writeInt (ACK) ;
outputstream.writeint(entry.intVaiue());

outputStrean. flush{);

}

jelse if {(command == INITIALIZE OBJECT) { // This is an
// INITIALIZE OBJECT

// operation.

// Read in the globaliD of the chject to be initialized.

int globallD = inputstr@am.readint(};
// Synchronize on the initializations tabla in order to

// ensure thread-safety.

synchronized (iritializations)i
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if (status NACK)( throw new AssertionError( "Negative acknowledgement.
Request failed."); }else if (status '= ACK){ throw new
AssertionError("Unknown acknowledgement: + status + ". Request
winegdi19sdNext, read in a 32bit argument which is the coeait/et the/coosss
previous intializations. int count = in.readIntO ; if the count is equal to O,
then this is the first initialization, and hence isAlreadyLoaded should be
false. // If however, the cqunt,is greater:than O.:then thisyiscalrendy
loaded, and thus isflreadyl.aaged should be true. boolean
isAlreadyLoaded, z (Count 5=.0,2.false): true)s:/£Clese dawn the
connection. out.writeInt(CLOSE ), .out.,flush O ; out. close(; in.close O
socket. close(); // Make sure to close the socket. Return the value of the
isAlreadyLoaded variable.. retn isAlreadyLeadedideatch-{LoExeeption
e){ throw new AssertionError("Excepliofsx #= 6.{0sikiig Q)n k} }
ANNEXURE B8 This excerpt is the sgurge-codesoflnitServer, which
receives an initialisation status query by InitClient and in response returns
the corresponding sfatys..mpoLt javia.lengrs-depat:aya. util.*; import
java.net.*; 78 WO 20Q3/103926 RGT/AU20051000580 import java.io.*;
public class InitServer implements Runnable{ /** Protocol specific values

pUb"C final static 'n§/Cl~eQd3§ positive acknowledgement to InitClisnt,

// together with the count of previcus initializations
// of this object - which in this case of &an unknown
// object must be 0.

outputStream.writelnt (ACK) ;

outputStream.writeInt {0}

outputsStream. flush ()7

telsed // This is a known object so update the

// count of initializations.

initializations.put (new Integer (globallD),

new Integer{entry.intValue(} + 13y

// send a positive acknowledgement to InitClient,

// together with the count of previous initializations
// of this object - which in +his case of & known

// object must be value "entry.intValue{}".
outputStream.writelnt(ACK);
outputStream.wxiteInt(entry.intValue());

output8tream.flush(};

lelset // Unknown command.
throw new AssertionError(

- "grknown command. COperation failed."}i
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public final static int NACK = 0; public final static int ACK = 1; public final
static int INITIALIZE-CLASS = 10; public final static int
INITIALIZE_OBJECT= 20; /** InitServer network values. */ public final

watatieinfeserverPort = 20001; /** Table of initialization reeords:dégusbiin
final static Hashtable initializations = new Hashtable(); /** Private

input/outpyt Qbjects. prvate Soeket socket = null; private

Dataoutput3tream quipiStaan; prvate DatalnputStream inputStream;
private String address; public static void main(String(7 s) throws

Exceptipn{ System.out.printin("InitServer_network_address=" +
InetAddress.getLocalROst().getHostAddress());
Syst%gtglyttQringgi((')lng)gerver_network_port:" + serverPort); Create a

X
serversqeket to accentincoming. nifialization Qpesation sonnections.
Serv gggg t serverSocket = new ServerSocket(serverPort); while
(!Threagiiyqf’errupted())( // Block until an incoming initialization operation
connection., Socket socket = servargacketaceept O; Create a new
instance of InitServer to, manage this initialization operation connection.
new Threagl(trzlg\t/g Initeerver(socket)).start() ; }} 79 WO 2005/103926

tream. ol

PCTIAU2002/000280 [+ Gpnstructor. Initialize this new InitSexver

x Q8@

instance with necessary, resources for operation. public InitServer(Socket

) socket =5, iyl ouipufStream = new
DataOutputStream(s,getQutputStream O); inputStream = new

PLL

DatalnpytStream(s.getlnputStreamO); address = s.getlnetAddress
C).getagstaddxessO: ealghHIQException e)f

outputStream = null;
inputStream = null;

socket = null;

ANNEXURE BS
This excerpt is the source-code of the example application used in the before/after

examples of Annexure B.

import java.lang.*;
public class examplel

/%% Shared static field. */

public static example currentExampler

/** Shared instance field., */

public long timestamp;

/** gtatic intializer. (clinit} */

statici

currentifxample = new example{};
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throw new AssertionError("Exception: " i e.toStringO); } /** Main code
body. Decode incoming initialization operation requests and execute
accordingly. public void run O { try{ All commands are implemented as
wolhikategers. Legal commands are listed in the "protocet sparifis/uakses”
fields above. int command = inputStream.readInt()i // Continue processing
commands until a CLOSE operation. while (command != CLOSE){ if
(command == INITIALIZE-CLASS){ /J This is an INITIALIZE CLASS
operation. Read in a 32bit length field '1', and a String name for this class
of length .1..int lepgth = [nputStream.readint O; byte[] b = new
byteflengthl: .inputStream.read(b, 0, b.length); String className = new
String(b, 0, length); Synchronize on the initializations table in order to
.ens.utrlgmégggm%d;sgg;gmﬂ_p&lgggﬂjg,gql@pj;iglizations){ Locate the previous
initializations entry for this class, if any. 80 WO 2005/103926
P?T/AU2005/000580 Integer entry = (Integer)
initializations.get(className); if (entry == null)( This is an unknown class
So update the table with a // corresponding entry.
initializations.put(clas$Name, new Integer(l)); Send a positive

}acknowledgement to InitCIiWﬁh the count of previous
Qﬁaliggyo;va of this class -'WHIiCh Il this case of an unknown // class
ThY %%?Pe dia%é%iél&@@&&cw{*iﬁi@&éﬁf%hﬁﬁfﬂu&ﬁtée anupylitatg0s it is

outputStream. flush();
being loaded.

import java.lang.*;
import fdava.io.¥;
import java.net.*;

public class Inithoader extends URLClassLoader{

public InitLoader (URL[] urls}{
super{urls):

}

protected Class findClass {String name)
throws ClassNotFoundBxception]

Classfiile cf = null;

try{
BufferedinputStream in = new
BufferedlnputStream(findResource(name.replace{
v/1) .concat (*.class"}) .cpenStream{) };

T
. !

cf = new ClassPile{in};

lecatch (Exception ) {throw new CiassNotFoundException (e, toString(}):}
for {(int i=0; i<ci.methods_ocount; i+t d

// Find the <cllnit> method_info struct.

String methodName = cf.constant pooll
cf.methods{i].name_index}.toString();

if (imethodName.equals(“<clinit>“)){
continue;

}

// Wew find the Code attribute for the <clinit> @ethod.
Ffor (int j=0; ti<cf.methods[i].attributes_count; 34+ | '
if {l(cf.methods[i].attributes{j] instanceot Codemattrlbute))
continue;

Code_attzibute ca = {Code_attribute)
cf .methods[i].attributes{il;
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}e_ls_e_(_ /1J _This is a known class, so update the count of initializations.
|n|t|z.a|.|zat|ons.put(className, new Integer(entry.intValue() + 1)); Send a
posﬂwe acknowledgement to InitClient, together with the count of
wprasspssinitializtions of this class - which in this case off&KAGNIEOIASEY
must be the value of "entry.intValue()". outputStream.writelnt(ACK);
outputStregm.wiitelnt(enty. ifiMaluek))y euiputStream: flush(); } })else

if (commangh=+ IN{TI#L 17 OBIECT 1, THIEE HOLINITIALIZE OBJEC

. stem.arn O c , U, €O ’ ' M v ! -T
operatlon.Z’Z’_F‘é’fﬁaﬁlﬁﬁﬂ;&fﬁfgbﬁﬁ of the ozbject to bedinitialized. int
globallD = inputStream.readintO; Synchropize gn.the initializations table in

hen, enlarge cons'tar
order to effstigiuifead-sataty, Syschronized (injalizations)] :81 WO
2005/1039262?%&@?%@(2}% (:)?gg‘ggﬂ.pﬁ&]até’ th&prévious initializations
entry for this, QRject, |§@ﬁy= ltager entry = (Integer) initializations.get(

new Intege{globedtBBedt (exvry =="null){ This is an unknown object so
update the taple with.a.//.coraspendingantry: initializationsipet(new
slna_‘:eg;ef(glob/a‘IJD , new Integer(l)); // Send a positive acknowledgement to
InitClient, i 3ad&tharWith the.count akpremions initializations of this object
- which in this case of an unknown object mystbe,0. .1 jane index);

output SRS RTAtACID: GiinwSHeam e weteintO}s toutputStream.

flush (); }else( This is a kn i
() } /7 Igow add the UT?V:}’:/QrOcqjaescs:t SO update the
CONSTANT ULfB_info ul = new CONSTANT Ut£8_info("InitClient”);

cf.constantdpoolicf.constantwpool.lengthHG] = ul;

// ¥ow add the CLASS for the previous UTF.
CONSTANT Class_info ¢l =

new CONSTANT_Ciassuinfo{cf.constant_pool.length~6);
cf.ccnstant_pool[cf.constantwpool.1ength—5] = glj

// Wext add the first UTF for NamekndType.
ul = new CGNSTANT“Uth_infc("isAlreadyLoaded“);
cf.constant_pool[cf.constant_pool.lengthvé] = ul;

// Wext add the second UTF for NameAndType.
ul = new CONSTANT_Uth_info("{Ljava/lang/String:)Z");
cf.constant_pool[cf.constant_pool.length—B] = uly

// Next add the NameAndType for the previous two UTFs.
CONSTANT NameAndType Ainfo nl = new CONSTANT NameRAndType infol
cf.constant_pool.length-4, of , constant_pool.length-3};

cf.constantwpoolicf.constant_pool.lengthwz] = nl;

// Hext add the Methodref for the previcus CLASS and
NameAndlype.
CONSTANT Methodref info ml = new CONSTANT Methodref infol
cf.constantwpoal.lengthws, cf.ccnstant_pool.1ength—2};
cf.constant_pool{cf.constant_pool.length—l} = ml;

// Now with that done, add the instructions into the code,

starting

// with LDC.

ca.code{0] = new bytel3}:

ca.code{G1 (0] = (byte} 19;

ca.code[0]1[11 = {byte) {{{cf.constant _pool.length-¥) >> 8) &
OxEL):

ca.code(01(2] = (byte) {(cf.constant_pool.length—?) & Oxff);

// YWow RAdd the INVOKESTATIC ingtruction.

ca.codell] = new bytel3l;

ca.code{l11[0] = (byte] 184;

ca.codel1l[1] = (byte} {((cf.constantmpool.length~1) >> B8} &
OxEf) ;

ca.code (13 [2] lbyte) ({cf.ccnstantwpool,lengﬁh~l) & OxEf):

// Next add the IFEQ instruction.
ca.codel21 = new byte[31;
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count of initializations. initializations.put(new Integer(globallD), new
Integer(entry.intValue() + 1)); Send a positive acknowledgement to
InitClient, together with the count of previous initializations of this object -
wwhiobrissdtis case of a known // object must be value "ertegrimto@ireeso
outputStream.writeInt(ACK); outputStream.writelnt(entry.intValueO);
outputStream. iush@; }- }elset Waknown command. throw new
AssertionErrorEeUnkpiowriesthmentt; @g;ér%itﬁﬁh’ failed."); } 82 WO
2005/103976°BE F/AtI20057080580 77 Read in the next command.
command & inplat@tream.rféadﬁt(w }dareR PException e){ throw new
AssertionEf G Excentions eastastring()); )finally{ try{ I/ Closing down.
Cleanup this connection. outputstream., h () r Lclose();
JnputStreaf. osE(); "SoKet, ETSsg%ﬁnglzﬂ%h %r%%%?tﬁge_?%%
t.printstaclc'Era@eQ;er@@rbagéit:heose references. outputStream = null;
inputStreaft 2 Sotket = hull;} }} ANNEXURE B9 This excerpt is the
source-?ode of the example application used in the before/after

}

try{

ByteArrayOutputStream out = new ByteArrayGutputStream();
cf.serialige(out)s

bytel[] b = out.toByteArray{};
return definetlass(name, b, O, ir.length);

leateh (Exception e}
e.printStackTrace(}; )
throw new ClassNotFfoundException{namej:

}

Annexure C
Cl. TYPICAL PRIOR ART FINALIZATION FOR A SINGLE MACHINE:

Method finalize()
0 getstatic #9 <Field java.io.PrintStream out>
3 Idc #24 <String "Deleted..."> _ '
5 invokevirtual #16 <Method void printin(java.lang.String)>
8§ return
(9. PREFERRED FINALIZATION FOR MULTIPLE MACHINES

Method finalize()

0 invokestatic #3 <Method boolean isLastReference()>

Jifme 7

6 retuern

7 getstatic #9 <Field java.io.PrintStream out>

10 1dc #24 <String "Deleted...">

12 invokevirtual #16 <Method void prinfin(java.lang.Siring)>

15 return _
C3. PREFERRED FINALIZATION FOR MULTIPLE MACHINES (Alternative)

Method finalize()

0 aload_0 .
1 invokestatic #3 <Method boolean isLastReference(java.lang.Object)>
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examples of Annexure B. import java.lang.*; public class example{ /**
Shared static field. public static example currentExample; /** Shared
instance field. public long timestamp; /** Static intializer. (clinit) static{

wourent&xmmple = new example(); 83 WO 2005/103926PCT/AT2005/046580
PCT/AU2005/000580 /** Instance intializer (init) public example(){
timesaal R System. currentTimeMillis(); } ANNEXURE BIO
InitLogé;;lﬁva This excerpt is the source-code of InitLoader, which
modifiesapfnplicaiipnas bisribsirgtoaded. import java.lang.*; import
java.iprrigémppesiava. nadlEepublic class InitLoader extends
URLQmsaslobaderal pliblid/riitbedé it mnfeurbrsstipae)irs); } protected
Classifindi@ass (String name) throws ClassNotFoumdException(
ClassFile cf = null; try{ Bufer@%—gﬁéam in = new BufferedInputSt
iPeath (FRaRESolrce (name. replace(’.’, 'I") concat (".class")) openStream
U cf = new CiassFile(in); }catch (Exception e)(throw new ClassNot
RRGRIEXEPHOR(E toStringO):) for (int i=0; i<cf.methods_count; i++)( //
Find the <clinit> method-info struct. String methodName =

*

cf.ConBtaH**° §861F et rethods i],.name index) . toString();

protected Toid fihalize{l) throw 7o

J/ "beleted..." is printed out when this object is garbaged.

Bystem.out.println({"Delsted...");

Annexure C5
import java.lang.*;
impeort java.ubil.*;

import java.nebt.*;

import java.ic.*;
public class FinalClient(

/** Protocol specific values. */

public final static int CLOSE = -1;

public final static int NACK = G;

public £inal static int ACK = 1

peblic final static int FINALIEE _OBUECT = 10

/** FinalServer network values. */

public final static String serverAddress =
System.gethoperty("?inalServermnetwork_address"};

public final static int serxverPort =

Integer.paxselnt(System.get?ropezty("FinalServexﬁnetwo:kﬂport"));
/%% Pable of giobal ID's for local objects. {hashcode-to-globallD
mappings) */

public final static Hashtable hashCodeToGlobalID = new Hashtable(};

/%% called when a object is being finalized. */

public static boolean isLastReference (Ghject o} {

87



if !lmethodName. equals ("<clinit>")){ continue; } // Now find the Code
attribute for the <clinit> method. for (int j=0; j<cf. methods
[i].attributes_count; j++)( if (!(cf.methods]i].attributes(j] instanceof Code
wattitmatesprecontinue; Code attribute ca = (Code-attribute PCT/AU2005/000586
cf.methodsli].attributes(j1; 84 WO 2005/103926 PCT/AII12005/000580 //
First, shift the code[) down by 4 instructions. byte[][] code2 = new
byte[ca.sqde dength+d][}=-5ystemaraycopy{eavode, 6;cotle2; 4,
ca.code;length)s Ga.ceders cadeierocpoel yytékitems. Then enlarge the
constant £p.ANB[ cpim ey epsicfelciceanstani:pool Jengths);:
System.arraycopy(cf.constant_pool, 0, cpi, 0, cf.constant pool.length);
cf.copstant_pool = cpi; cf.constant_pool._count += 7; // Now add the
constant pool items for these instructions, starting // with String.
CONSTANL . Sthing:Hif@ LobmdieWCON STABEEvstringidifel 11 infornm
((CONSTANT, :Glass:info)shcanstanispeoljcfthig eelass]).name_index);
cf.constant.poglsf-constanis peollangthrddesscsipfrMNowadd the UTF for
class. CQNSEANT: rLlfB:rinfo ul = new CONSTANT UtfB info("InitClient");
cf.constant,fpoglict.constantapookdength«6p= A1z Now add the CLASS
for the pravious:br TR GONSTANT Glass info cheraew CONSTANT!Class
info(cf.constant_pool.length-6); cf.ccnstant
pool[cf.constant.upeakliength-hl 5 i /fNext addetherfirst ddTerfor
NameAngdd ype..uh = AeMGONSTANT Utf6 info("isAlreadyLoaded");
cf.constant peolef.cgnstant, pool.lergth-4] = ul; // Next add the second

UTF for NammeAndType. ul = new
CONSTANTULtf8 info("(L)ava/lang/String;)Z");

// Now wait for the reply.
int status = in.readInt(); // This is a blocking call. So we
// will walt until the remote side

// sends something.

1f {status == NACK){
throw new AssertlonBrror{
"Negative acknowledgement. Regunest failed."):
lelse if {status != ACK}{
throw new Assertionfrror{"Unknown acknowledgement: ™

+ status + ". Reguest failed."):

}

// Fext, read in & 32bit argument which is the count of the
// remaining finalizations

int count = in.readInt(};

// 1f the count is equal to 1, then this is the last finalization,
// and hence isLastReference shonld be true.

// If nowever, the count is greater than 1, then this is not the
// last finalization, and thus islastReference should be false.

boolean isLastReference = (count == 1 7 true : false);

// Close down the connection.

out.writeInt (CLOSE);
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cf.constant pool[cf.constant_pool.length-3] = ul; // Next add the
NameAndType for the previous two UTFs. CONSTANT NameAndType
info nl = new CONSTANT _NameAndType_info( cf.constant_pool.

wienghtnebonf.constant_pool.length-3); cf.constant pool[cf.eanstamios/ooosso
pool.length-2] = nl; // Next add the Methodref for the previous CLASS and
NameAndTyRpe, GONSTANT_Methodref info ml = new CONSTANT
_Methogdlref..infof, ,cf.constant pool.length-5, cf.constant_pool.length-2);
cf.constant, pol[cf.constant_pool.length-1] = ml; // Now with that done,
add the instructions into the code, starting // with LDC. ca.code[0] = new
byte[3];, 68.600e[Q3[0] _ (byte) 19ica.code[Q} 1) =ndoyie)et.
(((cf.constant_pool.length-7) >> 8) & Oxff); ca.code[0][2] = (byte)
((cf.constant. oaklength: 1) &% HxNowe Add badNVOKESTATIC
instructign, ga.codekLl = new byte[3]1 ca.codell][0] = (byte) 184,
ca.code[l][1] = (byte) (((cf.constant_pool.length-1) >> 8) & Oxff);
ca.cade[1][2] & (yte){(cfconstant_pool.length-1) & Oxff); // Next add the
IFEQ insfruction. ca.cedell s newbyte[3L; 85.Wid:2005/103926
PCT/AU2005/000580 ca.code[21]01 _ (byte) 153; ca.code[2][l] = (byte)
((4 >> 8) & Oxff); ca.code(2](2] _ (byte) (4 & Oxff); // Finally, add the
,RETURN instruction. ca.code[3) = new byte[l]; ca.code[3][0] = (byte) 177;
/I Lastly, increment the CODEAlnmg‘&g'Hﬁand ATTRIBUTE-LENGTH
values. ca.code_length += 10; ca.attribute length += 10; }}

import java.lang.*;
import java.ubil.¥®;
import java.net.*;

import java.lo.*;
public class FinalServer implements Rannable{

j** pProtocol specific values */

public final static int CLOSE = -1;

public final static int NACK = G:

public final static int ACK =~ 1;

public final static int FINALIZE OBJECT = 10:

/** FinalServer network values. */

public final static int servexrPort = 200601 ;

/%% Taple of finalization records. */
public final static Hashtable fipalizations = new Hashtable();

/%% Private input/output cbjects. */
private Socket soccket = null;

private DataOutputStream outputStream;
private Datalnput3tream inputStream;

private String address;

public static void main(Stringl] s)

throws Exceptioni

System.out.println{"Finalserverwnetwork_address=“
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try{ ByteArrayOutputStream out = new ByteArrayOutputStream();
cf.serialize(out); byte[] b = out.toByteArray U; return defineClass(name, b,
0, b.length); }catch (Exception e){ e . printStaokTrace C); throw new
wGhassNatkioundException(name); }} ] Annexure C Cl. PZPICAHWIRRIBR
ART FINALIZATION FOR A SINGLE MACHINE: Method finalize( 0
getstatic #Q skield jayade:-PHSireameeutxixdskdei#24 <String
"Delelgthx. =05 fhvakevirtial #16 <Method peid prntntavestang. String)> 8
return C2. PREFERRED FINALIZATION FOR MULTIPLE MACHINES
Methgddfinalize Q- nvekastatie #3-sMethadbosleasn. iskastReferenge(> 3
ifne 7 6gtum: f@getstatie #9 <Field java.io.PrintStream out> 10 |de #24
<Strigg.Deleiad. sox-d2 daveke vistual #6 <hiethosivoid:) ;
printin(java.lang.String)> 15 return C3. PREFERRED FINALIZATION
FOR MU TIRLE MACHINES (Alternative) Method finalize( 0 aload_0 1
invokestatie #3 <Method boolean isLastReference(java.lang.Object)> 86
WO 2005/103926.R CT/AW2005/000580 -4 iffie BeZaturrdrgetstatic #9
<Field jaya.de.EsintStream,oubtzraklaldes#24 <String "Deleted..."> 13
invokevirtual #16 <Method void printin(javalang.String)> 16 return
AnneXUPQ %ate a new instance of InitServer to manage this
// initialization operation connection.

new Thread{new FinalServer(socket}).start();

}

/*%* Constructor. Initialize this new FinalServer instance with necessary
respurces for operation. */

public FinalServer (Socket s} /!
soccket = =87

tryl
outputStreamn = new DataOutpuiStream(s.getOutputStream{));

inputStream = new DataInputStream(s.getinputstream(});
address = s.getInetAddress(].getHostAddress{);
leateh (IOException e)

+hrow new AssertionError{"Bxcepticn: " + e.toStringi) )

}

/#* Main code body. Decods incoming finallization operation requests and
execute agcordingly. */

public void run{){

tryi

// Bll commands are implemented as 32bit integers.

/{ Legal commands are listed in the "mrotocol specific values”

// fields above.

int command = inputStream.readInt{};
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import java.lang.*; public class example{ /** Finalize method. */ protected
void finalize() throws Throwable{ // "Deleted..." is printed out when this
object is garbaged. System.out.printin("Deleted..."); } Annexure C5 C5
wiirgoorti§asza. lang.*; import java.util.*; import java.net.*; irgbryjaneaiensso
public class FinalClient( /** Protocol specific values. public final static int
CLOSE/; clsxpublic-finak staticint-NAGK = D ripsbhgdfinalestatic int ACE =
1; publig:final static.int FRNAEIJZE-OBJECT 10; /** FinalServer network
values. */ public final static String serverAddress =
System.getPrapeaiiys "Einalhervensaetwork_address: public final static
int serverPort = // FINALIZE OBJECT
Integer.parselnt(System.getProperty("FinalServer; ngéamtles port™)); /**
Table of global ID's for local objects. (hashcode-to-globallD mappings) */
public final stajicHashtablehashGodeTiaGlohallR-—nennHashtable(}; /**
Called when a,ohjeshis being.finalized:-2/public static Boolean
isLastReference(Object 0){ 87 WO 2005/103926 PCT/AU2005/000580
First of all, we negdita.sesolve dheglabalb fos abject:0'oFerde thisuwe use
the hashCodeTQGlabkall.table. int globallD = ((Integer)
hashCodeToG)phallR get(@))=int¥alueO; try{ Next, we want to connect to
the FinalServer, which will inform us of the finalization status of this
object. Socket spgkgtmnew SosketisenvarAddiasssseyverPart);
DataOutputStream Qi NeWany.
DataOutputStream(secket getOipisSiream() - DatakputStream in =
new DatalnputStreagy(seeket getinpuiStream 0);

if (entry == null){
throw new AssaertionError("Unknown object.™};
lelse if {entry.intvValue(} < 1}{
~ throw new AssertionError(“Invalid count.");
telse if (entry.intValue{) == 1}{ // Count of 1 means
// this is the last
// reference, hence

// remove from table.
finalizations.remove {new Integer(globallDj);

// Send a positive acknowledgement to FinalClient,
// together with the count of remaining references -
// which in this case is 1.
outputStream.writelInt (ACK} ;
outputStream.writelnt (1),

outputStream. £lush{)s
Jelse{ // This is not the last remaining
// reference, as count is greater than 1.

// Decrement count by I.

finalizations.put (new Integer(globalID},

new Integér(entry.intValue(} - 1))s
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I Ok, now send the serialized request to the FinalServer.
out.writeInt(FINALIZE_OBJECT); out. writelnt(globallD); out.flush(); //
Now walit for the reply. int status in.readIntO; // This is a blocking call. So
wweesdd/wibavait until the remote side sends something. if fstatigesoo0ss0
NACK){ throw new AssertionError( "Negative acknowledgement. Request
failed.”); }else if (Statys.i=AlK): throwmnewsdssettionEwar{ikbaknown
acknowledgement:, /+.Status+.i - RequeshtaledpzinldNext tead irra
32bit argument whighds the, count of the:/ temaining finalizaticas:int
count = in.readIntO;; fthe countiseaual to 1, then this is the last
finalization, and hgnggdsi-astReferencacshould be true. // If however, the
count is greater thap.1.theo:this issaed theJastfinalization, and thus
isLastReference shquld.be false:.daeplean isLastReference = (count ==
? true : false); // Close down the connection. out.writelnt(CLOSE); 88 WO
2005/103926 PGT/AU2005/000580 out.flush(); out. close(); in.closeO;
socket.close(); Make sure to close the socket. // Return the value of the
isLastReference variable. return isLastReference; )catch (IOException e){
throw new AssertionError("Exception: " + e.toString()); } } Annexure C6
import java Jang.*; imporf jauagik Sonsand.
throw new RssertionBrror|

"Uninown command. Operation failled.")s

}

// Read in the next command.

command = inputStream.readlnt (}:

b

}eatch (Bxception e){
throw new AssertionError ("Exgeption: ¥ + a.tof8tring{));
yEinally{
tryi
// Closing down., Cleanup this connection.
outputStream. flushi);
outputStream.closel};
inputStream.clese();
sockat.close ()}
}catch (Throwable t){
&,printStackirace{);
}
// Garbage these references.
outputStream = null;
input8tream = null;

socket = null;

ANNEXURE C7
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import java.net.*; import java.io.*; public class FinalServer implements
Runnable{ /** Protocol specific values */ public final static int CLOSE _ -1;
public final static int NACK = 0; public final static int ACK = 1; public final
wetatiessINALIZE-OBJECT = 10; I** FinalServer netwarkivalues opesstic
final static ir.t serverPort = 20001; /** Table of finalization records. public

fin sti?ﬁjc Hashtable finalizations = new Hashtable(); /** Private
a

er.Java. . 4
50 e@ lijsJ( @Js%?&%e%&@&? m%&?,%ﬂcﬁ BH&?H&E'X&%pIicgﬁon asitis
Glitputstream outputStream; private DatalnputStream inputStream;
bsinsiea®tling address; public static void main(String[] s) throws
imxeeptioa{iSystem.out.printin("FinaiServer_network_address-" 89 WO
Zots/10%076 BCT/AU2005/000580 + InetAddress.getlocalHostC
getHostAddress O); system. out. £rintlnQ;Lr{lalServer_network_port:" +

RBRBIBEH) T AT a L e Br 6 ekt 10

et to accept incoming initialization
operatiorricannestiorns.: ServerSocket serverSocket = new

SeyverSBERE ServerPort); while (IThread.interrupted() }{ // Block until an
incoming initialization operation connection. Socket socket =

sefjeISorketatcept ii@}ﬁéi‘@ga“ﬁ%% instance of InitServer to manage

this initialization operation connection. new Thread(new Final Server
(sockEFEtattET} T P+ Constructor. Initialize this new FinalServer instance

with negessary resources for operation. public FinalServer(Socket s){
socket :Bgff@ﬁdinputStream in =
g

BufferedlnputStream(findResource(name.replace('.',
/1) .concat{".class")) .openStream{)};

of = new ClazsFile(in);
}lcatch (Exceptlon e){throw new rlassNotFoundException{e.toString{(}) /}
for {(int i=0; i<cf.methods_count; i++}{

// Find the finallze method info struct.

String methodMame = cf.constant pooll
cf,methods[i}.name_indax].tcstxing();

if (!methodName.equals("finalize")}{
continue;

1

// ¥ow find the Code sttribute for the finalize method.
for (int $=0; j<cf.methods(il.attributes_count:; j++){
if {!({cf.methods[i].attributes(j] instanceof Code_szttribute))
continue;

Code_attribute ca = (Code_attribute)
cf.methods[1] .attributes(j];

// First, shift the code(] down by 4 instructions.
byte{l ] codeld = new bytefca.code.length+d] [1;
System.arraycopy{ca.code, 0, codeZ, 4, ca.code.length};
ca.code = codel;

// Then enlarge the constant pool by €& ltems.

cp infof}l cpli = new cpminfo[cf.constant_pool.length+6};

Sygt@m.axrachpy{cf.constantﬁpool, 9, cpi, 0O,
cf.constant_pool.length):

cf.constant_pool = cpi;

cf.constant_pool _count += 6;

// Now add the UPF for class. . '
CONSTANT ULES info ul = new CONSTANY Utfg info("FinalClient"};
cf.constantupool[cf.constantmpool.length—ﬁ] = ul;

// ¥ow add the CLASS for the previous UTF.

CORSTANT Clase info cl =
new CONSTANT_Class_info(cf.constant~pool.length—6);
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outputStream = new DataOutputStream(S.getoutputStream());
inputStream = new DatalnputStream(s.getinputStream O); address =
s.getinetAddressO.getHostAddresao; )catch (IOException e){ throw new
whgsertiiantsrror("Exception: " + e.toString()); } J** Main cedeAodys/dDesode
incoming finalization operation requests and execute accordingly. public
void run({.dryf-Alkeommangsaatesimplemeated-as 82bit integers. Legal
commands are listed in the profacol | specific values” fields above. int
command 2 I IQQMLQ%CJE@MT r@@mﬁ fv%m;@eeﬁeaaosgza
PCT/AU20@&%@5809#@%%@}3‘?@6@%5%@@0%ma‘Hds until a CLOSE
operation. WNL%(QQWEH@QG!CQJQQ&E}HH(&%HT@M
FINALIZE “OBJSCTITHE s %4_PRA lengggé?;‘-iﬁﬁp&rdnon /l Read in
the globally 5P¥R& Bbfact 16 be fina |Zed int globallD = inputstream.readint
o; Synchronmemnet«he;ﬁn%améwﬁ%egémetiﬁC@gg@ﬂ@ﬁé@i@éygé infol
thread- safe?yms ﬁl@n_;eﬁe fn@ aUm)&Lﬁaeatﬁémapfwr@ws
finalizations: emty:for_tHis [objeee Hoamp inteler ety 2 (Integer)
finalizations,get(. Rew-integerglobalD})sif-(ertsys—suangll}pdhrow new
vassettionkError "UnknOV\éQ object.’). }else f (entry intyalue(); se) { throw
new Asser%%rg rggﬂttmﬁa; ‘c@@u;at;b),r))ere;dﬁs(%ﬁmuatvaéue@—zn {
Count of 1aheamrs=thisqs thée fast-#1 referent® Fighce Temove from table.

finalizationg,rgmayvenaw: Integetglahallby) rSendsaipositive code,
a@kﬁ@wledgﬁam%rllté% FinalClient,

ca.code[0] = new bytelll;
ca.code (01101 = {(byte} 42;

// Now Add the INVOKESTATIC instruction.
ca,codefl] = new byte[3]:
ca.code[11[0] = (byte) 1B4;
ca.code[1]{1] = (byte) {{{cf.constant pool.length-1) >> 8) &
GrEEL) . )
) ca.code(11(2] = {byts} ((cf.constantmpool.lengtn—l) & OXEL);

// Next add the IFNE instruction.
ca.codel[2] = new bytel[3]:

ca.codel2][0] {byte) 154

ca.codel2][1] {byte} ({4 >> B) & Oxff;;
ca.codei2} 2] (byte} (4 & OxEL);

#n %

// Finally, add the RETURN instruction.
ca.codel3] = new bytefill:
ca.code[3110]1 = (byte} 177:

// Lastly, increment the CODE_LENGTH and ATTRIBUTE_LENGTH

values,
ca.code_length += 8;
ca.attribute_length += 8;

tryi

ByteArrayOutputStream out = new ByteArrayOutputStream();
cf.serialize (out):

byte{l b = cut.toByteRrray{) s
raturn defineClass(name, b, 0, b.length};
ycatch {Zxception e){

e.printstackTracel) !
throw new ClassNotFoundException{name);

}
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together with the count of remaining references - // which in this case is 1.
outputStream.writelnt(ACK); outputStream.writelnt(1); outputStream.
flush(); )else{ // This is not the last remaining reference, as count is
worgatanibmn 1. Decrement count by 1. inalizations. put(rew/AU2005/600580
Integer(globallD), new Integer(entry.intValue() - 1)); 91 WO 2005/103926
PCT/AU20051000580 Send a positive acknowledgement to FinalClient,
together with the count of remaining references to // this object - which in
this case of must be value "entry.intValue()". outputStream.writelnt(ACK);
outputStream.writelnt(entry.intValueO); outputStream. flush(); } )else{
Unknown command throw n%@%naror( "Unknown command.

) ead command command =
#?\ %Egnﬁl}ﬁﬁ%atéﬁ @gé%tlon e){ throw new

q%yé)qError( Exception: " + e.toString()); Hinally{ try{ // Closing down.
Cf Jhis,connection. outputStream. flush O; outputstream.close();
wgaég@g@@#g GIRseRk speketclose() , )catch (Throwable t){
t.piuatackTraceO; } // Garbage these references.
10 iadd
11 putstatic #3 <Field int counter™>
14 aload 1
15 monitorexit

16 return.
Annexure D2

Method void run{)
0 getstatic #2 <Field java.lang.Object LOCK>
3 dup
4 astore_1
5 dup

6 monitorenter
7 invekestatic #23 <Method void acqmreLock(java lang.Ohject)>

10 getstatic #3 <Field int counter™>

13 iconst 1

14 iadd
15 putstatic #3 <Field int counter>

18 aload 1

19 dup
20 invokestatic #24 <Method void releaseLock(java.lang Object)>

23 monitorexit

24 return
Annexure D3

import java.lang.*;
public class example{

/** Shared static Ffield. */
public final static Object LOCK = new Object ()

/%% Shared static field. */

public static int counter = C;
/*% Example method using synchronlzation. This method serves to

itlustrate the use of synchronization to implement thread-safe

modification of a shared memory location by potentially multiple
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outputStream = null; inputStream = null; socket = null; } } ANNEXURE C7
92 WO 2005/103926 PCT/AU2005/000580 FinalLoader.java This excerpt
is the source-code of FinalLoader, which modifies an application as it is
wbeingi@aged. import java.lang.*; import java.io.*; imponejaveumetinmatlic
class FinalLoader extends URLClassLoader{ public Finalloader(URL[]
urls){ super(urls); } protected Class findClass(String name) throws
ClassNotEoundException( ClassFile of = null; try{ BufferedinputStream in
= new BufferedIinputStream(findResource(name.replace('.',
'1").concat(sclassi)) openstreamh )i of mmpewnClasskile(in),;dcateh ve
(Exception, e){throw new:GlassNotFoundException(e.toStringO );} for (int
i=0; ischmethads,eaunt; i++){ // Find the finalize method-info struct.
String methodName = c.constant_pool[ cf.methods][i].name
index).toStxingl.if L methodName gguals( fiaadize s)}e1GoRtEe nd-Naw
find the Cade, atiribite for the.finalize method. for (int j=0;
j<cf.methodslil.attributes_count; j++){ if (!(of.methodslii.attributesj]
instanceof Code-attribute)) continue; Code attribute ca = (Code-attribute)
cf.megthodsli].attributes[j];

Annexure D4

import dava.lang.*;
import java.ubil.*;
import java.net.¥;

import java.lo.¥;
public class LockClient{

/%% Protccol specific values. ¥/

public final static int CLOSE = -1;

public final static int NACK = 0

public final static int ACK = lL;

public final static int ACQUIRE_LOCK = 10;

public final static int RELEASE_LOCK = 20;

/** TLockServer network values. ¥/

public final static String serverAddress =
System.getProperty{"LockServer_petwoxk_address");

public final static int serverPort =
Integer.parselnt(System.get?roparty("LockServeanetwoxk_port"));

/%% Tahle of global ID's for local objects. {hashcode—-to-globallDl
mappings) */

public final static Hashtable hashCodeToGlobalID = new Hashtable():

/** galled when an application is to acguire a lock. */

public static void acquirelLock{dbject o)
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/I First, shift the code(] down by 4 instructions. byte[)[] code2 = new
byte[ca.code.length+4][]; System.arraycopy(ca.code, 0, code2, 4,
ca.code.length); ca.code = code2; // Then enlarge the constant_pool by 6
witems/1ep2énfo[] cpi = new cp_info[cf.constant_pool.lengthaBZy2005/060580
System.arraycopy(cf.constant_pool, 0, cpi, 0, cf.constant_pool. length);
cf.constant pool = cpi; cf.constant_pool_count += 6; // Now add the UTF
for class; CONSEANTE UHE infodibrnew GONSTANT Wt o'
info("FinalGlient,),.cheonstantpagksheanstasiopool.length-6] = ul; / Now
add the CLASS for the.previous i CONST ANT Class-infecc = new
CONSTANT Class info(cf.constant_pool.length-6); 93 WO 20051103926
PCTIALI20051000580 cf.constant pool[cf.constant_pool.lergth-5] = c1; //
Next add the first UTF for NameAndType. ul = new CONSTANT Utf8
info("isLastReference?d) . Ltaopstant poclstLonstant: pooliengthtdds= ul;
/I Next add fbe sgcond JTF for NameAndType. ul = new CONSTANT UtB
info("(LjavadanglQbiectdZ e constantpeol[cteanstant pool.length-3] =
ul; // Next.add the NameAndType for the previous two UTFS.
CONSTANI,, NameAndIyvpe, infanlzpewGOMSTANT NameAndType_
info( cf.gonstant. paql.length:Asah.constantpesldangibr3):wteanstant
pool[cf.constant_pool.length-2] = nit // Next add the Methodref for the
previous CLASS,and, NameAndiType . GQNSTANTL.Methedref info ml =
new CONSTANT Methedeettafo( cf.constant pool.length-5,
cf.constgnt_pogllengths2):n¢f.constant pool[cf.constant pool.length-11 =
ml; // Now, with.that done, add the instructions into the code, starting //
with LDC. ca.code[O] = new byte][l]; ca.code[0][0] _ (byte) 42; // Now Add
the INVOKESTATIG nstrictian.
int status = in.readlInt(}s // This is a blocking call. So we
// will wait until the remcte aide

// sends something.

if (status == WACK}{
throw new AssertionBrror({
“Negative acknowledgement. Request failed.");
telse if [status != ACK}({
throw new AssertionBrror("Unknown acknowledgement: Y
+ status + ". Reqguest failed."):

}

// Close down the connection.
out.writeInt (CLOSE};

out. flush{}:

out.close()y

in.close():
socket.close{}; // Make sure to close the socket.

// This is a goed acknowledgement, thus we can retuxn now because
// globazl lock is now acquired.

return;
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ca.codefl] = new byte[3]; ca.code[1][0] _ (byte) 184; ca.code[1][1] _ (byte)
(((cf.constant_pool.length-lI) >> 8) & Oxff); ca.code[l][21 = (byte) B
((cf.constant_pool.length-1) & Oxff); // Next add the IFNE instruction.
woamede{®2k= new byte[3]; ca.code[2][0] _ (byte) 154; caecude[@]F)messe

(byte) ((4 >> 8) & Oxff); ca.code[2][2] _ (byte) (4 & Oxff); // Finally, add
the REJURNdnstruction, ca.code[3] = new byte[1]; ca.code[3][0] = (byte)
177; Il Lastly nncrement the COREENGTH andAEERIBUTE-LENGTH
values, ca.code length += 8; ca.attribute length +=8; }} try|
ByteArrayOutputStream out = new ByteArrayOutputStreamO;
cf.serialize(out); byte[] b = out.toByteArray(); return defineCiass(name, b,
0, b.length); )catch (Exception e)( a.printStackTraceO throw new
ClassNotEoundExceptiontaame); 3 94:WQ 20054108926
PCT/AU2005(000580 .} Anexg i Method void run() 0 getstatic #2
<Field java.lang.ObjectLOCK> 3 dup 4 astore_| 5 monitorenter 6 getstatic
#3 <F/IPIH.£Q{ %Quﬂtﬁr?ve Qlégg)%t_njs;e@v@qge globallDd for chject 'o'.

// To do this we use the hashCodeToGlobalID table.

int glebkallID = ({Integex) hashCodeTeGloballb,.get (o)} . intValue(}

try{

// Next, we want to conmect to the LockSexver, which records us as
// the owner of the global lock for object 'o'.
Socket socket = new Socket (serverAddress, serverPort):
DataQutputStream out =

new DataOutputStream{socket.getOutputStream{});

DatalnputStream in = new Datalnput&tream({socket.getInputStrean());

// Ok, now send the serialized rsguest to the lock server.
out.writelnt(RELEASE_LOCK);
out.writelnt{globallD};

ouit.flush{);

// ¥ow wait for the reply.
int status = in.readInt(}; // This is 2 blocking call. So we
// will wait until the remote side

// sends something.

if {status == NACK){
throw new Assertionfirror{
"Negative acknowledgement. Request failed.");
telse Lf (status != ACK){
throw new AssertionError("Unknown acknowledgeament: "

+ status + Y. Reguest failled.");
}

// Close down the connecticn.
ont,writelInt (CLOSE) ¢
out.flush{);

out.close{};
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11 putstatic #3 <Field int counter> 14 aloadl 15 monitorexit 16 return
Annexure D2 Method void run() O getstatic #2 <Field java.lang.Object
LOCK> 3 dup 4 astore_1 5 dup 6 monitorenter 7 invokestatic #23
woMetiodovoid acquireLock(java.lang.Object)> 10 getstattc#Bipisticomst
counter> 13 iconstl 14 iadd 15 putstatic #3 <Field int counter> 18 aloadl
19 dup 20 inyakestatic #24 <Method void releaseLock(java.lang.Object)>
23 monitorexit 24 return Annexure D3 import java.lang.*; public class
examplef [3*.Shated static field. puhlicsfinak static ObjechbEQCK = new
Object(); /** Shared static field. */ public static int counter = 0; /** Example
method ysing.synchronization. Ihismethed.senwes:te Ylusiratecthesuse of
synchronjzation.te.implement thread-safe modification of a shared
memory,lgcation by potentially multiple 95 WO 2005/103926
PCT/AU2005/000580 threads. public void runO( First acquire the lock,
otheryise,any.mamary writes we do will be prone to race-conditions.

synchropjzed (1LOCKM: Now.thatwe.have acquireekthe:tack; we can safely
modify memory // in a thread-safe manner.

Annexure DS

import java.lang.¥;
import java.util.*;
import java.net.*;

import java.io.*;
public ¢lass LockServer impliements Runnable {

/** Proteocol specific walues */
public final static int CLOSE = -1;
public final static int WACK = 0;
public final static int ACK = 1;
public final static int ACQUIRE LOCK
public f£inal static int RELEASE_LOCK

H

10;
20;

il

/%% LockServer network values, */

public f£inal static int serverPort = 20001;

/%% Table of lock records. */

public final static Hashtable locks = new Hashtable{);

/%% Linked list of walting LockManager objects, */

public LockServer next = null;

/** Bddress of remote LockClient. */

public final String address;
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counter++; }} } Annexure D4 import java.lang.*; import java.util.*; import
java.net.*; import java.io.*; public class LockClient{ /** Protocol specific
values. */ public final static int CLOSE -1; public final static int NACK = 0;
wpubdigifisatb static int ACK = 1; public final static int ACQUMREAUDGK6SE0;
public final static int RELEASE-LOCK = 20; /** LockServer network
vajues. X aublic finalstatic. {ieing serverAddress = System.getPrope
rty(hackSeryer petwarkyaddress”); public final static int serverPOrt =
Integer, parseniSysiamn. aethraperty( LOCkServer_network_port")); /**
Taptg[.g,aqggjg&%;@'&ﬁggﬁqgg&@@g&s. (hashcode-to-globallD mappings) */
public final static Hashtable hashCodeToGloballD = new HashtableO; /**
Called when an,applicationisqa agquire a lock. public static void
acgyirel ock(Ohiact o){ 96 WO 2005/103926 PCT/AU2005/000580 First
of all, we need to resolve the globallD for object W. To do this we use the
hashGadeTaGloballl) tahlgsintglohali. = diinteger)
hashCodeoGlehalD. aet(a)h itV aluel-{ritdext, we want to connect to
the LogkSenver, which,will. grant us.the-glohaklock-Seeket socket = new
Socket(serverAddress, serverPort); DataOutputStream out = new

DataQuiputSireani(socket. getOlipuistieamy))i-Ratalaputstream in = new
Datalppytatreamysocket.getinputStream()); // Ok, now send the serialized

requegt 1o, the lock server.. out. wiiteiACHRE: LOGK);

while (!Thread,interrupted(}){

// Block until an incoming lock operation connectiom.

Socket socket = serverSocket.accept():

// Create a new instance of LockServer tc managye this lock
// operation connectlon.

naw Thread [new LockServer(socket)).start(};

}

/** Comstructor. Initialise this new LockSexver instance with necessary
resources for operation. */
public LockServer (Sccket s){
sacket = 57
tryl
cutputStream = new DataOutputStream(s.getOutputStream{}};
inputStream = nevw DatalnputStream{s.getIinputStreani)};
address = s.getInetAddress().getﬂostAddress();

}cateh (ICException e){

throw new Assertionfrror ("Exception: ¥ + e.toString()};

}

/%% Main code body. Decode incoming lock operation requests and execukbe

accordingly. */
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out.writelnt(globallD); out.flush(); 11 Now wait for the reply, int status =
in.readint(); This is a blocking call. So we will wait until the remote side
sends something. if (status == NACK){ throw new AssertionError(

wiNegativeacknowledgement. Request failed.”); }else if (staitaB20esA@BHK
throw new AssertionError("Unknown acknowledgement: + status + ".
Rgg,ﬂggtj@igeglg ; ¢lose down the connection. out.writelnt(CLOSE); out,
flush O ; out.close(); inclose(; socket.close(); Make sure to close the
sockef,, (/ This is a good acknowledgement, thus we can return now
because global lock is now acquired. return; 97 WO 20051103926
PCT/AU2005/000580 lcatch UQExcention a){:theawnew
AssertionEror{"Exsention.h e,1estingf), bi-¢siCalled rihenians"
applicatpnfg%fg)srggg@ase a lock. public static void releaseLock (Object 0){
Il First of all, \we need to.resalve therglaballD for object 'o’. // To do this we
use the hashCodeToGloballD table. int globallD = ((Integer)
hashCodeTaGlphallR-get(Q)):Htvalua@ i iry{dNexgaewant to connect
to the LogkServernwhich#geards us as the owner of the global lock for
object '0". Socket socket = new Socket(serverAddress, serverPort);
DataOutputStream Qui=RewsRat@utputStream(sogket.getoutputStream
O DatalnputStream in = new DatalnputStream(socketgetinputStreamO);
/I Ok, now send the serialized request to the lock sesyefation.

// Read in the globalID of the object to be locked.
int globalID = inputStream.readInt{);

// Synchronize on the locks table in crder to ensure thread-

// safety.

synchronized {locks){

// Check for an existing owner of this lock.
Lock8erver lock = (LockServer) locks.get(

new Integer{globalID)):

if {lock == null}{ // Wo-one presently owns this lock,

/7 so acquire it.

locks.put (new Integer{globalll), this}i:

acquireLock(); // 8ignal to the client the
// successful acguisition of this
// lock.
lelse( // Already owned. Append ourselves

// to end of gueue.

// Search for the end of the queue. (Implemented as
// linked-list)
while {lock.next = null){

lock = lock.next:
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out. writelnt(RELEASE_LOCK); out.writelnt(globallD); out.flush{); // Now
wait for the reply, int status = in.readInt O; This is a blocking call. so we
will wait until the remote side sends something. if (status NACK)[ throw

woewsAssexionError( "Negative acknowledgement. Requestfsilmds/)peigise
if (status '= ACK){ throw new AssertionError("Unknown acknowledgement:
+ status + ". Request failed."); } Close down the connection.
out.writeInt(CLOSE);.,0ut.flush; .0ut; Glose.Qr: 98 ¥MO-20Q51 103926
PCT/AU2005/000580 in.close(); socket.closef ; // Make sure to close the
socket. This is a good acknowledgement, return because global lock is //
now released, return; }catch (IOException e)( throw new
AssertionError("Exception: + e.toString() ); }} } Annexure D5 import
java.lang.*; impart java.uil- 5 inRest javanet.*; impertdasado.*; public
class LockServer implements Runnable[ /** Protpcatspecifiecvalues */
public final static int CLOSE -1; public final static;int NAE#:= 0; public
final static int ACK = 1;

// Read in the globallD of the object to be locked.
int gleballD = inputStream.readInt{};

// Synchronize on the locks table in order to ansure thread-
// safety.

synchronized {locks}{

// Check to make sure we are the owner of this lock.
TockSarver lock = (LockServer) locks.get!

new Integer(globalID)};

if {iock == null){

throw new AssertionBrror("Unlocked. Release failed.™};
jelse if {lock.address i= this.address){

throw new AssertionError{"Trying to release a lock ™
w

4+ “which this client doesn’t own. Release

+ "failed."):

lock = lock.next;
iock.acquirelock();  // Signal to the client the

// successful acguisition of this

/! lock.
// 8hift the linked list of pending acquisitions forward
// by one.
locks.put{new Integer(glcballDl}, lock};
// Clear stale reference.

next = null;

releasebock(): // Signal to the client the successful

// release of this lock.
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public final static int ACQUIRE-LOCK = 10; public final static int
RELEASE-LOCK = 20; /** LockServer network values. */ public final static
int serverport = 20001; /** Table of lock records. */ public final static
whlasistaiabedocks = new Hashtable(); /** Linked list of waktingalvosishianager
objects. public LockServer next = null; /** Address of remote LockClient.
public final String address; 99 WO 20051103926 PCT/AU2005/000580 /**
Private inpyt/output objects; ¥ private.secket socket = null; private
DataOutputstrean QutpwStream private DatalnputStream inputStream;
public static void-gain(Strinalis) Jhrews.Exgeptionf
System.out.printin("LockServer_network _address=" +
InetAddress.getLOcalHOst O .getHostAddressO

System.out.priniin(;L QnkServernetwork_port="+ serverPort); // Create a

serversockef to acceptincoming.lack eperation // connections.
ServerSocket serverSocket = new ServerSocket(serverPort); while

(‘Thread.interruptedO ){ // Block until an incoming look operation
connection. Socket socket = serverSocket.accept(); Create a new
instance of LockSeryer,to manage this lock // operation connection. new
Thread(pew, Lockserver(sacket).start Q. } LConstrugton. Initialise this
new LogkServer instance with necessary resources for operation. public
LockSengr{ SOcket s){ socket =s; try{ outputStream = new
DataOutputstrean(s sgetoutputStreami)hndoputStream = new
DatalnputSfreany(s.getinputgtream()); address =

s.getinetAdgliessQ. gettostAddress(

inputStream.close(};
socket.close();
jcatch {Throwable t){
t.printStackTrace(};
}
// Garbage these references.
outputStream = null;
inputStream = null;

socket = null;

}

/** Send a positive acknowledgement of an ACQUIRE_LOCK operation. */
.public void acquirelock() throws IOException(
outputStrean. writeInt (ACK};
outputStream, flush{(};
}

/** ZSend a positive acknowledgement of a RELEASE_LOCK operation. */
public void releasshock(} throws IOExcepticon{
outputStream.writelnt (ACK);
cutputStream,. flush{) ¢
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}catch (I0OException e){ throw new AssertionError("Exception: +
e.toStringO); }} /** Main code body. Decode incoming lock operation
requests and execute accordingly. 100 WO 20051103926
wi 6ddAdI2Q05/000580 public void run()( try( All commaneisrate2005/000580
implemented as 32bit integers. Legal commands are listed in the "protocol
: specific values" fields above. int command = inputStream.readIntO; //
Continue processing commagisiiiafgL OSE operation. while

(command 1= CLOSE) if (cdmmand == ACQUIRE_LOCK){ This is an
LABGAIREI®OK operatign. Read.in the globallD of the oblact ta he,
Thiscreerp it §rorams oo tarEkRdEY nfqaﬂg}ﬁ% %%?fé% on the locks
vdaplRdae@rder to ensure thread- safety. synchronized (locks){ // Check for

an.exisfing.owner of this lock. LockServer lock = (LockServer) locks.get(
iew Mmteger(globallD)); if (lock == null){ No-one presently owns this lock,
inggra chijiifréft. Tocks.put(new Integer(globaliD), this); acquireLock O; //
mSignalte theclientthex 3y dtegsirA attdisition of this lock. }else{ Already

owned. Append.ourselves. £ end of queue. Search for the end of the
queuep{implemented as linked-list) while (lock.next != null){ lock =
lotk.next; }

protected Class findClass (String name)
throws ClassiotFoundException!

¢tlasaFile cf = null;

try{ '
pufferedinpuistrean in = X \ .
nEW BufferedlnputStream{flndResource(name.rep¢ace( Gy
'/').concat(".class")).openstream());

cf = new ClassFile{in};
Jeatch {Exception e) {throw new ClassNotFoundException{e.tostring{)};}

// Class-wide pointers to the enterindex and exitindex.
int enterindex = ~1;
int exitindex = -1;

3 d=flr 1< -'.|.+}{
for (int i=0; i<cf.methods_count; i+¥) .
) for {int 3=0: j<cf.methods£i}.attributeswcount; d4) ‘
if {!(cf.methods[i].attributesij] instancecf Code_attribute))
continue;

Code attribute ca = {Code_attribute)
cf.methods[i].atktzributes{il;

poclean changed = false;

far ltint z=0: z<on.code. length; z++){
i 0] & Dxff) == 1094} J// Opcode for a
L€ ((ea-codelal Tl // MONITORENTER
// instruction.
changed = true;

// Wext, realign the code array, making room for the
i rtions,

g;té???] code2 = new byte[ca.code.length+2][];

System.arraycopy(ca.code, 0, code2, O, z}i

code2[z+ll = ca.codelzl;

System.arrayccpy(ca.code, z+1, codeZ, z*3,
ca.code.lengbh-{z+1} 1}/

ca.code = code2;

// Wext, insert the DUP instruction.
ca.codelzl = new byte{l]l;
ca.code [z} [0] = (byte) 88;
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101. WO 2005/103926 PCT/AU2005/000580 lock.next = this; // Append
this lock request at end. }else if (command == RELEASE_LOCK){ This is
a RELEASE LOCK operation. Read in the globallD of the object to be
wiekedosint globallD = inputStream.readint(); Synchronizewmtiwdgelesss
table in order to ensure thread- safety. synchronized (locks){ // Check to
Imall(<e sur(e we are the owner of this lock. LockServer lock = (LockServer)
ocks.get( new Integer(global2D)); if (lock == null){ throw new
AssertionError("@w?Qﬁ&gl ;E’é?é%aé? al %‘gﬁ;s?j\gfge):iﬁ%ro%ﬁgadress 1=
this.address){ throw/hewsAssertoRETF o TIikYy tPFeIeBSEQITER ™ "which
tlt‘(f‘)ﬁskclIent_doLesnl;g)%naJ%%&agﬁt;fiaﬂec@;aa, ok mdoak n@xt: to the
ck.acquireLockO;/8i sottirectlient the _successful acqujsition of thi
lock. I/ Shift the |inl§§.@?§§§ﬁé@ﬁé mé‘iﬁ‘@i&%ﬁf&éﬁﬁﬁ?‘%}%ﬁgﬁ s
locks.put(new Integer(cgfloba#l?),tl%ﬁ%);la‘?@éa? stale reference. next = null;
} releaseLockU ; Sigriatidiie-ElEnt sie ‘suceessful release of this lock.
102 WO 2005/103926 PCT/AU2005/000580 )else{ Unknown command.
throw new AssertioREFAI:kiaknadivnscammansi.Qpsration failed.”); //
Read in the next commantkrcorrhariceninpritStrdatreesatint) ! Jcatch
(Exception e){

CONSTRNT Class_info ¢l = new CONSTANT Class_info(
cE.constant_pool count-6};
cf.constantwpool[cf.ccnstant_pool.length—S} = ¢l;

wl = new CONSTANT Utf8_info("acquireLock”):
cf.constant_pool[cf.constant pool.length-4] = ul;

ul = new CONSTANTWUth_info("(Ljava/lang/@bject;)V");
cf.constant_pool[cf.constant_pool.length—B] = ul;

CONSTANT NameRndType_info nl =
new CONSTANT NameAndType info(
of . constant_pool,length-4, cf.constant_pool.length-

cf.constant_pool[cf.canstantwpcol.length—2] = nl;

CONSTANT Methodref_ info ml = new
CONSTANT Methodref infof
cf.constant_pool.length-3, cf.constant_pool.length~
23;
cf.constant_pool[cf.constant_pool.length~1} = ml;
enterindex = cf.constant_pool.length-1;
}
ca.code[z+2] = new byte[3];
ca.codeiz+2110]) {(byte) 184;
ca.ocode{z+2] (1] {byte) {{enterindex >> 8) & OxEL);
ca.codelz+2] (2] {(byte} {enterindex & 0xff);

[ I

// 2nd lastly, increase the CCDE_LENGTH and
ATTRIBUTE LENGTH

// walues.

ca.code_length += 4;

ca.attxibute_length += 4;

2 = 1

Jelse if {{ca.code[z][0] & Oxff) == 185} // Opecode for a
// MONITOREXIT
// instruction.

changed = true;

// Next, realign the code array, making room for the

// insertiens.

bytel[][] ceodeZ = new byte{ca.code.length+2][];

System.arraycopy (ca.code, ¢, code2, 0, z);

code2lz+l} = ca.codelz]:

system.arraycopy{ca.code, z+1, cade?, z+3,
ca.code.length- (z+l}};
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throw new AssertionError("Exception: + e.toStringO); )finally( try{ //
Closing down. Cleanup this connection. outputStream.flush();
outputStream. close (); inputStream. close (); socket.close( ; )catch
wol fwen@bie t)( t.printStackTrace O; Garbage these refemsrwesz005/000586
outputStream = null; inputStream = null; socket = null; } /** Send a
positive acknowledgement.gf. an ACQUIRE LOCK operation. public void
acquireLock() throws IOException{ outputStream.writelnt(ACK);
cutputstream.flusf{ (J=37+4 $8R, A h8eTiivE FekRdWiedgement of a
RELEASE_LOCKs=operation) pubke=vdiei releaselLock() throws

IOException{ outpuisiream writeINlAGK QuiRHSeam. flush 0; 103 WO
2005/103926 PCI{ALR808/0005801 } ANNEXURE D6 LockLoader.java

This excerpt is the sGUFEe:dSde b LECKEBEdEF Wihich Modifies an -
application as it is beinrgzloaded: importfave.langave inrpoit jEvacidhe

import java.net.*; pulfli€-ESS LKL oader sxtends URLC|assLaadert
public LockLoader(WRk umts%(rwpai(mds%jca protécted Glasy

indClass(String name) Sthigis CaessNEIotindException(

ef.constant_pool_count += 6

CONSTANT Utf8 info ul =
new CONSTA&T_Qth_info(“LockCli@nt");
cf.constant_poolch.constant_pccl.length~6] = uly

CONSTANT Class_info ¢l = new CONSTANT Class_info{
cf.constant_pool_count-6};
cf.constant_pool[cf.constant_pool.length—S] = cl;

ul = new CONSTANT Utf8_infc{"releaseLock"™);
cf.constant_paol{cf.constant_pool.1ength~4] = ul;

ul = new CONSTANT ULfB info("{Ljava/lang/Object:)V"}:
cf.constantwpool{cf.constantwpcol.langthw3] = ul;

CONSTANT NameAndIype info nl =
new CONSTANT NameAndType_info(
cf.constant_pool.length-4, cf.constant_pool.length-
3k .
cf.constantmpool[cf.constantmpool.length—Z} = nl;

CONSTANT Methodref info ml = new
CONSTANT Methodref infof
cf.constant_pool.length~5, cf.constant_pool.length-
2);
cf.constant pool {cf.constant_pool.length-1] = mil;
exitindex = cf.constant pocl.length-1;

ca.codeiz+2] = new bytel[31;

ca.codeiz+21 [0] {byte) 184;

ca.code[z+2111] (byte) ({exitindex >> 8) & Oxff);
ca.code[z+2] [2] {byte) (exitindex & OxIf):

BN

#

// And lastly, increase the CODE_LENGTH and
ATTRIBUTE_LENGTH

// values.

ca.code_length += 4;

ca.attribute_length += 4;

z = 1;

}
// If we changed this method, then increase the stack size by

cne.
if {changed){
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ClasSFile of = null; try{ BufferedInputstream in = new
BufferedInputStream(findResource(name.replace('., '/l)concat(".class")).
openStreamO of = new ClassFile(in); )catch (Exception e)(throw new
wOlassNattsoundException(e.tOString())F) // Class-wide pomtersieitiese
enterindex and exitindex. int enterindex int exitindex for (int i=0;
i<cf.methods_gpunt; i+#l-for (int j=0; jscimethodsf) atikibutes count; j++){
if (I (cf.methiods(i). attributes]j] instanceof code attribute)) continue; Code
attribute ca = (Code-attribute) cf.methodsJi].attributes[j]; boolean changed
= false; for (int z=0; z<ca.code.length; z19){ opcode for a if ((ca.code[z][0]
& Oxff) ==/ MONITORENTER instruction. changed = true; Next, realign
the codefarray, making room for the Insertions. byte[][] code2 = new
byte[ca.cqde.length+2HL. Lystem. arraycopy {eagade:dn6ede2, 0, 2);
code2[zH} =ecaatodepz}) :System.arraycopy(ca.code, z+I, code2, z+3,
ca.code.lgngth~(z+1):. g@sgggj&aygodez /I Next, insert the DUP
instruction. ca.code[z] = new byte][l]; ca. code[z][O] = (byte) 89; 104 WO
2005/10§§%“Pﬁfﬁ?f° 605100556 I PRSIy insert the INVOKESTATIC
InStruGHGm:hlf @Fﬁ@ﬂﬂl@jew:: -1){// This is the first time this class is
encouytefifig" the CiireioeR nstruction, so have to add it to the

}
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J/ constant pool. cp info[] cpi = new cp_info[cf.constant_pool.length+6];
System.arraycopy(cf.constant_pool, 0, cpi, O, cf. constant_pool. length);
cf.constant pool = cpi; cf.constant_pool_count += 6; CONSTANT UtfB

info ul = new CONSTANT Utfs info("LockClient"); of. constant pool[of. #MCSLLP
constant_pool.length-6] = ul; CONSTANT Class info ci = new
CONSTANT-Class-info( cf. constant_pool_count-6); cf.constant
eealigkgonstant_pool.length-5] = cl; ul = new CONSTANT
Uti8info("acquirelock™); cf.constant pool[cf.constant_pool.length-4] = ul;

pl = new &9@1'&? AT MiRiRfetdliauaiano(QbieeiiMuniefanstiantand cach
pool[cf.constant_pool.length-3] = ul; CONSTANT NameAndType_info nl

mORY SONSIAN: NameARdTyREd e shieapsiantReluienetrdist a

constant_pool. length- 3); cf.constant_pool[cf.constant_pool.length-2] = nl;

GENST ANEaMathasrshoinfpmehFonewo SENSEANTMethogeedtd @ bnly a

cf.constant_pool.length-5, cf.constant_pool.length- 2); ¢

{igenrstantarep|cheenstanh peollpRetbri sl saptedntexy 1. corresponding
constant_pool. length-1; } ca.code[z+2] = new byte[3]; ca.code[z+2][0]

fhvieh 84akrappretzsa tib3radbyte) temesindexsry Sipk@3filiocated to the or
ca.code[z+2][2] _ (byte) (enterindex & Oxff); // And lastly, increase the

GODERL ENGI @ngtoAh AR IBUTeAEN Gt values ticaeadetength dfacity
4; ca.attribute length +=4; z +=1; }else if ((ca.code[z][0] & Oxff) == 195)(
HAperde fas ar MONEIORENXdtion program is said allocated memory capacity.

2. The plurality of computers as claimed in claim 1 wherein each said computer in
operating said at least one application program reads and writes only to local memory
physically located in each said computer, the contents of the local memory utilized by
each said computer is fundamentally similar but not, at each instant, identical, and every
one of said computers has distribution update means to distribute to all other said

computers the content of any memory location updated by said one computer.

3. The plurality of computers as claimed in claim 1 or 2 wherein for each said
portion a like plurality of substantially identical objects are created, each in the
corresponding computer and each having a substantially identical name, and wherein

the initial contents of each of said identically named objects 1s substantially the same.

4. The plurality of computers as claimed in any one of claims 1 to 3, wherein each
said computer substantially simultaneously executes a different portion of said

application program(s}, each said computer in operating its application program portion
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/I instruction. changed = true; // Next, realign the code array, making room

for the // insertions. byte[][] code2 = new byte[ca.code.length+2][];
System.arraycopy(ca.code, 0, code2, 0, z); code2[z+i] = ca.code|z];
System.arraycopy(ca.code, z+l, code2, z+3, ca.code.length-(z+1)); 105 pcCSLLP
WO 2005/103926 PCT/AU2005/000580 ca.code = code2; // Nast, insert

the DUP instruction. ca.code[z] = new byte][l]; ca.code[z][0) = (byte) 89; //

ltﬁ%%% nseshiae ﬁ%‘eﬁ?%ﬁé@ﬁglg)_mg&%ﬂ?'iﬂflé%éitm%ﬁﬁ-?h%ﬁégh iScated

Irst time this class is encourtering the acquirelock instruction, so have

10206 19 106 ,eenstarLpRRhER e MAllCRI MBSy utilized by each said computer

cp_info[ctf.constant_pool.length+6]; System.arraycopy(ef.constant_pool,

iQfﬁf?&lﬂ&@%ﬂﬁ?@%ﬁfﬁ%Iné@,rkﬁ%h%&gﬁﬁtﬁﬁh%ﬂlai&@ﬁery one of said
cf.constant_pool count += 6; CONSTANT UtfU_info ul = new CONSTANT

Liaipiat hock Glantdii & LAnsianh R el iconsiant-RIChLAWHEL Sl if each
CONSTANT _Class info cl = new CONSTANT-Class-info( of. constant

AR 1@'1?%/:&% pAliciaoRstaRinoRl 1eRIt-Bli 6dirdihs biect.
CONSTAT%T Stf info("releaselLock"); Fr BlirddporRt objee

cf.constant_pool[cf.constant_pool.length-4] = ul; ul = new CONSTANT
_UtfS_info("(Ljava/lang/Object;)V");
9f-Conqtﬁ@éﬂﬁﬁhq)i{fif&%@%{@ﬁtm@%@d@ﬂﬁ&ﬂﬁl St CONSTANTg a lock means

_NameAndType_info nl = new CONSTANT_NameAndType_info( cf.
SMRIBNE 100]- enoApeleonsianin RAGkIGAGIc3ishing to utilize a named object
therein acquires an authorizing lock from said lock means which permits said utilization

and which prevents all the other computers from utilizing their corresponding named

object untit said authorizing lock is relinquished.

6. The plurality of computers as claimed in claim 5 wherein said lock means
includes an acquire lock routine and a release lock routine, and both said routines are
included in modifications made to said application program running on all said

computers.

7. The plurality of computers as claimed in claim 5 or 6 wherein said lock means
further includes a shared table or record listing said named objects in use by any said
computer, a lock status for each said object, and a queue of any pending lock

acquisitions,
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cf.constant_pool[cf.constant_pool.length-2] = nl;

CONSTANT_Methodref_info ml = new CONSTANT_Methodref_info(

cf.constant pool.length-5, cf.constant_pool.length- 2);
cf.constant_pool[cf.constant_pool.length-1] = ml; exitindex = MCSLLF
cf.constant_pool.length-1; } ca.code[z+2] = new byte[3]; ca.code[z+2)[0]

= (byte) 1B4; ca.code[z+27[1] = (byte) ((exitindex >> 8) & Oxff);

cca.codpfzH2ll4lity (Pytehiexitindex it aedhn AAnshiastiyinerease th@erein said
CODE-LENGTH and ATTRIBUTE-LENGTH // values. ca.code length +=

1hekGaaatihuis leagtitimdin adtiibnkl éhlhwe ebangeghthiaithepptdatben
increase the stack size by one. if (changed){ 106 WO 2005/103926

RETAURAQI0R0RI camaxnsiaskttindusktaoiake sure. } 1} try{
ByteArrayOutputStream out = new ByteArrayoutputStream();

cf.serialize(out); byte[) b = out.toByteArray 0; return defineClass(name, b,
0, b.length); )catch (Exception a){ throw new
ClassNatgunditxegpianinameay;climpd @7 claim 2 wherein all said distribution

update means communicate via said communications link at a data transfer rate which is

substantially less than the local memory read rate.

10.  The plurality of computers as claimed in any one of claims 1 to 9 wherein at
least some of said computers are manufactured by different manufacturers and/or have

different operating systems.

11. A method of compiling or modifying an application program written to operate
on only a single computer to have different portions thereof to execute substantially
simultancously on different ones of a plurality of computers interconnected via a
communications link, said method comprising the steps of:

(i) detecting instructions which create objects utilizing one of said computers, and
(il  activating an initialization routine following each said detected object creation
instruction, said initialization routine forwarding each created object to the remainder of

said computers.

12.  The method as claimed in claim 11 and carried out prior to loading the

application program onto each said computer, or during loading of the application
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MCSLLP CLAIMS 1. A plurality of computers interconnected via a
communications link and each having an independent local memory and
substantially simultaneously operating a different portion at least one
application program each written to operate on only a 5 single computer,
wherein each local memory is accessible only by the corresponding
portion of said application program, and the local memory capacity

@&%%&Pgn&e eI BRI epgﬁeﬁmda&%g@mésd hstaptiaiyJaentisal cach

and the total memory capacity available to the or each said application
REQamissaidi dllgsated Mame s aarREark ) Sbhe PlHEaliyRhtion program.
computers as claimed in claim 1 wherein each said computer in operating
said at least one application program reads and writes only to local

memory physically located in each said computer, the contents of the

lacal memensutiizad by eoshssaid campuieés bndapentaliysimi@aRUritten
not, at each instant, identical, and every one of said computers has
@iskibation updatemeRns iepdistivytaferaligibelossidriheamputens:thescuted
content of any memory location updated by said one computer. 3. The
Plusality ok compuiess as/caimed inigiRinhl @2 Mhglginitorotachsaiers
portion a like plurality of substantially identical objects are created, each in
thercoarespondingeampuiestang pachviavilg aatbstantiphyideniicatps of:
name, and wherein 20 the initial contents of each of said identically
fpmed@bjadisig subsippiialtiothersame ad off pedeltadity bfClombuarsdasect
claimed in any one of claims 1 to 3, wherein each said computer
sithstantiatly stmultAneeuslyixeliwasardiffereniportion of said

application program(s), each said computer in operating its application
grogramodoition £08 MESIARoneedsican radorgensseds spaefértofol] said
object only in local memory physically located in each said computer, the
canpeinis; of the local memory utilized by each said computer is
fundamentally similar but not, at each instant, identical, and every one of
said computers has a finalization routine which deletes a non-referenced
object only if each 5 one of said plurality of computers no longer needs to
téfer td theitccborbspolading dbjgein 53 e ptursdity oftcdmpidensasne is
claimed in claim 3 and including a lock means applicable to all said
oedfiters avhereinamyoocbmputer swahingdabaufifize bjavamednsbject f said
therein acquires an authorizing lock from said lock means which permits
saitputiliz atdnsifahtodichephevelatscalthieeoitiemoshepierd fropretifizgingopy
their corresponding named object until said authorizing lock is

o€ KagLibied bg.tTheepleradity Wfseohepatpesees claimed in claim 5 wherein

said lock means includes an acquire lock routine and a release lock

routine, and both said routines are 15 included in modifications made to

said application program running on all said computers. 7. The plurality of
tdompuidsrastiotaislethieddimisiaBoor36ow b rehsrsaids tor kiheamprifaster steps of:
includes a shared table or record listing said named objects in use by any
gald loading and executing said initialization routine on one of said computers,

(iv)  modifying said initialization routine by said one computer, and
(v)  transferring said modified initialization routine to each of the remaining

computers.

111

MCSLLP



10

15

20

20 computer, a lock status for each said object, and a queue of any
pending lock acquisitions. 109 MCSLLP 8. The plurality of computers as
claimed in any one of claims 5 to 7 wherein said lock means is located

within an additional computer not running said application program and MCSLLP

connected to said communications network. 5 9. The plurality of

computers as claimed in claim 2 wherein all said distribution update
[peansigRMMHBICAIR ManaithCRMMUNICALRAS Nk AlRERER HansiRtit outine
which is substantially less than the local memory read rate. 10. The
Rlwralibcoboamputers asalaima i euanerehrlaimsihiin Qmiarer. at

10 least some of said computers are manufactured by different
manufacturers and/or have different operating systems. 11. A method of
compiling or modifying an application program written to operate on only
grsinglerramprtardocnave difieranh nortiorssthere@hio BReguftialization routine
substantially 15 simultaneously on different ones of a plurality of
compHeisrntewaarfegiash via@ saammucieations Jikesdidl metbath of said
comprising the steps of. (i) detecting instructions which create objects
ilZIng oeergfigaidl computers, and (ii) activating an initialization routine
following each said detected object creation instruction, said initialization
routine forwarding each created object to the remainder of 20 said
computers. 12. The method as claimed in claim 11 and carried out prior to
igading teemefplicationegrograimaorioeachvisaichcsrmplte coatpaisanghe steps of:
loading of the application 110 MCSLLP program onto each said
campuierdop afie moddinio oftheiapplication pragranm ontoctaehl Saithuters,
computer and before execution of the relevant portion of the application
priograsaidléoconephod sfrdisysiid considtéat initialization wiiaine to each of the
application program written 5 to operate on only a single computer but
diffeieintportipnsef which are to be executed substantially simultaneously
each on a different one of a plurality of computers interconnected via a
caimuenitationsinemonnsammethed:odifiprigisgthe Stbigstof (Hutine after
scrutinizing said application program at, or prior to, or after loading to

detégt ofanigrogram step defining an initialization routine, and 10 (ii)
modifying said initialization routine to ensure consistent operation of all

said computers. 14. The method as claimed in claim 13 wherein said
initialization routine is modified to execute once only on the creation of a

fitst objdut ythng daerefisaiddisddnmputers sad inmodifieditotsdi disableatine
on the creation of each subsequent peer copy of said object by the
remanseriof saicdocomputersr @5eThetmetiodicaihrethimnétavoi®dersd
wherein step (ii) comprises the steps of:

20. The method claimed in claim 18 wherein said unmodified tnitialization routine

is supplied in cascade fashion from said one computer sequentially to each of said

remaining computers.

21, A method of ensuring consistent {inalization of an application program written
to operate only on a single computer but different portions of which are to be executed

substantially simultaneously each on a different one of a plurality of computers
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(iii) loading and executing said initialization routine on one of said

computers, 20 (iv) modifying said initialization routine by said one

computer, and (v) transferring said modified initialization routine to each of

the remaining computers. 111 MCSL! P 16. The method as claimed in MCSLLP
claim 15 wherein said modified initialization routine is supplied by said one
computer direct to each of said remaining computers. 17. The method as

Haimed nelpim 18 whsipinaaidimediiad Ritalzatondauingin e steps of:

supplied in cascade fashion from said one computer sequentially to each

af Saidsaﬁm%@sgwegmi&ﬁﬁxgwg{b&dpf;iam@mﬁ@imaa&g&cléetect

wherein step (ii) comprises the steps of: (vi) loading and modifying said
é@@i@ﬁ@f% @éﬁia@fﬁm%% af:afid CAMBLLRIS. 24 (vii) said one computer

sending said unmodified initialization routine to each of the remaining

Gomputessirand (il eaah.ol said kematning sermueisdaedifiingsaid
Initialization routine after receipt of same. 15 19. The method claimed in
SRIRpBhemikgaid unedifiedinitialzatonrauting dssyppliadbysaids no
one computer directly to each of said remaining computers. 20. The
m@égogeg@imqgfm waimil&wbgyeinisgighiwimodified initialization routine

is supplied in cascade fashion from said one computer sequentially to

each of said 20 remaining computers. 21. A method of ensuring consistent
finalization of an application program written to operate only on a single
zoMputak:hhkdiftese alpaeionscofiwiichvaceta heegaclitadosubstantialyodified
simultaneously each on a different one of a plurality of computers 112
MeRLLR thtersonpesiedvia enconrnumidations netwaerksSaicbmptinad and when
comprising the steps of: (i) scrutinizing said application program at, or

fnier tai dcfigiteadinpigdeiast teachrograntgtep defining an

finalization routine, and (ii) modifying said finalization routine to ensure
collective deletion of 5 corresponding objects in all said computers only

when each one of said computers no longer needs to refer to their
eorresfitedirghobjeleind hhdametad 2% cladneadsiaclaine@iprberdin said of:
finalization routine is modified to execute to clean-up an object once only ‘
@iy onanlingneds saidicgrepdténgiant shentihe @l efcsafdaddmpuipersrno
longer need to refer to said object. 23. The method claimed in claim 21 or
@2)wheneitiStep (ijdcinbrisesithexstepsyofaidithtoadimgrancekecuting

said finalization routine on one of said computers, (iv) modifying said
finalizatians fovitiges oy saiditne toxtipation wod:kS5t¢Watransfdairgsaithg
modified finalization routine to each of the remaining

computers.

24, The method as claimed in claim 23 wherein said modified finalization routine is

supplied by said one computer direct to each of said remaining computers.

25. The method as claimed in claim 23 wherein said modified finalization routine is
supplied in cascade fashion from said one computer sequentially to each of said

remaining computers.
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computers. 24. The method as claimed in claim 23 wherein said modified
finalization routine is supplied by said one computer direct to each of said
remaining computers. 20 25. The method as claimed in claim 23 wherein
said modified finalization routine is supplied in cascade fashion from said
one computer sequentially to each of said remaining computers. 113
MCSLLP 26. The method claimed in claim 21 or 22 wherein step (ii)
gompripe e ieBa M) (L?%%% W MOAIbnT R nalizAon BLRS o
on one of said computers, (vii) sald one computer sending said
@@WO%{&;{M&%@{}M%&%ﬁ@%&&ﬁ%{ﬁi@ AINEN GOMRHESIR,HARAS
vili) each of said remaining computers modifying said finalization routine
@ﬁ&ﬁ: reARIpL oL SAMA:ALndle Beihed Paimedin.alaim 2 Sorasrein saidhe e
nmodified finalization routine’is supplied by said one computer directly to
gﬂ%%g@%{ﬁ%nMComputers. 10 28. The method claimed in claim 26

3

wherein'said unmodified finalization routine is supplied in cascade
feshionfransaid Aas.campyisrseayaniialyite eaarahsald oremainingrer
computers. 15 29. The method as claimed in any one of claims 21 to 28
gg@ﬂgiggsg;ﬁefurther step of: (ix) modifying said application program
utilizing a procedure selected from the group of procedures consisting of
re-compilation at loading, pre-compilation prior to loading, compilation
prior to loading, just-in-time compilation, and re-compilation after 20
teadingpod bgfereexesution abihe wirvantperigmeharmigalifktion routine is
program. 30. The method as claimed in claim 29 including the further step
Qfppkransiering difinekapplisationrogiashiensh saishfamputers
utilizing a 114 MCSLLP procedure selected from the group consisting of
master/slave transfer, branched transfer and cascaded transfer. 31. A
method of operating a multiple thread processing computer in which 5

idividuakthiends ahnsingle RpR matigRpregRMNHINEN apskale @hjutine is
on a single computer are substantially simultaneously processed each on

augpresponding diferent ronesafadplicalify b camperans interenngsted
via a communications link, and in which objects in local memory

Rhvsically-asgagtated with the computer processing each thread have
corresponding objects in the local memory of each other said computer,

the 10 method comprising the step of collectively deleting all said
corresponding objects when

29. The method as claimed in any one of claims 21 to 28 including the further step
of:

(ix)  modifying said application program utilizing a procedure selected from the
group of procedures consisting of re-compilation at loading, pre-compilation prior to

loading, compilation prior to loading, just-in-time compilation, and re-compilation after

loading and before execution of the relevant portion of application program.

30.  The method as claimed in claim 29 including the further step of:

{(x) transferring the modified application program to all said computers utilizing a

114
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each one of said plurality of computers no longer needs to refer to their
corresponding object. 32. The method as claimed in claim 31 wherein an
object residing in the memory 15 associated with one said thread and to
be deleted has its identity communicated by the computer of said one o e
thread to a shared table or record accessible by all other said computers.
33. The method as claimed in claim 31 wherein an object residing in the

ﬂgﬁ'&ﬂﬁ% %@e@éﬁ%&ﬂ%%@%ﬁﬁ%ﬂ@ gachand o he gﬁ!ﬁ&%ﬂ PARSd transfer

Identity transmitted to the” computer associated with another said thread
And.is anspittegl thereby to a shared table or record accessible by all
said other computers. 115 MCSLLP 34. A method of ensuring consistent
synchronization of an application program written to operate only on a
single computer but different portions of which are to be executed
substantighy simyltaeepusly 8aah R0 B:diflerr0nsof drphality Which
computers interconnected via a communications network, said method
iGOIVRAISING 8 s 3 SlapsRf :ﬁibﬁ@mﬁIﬁt@g@%%ﬁ@%@tmm@gﬁﬂm@ta@mgle
prior to, or after loading to detect each program step defining an

REHQNZALIR EHING a1 i dPRIIING Saidh SYOR MO iZaiem sauTedi@ferent
ensure utilization of an object by only one computer and preventing all the

demaIRIp COMMtess om simultanassly-uliliziaenoeliopeiaRPANTIAGVhich
objects. 35. The method claimed in claim 34 wherein step (ii) comprises

dbR steps &fa (klnadinganch Brassing apidisynehionizatp prirutinBgOfich thread
one of said computers, (iv) modifying said synchronization routine by said
IQRR comBYiaKiaRd i acty ) irarsteiinge.saidyoodiied sisnchronizator:, the
routine to each of the remaining computers. 36. The method as claimed
ineglaim@apmiprethsaish mosiflecisynchsninationsaidwibne ipauiiptiedibyts when
said one computer direct to each of said remaining computers. 20 37.

cEOR shethpghiasptlpamechincetabntas ndlergier saidimodifedisyhehranizaioning
routine is supplied in cascade fashion from said one computer

sgaetentially to each of said remaining computers. 116 MCSLLP 38. The
method claimed in any one of claims 34 to 37 wherein step (ii) comprises

the steps of: (vi) loading and modifying said synchronization routine on

one of said computers, (vii) said one computer sending said unmodified
synchrohézatidodoutirieito: e acklefinS theiersiainingbgarmputénsg anthe memory

associated with one said thread and to be deleted has its identity communicated by the
computer of said one thread to a shared table or record accessible by all other said

computers.

33.  The method as claimed in claim 31 wherein an object residing in the memory
associated with one said thread and to be deleted has its identity transmitted to the
computer associated with another said thread and is transmitted thereby to a shared table

or record accessible by all said other computers.

[15



10

15

20

(viii) each of said remaining computers modifying said synchronization
routine after receipt of same. 39. The method claimed in claim 38 wherein
said unmodified synchronization 10 routine is supplied by said one
computer directly to each of said remaining computers. 40. The method MCSLLP
claimed in claim 38 wherein said unmodified synchronization routine is
supplied in cascade fashion from said one computer sequentially to each

ﬁ- said remaining &%HHHE%GJ&}&%}&Jﬁl%f@ﬁ%@&?éﬁlﬂ%ﬁﬂd@ﬁ%%ﬂ%ﬂ

aims 34 to 40 including the further step of: (ix) modifying said

ARRUGALR AT WHlizng. 7 RIESHLIS SEIRRIRE-I BT IhEs SFOUR are 1o be

procedures consisting of re-compilation at loading, pre-compilation prior to

AR lading, SomRilation Rk IR IRadIRG olvstitingg campilatian.aRt

re-compilation after loading and before execution of the relevant portion of

CRHOM RISRAM 42 heomathed Ap slainadiR claim-4hncleding dhe the
further step of: (x) transferring the modified application program to all said
GomaRyiters utilizing a 117 MCSLLP procedure selected from the group

consisting of master/slave transfer, branched transfer and cascaded
{ansfegnrididdag said application program at, or prior to, or after loading to detect

each program step defining an synchronization routine, and
(i)  modifying said synchronization routine to ensure utilization of an object by only
one computer and preventing all the remaining computers from simultaneously utilizing

their corresponding objects.

35,  The method claimed in claim 34 wherein step (i1) comprises the steps of:

(iil)  loading and executing said synchronization routine on one of said computers,
(iv)  modifying said synchronization routine by said one computer, and

(v) transferring said modified synchronization routine to each of the remaining

computers.

36.  The method as claimed in claim 35 wherein said modified synchronization

routine is supplied by said one computer direct to each of said remaining computers.

37.  The method as claimed in claim 35 wherein said modified synchronization
routine is supplied in cascade fashion from said one computer sequentially to each of

said remaining computers.
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38, The method claimed in any one of claims 34 to 37 wherein step (11) comprises

the steps of:

(vi)  loading and modifying said synchronization routine on one of said computers,

(vii)  said one computer sending said unmodified synchrontzation routine to each of
the remaining computers, and

(viii) each of said remaining computers modifying said synchronization routine after

receipt of same.

39.  The method claimed in claim 38 wherein said unmodified synchronization

routine is supplied by said one computer directly to each of said remaining computers.

40.  The method claimed in claim 38 wherein said unmodified synchronization
routine is supplied in cascade fashion from said one computer sequentially te each of

said remaining computers.

41, The method as claimed in any one of claims 34 to 40 including the further step
of:

(ix)  modifying said application program utilizing a procedure selected from the

- group of procedures consisting of re-compilation at loading, pre-compilation prior to

loading, compilation prior to loading, just-in-time compilation, and re-comptlation after

loading and before execution of the relevant portion of application program.

42, The method as claimed in claim 41 including the further step ol

(x})  transferring the modified application program to all said computers utilizing a
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procedure selected from the group consisting of master/slave transfer, branched transfer

and cascaded transfer.
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