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W RELESS TRANSACTIONS Field of the Invention The present invention rel ates
to the stanpi action conducted over a wreless nediumwth
geogr aphi c po%ﬂ“m% ‘E )M‘Wmt ion specific to the wirel esng&}ﬁibgrgoosengaged in
the transacti I'cal ly, the invention relates to a nethod fo
establishing the c‘rﬁﬁéﬁ'bl lity of geographic |location information assom at ed

wih 1 nfor Mirkgfidn %@;ﬂ{:ﬁ&%‘iﬂ'h@ L"i‘)%gf‘(')ﬁﬁza‘ilﬁh\f@ FOR wiRinjigRud: at ! on

pur poses. ground Vi ces, suc as nobile
phones, PDAs, | aptop conputers, C, are used to conduct a variety of

transacti ong. g&litl g; r%I gss medi a. The geographic position of such wireless

devi ces can by a variety of nethods and technol ogi es known
to persons of orﬂietmesynts'kvdnhorh relattéseo afetstanipmfgmfmtahmn@mmemmd‘rg/et&le
geographic ocﬁtlon of awregﬁis VIC can be u to i.n sethe

security of sfacdivm it seegt RYR0 otmaren é%egﬁﬁﬁé?i hg wi & ?V"i?al ly,

at t achi ng Ieﬁgagémhltlw”traﬁhmﬂbn Sﬂb@lf@@l@@ﬂﬁﬁﬁ”eﬁh@ﬂ‘éla’tds@cﬂa plethdd ér’ €l ess devi ce
vvltharressa or r}lﬁ trangmttedfromthe device js called
Sehytige

"l ocation sf l“éﬁé%’é@ﬁ ic dQpafioy iBorRALRN A3SAERRAVIE e st anpi ng of

docunents. gyveaE6n trmmsttdaffroa{ i QirkRE: dehiRe kR GBA+PUdiatisd QIrpdREd. ON associ at ed
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W rel ess devi Ces. Scription of the Invention The present invention
provi des a met hoWirelsss dexices. syahrag mabiephases, PR Sy lapiop epmpuiprstete epect to a

specific w ghiess qe&'aqem %ﬁtraﬁgach@wew.r%@?s h&did, | TeSloq@gal | on
? I‘ n C

I nformati on wt at a, rmat 1 on, docunents, and/or actions _
origi nati ngpwtm'mOftSWél vdeexhseéevnmcmbhdv@ermmed b aivanietnof methods anilr el ess devi ce

may be any gagwo(l:c?giés%gwﬁ ?dﬂ'persons of ordinary skill in the art. Information concerning the
geographic position of a wireless device can be used to increase the security of
transactions conducted over wireless media. Specifically, attaching information about
the geographic position of a wireless device with a message or information
transmitted from the device is called “location stamping” and is analogous to more
widely known time stamping of documents. However, ways of altering the location
information associated with a message or information transmitted from a wireless
device are also known. Accordingly, there exists a need for a way to validate and
certify location stamping of digital documents and information transmitted from

wireless devices.

Brief Description of the Invention

The present invention provides a method for certifying location information
with respect to a specific wireless device, and associating the certified location
information with data, information, documents, and/or transactions originating from
the device. According to the invention, a wireless device may be any device that can
transmit and receive information over a wireless medium. In addition, the invention
may be used in connection with hard-wired devices that are location aware, or the

location of which may be determined by virtue of it’s connection to a network. The
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transmt and receive information over a wireless nedium In addition, the
invention may be used in connection with hard-wired devices that are

| ocation aware, or the |ocation of which nay be determ ned by virtue of
it's connection to a network. The  *166166* 2 9 Decenbep.LR8a 2605ai | ability
‘of position information enhances the value of the data, information,
docunents and/or transactions originating fromthe device and hence adds a
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certified | B’S%Itqndi’fog’ﬁ%{'r?ﬁ is guRpytediby dha Wirglers servise pioy idenihatiroides a | ocati on

certifi cat | ARleRQT¥RAceTBYhS Subfidy wiOIBRWefike, WiRthe LR BBRPRRH By 381He NiREH T Y
di gi tal fgnat ures. Optiona a location certification server nmay have

t he processihgedssiige thaihas %’GF%H%E\J’&Y ofcempytinathe locatipnof ptvirglegs drvicey pt
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may have the ability to nmaintain secure connections with wireless devices
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optlonally signatuare rward it to a
server and request a certified location stamp. Accordlng to the present invention, a

location certification server may be any computer that can prepare and verify digital
signatures. Optionally, a location certification server may have the processing power
and software necessary to encrypt and decrypt messages. According to a further
option, a location certification server may have the ability to maintain secure
connections with wireless devices and/or other computers, in which case it need not
use digital signatures for authenticating between parties. The location certification
server may optionally add its digital signature to the request, and forward it to a
location determination server where the geographic position of the device is computed
according to methods known in the art.

According to the present invention, a location determination server may be
any computer that can compute the geographic position of a wireless device and
prepare digital signatures. Optionally, a location determination server may have the
processing power and software necessary to maintain secure connections with other
computers, for example, location certification servers. The location determination
server then adds the location information to the request, certifies it with its digital

signature and sends the signed request back to the location certification server which



| ocation determ nation server where the geographic position of the device
is conputed according to nethods known in the art. According to the
present invention, a |location determ nation server nay be any conputer
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In instances where the location (geographic position) information is computed

by the wireless device itself, the wireless device may add the location information to a
document and self-certify the location information by adding a digital signature. If
the wireless device does not have sufficient computational power to generate a digital
signature in a commercially reasonable period of time (in the context of wireless
transactions), the wireless device may encrypt the document and the geographic
location information using any known encryption system, and may transmit the
encrypted document and geographic location information to a location certification
server which decrypts the document and geographic location information and adds a
digital signature. Then, depending on the configuration of the system and/or the
wishes of the wireless device user, the location certification server may return the
document bearing the geographic location information and the digital signature to the
wireless device, forward to an intended recipient identified by the user of the wireless

device, and/or archive it. In both of the instances where the location information is



docunent and self-certify the location information by adding a digital
signature. If the wireless device does not have sufficient conputational
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invention, a wireless device engaged in a transaction with a third party

may det er ni K& third pagty o Wirihg b parsncanagfsieeraip theencomzad; loetiph indormativner to a
document repsEPRMidAld tH@digftaltsl(;%ﬂ?tu;e[ R S aﬁg gaﬁggfi%ﬂk kwaRGhy Pt the

| ocation information, option y certif atio Information with a
di gi tal si glegstignstampgd trensaeténm docurnent kalaedtion certificdtion serverdoudesnption  t he
third party t. i r ’ . ation

i nformati onm;)t!1 ¢ lo&ge&ﬁnfl&o&g?tfbgé%gerﬁﬁgﬁﬁf/‘é@? g‘f"y@ffé'%rz}’? 1?28@%/12%‘3? '}114 g)g party may
optional |y vaifisatieh andeertifioatinni of thedocatipe thfarmatiseappemied totha rendactian a | ocat i on
certificati 9§Luﬁ1|%Et"er for decryption of the location information or
verification/validation of the digital signature and for wverification and
certification ofAtddingioatfinher optiowuhieétuenof dppisveddon, agedunecdnnent®act i on

may exist between any two or more of the relevant actors. That is, a secure
connection may exist between the wireless device and the location certification server,
or between the location certification server and the location determination server, or
between the wireless device and the location determination server. According to this
optional feature of the invention, the digital signatures may be dispensed with
whenever there is a secure connection between two parties, except that a digital
signature is always appended to the document, together with the location information,
by the location certification server when the location stamp is prepared.
The foregoing aspects of the invention may be summarized as follows:
i) A request for certified location information originates from the device
a) the device calculates its own geographic position;
b) an LDS calculates the device's geographic position;
ii) A request originates from a party to a transaction with the device

a) the device calculates its own geographic position;
b) an LDS calculates the device's geographic position.



docunent. According to a further optional feature of the invention, a
secure connection nay exist between any two or nore of the rel evant
actors. That is, a secure connection nay exist between the wrel ess device
and the location certification server, or between the }ecahb&RB00s
certification server and the |ocation geterm nation server, or between the
w rel ess device and the | ocation determ nation server. According to this
optional feature of the invention, the digital signatures nay be di spensed
with whenelagh af ithesesdenarips 3wl be descrbredde motrdebrdltbrtomnwithuefegrenceitethe except
that a digi jalyinesi gnature is always appended to the document, together with
the |ocation i nformat i on, by the location certification server when the
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w Il be described ip nore d%&gﬁhl below with reference to the draw ngs.
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the rel ationshi pripgat veefIeRtHaktisRSwing &bps RefoFdByAIBEAbH d8ermAgaRAdI Ng to the
present invention. I?i gure 2 is a flowhart showi ng steps perfornmed by a

| ocati on cef¥YS pesefdimhto cdg ppapdinet it fiedpventioone enbodi ment of t he
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determ nation server according to one enbodi nent of the invention. Figure

4 is a fl oneHRTPISHEUAISErdinedp enpambadimand obiye invaptiosl ess device or a third
party requestor g &QGQIMMaieQmQGt%P@&Ua&%gﬁan, mﬁo'&ﬁnén'f‘gﬁtﬂé Eé?ﬂoc%ztln ure 5
illustrates the steps according to one odi nent of the self-locCating
wireless device aspect of the invention.
Figure 6 illustrates the steps according to another embodiment of the self-

locating wireless device aspect of the invention.

Detailed Description of the Preferred Embodiments of the Invention

Figure 1 presents a general overview of the processes and relationships of the
invention. According to a first aspect of the invention, a wireless device 10 or a third
party requestor 11 sends a request to a location certification server 16, over a network
14. The location server 16 signs and forwards the request to a location determination
server 18 for determination of the geographic position of the wireless device. The
location information is then sent back to the location certification server 16 and the
location certification server 16 sends the location information back to the requestor,
which may be either the wireless device 10 itself or a third party requestor 11 that is
conducting or has conducted a transaction with the wireless device. Information
Importer 22 checks whether the information sent to the location certification server is
valid and optionally converts it to a standard format, if necessary. It may also
perform pre-processing of the data (information) received. Information Processor 24
performs the processing for location information stamping and related processes, e.g.,

digital signing. External Interface 20 interacts with external entities such as the



wi rel ess device aspect of the invention. Figure 6 illustrates the steps
accordi ng to anot her enbodi nent of the self- locating wrel ess device
aspect of the invention. Detailed Description of the Preferred Enbodi nents
of the Invention Figure 1 presents a general overvi ew 0§ pthebipeesses and
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16 can request that location determination server 18, separately determine the

location of wireless device 12. If the location determined by the wireless device 12

matches the location determined by location determination server 18, the location

certification server 16 may then forward the twice certified message to the intended

recipient. For example, location certification server 16 can forward the twice certified

message to third party requestor 11 over a network 14. A copy of the twice certified

message can also be sent back to wireless device 12 over a network 14,

Preferably, when a wireless device 12 capable of computing its own

geographical position is utilized the software for location determination and

generating the digital signature is stored in the device in a tamper-resistant fashion,

That is, if an attempt is made to tamper with the mechanism for determining location

or for generating a digital signature, these mechanisms, or optionally the entire

device, can be disabled.

In another embodiment, a wireless device 12 is capable of computing its own

geographical location, however, the wireless device 12, lacks the computational



signed nmessage to third party requestor 11, over a network 14, w thout the
need for transmtting information to a |location certification server.
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W th a secrgitwk@®Yi4. Qhe (RRIGRARD AUESLAY, & oBke H{’f_ﬁéi@@l%@ ieh® chiP@gh | on

certification server 16 over a network 14. l ocation certification
server 16, fanwerddkecnesseas te the locstien sesifidatiposeneer il 6rfor desription,es  a di gi t al

si gnat ur e apd:d4.of . an d e Ll xanpl e a
third party%&%ﬁ?%‘?ﬁcf%mra et u?ﬁg&tok%oﬁg%fgﬁa?ﬁmcg? Mﬁtﬁ :tt%d:% 8%%Sugr$§%1btleeback to
t he wi r el essf gederalingdigifal signatanes Iprafersbly tte sbfiwareifarioativn détemdnaliocanknt . | n

anot her erbpd ieﬁ@%intg %t loéﬂl%h %qgf?na?iomsrs olreedsi% “QreeYeissC gev%c% 1939 gpalmepep-f
resistant fashion.

As previously stated, the request for location information verification can
come from a third party requestor, which is an entity, other than the wireless device,
that seeks location information certification. For example, if the wireless device user
is conducting a wireless transaction using his or her wireless device, the party on the
other side of the transaction, for example, an e-commerce vendor, may desire to verify
location information provided by the wireless device user as part of its e-commerce
security measures. In such circumstances, the third party, having received a
document containing a location stamp from the wireless device, can forward it to a
location certification server for verification and certification of the location
information.

The location certification server can then verify whether the wireless device
identified by the document has subscribed to location verification services, and
whether the user of the subject wireless device has authorized the server to provide

location verification to the third party. The location certification server can then sign



determning its own geographical |ocation but incapable of producing a
digital signature, a nessage bearing encrypted |location information is
sent directly fromthe wreless device 12 to the intended recipient. For
exanple, wireless device 12 sends a nessage bearing engpyRings sbgcati on
information to a third party requestorgll, over a network 14. The third
party requestor 11, or other intended recipient, can then forward the
message to the |ocation certification server 16, for decryption,
verificati ofie dastmeneand forwad itémthgfocetien degasaination sonves forwletermination ofi t h t he

devi ces capgRhfrel! d&%?srg%t)%tﬁ%igF%’l;ttoﬂlanéﬁogyﬁiwgt ’ofl&{e%@a‘iiﬂi?' y the software

for location determ nation encrypting the locatiron information is
stored in winfesgmatien previdedon the dacument nfherlocaties det¢rainatibmsdrvaythenAggnpr evi ousl y

stated,  theylaguaRin LR rehRhd Qe ALALARL LR o B 1 ek A AR, COTe from a
third party requestor, Ichis™an entity, other than e W rel ess devi ce,
t hat seeks bavesait Thalocaifoprermificativneenrvei thercrbvides. thd-mforaatorptloahe thfrdt he wi r el ess

devi ce user i ihg.a.wWiJteless. .tr acti.on using his or her wreless
devi ce, thep?oljglrs%@g@gld\ﬁ{?Heesgge[vhceerforsttoavear%flg ?ﬂge ﬁigrglqggycti on, for exanple, an
e- conmer ce vendoAlternativelyethi therdtparty efaly hyve reedatlia@iocunménd fiomta wikelgssovi ded by

the wrel esg devjce user as t of 1ts e-comerce security neasures. In
such ci rcuné?vé%éhaé,w‘%{ﬁ'gs f'?‘f'lrwgeadag?a?'?? informaen ?r@c‘ég’\%éa'gﬁat“raoéﬁﬁ‘g&‘f’gcont ai ni ng
a l OC?ti on ﬁic&ﬁpsﬁebﬁf}tlﬁihémbbdi?klﬁﬁt&e dendipagy nﬁ?ﬂot;lﬁw\&édaﬂab%litptﬁa I | ocati on
certificatign server_ for, verification and cerfificatign of the | ocation

i nformati on.gec’WPéthed'&fo‘?%W“@éP’?rifY iv@&{%;edﬂe ét‘glrtﬁé’rgn%taﬁ- h%&‘ﬁ‘%ﬁ‘é"r’iﬂfeﬁhwqet her the
Wi rel ess depirgecanifsteatd the 8stubiéntth @ 16kaGEREfidAAGH SRS Eridb@dpiida drarat i on
verification services, and whether the user of the subject wreless device
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the docunent and forward it to the |ocation determnation server for

det er ni nat i B0 e9rtifytthelogatian inlogmatiopiwitr its opasigighsignatysesi t i on and/ or
verification of fig it @6 HildPrty hiNiRe ERLLIRH PR bR st . The
| ocati on determ nat i on s.erygpythen ésﬁﬁ nls@ tﬁ%wdgg%&g%ﬁgﬁg re%{{;}?ﬁls t he
si gned docukeiy/vilidele thodighia signature ta thowknarty ceprovide additionat secite by ocat i on

certificati ReVingRhy %E:at‘otﬂ%@rtﬂfcgt‘{cinds%ﬁle} &?tll’y 'Mquég?i% %or%%tigpgné/é}idﬁgqtal
signature received from the wireless device.

The more detailed aspects and optional features of the invention will be
described with reference to Figures 2-4.

Figure 2, shows a preferred flow diagram of the operations of a location
certification server. The location certification server can be any computer that has the
capability of preparing and verifying digital signatures. In figure 2, the location
certification server receives a set of digital information 200, for example, an on-line
purchase order, and a request for a certified location stamp from a wireless device or a
third party requestor. The location certification then prepares a request to an
appropriate location determination server 202, Such preparation can include adding a
digital signature certifying the request.

A request is then made to an appropriate location determination server 204.
The location determination server computes the location of the wireless device and
transmits the document back to the location certification server together with the

certified location information. The operations performed by the location



party or to the wireless device for forwarding to the third party.
Alternatively, the third party may have received a docunent froma wrel ess
device that contains encrypted |l ocation information or a digital signature.
According to one aspect of this enbodinent, the third paelahbi@yogrot have
the capability to decrypt the informagion or verify/validate the digital
signature. In this case, the third party can forward the docunent to a

| ocation certification server for decryption of the |ocation informtion
or decodi ngdgermipasiogiseyverayillde geseribedoin ¢ datailleslow.i Ongsithelogitianhe | ocati on

I nformati Onc&ﬂﬁéa‘ﬁ'&n gér%rtrééelv% 9 ngdf{sgfrorq;l?ﬁ%logagﬂh 'th@m‘g;ﬁ{tt}on SFI‘Q’&I lon server may

then certify t l"ocati on |n tron wt SPgnature. Even
i f the thir dergfiesthe lpcasion h@emm;mbn s¢ryygr’stsignelmor 306t If He signatatq afithd nf or mat i on

or verify/ Y%rjmqﬁ{n?d%&ﬁl lﬂatlgh Ee%l/?r rcg}ggltnv%fd’ thteggst%ntl1 ]Ijsrlgtl 8t (?1515 ' lavde & ovi de

addi tional securl ["ocation ¢ Ica certify
t he | ocat i oprocesk mtnmtmajcﬂ 2a]r6d/lb|thechlgyuamad of thsd 1gfwrhatucm de&main‘aﬁm dervarist he

Wi rel ess devc tio features of the
i nvention w +l degleTocate'%nccrel c& '9\5‘ §eﬁvelr§1g§§l d@s'?lb (%B 'ﬁéﬁ nd e g gure 2, shows
a pref err edidférmatich adrmmedddr ¢entificadesatidn migmafiord nb‘@@&rﬁthmmg teertification
server. The | ancSati ﬁ]r}/ certifi rver, can be any co uter that has the

capabi lity SF"P1ED Sr‘ﬁj’a%ffﬁjoﬁger éogé{;ioﬁgetﬁf“b‘f“l‘%" SE"VE]"rﬁi’ij‘j}Fee% nafuge ?ftb‘hr e 2, the

| ocation ckhtidni aificaionsRiveglis fopfRiadas i witdless flevideistadbnfirfagbiat i on 200,
for exanpl e, | ine purchase order, and a request for a certified

| ocati on stﬁﬁ‘Fﬁy?&gm a wreless device or a third party requestor. The

| ocation certifigae roqueltBna QIr@RAI6Sution §t8Hp RShade®yavirddRHARL #e€ | ocation
determ nation server 02. Such repar ation can incClude adding a digital

si gnature cEMIMyEAgIUEResap é"tﬁﬁé}setfoml\ forexample, ofs’A meeuesimuepanads bxiyowppr opri at e
| ocation deggp PH&r’]@éa'tn@ﬁ‘ 86U &atidPHas beg_m&nliﬁ%‘a%ty'tﬁ’é;loga?foﬁ WBRhigp Server

conputes the location of the wireless device transmts the docunent
back to thesaresas foblawedennsylvenieifos. deWVudYashingonHaC. ik this infeematiaar t i f i ed
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2005 determ nati on ser escri n nore et al el ow. . Once the
| ocation cenquéstarghe canfirmationsrueryaee take thegfome Spramsmpler afifit daguesioeast | on

det erm nati &Qdesl?}f ({lﬂf:d’ pai'tg/ e-commerce vendor) for your location. Your location has been
certified by the location determination server as follows: Pennsylvania Ave., N.W.,
Washington, D.C. Is this information correct? Do you wish to provide (third party e-
commerce vendor) with certified location information?”

If the location certification server receives from the wireless device a signed
response to the confirmation query, the location certification server optionally
validates the device’s signature and analyses the response, for example, to see if the
user of the wireless device has confirmed the location computed by the location
determination server, or to confirm that user of the wireless device wants the location
certification to proceed 210. If there are any errors in the submitted information, the
system is intimated 214, and the process is terminated 216. If there are no errors, the
data structure for the stamp is prepared, attached to the document and the resulting
certified location stamped information sent to the device or archived if requested by
the device 212.

In an alternative preferred embodiment, the location certification server may

receive a document from a wireless device to which location information has already



verifies the location determ nation server's signature 206. If the
signature of the information determ nation server proves invalid, the
systemis intimated 214, and the process is termnated 216. |If the
signature of the information determ nation server is valpegtmbér2004 ocati on
certification server digitally signs tipe docunent and the information
submtted for certified |location information, now containing two

signatures, the si %nature of the |ocation determ nation server and the
si gnat ure oPeanfgpended by the yiteless davicgat he locationyrfermation may b eaeupted t he

Wi rel ess dewic6sdiag tthsHbolitRhi, 12 10AHES Yert@Btion §er$é?%a&%tgﬁgﬁttthé or a

certified location stanp is made by a wreless device confirmation
query can t deatiqnjaformatian, adsra digitahpigeaturefand seturadheedacumens torthgevitslesyou  f or

your | ocat i gg\,ice\,(%a,ld%:@j(jcg.lﬁ{r,ﬁc}\;\%g?Rﬁ)@:}ﬁgﬁkhrﬁh@g Wnotopﬁ_tb\?&a(’,égﬁf, the

determnation Server as fo vani a Ave., ngton, D.C
| s this infosarafthewirelssr deyise.2and/of aichize thegioewnent with shecertifieflil@dtidrocat i on
stanp is ma : i t . r C i i guery can take
the form f%?oﬁ%gﬁnﬁl'gf,t&g?t%k’ %ﬁga{ﬁ%%? se(\f\eé{ge mr?&?i\gvebéj& Eat“%iq%éeé;g‘re ty e-commerce
vendor) f or dgaent. do #tis mstancépthe ldcatiat dedtifichtien deeenmay eerify lieatigity t he

| ocati on det.erm nati server fol.lows: Pennsylvania Ave., N W,
Washi ngt on, S'%.w@re’l < rtﬁ?nthse dl’oﬁ 0 nﬁé?’ fi(gchngclgfc}w&‘ﬁ%‘t ‘gQ%We\m‘%FF?‘FB B¢ ovi de (third
party e- corerdfiabdocemeian) theiviteleseddvide] foewdrd drtdoowumént tos mert ipadyrat thd t he
| ocation certification server ﬁiec ives fromthe wireless device a signed
BRabias e

response t o' FHE RLHE PiChnflGhaTg dofmenhcation certification server

optionally valiTaids ﬂﬂﬁ&uﬁb&)ﬂtﬁkﬁée&if&ﬂ%&ﬁ&fﬁa?@hn&ﬁ@ &S Sokie Thesponse, for
exanple, to,see if the _u?er .0of the wireless device has confirned the
| ocation colfSeHWFARP Rdnqlueddsngty infoapation; legation infesnajien, pagload o confirm t hat

user of theinfbriliesardiaMi ﬁmrmrﬁanumcﬂyg@g&abmejnfs.@rraki'biﬁ.i Rl@ﬁtit?n to proceed
210. If there are any errors in the submtted information, the systemis

i ntimated 2idormatien eandngludsdipfogmationsidantiying, &y exaneple,|the wiseless dgyige. i errors,

the data stgedGliHfSna@ibn EdiRediRMrdnsacRb£Par ed, attached to the docunent and
the resulting certified |ocation stanped infornmation sent to the device or

archived i f requlesgaien ipjormetien caicdude aaypositionddentifying infarmetéonpfoef er r ed
R L e o T S
Preferably, the location information includes the time that the position was
determined.
Payload information can include information relating to the content of a
document, a transaction or other data. For example, the payload may contain the
content of the content itself. If the content is included in the payload, preferably, the
content is encrypted. The encryption algorithm and scheme can then also be included
as part of the payload information. Alternatively, a cryptographic hash of the content
can be included as part of the payload information, in which case the cryptographic
hashing algorithm is preferably included.
Archival information can be included if the location stamp is to be archived.
Archival information can include archival period, location of archive, and/or access
permissions, for example, login/password or SSL with client authentication OR some
other scheme.
If a secure connection exists between the location certification server and the

wireless device or between the location certification server and the location



9 Decenber 2005 been appended by the w rel ess device. The |ocation
informati on may be encrypted. According to this enbodinent, the |ocation
certification server may decrypt the |location information, add a digital
signature, and return the docunment to the wirel ess devépeemb@hugmrd the
‘docunent to a third party e-conmerce ygndor at the request of the wuser of
the wirel ess device, and/or archive the docunent with the certified

| ocation information. Alternatively, the wireless device may have

digital l'y sfjerednatine seryescalhiigifal signatins and vesifieation therand may eptionaHy be

certificati @i@pe?nﬁ‘éd"\f?i'ih .dée'mai a(t nee{afc‘ Ifé'o@me%cauéﬁ Qé?ﬁﬁéé'il‘é‘n sér rtok fny the

docunent by addi ng |t signature and returnt certified

docunent tolwmnﬁeieen@stsowwetélgltallyrsmrthle lpbﬁélodmfgwmlpntmceatlfb’hherd party at
t he reques {ﬁ% g, and/or archive the document. The data structure
of the certl ocation stanp can take many forns. The | ocation stanp

can incl ude i den’fhetlycanmﬁ deteratinadion s¢reeras anyrcomphiter that dao nomputy thwad
i nformation

r chi.val. r mat d/.or, nf or mat i. on.
Gty 1 lorRiohe Sirele SEER! pEerRY R o AR el SRS o e
W rel ess dehry the witeless segwee prowdctrrfb:ahmﬁ)yaanwaeimelewwgAa:otd’nmam| on.
Location info ti can i nclude an osition tdentifyin ornmation, for
exanpl e, | oﬁﬁh%%“?r}h?feln}ﬁylbf Gaeeordpo%écgla?? %?Wf%t'?‘biebé&i%f 4 fixed
| andmar k. Rirele@rsalicg prévider] atanatdaly, tieRmat beQitehiidlizediRsatidhe time that the
position was determ ned Pagl oad information can ncI ude i nformation

relating t gﬁtﬁa"%'ﬁ?éweré?ﬂa re FR ORE Mireless SepVIss PRSI ASTOrdiREY 2 dat a.  For

exanpl e, t hgripaydiReadtivesmbsaihei,Rhd ldEatiof dBkAMhatRh skiver MO BLMnelt sel f. 1 the
content is included in the pay I'oad, preferably, the  content is encrypted.

The encrypt ?r&ﬁorgpgraﬁembﬁﬁheéﬁ@egetﬁéw ewt%srfhwoaart@a CRRITCHINSEVEr- as part of

the payl OadAer&ﬁ@R;}'ePqurtNﬂt&ﬁmﬁ?dléfﬁltﬂe lo@ati%ﬁ)f&%ﬁ%tﬁﬁ@éﬁe%ﬁ%em the content
can be included as part of information, in which case the

crypt ogr aphloeathﬁedgmmwgafwrwrwet may g%thsns@wacmmugerl ncl uded. Archival
i nformation can ﬁsurb@CAhH%g 8 Jfgl;e'aeﬂok\p&%?ﬂ'afﬁﬁ:% aelo?lsFoPa Fb%aﬁdfn(?h' ved.

Archival information can | e archi peri o | ocati on of archive,
and/ or accedgermiration sgvend.ocation detemmindtion seruers hﬁ\@dh@smabjllb'rofSSL with client

aut henti cat htgﬂen%atﬁlgmmsgfvgseﬁsuﬁcﬁgw signatures, for example IETF’s PKIX RFCs,

or other methods known to those of ordinary skill in the art. When the location
determination server receives a certified request from the location certification server
300, the location determination server validates the location certification server’s
signature 302. The location determination server then verifies the privileges set by
the wireless device’s owner for location services, against the request by the location
certification server 304. That is, the location server may be an optional service
available by subscription. If there are any errors or inconsistencies in the operations
described above, the system is intimated 310, and the process terminated 312, If there
are no errors, the location determination server computes the geographic position of
the wireless device 306. The location determination server then attaches the location
information to the document, certifies it by adding its digital signature and sends it to
the location certification server 308, before terminating 312.

Referring now to Figure 4, the detailed operations of the requestor of certified
location stamping will be described. As discussed above, the requestor may be a

wireless device or it may be a server at an e-commerce vendor with which the



| f a secure connection exists between the |ocation certification server and
the wreless device or between the location certification server and the

| ocation 11 9 Decenber 2005 determination server, all digital signatures
and verification thereof nmay optionally be dispensed W béemtroovsded t hat
‘at | east one of the location certificapion server or the |ocation

determ nation server digitally sign the |ocation information to certify the
| ocation information. The | ocation determ nation server is any conputer
that can cowjseless deviee isicorducting oohasgondueiet exteangelips elorhesake efslarity.he
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the | ocat i ofFTiirafiel sYR bRy digtalsizaata of bork heosafiercsriiaior from t he
locati on cegdret hiPthe Weatidil de@irmindth sekle@ 4020081t heydigiedl Siphatial | on _server

val i dates the | ocation certification server's signature 302 The | ocation

det er ni nat i ¥iifisatiapesiapabilitiesa e Wireless deise pay optiosalbsvalidpte ghe logatign v r el ess

device's owaefifidaflbn sePfisls %ﬁll_atﬁf‘ermtl‘aﬁ&locﬁ%'d@é?mnh%nrs%%ﬁ§§1gtPaYurE hes,! ocat i on
certification server 304. "Th is, the location server nay be an opti onal
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device may transmit the response to the location certification server 410. If the
wireless device has digital signature capability, it may apply a digital signature to its
response. The wireless device will then receive a location information stamping
acknowledgement response from the location certification server 414, before
terminating 416.

Referring to Fig. 5, a block diagram for the operations in the wireless device
according to a preferred embodiment in which the wireless device itself computes the
location is shown. According to this embodiment, a typical public key solution is
employed. The wireless device has a private key 504 embedded in tamper-resistant
manner 502 in the wireless device. The device is connected to a network 500, which it
uses to compute its location at 506. The information, including the message 508,
user/device identification, and location information, is signed and/or encrypted at 510
and sent to the location certification server.

Referring to Fig. 6, a block diagram for the operations in the wireless device

according to a preferred embodiment in which the wireless device itself computes the



information to the docunent, certifies it by adding its digital signature
and sends it to the location certification server 308, before termnating
312. Referring nowto Figure 4, the detail ed operations of the requestor of
certified location stanmping will be described. As di scupsg@babgse, the
Tequestor may be a wreless device on3it my be a server at an e-conmerce
vendor with which the 12 9 Decenber 2005 wirel ess device is conducting, or
has conducted, a transaction. For the sake of clarity, A the process will be
expl ai ned wioptioneusfaskeibe comutafinal Ressr wetickly, ecperaicridigitabsignaitatit on s not
i ntended t OgHowl A ctdiBink RY@RnMadinnt, 8UHRGH Seclek REY WMtBh a§SmPRYices. The
wireless device initiates the process by submtting a set of digital

i nf or mat i onTemvireless dvieshaspesecretdesy 604 prabrdpestinttarper-sesistynt mgnaes 682 inocat i on
certificati g \iRIede A0 RYicE KRl &ted ke ncttbfl ol whibh RIERY ON MY be an
on-line purchase order for products or services froma third party
e-conmer ce Sasmuide s lpyatinh psing é@ﬁst_em defined tinme frane, if the process has
not been term “afh%qni%quéti%ﬁ ih&ﬁ@h%%.n?e%{agé ko€ AldrRABvisE ¥ HnRlion, 8FAT T ON
determ nation server levels, Wi rel'éss device nmay receivé a

confi r mat i olecgioerigfofmadiont ik esddde arcate an eceypited haslaosimgodeThie is thdreseni ng t he
digital signatur of th th ocation certification. .server, and the
ocat on deRarHiRa e B oo Rt tpaRkiloy gt Phie SRANG

veri fi cati oenceyppalhath 4ti6es psihg0dnMtniednasms devnformatipy a0PLS winglilsywwal | dat e t he
| ocation «certificatjon,server's_ siqgpature 404 and | ocation determ nation
server-s s Giathes hhand Msighed miirlth 86 i e Rilemal SR RSP "yt ect e
by the wi rebwss device, the system nmay be is intimated 412, and the

process termnated., In a vent,. the wrel ess device, i splay the

confirmation quel%)' “lgd‘ot"‘hg‘}llﬁg‘ésfc”él‘?‘?&hwvfnmﬁ‘r ‘tﬂ%gﬁweqa&%ﬁgi’sea response.
| f the user skilldduh thedrt'tRA MR TEFenkiOn EdhCoeGRITbIMIBithANa AHRINgE®8, the wirel ess
device may transmt the response to the location certification server 410.

If the wirr@ege&ithinaviin s dpigpd.arithepiglensrting frem thanpiritiapd sqope giihe appl y a
digital sigpddig to its response. The wreless device will then receive a
| ocation information stanping acknow edgenent response fromthe | ocation
certification server 414, before termnating 416. Referring to Fig. 5, a
bl ock diagram for the operations in the wirel ess device according to a
preferred enbodi nent in which the wireless device itself conputes the



| ocation is shown. According to this enbodi ment, a typical public key
solution is enployed. The wirel ess device has a private key 504 enbedded
in tanper-resistant manner 502 in the wireless device. The device is
connected to a network 500, which it wuses to conpute i§pedmsabd@n at 506.
The information, including the nessaggs508, user/device identification,
and | ocati OWeic'i‘Ii@.'; mation, is signed and/or encrypted at 510 and sent to
the locatio fication server. Referring to Fig. 6, a block diagram for
the operations in the wirel ess device according to a preferred enbodi nent
in which th i Vi ce i . : 05

| ocat i on, bﬁ'tM"%?kgﬁrh%g%ba?ﬁgﬁfnﬁrgghgf Q%Q\A%ﬁzlg% ??P}‘g 03?{?‘3@?1’5? g’["%‘%gs di gi t al
si gnat ur e, deyicestithwiata ohiginatiolg frgmtsaid twiteleseddyad) coarprising: t ypi cal secret key
solution i sreemrrg)ll O@d. " i‘g%e vi.émrmezlll %srslegseaéi %ehhv?s a esoer%rﬁt Iése On604 enbedded in
t anper -resi SEANTE RERREF B8 1" ¢ PHE W e R R A PTRR U ce i s

connect ed t @btaining inforirtatiod Ooncedninghhd geopimplsic positianaofpait eviteless devix@t | on usi ng
606. The infornation,.includi t.he message 608, user/device

Cdent i 11 cat PO LEIEIR CEFBH 1 G FHRCT BA T ULl Vhe EPAR B an encr ypt ed
hash using G&dmitliig sid Satd Hiegin@P From! Aidawitelds Hdcea@RBther Wil sagkanpl e t he

| ocation certifjcation,server, which verifies the encrypted hash at 616
usi ng 604. 4&pe¥4?éﬁl%‘?Gﬂ@af%% information at 618 using its own private key
614, and the signed information is sent to the external party, as described
above. Having now fully described this invention, it will be appreciated by
those ski | }eft methadipecosding fhepim havhersindhe fasm odginating fi9er 3 BiRleH within a wi de
range of  padaRBl REQvA difdkily Mo kaili viledd dFste. W t hout departing fromthe
spirit and scope of the invention. 9 Decenber 2005 14 W claim 1. A

met hod for associating information concerning geographic position of a
wireless doviuilddioslahg Dbt 1ahdiedl dd AR GRlidhint FehawirdaY bt
conprising: recelving data originating froma wrefess device having a
geogr aphi c jseedetvednyer a secure connection,

4. A method according to claim 2 wherein the data originating from a wireless device

is received together with a digital signature.

5. A method according to claim 1, wherein the data originating from a wireless

device is received from a third party.

6. A method according to claim 5 wherein the data originating from a wireless device

is received over a secure connection.

7. A method according to claim 5 wherein the data originating from a wireless device

is received together with a digital signature

8. A method according to claim 1 further comprising computing the geographic

position of said wireless device.



obtaining information concerning the geographic position of said wreless
device; appending a digital signature to said data originating fromsaid
wirel ess device; transmtting said data originating fromsaid wreless
device, together with said appended digital signature.gBecehbdi®fdiod
‘according to claim1, wherein the datggoriginating froma wreless device
is received directly fromsaid wreless device. 3. A nethod according to
claim2 wherein the data ori cj;i'nati ng froma wireless device is received
over a secuf-eAdsuthnsdaceasing o claimfuber campusiog sppending Infgrmatiomher ei n t he dat a

origi nating n : i . ' j : ith.a digital

si gnature. .ngﬁmﬁtsmggﬁﬁ%,}c I Efélgﬁgf%:a a\?ﬁq&%ﬁ‘é\%ﬂé@%ﬁfd?ﬁ% o\gfg .ngtl%ri gi nati ng
from a wi r efremsaidodreleseddvicer ecei ved froma third party. 6. A nmethod
according to claim5 wherein the data originating froma w rel ess device

is received over a secure connection. 7. A nethod according to claim5

wher ei n t hel@aA anethod gecvadingiy dlaimnh cmprisiet esigestiey geographie posidet ved t oget her
with a digi Igl s{i%at Uﬁet& Almet hod accor di ng to.claim1 further

conpri si ng CEHBAYTHEeTHE b wyplsisieuce ﬁ%@iaﬂ'b"h SITYSS BFoVidF'al ess device. 15 9
Decenber 2005 9. A nethod according to claim8 further conprising appendi ng

i nformation, concernin ai d geographi ¢ position of said wreless device to
said data oH'gL?H%?f OHQC%@WO ?l'ﬂq\%‘ﬁﬂeé‘égl‘ﬁ%e\?g@@w%?m MR He cording to
claim1l conRgi&tcd@véretident cote@®agr aphi ¢ position information specific to
a wreless device froma wreless service provider. 11. A method according
to claim 10 wherein said geographic position information is requested over
a secure comneghiefidd adedrdifly FRINAN 03QREH i Drel e sEloR k8D idphithREiAbH Sai d
request for, ?eogr_aphl c_position information contarns a digital signature
13. A net hotfgp@densantpinss digityl gertylRer ein the data originating fromthe
wWreless device is transmtted to said wirel ess service provider.

13. A method according to claim 9 wherein the data originating from the wireless

device is transmitted to said wireless service provider.

14. A method according to claim 13 wherein the data originating from a wireless

device is transmitted over a secure connection.

15. A method according to claim 13 wherein the data originating from a wireless

device is transmitted together with a digital signature

16. A method according to claim 10 comprising receiving back from said service
provider the data originating from the wireless device, to which is appended

geographic position information for said wireless device.

17. A method according to claim 16 wherein the data originating from a wireless

device is received back from said service provider over a secure connection.

18. A method according to claim 16 wherein the data originating from a wireless

device is received back from said service provider together with a digital signature.



14. A method according to claim 13 wherein the data originating froma
wireless device is transmtted over a secure connection. 15. A nethod
according to claim 13 wherein the data originating froma wreless device
is transmtted together with a digital signature 16. A ¢pth@eragiording to
‘claim 10 conprising receiving back frqg said service provider the data
originating fromthe wireless device, to which is appended geographic
position information for said wireless device. 17. A nethod according to
clai m 16 whi}eh method agordingfoj algimat Wirgein saidringorwiatien eansernidgvliecce i s recei ved
back from sgj ' j - [ .8, A net hod
accordi ng tgéogfagﬁﬁqY)&%g%%f%éildgﬁgeﬁ%yg‘%vtl% lggﬁépﬁdaﬁé}ﬁgwl%e%p?%&r el ess device
i's recei vedpouidir. f rom sai d service provider together with a digital
signature. 16 9 Decenber 2005 19. A nethod according to claim1l wherein
said informati on concerning the geographic position of said wreless

devi ce i s 0oRQ.ah nethoflacsordingvoroddimsiswisseein saie inf@rmatiordemcerdihg tife et hod
according to cl aL.m I .wherfeirea sai, d i nfor.mati.on t?oncerni. n&ft e. geographic
posi tion of ECEPAMGPPENALY SAEVTIERIESE 4R ooyt FONSAL M LV 88 devi ce. 21.
A met hod according to claim20 wherein said information concerning

geogr aphi c osition is received gver a secure connection. 22. A nethod
accor di ng t%ﬁc‘ﬁﬁem"g@c% P%forF\f‘E'é?i "ﬁ’i‘?feé? infEmation-coneirage BFREI2P§Cogr aphi ¢
posi tion of psaiod ivdet@V RIS cleceR comfeeiioned from said wirel ess device
includes a digital signature generated by said wirel ess device. 23. A

nmet hod according to claim22 wherein software for conputing said geographic
posi tion angh f RmeaRAAERdiRG0SMifh i veHetedd safd BRRbfich do%ce“rﬁiﬂ%ﬁ@ in said
wireless device in a_ tanper-resistant fashion. 24. A nethod according to
cl ai m 22 wh&gographis ppeitiomefspidariredsss eoiredessived fiomesaidyuiless gayiee positi on of
sai d W rel egsiydevd &igitdl Sighn@ Eehdr8] Htdatl Wirdi&k@8Acdevi ce has been encrypt ed
by said wireless device.” 25. "A nethod according to claim 20 wherein said

i nformation concerning the geographic position of said wreless device

received frem ﬁﬂie%o\ﬁ'iaE&Jr&ﬁgtod&é’lf-ncﬁ Wirein software for computing said geographic

position and for generating said digital signature is stored in said wireless device in a

tamper-resistant fashion.

24. A method according to claim 22 wherein said information concerning the
geographic position of said wireless device received from said wireless device has

been encrypted by said wireless device.

25. A method according to claim 20 wherein said information concerning the
geographic position of said wireless device received from said wireless device is

accompanied by a secure hash.

26. A method according to claim 2 comprising transmitting said data originating from
said wireless device, together with said appended digital signature, to said wireless

device.

27. A method according to claim 5 comprising transmitting said data originating from

said wireless device, together with said appended digital signature, to said third party.



acconpani ed by a secure hash. 26. A nethod according to claim2 conprising
transmtting said data originating from said wrel ess device, together
with said appended digital signature, to said wireless device. 27. A

met hod according to claim5 conprising transmtting saidpeRiger0gsgi nati ng
from said wreless device, together wyth said appended digital signature,
to said third party. 17 9 Decenber 2005 28. A nethod for associating

i nformation_concerni ng geographic position of a wreless device with data
ori gi nat i ng2& rdmedwid dongsyas|aging inferpiatien canertping seqgsRPhicaosition aka f rom a

requestor, gat@sQfligt Rah idIE':g ohgftﬁg@i@ ¥t Qi&@ﬁel%‘@e&@%:&g%hpﬂn L geographi c

position; transmtting sa 0 a service capa conputing the
geogr aphi ¢ posire¢edvingfromairequastor Hatg srigiaatingdront @watlessigvice bavingd d servi ce
said data, | i .geqgraphic position information for said wreless
devi ce and %&g%apgfgg?lgﬁ]ature of said service; appending a second digital
si gnat ure to saitchnemiting saildlata tapsenvick capblaif dord@attimg theagegaphicwi t h sai d
geogr aphi c é)sﬁi tni ?Qaii nfirg{egsa&ei on, said digital signature of said service,
and sai d selBhd |g|?gl Si gnéﬂ Ure, to said requestor. 29. A nethod

accordi ng to cl akwivdfg fralaaidiservieasald daeusdiding geogmphid pusiti@l ess devi ce. 30.

A et hod accardi o claim 28, wherei.n said requestor .is a third party.
21T A ot notiERia b iSRS Sl AT R Fouanhi ¢ posi ti on of
a W rel essafpendifga cbid digita sighatgien@tdidigatd;fafdn sai d wirel ess devi ce,

conprising: conputing.the, geographic posifion of said w el ess device;
appendi ng inforﬁéﬁ“?%%“lﬁﬁ%’g‘ﬁfﬂ’ FP@e@Eﬁ‘ﬁ'Bb% QEmRphic peritiqn igferpgtion. @i of dat a;

appendi ng adigitflistgRhtufel FRAH YErick, And 94idl sexBhd @it 3fgAathRCloUdidnequeabd appended
i nformation concerning geographic position; transmtting sald set of data,
including said digital signature and said information concerning

geogr aphi ¢ psA tieffddAceording RS Ak 2f895vhé%_§i§@§ihf’?&¢|19§mj 0508 PRtieQecRAOCEr Ni Ng
geographic position of a wreless device with data originating from said

wi rel ess device, conprising:
30. A method according to claim 28, wherein said requestor is a third party.

31. A method for associating information concerning geographic position of a
wireless device with data originating from said wireless device, comprising:
computing the geographic position of said wireless device;
appending information concerning said geographic position to a set of data;
appending a digital signature to said set of data including said appended
information concerning geographic position;
transmitting said set of data, including said digital signature and said

information concerning geographic position

32. A method for associating information concerning geographic position of a
wireless device with data originating from said wireless device, comprising:
computing the geographic position of said wireless device,
appending information concerning said geographic position to a set of data;
encrypting said set of data and said appended information concerning said

geographic position;



conputing the geographic position of said wirel ess device; appending
informati on concerning said geographic position to a set of data,;
encrypting said set of data and sai d appended i nformati on concerning said
geographi c position; 18 9 Decenber 2005 transmitting sa Decembary@ised set of
‘data and appended i nformati on concernijgg said geographic position. 33. A
met hod for associating information concerning geographic position of a
wirel ess device with data originating fromsaid wireless device,

conprising: r ecérawrﬂ@lrfgrsameacwp%P%@gd%w&@pﬁweéHtf?rmlelacwﬁera%nt

conpri sing ﬁ,@&bgﬁph,c &li@rand i nformati on concerni ng the geographic
position of said wreless device conputed by said w rel ess device;
decrypting said docunent; applying a digital signature to said docunent;

and transm {4 i ' to a third
party. 34. iat &qﬁgﬁhg%r%grglmﬂé 1tng&c a@?nco%@érgl ?Fﬁ*gﬁ@@g&??ﬁ ﬁ{:}aﬁt ransmtting
to said w rwlréss; deﬁewwdbddalosquastg froor sa@mwhdpssziavlp@r@omprmmgrpl y with a
request for cert r rding to
claim1, furt herrk(g:e(l)\ﬁ\((fl h&g%%f fegs hmc%ta‘%}lér?@m 5&8"&%[“@%“3 ggé&loge a request
for aut hor|daaaarminnfounaimmbycmmglthagec@pphtctpo’snuon ckatd wirdessidevicof | ocati on

i nformation, te .thodla éOI’dI ng to claim28, further conprising
transmtti n%)on?pél éi yc?a%iwlreqeé% ViGevice a request for authorization to conply
with a request fdetryptig dafd doetinenit; of | ocation information.

applying a digital signature to said document; and

transmitting said document bearing said digital signature to a third party.

34. A method according to claim 1, further comprising transmitting to said wireless
device a request for authorization to comply with a request for certified location

information.

35. A method according to claim 1, further comprising transmitting to said wireless
device a request for authorization to comply with a request for certification of location

information.

36. A method according to claim 28, further comprising transmitting to said wireless
device a request for authorization to comply with a request for certification of location

information.



