[ 0001] METHOD AND APPARATUS FOR DATA SECURI TY AND
AUTOVATI C REPEAT REQUEST | MPLEMENTATI ON I N A W RELESS
COVMUNI CATI ON SYSTEM [ 0002] FI ELD OF | NVENTI ON

[ 0003] The present invention is related to wirel ess
conmuni cati on systens. Myre particularly, the present
invention is related to a nethod and apparatus for
data security and automatic repeat request (ARQ

i mpl ementation in a wrel ess comunicati on system

[ 0004] BACKGROUND [ 00051The third generation
partnership project (3GPP) has initiated a long term
goohyt i on ( LVEETHOD AND APPARATUS ®OR BaT20! ogy, new
net wor kK aSBUURIAVUANTRAYTOMATIO REFEAT REQUBSW
appIMPREMENTATIONGN ACWSREDESS\GOMMISNICATIONBYSTEM
network in order to provide inproved spectral

E&%’b i ency, reduced Iﬁgﬁg%ydoggm,rmr experi ences,

i cher applicatio rvices wth [ ess cost.
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I npl ementati on of ARQ protocol on the data path to

recover lost or inaccurate data. [0007]Figure 1 shows
fovanventional third gensABKERO(@ uni versal

I9BaER 100 s RIS 30 PEtHTIS POt ST RB) ha" Rpigiated o
Iodg terth avelation (LAEMOplojednbr mihe meGREEShndBEY, newt hetwork
UTRAN 100, j | 1] 1 1 .
N
it lesh ecelMBT18€kwozk dngoxder HooprogideiRgpremed tspegralefficiency,
ed LatBney, élgg%éﬁrgt&ﬁgﬂgﬁd'eg,l abhRether@ SRt iBAO 8Ha @%@ces

entitires). e cipher entities 112, 132 an

Wi lgr @sL-ARQ entities 114, 134 use RLC packet data
tooiol) ( PDUEn S86 U@R618sd1 bethfiuidablie ) nettroflt) 152p datd Priviabe and

OB B LRI LN 0ol g pivacy ans
hBduAdeylédtcavink larbaddbsssebly dhle block encryption, (i.e., ciphering for
both user data and control messages), and implementation of ARQ protocol on
the data path to recover lost or inaccurate dafa.

[0007] Figure 1 shows a conventional third generation (3G) universal
terrestrial radio access network (UTRAN) 100. The UTRAN 100 includes a
user equipment (UE) 110, a Node-B 120 and a radio network controller (RNC)
130. In the UTRAN 100, security procedural entities 112, 132, (i.e., cipher
entities), are locafed in the UE 110 and the RNC 130, aldng- with outer ARQ
entities 114, 134, (ie., radio link control (RLC) acknowledged mode (AM)
entities). Both the cipher entities 112, 132 and the outer ARQ entities 114,
134 use RLC packet data unit (PDU) seqize’nce numbers (SNs) as an input for
the data block encryption/decryption and for ARQ operation.
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RNC 130 no | onger exists. An evol ved Node-B (eNode- B)

w || assune nedi um access control (MAC) and sone radio
resource control (RRC) functionalities. Oiginal RLC
sub-layer and the data security, (or ciphering),

entity in the RNC 130 will have to be re-located in

LTE to mai ntain the necessary data encryption and data
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invention is related to a nethgd and apparatus for
i mpl enenting data security and®ARQ in a wi rel ess
comuni cation system Ci pher entities are included in
a wreless transmt/receive unit (WRU) and an aGW
and outer ARQ (or RLC), entities are included in the
WRU and an eNode-B. Each cipher entity is |ocated on
top of an outer ARQ entity. The cipher entities cipher
and deci pher a data bl ock by using a generic SN
assigned to the data bl ock. The outer ARQ entities may
segnent the ciphered data block to rmultiple PDUs, may
concatenate nultiple ciphered data bl ocks to a PDU, or
may generate one PDU from one data bl ock. The outer




respect to outer ARQentities. 100171Figure 3 shows a
wi rel ess communi cation system configured in accordance
with the present invention. [0018]Figure 4 shows a

ci phered data bl ock configured in accordance with the
present invention. [0019]Fi gures 5A and 5B show two
exenpl ary segmented PDUs in accordance wth the
present invention. [0020] Figure 6 shows an exenpl ary
poncatenated PDU i n accordance with the present

i nvention. 021]F| ure 7 shows an exenplary
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it would be desirable to provide an architecture and operational scheme which

provides the best possible performances with respect to the data security

functionality and the outer ARQ functionality for the new LTE network

architecture.
[0012] SUMMARY
(0013} The present invention is related to a method and apparatus for

implementing data security and ARQ in a wireless communication system.
Cipher entities are included in a wireless transmit/receive unit (WTRU) and
an aGW, and outer ARQ, (or RLC), entities are included in the WTRU and an
eNode-B Each mpher entlty is located on top of an outer ARQ entity. The
cipher ent1t1es c1pher and decipher a data block by using a genenc SN
assigned to the data block. The outer ARQ entities may segment the ciphered
data block to multiple PDUs, may concatenate multiple ciphered data blocks
to a PDU, or may generate one PDU from one data block. The outer ARQ
entities may segment or re-segment the PDU when a transmission failure

occurs.

[0014] BRIEF DESCRIPTION OF THE DRAWINGS
[0015] Figure 1 shows a conventional 3G UTRAN.
(0016] Figure 2 shows a proposed LTE network architecture with

respect to outer ARQ entities..

[0017] Figure 3 shows a wireless communication system configured in
accordance with the present invention.

[0018] Figure 4 shows a ciphered data block configured in accordance

with the present invention.
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but is not limted to a user equipnent (UE), a nobile
station, a fixed or nobile subscriber unit, a pager, a
personal data assistant (PDA), a cellular tel ephone, a
conmputer, or any other type of user device capabl e of
operating in a wireless environment. Wen referred to
hereafter, the term nol ogy "eNode-B" includes but is
not limted to a base station, a Node-B, a site
controller, an access point (AP) or any other type of
interfacing device in a wreless environnent
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toge er Wi ci phering paraneters, (such as a
ci phering key, bearer-1D, etc.), to encrypt and
decrypt the data bl ock. [0029] Figure 4 shows a

ci phered data bl ock 400 configlred in accordance with
the present invention. The ciphered data bl ock 400

i ncl udes a generic SN 402 and a ci phered data portion
404. A data block is ciphered by the cipher entity
316, 336 using a generic SN 402. The generic SN 402 is
| eft unencrypted. [0030] The generic SN 402 may be

all ocated by a higher layer, entity, (such as the NAS
entity 312, 332 or the PDCP entity 314, 334).

Al ternatively, the generic SN 402 nmay be derived by
the ci pher entity 316, 336 with a seed, such as a
reqU|red transn133|on sequence nunbers knomn at the
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a NAS nessage SN for C-plane data). The advantage of
this schene is that the generic SN 402 may be used for
mul ti pl e H ARQ and/ or outer ARQ transmn ssions, which
results in reducing signaling overhead. [0031] The
outer ARQ entity 318, 322 generates a PDU fromthe

ci phered data bl ock 400 and perforns ARQ operation.
The outer ARQ entity 318, 322 nmay segnent the ciphered
data bl ock 400 into a nunber of outer ARQ PDUs. WWen a
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be assiggﬁd by the outer ARQ entity 318, 322 to the

. The concatenated MJ 600 is generated from
no03aipl e cTiphgenaid8Na402 owysbartiodated Mes highler ilayer. entity,

BRS040y e oL, My

¢be generin SN2 mpbidecterivad b @k&h%@a&%%ﬁ ?r?ﬁi vith a seed,
RBlkh 89G: re%ﬁ ushiet ft@ 401 E6R Qb enchl HusnBis € Unboh 2388 WIRU 310

t he dat ocks and ri Q6a- 6 are
a1 180 P 0 - POLTBE, SR O pIARe dfer  HHCopanaage SN or
the ARQ SN 602 |nd|cates whet hgr a segnent header 604a
is following or not. If the concatenation al ways
supports i n-sequence concatenated SDUs, the generic
sequence nunber may only be incl uded in the first
concatenated SDU. [00351Alternatively, the outer AFtQ
entity 318, 322 nay generate one PDU from one ci phered
data bl ock, (i.e., one-to-one mapping). Wen the

ci phered data bl ock size is close or sane to the PDU
size, the outer ARQ entity 318, 322 may generate one
PDU from one data bl ock. The one-to-one mappi ng nay
occur by coincidence or by configuration. If the
one-to-one napplng I's configured, the generlc SN used
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of the data block is fixed. An FX field 703 is a 1-bit
indicator field follow ng the cormmon SN 702,

i ndi cati ng whet her a segnent header 704 is follow ng
or not. [0037] A receiving side outer ARQ entity checks
the ARQ SN for ACK or MACK. The transm ssion status
feedback fl ows between the WTRU 310 and t he eNode-B
320 to ensure the guaranteed data service at the
shortest possible tinme. Al correctly received PDUs
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the data block for retransmssion. If the data bl ock
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segnents. Upon reception of a new segnentation version
identifier, in the case of datg block re-segnmentation,

t he receiving node discards previously received
segnents of the data block or PDUw th an ol d
segnentation version identifier(s) (step 812).
Optionally, in the case of data bl ock re-segnentation,
upon perform ng re-segnentation and setting a new
segnentation version identifier, the transmtting node
may term nate H ARQ process for the old segnents.
[00411Al ternatively, the outer ARQentity 318, 322 of
the transmtting node may choose not to re-segnent the
data bl ock, but retransmt only the HARQ fail ed ‘
segnent (s) of the previous transmi ssion (step 808). In




[ 0043] Enbodi nents. [004411. A wirel ess conmuni cati on
system for inplenenting data security and ARQ
10045) 2. The system of enbodi nent 1 conprising a WIRU,
a Node- B and an aGW 1004613. The system of embodi nment
2 wherein the WIRU conprises a first cipher entity for
ci phering an uplink data block for transm ssion and
deci phering a downlink data bl ock ci phered by an aGW
[004714. The system of embodi ment 3 wherein the WRU
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concatenated SDUs, the generic sequence number may only be included in the
first concatenated SDU.

[0035] Alternatively, the outer ARQ entity 318, 322 may generate one
PDU from one ciphered data block, (i.e., one-to-one mapping). When the
ciphered data block siie is close or same to the PDU size, the outer ARQ entity
318, 322 may generate one PDU from one data block. The one-to-one mapping
may occur by coincidence or by configuration. If the one-to-one mapping is
configured, the generic SN used by the cipher entity 316, 336 may include an
ARQ SN, (either in higher or lower order bit positions in the generic SN). In
this -case, the generic SN is called a common SN. The common SN is a
sequence number as a generic SN, but it embeds an ARQ SN. The common
SN may be used when by configuration one _data block is carried by one PDU.
Since the ARQ SN is embedded in the common SN, the outer ARQ entity does
not need to allocate another ARQ SN and a processing overhead is reduced.
[0036]. . Figure 7 shows an exemplary PDU 700 generated by one-to-one
mapping. The PDU 700 includes a common SN 702 which embeds an ARQ SN
701. The segment header 704 indicates the last position of the ciphered data
block 706. The data block size may be fixed, (by conﬁgﬁration), or may be
flexible. The segment header 704 may be omitted if padding is zero or the size
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[ 0051] 8. The system as in any of the enbodi nents 6-7,
wherein the first cipher entity and the second ci pher
entity derive the generic SN froma seed. [0052]9. The
system of enbodi rent 8, wherein the seed is a required
transm ssi on sequence nunber known at the aGWand the
WRU. [0053110. The system of enbodi nent 9, wherein

the required transm ssion sequence nunber is one of a
PDCP SN and a hi gher | ayer nessage SN. [0054]11 The
systemas in of the enbodi nenpts

g Rasacpiorks Bdbesty b 15 Bsion( Qhnra Ay erdifirs petd tollowine

E&dmrhdn SHE02YisHRArOE wiHEHREH arBdment, healier B04id foBowing or
hi gher | ayer entity is one of an RRC entity, an NAS
BAtity and a PDCP entity. [0056]13. The systemas in
00870f t heA parhivimgraide suter KRQ whiitechecks éhd ARQ SN foreACK or

ARt By D AR 1050 By RO 0
¢ib eiNaderB 329, taeasuren thé@uiaranteed data seRvIce mtl the shortest
PRREIRAE Ol EherfBR) FOblvEd FIOE Ao FHerd Bbasl doC faNembly
Bhecees ¥o forme the peigingl) p)@pe e Sa)t/:ast b?oTkoeach assochaqgg W1th a unique

ciphering sequence number. The generic SN, (or common SN), is used for data

deciphering by the cipher entity 314, 334.

[0038] Figure 8 is a flow diagram of a process 800 for segmentation and
re-segmentation operation between a WI'RU 310 and an eNode-B 320 of the
wireless communication system 300 of Figure 3 in accordance with the present
invention. The WTRU 310 and the eNode-B 320 implement an H-ARQ for
transmission of a PDU. At a transmitting node, (either the WTRU 310 or the
eNode-B 320), an outer ARQ entity 318, 322 generates at least one PDU from
at least one ciphered data block and transmits the PDU(s) to a receiving node
(step-802). The PDU(s) may be generated by segmenting one data block; by
concatenating multiple data blocks, or may be generated from one data block
by one-to-one mapping. The receiving node checks whether the PDU is
successfully received and sends an ACK or a NACK to the transmitting node
(step 804).

[0039] Upon receiving feedback indicating H-ARQ transmission failure,
(including H-ARQ retransmissions), of one or more segments, the transmitting
node may resend the data block. The data block may be retransmitted as long
as retransmission criteria 'is met, (i.e., maximum delay or latency, or
maximum number of retransmissions is not exceeded). The assigned physical
resources, channel quality and/or available transmission power may result in
a different allowable transport format combination (TFC) subset requiring

different segment sizes for retranSmitting the data block.
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entity and the second outer ARQ entity attach the
generic SN only to a first PDU [0059116. The system
as in any of the enbodi nents 13-15, wherein the first
outer ARQ entity and the second outer ARQ entity
attach a segnment header to each of the PDUs. 10060] 17.
The systemas in any of the enbodi nents 13-16, wherein
the first outer ARQ entity and the second outer ARQ
entity attach a segnent header only to a PDU whi ch

il oo RReimeerting 158 Qe Wpth. B FRRRE IR ew%R%es thres

eptiorisy Binclodtbe AREY entityoB18; 322RGx e sdgrhgntarereseghiegtitieddata

e ETEB B¢ 8 0B S G I R, i

Hedsifish dor thialdam bhickridéntified by the genéma SN @ﬁ@ 80@. If the
95&%1‘8&? V\P %t ggétﬂgﬁf[ gg% g§19 &. q,hﬁ e 'B?c@k'v%k Fenerated

VEer si on | stem of enbod

b8 onedtereé magning) AR quterc-ABQ %WY@H %?%maw@gw% thesdata

Lfow fﬂ@fr@aaan&Q&%ﬁZ Oy¢ éﬂaeae&x%lsm CYM P W= T AYe: m@ously, the
enbodi nent s -19, wherein the fjrst outer A fg/
Rg’qy)dl erent

aﬁ@rﬁc?@ §efet¥rr%|18ta e rmay:rs-gesrmeny the datablorly of £
SRt isYand pabh@slllPBlfferedtOigdberlof stgthenyst BpodTetdbtion

f th the f
z«ﬁy@ 37 PEESAIAPRE CURSRBREERT Ao iR Tep PO difrkere
aeg-nhemhﬁomiaha rbdeﬁmhg riode diseaidBigire{i0045 rédivethegmenteof the
;{;‘?3919 {‘T%ﬁU Wwith \{\a@xeorlg Ing&nQ&ta&i’oLSJerSHL qaeﬁﬁgr(s) (step 812).

Optionally, in the case of data block re-segmentation, upon performing re-

segmentation and setting a new segmentation version identifier, the
transmitting node may terminate H-ARQ process for the old segments.
{0041} Alternatively, the outér ARQ entity 318, 322 of the transmitting
node mé.j choose not to re-segment the data block, but retransmit only the H-
ARQ failed segmenti(s) of the previous transmission (step 808). " In this case,
| the segmentation version identifier is not incremented so that the receiving
node does not discard successfully received segments of the previous
transmission of the data block or PDU.
[0042] If the previously transmitted PDU is generated by concatenating
multiple data blocks, depending on assigned physical resources, channel
quality, and/or available transmission power, the transmitting node may
separate the previous PDU into multiple sub-PDUs, each including one or
more data blocks without segmenting the data blocks (step 810). Since the
data blocks are not segmented and the receiving node can unambiguously
determine lost and duplicate data block from the generic SN, it is not
necessary to coordinate transmissions between the transmitting node and the

receiving node with a segmentation version identifier.
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entity and the second outer ARQ entity attach a
segnment header to the PDU. [0066123. The systemas in
any of the enbodi ments 21-22, wherein the first outer
ARQ entity and the second outer ARQ entity attach a
segnent header only if the PDU includes paddi ng.
[0067] 24. The systemas in any of the enbodi nents
21-23, wherein the first outer ARQ entity and the
second outer ARQ entity are configured to separate the

P o mulLiple suh-PDUs when transm ssion failure of
tdﬁééﬁl)oc%ﬂﬁ@&u% fr sub- PDU i ncl udi ng at |east one
deo#dibl ockl. [ 0Q6 &yirdessTdomsiysicetiom systemafoy indpléthenting data
enbod'neq% -12, wherein the first outer ARQ entity
SR %g outer ARQ entity generate one PDU from
dfiesslat a b2.ock . THe0H88L6f eribalimpst @ ronfprisideod WERU, 23ode-

v%gf}‘gl ARQ SN i s errbedded in the generic SN
he systemas in K of the enbodi nents

290@6 vvhe$ ei n Thesystemsof epohashimamcP arherein the WTRE comprises
Sﬁe g{(tdmﬁmreéntﬁ%ﬁ Righb¥n %eﬁ 8GR Bidtk 6000 08isdfhnAand

confiquration, [0071]28. The systemas in any

Fissdats blop! cm@r%dWang - of the uplink
ctabm bl oc k4 and ’Eﬂb%yd&‘ﬂﬂbﬂ dikbdﬂl&h@nbh emeréla thé WEI-‘RU comprises

[O 72] T t maS|n an odi nent :
i ool AR, PR TSRS MY ARETAHER ) EReTAiRIOR g the
dqmihlkl dedtadddck hbna{edlhy the dirsbtiphed &6XTY) 30d théeeceptibe wf the
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[0048] 5. The system as in any of the embodiments 2-4, wherein the
Node-B comprises a second outer ARQ entity for performing ARQ operation
for reception of an uplink data block and transmission of a downlink data
block between the WTRU and the Node-B.

[OO49] 6. The system as in any of the embodiments 2-5, wherein the
aGW comprises a second cipher éntity for ciphering the dowrilink data block
for transmission to the WTRU and deciphering the uplink data block ciphered
by the first cipher entity.

{00501 7. The system of embodiment 6, wherein the first cipher
entity and the second cipher entity use a generic SN to cipher and decipher
the uplink data block and the downlink data block.

[0051] 8. The system as in any of the embodiments 6-7, wherein the
" first cipher entity and the second cipher entity derive the generic SN from a

seed.

[0052] 9. The system of embodiment 8, wherein the seed is a

required transmission sequence number known at the aGW and the WTRU.
[0053] 10. The system of embodlment 9, wherein the requlred
transmission sequence number is one of a PDCP ‘SN and a higher layer

message SN.
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the first outer ARQ entity and the second outer ARQ
entity are configured to segnent one of the data bl ock
and the PDU to multiple sub-1level PDUs when
transm ssion failure of the PDU occurs and increase a
segnentation version identifier. [0074)31. The system
of enbodi nent 30, wherein an H ARQ process for the
previous PDU is term nated. [0075]32. A method for
i mpl ementing data security and ARQin a wreless
C ni catjon em i ncl uding a Node- B and an
a@@%[ 0076}§3. sgvﬁfeslhsé?lﬁo%? B agﬁtﬂ’s\/\gﬁ\fmb"gf”%ﬁp? ¢; Wgerem
tthe gehexic BN isiapsighéd by a highe? liyea@iatity.0077] 34. The
d of ogj,ment .33 i Sin e.step o .
JBhBRG Pnofhe ISR PR FCTRrISER s rirERn g figher laver
béxsitl is pROABBRCgitppdthNa.SedntdpriandiaBRCP3htity.
C i si ngy4 he the, P .
@g@@] 6. Fhio. i e P REP 3y e Sioibiobits 90 Bherein
Fhpedyst empAR.Q potitshand t@ose@ond pulies ARQ ientjtyt srenRDY one data

[ﬁgﬁpdo%ulﬂﬁgpwgwod as in any of the enbodi nents
33-3 urt conpri si ng t he ste of assi gni

JBAET ¢ SNl (e At B GEROLIPREL Ao EhmPEAbhguter ARQ
Gnthter 81l the H&doRE dutér AMIELhEityShksign an ARQ SN to each of the

PDUs.
[0058] 15. The system of embodiment 13, wherein the first outer ARQ
entity and the second outer ARQ entity attach the generic SN only to a first
PDU.
[0059] 16. The system as in any of the embodiments 13-15, wherein
the first outer ARQ entity and the second outer ARQ entity attach a segment
header to each ‘p_f the PDUs. v
{0060] 17. The system as in any of the embodiments 13-15, wherein
the first outer ARQ entity and the second outer ARQ entity attach a segment
header only to a PDU which includes padding.
[0061] 18. The system as in any of the embodiments 13-17, wherein
the first outer ARQ entity and the second outer ARQ entity are configured to
segment one of the data block and the PDUs to multiple sub-level PDUs in
smaller size than previous PDUs when transmission failure of at least one the
previous PDUs occurs and increase é segmentation version identifier.
[0062) 19. The system of embodiment 18, wherein an H-ARQ process
for the previous PDUs is terminated.
[0063] ~ 20. The system as in any of the embodiments 18-19, wherein
" the first outer ARQ entity and the second outer ARQ entity are configured to
resend only a failed PDU.
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[0081] 38. The nethod of enbodi nent 37, wherein the
generic SN is derived froma seed. [0082]39. The

nmet hod of enbodi nent 38, wherein the seed is a
required transm ssi on sequence nunber known at the aGW
and the WIRU. [0083140. The net hod of enbodi nent 39,
wherein the required transm ssion sequence nunber is
one of a PDCP sequence nunber, an RRC nessage sequence
nunber and an NAS nessage sequence nunber. [0084141.

t hoq ,of od| nt 37, Wh gener i [ Sni
R Ar e B s RRS L e handl B B ey fé@#ﬁélz?%ﬂe%m
e Hiost asternAR@/ eutlt)t h!@deﬂtao aemﬁt@tsu Q entily edomcrfgpate
%‘8&%} (gatg%&kpk?ﬁge pprpegnented to mul ti pI e PDUs
od as in any of the enbodi nent
300652, wheiZei nThhsygemerfiembarinentAl, stseindhe ﬁr%t@t%ier ARQ
fe%%xé} afPthe {087 b dhr ARIE Bl MAthcR% ddgniditY hehddrt8 the PDU.

odi nents 34-43, wherein a segnent der |
3068 hed 128 cadhe Sysiere api@ny| GEB]"H‘Q"B tﬁélh%?d veherein
itRe ﬁ'i‘% Stfted hﬁ@ml dHRNHR stdorftBouteN ARE) BnttysAfaENs segment
E\g I1}§1fat t?’%mc?t%éé pa%d?ngPDU whi ch i ncl udes
[00671 24. The system as in any of the embodiments 21-23, wherein
the first outer ARQ entity and the second outer ARQ entity are configured to

separate the PDU to multiple sub-PDUs when transmission failure of the
PDU occurs, each sub-PDU including at least one data block.

[0068] 25. The system as in any of the embodiments 5-12, wherein
the first outer ARQ entity and the second outer ARQ entity generate one PDU

from one data block.

[0069] 26. The system of embodiment 25, wherein an ARQ SN is
embedded in the generic SN.
[0070] 27. The system as in any of the embodiments 25-26, wherein

the first outer ARQ entity and the second outer ARQ entity generate one PDU
from one data block by configuration.

[0071] 28. The system as in any of the embodiments 25-27, wherein a
size of the uplink data block and the downlink data block is fixed.

[0072] 29. The system as in any of the embodiments 25-27, wherein a
~ size of the uplink data block and the downlink data block is flexible.

[0073]) 30. The system as in any of the embodiments 25-28, wherein
the first outer ARQ entity and the second outer ARQ entity are configured to
segment one of the data block and the PDU to multiple sub-level PDUs when
transmission failure of the PDU occurs and increase a segmentation version
identifier.

[007 4] 31. The system of embodiment 30, wherein an H-ARQ process

for the previous PDU is terminated.
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[0089146. The nethod as in any of the enbodi nents
34-45, further conprising the step of re-segnenting
one of the ciphered data block and the PDUs to

mul tiple sub-level PDUs in smaller size than previous
PDUs when transmi ssion of at |east one previous PDU
fails. [0090]47. The nethod of enbodi nent 46,
conprising the step of increnmenting a segnentation
version identifier. [0091148 The nmethod as in any of

1ol o By gy Reed €°9%1Wi3§§§%§§’ﬁ%%“d ARthan :
asrelessa:nymumlcatt@nesmmm m;ql!@na@w G, arNeder B '

tep Ggig te 108856
0.5 5, T8 O RO i, 2

civbetingaflata blpeko  furt her conprising the step of
®87ANsmM tgyl NgTRe f Aetifd Bplény%a{méﬂtaes m&ﬁpﬁmngfthat step of
Ieast one previous PDU fails, qﬁé%@é? he net hod as
Bﬁn%‘ﬁ\}méfa tret e%BE!%HP’sthM‘H@m ekl tipl e

@rered dat a trheclnetlivde of Ghtdenaite 34t conomésing. the step of

0095#€2 @Fﬁ?éhgf géﬁpnbodlnent 51, wherein a
'“We%@ §&ached to the PDU. [0096]53. The

MMd of sénboThaemietbdd aheineianya edhenemhedigwents 34-35,
comprising the step of transmitting the PDU.
[0080] 37. The method as in any of the embodiments 33-36, further
comprising the step of assigning a generic SN to the data block, the data block
being ciphered by using the generic SN.
[0081] 88. The method of embodiment 37, wherein the generic SN is
derived from a seed.
[0082] 39. The method of embodiment 38, wherein the seed is a
required transmission sequence number known at the aGW and the WIRU.
[0083] 40. The method of embod1ment; 39, wherein the requlred
transmission sequence number is one of a PDCP sequence number, an RRC

message sequence number and an NAS message sequence number.

[0084] 41. The method of embodiment 37, wherein the generic SN is
assigned by a higher layer entity.

[0085] 42. 'The method as in any of the embodiments 34-41, wherein
one ciphered data block is segmented to multiple PDUs.

[0086] 43. The method as in any of the embodiments 37-42, wherein
the generic SN is _attached only to a first PDU.

(0087] 44. The method as in any of the embodiments 34-43, wherein a
segment header is attached to each of the PDUs.

{0088} 45. The method as in any of the embodiments 34-43, wherein a

segment header is attached only to a PDU which includes paddiﬁg.
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Is attached only if the PDU includes paddi ng.
[0097] 54. The nethod as in any of the enbodi nents
51-53, further conprising the step of separating the
PDU to nultiple sub-PDUs when transni ssion of the PDU
fails, each sub-PDU including at | east one data bl ock.
[ 0098] 55. The net hod of enbodi nent 54 further
conprising the step of retransmtting the sub-PDUs.

[ 0099156. The nethod as in any of the enbodi nents

4-45 wherein _one P is generated fromone ciphered
3a039Tb1 ooide. | 0B BeGPeRodRetiERh ok it cERBLERILR Cigky, Torther
\[wﬁpeismgaﬂxe%@ SNrﬁ-%egiﬂhﬁﬂﬁ@ dneé of tieciphardi datSWlock and the

01] 58.,,.The og i.n any. of .t he enbodi nen
149 B Srapiglt s levoEPBle R ARG 50 BT BrdigrDUs when
[toRidREEG0n ofldideasttdnedrasionsn PR/ fajls. t he enbodi nent s
54, wherein S] ‘ K _j &k 'pﬁe.
180160 “rhe The WSEh4, of MuiRlifed 6 chitphisfil PAe step of
3acréMentipgalregmentation version identifier.

{0091] 48, The method as in any of the embodiments 46-47,
comprising the step of retransmitting the multiple PDUs.

[0092] 49. The method as in any of the embodiments 46-48, further
comprising the step of terminating an H-ARQ process for the previous PDUs.
[0093] 50. The method as in any of the embodiments 46-49, further
comprising the step of retransmitting a failed PDU when transmission of at

least one previous PDU fails.

[0094] 51. The method as in any of the embodiments 34-45, wherein
multiple ciphered data blocks are concatenated to one PDU.

[0695] | 52. The method of embodiment 51, wherein a segment header
is attached to the PDU.

[00986] 53. The method of embodiment 52, wherein a segment header
is attached only if the PDU includes padding.

[0097] 54. The method as in any of the embodiments 51-53, further

.comprising the step of separating the PDU to multiple sub-PDUs when
transmission of the PDU fails, each sub-PDU including at least one data
block.

[0098] 55. The method of embodiment 54 further comprising the step
of retransmitting the sub-PDUs. ‘
[0099] 56,  The method as in any of the embodiments 34-45, wherein

one PDU is generated from one‘ciphéred data block.

{00100] 57. The method of embodiment 56, wherein an ARQ SN is
embedded in the generic SN.

[00101] 58. The method as in any of the embodiments 56-57, wherein a
size of the data block is fixed.
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conprising the step of segnmenting one of the ciphered
data bl ock and the PDU to nultiple sub-level PDUs when
transm ssion of the PDU fails. [00104] 61. The net hod
of enbodi nent 60, conprising the step of increnenting
‘a segnmentation version identifier. [00105]62. The

met hod as in any of the enbodi nents 60-61, further
conprising the step of retransmtting the nultiple
PDUs. [00106163 The nmethod as in any of the
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[00107] 64. A WTRU for implementing data security and ARQ in a
wireless communication system including a Node-B and an aGW.

[00108] 65. The WTRU of embodiment 64 comprising a cipher entity
for ciphering an uplink data block for transmission and deciphering a
downlink data block ciphered by the aGW.

[00109] 66. The WTRU of embodiment 65 comprising an outer ARQ
ent1ty for performmg ARQ operation for transmission of the ciphered uplink
data block and reception of the downlink data block between the WTRU and
the Node-B.

[00110] 67. The WTRU as in any of the embodiments.65-66, wherein
the cipher entity uses a generic SN to cipher the uplink data block.

{00111] 68. The WTRU of embodiment 67, wherein the cipher entity
derives the generic SN from a seed.

fo0112] 69. The WTRU of embodiment 68, wherein the seed is a
required transmission sequence number known at the aGW and the WTRU.
[00113] 70. . The WTRU of embodiment 69, wherein the required
transmission sequence number is one of a PDCP SN, an RRC message SN and
an NAS message SN.

[00114] 71. The WTRU of embodiment 67, wherein the generic SN is
assigned by a higher layer entity.
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derives the generic SN froma seed. [00112] 69. The
WRU of enbodi nent 68, wherein the seed is a required
transm ssi on sequence nunber known at the aGWand the
WRU. [00113]70. The WIRU of enbodi nent 69, wherein
the required transm ssion sequence nunber is one of a
PDCP SN, an RRC nessage SN and an NAS nessage SN.
[00114] 71. The WIRU of enbodi nent 67, wherein the
generic SN is assigned by a higher layer entity.

001151 72... Th i pent .7 i
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g60aR] ¢ SM50n! ¥k WeRU 58 in BRYof the embodiments 67-74, wherein
the outer ARQ entity attaches the generic SN only to a first PDU.

[00119] 76. The WTRU as in any of the embodiments 73-75, wherein
the outer ARQ entity attaches a segment header to each of the PDUs.

[00120] 77. The WTRU as in any of the embodiments 73-75, wherein
the outer ARQ entity attaches a segment header only to a PDU which includes
padding.

{00121] 78. The WTRU as in any of the embodiments 73-77, wherein
the outer ARQ entity is configured to segment one of the uplink data block
and the PDUs to multiple sub-level PDUs in smaller size than previous PDUs
when transmission of at least one previous PDU fails, and configured to
increase a segnientation version identifier.

[00122] 79. The WTRU as in any of the embodiments 73-78, wherein
an H-ARQ process for the previous PDUs is terminated.

[00123] 80. The WTRU as in any of the embodiments 78-79, wherein
the outer ARQ entity is configured to resend only a failed PDU.

[00124]) 81. The WTRU as in any of the embodiments 66-72, wherein
the outer ARQ entity concatenates multiple ciphered uplink data blocks to one
‘PDU.

[00125] 82. The WTRU of embodiment 81, wherein the outer ARQ
entity attaches a segment header to the PDU. '
[00126] 83. - The WTRU as in any of the embodiments 81-82, wherein
the outer ARQ entity attaches a segment: header only if the PDU includes
padding.



100119] 76. The WIRU as in any of the enbodi nents
73-75, wherein the outer ARQ entity attaches a segnent
header to each of the PDUs. [00120]77. The WIRU as in
any of the enbodi nents 73-75, wherein the outer ARQ
entity attaches a segnent header only to a PDU which

i ncl udes paddi ng. f00121]78. The WIRU as in any of the
enbodi ments 73-77, wherein the outer ARQ entity is
configured to segnment one of the uplink data bl ock and

t tQ, muld.i h-l.evel P i syl ler.sipze .
t@g%fﬁivi %ﬁs ﬂ&&’?m BB CsT o oroar gsa%f'bghvé'herem
pihe\oubersARQenft iy lis cordiguredinl separatd the PDE fewsidtiple sub-PDUs
Vel S i y

ATHEE W BLRARAE o (8 BIOTRNG Sln, pIRREY) Htudhlf, fF Gt one
pipkered upbink data bloeki ous PDUs is term nat ed.

( 1 80. ggThe WERW88 48 W ranp call 5 .
7@6%%83 vvhe8r5ei n the out erag,&ﬂ%g%ﬂ t{h%e? S 'con:?%?%gz’t ‘gherem
b ONtErHEQ entity peraratesigne F’&iif&%@a qiphergmpliak daga block.
aoy18d) t hes@nbati Wt RUSEE ddbodifiRingi 85, I WRer@l & ARQ SN is

ent |% ‘?on at enat es I'tiple ciphered uplink data
HimRedged in PSYC PLv0125] 82. The WIRU of enbodi nent

gooi1sder ei 87.t hTHUWARARQIemy bfthetdniitdiim et sSEIBE Rherein a
headqr tQ fqu P 00 6eh83. The WIRU as in any of
1zeoteap flaaglo is s
tsne e (0] ments - , erein
[00131] 88. The WTRU as in any of the embodiments 85-86, wherein a
size of the uplink data block is flexible.
[00132] 89. The WTRU as in any of the embodiments 85-88, wherein
the outer ARQ entity is configured to segment one of the ciphered uplink data

block and the PDU to multiple sub-level PDUs when transmission of the PDU

fails, and increase; a segmentation version _identiﬁer.
[00183] -+ 90. The WTRU as in any of the embodiments 85-89, wherein
an H-ARQ proéess for the previous PDU is terminated.
[00134] 91. A PDU for implementing data security and ARQ.
[00136] - 92.  The PDU of embodiment 91 comprising an ARQ SN for
identifying a segment of a data block.

- [00136] 93. The PDU of embodiment 92 comprising an extension for
indicating whether a segment header is following.
[00137] 94. The PDU as in any of the embodiments 92-93, a generic
SN used for ciphering the data block,
[00138] 95. The PDU of embodiment 94, comprising at least one data
portion ciphered by using the generic SN.
[00139] 96. The PDU as in any of the emquiments 92-95, further
comprising at least one segmeht header, the segment header including a

length indicator for indicating an end point of coi'responding data portioh and
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the outer ARQ entity attaches a segnent header only if
the PDU includes padding. [00127]84. The WIRU as in
any of the enbodi ments 81-83, wherein the outer ARQ
entity is configured to separate the PDU to nmultiple
sub- PDUs when transm ssion of the PDU fails, each

sub- PDU i ncl udi ng at | east one ciphered uplink data

bl ock. [00128185. The WIRU as in any of the

enbodi nents 66-72, wherein the outer ARQ entity

e e o

ﬁﬂowsmgerrbedded in the generic SN. [00130]87. The

U as e ¥DUNG S.F’%g' fibotfn 9@ th
SI ze&of tﬁe upli | Nk data eisfedo 0013&]58 .
smising padding. of the enbodi ments 85-86, wherein a

@bi@%rf t bg. uptlt@téntﬁas?\@tsfkf th efntwatﬂatests dﬂ@i%@ﬂ&%m the

RU as in any_ of the enbodi nents 85-88, wherein

ARQ %Ntl%?mkﬁﬁeé‘riﬂtﬁy giege’é‘bﬁNrgured to segrrent one of

(dtmz]l pherQghdtizhl the BfuRedhRE Kleaitatd beth3 egémrmbéﬂtmneare
sub-| evel PDUs when tragvgt ssion of the and

deperibed dn athee grespTred; o P 1R Rarticriar, c°ﬂp@6t§s?@oeach

@&HrWABRléléﬁeﬂtrba&% @éed:] eﬂ&n@*ﬁﬂhﬂhﬂﬁfﬂp &th8b fe3furast Hi‘ide%léments
rQcess e revi pus S ternt at ed..

th, Prtted aRpEntarsy Bhoeios GPRGIDSULR GRS gF Jrithout

&Rexr features and elements of the present invention. The methods or flow

charts provided in the present invention may be implemented in a computer
program, software, or firmware tangibly embodied in a computer-readable
storage medium for execution by a general purpose computer or a processor.
Examples of computer-readable storage mediums include a read only memory
(ROM), a random access memory (RAM), a register, cache memory,
semmonductor memory devices, magnetic media such as internal hard disks
and removable disks, magneto-optical medla, and optical medta such as CD-
ROM disks, and digital versatile disks (DVDs). ’

[00143] Suitable processors include, by way of example, a general
purpose processor, a special purpose processor, a conventional processor, a
digitalr signal processor (DSP), a plurality of microprocessors, one or more
microprocessors in association with a DSP eore, a controller, a microcontroller,
Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Arrays (FPGAs) circuits, any other type of integrated circuit. (IC), and/or a
state machine.

[00144] =~ A processor in association with software may be used to
implement a radio frequency transceiver for use in a wireless transmit receive
unit (WTRU), user equipment (UE), terminal, base station, radio network
controller (RNC)', or any host computer. The WTRU may be used in

conjunction with modules, implemented in hardware and/or software, such as
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[00135]92. The PDU of enbodi ment 91 conprising an ARQ

SN for identifying a segnent of a data bl ock.

[ 00136] 93. The PDU of enbodi ment 92 conprising an

extension for indicating whether a segnent header is

followi ng. [00137]94. The PDU as in any of the

enbodi nents 92-93, a generic SN used for ciphering the

data bl ock. [00138]95. The PDU of enbodi nent 94,

conprising at |east one data portion ciphered by using

eri a t.he. :

%ﬁba tvgdegl\%oé%quf n r‘%‘ﬁg ra Eoﬁogﬁg}eh% égﬂ ?&éhgﬁe, J@ﬂ)ratmn

sleg:ne.m speakenra midreplymgne mlemm@anaqeweu |arigar§18|feq¢gh%dset

gﬁgég% By m&uétggeh@mo&axeam BRGu ARl thodila el RDNARR Blit, o

ortion an nt extension for indicati .ng
Wiaeid ms&nbtdmla:s ébﬁ@htdlh@aﬂ eynif,s ap opgapicnlight-emitting diode

? ﬂ%r Cgla}hﬁmt"w cﬁéitélnmﬁﬁ‘i)é fhyde aERR0LEESEE, Sa $2dR0game

risin
player module, an Inte%-net browser, and/or any wireless local area network

(WLAN) module.
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100141198. The PDU as in any of the enbodi nents 92-97,
wherein the ARQ SN is enbedded in the generic SN
[ 00142] Al t hough the features and el enents of the
present invention are described in the preferred
enbodi nents in particular conbinations, each feature
or elenment can be used al one without the other
features and el ements of the preferred enbodi nents or
in various conbinations with or without other features
and el ements of the present invention. The nethods or
flow charts provided in the present invention may be
Claiphenented in a conputer program software, or
firmvare tangi bly enbodied in a conputer-readabl e
storage nedium for execution by a general purpose
conpyter Qr @t}BHOQEﬁﬁ%Een@@Wl Q%ﬁfel&gmﬁhgﬁnﬁlﬁﬁg%l finit
st orage ne nc e a read only nenory (
(WERHD nfoac uﬂp]zanmuamnmg/ dsRAMpecuitye gndt anformgaitd a‘epeab meguest

nduc rrermr devi ces, magnetic nedia such as
(Aa:}égeﬁﬁ%@%g?‘ilcﬂ‘i’[’?ﬁ@ d renovabl e di sks,

mag I5C i
TR PR SEIEAN YRR i e
aHo@@M&ﬁSmhhkbﬂoatmﬂﬁRb@Mm&r; ncl ude, by way of exan‘pl e,

or ocusigind $hE gifaripan ey she S0 in peblAgPY Fbog gha RLC

lafERcessor. (DSP), a plurality of mcroprocessors, one
Or ‘nmore mcroprocessors in association with a DSP
Ccor egenaratimg mollbest, ome pretooclodateolihir (PTG ffcpatthenciphered

ooBh 3 ebr LB TPy S 6 ot PO e oo
orfeva%eginehfahg%ac]foﬁéa&haawgtthé 'cﬁ)heraa Y4 bibckt at e

nmachi 41 A procesSor in association Wth
sof tasargaimpyn ARQSN to ohe apleastone XDWdi o frequency

et b b A L5 SR i RS,
St atti‘%mftﬁ%b%ﬂ%@é@féﬁsﬁﬂ@élﬁﬂé bethd AiNEhst He PDU Hp§ﬁ eNB.

conput er be used in conjunction with
m)dul es, inplenmented in hardware and/or software, such

spea%(er pﬁwemeﬁﬂiﬂ gfa? ?8’2\‘/’?@8‘%’2 %%’é’ﬁ?gg& 13 Wived from

ﬁ@eﬁr ophone, a television transceiver, a hands free
adset, a keyboard, a Bl uetooth(r) m)dul e, a
frequency nodul ated (FM radio unit, a I iqui d crystal

di s dlsla nit, .an or an| h emttin
di 0 (TE@ ¥u Iﬁ{m & (YY}gﬁ éﬂ Wt re&%lred
Pssﬂn'naéé%hen@e Mhﬁﬂﬁr%@%xpé%wm@' e an | nternet

rowser, and/or any wreless |ocal area network (W.AN)
nodul e. d ai ns 1 A net hod, i npl ement ed by a

W reless ftransnit/re nit (WIR for i nment i .ng.
dat & secgﬁﬁet jrek Bda 8 etﬁ’ &t %ﬁu’é"é’l‘“ anslni‘fégmn
d ol [
seﬁﬁ&n@%r nzag%yt & Bde of a Paék%% EQtaﬂQoﬁv&%Bﬁéé cbrﬁf‘cﬂ:HP'(PDCP)

0 a data block in a layer above a radio
setiiekcecuntiber, & Fidip resyare contrhk(RRQ) nfessaize sedvlenck number

S|n the SN in thel er above the RLC
gn -access stratum ?NAgy message sequence number.
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| ayer; generating at | east one protocol data

unit (PDU) fromthe ciphered data bl ock, wherein the

generating the at | east one PDU includes at |east one

of segnmenting or concatenating the ciphered data

bl ock; assigning an ARQ SN to the at | east one PDU,

transmtting the at | east one PDU to an evol ved Node B

(eNB); and transm tting ARQ retransm ssions of the at

| east one PDU to an eNB. 2. The nmethod of claim

1 wherein the generic SN is derived froma seed.

3. The nmethod of claim2 wherein the seed is a

r eqLﬂ r ed Theamenhsd bbelasmdueheseinthbezenkrio N & asdigned by a

4. The nmethod of claim3 wherein the

mﬁb&ﬁi’ﬁ@ﬂ%’éﬁsm ssion sequence number is one of a

packet data convergence protocol (PDCP) sequence

nunber, a radi o resource control (RRC) nessage

sequince Thariesthaddofa cluom- dcedeseist th wipldied) dates blgh is

sequence nunb 5. The nethod of claim1l
s &WW&&E}@P.PJDQN i s assigned by a higher |ayer
entity. 6. The nethod of claim 1l wherein the

ci phered data bl ock is segnented into nultiple PDUs.
7. The néfheonhedfiodbhélni 8vvbesiin thheegerielSN isSAttaghed only
é only to a first PDU. 8. The net hod of
tod Br$h BPWherein a segnent header is attached to each
of the PDUs.

8. The method of claim 6 wherein a segment header is attached to
each of the PDUs.
9. The method of claim 6 wherein a segment header is attached

only to a PDU which includes padding.

10. The method of claim 6 further comprising:

re-segmenting one of the ciphered data block or the PDUs to multiple
sub-level PDUs in smaller size than previous PDUs when transmission of at
least one previous PDU fails;

incrementing a segmentation version identifier; and

retransmitting the multiple PDUs.
11. The method of claim 10 further comprising:

terminating a hybrid automatic repeat request (H-ARQ) process for

the previous PDUs.
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9. The nethod of claim6 wherein a segnent header is
attached only to a PDU whi ch includes paddi ng.

10. The method of claim®6 further conprising:
re-segnmenting one of the ciphered data bl ock or the
PDUs to multiple sub-level PDUs in smaller size than
previ ous PDUs when transm ssion of at |east one
previous PDU fails; incrementing a segnentation
version identifier; and retransmtting the nultiple
PDUs. 11. The nmethod of claim 10 further
conpri si ng: termnating a hybrid automatic
repel. r €fhentethidd 6RGim Ganederfompitdnpr evi ous PDUs.

12. The methad of ¢l ai further conpr.ising:
r et r”&ﬁ%ﬁﬁsﬁﬁtﬂﬁgaafélﬁéd%gﬁ@ Wﬁ?éﬁ transappeenoff Gt legst one

Ilq,_%{ PRY ﬁﬂ%yi ous PDU fails. 13. The net hod of
Al r% 1 wherein multiple ciphered data bl ocks are
concatenated to one PDU. 14. The net hod of

claim 13 er ei egnent header is attached to,th
PpuU. 13- e wtﬂqﬁéé 1phd wherain; mpliple cip rﬁﬁélataeblocks
iy ached only if the PDU includes
a%g%gl?%@%&{j%o eiqllg [El'he met hod of claim 13 further
conpri si ng: separating the PDU to nultiple sub-PDUs

when, t ransm ssi on of the fails, each suyb-PDU
el aoTha meshad Ob el S hestin 4 sameet Baader 1 iiached
tOtéTl% 15199“. PDUs.

15. The method of claim 13 wherein a segment header is attached

only if the PDU includes padding.

16. The method of claim 13 further comprising:
separating the PDU to multiple sub-PDUs when transmission of the
PDU fails, each sub-PDU including at least one data block; and

retransmitting the sub-PDUs.

17. The method of claim 1 wherein one PDU is generated from one

ciphered data block.

18. The method of claim 17 wherein an ARQ SN is embedded in
the generic SN.

19. The method of claim 17 wherein a size of the data block is
fixed.

-99.



17. The nmethod of claim 1l wherein one PDU is generated

from one ci phered data bl ock. 18. The net hod of
claim 17 wherein an ARQ SN is enbedded in the generic
SN. 19. The nmethod of claim 17 wherein a size

of the data block is fixed. 20. The net hod of

claim17 wherein a size of the data block is flexible.
21. The nmethod of claim 17 further conpri sing:
segnenti ng one of the ciphered data bl ock or the PDU
to multiple sub-1evel PDUs when transm ssion of the
PDU fails; increnmenting a segnentation version
i dergt0.f | &he andhoétofaclaimt17 mcherbim musize pifetheDiista block is
22. The nmethod of claim 21 further conprising:

ﬂ‘t’%P]ﬁr nating a hybrid autonmatic repeat request (H ARQ
process for the previous PDU. 23. A wreless
transmt/receive unit (WIRU) for inplenmenting data
secl.t y Bredmatiiahef ¢laint dFdatthee qumismg?Q) the WIRU

;gnnpeﬁreigglien g CI p :(}qltd(l@%/qfl gnfl gﬂ)ﬁ? &&é%ﬁlﬁ tg multlple
sub2%6E1 ?B‘?J‘éewﬁeﬁ @Pargnm&%n%@%é PDGRLE; | ayer:

incrementing a segmentation version identifier; and

retransmitting the multiple PDUs.

22. The method of claim 21 further comprising:
terminating a hybrid automatic repeat request (H-ARQ) process for

the previous PDU.

23. A wireless transmit/receive unit (WTRU) for implementing
data security and automatic repeat request (ARQ), the WTRU comprising:

a cipher entity configured to assign a generic sequence number (SN)
to a data block in a layer above a radio link control (RLC) layer;

the cipher entity configured to cipher an uplink data block for
transmission and decipher a ciphered downlink data block using the generic
SN in the layer above the RLC layer; and

an automatié repeat request (ARQ) entity configured to perform an
ARQ operation for transmission of the ciphered uplink data block and
reception of the downlink data block, wherein ARQ retransmissions of the

uplink data block use the ARQ SN.

24. The WTRU of claim 23 wherein the cipher entity derives the

generic SN from a seed.
.93



the cipher entity configured to cipher an uplink data
bl ock for transm ssion and deci pher a ci phered

downl i nk data bl ock using the generic SN in the |ayer
above the RLC | ayer; and an automatic repeat
request (ARQ entity configured to performan ARQ
operation for transm ssion of the ciphered uplink data
bl ock and reception of the downlink data bl ock,
wherein ARQ retransm ssions of the uplink data bl ock
use the ARQ SN 24. The WIRU of cl aim 23
wherein the cipher entity derives the generic SN from
a s@&d. The WTRUR5of ThamMZA wherlini the2kealleisin ttelqaired

seed. is a required transm ssio ce nunber known
trgpsmpisgloprgeguence numbsg knpya W’&@Wai m 25 wherein
the required transm ssi on sequence nunber is one of a

packet data convergence protocol (PDCP) sequence
num2ér , ThealVDBRIUeobwlgim c2itwlndre{rRREp repsege transmission

sequence nunber and non-.access stratum ( NAS),K ness
sequefen OUTH R & one of a bpgkety bR SRSl (PECP)

: . : : :
o1 b SRS Sy RSP UBHC Bl b Smber
arldi ghen-dcegsarsteatiuint YNAS) ansssage sequetice nueslearr ce cont r ol

(RRC) entity, a non access stratum (NAS) entity, and a
packet data convergence protocol (PDCP) entity.

29. okhe TR0 1; 3 i
scofiics Tho amty oE e 2R e BhL i tosigged by o

higlad el ayrat eati¢yPDUS) . 30. The WIRU of claim 29
wherein the ARQ entity assigns an ARQ SN to each of
t he PDUs. 31. The WIRU of claim 29 wherein the

ARQ nti ; i g irst:
AT ke, O A0 L e o
a endibtrigsattcacdomsrad RRCIeantityead@ont accesc btrafumh@NABUsntity,

3. The RU of claim 29 wheregi he ARQ entity
a’ét“f B t%é@%‘?ﬁgeﬁ%eaawoﬁﬁ@hw)ae%& whi ch i ncl udes
paddi ng. 34. The WIRU of claim 29 wherein the

ARQ entity is configured to segment one of the uplink
dat 29bl oTheaWd' R UeofRDum 28 whetdiplthe ARQI evtéty Sipsenitis the

mal | er size than .previous PDUs whe sm ssi on of
upi’trrrl,il‘l %tbﬁBé%t%Pé\Wg{%p’{gmoﬂ dptaunyy QP b@ﬁi& igured to
i ncrease a segnentation version identifier.
30. The WTRU of claim 29 wherein the ARQ entity assigns an
ARQ SN to each of the PDUs.

4

31. The WTRU of claim 29 wherein the ARQ entity attaches the
generic SN only to a first PDU.

32. The WTRU of claim 29 wherein the ARQ entity attaches a
segment header to each of the PDUs.
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35. The WIRU of claim 34 wherein a hybrid automatic
repeat request (H ARQ process for the previous PDUs

i s term nated. 36. The WIRU of claim29 wherein
the ARQ entity is configured to resend only a failed
PDU. 37. The WIRU of claim 23 wherein the ARQ
entity concatenates nultiple ciphered uplink data

bl ocks into one protocol data unit (PDLT). 38.
The WIRU of claim 37 wherein the ARQ entity attaches a
sedgnent header to the PDU. 39. The WIRU of

claim37 wherein the ARQ entity attaches a segnent
head®. orMhe WTRRe oPBlAinn A9uddergadthaARQ entity 4ftaches a

The RU of c]aim rein the Al ntity is
seggiemt hgpder o ysf@pﬁafﬁ’t@%@ mimﬁ‘o% nﬁaﬁﬁ% e sub- PDUs
when transm ssion of the PDU fails, each sub-PDU

i ncluding at | east one ciphered uplink data bl ock. -
25 -34. The WTRU of klitTZ wifereinatihe 2BQuéreityi in cbhﬁgwﬂ@ to

entity gengrates ot ocol P from
SeRTISHEIH Bipf i KPRk A4RoRIRCK and e YU g mppleg 16 eub vel
PEU@&H‘ sﬂalméfé thifpfe ARG RPDULWREAAchdilisbi3g &edraqéé& one

RU of claim42 wherein a size of
pl'ehE)quPDtU( fdds a alnldo cénfigurfedx 6ml .increase a 4égnmEmsatidiiRVerbion
aj.m 42 wherein a size of the uplink data block is

ld?P'%hF’bl e. 45. The WIRU of claim41 wherein the

ARQ entity is configured to segnent one of the

ci phered uplink data block or the PDU to nmultiple

subl3ével 'IH’EUW’ERUn of rcdanisni s wdrerein shbyPBd fafonsgtiamdpeat

i ncre nent tion version.j.dentifier 46.
regHes R0sS A 25 ¢ %er%‘flﬂu%ﬁi%}gﬂs&eym%fh c repeat
request (H-ARQ) process for the previous PDU is

term nat ed.
36. The WTRU of claim 29 wherein the ARQ entity is configured to

resend only a failed PDU.

37. The WTRU of claim 23 wherein the ARQ entity concatenates
multiple ciphered uplink data blocks into one protocol data unit (PDU).

38. The WTRU of claim 37 wherein the ARQ entity attaches a
segment header to the PDU.

39. The WTRU of claim 37 wherein the ARQ entity attaches a
segment header only if the PDU includes padding.

40. The WTRU of claim 37 wherein the ARQ entity is configured to
separate the PDU to multiple sub-PDUs when transmission of the PDU

fails, each sub-PDU including at least one ciphered uplink data block.
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41. The WTRU of claim 23 wherein the ARQ entity generates one
protocol data unit (PDU) from one ciphered uplink data block.

42. The WTRU of claim 41 wherein an ARQ SN is embedded in the
generic SN.

43. The WTRU of claim 42 wherein a size of the uplink data block

is fixed.

44. The WTRU of claim 42 wherein a size of the uplink data block

is flexible.

45. The WTRU of claim 41 wherein the ARQ entity is configured to
segment one of the ciphered uplink data block or the PDU to multiple sub-
level PDUs when transmission of the PDU fails, and increase a

segmentation version identifier.

46. The WTRU of claim 45 wherein a hybrid automatic repeat
request (H-ARQ) process for the previous PDU is terminated.
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