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COMMUNICATION NETWORK NODES, METHODS FOR PROVIDING
COMMUNICATION NETWORK NODES, TERMINAL DEVICE,
METHOD FOR OPERATING A TERMINAL DEVICE, METHODS FOR
COMMUNICATION NETWORKS

TECHNICAL FIELD

The present disclosure generally pertains to communication network nodes, methods for providing
communication network nodes, a terminal device, a method for operating a terminal device, and

methods for communication networks, in particular for providing mobility as a service.

TECHNICAL BACKGROUND

Generally, it 1s known to distribute a ledger over multiple nodes such as entities, e.g. electronic de-
vices, servers or the like, which record digital transactions. Distributed ledgers can be based on the
known blockchain technology, on which, for example, the known cryptocurrency bitcoin is based,
but also the well-known Ethereum project, etc. Generally, a distributed ledger may also be imple-
mented on other technologies than the blockchain technology and examples of distributed ledger
projects which are not based on blockchain are BigchainDB and IOTA or the like. For instance,

IOTA is a crypto currency which uses linked lists.

Moreover, mobility as a service (MaaS) is known, where a user or passenger uses mobility as a ser-
vice without owing, for example, a car or the like. Mobility as a service may combine public (e.g.
train, bus, etc.) and private (e.g. car sharing, bicycle sharing, etc.) transportation services from associ-

ated operators or providers.

Known MaaS$ solutions typically involve a central and unified gateway through which a trip or jour-

ney is planned and booked, wherein a user may pay with a single account.

Although there exist techniques for providing a distributed ledger and mobility as a service, it is gen-
erally desirable to provide a communication network node, a user equipment, a communication net-

work and a method for providing mobility as a service.

SUMMARY

According to a first aspect, the disclosure provides a communication network node for providing a
distributed ledger, comprising circuitry configured to:

generate an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.
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According to a second aspect, the disclosure provides a method for providing a communication net-
work node for providing a distributed ledger, the method comprising:

generating an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.

According to a third aspect, the disclosure provides a communication network node comprising cir-
cuitry configured to:

request an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the request is directed to a

communication network node for providing a distributed ledger.

According to a fourth aspect, the disclosure provides a method for providing a communication net-
work node, the method comprising:

requesting an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the request is directed to a

communication network node for providing a distributed ledger.

According to a fifth aspect, the disclosure provides a terminal device comprising circuitry configured
to:

authenticate a user of the terminal device at a communication network node, such that the
communication network node requests an anonymous identifier for providing an anonymous identi-
fication of the user to a mobility service provider, wherein the request is directed to a communica-

tion network node for providing a distributed ledger.

According to a sixth aspect, the disclosure provides a method for operating a terminal device, the
method comprising:

authenticating a user of the terminal device at a communication network node, such that the
communication network node requests an anonymous identifier for providing an anonymous identi-
fication of the user to a mobility service provider, wherein the request is directed to a communica-

tion network node for providing a distributed ledger.

According to a seventh aspect, the disclosure provides a communication network node for provid-
ing a mobility management provider, comprising circuitry configured to:

provide candidate routes to a user based on a request of the user which is issued based on an
anonymous identifier for providing an anonymous identification of the user to a mobility service
provider, wherein the anonymous identifier is generated based on a request of a personal data man-

agement provider to the distributed ledger.
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According to an eight aspect, the disclosure provides a method for providing a communication net-
work node for providing a mobility management provider, the method comprising:

providing candidate routes to a user based on a request of the user which is issued based on
an anonymous identifier for providing an anonymous identification of the user to a mobility service
provider, wherein the anonymous identifier is generated based on a request of a personal data man-

agement provider to the distributed ledger.

According to a ninth aspect, the disclosure provides a communication network node for providing a
distributed ledger, comprising circuitry configured to:

store an anonymous identifier which is generate in a distributed ledger for providing an
anonymous identification of a user of a mobility management provider to a mobility service pro-
vider, wherein the anonymous identifier is generated based on a request of a personal data manage-

ment provider.

According to a tenth aspect, the disclosure provides a method for providing a communication net-
work node for providing a distributed ledger, the method comprising:

storing an anonymous identifier which is generate in a distributed ledger for providing an
anonymous identification of a user of a mobility management provider to a mobility service pro-
vider, wherein the anonymous identifier is generated based on a request of a personal data manage-

ment provider.

According to an eleventh aspect, the disclosure provides a communication network node for provid-
ing a mobility service provider, comprising circuitry configured to:

accept an anonymous identifier of a user for booking a journey with the mobility service pro-
vider, wherein the anonymous identifier is generated for providing an anonymous identification of
the user of a mobility management provider to the mobility service provider, wherein the anony-
mous identifier is generated based on a request of a personal data management provider to a distrib-

uted ledger.

According to a twelfth aspect, the disclosure provides a method for providing a communication net-
work node for providing a mobility service provider, the method comprising:

accepting an anonymous identifier of a user for booking a journey with the mobility service
provider, wherein the anonymous identifier is generated for providing an anonymous identification
of the user of a mobility management provider to the mobility service provider, wherein the anony-
mous identifier is generated based on a request of a personal data management provider to a distrib-

uted ledger.

According to a thirteenth aspect, the disclosure provides a method for a communication network,

comprising:
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generating an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.

According to a fourteenth aspect, the disclosure provides a method for a communication network,
comprising:

selecting a journey route for a user to reach a destination, wherein the user uses an anony-
mous identifier for providing an anonymous identification of a user of a mobility management pro-
vider to a mobility service provider, wherein the anonymous identifier is generated based on a

request of a personal data management provider to the distributed ledger.

According to a fifteenth aspect, the disclosure provides a method for a communication network,
comprising:

issuing a journey ticket based on a credential of a user, wherein the credential is based on an
anonymous identitfier for providing an anonymous identification of the user of a mobility manage-
ment provider to a mobility service provider, wherein the anonymous identifier is generated based

on arequest of a personal data management provider to the distributed ledger.

According to a sixteenth aspect, the disclosure provides a method for a communication network,
comprising:

verifying a journey ticket based on a credential of a user, wherein the credential 1s based on
an anonymous identifier for providing an anonymous identification of the user of a mobility man-
agement provider to a mobility service provider, wherein the anonymous identifier is generated

based on a request of a personal data management provider to the distributed ledger.

According to a seventeenth aspect, the disclosure provides a method for a communication network,
comprising:

finalizing a journey of a user based on a detection of a terminal device of a user, wherein the
terminal device stores an anonymous identifier for providing an anonymous identification of the
user of a mobility management provider to a mobility service provider, wherein the anonymous
identifier is generated based on a request of a personal data management provider to the distributed

ledger.

According to an eighteenth aspect, the disclosure provides a method for a communication network,
comprising:

sharing a revenue of a journey of a user using a journey ticket which is based on a credential
based on an anonymous identitfier for providing an anonymous identification of the user of a mobil-
ity management provider to a mobility service provider, wherein the anonymous identifier is gener-

ated based on a request of a personal data management provider to the distributed ledger.
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Further aspects are set forth in the dependent claims, the following description and the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments are explained by way of example with respect to the accompanying drawings, in

which:

Fig. 1 depicts a basic architecture of a system (communication network) according to the present

disclosure;

Fig. 2 depicts an embodiment of a method for issuing an anonymous identifier according to the pre-

sent disclosure;

Fig. 3 depicts an embodiment of a method for selecting a journey route according to the present dis-

closure;

Fig. 4 depicts an embodiment of a method for issuing an e-ticket according to the present disclo-

sure;

Fig. 5 depicts an embodiment of a method for verifying the e-ticket according to the present disclo-

sure;

Fig. 6 depicts an embodiment of a method for finalizing the journey according to the present disclo-

sure;

Fig. 7 depicts an embodiment of a method for sharing a revenue between the different entities ac-

cording to the present disclosure;

Fig. 8 depicts a blockchain and its general data structure;

Fig. 9 illustrates an input and output of a hash function;

Fig. 10 exemplarily illustrates the process PBFT;

Fig. 11 depicts an embodiment of a general purpose computer; and

Fig. 12 depicts an embodiment of a user equipment and of an electronic network node.

DETAILED DESCRIPTION OF EMBODIMENTS

Before a detailed description of the embodiments starting with Fig. 1 is given, general explanations

are made.

As mentioned in the outset, mobility as a service (MaaS) is generally known. A mobility service is
typically provided by one single mobility service provider. However, it has been recognized that it is
desirable to increase flexibility in mobility service by distributing mobility service over multiple ledg-

€r8.
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It has further been recognized that it is desirable to protect a privacy and a security of a passenger
(end-user) intending to use a mobility service, which may be achieved with decentralized identifiers
(DID) and self-sovereign identity (SSI) which may increase a security, e.g. for personal data in such a

roaming service.

A decentralized 1dentifier may fulfill requirements of a user control of a digital ID, privacy, personal

data management, no vendor lock-in, and the like.

Furthermore, a decentralized identifier may enable to provide a mobility service across countries of

different mobility service providers.

It has further been recognized that MaaS may be implemented based on blockchain technology, for
example. However, when requiring mobility service from different service providers (or transport
operators), the user may need to provide his or her credential (e.g. his DID, ticket, etc.) to each of
the service provider, 1.e. he needs to be identified at each service provider (or transport operator)
and each transport operator needs to check the validity of the credential, such that the user may
need to lay open private documents to a multitude of different entities (i.e. service provid-
ers/transport operators), while at the same time, the user’s journey is checked, tracked, and recorded

in the distributed ledger.

Hence, it has been recognized that it is desirable to provide a system architecture in which the user’s

privacy is protected.

In the following, some terminology definitions are given, which may be applied in some embodi-
ments (without limiting the present disclosure to the definitions given in the following. The defini-
tions are only examples which are provided for enhancing the understanding of the present
disclosure and which are only given, since the technology fields of MaaS and distributed ledgers are

highly dynamical and definitions may change in the future.).

The term “distributed ledger” may be known from Wikipedia, which defines: “distributed ledger
(also called a shared ledger, or distributed ledger technology, DLT) is a consensus of replicated,
shared, and synchronized digital data geographically spread across multiple sites, countries, or insti-

tutions. There is no central administrator or centralized data storage.”

The technology of a distributed ledger and of a special example of it, namely of a blockchain, will

also be discussed further below. More generally, the term distributed ledger is used as a type of data-
base shared digjtally recorded data with multiple nodes of a network. It may be comprised of peer to
peer network. The digitally recorded data may include a kind of information to prove its consistency

from the previously recorded data on the same database.
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Distributed ledgers can be public and can be accessible by anyone, but, in principle, they can also be
non-public and only users having a permission may have access to them, wherein a group of entities,
nodes, persons, operators, providers or the like which have the permission may also referred to as
“consortium”, as will also be explained further below. It is also possible to differentiate the access

permission to data on a ledger from each layered users.

Distributed ledgers can use mechanisms, which are known, for example, from the blockchain tech-
nology as used for bitcoin. Such mechanisms include a discovery method, a consensus mechanism, a
mechanism to keep data consistency and so on. The consensus mechanism ensures that all nodes or
more than a certain number of nodes, generally electronic devices, having a copy of the distributed
ledger reach consensus on the content of the distributed ledger. There are many consensus mecha-
nisms including the so-called proof-of-work mechanism, which is some kind of crypto-puzzle and
which ensures that, for example, older blocks of a blockchain cannot be changed (easily). For in-

stance, proof-of-work is used for the mining process of the bitcoin blockchain.

In a distributed ledger or blockchain, a confirmation process to make a consensus about data re-
newal on a blockchain in attending nodes, called a mining process, may achieve irreversibility of the
sequence of transactions recorded on the blockchain by including previous recorded data in the con-
firming data. Such mining process implements a distributed timestamp server for a new block of
transactions. In bitcoin (and, thus, in some embodiments) the mining process is based on the SHA-
256 hash function. Nodes of the blockchain that participate in the mining process search for a hash
output with predetined properties while the mnput of the hash function depends on the cutrent

blocks of the blockchain and the new block of transactions to be added to the blockchain.

Proof-of-work computations based on hash functions may not be useful in themselves except that

they are required to implement the irreversibility of the distributed ledger.

Moreover, generally, it is known to use a blockchain for storing a variety of data. For instance, im-
ages, videos, measurements, and text files can be recorded on the blockchain in the form of a trans-

action.

The term “Mobility as a service (MaaS)”, is also exemplarily known from Wikipedia, which defines:
“Mobility-as-a-Service (MaaS) describes a shift away from personally-owned modes of transporta-
tion and towards mobility solutions that are consumed as a service. This is enabled by combining
transportation services from public and private transportation providers through a unitied gateway
that creates and manages the trip, which users can pay for with a single account. Users can pay per
trip or a monthly fee for a limited distance. The key concept behind MaasS is to offer travelers mobil-

ity solutions based on their travel needs.”
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The term “mobility service provider” may be a catch-all name of any type of service provider MaaS.
In some embodiments, it is typically a transport organization, such as railway companies, bus/coach,
tram and taxi, car sharing, ride sharing, bike sharing and so on. Some of the mobility service provid-
ers may not provide the actual transport means, but may provide only a booking/arrangement, com-
parable to a travel agency or online booking site or the like. To a mobility service provider (or MaaS

provider), it may also be referred to as “transport operator”, in some embodiments.

The term “passenger” may refer to a person who has a service contract with a home mobility service

provider or which 1s a costumer of a home mobility service provider (defined below).

The term “home mobility service provider” may refer to a mobility service provider being located or
operating in a fixed area (e.g. country, city), and may be a mobility service provider with which a pas-
senger may have a contract, e.g. for a pass, tickets, subscriptions, and the like. The passenger may be

multiple service providers, as well, in some embodiments.

A “mobility service provider” (also refetred to as “MaaS service provider”) may be a superordinate
term for the terms “home mobility service provider” and “roaming mobility service provider”
(which are defined below), and may refer to an operator, a society, a company, and the like, which
offers a mobility service in a specific mobility service area (e.g. a town, a country, a region, air route,

water route).

The term “home mobility service provider” may refer to a mobility service provider being located or
operating in a fixed area (e.g. country, city), and may be a mobility service provider with which a pas-
senger may have a contract, e.g. for a pass, tickets, subscriptions, and the like. The passenger may be

multiple service providers, as well, in some embodiments.

The term “roaming mobility service provider” may refer to any other mobility service provider with
which a passenger has no direct contract, subscription, and the like. Thus, the passenger may use a
mobility service of a roaming mobility service provider, but processes of purchasing a pass, a ticket,
or using mobility service of the roaming mobility service provider may be processed via the home

mobility service provider.

The term “end-user” may refer to a passenger who intends to use a roaming mobility service pro-

vider. The term “end-user” may also refer to a terminal device of a passenger (e.g. smart phone).

The term “user agent” may refer to a software, an application, and the like, being executed on a ter-
minal device (or user equipment) of a passenger, which is configured to handle a DID (see below), a
credential (see below), and the like. For example, an MaaS application (e.g. from a mobility service

provider) may function as a user agent.
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A decentralized identifier (DID) may be understood according to the definition of the World Wide
Web Consortium (W3C) as to be defined as a global unique ID. A DID may provide a decentralized
public key infrastructure (IDPKI) and may be used for self-sovereign identity (SSI), which may not

depend on a centralized authority, for example.

A decentralized 1dentifier (DID) resolver may refer to a server (or any other information system)

which retrieves a DID document of response to a verification via a DID (see below), and the like.
A DID wallet may refer to an application, for example, which can store DID based credentials.

A credential may refer to an evidence of status, rights, membership, and the like, endorsed by an 1s-
suer, an MaaS provider, and the like. For example, a user may be able to proof (e.g. to a roaming
mobility service provider) an Maas subscription membership (e.g. of a home mobility service pro-

vider) with a credential.

In some embodiments, the term “public-key cryptography” is understood as defined also in Wikipe-
dia (https://en.wikipedia.org/wiki/Public-key_ctyptography): “Public-key cryptography, or asym-
metric cryptography, is any cryptographic system that uses pairs of keys: public keys which may be
disseminated widely, and private keys which are known only to the owner. This accomplishes two
functions: authentication, where the public key verifies that a holder of the paired private key sent
the message, and encryption, where only the paired private key holder can decrypt the message en-
crypted with the public key.” Wherein, “Two of the best-known uses of public key cryptography are:
Public key encryption, in which a message is encrypted with a recipient's public key. The message
cannot be decrypted by anyone who does not possess the matching private key, who is thus pre-
sumed to be the owner of that key and the person assoctated with the public key. This is used in an
attempt to ensure confidentiality.”, and, “Digital signatures, in which a message is signed with the
sender's private key and can be verified by anyone who has access to the sender's public key. This
verification proves that the sender had access to the private key, and therefore is likely to be the per-
son associated with the public key. This also ensures that the message has not been tampered with,
as a signature is mathematically bound to the message it originally was made with, and verification

will fail for practically any other message, no matter how similar to the original message.”

The term “personal data” may be understood in some embodiments in the sense (see exemplary
https://gdpr-info.eu/art-4-gdpr/): “(1) “personal data’ means any information relating to an identi-
tied or identifiable natural person (‘data subject’); an identifiable natural person is one who can be
identitied, directly or indirectly, in particular by reference to an identifier such as a name, an identifi-
cation number, location data, an online identifier or to one or more factors specific to the physical,

physiological, genetic, mental, economic, cultural or social identity of that natural person;”
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In some embodiments, the abbreviation AAA may refer to “Authentication, Authorization, and Ac-
counting” in a computer network or in a network service, as it is generally known as a security

tramework for an information and communication technology (ICT).

Authentication may refer to a checking whether a user (or in the context of the present disclosure a
passenger) is a legitimate user of the network, network service, or system. For example, an MaaS ser-
vicer (e.g. a mobility service provider, a transport operator) may check a user/passenger identifica-

tion and a status of a service subscription when the user/passenger intends to use the MaaS service.

Authorization may refer to a checking which specific service (or services) an authenticated user/pas-
senger 1s allowed to use. For example, an MaaS servicer may check a contract type, a service type,
and the like, of the user and may determine the allowed service of the user/passenger. For example,
the user/passenger may be allowed to use a train service, but not a taxi service, such that a use of a

train may be permitted, whereas a use of a taxi may be denied.

Accounting may tefer to a recording of the user’s/passenger’s behavior and/or his used service(s)
(e.g. how long he uses a service, how often he uses a service, and the like). For example, a passenger
if a passenger uses an MaaS$ service, such as a booking, a riding, and the like, a record of this may be

stored.

Self-sovereign identity (SSI) may be defined in accordance given by W3C, namely as a lifetime porta-
ble digital identity that does not depend on any centralized authority, wherein SSI may refer to a
class of identifiers which fulfills the following requirements: persistence, global resolvability, crypto-

graphical verifiability, and decentralization.

Some embodiments pertain to a communication network node for providing a distributed ledger,
including circuitry configured to: generate an anonymous identifier for providing an anonymous
identification of a user of a mobility management provider to a mobility service provider, wherein
the anonymous identifier is generated based on a request of the personal data management provider
to the distributed ledger.

The communication network node may include a computer, a server, a terminal device, or the like.
Moreover, multiple of such components (e.g. several servers, which may also be coupled to terminal
devices, and the like) may be envisaged. Generally, functions may be provided by software in a cloud
service, such that this communication network node is not a physical node in some embodiments.
The communication network node may be virtualized and, e.g., provided by a software-based solu-
tion. For example, the software-based functions could be deployed in the commercial cloud service
(public cloud), in on-premise cloud (private cloud), in Multi-access Edge Computing (MEC) in the

telecom network operator, and the like.
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For example, the mobility management provider may correspond to a home mobility service pro-
vider (or may be a different servicer; e.g. the mobility management provider may not be a transport

operator at all and may only manage different transport operators, dependently or independently).

Hence, the mobility management provider may be an entity (e.g. a network node) at which the user

files a request for using a transport operator, for example.

The mobility management provider may store or may have access to an identifier of the user, such

as a DID (which may not be anonymous, such as a global unique DID).

The anonymous identifier may correspond to an identifier (ID/DID) which the personal data man-

agement provider may use as a credential for providing identification to mobility service providers.

The personal data management provider may correspond to a network node which may (e.g. as only
entity) know the relation between the global unique DID and the anonymous DID. Hence, for
every journey request, which the user makes at the mobility management provider, the mobility
management provider passes the request together with the user’s global unique DID to the personal
data management provider, which may anonymize the request in that the global unique DID may be

replaced with the anonymous DID.

Generally, the personal data management provider and the mobility management provider may be a

same or different entities.

For example, a city may have different mobility service providers. The user may have a contract with
one of them (e.g. a bus service provider) which may then serve as the mobility management pro-
vider. If the user wishes to use a mobility service of a different mobility service provider (e.g. taxi),
the user may book a taxi via the mobility management provider, which may pass the booking to the
personal data management provider which may then provide an identification of the user via his

anonymous ID to the different mobility service provider (taxi provider).

A revenue may be shared, for example, via the mobility management provider, such that the user
would not need to pay the different mobility service provider directly, thereby keeping the travel

anonymous to the different mobility service provider.

The anonymous 1D may be generated based on a request of the personal data management provider

to the distributed ledger.

For example, the anonymous 1D may be generated based on blockchain technology, as discussed
herein, thereby fulfilling the requirements as set by W3C. Hence, the user may contract with the mo-

bility management provider and the mobility management provider may then store the anonymous
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1D, such that the mobility management provider may issue transport requests at different mobility

service providers for the user, thereby ensuring the user’s anonymity.

Fig. 1 depicts a basic architecture of a system 1 (communication network) according to the present

disclosure.

The system 1 includes a plurality of MaaS subsystems, such as an end-user entity 2 (e.g. a mo-
bile/terminal device of a uset), a mobility management system 2, a personal data management sys-
tem (PDM) 3, a blockchain common database 4, a MaaS service provider system 5, and a DID

ledger 6.

The end-user entity 2 may be configured to provide a user interface and a management of a mobility
service to an end-user who has a contract with an MaaS servicer. The end-user entity 2 may include

a smart phone application or a web service for the end-user, or the like.

Accordingly, some embodiments pertain to a terminal device including circuitry configured to: au-

thenticate a user of the terminal device at a communication network node, such that the communi-
cation network node requests an anonymous identifier for providing an anonymous identification of
the user to a mobility service provider, wherein the request is directed to a communication network

node for providing a distributed ledger.

The end-user entity 2 (e.g. terminal device) may further provide at least one of the following func-

tions, in some embodiments:
e Sending a request of the end-user (including a destination) to an MaaS servicer.

e Showing candidate routes, cost, journey time and so on from a start point to a destination

point by the MaaS8 servicer.
e Sending the selected result (i.e. the route which the user selected) to the MaaS servicer
e Receiving the navigation data for the selected route and providing guidance to the end user.

e The end user can confirm the additional payment if needed (e.g. beyond allowance of MaaS

service like using taxi, first class).

e During the journey, tracking the current end-user position and sending events of the jour-
ney, such as passing through the station gate, ride/arrival at the railway/tram/bus (at any
other destination or with any other predetermined vehicle) and arrival at an intermediate

point.

e Detecting the arrival at a destination and starting (initiating) a finalization process of the

journey when the end-user arrives at the destination.
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The mobility management system 3 may be configured for coordination /negotiation with multiple
transport operators (e.g. bus, tram, subways, railways, taxi, bike sharing, etc.), such that multi-modal

mobility services may be provided.

In some embodiments, the mobility management system 3 may provide at least one of the following

functions:

e Finding the route/transport system based on an end-user request and/or other conditions
like preferable transport system. It may search the multiple candidate routes (if more than

one route) and provides them to end-user.

e Matching the demand/supply between transport operator and end-user, for example finding

a vacant seat, the variable tariff, e.g. based on peak status, or the like.

e Decision of route and transport based on end-user selection/consent and/or booking/at-

ranging a seat with the transport operator (if reservation is required).

e  Generating support information for the end-user and provide it to end-user entity like the

route guidance, the navigation data, etc.

e Tracking the user events and current status of journey during the journey (generally speak-
ing: predetermined (journey) events are tracked). For example, if the end-user passes a sta-
tion gate (e.g. based on NFC), it is detected and the event of the journey is generated, or any

other journey events, as discussed herein.

e The revenue sharing calculation among/with transport operators/mobility service providers

when the journey is finished.

Accordingly, some embodiments pertain to a communication network node for providing a mobility
management provider, including circuitry configured to: provide candidate routes to a user based on
a request of the user which is issued based on an anonymous identifier for providing an anonymous

identification of the user to a mobility service provider, wherein the anonymous identifier is gener-

ated based on a request of a personal data management provider to the distributed ledger.

The personal data management (PDM) system 4 may be configured for Maa$S subscriber data man-

agement. It may be responsible for at least one of the following functions:
e Handling MaaS services subscription/contract.

e User authentication and/or authorization of MaaS service.
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e Handling of global unique DID and anonymous DID. Note that only the PDM 4 may know
the relation between the global unique ID and anonymous ID. Hence the PDM 4 may also

request the issuing of the anonymous ID.

e Storing payment information (e.g. credit card information) and handling payment if re-

quested.

e Storing the preferences of end-user’s journey/transport system. For example, prefera-
ble/non-preferable transportation system, (first) class usage, special conditions of the user

like wheel-chair use, or the like.

e Storing historical information of the journey. Updating the historical information when the
journey is finished. Historical information may include at least one of frequent destinations,

trequent start points, transit points, or the like.

Since the personal data may be sensitive, the PDM 4 may only share personal data in response to an

agreement of the user of may not share the personal data at all.

Accordingly, some embodiments pertain to communication network node including circuitry config-
ured to: request an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the request is directed to a

communication network node for providing a distributed ledger.

The blockchain common database 5 may be configured for reading/writing the MaaS transactions
to/from distributed ledger (blockchain). A transaction may be recorded when an Maa$ event is oc-

curred.

For example, at least one of the following may be recorded/stored/carried out:
e Anonymous DID (end-user 1D)
e Time/date stamp of the journey and/or contract and/or journey event

e MaaS subscription/contract type (monthly based subscription, one day ticket, pay as you go
and the like)

e Validation of ticket right (e-ticket) if one-time ticket

e TLocation/event (start point, transit, intermediate destination, final destination, passing the

gate, ride/arrive the train, exit the station)

e The journey beyond MaaS$ allowance (e.g. additional charge)
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e Transport cost and transport operator (mobility service provider) for revenue share calcula-

tion

Accordingly, some embodiments pertain to a communication network node for providing a distrib-
uted ledger, including circuitry configured to: store an anonymous identifier which is generate in a
distributed ledger for providing an anonymous identification of a user of a mobility management
provider to a mobility service provider, wherein the anonymous identifier is generated based on a

request of a personal data management provider.

The mobility service provider system 6 may be contigured for handling transport service operations
in transport operators/MaaS servicers. The mobility service provider system 6 may further be con-

figured for at least one of the following:
e Accepting the anonymous DID.

e Providing assistance information for end user’s route selection. Finding the candidate route

and timetable based on end user’s input.
e Booking the journey and issuing the ticket right (e-ticket) when end user selects the route.

e Fare management. Calculating the fare of journey. Checking and recording the ride/arrival

of transport system and pass the gate, validated e-ticket.

e Recording a (journey) event during journey. For example, the transport operator detects the
end-user passing the gate of railway station, such that the event is recorded in the common

database.

e Finalization of journey. When the journey is finished, a revenue sharing calculation is exe-

cuted and recorded at the common blockchain database 5.

Accordingly, some embodiments pertain to a communication network node for providing a mobility
service provider, including circuitry configured to: accept an anonymous identifier of a user for
booking a journey with the mobility service provider, wherein the anonymous identifier is generated
for providing an anonymous identification of the user of a mobility management provider to the
mobility service provider, wherein the anonymous identifier is generated based on a request of a per-

sonal data management provider to a distributed ledger.

The DID/SSI ledger 7 may be configured for handling the DID issuance and verification of it re-
quested by a third party.
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DID/SSI ledger 7 may also be based on a blockchain for DID/SSI, but may be different from the
common blockchain database 5. The DID/SSI ledger 7 may be responsible for at least one of the

tollowing:
e Issuing of global unique DID for permanent use, and anonymous DID for temporary use.

e Issuing of credential(s) (e.g. e-ticket, proot of MaaS subscription, proof of driving license,

entry visa to a specific country, etc) with global unique DID or anonymous DID.

e Verification of credential requested by third party. For example, a railway company may
check the validity of e-ticket, a car sharing company may check conditions of a driving li-

cense, or the like.

e Invalidation/revoking of credential. For example, the end-user may have used a one-time e-
ticket, a date 1s expired, the user may have quitted an MaaS service, or any other predeter-

mined event.

Accordingly, the DID/SSI ledger 7 may correspond to the distributed ledger which issues the anon-

ymous DID, as discussed above.

Some embodiments pertain to corresponding methods which, when the methods are carried out,
cause respective entities to function as the entities as discussed herein, e.g. as a terminal device, a

communication network node, or the like.

For example, some embodiments pertain to a method for providing a communication network node
for providing a distributed ledger, the method including: generating an anonymous identifier for
providing an anonymous identification of a user of a mobility management provider to a mobility
service provider, wherein the anonymous identifier is generated based on a request of a personal

data management provider to the distributed ledger.

Some embodiments pertain to a method for providing a communication network node, the method
including: requesting an anonymous identifier for providing an anonymous identification of a user
of a mobility management provider to a mobility service provider, wherein the request is directed to

a communication network node for providing a distributed ledger.

Some embodiments pertain to a method for operating a terminal device, the method including: au-
thenticating a user of the terminal device at a communication network node, such that the commu-
nication network node requests an anonymous identifier for providing an anonymous identification
of the user to a mobility service provider, wherein the request is directed to a communication net-

work node for providing a distributed ledger.
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Some embodiments pertain to a method for providing a communication network node for provid-
ing a mobility management provider, the method including: providing candidate routes to a user
based on a request of the user which is 1ssued based on an anonymous identifier for providing an
anonymous identification of the user to a mobility service provider, wherein the anonymous identi-
fier is generated based on a request of a personal data management provider to the distributed

ledger.

Some embodiments pertain to a method for providing a communication network node for provid-
ing a distributed ledger, the method including: storing an anonymous identifier which is generate in a
distributed ledger for providing an anonymous identification of a user of a mobility management
provider to a mobility service provider, wherein the anonymous identifier is generated based on a

request of a personal data management provider.

Some embodiments pertain to a method for providing a communication network node for provid-
ing a mobility service provider, the method including: accepting an anonymous identifier of a user
tor booking a journey with the mobility service provider, wherein the anonymous identitier is gener-
ated for providing an anonymous identification of the user of a mobility management provider to
the mobility service provider, wherein the anonymous identifier is generated based on a request of a

personal data management provider to a distributed ledger.

In the following, methods for communication networks according to the present disclosure are dis-
cussed. It should be noted that the methods may be carried out independently of each other, or may

be combined, in some embodiments.

Referring to Fig. 2, an embodiment of the present disclosure of a method 10 for issuing an anony-

mous ID is discussed.

As discussed above, it may be desired to use the anonymous ID instead on the global unique ID
since the global unique ID may be suitable to identify the end-user. Furthermore, if the global

unique 1D is written into a blockchain, it may be immutable and not easy to delete later
As a prerequisite, which is not shown here, the user may already have a global unique DID.

At 11, based on the global unique DID, the end-user entity 1 sends an authentication request to the
personal data management system 4. If the end-user has a MaaS$ service contract, the global unique

DID is registered.

When the personal data management system 4 confirms the end-user’s unique DID (i.e. authentica-

tion is successful at 12), it requests the anonymous DID from the DID/SSI ledger 7, at 13.
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At 14, the DID/SSI ledger 7 issues the anonymous DID which is valid for a one-time journey (ot

valid during the specific period, e.g. one-day ticket).
At 15, the DID/SSI ledger 7 sends the anonymous DID to the personal data management system 4.

At 16, the personal data management system 4 sends the anonymous DID to the end-user entity 2
and the end-user entity 2 receives the anonymous DID and stores it in the DID wallet of end-user,

at 17.

As indicated above, only the MaaS servicer (which is in this case the personal data management sys-
tem 4) who has a contract with the end-user knows the relation between the global unique DID and

the anonymous DID.

Other MaasS servicers and transport operators do not know the global unique ID. However, excep-
tions are possible, e.g. in the case the personal data information should be kept by the transport op-

erator, such as an airplane ticket.

Accordingly, some embodiments pertain to a method for a communication network, including: gen-
erating an anonymous identifier for providing an anonymous identification of a user of a mobility
management provider to a mobility service provider, wherein the anonymous identifier is generated

based on a request of a personal data management provider to the distributed ledger.

Fig. 3 depicts an embodiment of a method 20 for selecting a journey route according to the present

disclosure.

In the case that multiple routes from a start to a destination are possible, the multiple routes (candi-
date routes) may be shown to the user. The end user may select a final route among the candidates

and may get the e-ticket.
At 21, the end-user inputs the destination (and start point if it is different from the current location).
At 22, the mobility management system 3 requests the service and authorization of it at the PDM 4.

At 23, the personal data management system 4 authorizes the service, if it is within the allowance of
the user’s contract, for example. The PDM 4 may store the preference/history of previous journey

and sends them back to mobility management system in addition to the authorization result.

At 24, the mobility management system 3 requests candidate routes, cost estimation, estimated arri-
val time and so on at the mobility service provider system 6, at 25. It is requested to multiple

transport operators if there are multiple alternative routes/transport operators.

At 26, the mobility service provider system 6 finds the route and at 27 sends back the candidate
routes and other journey information like price, journey time, etc. which may be useful for the end-

user’s decision.
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At 28, the mobility management system 3 sends the candidate routes and conditions to end-user en-
tity 2, which shows, at 29, the end user the candidate routes and conditions, such that the end-user

can compare the candidate routes and conditions to select the final route and conditions.

Accordingly, some embodiments pertain to a method for a communication network, including: se-
lecting a journey route for a user to reach a destination, wherein the user uses an anonymous identi-
fier for providing an anonymous identification of a user of a mobility management provider to a
mobility service provider, wherein the anonymous identifier is generated based on a request of a per-

sonal data management provider to the distributed ledger.

Fig. 4 depicts a method 30 for issuing an e-ticket (journey ticket) according to the present disclosure.
The e-ticket is generally issued, in some embodiments, based on the credential of the user for prov-

ing an Maa§S subscription.

At 31, the end-user selects a route among the candidate routes and the end-user entity 2 transmits

the selected route to the mobility management system 3.

At 32, the mobility management system 3 checks whether the selected route is within the allowance
of the uset’s contract. If additional payment is required, the end-user is requested, via the PDM 4 for

his consent of the additional payment, at 33.

If all conditions are clear, the PDM 4 authorizes the selected journey, at 34, and transmits the au-

thorization, at 35, to the mobility management system 3.

At 36, the mobility management system 3 (in this embodiment a MaaS servicer) requests a transport
(mobility) service at the mobility service provider system 6 (transport operator or other Maa$S ser-

vicer, as discussed herein).

At 37, the mobility service provider system 6 books a seat, if necessary and/or reserves a rental car,

if necessary, and so on, if reservation in advance is required.

In order to do so, the mobility service provider system 6 requests a credential of an e-ticket at the

DID/SSI ledger 7 and the DID/SST ledger 7 sends back the credential.

Based on the credential, the mobility service provider system 6 issues the e-ticket, at 38, and pre-
3 p y p
pares navigation/assistance information for the end-user of the journey, which is transmitted to the

mobility management system 3, at 39.

At 40, the end-user entity 2 receives e-ticket and the navigation/assistance information from the
mobility management system 3 and stores it, such that the journey can be started, at 41, and the nav-

igation can be started at 42.
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Accordingly, some embodiments pertain to a method for a communication network, including: issue
a journey ticket based on a credential of a user, wherein the credential is based on an anonymous
identifier for providing an anonymous identification of the user of a mobility management provider
to a mobility service provider, wherein the anonymous identifier is generated based on a request of a

personal data management provider to the distributed ledger.
Fig. 5 depicts a method 50 for verifying the e-ticket according to the present disclosure.

Generally, a transport operator may need to verify the e-ticket during the journey, as discussed

herein (e.g. checking a ticket validity during a train ride, or the like).

At 51, the end-user arrives at a check point (e.g. gate at railway station, boarding bridge at airport,

bus station, etc.).

Based on the end-user’s arrival, the end-user entity 2 prepares for showing the e-ticket. For example,
the ticket may be shown based on a Barcode/QR code of the credential on a smartphone display
(e.g. with activated near field communication (NFC)), or the like, without limiting the present disclo-
sure in that regard. The credential information is transmitted from the end-user entity 2 to the mo-

bility service provider system 6, at 52.

At 53, the mobility service provider system 0, i.e. the transport operator, requests to verify the cre-

dential (e-ticket) at the DID/SSI ledger 7.

If the credential is valid and thus verified at 54, the transport operator allows to proceed the journey

(e.g. gate open), at 55.

At 56, the transport operator (mobility service provider) writes the journey event to the blockchain
common database 5, such that the journey event is recorded in the blockchain common database 5.
Note that the transport operator uses the anonymous DID for protecting personal data of the end-

user.

Accordingly, some embodiments pertain to a method for a communication network, including: veri-
tying a journey ticket based on a credential of a user, wherein the credential is based on an anony-
mous identifier for providing an anonymous identification of the user of a mobility management
provider to a mobility service provider, wherein the anonymous identifier is generated based on a

request of a personal data management provider to the distributed ledger.

If the checkpoint is the final destination, the finalization of the journey is proceeded to, as will be

discussed under reference of Fig. 6.

Hence, Fig. 6 depicts a method 60 for finalizing the journey according to the present disclosure.
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When the end-user arrives at the final destination (e.g. the gate of railway station, geo-fencing detec-
tion in the destination area), which is detected at 61, the end-user entity 2 sends the end of the jour-
ney event to the mobility management system 3, at 62. The mobility service provider system 6 may
detect the end of the journey directly, if the transport operator knows the arrival (e.g. air travel), in
some embodiments, such that in this case the end-user entity does not need to detect the end of the

journey and a corresponding method may start at 64, for example.

At 63, the mobility management system sends a request to process the end of the journey to the mo-

bility service provider system 6.

At 64, the mobility service provider system 6 adjusts additional payment or refund of travel fares
with the PDM 4 and starts closing the journey at 65. Hence, the mobility service provider system 6
issues a closing of the e-ticket at the DID/SSI ledger 7 by notifying the DID/SSI ledger 7, at 66.

Moreover, a recording of the journey, based on the closing of the e-ticket, is prepared in the mobil-
ity service provider system 6, at 67, such that the journey is recorded in the blockchain common da-

tabase 5, at 68.

At 69, the mobility service provider system 6 sends a notification about the end of the journey to the

mobility management system 3, which is transmitted to the end-user entity 2, at 70.

Accordingly, some embodiments pertain to a method for a communication network, including; fi-
nalizing a journey of a user based on a detection of a terminal device of a user, wherein the terminal
device stores an anonymous identifier for providing an anonymous identification of the user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.

Since a transport operator does not have the global unique ID of the user, but only the anonymous

1D, the transport operator may not be able to bill the end-user directly.

Hence, Fig. 7 depicts a method 80 for sharing a revenue between the different entities according to

the present disclosure.

At 81, the mobility service provider system 6 (transport operator) requests the record of the journey

with the anonymous ID at the common blockchain database 5.

At 82, the common blockchain database 5 finds the record of the journey and provides the infor-
mation which is needed for revenue sharing to the mobility service provider system 6. Note that pet-

sonal data information should not be included in it, in some embodiments.
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At 83, the mobility service provider system 6 calculates (determines) the amount of revenue to be
shared with the mobility management system 3 and requests the revenue sharing at the mobility

management system 3, at 84, with the anonymous DID.

The mobility management system 3 identifies/confirms the end-user at the personal data manage-

ment system 4 (which knows the relation between the unique DID and the anonymous DID), at 85.

The mobility management system 3 may double check the revenue share amount at the common

block chain database, at 86.

At 87, the mobility management system 3 transfers the amount of revenue share to the requested

transport operator.

Accordingly, some embodiments pertain to a method for a communication network, including: shar-
ing a revenue of a journey of a user using a journey ticket which is based on a credential based on an
anonymous identifier for providing an anonymous identification of the user of a mobility manage-
ment provider to a mobility service provider, wherein the anonymous identifier is generated based

on a request of a personal data management provider to the distributed ledger.

In the following a blockchain and its general data structure will be explained under reference of
Fig. 8. In this embodiment of a blockchain, features are a network/topology, a consensus algorithm

a Hash function, participant authentication, a scalability/block structures and petformance.

Fig. 8 illustrates a general structure of a blockchain 100. The blockchain 100 includes a chain of mul-
tiple data blocks 101a, 101b and 101c, wherein the block 101b is a current block (Block #N), the
block 101ais a previous block (Block # N-1) and the block 101c is a future or successor block
(Block # N+1). Each block includes a hash function result of a previous block, a main data struc-
ture, an input value for hash function and hash function result of the current block, wherein the

hash function result of cutrent block (101b) is always used as input to the next block (101c).

Moreover, each block includes a “Number used once”, which is a one-shot random number for a
secure blockchain processing, and which can prevent replay attack. For instance, if an attacker cop-
ies the previous transmitted data and reuses the copied data again for spoofing, the recetver is able
to detect the spoofing communication because the next data must be used with a different “number

used once”. This random number is sometimes referred to as “nonce” in cryptocurrency.

Additionally, the time stamp may be inserted in each of the blocks 101a, 101b and 101c. The block-
chain 100 is an example of a distributed ledger, which may be used, for example, for providing MaaS

in some embodiments.
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Fig. 9 illustrates the input and output of a hash function, which is used, for example, for the block-
chain 100 of Fig, 8.

Generally, a hash function 1s any function that can be used to map input data to output data with a
specific algorithm. The size of input data can be large and various, contrarily the output of data
could be compact and can have a fixed size. A known (and famous) algorithm which is used for
hashing in some blockchain embodiments is the Secure Hash Algorithm (SHA) designed by the
United States National Security Agency (e.g. SHA-2, SHA-250).

The input for the hash function are a previous hash output, the number used once and the main
body of data in the current block (e.g. block 101b in Fig. 8). The output of the hash function 1s a
unique value response to the input values. If someone tries to tamper the main body of data, the

output of hash function cannot be consistent.

Embodiments of a distributed ledger (blockchain) in this disclosure may implement a consensus
protocol or algorithm. For instance, in some embodiments, the Byzantine Fault Tolerance (BFT) 1s

used for the consensus protocol, which 1s resilient to spooting of database and fault of hardware.

A well-known consensus algorithm, which is implemented in some embodiment, 1s the so-called

Practical Byzantine Fault Tolerance (PBFT).

In some embodiments, a permission blockchain is used and the relatively small number of permis-

sioned blockchain nodes are in charge of consensus (validation of block).
Fig. 10 exemplary illustrates a process 110 of PBFT.

A leader node (it also called non-validating peer) requests at 111 other nodes to validate the block-
chain. At 112, each requested node (validate peer) checks the validity of the blockchain with a hash
function and indicates its result to other nodes at 113. At 114, a node receives the validity results

from multiple other peers and checks the consensus of the blockchain, if it receives more valid re-
sults than a pre-defined criteria. If there is a consensus, at 115, the node writes/finalizes the block-
chain. A leader peer checks the overall progress of the validity check in other nodes and finishes at

116 the blockchain procedure.

For resilience, the total number of nodes is more than 3f+1 in some embodiments, wherein f is the
number of allowed failure nodes. For example, f=1, there is a total 4 nodes; if =3, there is a total of

10 nodes, etc.

In some embodiments, the PBFT is with permission blockchains for mobility service blockchains, as

discussed herein, providing at least partially the following features:
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With respect to security, the PBFT provides in some embodiments a little risk of 51% attack, which
is common for cryptocurrency because permission the peer which is in charge of consensus must be
trusted. With respect to privacy, the end user cannot access the whole blockchain because only mo-
bility service providers handle it at a (peer) node (due to the permission based blockchain and end
users may not have the permission to access the blockchain). With respect to performance, the pro-
cessing time for consensus is very short in some embodiments due to a small number of peers hav-
ing a high performance. With respect to flexibility, the block size and format of blockchains can be

flexible compared to public blockchains in some embodiments.

In the following, an embodiment of a general purpose computer 130 is described under reference of
Fig. 11. The computer 130 can be implemented such that it can basically function as any type of net-
work equipment, e.g. a network node, an identity hub, a part of a decentralized database, a base sta-
tion or new radio base station, transmission and reception point, or communication device, such as
user equipment, (end) terminal device or the like. The computer has components 131 to 141, which
can form a circuitry, such as any one of the circuitries of the network equipments and communica-

tion devices, as described herein.

Embodiments which use software, firmware, programs or the like for performing the methods as
described herein can be installed on computer 130, which is then configured to be suitable for the

concrete embodiment.

The computer 130 has a CPU 131 (Central Processing Unit), which can execute various types of
procedures and methods as described herein, for example, in accordance with programs stored in a
read-only memory (ROM) 132, stored in a storage 137 and loaded into a random access memory

(RAM) 133, stored on a medium 140 which can be inserted in a respective drive 139, etc.

The CPU 131, the ROM 132 and the RAM 133 are connected with a bus 141, which in turn is con-
nected to an input/output interface 134. The number of CPUs, memories and storages is only ex-
emplary, and the skilled person will appreciate that the computer 130 can be adapted and configured
accordingly for meeting specific requirements which arise, when it functions as a base station or as

user equipment (end terminal).

At the input/output interface 134, several components are connected: an input 135, an output 1306,
the storage 137, a communication interface 138 and the drive 139, into which a medium 140 (com-

pact disc, digital video disc, compact tlash memory, or the like) can be inserted.

The input 135 can be a pointer device (mouse, graphic table, or the like), a keyboard, a microphone,

a camera, a touchscreen, etc.
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The output 136 can have a display (liquid crystal display, cathode ray tube display, light emittance

diode display, etc.), loudspeakers, etc.
The storage 137 can have a hard disk, a solid state drive and the like.

The communication interface 138 can be adapted to communicate, for example, via a local area net-
work (LAN), wireless local area network (WLAN), mobile telecommunications system (GSM,
UMTS, LTE, NR etc.), Bluetooth, infrared, etc.

It should be noted that the description above only pertains to an example configuration of computer
130. Alternative configurations may be implemented with additional or other sensors, storage de-
vices, interfaces or the like. For example, the communication interface 138 may support other radio

access technologies than the mentioned UMTS, LTE and NR.

When the computer 130 functions as a base station, the communication interface 138 can further
have a respective air interface (providing e.g. E-UTRA protocols OFDMA (downlink) and SC-
FDMA (uplink)) and network interfaces (implementing for example protocols such as S1-AP, GTP-
U, S1-MME, X2-AP, or the like). Moreover, the computer 130 may have one or more antennas
and/or an antenna array. The present disclosure is not limited to any particularities of such proto-

cols.

An embodiment of a user equipment UE 150 and an eNB 155 (or NR eNB/gNB) and a communi-
cations path 154 between the UE 150 and the eNB 155, which are used for implementing embodi-
ments of the present disclosure, is discussed under reference of Fig. 12. The UE 150 is an example
of a communication device (or end-user entity) and the eNB is an example of a base station (e.g. a

network node), without limiting the present disclosure in that regard.

The UE 150 has a transmitter 151, a receiver 152 and a controller 153, wherein, generally, the tech-
nical functionality of the transmitter 151, the receiver 152 and the controller 153 are known to the

skilled person, and, thus, a more detailed description of them is omitted.

The eNB 155 has a transmitter 156, a recetver 157 and a controller 158, wherein also here, generally,
the functionality of the transmitter 156, the receiver 157 and the controller 158 are known to the

skilled person, and, thus, a more detailed description of them is omitted.

The communication path 154 has an uplink path 154a, which is from the UE 150 to the eNB 155,
and a downlink path 154b, which 1s from the eNB 155 to the UE. 150.

During operation, the controller 153 of the UE 150 controls the reception of downlink signals over
the downlink path 154b at the receiver 152 and the controller 153 controls the transmission of up-

link signals over the uplink path 154a via the transmitter 151.
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Similarly, during operation, the controller 158 of the eNB 155 controls the transmission of downlink
signals over the downlink path 154b over the transmitter 156 and the controller 158 controls the re-

ception of uplink signals over the uplink path 154a at the recetver 157.

The methods as described herein are also implemented in some embodiments as a computer pro-
gram causing a computer and/or a processor to petform the method, when being catried out on the
computer and/or processor. In some embodiments, also a non-transitory computet-readable record-
ing medium 1s provided that stores therein a computer program product, which, when executed by a
processor, such as the processor described above, causes the methods described herein to be per-

formed.

It should be recognized that the embodiments describe methods with an exemplary ordering of
method steps. The specific ordering of method steps is however given for illustrative purposes only
and should not be construed as binding. For example the ordering of 22 and 24 in the embodiment
of Fig. 3 may be exchanged. Also, the ordering of 33 and 34 in the embodiment of Fig. 4 may be ex-
changed. Further, also the ordering of 55 and 56 in the embodiment of Fig. 5 may be exchanged.

Other changes of the ordering of method steps may be apparent to the skilled person.

Please note that the division of the UE 150 or the eNB 155 into units 151 to 158 is only made for
illustration purposes and that the present disclosure is not limited to any specific division of func-
tions in specitic units. For instance, the control UE 150 or the eNB 155 could be implemented by a

respective programmed processor, field programmable gate array (FPGA) and the like.

All units and entities described in this specification and claimed in the appended claims can, if not
stated otherwise, be implemented as integrated circuit logic, for example on a chip, and functionality

provided by such units and entities can, if not stated otherwise, be implemented by software.

In so far as the embodiments of the disclosure described above are implemented, at least in part, us-
ing software-controlled data processing apparatus, it will be appreciated that a computer program
providing such software control and a transmission, storage or other medium by which such a com-

puter program is provided are envisaged as aspects of the present disclosure.
Note that the present technology can also be configured as described below.

1 A communication network node for providing a distributed ledger, comprising circuitry con-
figured to:

generate an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous 1dentifier is

generated based on a request of a personal data management provider to the distributed ledger.
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2 The communication network node of (1), wherein the anonymous identifier is used tempo-
rary.
(3) The communication network node of (1) or (2), the circuitry being further configured to:

issue a global identifier for permanent use.

“ The communication network node of anyone of (1) to (3), the circuitry being further config-
ured to:

issue a credential for the user based on the anonymous ID.

5) The communication network node of (4), the circuitry being further configured to:

verify the credential based on a request of the mobility service provider.

(6) The communication network node of (5), wherein the request is based on at least one of the

following: a validity of a ticket and a condition of a driving license.

() The communication network node of anyone of (4) to (6), the circuitry being further config-
ured to:

revoke the credential based on a predetermined event.

©) The communication network node of (7), wherein the predetermined event includes at least

one of the following: expiry of a date, expiry of a ticket, end of a service contract.

) A method for providing a communication network node for providing a distributed ledger,
the method comprising:

generating an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.
(10)  The method of (9), wherein the anonymous identifier is used temporary.

(11)  The method of (9) or (10), further comprising:

issuing a global identifier for permanent use.

(12)  The method of anyone of (9) to (11), further comprising:

issuing a credential for the user based on the anonymous ID.

(13)  The method of (12), further comprising:

verifying the credential based on a request of the mobility service provider.

(14)  The method of (13), wherein the request is based on at least one of the following: a validity

of a ticket and a condition of a driving license.

(15)  The method of anyone of (12) to (14), further comprising:
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revoking the credential based on a predetermined event.

(16)  'The method of (15), wherein the predetermined event includes at least one of the following:

expiry of a date, expiry of a ticket, end of a service contract.

(17) A communication network node comprising circuitry configured to:
request an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the request is directed to a

communication network node for providing a distributed ledger.

(18)  The communication network node of (17), the circuitry being further configured to:
handle a mobility service subscription or a mobility service contract of the user with the mo-

bility management provider.

(19)  The communication network node of (17) or (18), the circuitry being further configured to:
authenticate the user at at least one of the mobility service provider and the mobility man-

agement provider.

(20)  The communication network node of anyone of (17) to (19), the circuitry being further con-
figured to:
authorize the user at at least one of the mobility service provider and the mobility manage-

ment provider.

(21)  The communication network node of anyone of (17) to (20), the circuitry being further con-
tigured to:
handle the anonymous identifier and a global identifier, wherein the anonymous identifier is

used temporarily and the global identifier is used permanently.

(22)  The communication network node of (21), the circuitry being further configured to:

store a relationship between the anonymous identifier and the global identifier.

(23)  'The communication network node of anyone of (17) to (22), the circuitry being further con-
tigured to:

store payment information of the user.

(24)  The communication network node of anyone of (17) to (23), the circuitry being further con-
figured to:
handle a payment between the user and at least one of the mobility service provide and the

mobility management provider.

(25)  The communication network node of anyone of (17) to (24), the circuitry being further con-

figured to:
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store a preference of the user.

(26)  'The communication network node of (25), wherein the preference includes at least one of a

preferable transport system, a class usage and a special condition of the user.

(27)  The communication network node of anyone of (17) to (26), the circuitry being further con-
figured to:

store historical journey information.

(28)  The communication network node of (27), the circuitry being further configured to:

update historical journey information after a finishing of a journey of the user.

(29) A method for providing a communication network node, the method comprising:
requesting an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the request is directed to a

communication network node for providing a distributed ledger.

(30)  The method of (29), the circuitry being further contigured to:
handling a mobility service subscription or a mobility service contract of the user with the

mobility management provider.

(31)  The method of (29) or (30), further comprising;
authenticating the user at at least one of the mobility service provider and the mobility man-

agement provider.

(32)  The method of anyone of (29) to (31), further comprising:
authorizing the user at at least one of the mobility service provider and the mobility manage-

ment provider.

(33)  The method of anyone of (29) to (32), further comprising:
handling the anonymous identifier and a global identifier, wherein the anonymous identifier

is used temporarily and the global identifier is used permanently.

(34)  The method of (33), further comprising:

storing a relationship between the anonymous identifier and the global identifier.

(35)  The method of anyone of (29) to (34), further comprising:

storing payment information of the user.

(36)  The method of anyone of (29) to (35), further comprising:
handling a payment between the user and at least one of the mobility service provide and the

mobility management provider.

(37)  The method of anyone of (29) to (36), further comprising:
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storing a preference of the user.

(38)  The method of (37), wherein the preference includes at least one of a preferable transport

system, a class usage and a special condition of the user.

(39)  The method of anyone of (29) to (38), further comprising:

storing historical journey information.

(40)  The method of (39), further comprising:

updating historical journey information atter a finishing of a journey of the user.

(41) A terminal device comprising circuitry configured to:

authenticate a user of the terminal device at a communication network node, such that the
communication network node requests an anonymous identifier for providing an anonymous identi-
fication of the user to a mobility service provider, wherein the request is directed to a communica-

tion network node for providing a distributed ledger.

(42)  The terminal device of (41), the circuitry being further configured to:

store the anonymous identifier in an identitier wallet.

(43)  The terminal device of (41) or (42), the circuitry being further configured to:

track a position of the user for generating journey events of a journey of the user.

(44)  The terminal device of (43), wherein the journey events include at least one of the following:
passing a station gate, arrive at a destination, arrive with a predetermined vehicle, arrive at an inter-

mediate point.

(45)  The terminal device of anyone of (41) to (44), the circuitry being further configured to:
initiate a finalization process of a journey when it is detected that the user arrived at a desti-

nation.

(46) A method for operating a terminal device, the method comprising:

authenticating a user of the terminal device at a communication network node, such that the
communication network node requests an anonymous identifier for providing an anonymous identi-
fication of the user to a mobility service provider, wherein the request is directed to a communica-

tion network node for providing a distributed ledger.

(47)  The method of (46), further comprising:

storing the anonymous identifier in an identifier wallet.

(48)  The method of (46) or (47), further comprising:

tracking a position of the user for generating journey events of a journey of the user.
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(49)  The method of (48), wherein the journey events include at least one of the following: passing
a station gate, arrive at a destination, arrive with a predetermined vehicle, arrive at an intermediate

point.

(50)  The method of anyone of (46) to (49), further comprising:
initiating a finalization process of a journey when it is detected that the user arrived at a des-

tination.

(51) A communication network node for providing a mobility management provider, comprising
circuitry configured to:

provide candidate routes to a user based on a request of the user which is issued based on an
anonymous identifier for providing an anonymous identification of the user to a mobility service
provider, wherein the anonymous identifier is generated based on a request of a personal data man-

agement provider to the distributed ledger.

(52)  The communication network node of (51), wherein the candidate routes are further provided

based on a preferred transport system.

(53)  The communication network node of (51) or (52), the circuitry being further configured to:

generate support information for the user.

(54)  The communication network node of (53), wherein the support information includes at least

one of route guidance and navigation data.

(55)  The communication network node of anyone of (51) to (54), the circuitry being further con-
figured to:

track a journey event.

(56)  The communication network node of (55), wherein the journey event includes at least one of
the following: passing a station gate, arriving at a destination, arriving with a predetermined vehicle,

arriving at an intermediate point.

(57)  The communication network node of anyone of (51) to (56), the circuitry being further con-
figured to:

calculate a revenue sharing with the mobility service provider.

(58) A method for providing a communication network node for providing a mobility manage-
ment provider, the method comprising:
providing candidate routes to a user based on a request of the user which is issued based on

an anonymous identifier for providing an anonymous identification of the user to a mobility service
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provider, wherein the anonymous identifier is generated based on a request of a personal data man-

agement provider to the distributed ledger.

(59)  The method of (58), wherein the candidate routes are further provided based on a preferred

transport system.

(60)  The method of (58) or (59), further comprising:

generating support information for the user.

(61)  The method of (60), wherein the support information includes at least one of route guidance

and navigation data.

(62)  The method of anyone of (58) to (61), further comprising:

tracking journey events.

(63)  The method of (62), wherein the journey events include at least one of the following: passing
a station gate, arriving at a destination, arriving with a predetermined vehicle, arriving at an interme-

diate point.

(64)  The method of anyone ot (58) to (63), further comprising:

calculating a revenue sharing with the mobility service provider.

(65) A communication network node for providing a distributed ledger, comprising circuitry con-
figured to:

store an anonymous identifier which is generate in a distributed ledger for providing an
anonymous identification of a user of a mobility management provider to a mobility service pro-
vider, wherein the anonymous identifier is generated based on a request of a personal data manage-

ment provider.

(66)  The communication network node of (65), the circuitry being further configured to:
store at least one of the following: a time stamp, a mobility service subscription of the user, a
validation of a ticket, a journey event, a location of the user, a mobility service provider, and

transport cost.

(67) A method for providing a communication network node for providing a distributed ledger,
the method comprising:

storing an anonymous identifier which is generate in a distributed ledger for providing an
anonymous identification of a user of a mobility management provider to a mobility service pro-
vider, wherein the anonymous identifier is generated based on a request of a personal data manage-

ment provider.

(68)  The method of (67), further comprising:
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storing at least one of the following: a time stamp, a mobility service subscription of the user,
a validation of a ticket, a journey event, a location of the user, a mobility service provider, and

transport cost.

(69) A communication network node for providing a mobility service provider, comprising cir-
cuitry configured to:

accept an anonymous identifier of a user for booking a journey with the mobility service pro-
vider, wherein the anonymous identifier is generated for providing an anonymous identification of
the user of a mobility management provider to the mobility service provider, wherein the anony-
mous identifier is generated based on a request of a personal data management provider to a distrib-

uted ledger.

(70)  The communication network node of (69), the circuitry being further configured to:

issue a journey ticket based on the anonymous identifier.

(71)  'The communication network node of (69) or (70), the circuitry being further contigured to:

record a journey event.

(72)  'The communication network node of (71), wherein the journey event includes at least one of
the following: passing a station gate, arriving at a destination, arriving with a predetermined vehicle,

arriving at an intermediate point.

(73)  'The communication network node of anyone of (69) to (72), the circuitry being further con-
tigured to:

record a revenue sharing calculation at a distributed ledger.

(74) A method for providing a communication network node for providing a mobility service
provider, the method comprising:

accepting an anonymous identifier of a user for booking a journey with the mobility service
provider, wherein the anonymous identifier is generated for providing an anonymous identification
of the user of a mobility management provider to the mobility service provider, wherein the anony-
mous identifier is generated based on a request of a personal data management provider to a distrib-

uted ledger.

(75)  The method of (74), further comprising:

issuing a journey ticket based on the anonymous identifier.

(76)  The method of (74) or (75), further comprising;

recording a journey event.
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(77)  The method of (76), wherein the journey event includes at least one of the following: passing
a station gate, arriving at a destination, arriving with a predetermined vehicle, arriving at an interme-

diate point.

(78)  The method of anyone of (74) to (77), further comprising:

recording a revenue sharing calculation at a distributed ledger.

(79) A method for a communication network, comprising:
generating an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.

(80)  The method of (79), further comprising:
authenticating the user, based on a global identifier, to the personal data management pro-

vider for requesting the anonymous identifier.

(81)  The method of (79) or (80), further comprising:

recetving the anonymous identifier in the personal data management provider.

(82)  The method of anyone of (79) to (81), further comprising:

storing the anonymous identifier in a terminal device of the user.

(83) A method for a communication network, comprising:

selecting a journey route for a user to reach a destination, wherein the user uses an anony-
mous identifier for providing an anonymous identification of a user of a mobility management pro-
vider to a mobility service provider, wherein the anonymous identifier is generated based on a

request of a personal data management provider to the distributed ledger.

(84)  The method of (83), further comprising:
requesting, by the mobility management provider, an authorization at the personal data man-

agement provider.

(85)  The method of (83) or (84), further comprising:
transmitting, from the personal data management provider to the mobility management pro-

vider, at least one of a preference of the user and a journey history of the user.

86 The method of anyone of (83) to (85), further comprising:
¥ prising
providing a plurality of candidate routes to the mobility management provider by the mobil-

ity service provider.

(87) A method for a communication network, comprising:
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issue a journey ticket based on a credential of a user, wherein the credential is based on an
anonymous identifier for providing an anonymous identification of the user of a mobility manage-
ment provider to a mobility service provider, wherein the anonymous identifier is generated based

on arequest of a personal data management provider to the distributed ledger.

(88)  The method of (87), further comprising:
authorizing, by the personal data management system, a selected journey for the mobility

management provider.

(89)  The method of (87) or (88), further comprising:
requesting, by the mobility management provider, a mobility service at the mobility service

provider.

(90)  The method of anyone of (87) to (89), further comprising:
requesting, by the mobility service provider, the credential at the distributed ledger; and

issuing the journey ticket based on the credential.

(91)  The method of anyone ot (87) to (90), further comprising:

transmitting, by the mobility management provider, the journey ticket to the user.

(92) A method for a communication network, comprising:

verifying a journey ticket based on a credential of a user, wherein the credential is based on
an anonymous identifier for providing an anonymous identification of the user of a mobility man-
agement provider to a mobility service provider, wherein the anonymous identifier is generated

based on a request of a personal data management provider to the distributed ledger.

(93)  The method of (92), further comprising:
transmitting the credential from a terminal device of the user to the mobility service pro-

vider.

(94)  The method of (93), further comprising:

verifying, by the mobility service provider, the credential at the distributed ledger.

(95)  The method of (94), further comprising:
generating a journey event based on the verification of the credential;

recording the journey event is a distributed ledger.
(96)  The method of (95), wherein the distributed ledger is a blockchain.

(97) A method for a communication network, comprising:
finalizing a journey of a user based on a detection of a terminal device of a user, wherein the

terminal device stores an anonymous identifier for providing an anonymous identification of the
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user of a mobility management provider to a mobility service provider, wherein the anonymous
identitier is generated based on a request of a personal data management provider to the distributed

ledger.

(98)  The method of (97), further comprising:
closing a journey ticket in the distributed ledger based on a request of the mobility service

provider.

(99)  The method of (97) or (98), further comprising:
recording the journey in a distributed ledger based on a request of the mobility service pro-

videt.
(100) The method of (99), wherein the distributed ledger is a blockchain.

(101) A method for a communication network, comprising:

sharing a revenue of a journey of a user using a journey ticket which is based on a credential
based on an anonymous identitier for providing an anonymous identification of the user of a mobil-
ity management provider to a mobility service provider, wherein the anonymous identifier is genet-

ated based on a request of a personal data management provider to the distributed ledger.

(102)  The method of (101), further comprising;
requesting, by the mobility service provider, a record of the journey with the anonymous

identifier at a distributed ledger.
(103) 'The method of (102), wherein the distributed ledger is a blockchain.

(104) The method of anyone of (101) to (103), turther comprising:
determining an amount of revenue to be shared with the mobility management provider

based on the anonymous identifier.

(105)  The method of (104), further comprising;
identitying the user in the personal data management provider based on the anonymous

identifier.
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CLAIMS

1. A communication network node for providing a distributed ledger, comprising circuitry con-
tigured to:

generate an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.

2. The communication network node of claim 1, wherein the anonymous identifier is used tem-
poraty.
3. The communication network node of claim 1, the circuitry being further configured to:

issue a global identifier for permanent use.

4. The communication network node of claim 1, the circuitry being further configured to:

issue a credential for the user based on the anonymous ID.

5. The communication network node of claim 4, the circuitry being further configured to:

verify the credential based on a request of the mobility service provider.

6. The communication network node of claim 5, wherein the request is based on at least one of

the following: a validity of a ticket and a condition of a driving license.

7. The communication network node of claim 4, the circuitry being further configured to:

revoke the credential based on a predetermined event.

8. The communication network node of claim 7, wherein the predetermined event includes at

least one of the following: expiry of a date, expiry of a ticket, end of a service contract.

9. A method for providing a communication network node for providing a distributed ledger,
the method comprising:

generating an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.
10.  The method of claim 9, wherein the anonymous identifier is used temporary.

11.  The method of claim 9, further comprising;

issuing a global identifier for permanent use.

12. The method of claim 9, further comprising;

issuing a credential for the user based on the anonymous ID.

13. The method of claim 12, further comprising:
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verifying the credential based on a request of the mobility service provider.

14. The method of claim 13, wherein the request is based on at least one of the following: a va-

lidity of a ticket and a condition of a driving license.

15. The method of claim 12, further comprising:

revoking the credential based on a predetermined event.

16. The method of claim 15, wherein the predetermined event includes at least one of the fol-

lowing: expiry of a date, expiry of a ticket, end of a service contract.

17. A communication network node comprising circuitry configured to:
request an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the request is directed to a

communication network node for providing a distributed ledger.

18.  The communication network node of claim 17, the circuitry being further configured to:
handle a mobility service subscription or a mobility service contract of the user with the mo-

bility management provider.

19. The communication network node of claim 17, the circuitry being further configured to:
authenticate the user at at least one of the mobility service provider and the mobility man-

agement provider.

20. The communication network node of claim 17, the circuitry being further configured to:
authorize the user at at least one of the mobility service provider and the mobility manage-

ment provider.

21.  The communication network node of claim 17, the circuitry being further configured to:
handle the anonymous identifier and a global identifier, wherein the anonymous identifier is

used temporarily and the global identifier is used permanently.

22, The communication network node of claim 21, the circuitry being further configured to:

store a relationship between the anonymous identifier and the global identifier.

23. The communication network node of claim 17, the circuitry being further configured to:

store payment information of the user.

24. The communication network node of claim 17, the circuitry being further contigured to:
handle a payment between the user and at least one of the mobility service provide and the

mobility management provider.

25. The communication network node of claim 17, the circuitry being further configured to:

store a preference of the user.



10

15

20

25

30

WO 2022/184558 PCT/EP2022/054739
39
26. The communication network node of claim 25, wherein the preterence includes at least one

of a preferable transport system, a class usage and a special condition of the user.

27.  The communication network node of claim 17, the circuitry being further configured to:

store historical journey information.

28. The communication network node of claim 27, the circuitry being further configured to:

update historical journey information after a finishing of a journey of the user.

29. A method for providing a communication network node, the method comprising:
requesting an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the request is directed to a

communication network node for providing a distributed ledger.

30. The method of claim 29, the circuitry being further configured to:
handling a mobility service subscription or a mobility service contract of the user with the

mobility management provider.

31. The method of claim 29, further comprising:
authenticating the user at at least one of the mobility service provider and the mobility man-

agement provider.

32. The method of claim 29, further comprising:
authorizing the user at at least one of the mobility service provider and the mobility manage-

ment provider.

33.  The method of claim 29, further comprising:
handling the anonymous identifier and a global identifier, wherein the anonymous identifier

is used temporarily and the global identifier is used permanently.

34. The method of claim 33, further comprising:

storing a relationship between the anonymous identitier and the global identifier.

35.  The method of claim 29, further comprising:

storing payment information of the user.

36. The method of claim 29, further comprising:
handling a payment between the user and at least one of the mobility service provide and the

mobility management provider.

37.  The method of claim 29, further comprising:

storing a preference of the user.
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38. The method of claim 37, wherein the preference includes at least one of a preterable

transport system, a class usage and a spectal condition of the user.

39. The method of claim 29, further comprising:

storing historical journey information.

40. The method of claim 39, further comprising:

updating historical journey information after a finishing of a journey of the user.

41. A terminal device comprising circuitry configured to:

authenticate a user of the terminal device at a communication network node, such that the
communication network node requests an anonymous identifier for providing an anonymous identi-
fication of the user to a mobility service provider, wherein the request is directed to a communica-

tion network node for providing a distributed ledger.

42.  The terminal device of claim 41, the circuitry being further configured to:

store the anonymous identifier in an identifier wallet.

43, The terminal device of claim 41, the circuitry being further configured to:

track a position of the user for generating journey events of a journey of the user.

44. The terminal device of claim 43, wherein the journey events include at least one of the fol-
lowing: passing a station gate, arrive at a destination, arrive with a predetermined vehicle, arrive at an

intermediate point.

45. The terminal device of claim 41, the circuitry being further contigured to:
initiate a finalization process of a journey when it is detected that the user arrived at a desti-

nation.

46. A method for operating a terminal device, the method comprising:

authenticating a user of the terminal device at a communication network node, such that the
communication network node requests an anonymous identifier tor providing an anonymous identi-
tication of the user to a mobility service provider, wherein the request is directed to a communica-

tion network node for providing a distributed ledger.

47. The method of claim 46, further comprising:

storing the anonymous identifier in an identitier wallet.

48.  'The method of claim 46, further comprising:

tracking a position of the user for generating journey events of a journey of the user.
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49. The method of claim 48, wherein the journey events include at least one of the following:
passing a station gate, arrive at a destination, arrive with a predetermined vehicle, arrive at an inter-

mediate point.

50. The method of claim 46, further comprising:
initiating a finalization process of a journey when it is detected that the user arrived at a des-

tination.

51. A communication network node for providing a mobility management provider, comprising
circuitry configured to:

provide candidate routes to a user based on a request of the user which is issued based on an
anonymous identifier for providing an anonymous identification of the user to a mobility service
provider, wherein the anonymous identitier is generated based on a request of a personal data man-

agement provider to the distributed ledger.

52. The communication network node of claim 51, wherein the candidate routes are further pro-

vided based on a preferred transport system.

53. The communication network node of claim 51, the circuitry being further configured to:

generate support information for the user.

54. The communication network node of claim 53, wherein the support information includes at

least one of route guidance and navigation data.

55. The communication network node of claim 51, the circuitry being further configured to:

track a journey event.

56.  The communication network node of claim 55, wherein the journey event includes at least
one of the following: passing a station gate, arriving at a destination, arriving with a predetermined

vehicle, arriving at an intermediate point.

57. The communication network node of claim 51, the circuitry being further configured to:

calculate a revenue sharing with the mobility service provider.

58. A method for providing a communication network node for providing a mobility manage-
ment provider, the method comprising:

providing candidate routes to a user based on a request of the user which is issued based on
an anonymous identifier for providing an anonymous identification of the user to a mobility service
provider, wherein the anonymous identifier is generated based on a request of a personal data man-

agement provider to the distributed ledger.
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59. The method of claim 58, wherein the candidate routes are further provided based on a pre-

terred transport system.

60. The method of claim 58, further comprising:

generating support information for the user.

61. The method of claim 60, wherein the support information includes at least one of route

guidance and navigation data.

62.  The method of claim 58, further comprising:

tracking journey events.

63. The method of claim 62, wherein the journey events include at least one of the following:
passing a station gate, arriving at a destination, arriving with a predetermined vehicle, arriving at an

intermediate point.

64. The method of claim 58, further comprising:

calculating a revenue sharing with the mobility service provider.

65. A communication network node for providing a distributed ledger, comprising circuitry con-
tigured to:

store an anonymous identifier which is generate in a distributed ledger for providing an
anonymous identification of a user of a mobility management provider to a mobility service pro-
vider, wherein the anonymous identifier is generated based on a request of a personal data manage-

ment provider.

66. The communication network node of claim 65, the circuitry being further configured to:
store at least one of the following: a time stamp, a mobility service subscription of the user, a
validation of a ticket, a journey event, a location of the user, a mobility service provider, and

transport cost.

67. A method for providing a communication network node for providing a distributed ledger,
the method comprising:

storing an anonymous identifier which is generate in a distributed ledger for providing an
anonymous identification of a user of a mobility management provider to a mobility service pro-
vider, wherein the anonymous identifier is generated based on a request of a personal data manage-

ment provider.

68.  The method of claim 67, further comprising:
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storing at least one of the following: a time stamp, a mobility service subscription of the user,
a validation of a ticket, a journey event, a location of the user, a mobility service provider, and

transport cost.

69. A communication network node for providing a mobility service provider, comprising cir-
cuitry configured to:

accept an anonymous identifier of a user for booking a journey with the mobility service pro-
vider, wherein the anonymous identifier is generated for providing an anonymous identification of
the user of a mobility management provider to the mobility service provider, wherein the anony-
mous identifier is generated based on a request of a personal data management provider to a distrib-

uted ledger.

70. The communication network node of claim 69, the circuitry being further contigured to:

issue a journey ticket based on the anonymous identifier.

71. The communication network node of claim 69, the circuitry being further configured to:

record a journey event.

72. The communication network node of claim 71, wherein the journey event includes at least
one of the following: passing a station gate, arriving at a destination, arriving with a predetermined

vehicle, arriving at an intermediate point.

73. The communication network node of claim 69, the circuitry being further configured to:

record a revenue sharing calculation at a distributed ledger.

74. A method for providing a communication network node for providing a mobility service
provider, the method comptising:

accepting an anonymous identifier of a user for booking a journey with the mobility service
provider, wherein the anonymous identifier is generated for providing an anonymous identification
of the user of a mobility management provider to the mobility service provider, wherein the anony-
mous identifier is generated based on a request of a personal data management provider to a distrib-

uted ledger.

75. The method of claim 74, further comprising:

issuing a journey ticket based on the anonymous identifier.

76.  The method of claim 74, further comprising:

recording a journey event.
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71. The method of claim 76, wherein the journey event includes at least one of the following:
passing a station gate, arriving at a destination, arriving with a predetermined vehicle, arriving at an

intermediate point.

78. The method of claim 74, further comprising:

recording a revenue sharing calculation at a distributed ledger.

79. A method for a communication network, comprising:
generating an anonymous identifier for providing an anonymous identification of a user of a
mobility management provider to a mobility service provider, wherein the anonymous identifier is

generated based on a request of a personal data management provider to the distributed ledger.

80.  The method of claim 79, further comprising:
authenticating the user, based on a global identitier, to the personal data management pro-

vider for requesting the anonymous identifier.

81. The method of claim 79, further comprising:

receiving the anonymous identifier in the personal data management provider.

82.  The method of claim 79, further comprising:

storing the anonymous identifier in a terminal device of the user.

83. A method for a communication network, comprising:

selecting a journey route for a user to reach a destination, wherein the user uses an anony-
mous identifier for providing an anonymous identification of a user of a mobility management pro-
vider to a mobility service provider, wherein the anonymous identifier 1s generated based on a

request of a personal data management provider to the distributed ledger.

84. The method of claim 83, further comprising:
requesting, by the mobility management provider, an authorization at the personal data man-

agement provider.

85.  The method of claim 83, further comprising:
transmitting, from the personal data management provider to the mobility management pro-

vider, at least one of a preference of the user and a journey history of the user.

86.  The method of claim 83, further comprising:
providing a plurality of candidate routes to the mobility management provider by the mobil-

ity service provider.

87. A method for a communication network, comprising:
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issuing a journey ticket based on a credential of a user, wherein the credential is based on an
anonymous identifier for providing an anonymous identification of the user of a mobility manage-
ment provider to a mobility service provider, wherein the anonymous identifier is generated based

on a request of a personal data management provider to the distributed ledger.

88. The method of claim 87, further comprising:
authorizing, by the personal data management system, a selected journey for the mobility

management provider.

89. The method of claim 87, further comprising:
requesting, by the mobility management provider, a mobility service at the mobility service

provider.

90.  The method of claim 87, further comprising:
requesting, by the mobility service provider, the credential at the distributed ledger; and

issuing the journey ticket based on the credential.

91. The method of claim 87, further comprising:

transmit, by the mobility management provider, the journey ticket to the user.

92. A method for a communication network, comprising:

verifying a journey ticket based on a credential of a user, wherein the credential is based on
an anonymous identifier for providing an anonymous identification of the user of a mobility man-
agement provider to a mobility service provider, wherein the anonymous identitier is generated

based on a request of a personal data management provider to the distributed ledger.

93.  The method of claim 92, further comprising:
transmitting the credential from a terminal device of the user to the mobility service pro-

vider.

94.  The method of claim 93, further comprising:
verifying, by the mobility service provider, the credential at the distributed ledger.

95. The method of claim 94, further comprising:
generating a journey event based on the verification of the credential;

recording the journey event s a distributed ledger.
96.  The method of claim 95, wherein the distributed ledger is a blockchain.

97. A method for a communication network, comprising:
finalizing a journey of a user based on a detection of a terminal device of a user, wherein the

terminal device stores an anonymous identifier for providing an anonymous identification of the
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user of a mobility management provider to a mobility service provider, wherein the anonymous
identifier is generated based on a request of a personal data management provider to the distributed

ledger.

98. The method of claim 97, further comprising:
closing a journey ticket in the distributed ledger based on a request of the mobility service

provider.

99. The method of claim 97, further comprising:
recording the journey in a distributed ledger based on a request of the mobility service pro-

vider.
100.  The method of claim 99, wherein the distributed ledger is a blockchain.

101. A method for a communication network, comprising:

sharing a revenue of a journey of a user using a journey ticket which is based on a credential
based on an anonymous identifier for providing an anonymous identification of the user of a mobil-
ity management provider to a mobility service provider, wherein the anonymous identifier is gener-

ated based on a request of a personal data management provider to the distributed ledger.

102.  The method of claim 101, further comprising:
requesting, by the mobility service provider, a record of the journey with the anonymous

identifier at a distributed ledger.
103.  The method of claim 102, wherein the distributed ledger is a blockchain.

104.  The method of claim 101, further comprising:
determining an amount of revenue to be shared with the mobility management provider

based on the anonymous identifier.

105.  The method of claim 104, further comprising:
identifying the user in the personal data management provider based on the anonymous

identifier.



