30 DEC 2005. WO 03/005307 1 - PCT/ DEO2/02348 Method for verifying the
validity of ‘digital franking notes Description: 5 1t is known practice to
provide mail pieces with digital franking marks. To mkgﬂim%ﬁ@i er for
senders of mail pieces to produce 10 the franking marks‘ "t anki ng
syst em usedWRy OBQP88AZ Post AG for exanpl e, allows BEGBANEQRYQRIAE to be
produced in a custoner systemand output to a printer using any interface.
15 To prevent this nmethod from being m sused, the digital franking marks

contai n cryptRgiigs i | f = I t [ ity of the
cust oner system control ﬁ%gg{iﬁ%d gdrhoedu‘g%lllon f tfﬁg% (rlgnll %arrr%?%tg 20 The
invention is based on the object of pgr¥s8sding a nethod which can be used
to verify the authenticity of the franking marks quickly and reliably. In
particul ar, the.rrgthoc_i is intended to be suitable for verifying in

| ar ge- scal e PGSETIBA PP éul arly in mail or freight 25 centers. The invention
achievessthis object by virtue of the reading unit graphically recording

t he franki n_thrra_rLlé and transm’%ting jct to a y(grif a{in]g unit, and by virtue

30 of the varifving t? dOMTofFPngte FRERIBHTR x &Gt s o onent s.

It is partiddbacky Expediegtmhoksone of the exanination conponents to
conpri se decryption of the 35 cryptographical information contained in the
franking mark. 3 0 DEC 2005 WO 03/005307 - 2 - PCT/ DE02/ 02348 Integrating
t he decrypt Fenmgket hé epgpesglaphissalde tnfafr matilopiienes tive rexaldasat i on

processigrakesel t franking marks, the franking system used by
Deutsche Post AG, for example, allows franking marks to
be produced in a customer system and output to a
printer using any interface.

15 To prevent this method from being misused, the digital
franking marks contain cryptographical information, for
example about the identity of the customer system
controlling the production of the franking mark.

20 The invention is based on the object of providing a
method which can be used to verify the authenticity of
the franking marks quickly and reliably. In particular,
the method is intended to be suitable for verifying in
large-scale use, particularly in mail or freight

25 centers.

The invention achieves this object by virtue of the
reading unit graphically recording the franking mark
and transmitting it to a verifying unit, and by virtue

30 of the verifying unit controlling a sequence of
examination components.

It is particularly expedient for one of the examination
components to comprise decryption of the

35 cryptographical information contained in the franking
- mark.



possible to record the authenticity of the franking marks directly, which
means that verifying can be 5 carried out online - particularly while the
.mai |l piece is being processed in a processing machi ne.c@rﬂlrgg&ﬁg advant age
is that one of the exam nation conponents conprises a Ebn bet ween
the date of WOD Q&/@D5S070n of the frankimg-mark and t hecT/preaiozEd®E.

Integrating the date of production of the franking mark - particularly in
encrypted form - increases the data protection, since the conparison

bet ween t he ion of the fran mar k an the urrent date
15 pr eventsIqrrlla}%flqp‘lIl }ﬁé e§n¥?ﬁd’°ﬁ)arl? o?hﬁel F§¥P J1C%feces To

i ncrease théﬂfaﬁm@thgnsplere‘mf Ltrlneherqxamlnatladva;mragesss mdn]aést hiet r eadi ng
uni t and the juerifyd ngo20dindq | REer chiapgen i aLoLuRtjon, sl ng 4 synohr onous

protocol. In another, |ikew se expedien i nven t he
readi ng uni 3P t I‘i’ér\%‘rﬁ]ﬂy’l ng'hirh Z@a;‘tﬁmﬁhl%at *eemtflyrlonqe aant Hee u5| ng

an asynchr oreus: i cz;@@c&nliﬁels ?a&rtaeﬁh%r |l%{/ %ﬁ%‘ rfh N1 5 Lodt ext
that the readi ngﬁgnlt sends a data nessage to e verlfyl ng 30 unit.

Pref er abl y, th&dd% POSES§E 4Rt & REOARS At 8rchdme-the franking mark. 35
The further advant ages particul ar features and expedi ent devel opnents of

1T ustr ati oADSTEIPD . G D008 50 b 00Sb7 90 O ICHHOE02REB3H8 S B ef er r ed
exenpl ary edoogonsntss wiehpr efes eacecdnq:atﬂflfsordrlaa\txmgén thet ldater awf ngs,
Figure jgoshowgRdagic 44| URLT gt %%1%. WRLE™nd the current date.
Integrating the date of production of the franking mark
— particularly in encrypted form - increases the data
protection, since the comparison between the date of
production of the franking mark and the current date
15 prevents multiple use of a franking mark for delivering
mail pieces.

To increase the verifying speed further, it is
advantageous that the reading unit:and the verifying

20 unit interchange information using a synchronous
protocol.

In another, 1likewise expedient embodiment of the
invention, the reading unit and the verifying unit

25 communicate with one another using an asynchronous
protocol.

It is particularly expedient in this context that the
reading unit sends a data message to the verlfylng
30 unit.

Preferably, the data message contains the content of
the franking mark.

35 The further advantages, particular features and
expedient developments of the invention can be found in

the subclaims and in the subsequent illustration of



conponents in a remuneration protection system 10 Figure 2 shows a
particularly preferred enbodi mrent of the renuneration protection system
hand- hel d scanner and rermuneration protection PC); Figure &(@ﬁé)ws a basic
illustration of production and 15 verifying of franki nSWQ .- Figure 4
shows an ov&QviG8y 0f530Fhponents in the Brypto systenpcPDEOZUOEILE shows a
preferred inplenentation of the verifying nethod; 25 30 Figure 6 shows
anot her particularly preferred enbodinent of the verifying nethod with a

particul arl d nce qof . exam nation _co nents; Figure 7 shows
a pref erred)bsrc%{:]]ﬁée%ée&f%ggrg#g }:Vbuet”}bé)r?i(l%?mk%yglii}ét %gﬁrﬁnggntﬁpalm%adi ng
station (PeHtaagerdRoi nt) and individual cryptographical verifying units
(Crypto Server). The invention is illustrated bel ow using the exanpl e of
35 a PC franking system In this case, the nethod steps used for

remuner at i ol pridte&tiagingte i ndependent of the system used for producing
the franging marks. 3 0 DEC 2005 WO 03/ 005307 - 4 - PCT/ DEO2/ 02348 The

| ocal veri f)%,at i ngihvi ual inspection stations, particularly in mail
centers, whicif4E showi'3%S partiRAF&FI y igrtekFagioal t motighSysiteml i zed

verifying is equallycpoegsihéetsd in aafi redmaiedt Bat phothedinyention,
the authenticity of thetfrani ng marks is preferably verified on a
random sanple basis t%ysi fdVvi dual

10 Figure 2 shows a particularly preferred embodiment of
” the remuneration protection system, hand-held

scanner and remuneration protection PC);

Figure 3 shows a basic illustration of production and

15 verifying of franking marks;

Figure 4 shows an overview of components in the crypto
system;

. 20 Figure 5 shows a preferred implementation of the
verifying method;

Figure 6 shows another ©particularly preferred
embodiment of the verifying method with a
25 particularly preferred sequence - of

examination components;

Figure 7 shows a preferred sequence for distribution

of keys between a central loading station

30 (Postage Point) and individual
cryptographical verifying units (Crypto
Server).

The invention is illustrated below using the example of
35 a PC franking system. In this case, the method steps
used for remuneration protection are independent of the

system used for producing the franking marks.




scanners. 10 A verifying systemsuitable for this purpose preferably
contains the conponents shown in figure 1. Figure 1 shows to which
subsystens the crypto system 15 is related. These are qﬁﬁgﬂi@ﬁp in brief
bel ow. Scanner The scanners are used for reading in the “fr g mark 20
fromthe PCWOr &3i00$30Fci |ity. The franki-ag marks ar ep@EymEoA0a348 he data
matrix format, with the ECC200 error correction used. Dependi ng on scanner
type, the data are transferred by radio or by cable, with the radio

scanners hawi tilipe-display_and.hence an 25 putput capability and a
t ouchscr een?’ﬂhor(l:‘(fJ gO%gpan€b?9 %%di%%ﬁ%g?guiaﬁpu{?sgﬁ‘ég?ﬂgeﬁt&%@%’eﬁ’vveen t he
scanners al@nrthecrbatilyi ngnsyseeds ofnttwer pr efveried riestursdratn onis

protection Bgrttri@rmiarﬁysyﬁ]g@géhse&prgggh%gﬁlgeﬁeﬁl%qzecpq;ggﬁ%ﬁ%and t he

val idation controll er das conponents. e ‘'scanner con r
manages a qd€u&IHRldit FoEsidd@es whi ch emanate from the hand- hel d scanner,
are avaplable for exam nation and essentially maintain contact with the
scanners, it is in %ont ct with the further sgstem only via the validation

scanner. 3|5&§::Zn"?1er ¢orit’T ol FEPPCHITRRET 0 Tconk R8I | &M VR It B 2045 A0

03/ 005307 - amtPEH DEO2LP2348 SchsnefraARting | askOr ival pdatriconbly
controllers rve .as interface between the scanners and the .further
syst ems forv\el%rell ly“T”Crllg The aZDrbaar}%%IHess.aI?ﬁéf? aE’é‘sslént Yt h&"8rFdAer r ect ed
2D bar code éeanartrsconverted from5 the optical recording, and they then
pronpt ife verify and, in the case of the radi o scanners, ensure out put
of the reading and exam nation result and serve as an interface between
any necessaﬁyVﬁgﬁggqu,ﬁxﬂﬁqﬁysultable for this purpose preferably

contains the components shown in figure 1.

Figure 1 shows to which subsystems the crypto system
15 is related. These are described in brief below.

Scanner

The scanners are used for reading in the franking mark
20 from the PC franking facility. The franking marks are
2D codes in the data matrix format, with the ECC200
error correction used. Depending on scanner type, the
data are transferred by radio or by cable, with the
radio scanners having a multiline display and hence an
25 output capability and a touchscreen, or a keypad for
rudimentary input. The interface between the scanners
and the remaining systems of the preferred remuneration
protection PC franking system is formed by the scanner
controller and the validation controller as components.
30 While the scanner controller manages a queue of matrix
codes which emanate from the hand-held scanner, are
available for examination and essentially maintain
contact with the scanners, it is in contact with the
further system only via the validation scanner.
35

Scanner controller/validation controller




operations and exam nations by the exam ner and the 10 remaining systens.
Crypto system The crypto system provides for the content and 15
cryptographi cal verifying of the 2D barcode content and aj9aCffE t he
protected storage of security-related data and al gorithnms. The individual
conponent s Wd l03y@osticsrussed at a | ates point. 20 Chaeggpsory d2adg ng
station (Postage Point) The charge sum | oadi ng station (Postage Point) is
the central systemwthin the PC franking facility. It serves as. an

interface t%fctat}lenecrustorrg ?Lxstems Fro g it, the custqners can offl oad
preset sums bSBYLERL *FrEnkiHy. YTheBhaPHe <tk Iy st%tTon
(Post age P0|ar$t)lm$alsfsed:e obgaenmeatetﬂrm K:esasmfd}fs amlt eehéngFdhehaet hod. In

addi ti.on, £ e billi stenms. The

i nt erfaces 3) éhgo a?g %Légvllfyeg{(‘{ ?h% B%‘?%??%%I ner zfﬁeons%rr‘%t ection
system for F’Id}ef renkeAgcorkackiedg 2iD1fth1n<a¢>dencby1tehes Zibrhm’rdmlb fr@ymetric
keys 35 sMaghgs BagBU se C ferred.
remuner ati on pro(étj%%:t |%n %«2%??%?52 ggémgzl%éé R%Qb%%%%%‘;{rgé‘ g‘f&gﬂ 02348
In the pref&kd Henther fisen P dilert Fafieemasaine rsystamuncheoutput

mai | i ng-rel @tfectn@fﬁéaaihgn an® coldreGiadi odndeBRAE aval lsahhe tfy offer
systens. Thi,s is production reports are created, which in turn

result in CHESE %?FonE’SFwteﬁél nédat | MEFEFeRTY| nnaadedi oh 1ndmhing

remuner at i opgnGtteicdhon acent¢admsyst ¢onseasy vesef romamher changer saim
| oadi ng; gt at iy l(nPgl% es P% nt) the current key data and forwards these
data to the crypto servers.

Crypto system

The crypto system provides for the content and

15 cryptographical verifying of the 2D barcode content and
also for the protected storage of security-related data
and algorithms. The individual components will be
discussed at a later point.

20 Charge sum loading station (Postage Point)

The charge sum loading station (Postage Point) is the
central system within the PC franking facility. It
serves as an interface to the customer systems. From

25 it, the customers can offload preset sums for
subsequent franking. The charge sum loading station
(Postage Point) is used to generate the keys for
protecting the method. In addition, it is used as an
interface to the billing systems. The interfaces below

30 are provided for the preferred remuneration protection
system for PC franking:

U Mailing information by the 2D barcode
L] Symmetric keys
35 L Master data, such as preset amounts, account
balances ‘

-Preferred remuneration protection central




Data suppliers To verify the content of the 2D barcodes, a series of 15
master data are required, such as negative files, mninmumrenunerations,
validity periods in relation to the product and remuner g iD@UéﬂBBOt ection
war ni ng and follow up processing codes. These data are provided from

different symwst @3y008367 VIBRI'S, |ocal-rgmneration 2fcpymi@ctioyugysten .
Remuner ati on protection application The renuneration protection application

provi des the 25 AGB exam ner, who needs to finish the discharged PC
franking mailings, with the opportunity to performa nore detail ed
verification on the franking, wth the presentation of the exam nation
resul ts not Imei mipe r@ﬂiqﬁeereddbyrbmlminte&th’@ﬂézput$@@té@lﬂaofnrOl@etnft&aslcanner-

30 In additi e m ner,.can in.thig case also. i nspect t her dat a,
such as thes&%ﬁe 1"t y&é%r in{o%‘?lﬂflonrg—tﬂ%laggérilébfg’%ﬁl?rb icﬂ?lﬁf?éﬁﬁffr ent
mai | pi ece padatesle @whialavle heoanbhat awdtehs.f madls rigs wised G

Aut omat i g reeeKdi-Rg o@f cqggg T bar codes are_ aut tically
recorded wi ?hi n the. Sél,&?)%fit% %?z;e end, tt%}]g i%NETP%algCZh i gtrurﬁa iroeﬁsqlgcn?ioﬂrmrded
to 3 0 DEC £065 W33} 905347 they negafipE0idz348 TheadBit2Dneodde eader .

There, the h‘@&ﬂl@ieir%tclwegﬁc%@e_citmo@l thenepnt {%ysﬁ]erﬁ he.dat gcamidigy code.

e
Next, the 2 barcode content. is transmtted e crypto system for

exam nat i on - eheC Rt GPnetBx dMatkindn Staddian | §Pgséageuabetnbhd the

transm tt edctue tdret optdcaldatecoradidg foswsd ez (1t séorgdhe pus page of

codi ng e Ll pi . Preferred parts of a verifying nmethod extended in
this n%@nergﬁg%gggﬁggmcfxp Pgqurz%rfO AFM 2D code reader Through each
readi ng machine (ALMILVM, there is an AFM 2D code reader which receives
t he i mage dgg@aogubggieggil pi ece via an optical recording system (I M) and

To verify the content of the 2D barcodes, a series of
15 master data are required, such as negative files,

minimum remunerations, validity periods in relation to

the product and remuneration protection warning and

follow-up processing codes. These data are provided

from different systems (BDE, VIBRIS, local remuneration
20 protection system).

Remuneration protection application

The remuneration protection application provides the
25 AGB examiner, who needs to finish the discharged PC
franking mailings, with the opportunity to perform a
more detailed verification on the franking, with the
presentation of the examination results not being
restricted by limited output options from the scanner.
30 In addition, the examiner can in this case also inspect
other data, such as the validity period for the
carriage sum, to which the current mail piece relates

and also the amount and the frankings used.
35 Automatic recording of the 2D barcodes

The 2D barcodes are automatically recorded within the

SSA. To this end, the image information is forwarded to



15 processes them further for renuneration protection purposes. Wthin the
context of preferred renuneration protection PC franking, this nmeans, when
a 2D code has been identified, that the 2D data matri x éﬁ)gg 2@5 extracted
fromthe i mage data and is converted, using 20 the ECC20 ¢ correction

net hod, intwo d3/fowsdo7 ng which repregents the cont gpiy f:oﬁﬁ@zﬁé bar code.
This byte string is transferred to the validation controller for the

pur poses of verifying. The 25 exam nation result is then forwarded via the
[ recording system where it is used for coding.

interface in the optical . '
Crypto systet:hef oz?‘FPg\ 2B°86d e asiRter %@e{%pehhﬁngﬂ@ﬁqwm@b‘é@ﬁ% of the

crypto cardsint@appioxomtehy 37 exandabl ang Ner SREONSAN, bge expect ed,
by way of em%rrlpcloede Si ncggt he rate of the readi n_grhmachl nes i s approxi mtely

t f otk
10 mai | pi ecesy Y680 S8 B8Pt sdchnbiraPemippedr £ ookt | ESYPES combitd each of
the AFM 2D foodeerendens iwirt,h aher yipsou syst emxafdded ion thisslics the fact

that it als e S at P i spat ches .are produced on all
nachi nesgs %@g{%’loeé a% ggfgb%%bsfnht%ag(#? DE%?/ GRS ET nbF T ly to a
hundr ed per ¢gartten t(5Mér ef or etheppeaps sappifopriddtrey tiches epat Atei ddw. crypt o
systens and pigHRYAt | yeali PC-F-r S W one. crypt
system In this case, E%hiti)o?%t %o?ésr%fggﬁggbénec%%?éne%%{lﬁ: d]tlhnat |Jté)can be

scal ed, thaft3n&efoadgy shoslnuridl iftigurst 2orypto systems per mail center are
possible. This is relevant, by way of exanple, to nmail centers having a

hi gh vo#Hrre %gil)spatches d a large nunber of reading machi nes, which
can initral IA pFS\?ledéc? $th 10 a second crypto system In addition, it
is later possible to increase the nunber of servers during operation as

the need arif$8%ugh each reading machine (ALM/ILVM), there is an
' AFM-2D code reader which receives the image data of the
mail piece via an optical recording system (IMM) and

15 processes them further for remuneration protection
purposes. Within the context of preferred remuneration

protection PC franking, this means, when a 2D code has

been identified, that the 2D data matrix code is

extracted from the image data and is converted, using

20 the ECC200 error correction method, into a byte string

which represents the content of the 2D barcode.

This byte string is transferred to the validation
controller for the purposes of verifying. The
25 examination result is then forwarded via the interface

in the optical recording system, where it is used for
coding.

Crypto system for AFM 2D code reader
30
Depending on the properties of the crypto cards,
approximately 27 examinations per second can be
expected, by way of example. Since the rate of the
reading machines is approximately 10 mail pieces read
35 per second, it appears pointless to combine each of the
AFM-2D code readers with a cryptb system. Added to
this is the fact that it also cannot be assumed that PC

~F dispatches -are ' produced on all 'machines



In this context, to reduce conplexity, the architecture 15 can preferably
be chosen such that the individual reading nachines are firmy associated

with one crypto systemand nay al so be extended by an ad@i @mﬁi fal |l back
configuration, which attenpts to switch over to another “cr ystemin
the event oWOaOBZ0O063020 Separating ctypto system andpdFNEd2 g eader

al so affords the advantage that both nmachi ne readi ng and hand-held
scanner exam nation can be performed using the sanme crypto system and

therefore t 25 function does not need to be inmplenented in .
dupl i cat e, @%ﬁnﬁ@‘r?aanaeﬁ‘tlls ¥alty 4 s ‘ﬁ’f‘*?ﬁ‘gs PGS cantt adb&fedgee when
i npl enent i n@PPled risnwgmrtopriRref €or edpartbhedthtepsyibao pry@Metisngral mai |
piece with 30 T i k.after a charge_ _sum has been | oaded
froma cent rtgl O?)oegjgig:r?gagst%ffl?%%ni?%éggggge;gi AEFICERd VEE PIENE ifar k has
been produc&dSh¢Ta | beathPe eadeal ddia heohatfopi edeotlas babségusent | y been
deliveregd andnt kesfr anki k n Ll pi a .

al KIdKh e s@é‘iegf etchgtr@%hte %%?/d:%stspr]ip’%ﬁapilg " the

verified arefshovvn in figure 3. Regard| ess of e ke .
sequence i s®Tp&EHLTed FRSEEEA RakaynaHatcentest aner phisssbliecad®iian 3 0 DEC

2005 WD 03/ @853@Tevadht, BGT/iDEP24H2348mBIBYUNE 50f RIS 2GR Gt Qlahzii%d;ﬁ- To
e

identify th(gl rﬁalg?uk%astv a random nunber 1s generated in this case.

charge ~suntl okt hg "Statton OEPodt 858 LEBESt )ad oducearaenew™pest &fe for the
respective tastiéngr mamhd nielsg nandaim Samuphet 141 aPSHet pedvisicused tho create
with furdhe i J lat|n ot ident.ity of the custonmer system
(the cuuls@t orr%r és%}é%%altd ti{(fi ca ¥%ﬁg1§1t'at Iﬁeﬁgt&l%ﬁﬁk’eqﬁgnﬁ? éé’ltleéd Post age
| D), and t oPPRE1pdst afe thecreasygpt bhet rivrgte r whifth siexverncy ypued nesi ng a
secret 10 sypuehtieal akeynexhsbiingr9Bekhe charge sumloading station

(Post age Point).

In this context, to reduce complexity, the architecture

15 «can preferably be chosen such that the individual
reading machines are firmly associated with one crypto
system and may also be extended by an additional
fallback configuration, which attempts to switch over
to another crypto system in the event of a fault.

20
Separating crypto system and AFM-2D code reader also
affords the advantage that both machine reading and
hand-held scanner examination can be performed using
the same crypto system, and therefore the same

25 function does not need to be implemented in duplicate,
which additionally also affords significant advantages
when: implementing the invention.

Preferred method steps for providing a mail piece with
30 a digital franking mark after a charge sum has been

loaded from a central loading station (Postage Point)

and the franking mark has been produced by a local PC

and also the mail piece has subsequently been delivered

and the franking mark put on the mail piece has been
35 verified are shown in figure 3.

Regardless of the key distribution, the sequence 1is
performed in such a way that a customer first loads an




This crypto string and the correspondi ng postage are then transferred to
t he custoner PC and are stored, 15 together with the random nunber, in the
customer PC's "safe box", safe from unwanted access. ({ﬂﬁsﬁ] st oner
franks a mail piece with the postage received follow nga ﬁ ocedur e,

then the nmawbi 0g/805dava rel evant to the 2D barcode, paguAiecd o 34dee crypto
string, franking date and franking sum are extended by the random nunber,

and the Postage IDis collected in unencrypted formand a hash value is

created which clearl éo gentl fies the content. 25 Since the random nunber
is in encryp BIeH FoPin RPERPAS RET Mgt &St r?%g‘%%k&hes L§A4GEncr ypt ed
formw thina thewdeas murdlare, 15t geheargedit haiid heassl | The daiaxgecannot be

altered, or ne rbltrarlly, n possihle to infer the
creator. Th8 ?‘el%@%ﬁf %ata 3ot Ot he' E%é Wa%?e?é)lé]r(%é t RERCUSEs efuéit y

converted i pootageD Har code andspeetipe ntestamnto, t Iaeldmt}heplrgmaioas a
correspofdi Hgllmfbr Einkjcggngﬁil%h:aé’cgc& i ﬁgle%l by, t & SUSL ORISR Q:B%Ef 2The

finished nmai i ece can then rai 1= it cul &t on. 005 WO
03/ 005307 - 1?1}(§OImP(€?FPDE02$b‘EZBID89I rtOon‘@h©arLtieoutLayl yfreher Ioedst@nrtmfdl ment of

the | reminesgbion Rialectiobonbbe ARMA codeni 2l ead; 8ad sistharauent | ¥

verified in tge mai | center _by an code rea by a harid- hel d

scanner. Th&8Y5SSGEFRELY gaﬂaiﬁéeé?é’séila@ﬁs Ihdcomedc tearthen PcChFetﬁqel dd¥er at i on
under oper dtirgptounbetsihg8., Twhveni fis toecEPpfegt ReShPfat RecrB bar code,

the AF ader transfers u data to the crypto
systeml\ﬁ(%herg%ecrﬁ'ﬁtaolgr pHi c&ft F}E\%Bpmﬁr} ofr Eon‘f}égﬁ‘éa i hér OR&H ng 10
data, partiebhaiby (Réetamei Boimssociated with the crypto string, is
decrypted in order to ascertain the random nunber used when creating the

hash val ue. . )
This crypto string and the corresponding postage are

then transferred to the customer PC and are stored,
15 together with the random number, in the customer PC's
"safe box", safe from unwanted access.

If the customer franks a mail piece with the postage
received following this procedure, then the mailing
20 data relevant to the 2D barcode, inter alia the crypto
string, franking date and franking sum, are extended by
the random number, and the Postage ID is collected in
'unencrypted form and a hash value 1is created which
clearly identifies the content.
25
Since the random number is in encrypted form within the
crypto 'string and also is in unencrypted form within
the hash value, it 1is ensured that the mailing data
cannot be altered, or generated arbitrarily, and it is
30 possible to infer the creator.

The relevant data for the mail piece are then
subsequently converted into a 2D barcode and are
printed onto the mail piece as a corresponding franking
35 characteristic by the customer's printer. The finished

mail piece can then be put into mail circulation.




Next, a hash value (also called Message Digest) is 15 ascertained for the
mai | ing data including the decrypted random nunber, and a verification is
carried out to deternine whether the result is identicil BEG2Mhe hash

val ue contained in the 2D barcode. 20 In addition to the cryptographi cal

val i dat i on, WourOE/®&0530ant ent” exami nati ags -are al so pepém/orek (et i on
nunber 7b) which, by way of exanple, prevent duplicate use of a 2D barcode
or exam ne whet her the custonmer has been conspi cuous on account of

attenpts at deceit and 25 is_therefore_listed in a negative file. The
cor r espondi %gl exam naﬁa}%%l?‘éiﬁlr ¥s H%erFFénsﬁfing&q % héthPC-tE‘@T eader,
whi ch f or wargsnurteratriesul progetdiel apt i tak rETobdiragdsysiemrebMMaridr codi ng

30 the b i 5. inted onto t tt

i |1 ngs ar & e eHUEANF e £ LUSTRP ot SRR 00 Ppbbee, b ol IR ALY
Crypt o syst &9cer dfiadsdt.uret 3% &ohpodetieloy erodrewr3 (THEQ 2005 a tARl

03/ 005307 - pl.rﬂeceét%ﬁléé@pg/ R34t gyee 4 19 \étgé? :Eé?}eﬂgl&\fia%\ﬁlo?lf dllfer

subconponents of t, crypto system wth t arrows representing
i nput and o@PSHAtd&a it IO S ereial Ly yremerrestnass et pited err ed

renuner ati onpnoieeddon €rat nal-5 USSR 824880t 28na rhntcll eryhen
di stributi n&gtjgﬁyejs?éeys from r,che charge sum | oadi ng station (Postage Point)

to the cryp ms 43" he Y%caF ffemMeYBtPon pPEf&&@T on SH&T&s, and
t hese data weewtioytepthidd er i nfloomed, i gh ceyptaisyat em conponelitl iidkew se

needs tpbe r ovi e ut. nerally does not jnvolve the . use of
(Vad
t he val ?dat |d(]33:':1&aE'onisll‘:igl%ﬁ_(g?ﬁL iﬁe’l})su Iglgorr%%#éﬁiég o?s§%%l%#§ét 0" 558t dhi%r e
descri bed rCAYRSCe ddimingbelwwletbypted in order to ascertain the
random number used when creating the hash value.

Next, a hash value (also called Message Digest) is
15 ascertained for the mailing data including the
decrypted random number, and a verification is carried
out to determine whether the result is identical to the

hash value contained in the 2D barcode.

20 In addition to the cryptographical validation, further
content examinations are also performed (operation
number 7b) which, by way of example, prevent duplicate
use of a 2D barcode or examine whether the customer has
been conspicuous on account of attempts at deceit and

25 is therefore listed in a negative file.

The corresponding examination result is then
transmitted to the PC-F reader, which forwards the
result to the optical recording system (IMM) for coding
30 the barcode. The barcode is then printed onto the
letter and the mailings are discharged in the event of

a negative examination result.

Crypto system architecture:
35

Component overview



Val i dation controller The validation controller is the interface for
verifying the full 2D barcode content. The verification 20 of the 2D

bar code conprises a content verification and a crypt.ograﬁ'pﬁamﬂ
verification. To this end, the 2D barcode content read i he

scanners shwo cbja,eoojsrrwvar ded to the _valj dation contrgb&.gﬁE@y 6§§4§canner
controller. 25 Since the responsible scanner controller for t{’l W red

scanner and the validation controller are on different conputer systens,
it is necesisajé%l}1 rovide TCP/IP based conmmuni cati on between them wth
the use of 7 ot 02bY S PadRdOVREVEEH iafstidirl Bibgurronssticetof prlagr ammi ng

af fordi ng ad:aa,rptages SsyHtdu, N thehceMeXt a9 18 Gyt oresﬁyrségéﬁti,h@ nmessage
nmanager useq\(/j% thl n operatl on?jl tdata recordi ng (BDE) or _the protocol used
within the scope of e Bpiita aré‘co?ﬁ?ﬁ@%ys@%‘fn eghernads [ YrdHal 1 1 OP,

are suitabl &ince hrt@ecapeefér@eBEC‘réﬁGﬁeY\@tQ%/nO%ﬁ@t?ectian cFéCFlﬁilEEDZ/ 02348
The vali dati teall nitiates th di vi dual ,.exanin |on routines,
whi ch |ngtur ttsr:é;ﬁs%lgt %ec?rhge%améﬁa %8>?r1tees"(f?‘?% gééﬁrn}? ngg ifice a
plurality ofkeAGB &tai néhe wehhrdef f enmntl osdangerst decome | azistyzﬁg@t t he
sane tinme, téhg ||ﬂiﬁtﬂf%\ lc‘#g\; ol d e g

"mul tisession ncapabl lity © g |éé§% o&gg Bn Qlﬁg l?ggjb Pgrg‘lnge]fa l?%rrpt
si mul t aneou® TEEEA TR o?lY?Eﬁ‘ﬂést §nélnd‘~fﬁﬁﬁjl d@*@{l nhed1®ocdre depbfrling out put

to the corr@&tommnrsercrypto adglydd e, cohpShomt d Peegesd gnadhsuch ghat it

can neQus execut e a pI urality of exam nation _requests and al so
some of he examArf“yq Lt eBUt’ Fene taldnh| R PR sAOY aRiiFOd¥ &tk | ¥ and

m ni mum r emdertds ol ith téxamooattiral,ledm paral lel therewith. At the start
of a session, the controller is notified

The subcomponents of the crypto system are described
in more detail below.
15

Validation controller

The validation controller is the interface for
verifying the full 2D barcode content. The verification
20 of the 2D barcode comprises a content verification and
a cryptographical verification. To this end, the 2D
barcode content read in from the scanners should be
forwarded to the validation controller by the scanner
controller.
25
Since the responsible scanner controller for the wired
scanner and the validation controller are on different
computer systems, it is necessary to provide TCP/IP
based communication between them, with the use of a
30 protocol based thereon instead of pure socket
programming affording advantages. Within the context of
the crypto system, the message manager used within
operational data recording (BDE) or the protocol used
within the scope of the optical recording system, such
'35 as Corba/IIOP, are suitable in this case.



of the type of scanner with which it is communicating, and it is assigned
an opportunity, by callback nmethod, 20 to actuate routines for output and
for manual reexam nation. Depending on node of operati oy apglyggcanner
type, the results are then output either on the radio scanner or on the

renuner ati owepro@/AN53gY system  and.ahso _nmanual exanpEaphghh f gds are
recorded. 25 Crypto card One particular problemarea Is keeping the key
which needs to be used for encrypting the crypto string in a 30 2D barcode
and for decrypti ngl i.t. again for exam nation purposes. This key ensures

that the 2D0Hr c8Ged It Ohr SOOI ke Bm HoitLptesn, thmd indifisiuaher ef or e
not be possixanel nat dbhaivoutidysspwiiideh! tid sttipar ef PLesmpecassayy to use
speci al secuyrj.ty asures tq.ensur 5 that this key is never visible in
pl ai n text %ﬁga%[ﬁen vard "6 ,tsi atcﬁ%scr?e 'y or upon transfer and is
additionally protected by powerful cryptographical nethods. 3 0 DEC 2005

WO 03/ 00530% ;3 5 PR 102348 Purely software based saluytions do not
provide reliable gecﬁ??ggﬁﬁ%hég c%ég, FTHREAE S s e ofiﬁ‘l‘éﬁeﬁ%rﬁi—e system
a key actualSICpn@gFEarsdoneplagiti iee)at, tre t dmndk elyime cothal Yl ¥admidiom pl ai n

text from tRnmMIeUShddid +deRu0aRsiJhLs Eésg eSaexiSte pardl cul arly

on account of the fact that the systens can mnistere renotely, or
may | eave t FEPEGHFARY o Peffe isutsbs@wfit rhamito o aledd thompt he

crypt ogr aphisdatu Irsdhosiss peqduGeaa gh rel@d QN 1he st gitscpraggssor,
whi ch is,no (y}tim'ze or the gperations which are to be perfornmed. 15

. f
The usef%f aocryep?%orﬁaéggss8pt@élr He¥i g € heCOFBRFEWI e8RS act &M st cs
can t her ef oredig rastomEndetiould be designed such that it can

simultaneously execute a plurality of examination

requests and also some of the examination steps, for

example hash value examination and minimum remuneration
15 examination, in parallel therewith.

At the start of a session, the controller is notified
of the type of scanner with which it is communicating,
and it is assigned an opportunity, by callback method,
20 to actuate routines for output and for manual
reexamination. Depending on mode of operation and
scanner type, the results are then output either on the
radio scanner or on the remuneration protection system,
and also manual examination results are recorded.
25
Crypto card

One particular problem area is keeping the key which
needs to be used for encrypting the crypto string in a
30 2D barcode and for decrypting it again for examination
purposes. This key ensures that the 2D barcodes are
protected from corruption, and it must therefore not be
possible to obtain it by spying. It is therefore
necessary to use special security measures to ensure
35 that this key is never visible in plain text on the
hard disk, in the memory or upon transfer and is

additionally protected by powerful cryptographical
methods.




speci al crypto processor for accelerating cryptographical nethods 20 a
seal ed bl ack box system for preventing access to security-critical data
and net hods. The cards satisfying these characteristics gquEg%n@rki C
systens whi ch, depending on form are connected to the 25 conputer via the

PCl bus or twe dFHfodssornd communicate ith the SOft%#ZDEEE}'@??Q” t he
n

conputer via a driver. Besides a battery-buffered mai norys, e cards
also have a flash ROM nenory in which it is possible to 30 store an

i ndi vi dual application code. Direct access to the main nenory on the cards
is not possible fromthe external systens, which neans that a very high

level of seamindly é@f@ﬁ&ﬂéeﬂasé&nﬁélﬁﬁiéﬁgrchﬁoEe§rg§Eeengéli§@le
crypt ogr aphi cal me%hod.s f%ti?,prow ding the security can 35 be used other
than via thE€protbeYedriver FASSddiTioRe e eargs RRE EHedincatd sensors

t o nonitor /SM‘EGId]lEFa nm@wd:ama’/abnya?ppéﬁ)ﬁ &ﬁepmghggtgggg %gleple@dj{@ 3 0 DEC
2005 WO:03 7.- 14 - . PCT 02/ 02348, on. car esign, for exanple
t enper at arecg)gﬁé) be ¥edd Cr %EL(?pléhi 92 bf qfrfr?é‘ ptio¢ e BEMPE Yo A9 VBl t age

e
, adiat on,
spi kes). 5 Idebhgdgen féniputbskoaladt erpttssphetnguliadey bheactdent
battery- buf fgr ed mi g 0BNOLY gontgat 1S ] diately erased and the card is
shut down. For the cr?pto sera\(i;cerI,Cﬁtgheé lsj‘ﬁgn?gonc?gr crﬁ?ﬁr}ﬁr“i%eglo
Post age | D, TS %4net i 0F fey deavieni the t hemhash falruetendowatsos e hef f unct i on
for inportinggeay .data should be |oaded directly onto the card, since
these roytines have a high security relevance. 15 Furthernore, all
crypt ogiraphi cal keys and al so the configurations of certificates which are
nﬁc‘essagI y fgrn a@wﬁwdﬂ,ngtrﬁélecm@w&#;smﬁé@n Iﬁﬁ@%dslbksaﬁﬁ@ den fed in
the card's ry.- e mory. I f the. car oes not have sufficient
menory, then%%%€<%aggﬁ%séggFgﬁﬂglégocessor, which 1s not optimized

for the operations which are to be performed.

15 The use of a crypto processor card having the

following characteristics can therefore be recommended:

U special crypto processor for accelerating
cryptographical methods
20 o a sealed black box system for preventing access to
security—critical data and methods.

- The cards satisfying these characteristics are autarkic
- systems which, depending on form, are connected to the
25 computer via the PCI bus or the ISA bus and communicate

with the software systems on the computer via a driver.

Besides a battery-buffered main memory, the cards also

have a flash ROM memory in which it is possible to
30 store an individual application code. Direct access to

the main memory on the cards is not possible from the

external systems, which means that a very high level of

security is ensured, since neither the key data nor the

cryptographical methods for providing the security can
35 Dbe used other than via the protected driver.

In addition, the cards use dedicated sensors to monitor
whether manipulation attempts are being made (depending




20 a master key which can be used to encrypt the data |isted above and
then to store themon the systems hard disk. However, this requires that

use of this information first be preceded by decryption %fnggﬁgpata
again. 25 The tabl e bel ow gives an overview of the suitaé nodel s

fromdifferemt ozgiooBbaourers and simul ganeously statgsriwid/02348
certifications. 30 Crypto cards for use within the preferred renuneration

protection systemfor PC franking Manuf act urer Type descriptorCertification
| BMA758- 023FIPS PUB 140-1, Level and ZKA-_ eCash | BM758-002FI PS PUB 140-1
Level 4 and°ZKAS3F S 5905 \/\6063/ GO5TPAC [STUPEIRDEYS 09844 SSGash

(prob. 07/ 266@)aEGKAL, 5opantiergpted, the r pablkkcitd veer EbvEeat v tphase)
Uti macoCrypty §%r¥erITSEC-E2 and ZKA- eCash UtinmacoCrypto Server Fl PSPUB
140-1 2000L&Vel (avai | abl el TSEC- E3 and ZKA- approx 1Q 01) eCash
(attenpted) RacaI/ZaxusvebSentry PCl FI PS PUB 140-1 Level 4

5 If such a manipulation attempt is being made, then the
battery-buffered main memory content is immediately
erased and the card is shut down.

For the crypto server, the function for decrypting the
10 Postage ID, the function for examining the hash value

and also the function for importing key data should be

loaded directly onto the card, since these routines

have a high security relevance.

15 Furthermore, all cryptographical keys and also the
configurations of certificates which are necessary for
performing the authentication should likewise be saved
in the card's battery-buffered memory. If the card does
not have sufficient memory, then the card usually holds

- 20 a master key which can be used to encrypt the data
listed above and then to store them on the system's
hard disk. However, this requires that use of this
information first be preceded by decryption of the data
again. '

25
The table below gives an overview of the suitable card
models from different manufacturers and simultaneously
states their éertifications.

30 Crypto cards for use within the preferred remuneration
protection system for PC franking

Manufacturer Type descriptor Certification

1BM 4758-023 FIPS PUB 140-1
Level 3 and ZKA-
eCash

IBM 4758-002 FIPS PUB 140-1
Level 4 and ZKA-
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Besides satisfying the requirements made of the card,
the desired BSI certification means that it is also
very important what certifications the individual
models currently have and what certifications are

currently in the evaluation process.

In this case, certificates issued for the products are
divided into the three classifications made by
different certification stations.

The ITSEC is a criteria mechanism published by the
European Commission for the purpose of certifying IT
products and IT systems with regard to their security
properties. The assessment of trustworthiness is based
on levels EO to E6, where EO denotes inadequate
security and E6 denotes the highest security. Further
development and harmonization with similar
international standards are the CCs (Common Criteria)
currently in a standardization process at the ISO (ISO
standard 15408). This control mechanism is used to
assess the security of the systen. |



for operating IT systens and products in the area of electronic cash. 20
Besi des the aforenenti oned properties of the cards and the allocated
certifications, however, there is also a series of furthef ﬂ%ant ages,
which are listed briefly below 25 creation of own (S|gnecBa sof tware and
upload to Weeosabdspegsi ble integrat gg random nunb {"}ﬂB@Zl PS PUB
140-1 certified) DES, Triple DES and SHA-1 i npl enen e on 0
hardware side RSA key production and private/public key - processing for
keys up to 2048 bits in length key managenent - functions certificate
managenent hﬁ&ﬁct’r%n?v%re‘ﬂ‘élgorféle&]t eRP dperdet¢on fofora phar abave of
crypto cardsbile panahl «hlasp@ssaeta}telflrbé)crte SYSt&B @3 d Nl fasg 3 0 DEC
2005 WO 03/ gg‘ﬁ’?O}HB 17 - 552 /02348 The functions re atl ng to ‘security
within the ofmcf%% cr e abpl icarreptdve storsddirectly in
the card andeatéftherébar ehaxternal |y accessible only 5 using the card
driver. dhe interface used between the driver and the validation
~controller is the crypto interface conponent, which forwards the requests
for exam ndheostrodairdesIFS MR Hel @H1 v:ifsr & acriteriar dactllSuwke byt i S

possi bl e toiyse f- hi one conputer, the t.ask of the
crypto i nterfgcﬁégl%ﬁob%sggper ormﬂ(’) tgll sttt on %orastsr?es SME vi dual
exani nat i on théquesturithhi eff wemmereial e&pEHtegrapbacallcmcpxﬂp}nemen

addi i onay | rnishesaxeminatian 15 bouLhoes oLrine XAl & fhamane used by

anot her dependl ng on the mail center ralit code
reader(%§ roperties. The assessment is made at four levels,
where Level 1 signifies the least security and Level 4

signifies the highest security.

In addition to the aforementioned assessment standard,

15 there is a further criteria act which is issued by the
Central Credit Committee (ZKA) and controls licenses
for operating IT systems and products in the area of
electronic cash. '

20 Besides the aforementioned properties of the cards and
the allocated certifications, however, there is also a

series of further advantages, which are listed briefly

below:
25 o creation of own (signed) software and upload to
the card possible
] integrated random number generator (FIPS PUB 140-1
certified)
. DES, Triple DES and SHA-1 implemented on the
30 hardware side
. RSA key production and private/public key -
processing for keys up to 2048 bits in length
L key management - functions ,
] certificate management -~ functions
35 o to some extent operation of a plurality of crypto

cards in parallel possible in one system

Crypto interface



Anot her task is the handling of conmunication for the 20 purpose of
distributing the key data. At level 2, there may exist just a rudinentary
mechani sm whi ch transfers the keys encrypted for securijtgypfupposes w thin
a signed file. Arequest to the crypto interface then involves providing

a utility whsrlysglohgupysuch a file 25,10 be inportexkFi}Bﬁ§£é§¥gég t he
igat’i’o

crypto system Sequence of the exam nation in the val controller
To exam ne the 2D barcode, the validation controller provides a centra
exam nation function as an interface to the scanner or reading systens.
Thi s exam nation 35 function coordi nates the sequence of the individual

exani nat | on re@MRANANSon s o PEL1200%.40.034 008307, 61,18 +1RCTURRO2/02348 The
codes transm tted fromthe iIndividual exam nation routine conponents f or
the renuner &Fi dhSrd@ta orcaFdcrBRAL Catéononver s6@red tHeegignopm at e

renmuner ati oRhepradRrti g sede tisd Ngr & Pr @Q@éiﬁgﬁl%agbée‘té%ii%ﬁei Sy
(0]

preferably mai.ntained centrally and is transferre e crypto system
Wi | geih

Wthin thisYabi%, 55 i o P& - Jdtf tinkerf3cet ppafabedvmsincHregul at e
whi ch  renuderiatdronapdottgod i @B 1Geiie: i 6n aldoegaiad avhensa b urdyigne of

remuneratio r tion incidents hav 0 been recogni zed. This
renuneratio%ngﬁgﬁgéﬁ(éb%%%%ep ’tﬁgﬁuﬁét%PﬁgarQE tgﬁaeﬁﬁﬂPﬁﬁF?oﬁkFésult
t oget her w ehamideséphproveinest usibgpehdi dgioart he syst eaxrgerf ormi ng
further processing 15 outside of the crypto system this result is then
output on the radi o scanner or within the renmuneration protection

appl i cat® onS18Fei dtcdfvepsEdbilet doa NeT2 wlode ldtwi wf tdwer dautvoirtdtiine

exam nati onoaed danfit ¥ edthantthdheorBidhdi 86¥pt @0  interface is
also to perform load distribution for the individual
examination requests. This function is expedient
particularly when, additionally, the examination
15 routines of the crypto system are used by another or,
depending on the mail center, a plurality of AFM-2D

code reader(s).

Another task is the handling of communication for the
20 purpose of distributing the key data. At level 2, there

may exist just a rudimentary mechanism which transfers

the keys encrypted for security purposes within a

signed file. A request to the crypto interface then

involves providing a utility which allows such a file
25 to be imported.

Functions of the crypto system

Sequence of the examination in the validation
30 controller

To examine the 2D barcode, the validation controller
provides a central examination function as an interface
to the scanner or reading systems. This examination

35 function coordinates the sequence of the individual
examination components. '



Since the sequences between the hand-held scanner systens and the
automatic reading systens are different, a different function is
inplenented for the two instances of application. 25 The pgabgpsand the
return of the results differ according to which conmunication nmechanismis
used bet weemyd s /oadg system and _t val i dation c a
synchronous RPC gésed prot ocol such ash%%rba/IICP IS %giﬁgééfy?%ége

exam nation nethod is called directly and the exam nation results are
transferred ﬁggn the examnation has finished. The client, that is to say
the scanner JSntTofeer trangmikd ecde ol hst dmdindduaiaiexdmination

i mpl ement at ir@u@ite r diipbrdéntBe LxAMUA | R el ds- rYcdheidatter, it
is therefore _necges a%¥ to ﬁrodeg the client with a thread pool, which can
per f or m par ai1%1% EXarfi Tfat FOnV Oht&piter 4111& PR ORER IS t BN F O 005 WO
03/ 005307 - pkPteFCIODEQRIDR34B imy t ke pasdeFfinihe aspnehrYhoys mMeghani sm

using T r roller, or t reading system_does, not cal

t he exaﬁ?%a %%%%%ﬁqEX;%éfgé?f§? bttt ya?%dng§s§§€q%§%ﬁﬁﬁdtEPthe
crypt o syst émewdrypttont ayssent. héVigxain nahi entebduestpritdid tierst ente of t he
2D barcode @ {upther; i nf E@%hﬁ%téHCh s SHrrent sorting _program Upon
recei pt of this nmessage on the trypto systen the eéxam nation function is
cal | ed, exelGfBNAP2BAENt herpEgditiPand ad@nmiimt iadd aestudds wreni m turn

returned aspdule iEssage. rdhenaduaniagepybtBcthbs ;ﬂﬁéfﬂ9n£§‘ﬂﬁﬂethe
t bl ocked.on the requesting systemuntil the result 1Is

process és %oe
avai | abl®. PEeBYESCRIEGRY or hand- hel d scanner systems: The exani nati on
routine for the hand-held scanner systens awaits the session |ID and al so

the ContentTgEstggﬁ&g%§§%fggep%gtgggwbﬁmgé§§'igstggna%gedé%gi as
an examination result together with a descriptive text.
Depending on the system performing further processing
15 outside of the crypto system, this result is then
output on the radio scanner or within the remuneration
protection application, or is converted into a TIT2
code during the automatic examination and is printed

onto the mail piece.

20
Since the sequences between the hand-held scanner
systems and the automatic reading systems are
different, a different function is implemented for the
two instances of application.

25

The call and the return of the results differ according
to which communication mechanism is used between the
reading system and the validation controller. If a
synchronous RPC based protocol such as Corba/IIOP is

30 used, the examination method is called directly and the
examination results are transferred when the
examination has finished. The client, that is to say
the scanner controller, and the reading system then
wait for implementation and return of the examination

35 results. For the latter, it is therefore necessary to
provide the client with a thread pool, which can
perform parallel examination on a plurality of
requests.




20 paraneter, the ID of the sorting programis also awaited. The latter
paraneter is used to determ ne the mninmumrenuneration. Figure 5 shows an
overvi ew of the sequence of the 25 exam nation within tgﬁdﬁil -'[gati on
controller for the instance in which said exam nation ha Ay | gger ed

by a hand-hetgl grasgeiopystem In this case, the assgg@fbgg §o 94
exam nation using a radio scanner with "subsequent manual conparison of the

address with the 2D 30 barcode content. In the case of a w re-connected
scanner, the presentation would be made in a simlar nanner on the
remuneration protection system or on the renuneration protection

appl i cat i on.1r35tRe picafser réd mél faxéy}gcmgemgéhgalémr%@ﬁgs er, a
scanner controller and a verif % ng unit (validation controller is
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code Contentsys-l_thﬁn,r eaHeN@ L BEHdtion R fo%“S{EtEsﬁthea ”‘&é&f@%&“ ng unit
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used for cré&gduegting fsystleingntdlk the result is available.

15 Examination for hand-held scanner systems:

The examination routine for the hand-held scanner
systems awaits the session ID and also the content of
“the 2D barcode as input values. As an additional
20 parameter, the ID of the sorting program is also
awaited. The latter parameter is used to determine the

minimum remuneration.

Figure 5 shows an overview of the sequence of the

25 examination within the validation controller for the
instance in which said examination has been triggered
by a hand-held scanner system. In this case, the
assumption is an examination using a radio scanner with
subsequent manual comparison of the address with the 2D

30 barcode content. In the case of a wire-connected
scanner, the presentation would be made in a similar
manner on the remuneration protection system, or on the
remuneration protection application.

35 A preferred verifying sequence using a radio scanner, a
scanner controller and a verifying unit (validation

controller) is illustrated in figure 5.




is preferably verified first of all. The hash value 20 contained in the
crypto string is then tested. In addition, the m ninmumrenuneration

provided is exam ned. 25 Furthernore, an identificati On%ﬂ“ﬂﬁ??d (Post age
ID) for the custonmer systemcontrolling production of the ~ a%ki ng mark

is verifiedwd\Neod/oddsp7 dentification pyrher is br OUQP&T}’Bﬁ@zMﬁm 30 with
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then transmitted to the recording unit - in the case
illustrated a radio scanner. As a result, a user of the
reading unit finds out, by way of example, that it has
been possible to read the franking mark and in so doing
15 to recognize the information contained in the matrix.
Next, the verifying unit encrypts a crypto string
contained in the matrix code. To this end, the version
of the key probably used for creating the franking mark
- is preferably verified first of all. The hash value

20 contained in the crypto string is then tested.

In addition, the minimum remuneration provided is
examined.

25 Furthermore, an identification number (Postage ID) for
the customer system controlling production of the

franking mark is verified.

Next, the identification number is brought into line
30 with a negative list.

These verifying steps make it possible, in this

particularly simple and expedient form, to ascertain

franking marks produced without authorization in a
35 simple manner.

. The result of the transmission is transmitted as a

- digital message, the digital message being able to be



25 Figure 6 shows an overview of the sequence of the examnation within
the validation controller when said exam nation has been triggered by a

readi ng system To illustrate the sequence, the figure al ﬁoDEik@@/s
additionally, the optical recording system (I MM systen) the AFM 2D

code reader wd pPrgzgp illustrate _t overal | cont
exam nati on. I—|owe/\r/er the part of thelégrypto system ?é& n‘?%}g@%%e

exam ni ng the functi ons between 2D barcode and the return and also 35 the
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optical verifying Nt to a readi ng and recording unit (AFM 2D code
reader). 15 In the case of the enbodi nent shown in figure 6 for the nethod

for Ver'fY'@&éﬁ@%dﬁly(nﬁwéofegﬁﬂ%ték Ehankd.ny ln JS% tguiéqggééﬂnfranklng

mar ks a§ ?ﬁ in ref erably in an even nore it orat manner, for

20 exarr% e reOlY&’F%éftlln(galunr%c@r dPRGief a stati on for a mai | pi ece on

which a franking mark is preferably arranged. The further verifying steps

r rfor

are perto nﬁ% a return value, the code belonging to the
remuneration protection incident and the associated

text message and also the 2D barcode object should be
15 returned.

Examination sequence with AFM-2D code reader

The input parameter awaited for the examination routine
20 for the AFM-2D code reader is likewise the session ID,
and also the content of the 2D barcode and the unique

identifier of the sorting program which is currently
active.

25 Figure 6 shows an overview of the sequence of the
examination within the validation controller when said

examination has been triggered by a reading system.

To illustrate the sequence, the figure also shows,
30 additionally, the optical recording system (IMM system)

and also the AFM-2D code reader, in order to illustrate

the overall context of the examination. However, the‘

part of the crypto system is limited to examining the

functions between 2D barcode and the return and also
35 the logging of the result.

In the case of the message manager interface, the
validation controller would start ‘a plurality of




essentially in line with the exam nati on sequence shown by figure 5. 25
The return value for the examnation routine firstly conprises the

remunerati on protection code and an associ ated nessage:ﬁng@gﬁﬁ t he
converted content extended by the Postage ID. These return v e

s are 30

used to proguc®3yomeseyde and to transght it to the €S§%§§?5/5h§4§uﬁ ng
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this further preferred embodiment, the franking marks
are recorded by an automatic optical recognition system
(Prima/IMM). The data are from the optical verifying
unit to a reading and recording unit (AFM-2D code
reader).

In the case of the embodiment shown in figure 6 for the
method for verifying the validity of digital franking
marks, the digital franking marks are read 1in
preferably in an even more highly automated manner, for
example through optical recording of a station for a
mail piece on which a franking mark is preferably
arranged. The further verifying steps are performed
essentially in line with the examination sequence shown
by figure 5.

The return value for the examination routine firstly
comprises the remuneration protection code and an
associated message and also the converted content
extended by the Postage ID. These return values are

used to produce a message and to transmit it to the

- requesting reading system.

Content examinations

Split and reshape 2D barcode content

Input: scanned 2D barcode

Description:




(1 byte) VersionBinarySmall integerVersion nunber characteristic(l byte)of

the nmethod Key No.BinarySmall integerKey type (1 byte) Crypto '

stringBi naryByte sequence (32 bytes)to be transferred u?gU$Eqﬁ§, fol |l ow ng

decryption the postage IDis split off Postage |DText ( I”"be filled 3 0
DEC 2005 WO w3/ @9ped530724 PCT/ DE02/ 02348 char acters)PquJ/bgwbggzgggrypt i on

of the crypto string Serial Bi naryl ntegerPositive dispatch(3 bytes)nunbers

only nunber Product keyBi narylntegerPositive (2 bytes)nunbers, reference to
associ ated reference_t abl e Renuner ati onBi nar yFl oat Conversion to (2

byt es) posi t i V& det? nhrRREHBBr H#AEcROchitBe caPiraEd OBy theo2D barcode

needs to be split and converted into a structured
object, subsequently referred to as 2D barcode object,
in order to achieve a better display opportunity and
The individual fields

and conversions are described in the table below:

5 also more efficient finishing.

When

numbers,

into decimal
it should be remembered that the left-hand

10 byte of a byte sequence is the most significant byte.

converting the binary numbers

If it is not possible to convert,

type
necessary to

possibly on account

of a conflict or missing data, then it is

generate a remuneration protection
incident message "PC~F barcode illegible" and to return
15 it to the validation controller. A further content or

cryptographical verification is not appropriate in this

case.
Field Type To be converted Description
to
Mail company ASCII No conversion
(3 bytes) necessary
Franking type Binary Small integer
(1 byte)
Version Binary Small integer Version number
characteristic | (1 byte) of the method
Key No. Binary Small integer Key type
(1 byte)
Crypto string Binary Byte sequence
(32 bytes) to be
transferred
unchanged,
following
decryption the
postage ID is
split off
Postage ID Text (16 Will be filled




I ndicated in euro Franki ng dateBi naryDat eFol |l owi ng (3 bytes)conversion to
positive deci mal nunber, the date can be converted according to the formt
YYYYMVDD Recei ver zi pBinary2 val ues, oneFol | ow ng code(ﬁ QEE?@%for country,
oneconversion to for zip codepositive decimal nunber, t g | two digits
gi ve the cowwt pB/00dap7and the last fiyg digits WO 03580 Zg 3 0 DEC
2005 PCT/ DEO2/ 02348 give the zip code Road/ mail box Carriage  renmal nder sum
Hash value ASCI1 (6 bytes) Binary (3 bytes) Binary (20 bytes)

characters)

following
decryption of
the crypto

string

Serial
dispatch
number

Binary

(3 bytes)

Integer

Positive

numbers only

Product key

Binary

(2 bytes)

Integer

Positive
numbers,
reference to
associated

reference table

Remuneration

Binary

(2 bytes)

Float

Conversion to
positive
decimal number
which can be
divided by 100,
indicated in

euro

Franking date

Binary

(3 bytes)

Date

Following
conversion to
positive
decimal number,
the date can be
converted
according to
the format

YYYYMMDD

Receiver zip

code

Binary

(3 bytes)

2 values, one
for country, one

for zip code

Following
conversion to
positive
decimal number,
the first two
digits give the
country code,
and the last

five digits -




Road abbreviation or mailbox Float + currency field (text 32
characters) If the first digits are nunbers, then a zip code has been
coded, otherwise the first and last three characters of the road with
house number Following conversion to a positive decind Jduffler, the

first digit yaiggoddwy currency (1 _=-guro), the neg&Tp 62/65 id s give
the digits before the decinmal point and the renainrng two Igits give
the digits after the decimal point Byte sequence
give the zip
code
Road/mailbox ASCII Road If the first
(6 bytes) abbreviation or digits are
mailbox numbers, then a
zip code has
been coded,
otherwise the
first and last
three
characters of
the road with
house number
Carriage Binary Float + currency Followind
remainder sum (3 bytes) field (text 32 conversion to a
characters) positive

decimal number,
the first digit
gives the
currency

(1 = euro), the
next four
digits give the
digits before
the decimal
point and the
remaining two
digits give the
digits after

the decimal

point
Hash value Binary Byte seguence
(20 bytes) needs to be
transferred

unchanged, used
for

cryptographical

validation of




needs to be transferred unchanged, used for cryptographical validation
of 3 0 DEC 2005 WD 03/005307 - 26 PCT/DEO2/02348 the franking 5 Return
val ue: 2D barcode object Warning code 00 if conversion glg Fﬂplﬁerwi se

war ni ng for renuneration protection incident "PC-F bar d%‘ | egi bl e”
Ver si on nu r tRayi on 10 I nput: _cygrent 2D barc ]

Descri pti oﬁ@Tﬁgy?P};gt@%t hree fields re\ﬂléal t he versi %ﬁ@oﬁwbarcode.
Fromthis, it can also be seen whether the franking mark is actually a 2D
bar code associated—wth—35—DbeutschePest—and—hnet—a—2Pbarcoede—assoesi at ed
with another service provider. The {field contents n tf@abRingonpar ed
with a list of valid values which has been preconfigured in the
application._ If no match is found, then a renuneration protection warning
"PC-F versi 8ftUsD V&luet ur ABdbavepideyiohgefttirt her content and

cryptographi cal aspects i syhRRRNBOLBLHLEHS Q@d_céﬂwkgioggbz&t;e pur sued.

Return val ue: Warning code 00 if "version exam nation , ot herw se

war ni ng code for renuneraPt&® i bEBct MG THiY dehPr" PCIYREEREAO Ve | fy

Post age %D protection incident "PC-F Dbarcode
illegible™

Version number examination

10 Input: current 2D barcode object
Description:
The first three fields reveal the version of the 2D
barcode. From this, it can also be seen whether the
franking mark is actually a 2D barcode associated with
15 Deutsche Post and not a 2D barcode associated with
another service provider. The field contents need to be
compared with a list of valid values which has been
preconfigured in the application. If no match is found,
then a remuneration protection warning "PC-F version"
20 is returned. Verifying further content and
cryptographical aspects is then pointless and should
not be pursued.

Return value: Warning code 00 if version examination
25 OK, otherwise warning code for
remuneration protection incident

"PC-F version"

Verify Postage ID
30
Input: 2D barcode object with decrypted Postage ID

Description:

The Postage ID contained in the 2D barcode is protected
35 by an examination digit method (CRC 16) which needs to

be verified at this point. Should this verification

fail, then the result which needs to be returned is a



30 Input: 2D barcode object with decrypted Postage |ID Description: The
Postage I D contained in the 2D barcode is protected 35 by an exam nati on
digit method (CRC 16) which needs to be verified at thiasﬂ mim& Shoul d
this verification .fail, then the result which needs to be returned is a 3

0 DEC 2005(&3@ 03//892399 - 27 PCT/ DE02,02348 renuner %#ﬁ@%@é@g}dﬁggt age 1D

warning "P corruption suspected (Postage ID)". Ver

requires the prior decryption of the crypto string. 5 Return val ue: Code
"00" if exam nation OK, otherwi se warning code for remnmuneration protection
i nci dent " PCemwwyapibon pusfentedon( Pestragerd D)"PAOF Exaot napitdorof time
overrun | nput; C | £Ct eriptlon:. . This faunatd IS, used for
aut omat i cal Fys\%ﬁﬁ nﬁhﬂ%?ﬁe ﬁfeﬁvg\fé%gf%\}eéﬁ fér}}';lerglki ng o%&é; I;% franked
mai | pi ece T&ALIFLSCE8Si R1PKHeFesE YR i0Re OfaithecenyeEe ©hFyna- particul ar
nunber of days is permtted to lie between the two dates. In this case,

t he nunber %fg d%s ii 20 based op the product and its transfer tinmes plus
one day’s WECEIDTHELESAT i §AFSLT ofVof ittheSPRIRIRACI QN pPEF eSS ed in  a
product validity period rebarh@hgarddes iy MaidiRg a3 GePraddot it hin the

context of a maintenance mask..cf r eafg_%r oduct kee/. %gSSi ble for PC
franki ng (2D barcode's fi&P®) 9% he ref affon SESPRT 1R aSE8RR&SES nunber

of days which are perm tté8@8otbabeeIb¢t'ween franking and processing at the
mail center. In a sinplified nmethod, 30 just one period statenent is

preconfié:;ured, which relates to standard dispatches and is stored as a
1 Examination of time overrun

Input: 2D barcode object

Description:

15 This function is used for automatically verifying the
time interval between franking of a PC franked mail
piece and processing thereof at the mail center. Only a
particular number of days is permitted to lie between
the two dates. In this case, the number of days is

20 based on the product and its transfer times plus one
day's wait.

The configuration of the period is preferably stored in
a product validity period relation and is maintained
25 centrally within the context of a maintenance mask. For
each product key possible for PC franking (2D barcode's
field), the relation stores the associated number of
days which are permitted to lie between franking and
processing at the mail center. In a simplified method,
30 just one period statement is preconfigured, which
relates to standard dispatches and is stored as a

constant in the system.

For verifying purposes, the number of days between the
35 current test date during the processing and the date
contained in the 2D barcode is formed, for example
08.02. to 08.01. = 1 day. If the ascertained number of
days 1is greater than the value prescribed for the



constant in the system For verifying purposes, the nunber of days between
the 35 current test date during the processing and the date contained in
the 2D barcode is forned, for exanple 08.02. to 08.01. 17 @Ftid@iﬁd If the

ascertai ned nunber of days is greater than the val ue prer’s ed for the 3

0 DEC 2,03 V@ Q@,@g@%g?, 28 PCT/ DEO\%/é 2348 product eéh@ﬁépﬁqigrginer ation

pr ot ectl on code "associated with the ning case "P ing)"
is returned to the validation controller, otherwise a code docurrentl ng
successful exam nation is returned. If 5 a sinplified nethod al ways
i nvol ves a ®ompie¢son whiehm ttheevalkeedfrorrast andar qulitsanatd:bes clolglen

fol lowing  QuiRIi @kt e texa [ﬂen%}afﬂﬁr@%ﬂ% vtpé@%} e ha wto

correct this exam nation res manual 1 |ng 5 BUtton on
t he scanner 1S freternas reat theo Vrﬁ]ddiﬁﬂtl@er ﬂ@n§ralll©ngelotthleefwgf8@r aime. A

further examo@l itudfenthedt | SR QRN éﬂﬁrﬁa%fo% AN SR, ofs the
Postage I D. The, ¢ ’htlelge sum downl oaded within the context of a preset,

and henc® 18 &4W PHPAGROADA WAKS ol Y ekves bed CeBPRESPIpetitdd  in

whi ch t he dit$1paat ghaseneedrt oSbenalawedls cl?@asgagethelzp gentidiving he tine
up to which th ar e sumis _val e fr nking date is,

particul ar ﬁfll r (SDffl atg-h @?I%Ja?%?l??laﬁeﬂ‘}% V}EI |g1 ) dide PP e 20
remunerat i ortiopr@toecoiecutn vﬂatunsngexadﬁrﬁstso@matle@:lswth fbe r examgylat i on

protection y@s%aqgfy s 1n eo%é@rl rbﬁg%hgurﬁcanhs retur q: curre%t urn

val ue: Code ™ am’natio herw Se waFnl’ng co e for rerruneratl on
prot ect}®n Preddelt PePTiEsdat dopesir tagassem) time. "PC-F date (franking)”

A further examination of the time overrun relates to
the content of the Postage ID. The carriage sum
downloaded within the context of a preset, and hence
15 also the Postage ID, have a prescribed validity period
in which the dispatches need to be franked. The Postage
ID contains the time up to which the carriage sum is
valid. If the franking date is a particular number of
days greater than this wvalidity date, then the
20 remuneration protection warning code associated with
the remuneration protection warning "PC-F date

(carriage sum)" is returned.

Return value: Code "00" if examination OK,
25 otherwise warning code for remuneration
protection incident
"PC-F date (carriage sum)" or
"PC-F date (franking)"

30 Remuneration examination

Input: 2D barcode object; current sorting program ID

Description:

35 Within this function, the remuneration contained in the
2D barcode is examined for a minimum remuneration which
is defined for dispatches of the associated sorting
‘program. The sums are euro sums.



30 Remunerati on exam nation | nput: 2D barcode object; current sorting
program | D Description: 35 Wthin this function, the renuneration
contained in the 2D barcode is exanined for a m ni mum renpngr@igen whi ch
is defined for dispatches of the associated sorting program € sunms are

euro sums. @ XXy WO 03/ 005307 549 PCT/ DEO2/ fgASedhpofss@ci ati ons
are delivered between sorting program and m ni mumrenuneration via an

automatic interface. 5 A sinplified nethod can be applied in a simlar
manner to when examining the tinme overrun. In this case, the
configuration file for the application defines a constant m ni num

renunerat i oirhwhi afisappht esné oaakl dediispatadasetider SsdReref 0p Lo§Pim
necessary taq try %r];ieru 10 the sariti ngr;&%ro ram, The ,subse u%nt exam nati on
i nvol ves corpar i hg Whet Her Y He i it r e &&ﬁgﬁ REE in the 2D
barcode is below this stanp. If this is the case, then the code 15

associ at gd w th; tbhe, ign_protection incident _.PGF underfranking”
is. returned, ot er%/\fjgéewt_ %%%gcggé ‘tb%ofé)gmslercgtlunr e .lr?gLaZ% YUY h val ue:
Code "00" i ftexanenackeniOkngotther vii e wavairngncode ftdrisr evaseer athen

protection idud featraPSoR U fr I NG, i j j file
| nput: 2D barcodedj]ogjaec_tO W t@%qcﬁac% e%hﬁglstag);rﬂir%iy[\)iei%r :Eg‘??%frl]gg V\%t hi n
i

this functi GIPEONERET e WM n&SGHH ¢ b2 HEPRY B0 appdtiis tRe ®bstage | D

associ at ed witdpdthehd batcede tHersostdi A8d hRc_sRAGH e fidgsrdhe

negativegfil§s &G ting program.

The subsequent examination involves comparing whether
the minimum remuneration contained in the 2D barcode is
below this stamp. If this is the case, then the code

15 associated with the remuneration protection incident
"PC-F underfranking" is returned, otherwise the success
code is returned.

Return value: Code "00" if examination OK,
20 otherwise warning code for remuneration
protection incident

"PC-F underfranking"

Alignment with negative file
25
Input: 2D barcode object with decrypted Postage ID

Description:
Within this function comes the examination to determine
30 whether the Postage ID associated with the 2D barcode
is contained in a negative file. The negative files are
used to remove from the delivery cycle any mail pieces
from customers which have come to light on account of
attempts at misuse, or whose PC has been stolen.
35
In this case, the negative files are maintained
.centrally as part of the project Database Franking.
“Within the context of the interface for this project,



used to renmove fromthe delivery cycle any mail pieces fromcustoners

whi ch have conme to light on account of attenpts at m suse, or whose PC has
been stolen. 35 In this case, the negative files are nmai :qtlﬂ;l %[g centrally
as part of the project Database Franking. Wthin the cg te??t f the

interface faowo tdgoayzgect, 3 0 DEC 208% WO 03/ 005307pcy Ao ko2 342/ 02348
the method for interchanging the data needs to be determned for the | ocal

mai | center systens. |If the maintenance application, or the data 5
i nt erchange,, possi bly does not yet exist, then a changeover nechani sm needs
to be creat &d'§ n"ehii®tader IREIECHANGIiEGUI BhBe Fafat H9seP aopde of a

changeover deteamixeelfshagls o whigh et fdy@ dns.generated.  This
file should be sent by e-mail to the AGB exam ners 10 and shoul d be read
into the systens by the latter using an inport nmechani smwhich needs to be
provi ded. Latfer, thiehe haansfeeranset herpphdeatiicon he pat h ¢eéi nexhtva t hi n

the preferr i on . jon I T fine concept. .15 A Postage ID
char act ergi zgglt;eﬁwgflg%duaﬁjgérgégg& \/\ElocehS anogusﬁ@ﬁere?ﬁ?i’ evtelge?r gam t he
syst em ( PostchigerdRsivey) .medihsespresets &pebst aredtiead ar safis boxseon t he
cust onmer sy sl 1185 1 So@q ha ent,, | for rt card
i ncl udi ng reagzi@r?g%% e%O@%)(? %g\é\%éggggﬁgg%%tg gagf%hgoofx_ ais:)a eﬁgf%igg t he
preset sunsilafdt BHeebushepkr Eapmr whiichve iasd Viidiealid raeme PR slns

Egerte”ompwi'lh[l@ﬂfilll_@ rm}cszz%raéqg esierh? B ee%fﬂ@iﬂﬁté“@%e'&@@ij&%atﬁ@éf@” 5
ost age, Poi_n nl i_ne. very sa ox is characterized by a uni que )
Thi s sg%)e B Is%qusldgﬁ’[eer%ec? rﬁqufé ﬁé%a?Y%%eI??ll%Yi?h? he? E RS gt LR ed

di spat ches meednippie mechyveisonwvatchunteds teusE ghvidedi siseer,The safe
box 1D 1's Mde Uhr-ffsfer PLUBhLLY nifad | #145cnBeRLARS 418 MY AW Agy. the

safe
the preferred remuneration protection IT fine concept.

15 A Postage ID characterizes an individual preset which a
customer retrieves from the system (Postage Point).
These presets are stored in a "safe box" on the
customer system. This is a hardware component in the
form of a smart card including reading system, or a

20 dongle. The safe box safely keeps the preset sums, and
the customer can retrieve individual franking sums
therefrom without being connected to the charge sum

loading station (Postage Point) online.

- 25  Every safe box is characterized by a unique ID. This
safe box ID is entered in the negative file if the
associated dispatches need to be removed on account of
suspicion of misuse. The safe box ID is made up of a
plurality of fields. Besides the unique key, the safe

30 box ID also contains further fields, such as validity
date and examination digit. For the purpose of uniquely
identifying the safe box, the first three fields of the
safe box ID are definitive. These are also found in the
first three fields of the Postage ID, which means that

35 the association can be made between safe box and

preset. The fields are described in the table below:

- IByte No. I.Length IMeanings | Data L |Comment . ]




30 box I D also contains further fields, such as validity date and

exam nation digit. For the purpose of uniquely identifying the safe box,
the first three fields of the safe box ID are definitigﬁ.%gz e are al so
found in the first three fields of the Postage |ID, whi that 35 the

associ ati onyeanspeosadg between safe_bgx and preset.pdlHEdS S €
described in the table below. Byte No. 1lLength | Meanings Data Coment 3 0

DEC 2005 WO 03/ 005307 - 31 PCT/ DEO2/ 02348 content bl 1Provi der 0OOnot used

i dentifier rder—mair i prece—conpany FFPestage—potnt—box

associ at ed mil pi-ece—dorpany—b21L SN Td be used—mode) No. f or
every manuf &cturer, rising from|FECEPREt sUBXitted mdd¥ld) USedr every new y
|l i censed mpdel . _h3, b4 3Seri al x¥ béenkiFoehe| used

01 Test
provider:
mail piece
company

FF Postage point
box

associated
with the mail
piece company
b2 1 Licensed XX To be used
model No. for every
manufacturer,

rising from
01 (first
submitted
model), for
every newly
licensed
model.

b3, b4, 3 Serial XX XX XX To be used
b5 number of for every
the model licensed
model from
every
manufacturer,

rising from
00 00 01 to
FF FF FF.

If the first three fields of the Postage ID of the
currently examined franking are identical to the first
three fields of a safe box ID contained in the negative

5 file, then the remuneration protection incident
- associated with the customer within the negative file

is returned, otherwise the success code is returned.

Return value: Code "00" if examination OK,
10 otherwise warning code associated with

the customer, or with the safe box in
the negative file




bSnunber offor every the nodellicensed nodel from every manufacturer,
rising from00 00 01 to FF FF FF. If the first three fields of the Postage
ID of the currently exam ned franking are identical t% tﬂﬁﬂ@krSt t hree
fields of a safe box ID contained in the negative 5 fiI@, t he

renmuner at i OgOPIBY/@OI3QY | nci dent  assoghated with thepgpgi@i®Eiosnddin the
negative file 1is returned, otherw se the success code I's returned. Return

val ue: Code "00" if exam nation OK, 10 otherw se warni ng code associ at ed
with the custoner, or with the safe box in the negative file 3 0 DEC 2005
WO 03/ 00530 F CMP3E LS PETPBECDY 09848 0G6paPREBAt oW it baRrédHBRIcHHAET Wit h
mai | i ng pl aitextt ext I nput: 2D barcode object 5 Description: To prevent it
from bei ng possible to nake copies of 2D barcodes, a conparison is nade
bet ween the dispatch data coded in the 2D barcode and the data indicated
in 10 pl ai nIngxit:on 20hdaretidder obfjlkics conparison is directly possible on
the radi @ scanners, since these have sufficient display and i nput options.
In the case of the hand-held scanners with a wire connection, the

exami nat i onDesegdptaobg perforned on the PC 15 (renuneration protection

system . Theoaphealdancs of stif BEMENEBsbiniBak ot it aldgatd o s cantroller
pronpts out %lejatrc%fdetshe gatcaonlln t he . arcode ]

p parison is made between the dispatch
data coded in the 2D barcode and the data indicated in
10 plain text on the letter. This comparison is directly
possible on the radio scanners, since these have
sufficient display and input options. In the case of
the hand-held scanners with a wire connection, the
examination needs to Dbe performed on the PC

15 (remuneration protection system).

The appearance of the sequence is that the validation
controller prompts output of the data in the 2D barcode
on the radio scanner, or on the remuneration protection
20 PC, after the automated examinations have run. To this
end, the validation controller has a callback method

available which is allocated at the start of a session.

The validation controller calls up this callback method
25 using the current 2D barcode object. The scanner

controller, and the remuneration protection PC, are

then responsible for displaying the 2D barcode content

and return a "00", or an associated error code, as the

return value (after being processed by the examiner)
30 for the callback method.

If evaluation 1is successful, the success code 1is
returned, otherwise the code of the remuneration
protection warning "PC-F plain text" is returned.

35
In the case of an automatic examination, this
examination 1is not necessary. In this case, the

examination can preferably be performed within the



on the radi o scanner, or on the renuneration protection 20 PC, after the
aut omat ed exam nations have run. To this end, the validation controller
has a cal |l back method available which is allocated at the Bifaqp; of a
session. The validation controller calls up this callback nmethod 25 using

the current wdDo0o8EE70b] ect. The scagger control | erpeiskdd 0 IFuginer ati on
protection PC, are then responsible for displaying the 2D barcode content

and return a "00", or an associated error code, as the return value (after
bei ng processed %% the examner) = 30 for the call back nethod. If evaluation

i s successf JONtERE Sbcddss e als evakuathins aeriisecithedie ™ t he
renmuner at i ourplgieectddp el vy oPGrEifpkaian domplariison’ efdtResd 3 I n the
case of an aut 9 tic, examnation, this, exan nation js not n%%esEﬂ{y. n
this case, t1éI%xamhatPaR prist efdBl ¥ B pFt iR R WHRhitRS e 3 0 DEC
2005 WO 03/ bex80de-. 33 PCT/ DE02/ 02348 context of the central eval uations
offline either using turnover conparisons or using a conparison between
the target zip code and the zip code contained in the 2D barcode. 5
Ret urn val u&etGsde vagoe:i f Codam"f&l"i af @Kamdnhé&iwns@Kwar ni ng code for

remineration protection i ehdent SoPGEpl Al nebaXt to10 Syl cal

exam nations The cryptographical exam nation conprises two parts: a) a
decryption of the crypto sPFOR§CA@NIE3NEIdeRE REShEVRLaéncoAphli son. Both
nmet hods need to be carried out in the protected area of the crypto card,

in [ | d.pr .val i.d franki ng hash val i f in nth
?nfgsng}ﬁgﬁ %g%to%%gp 1%a3d%%%mln%tlgns a g has aiues Spylng on the

The cryptographical examination comprises two parts:

a) a decryption of the crypto string and
15 Db) the hash value comparison.

Both methods need to be carried out in the protected
area of the crypto card, since a customer could produce
valid franking hash values if spying on the information

20 produced during processing.
Decrypt crypto string

Input: 2D barcode object
25
Description:
As input parameter, this function receives the split 2D
barcode object from the scanner result. The franking
date and the key number are used to search for the
30 symmetrical key valid for this time, and the
transferred object's crypto string is decrypted using
this key in accordance with the Triple DES CBC method.
What value needs to be put into the initialization
vector, and whether innerbound or outerbound CBC and
35 what block length is used, is decided within the
context of the interface to the remuneration protection
system.




20 produced during processing. Decrypt crypto string Input: 2D barcode
object 25 Description: As input paraneter, this function receives the
split 2D barcode object fromthe scanner result. The frapKitbgllidate and

t he key nunber are used to search for the 30 symmetrical key valid for this
tinme, and tO Q3I/AO0T30Ted object's cryato-string i s geryppogdozsidg this
key in accordance with the Triple DES CBC nethod. Wat value needs to be
put into the initialization vector, and whether innerbound or outerbound

CBC and 35 o] | e h j sed, s, decided.,within the context of the
interface to %Pée%’r?ergg&onc%rlg?é%?fionlns ?teemZWS W@%o&%ﬁg\/\é’%m 005307
- 34 PCT/ DEOEH 02848 Shoultdhet her keyo copsaened thernt heh@ Drdancedst hon  be
avai | abl e ot & &Y Qv SH whhe I ratj o | @N; War ni ng
"PC-F corrug%ion sdépegted§1§ y)é@ig &$§¥ﬂ§ﬁg§§m?§%8€ﬁggér?g§§kes§%ge t hat
the key was Hfoturmed odafhudiiey ¢heokepessatger .tifhe theulkeyofwashenoper ati on

conpri ses t o REALRf tHROStAgG U e@nd al so the decrypted random nunber.
The decrypted Postage IDis entered in an appropriate field 10 in the 2D

bar code object. The random nunber shoul d.not be disclosed for security

reasons, siImie thesalst ayEr theoubsle p&odYaEe Abtlp©i fash tyral uesc ansk gnce
coul d corruQJt St2Deba{1§0desdif he ha}(E:I this information. 15 Foll owi ng the
decryption, the IHsht val 8% & ationdpsryRbpred tTHERR hotP@nd its

return val uslsaryptetdirbuesh addasiD vas uencated| ati @9 2Ppropriate field
10 in the 2D barcode object. The random number should not
be disclosed for security reasons, since the customer
could produce valid hash values and hence could corrupt
2D barcodes if he had this information.

15 Following the decryption, the hash value calculation is
called from the method and its return value is

returned.

Hash wvalue calculation

20
Input: 2D barcode object
decrypted random number from the crypto string
(the decrypted random number must not be known
outside of the card)
25

Description:
The hash value calculation function ascertains the
first 60 bytes from the original scan result contained
in the 2D barcode object. This has the decrypted
30 Postage ID and also the transferred decrypted random
number appended to it. The SHA 1 method is used to
calculate a hash value therefrom and said hash value is
compared with the 2D barcode's hash value contained in
the 2D barcode object. If all 20 bytes match, the
35 cryptographical verification is successful, and a

corresponding return value is returned.



| nput: 2D barcode object decrypted random nunber fromthe crypto string
(the decrypted random nunber nmust not be known outside of the card) 25
Description: The hash val ue cal culation function asceggﬁ ny@g first 60
bytes fromthe original scan result contained in the Q e object.
Thi s has t h&#0d@8/PpPE80730 Post age | D-apd al so the tr aref Ayeexy obsgy pt ed
random nunber appended to it. The SHA 1 nethod is used to calculate a
hash val ue therefron1and said hash value is conpared with the 2D barcode's

hash val ue %%n%%l the 2 barcode op#ect 0 byt es .match, the

35 cryptogr aphica ver| ARGSH & STRBESS 1ﬁ10%uﬁf%i or e SFoY g ret urn
value is ref@ﬁn@dCogrﬁpDEOHZ@mipmaﬁﬁd005307VEiueﬁKﬂWiI£§Mﬂﬂﬁﬁsﬂd t here

is no matchgpa QQEHBEEQBQOEoBEg%ﬁﬁ%'On warning "PC-F corruption suspected
(hash value)™ is returne hé val'i dation controller. 5 As return val ue,

the cal cul ated hash value is additionally transmtted so that it can al so

be output her the exam va&u%n reéwét c&9cRatidy val yep C@%%' At gd hash

val ue Code "00" i.f eﬁg |on, , otherw se warning code renmuner ati on
protection PREEGERPLPE. ﬁr@&ﬁl@dﬁ% %%sb%%eat(ﬁagha\léméae BIEPE: " PC- F
corrupti on fuspehtedxbkeyhtioReselkileyt put Present exam nation and reading
result 20 Description:
Return value: Calculated hash wvalue
10 Code "00"™ if examination OK,
otherwise warning code for remuneration
protection incident
"PC-F corruption suspected (hash value)"
oxr

15 "PC-F corruption suspected (key)"
Result output

Present examination and reading result

20
Description:
A callback method provides the validation controller
with the opportunity to control a result output on the
output unit associated with the current examination. To

25 this end, the validation controller transfers the 2D
barcode object and the ascertained remuneration
protection warning code to this callback method. The
return value delivered can be the code of the finishing
method selected by the AGB examiner.

30
The callback method for the output is, likewise at the
start of the session, assigned when registering on the
validation controller.

35 Result logging

Input: 2D barcode object, code of the examination
result




A cal | back nmethod provides the validation controller wth the opportunity
to control a result output on the output unit associated wth the current

exam nation. To 25 this end, the validation controller trgnﬁlfggrﬁnthe 2D
bar code object and the ascertained remuneration protecti B r2 5ng code to

this call bagio mat/meg3ohe return valLuggdel ivered canpde/dgw apdaef the
finishing nethod selected by the AGB exam ner. 30 The cal | back net hod for

the output is, likewise at the start of the session, assigned when
registering on the validation controller. 35 Result |ogging Input: 2D

bar code object, code of the examnation result 3 0 DEC 2005 WD 03/005307
- 36 - PCT/ DeB2Qp348nRescription: In a sinplified method, the result

| oggi ng tak I ile onth ystem.on whi ch the validation 5
controller ?@ ruﬁsﬁﬁn lﬁ\ﬁ%ﬁ???“?he 5Iets§l%orl°§€tl§lg FRKES &dShs, are
transmttedidi réctfylteo BDE tanal asr}estwm tdren wiha dthe tdat abage dan itde
preferred | geal 418! te %?; ystemyvia the preferred
remuner ati on prort ecﬁ%ﬁ{%Dﬁg thfag\]teor referabfesuﬁ‘ﬁg " pO&t agee 9D, the
serial numb&f, dectiicifki mrelateanshetpedt dge;eCthy prodiEt ately atche zip

code, the reruRarali ofo PrEhECt HR Ahes t ﬁ?dechéh rOPS$38g 1§, t he
| ength of the exam nation, the tine 15 of the exam nation, the scanner's

I D, the scaﬁﬁgwrber%%l@nofPSB&eﬁqW tFeSEeBoriAg Abee, PaRdeaIrSS t he

type of furtkeunptracessi pgogeetsbar e Ahkev&bees are output, separated

fromo anot her by a semicolon, in one respective set per mail piece and

can be evaluated 20 further in this form for exanple in Excel.
Preferably, the Postage ID, the serial number, the

franking date, the postage, the product key, the =zip
code, the remuneration protection result code, the
message text, the length of the examination, the time
15 of the examination, the scanner's ID, the scanner's
mode of operation, the recording mode, and also the
type of further processing are stored. All values are
output, separated from one another by a semicolon, in
one respective set per mail piece and can be evaluated

20  further in this form, for example in Excel.

If the system is in the "initial recording" mode of

operation, then an "e" is to be entered in the

recording mode column instead of an "n" for subsequent
25 recording.

Provision of master data
Description:

30 A series of master data are necessary for the content
verification. These are:

® PC-F negative file

. sorting programs and minimum remunerations
35 e general minimum remuneration

. product key PC-F

] maximum delivery time per product key PC-F

] general maximum delivery time



If the systemis in the "initial recording" node of operation, then an "e"
is to be entered in the recording node colum instead of an "n" for
subsequent 25 recording. Provision of master data EEscri$ﬁbg?T] 30 A
series of master data are necessary for the content veri , ?8%. These

are: 35 PC onegybossofi | e sorting programs and mi ni g /isey)Ry2244s0ns
general m ni nunrenuner ati on product key PC-F maxi mum delivery tinme per

product key PC-F general maxinumdelivery time 3 0 DEC 2005 WD 03/ 005307

-.37 -PCT/ DEO2/ 02348 renuneration protection incidents,priorities and
associ at i on *wi t h TPEPPRER T8 357 HeC T hek r iBELEAB L Fur PR THdESs Sy

instructions 5 Mastecidatancanthe rlirthley preceBbidyr edstPuatehangeover
time with the exgggékon of the PC-F . negative file and also the

crypt ogr aphi cal F&r PERECERFTe 18T YCS4aM g st ati on (Post age Point).
10 I f necessary, sinple processing and distribution applications can be

i npl emrent ed (o] f e.data. Jpn that case i.ntenance shaoul d be
per f or ma% i rl\qu ?%rr%e%Exﬁ%g% sCFlaElletbfé ffrgfi(.)rrlnn:L i ecaoncf’sai\?%rﬁ M & gcenaenr%etoe\{fr Thi s
file shoul dtB@esenitth cthhecACBPELan T tye eP@ral | nagdtiSesHdlled dval r ead
into the syghems byethe RIAHBIEE a1 USLDYs @ ﬂ}“ﬁch | SMA e n to be
provi ded. Normal | ,ethefggﬁg are dis?r{bu?g% in iﬁgkait tﬁé& Eﬁgﬁod
descri bed i ACEReNPr EFafien RBRSKELst FOATEO -Protection | T fine concept, or
access to these data is enabled. The associated data structures are

descrlpﬁg Irifth%ecessary, simple processing and distribution
applications can be implemented for some of the data.

In that case, maintenance should be performed in an

Excel sheet, from which a csv file is generated. This

file should be sent to the AGB examiner by e-mail and

15 should be read into the systems by the AGB examiner

using a mechanism which needs to be provided.

Normally, the data are distributed in line with the
method described in the Preferred Remuneration

20 Protection IT fine concept, or access to these data is
enabled.

The associated data structures are described in the
data model for the Preferred Remuneration Protection
25 fine concept.

‘Distribution of the key data

The symmetrical keys, which are used on the charge sum

30 loading station (Postage Point) for the purpose of
protecting the 2D Dbarcode contents and which are
required by the crypto system for validation, are
interchanged at regular intervals for security reasons.
When used in all mail centers, the keys need to be

35 transferred automatically and safely from the (Postage
Point) to the crypto systems.



data nodel for the Preferred Renmuneration Protection 25 fine concept.
.Distribution of the key data The symetrical keys, which are used on the
charge sum 30 |oading station (Postage Point) for the pug@o§§;@ﬁ5
protecting the 2D barcode contents and which are required by the crypto

system for wal iodgiviog3p7are interchanged at regul ar ipd®mEdE/ dayagsecurity
reasons. Wien used in all nmail centers, the keys need to be 35 transferred

automatically and safely fromthe (Postage Point) to the crypto systens. 3
0 DEC 2005 IMO 3/ 005307 - 38 - PCT/DEO2/02348 In this case,  interchange
shoul d take Bl ac®'%i §35Fe PreperhandreniiRitdi 6AKEr Gtltds oNigderVr, since

thef_chargepmrﬁelnmﬂ_ ngeaxﬁalteirf@rtj(c?ospmd eRm'ilniﬁ sbewkd,nosinbaverany
configurati regar g Lch pr r.re c repuperati on _protection
syst ens and%%ﬁfgﬁ 6§§€t%oag§§9e a?ﬁé?bfL$°§&?%?. ?%?%'cﬁ%&Pﬁy'ﬁF5¥erred
met hod st epdafver amt erahingirat idkeysegaedihgwwhiinhf ipgerfe rtedTHeoqarlef erred
key 10 igtergﬁg&ggs p ; n ral _| gadj stati o Post age
Point), a céhtra c%@%§§ sg?éngﬁﬁ%§§ %Y%?gﬁﬁtyag IggthCrgépgnéérvers.
Si nce the syifterScihekeforap&iot .great inportance for 15 the 2D barcodes
corruption security, the interchange needs to be protected by a high | evel
of cryptogr%ph . and hy explicit authentication of the conmunicating
parties. F@Hﬁﬁi%ﬂpﬁ%g?ﬁr%GnmﬁiﬂQﬂi%ﬁﬁk%yfﬁﬁn&@éméﬂh%ﬂQW%b crypto
hardware 25kkegrs t herer yphowaar drs basgereont.i gutdd | Gike Fakkraus we@asur es

o Ry AL B8 B et oL LA o They
station (Postage Point), a central crypto server and a

plurality of local crypto servers.

Since the symmetrical keys are of great importance for

15 the 2D barcodes' corruption security, the interchange
needs to be protected by a high level of cryptography
and by explicit authentication of the communicating
parties.

20 Configuration

Basic configuration/key management of the crypto
hardware

25 For the crypto card's basic configuration, various
measures are necessary. These should be performed by a
security administrator. They roughly involve the
following activities:

300 e installation of the software API on the card
L generation and installation of the private keys
for protecting administration applications and
loadable software

35 Depending on the selected card type and card

manufacturer, this requires different measures.



30 installation of the software APl on the card generation and
installation of the private keys for protecting adm nistration
applications and | oadable software 35 Depending on the ddl Bt} card type
and card nmanufacturer, this requires different neasures. 3 0 DEC Mb WO
03/ 005307 - W89 03PCD5BRG2/ 02348 The crypbo-card' s applpeplpEor fedxgsed basic
configuration provided for the preferred renmuneration protection system
conprises the following steps: 5 secure encryption and transfer of the

netri cal e to the card - for exanpl.e RSA encryptjo jr with
:%/rrul talneough(l:%e)r/ficfri%%gg geﬁélrreﬂ{%n f%?gﬁﬁé:a hBPF@%ﬁ?Jﬁﬁﬁdpo ?Svd\ﬂtc of the
key 10 fi rmoyxfplgmrtﬁjcgyrpravd:éedi ficcat €hé oprelierebar gemeiendtdadi ng
station (PO%E%Q%CEQth%y%%e%r@%ﬁg& se%n%%%?f%2§%§%§§aggggg9 be inported has

been i ssued™ by the charge sumloading statio oi'nt). 15 Basic
configuration of the crypto system application Every scanner, every user

and every Cayptoseahdemdiiaypd i cRt 0xaXSEEN Beednd o higaharant er i zed
e

by a unique ID Utimtely,” it Is also necessary to | I1fy every 20
AFM 2D code read&fYBy tRedhi® sRLd unilfie $BMRIRYIFTA RFoTTYRRidthesitart of a

session with the-valitdatsiiam] t2h ey red Hersi ddher Q;héh%%iastitdh beya tRgi n.  As
paraneters, this_|lpgin contains the scanne IE, the user ID and also the
cal | back met hodspflgglf:h%eﬁfaﬁﬁ | OUXRMNE i&'rf‘?,e §Y the output of the reading
and exam nation results. 30 The return value returned is a session I D which

also nggds,to be, f n_subsequent..exam nation, calls within the
session. For t he?égfé‘g?’zﬁ{f&ﬁg %E;go% Cgeorﬁctlefxltca?tse sf%Fe&hgn e 9al i dat i on
control | er, sai dSUBlesstarhir@nsért iotor (Pgstaget Paisfter jar amdeer .0

ensure that the key to be imported has been issued

by the charge sum loading station (Postage Point).
15 Basic configuration of the crypto system application

Every scanner, every user and every crypto card within

the crypto system needs to be characterized by a unique

ID. Ultimately, it is also necessary to identify every
20 AFM-2D code reader by meané of a unique ID.

Login/logoff

At the start of a session with the wvalidation
25 controller, there needs to be a login. As parameters,
this login contains the scanner ID, the user ID and
also the callback methods for the manual examination,

or the output of the reading and examination results.

30 The return value returned is a session ID which also
needs to be transferred upon subsequent examination
calls within the session. For the session ID, a session
context is stored on the validation controller, said
session context storing the transfer parameters.

35
If, during his session, the user makes changes to the
mode of operation, to the predefinéd product, or to

other session settings which can be configured during




35 If, during his session, the user makes changes to the node of

operation, to the predefined product, or to other session settings which
can be configured during 3 0 DEC 2005 WO 03/005307 - 40 PCTJFDEQR/ 02348 t he
runtinme, then these changes are reconstructed in the variables allocated
for this pumW@E98/A0IOBIBI0T t he session-cantext. 5 For apdmsEd2/ddBigessi on
context is deleted as appropriate. Subsequent examnation calls with this
session ID are rejected. The managenent of users and passwords needs to be
10 defined iin _a general user agenent concept for preferred renmuneration
protection, S ¢ ?%l%%ft%gﬁﬁﬁﬁbgi?eF %eﬁﬁﬁefﬁEPﬁﬁ%ﬁPSggﬁi%% IT fine
concept. Théhreeaddngabystensl heeattéd Mo eghsserrdpidd whehinb thad i dati on
controller %%%%&%nEé%%E@%.ion requests are executed. The paraneters to be

transferred are the Treading systems ID and also a password. The return

val ue returned upon successful registration is |ikew se a session ID,

whi ch needs rt3- bg tiaRsmH t edHgpon the 20 sibseguent verdfd
requests. \Wien the r egdi n%p%yst emis s orf . ovm.,&'?ﬁe%es ngireé sét%:%abgb a
cor r espondi AFATFIt¥A %R t h SUHSE BERtE olg ¥aminst M ceplafeousthsgdrial user

rol es Wt hi gelshe otompext-eot-etjbetsgeurity concept, two special 30 user
roles need to be provided, which need to be perforned by two different
peopl e. Security adm nistrator 35 The role of security admnistration
conpri ses tAde fobhegemgnttasks: BsOrPEGR2H0pas 8RNI D0R3CEs 4d -be

PCT/DEOféOZ%%%ined. in a general user management concept for
preferred remuneration protection, which is part of the

preferred remuneration protection IT fine concept.

The reading systems need to be registered with the
15 wvalidation controller before examination requests are
executed. The parameters to be transferred are the
reading system's ID and also a password. The return
value returned upon successful registration is likewise
a session ID, which needs to be transmitted upon the

20 subsequent verification requests.

When the reading system is shut down, there needs to be
a corresponding logoff with this session ID.

25 Miscellaneous
Special user roles
Within the context of the security concept, two special
30 user roles need to be provided, which need to be
performed by two different people.

Security administrator

35 The role of security administration comprises the
following tasks:




creating command files for adm nistering the crypto card signing these
command files initializing and managi ng the crypto cards supervising the
| oadabl e software and the associated configuration The sggq@gﬂms

adm ni strator authenticates hinself using the private key for card

admi ni st r at won03hios3ioy stored 10 on_ayxdi skette or snpéd/sEesy gghegreeds to
be kept strictly | ocked away by the security admnistrator. Only

adm ni strati on commands signed using this key can be executed on the

crypto card. Since this nmechanism 15 protects the commuand sequence and the
associ ated °*par afétS st Pex et BRdof fihese EmmaAdRitdss s e thifel egat ed
to system adm ni striygtter saird situ. To this end, the security adm nistrator
needs to make the. commmands avail abl e ?ﬁnl to wite appropriate nethod 20

instructions. AnStAEFFGadlSss meAEGETe the crypto cards, with the
serial nunber, theiddefligingt iaow awmctaigiessthicemryptsbeardt the systemin
whi ch t heseg,card L al , |,sp the lqQcation of the,system
bei ng rgcor.ded gfffeg%,‘ﬁﬁ?f#@?ﬁ d.ér%r ?L%%cfae%g?ves&f&&aor%arag,d t hee?le is

al so a record of agseciigties! diomd igheatdiogds. Together with the security
manager QA, he supervises 30 the software sources and the associ ated
software configuration and enables themfor installation. In addition, the
sof twar e whit&f MESHY ity rAnkRtafredor suthentaspgesediimsethalsihd and on

the crypto seeveridaties examidetal st ihe sarsh Softmares | cenabl ed and
si gned. (2 0 DEC ZQP.S kV€t03/ 005307 - 42 - PCT/ DEO2/ 02348 The card software
speci fital | ¥PneddS 3 Bet exdti ndds Garsr e WRider t&t Bfy Kiht one of

t he secret kéydctdanlbekpsassedyt byt hbeogkesiude tyi adnheideirdedbri nt er f ace,

Only administration commands signed using this key can

be executed on the crypto card. Since this mechanism
15 protects the command sequence and the associated

parameters, execution of these commands can also be

delegated to system administrators in situ. To this

end, the security administrator needs to make the

commands available and to write appropriate method
20 instructions.

Another task is management of the crypto cards, with
the serial number, the configuration and the system
number of the system in which these cards are
25 installed, and also the location of the system being
recorded for every card. For the reserve crypto cards,
there is also a record of who is holding the cards.

Together with the security manager QA, he supervises
30 the software sources and the associated software
configuration and enables them for installation.

In addition, the software which needs to be installed,
or is installed, on the card and on the crypto server

35 is examined and also the card software is enabled and
signed.



or whet her mani pul ation attenpts have been nade there, 5 such as storage of
constant predefined keys or the use of nonsecure encryption nethods. In
addition to the card software, it is also necessary to ean'ne the crypto
server's application software which is linked to said céﬂdqum%mare. 10

Aut hent i cat wonoByopesber med in exactlysbhe same way asop/igkd2y@zase of the
security admnistrator using a private key. In this case, however, the

private key for software signing is involved. 15 However, an additi onal
security inghhis case involves installation of the software requiring not

just that & SN g gHeRcl blgahl ¥onehdsatgobratadmingst 419 at i on

command. Si deeetrwldndl ffRiteEr peephay( @didt agsr and seewkitt keys
adnlnlstratorékgge re%PQQS|bI€mfor thi.s, and since the associ ateéd keys are
kept at two % PPeFEM° D i 'OhS, CULRATGR Méfelthst Hddsh Ly fadaeen se
ensured in dthi sheader 2@nipailsofiovar ettemgt st habut edeby rblile se@d,ty QA
manager ¢ in e ith the security admmnistrator. This particularly
preferré% eﬁgggi%gﬁg%§¥%4%3?%v%%??%ﬁngtﬁagdﬁfbg?ge eyﬁooﬁiﬁ$ r eht©
aut hent i cat Pén n@ysecwheé clen @y pieiams medathodiat.a Secwddiyt iic | hor edased
consi der abl 4 4 t clal 3 0] A _net rifying
t he aut hent %glrtd %?fga)\%ggai éit?aggf.r%gﬁ?ﬁgleﬁ%r%m cﬁ'gﬁas e%ar(r?fE p\uet%éon a mail
pi ece, wit hcéh’?%f’ogr%%ﬁf%%l S| APBRAEEitdrcom ik | whiche ifr dakikey nmar k
bei ng decrypbedaandcHggadsberwayeri fying the authenticity of the franking
mar k, :ﬁ?aracterized 10 in that a verifying unit controls a sequence of
exam nation conponents, with a first exam nation

Authentication is performed in exactly the same way as

in the case of the security administrator using a
private key. In this case, however, the private key for
software signing is involved.
15
However, an additional security in this case involves
installation of the software requiring not just that
the software be signed, but also the associated
installation command. Since two different people (QA
20 manager and security administrator) are responsible for
this, and since the associated keys are kept at two
different locations, a high level of security is

-likewise ensured in this case.

25 The software is distributed by the security QA manager
in agreement with the security administrator.

This particularly preferred embodiment of the invention
thus provides two different authentication keys, which

30 means that data security is increased considerably.




conponent conprising the reading-in of a matrix code contained in the
di-gital franking mark, in that the verifying unit controls splitting of
the content of the 15 matrix code, in that the exam nation conponents are
carried out as exam nation steps, in that the verifying unit

si mul t aneously executes a plurality of é&gam nation requests and al so sone
of the examnation steps in parallel therewith, in that franking marks
produced by 20 the exam nation steps w thout authorizati odaE€ 2(05
ascertained, in that the result of the verificationis transmtted as a
digital nessage, and in that this results in a nmail piece being discharged
fromthe noPaténprotasmsng cycle for the mail pieces. 25 2. The nethod as
clainmed in claim1, characterized in that one of the exam nation
conponent s conprises decryption of the cryptographical information 30 in
the franki nglrark® cesthpdedfSr ThernByhod ashel aa'mtdn:bmmieitperoibr abot h of

claims 1=andy2qi¢haraectenkzg ma%lk %thRE%gQO%eer}L Zﬁ@% h%?le ;1%

exam nat i on conponents conprrses conpari son
production oPl?ﬁérfW%ﬁmlﬁ§Y§§p@nﬁm$RQQicmnf@mmaﬁyﬂa anﬁmenﬂ@thmd as

clai med in opgeOr FRBKE 1f th@arpreg@%@g %ﬂ@ tgaargﬁaerhééq 'f%rt hat a
readi ng unit and _t he ven? uni t i Nt er change | nfornmati on usi ng a

synchr onous PFbtH¥LRY EbGSauﬁ%%nﬁ%?h%ﬂ o5 Ehai feanking | wark4,

characteri zegharacterized

10 in that a verifying unit controls a sequence of
examination components, with a first examination
component comprising the reading-in of a matrix code
contained in the digital franking mark, in that the
verifying unit controls splitting of the content of the

15 matrix code, in that the examination components are
carried out as examination steps, in that the verifying
unit simultaneously executes a plurality of examination
requests and also some of the examination steps in
parallel therewith, in that franking marks produced by

20 the examination steps without authorization are
ascertained, in that the result of the verification is
transmitted as a digital message, and in that this
results in a mail piece being discharged from the
normal processing cycle for the mail pieces.

25
2. The method as claimed in claim 1,
characterized
in that one of the examination components comprises
decryption of the cryptographical information contained

30 in the franking mark.

3. The method as claimed in either or both of
claims 1 and 2,

characterized



in that the protocol is RPC based. 15 6. The nethod as clainmed in one or
nore of claine 1 to 5, characterized in that the reading unit and the
verifying unit comunicate with one another using an asynchronous 20
protocol. 7. The nmethod as clained in claim6, characterized in that the
readi ng unit sends a data nmessage to thg, 25 verifying unit. 8. The nethod
as clainmed in claim7, characterized in that the data neg§gdié 2605nt ai ns t he
content of the 30 franking mark. 9. The nethod as clainmed in one or nore
of claims 1 ,to %, characterized 35 in that the data nessage contains a
request to stBrflgt 6?Vbt%€r§ﬁﬁi&éaWAQQQ%ﬁWmF?@E@?%%?S-CQBPrBSGSDEC 2005
10. The net hodmpardisaimetetwaite ahaDitd i Proludtti¢h JRraskerized
rns. |l oad _distribution 5 between a

in that a cr interface r
plurality of¥€%$¥#§%n%aﬁga%§§ g © TRETHBENDH RS clained in one or nore of
claims 1 to 10, characterized 10 in that the content of the franking mark

is split gnt -.ingﬁ%gq@%%hghelgg.(%#%%ﬁ¥§aqg}h8% as_clal med in.one or nore

preceding clains, aracterized 1 tan T'dent i fitatt o nuber
(Post age | D)P¥e¢edheg claims,

characterized
in that a reading wunit and the verifying unit

interchange information using a synchronous protocol.

10
5. The method as claimed in claim 4,
characterized
in that the protocol is RPC based.
15 o. The method as claimed in one or more of claims 1
to 5,
characterized

in that the reading unit and the verifying unit
communicate with one another using an asynchronous
20 protocol.

7. The method as claimed in claim 6,

characterized

in that the reading unit sends a data message to the
25 verifying unit.

8. The method as claimed in claim 7,

characterized

in that the data message contains the content of the
30 franking mark.

9. The method as claimed in one or more of claims 1
to 8,
characterized

35 in that the data message contains a request to start a
cryptographical verifying routine.




custoner systemcontrolling the production of the franking nmark is
ascertained fromthe franking mark. 20 13. The nethod as clained in one or
preceding clains, characterized in that individual custoner
systemidentification specifications (Postage ID) are recorded in a

nore of the

negative 25

file, and the mail pieces associated with this Postage

di scharged froma normal processing pfbd#%ééion for nail‘p'gp 14
-method as clainmed in one or nore of the 30 preceding clains, characterized
in that an eiﬁryp d receiver address statenment contained in the franking

mark is conp

I D are
. The

ed WEthTS Ut edVert3ddPessn iR aPEdmPEr @&l iGeriyiofl t he

mail 35 piete.9; 46 3 0 DEC 2005 15. The nethod as clained in one or nore

of clainms 1

net hod can bé

ﬁﬁe . 16. The nethod as clained in claima15,

characteri zeqlllni fhetata metihwtb paiatetéaseape réoanged caral yd iaftireiou it
a personal dhgt{abnkgypRELYRES B%V%e%ﬁ%Qﬁhét%Qa%%Fh a system

adm ni strator.
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11. The method as claimed in one or more of claims 1
to 10,

characterized

in that the content of the franking mark is split into

individual fields.

12. The method as claimed in one or more preceding
claims,

characterized

in that an identification number (Postage ID) for the
customer system controlling the production of the

franking mark is ascertained from the franking mark.

13. The method as claimed in one or more of the
preceding claims,

characterized

in that individual customer system identification
specifications (Postage ID) are recorded in a negative
file, and the mail pieces associated with this Postage
ID are discharged from a normal processing progression

for mail pieces.

14. The method as claimed in one or more of the
preceding claims,

characterized

in that an encrypted receiver address statement

contained in the franking mark is compared with a
receiver address indicated for delivery of the mail
piece.

cggggéﬁgch%rgpterized in that verifying paraneters for the

10 of
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15. The method as claimed in one or more of claims 1
to 14,

characterized

in that verifying parameters for the method can be

changed.

16. The method as claimed in claim 15,

characterized

in that method parameters are changed only after input
of a personal digital key (private key) associated with

a system administrator.




