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FIG. 3 
  

1331. Generate a random key seed 
 

1332. Use the key seed to generate a 
master root key pair of an organization 

 

1333. Store the master root key pair 

1334. Destroy the key seed 
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FIG. 4 
  

1335. Determine a master root key pair of an 
organization according to an identification of the 

organization 
 

1336. Determine a key pair generation path of a 
user based on an identification of the user 

 

1337. Derive a key pair of the user based on 
the key pair generation path of the user and 
the master root key pair of the organization 
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FIG. 5 

1339. Determine a master root key pair of an 
organization according to an identification of the 

organization 
 

1340. Determine a key pair generation path of a user 
based on an identification of the user 

 

1341. Derive a key pair of the user based on the key 
pair generation path of the user and the master root 

key pair of the organization 
 

1342. Sign to-be-signed data using a private key in the 
key pair of the user 

 


