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FIELD

The present invention relates to a field of display, and more particularly, to a security display

method and device, and a security terminal.

BACKGROUND

At present, a terminal device (for example, a computer, a smart phone, and the like) is widely

used in daily life of people. The terminal device may be easily controlled by programs such as

Trojans. In a transaction process, the Trojans may tamper transaction information to be confirmed

by a user, and control a display screen to display original transaction information. As a result, the

user may consider the transaction information to be correct to confirm the transaction information.

However, the transaction information which is tampered is the tampered transaction information,

leading to an illegal transaction and causing a loss of the user. Therefore, how to ensure a display

security on the terminal device and to ensure the security of the transaction, becomes a problem to

be solved urgently.

SUMMARY

One aspect of the present disclosure provides a security display method. The security display

method includes, step S1 of a display control module entering a security display control state; step

S2 of obtaining, by the display control module, first information to be displayed currently; step S3

of determining, by the display control module, whether the first information to be displayed

includes a specified identifier, and if yes, executing step S4; step S4 of obtaining, by the display

control module, security processing information by filtering the first information to be displayed
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based on the specified identifier, and sending the security processing information to a security

module for securely processing; step S5 of controlling, by the display control module, a display

screen to display the security processing information at a security display address, in which the

security display address is a preset fixed display address, or step S5 of adding, by the display

control module, a security identifier to the security processing information to obtain security

display information and controlling the display screen to display the security display information.

Another aspect of the present disclosure provides a security display device. The security

display device includes: a state control module, configured to control a security display device to

enter a security display control state; a first obtaining module, configured to obtain first

information to be displayed currently; a first determining module, configured to determine whether

the first information to be displayed includes a specified identifier, and in response to the first

information to be displayed includes the specified identifier,, send the first information to be

displayed to a filtering module; the filtering module is configured to receive the first information

to be displayed, obtain security processing information by filtering the first information to be

displayed based on the specified identifier, send the security processing information to a security

module connected to the security display device for securely processing, and send the security

processing information to a display control module; the display control module is configured to

control a display screen to display the security processing information at a security display address,

wherein the security display address is a preset fixed display address; or, the filtering module is

configured to receive the first information to be displayed, obtain the security processing

information by filtering the first information to be displayed based on the specified identifier, send

the security processing information to the security module connected to the security display device

for securely processing, and send the security processing information to a security identifier

adding module; the security identifier adding module is configured to add a security identifier to

the security processing information to obtain security display information; and the display control

module is configured to control the display screen to display the security display information.

Yet another aspect of the present disclosure provides a security terminal. The security

terminal includes one or more processors, a memory, and one or more programs, stored in the

memory, that when executed by the one or more processors perform: a display control module

entering a security display control state; obtaining first information to be displayed currently;

determining whether the first information to be displayed includes a specified identifier, and in
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response to the first information to be displayed includes the specified identifier, obtaining security

processing information by filtering the first information to be displayed based on the specified

identifier, and sending the security processing information to a security module for securely

processing; and controlling a display screen to display the security processing information at a

security display address, in which the security display address is a preset fixed display address; or,

adding a specified identifier to the security processing information to obtain security display

information and controlling the display screen to display the security display information.

With a technical solution according to the present disclosure, a security display method, a

security display device and a security terminal are provided. In the security display method, the

security processing information that is securely processed by the security module is same as the

security processing information that is displayed by the display screen. In a case that the security

processing information is tampered, since the tampered information is displayed, a user may not

confirm the security processing information that is incorrect. The tampered security processing

information may be not signed until the user confirm the tampered security processing information

such that a technical problem that “what you see is what you sign” cannot be guaranteed existing

in the related art may be solved. In addition, the security processing information is displayed at the

preset fixed display address, and the user only needs to confirm the information displayed in a

region corresponding to the fixed display address, thereby enhancing convenience of confirmation.

In another example, the security display method adds the security identifier to the security

processing information included in the first information to be displayed, and the user is informed

that the displayed information is secure and not tampered based on the security identifier, while the

displayed information without the security identifier is tampered or insecure, thereby ensuring

security of displaying the information to be displayed. In addition, a security display region may

be identified based on the security identifier. The security display region may be set as any region

on the display screen as required, thereby enhancing display flexibility of the display screen.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow chart illustrating a security display method according to Embodiment 1 of the

present application;

FIG. 2 is a flow chart illustrating a security display method according to Embodiment 2 of the

present application;
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FIG. 3 is a schematic block diagram illustrating a security display device according to

Embodiment 3 of the present application;

FIG. 4 is a schematic block diagram illustrating a security display device according to

Embodiment 3 of the present application;

FIG. 5 is a schematic block diagram illustrating a security display device according to

Embodiment 4 of the present invention;

FIG. 6 is a schematic block diagram illustrating a security display device according to

Embodiment 4 of the present invention.

DETAILED DESCRIPTION

Embodiments of the present invention will be described in further detail below with reference

to accompanying drawings.

Embodiment 1

Embodiments of the present disclosure may provide a security display method. As illustrated

in FIG. 1, the security display method according to embodiments may mainly include the

following (blocks S1- S5).

At block S1: a display control module enters a security display control state.

In embodiments, the display control module may have a state control function, and may

switch among states based on a trigger of an instruction. The display control module may be

integrated to a terminal, to ensure the terminal secure. The display control module may be a

separated and secure chip, and all operations of this chip may be controlled by itself without being

controlled by an external control chip (e.g., a central processing unit of the terminal), to guarantee

security of the operations of the display control module. In a case that the display control module

is in the security display control state, after the display control module receives information to be

displayed, the information to be displayed is not directly sent to the display screen for displaying,

but a series of judgement and processing (see blocks S2-S5) are performed on the information to

be displayed, to determine a display manner based on the type and the timing of the received

information to be displayed. Compared with the security display control state of the display control

module, a non-security display control state of the display control module may be referred to as a

general state. In a case that the display control module is in the general state, the display control

module may control the display screen to directly display the information to be displayed after
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receiving the information to be displayed. In detailed implementations, in order to implement

different display functions of the display control module in different states, a switch may be set in

the display control module. In a case that the display control module is in the general state, the

switch may be controlled to be in a first switching state. In this case, the display control module

only has a forwarding function and directly forwards the received data to be displayed to the

display screen for displaying. In a case that the display control module is in the security display

control state, the switch may be controlled to be in a second switching state. In this case, after the

display control module receives the data to be displayed, operations of blocks S2 - S5 may be

performed.

As a possible implementation of embodiments of the present application, in order to trigger

the display control module to enter the security display control state, before the block S1, the

method according to embodiments may further include a block S0. The block S0 may include:

receiving, by the display control module, a first instruction sent by a central processing unit;

determining whether the first instruction is included in a security instruction set, and in a case that

the first instruction is included in the security instruction set, performing the block S1. The

security instruction set may include all instructions for triggering to enter the security display state.

With the above implementations, the display control module may be controlled to enter the

security display control state by sending any instruction included in the security instruction set in a

case of requiring to securely display.

In embodiments, the central processing unit (CPU) may be a core component in the terminal

for operation and control. The CPU may also be configured to exchange information with an

external device. The security instruction set may include, in principle, all instructions in all

instruction streams received by the display control module before the display screen displays the

information to be securely displayed. In detailed implementations, the instructions included in the

security instruction set may be determined as required. The security instruction set may be stored

in a memory of the display control module. Since the memory of the display control module

cannot be accessed by an external device, the security instruction set may be prevented from being

tampered, thereby ensuring security of the security instruction set.

In detailed implementations, an instruction tag of the instruction for triggering to enter the

security display state may be stored in the security instruction set. The instruction tag may be

represented by data having a length of a specific bit from a specific position in the instruction. For
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example, the instruction tag may be represented by the data having the length of 1 bit starting from

the second bit in the instruction. In this case, the instruction tag with the length of 1 bit may mark

256 different instructions. Since data volume of the instruction tag is small, a storage space of the

security instruction set may be saved. After the first instruction sent by the central processing unit

is received by the display control module, the instruction tag of the first instruction may be

compared with instruction tag stored in the security instruction set. The comparison may be

stopped and the display control module is triggered to enter the security display control state, when

the instruction tag of the first instruction is matched with any instruction tag included in the

security instruction set. Otherwise, when the instruction tag of the first instruction is not matched

with any instruction tag included in the security instruction set the comparison is continued until

the instruction tag of the first instruction is compared with all instruction tags stored in the security

instruction set, and it may be determined that the first instruction is not included in the security

instruction set. In detail, the display control module may compare the instruction tag of the first

instruction with the instruction tags included in the security instruction set one by one.

At block S2, the display control module obtains first information to be displayed currently.

In embodiments, the display control module may obtain the first information to be displayed

from a control instruction received. The control instruction carrying the first information to be

displayed and the instruction for triggering the display control module to enter the security display

control state may be a same instruction or may be different instructions. In detailed

implementations, based on a determination whether the control instruction and the instruction for

triggering the display control module to enter the security display control state are the same

instruction, the display control module may obtain the first information to be displayed currently in

different ways. For example, two ways may be described below.

In a first way, the instruction for triggering the display control module to enter the security

display control state is different from the control instruction carrying the first information to be

displayed currently. In this way, the security instruction set may include an application

initialization instruction or an instruction for preparing security computing environment, and the

first instruction may include the application initialization instruction or the instruction for

preparing security computing environment. The application initialization instruction or the

instruction for preparing security computing environment may be used to trigger the display

control module to enter the security display control state. The block S2 may include: receiving, by
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the display control module, the control instruction carrying the first information to be displayed,

and obtaining the first information to be displayed carried in the control instruction.

In embodiments, the display control module is triggered to enter the security display control

state by the application initialization instruction or the instruction for preparing security computing

environment. After the display control module enters the security display control state, in a case

that the control instruction carrying the first information to be displayed currently is received, the

first information to be displayed is obtained from the control instruction.

In a second way, the instruction for triggering the display control module to enter the security

display control state and the control instruction carrying the first information to be displayed

currently are the same instruction. That is, in implementations, when the display control module

receives a special control instruction for displaying, the display control module enters the security

display control state. In this way, the security instruction set may include a signature instruction

and a first instruction may include the signature instruction. That is, the signature instruction may

be used to trigger the display control module to enter the security display control state. The block

S2 may include: obtaining, by the display control module, the first information to be displayed

carried in the signature instruction.

In implementations, the display control module may be triggered by the signature instruction

to enter the security display control state. Since the signature instruction carries the first

information to be displayed currently, the display control module may be configured to directly

obtain the first information to be displayed from the signature instruction after entering the

security display control state.

At block S3, the display control module determines whether the first information to be

displayed includes a specified identifier. If yes, a blocks S4 is executed.

In embodiments, the specified identifier may be an identifier that is negotiated in advance by

the display control module and a device that generates the first information to be displayed. For

example, the identifier is a keyword or has a fixed format. The specified identifier may be used to

distinguish special information which needs to be securely processed by the security module from

other information of the first information to be displayed. In a case that the first information to be

displayed does not include the specified identifier, it indicates that the first information to be

displayed does not include the special information which needs to be securely processed by the

security module. Therefore, all of the first information to be displayed may be directly displayed,
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such that the display control module may control the display screen to directly display the first

information to be displayed. In a case that the first information to be displayed includes the

specified identifier, it indicates that the first information to be displayed includes the information

which needs to be securely displayed.

At block S4, the display control module obtains security processing information by filtering

the first information to be displayed based on the specified identifier, and sends the security

processing information to a security module for securely processing.

In embodiments, the security processing information may be key information in a transaction.

The security module is a trusted module that may ensure security of operations performed by the

security module. The security module may be configured to store information such as a key and a

certificate, and the memory of the security module may refuse access by other modules than the

security module, such that security of the stored information such as the key and the certificate

may be ensured. The security processing performed by the security module may include

encryption, decryption, signature, verification and the like. Preferably, the security processing may

be the signature operation. Besides the security processing information, the first information to be

displayed may also include information which may be directly displayed on a display screen.

In detailed implementations, the display control module may include a single output path

after the filtering based on the specified identifier. In this case, the single output path may be used

to output the security processing information, and other information except the security processing

information in the first information to be displayed may be discarded in the filtering process. The

display control module may have two output paths after the filtering based on the specified

identifier. One is configured to output the security processing information, and the other one is

configured to output other information except the security processing information in the first

information to be displayed. In this case, neither the security processing information nor the other

information in the first information to be displayed is discarded.

At block S5, the display control module controls the display screen to display the security

processing information at a security display address. The security display address is a preset fixed

display address.

In embodiments, the security display address is the preset fixed display address. For example,

the security display address is a physical address of a fixed storage unit. In another example, the

security display address is physical address of some fixed storage units. Each physical address of
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the storage unit may correspond to a respective fixed display region of the display screen. The

security processing information may be stored at the fixed display address. That is, when the

display screen displays the security processing information, the security processing information

may be displayed in the fixed region of the display screen. It should be noted that, after entering

the security display control state, the security display address of the display screen is only used to

display the security processing information, and the security processing information is displayed in

the fixed region of the display screen, such that the user may conveniently confirm that the

security processing information is in the security display control state.

In detailed implementations, in a case that the display control module includes a single output

path after the filtering based on the specified identifier, the display control module may control the

display screen to display the security processing information after obtaining the security

processing information, and the other information in the first information to be displayed is not

displayed since the other information is discarded in the filtering process. As a result, integrity of

displaying the first information to be displayed cannot be ensured. In a case that the display control

module includes two output paths after the filtering based on the specified identifier, after the

display control module obtains the security processing information, the security processing

information and the other information except the security processing information in the first

information to be displayed may be combined to obtain processed first information to be displayed,

and the display control module controls the display screen to display the processed first

information to be displayed, such that all of the first information to be displayed may be

completely displayed, thereby ensuring integrity of displaying and ensuring security of displaying.

As a possible implementation of embodiments of the present disclosure, the block S5 may

include: adding, by the display control module, a security identifier to the security processing

information, and controlling the display screen to display the security processing information and

the security identifier at the security display address. With this possible implementation, the

security identifier may be configured to inform the user that the data displayed in the region where

the security identifier is located is security data, such that the user may conveniently identify the

security display address based on the security identifier.

In embodiments, the security identifier may be a unique bank logo, a watermark private to the

user, or the like. When the security identifier is the watermark, the display control module may

adopt a digital watermarking technology to add the security identifier into the security processing
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information. The security identifier and the security processing information may be overlapped

and displayed at the security display address.

As a possible implementation of embodiments of the present disclosure, after the block S2

and before the block S3, the method according to embodiments may further include: determining,

by, the display control module, whether the first information to be displayed includes the security

identifier; if yes, discarding the first information to be displayed and sending an error response;

otherwise, if no, executing the block S3. With the possible implementation, the information to be

displayed which is falsified by a hacker and carries the security identifier may be intercepted to

prevent a case caused by the hacker that the user considers the display in the region where the

security identifier is located as the security display. A security display region is identified by the

security identifier, such that the user may conveniently and visually confirm the security display

area.

In embodiments, in a case that the first information to be displayed includes the security

identifier, it indicates that the first information to be displayed is faked information. In this case, if

the block S3 is continuously performed, the display control module may obtain the faked security

processing information included in the first information to be displayed after the filtering and

display the information on the display screen after the security identifier is added. Therefore, the

user may consider that the displayed information is secure and is not tampered, and thus

subsequent operations are performed, causing a loss to the user. Directly discarding the first

information to be displayed carrying the security identifier may prevent the display of the faked

first information to be displayed.

With the security display method according to embodiments, the security processing

information that is securely processed by the security module is same to the security processing

information that is displayed on the display screen. In a case that the security processing

information is tampered, the user may not confirm the security processing information that is

incorrect, since the tampered information is displayed. The tampered security processing

information may not be signed as long as the user does not confirm the tampered security

processing information, such that a technical problem that “what you see is what you sign” may

not be guaranteed existing in the related art may be solved. In addition, the security processing

information is displayed at the preset fixed display address, and the user only needs to confirm the

information displayed in the region corresponding to the fixed display address, thereby enhancing
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convenience of confirmation.

As a possible implementation of embodiments of the present disclosure, after the bock S5, the

method according to embodiments may further include a block S6. The block S6 may include

receiving, by the display control module, a security processing response. The security processing

response is configured to indicate a processing result of performing the security processing on the

security processing information. After it is determined that the first information to be displayed

includes the specified identifier, and before the block S6, the method according to embodiments

may further include the following. Second information to be displayed is obtained by the display

control module. It is determined whether the second information to be displayed includes the

specified identifier. If yes, the second information to be displayed is discarded, the second

information to be displayed is used as the first information to be displayed after the block S6 and

the block S4 is executed. If no, the display screen is controlled to display the second information to

be displayed.

In embodiments, the security processing information of the first information to be displayed

is stored in the security module before the display control module receives a processing result

indicating that the security processing information in the first information to be displayed is

securely processed. In this case, the display control module may continue to receive the second

information to be displayed. After the display control module receives the second information to

be displayed, the display control module may determine whether the second information to be

displayed includes the specified identifier. If yes, it indicates that the second information to be

displayed includes information that needs to be securely processed and securely displayed. At this

time, the processing on the security processing information in the first information to be displayed

is not completely. Therefore, the display control module may discard the second information to be

displayed in order to avoid that the processing of the security processing information included in

the first information to be displayed is not completely caused by that the security processing

information in the first information to be displayed is replaced by the second information to be

displayed. In another example, the display control module may store the second information to be

displayed. After the block S6, the second information to be displayed may be processed based on

the processing, after the block S3, of the first information to be displayed. Therefore, a consistency

between the security processing information in the security module and the security processing

information displayed on the display screen may be ensured, thereby avoiding that the hacker
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rapidly sends the second information to be displayed carrying real security processing information

after sending the first information to be displayed carrying the tampered security processing

information, such that the user considers that the security processing information in the security

module is consistent with the information securely displayed to bring loss to loss to the user after

the confirmation.

After the security processing information is displayed, the user may confirm the displayed

security processing information. As a possible implementation of embodiments of the present

disclosure, the display control module may perform a key detection. Different responses may be

obtained based on different detection results. For example, three ways may be described below.

In a first way, the security processing response may include a completion response. After the

block S5 and before the block S6, the method according to embodiments may further include the

following. A confirmation response is sent by the display control module to the security module in

response to detecting that a confirmation key is pressed within a preset time. The confirmation

response is received by the security module A signature operation is performed on the security

processing information, and the completion response is sent to the display control module after the

signature operation is completed.

In embodiments, the completion response may carry signature information obtained after the

security module signs the security processing information. The display control module may start

timing upon controlling the display screen to display the security processing information. The key

detection is continuously performed within the preset time. In a case of detecting that the key is

pressed, it may be determined which key is pressed based on a key value of the pressed key. The

preset time refers to the time for confirming the display information by the user. When the user

presses the confirmation key within the preset time, the confirmation may be considered as a valid

confirmation operation. In order to further remind the user, a countdown starting from the preset

time may be displayed on the display screen to inform the user of the remaining time for the

confirmation. In addition, since an existing mobile terminal only has such as a power key, an up

key, a down key and the like, but does not have the confirmation key, Therefore, in order to

implement a function of the confirmation key, the confirmation key may be added to the mobile

terminal, which requires changing a structure of the mobile terminal and increasing a hardware

cost. In order to save the hardware cost, an existing key of the existing mobile terminal, for

example, an up key or a down key, may be used as the confirmation key within the preset time
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after the display control module starts the timing.

In a second way, the security processing response may include: a canceling response. After

the block S5 and before the block S6, the method according to embodiments may further include

the following. A canceling response is generated in response to detecting by the display control

module, that a canceling key is pressed within the preset time.

In embodiments, the display control module may start the timing upon controlling the display

screen to display the security processing information. The key detection may be continuously

performed within the preset time. In response to detecting that the key is pressed, it may be

determined which key is pressed by a key value of the pressed key. The preset time may refer to

the time for confirming the display information by the user. When the user presses the canceling

key within the preset time, the canceling is a valid canceling operation. In order to further remind

the user, the countdown starting from the preset time may be displayed on the display screen to

inform the user of remaining time for this operation. Further, the canceling key may be

implemented with reference to two ways of implementing the confirmation key in the first way.

In a third way, the security processing response may include a timeout response. After the

block S5 and before the block S6, the method according to embodiments may further include the

followings. The timeout response is generated in a case that no confirmation key or canceling key

is pressed within the preset time.

In embodiments, detecting by the display control module, that no confirmation key or no

canceling key is pressed within the preset time includes may the following two cases. The display

control module detects that other keys except the confirmation key and the canceling key are

pressed within the preset time, or the display control module detects that no key is pressed within

the preset time.

As a possible implementation of embodiments of the present disclosure, the key detection

may be performed by the security module. Based on different detection results, different responses

may be obtained in following three ways.

In a first way, the security processing response may include a completion response. After the

block S5 and before the block S6, the method according to embodiments may further include the

followings. After detecting that the confirmation key is pressed within the preset time, the security

module may perform the signature operation on the security processing information, and send the

completion response to the display control module after the signature operation is completed.
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In embodiments, the security module may state the timing upon controlling, by the display

control module, the display screen to display the security processing information. The key

detection may be continuously performed within the preset time. In a case of detecting that the key

is pressed, it may be determined which key is pressed based on the key value of the pressed key.

The preset time may refer to the time for confirming the displayed information by the user. When

the user presses the confirmation key within the preset time, the confirmation is a valid

confirmation operation. In order to further remind the user, a countdown starting from the preset

time may be displayed on the display screen to inform the user of remaining time for the

confirmation. In addition, since an existing mobile terminal only has such as a power key, an up

key, a down key and the like, but does not have the confirmation key. In order to implement the

function of the confirmation key, the confirmation key may be added to the mobile terminal, which

requires changing the structure of the mobile terminal and increasing the hardware cost. In order to

save the hardware cost, an existing key of the existing mobile terminal, for example the up key or

the down key may be reused as the confirmation key within the preset time after the display

control module starts the timing.

In a second way, the security processing response may include a canceling response. After the

block S5 and before the block S6, the method according to embodiments may further include the

followings. A canceling response is generated in response to detecting, by the security module

detects that a canceling key is pressed within the preset time and the canceling response is sent to

the display control module.

In embodiments, when the display control module controls the display screen to display the

security processing information, the security module may start the timing and continue to perform

the key detection within a preset time. In a case of detecting that the key is pressed, it may be

determined which key is pressed based on the key value of the pressed key. The preset time may

refer to the time for confirming the displayed information by the user. When the user presses the

canceling key within the preset time, the canceling is may be a valid canceling operation. In order

to further remind the user, the countdown starting from the preset time may be displayed on the

display screen to inform the user of remaining time for the operation. Further, the canceling key

may be implemented with reference to two ways of implementing the confirmation key in the first

way.

In a third way, the security processing response may include a timeout response. After the
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block S5 and before the block S6, the method according to embodiments may further include the

followings. A timeout response is generated by the security module and sent to the display control

module in response to detecting that no confirmation key or no canceling key is pressed within the

preset time.

In embodiments, detecting, by the security module, that no confirmation key or no canceling

key is pressed within the preset time may include the following two cases. The security module

detects that other keys except the confirmation key and the canceling key are pressed within the

preset time, or the security module detects that no key is pressed within the preset time.

As a possible implementation of embodiments of the present disclosure, after the block S6,

the method according to embodiments may further include the followings. The security processing

response is sent by display control module to the central processing unit. With this possible

implementation, the central processing unit may learn about the processing of the security

processing information.

In embodiments, in a case that the key detection is performed, after the display control

module receives the completion response sent by the security module, or the display control

module generates the canceling response, or the display control module generates the timeout

response, the display control module may send a corresponding security processing response to the

central processing unit. In a case that security detection is performed by the security module

performs, the display control module may receive the completion response, the canceling response

or the timeout response sent by the security module, and send the corresponding security

processing response to the central processing unit. After receiving the security processing response,

the central processing unit may send the security processing response to a background server of a

bank through network. The background server of the bank may carry out subsequent transaction

operations based on the received security processing response.

Embodiment 2

Embodiments provide another security display method. A difference between the

Embodiment 2 and Embodiment 1 is in the block S5 and others are the same to the Embodiment 1,

which is not described in detail here. Only the difference will be described below. As illustrated in

FIG. 2, the security display method according to embodiments may mainly include the following

(blocks S1-S5, where blocks S1-S4 are same to those in Embodiment 1).
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At block S1, the display control module enters the security display control state.

At block S2, the display control module obtains first information to be displayed currently.

At block S3, the display control module determines whether the first information to be

displayed includes the specified identifier. If yes, the block S4 is executed.

At block S4, the display control module obtains the security processing information by

filtering the first information to be displayed based on the specified identifier, and sends the

security processing information to the security module for securely processing.

At block S5, the display control module adds a security identifier to the security processing

information to obtain security display information and controls the display screen to display the

security display information.

In embodiments, the security identifier may be a unique bank logo, a watermark private to the

user, or the like. In a case that the security identifier is the watermark, the display control module

may adopt a digital watermarking technology to add the security identifier into the security

processing information to obtain the security display information. The security identifier and the

security processing information may be overlapped and displayed. A display region having the

specified identifier is a security display region. The information displayed in the security display

region is not attacked and is secure.

As a possible implementation of embodiments of the present disclosure, after the block S2

and before the block S3, the method according to embodiments may further include the followings.

It is determined, by the display control module, whether the first information to be displayed

includes the security identifier. If yes, the first information to be displayed is discarded and an

error response is sent. If no, the block S3 is executed. With this possible implementation, the

information to be displayed carrying the security identifier that is falsified by the hacker is

intercepted to prevent a case caused by the hacker that the user considers the display in the region

where the security identifier is located as the security display.

In embodiments, in a case that the first information to be displayed already includes the

security identifier, it indicates that the first information to be displayed is faked information. In this

case, if the block S3 is continuously executed, the display control module may obtain faked

security processing information included in the first information to be displayed by the filtering

and display the information on the display screen after the security identifier is added. Therefore,

the user may consider that the displayed information is secure and is not tampered, and thus
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subsequent operations are performed, causing a loss to the user. Directly discarding the first

information to be displayed carrying the security identifier may prevent the display of the faked

first information to be displayed.

With the security display method according to embodiments, the security identifier is added

to the security processing information included in the first information to be displayed The user is

informed, based on the security identifier, of that the displayed information is secure and is not

tampered, and the displayed information without the security identifier is probably tampered and

insecure attack information, to allow the display security of the information to be displayed. In

addition, the security display region is identified based on the security identifier, to enhance

display flexibility of the display screen. The security display region may be set as any region on

the display screen as required

Embodiment 3

Embodiments provide a security display device. FIG. 3 is a schematic block diagram

illustrating a security display device 10 according to embodiments. The security display device in

Embodiment 3 may be used to execute the security display method in Embodiment 1. Only the

structure of the security display device in Embodiment 3 will be briefly described below, and other

contents may refer to related descriptions of the security display method in Embodiment 1.

As illustrated in FIG. 3, the security display device 10 according to embodiments may include

a state control module 101, a first obtaining module 102, a first determining module 103, a

filtering module 104, a display control module 105. The state control module 101 may be

configured to control the security display device 10 to enter a security display control state. The

first obtaining module 102 may be configured to obtain first information to be displayed currently.

The first determining module 103 may be configured to determine whether the first information to

be displayed includes a specified identifier, and if yes, send the first information to be displayed to

the filtering module 104. The filtering module 104 may be configured to receive the first

information to be displayed, obtain security processing information by filtering the first

information to be displayed based on the specified identifier, send the security processing

information to a security module connected to the security display device for securely processing,

and send the security processing information to the display control module 105. The display

control module 105 may be configured to control the display screen to display the security
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processing information at a security display address. The security display address is a preset fixed

display address.

With the security display device according to embodiments, the security processing

information that is securely processed by the security module is same to the security processing

information that is displayed by the display screen. In a case that the security processing

information is tampered, the user may not confirm the security processing information that is

incorrect, since the tampered information is displayed. The tampered security processing

information may not be signed as long as the user does not confirm the tampered security

processing information, such that a technical problem that “what you see is what you sign” may

not be guaranteed existing in the related art may be solved. In addition, the security processing

information is displayed at the preset fixed display address, and the user only needs to confirm the

information displayed in the region corresponding to the fixed display address, thereby enhancing

convenience of confirmation.

In embodiments, various modules of the security display device 10 may be integrated on a

single chip, to form a separated and secure chip, and all operations of the security display device

10 may be controlled by an internal module thereof, without being controlled by an external

control chip (e.g., a central processing unit of the terminal), to guarantee security of operations of

the security display device 10. The state control module 101 has a state control function, and may

switch states of the security display device 10 based on a trigger of an instruction. In a case that

the security display device 10 is in the security display control state, after receiving the

information to be displayed, the security display device 10 does not directly send the information

to be displayed to a display screen connected to the security display device 10 for display, but a

series of judgments and processes are performed on the information to be displayed by modules

(e.g., the first determining module 103 and the filtering module 104) of the security display device

10 to determine a display manner based on the type and the timing of the received information to

be displayed. Compared with the security display control state of the security display device 10, a

non-security display control state of the security display device 10 may be referred to as a general

state. In a case that the security display device 10 is in the general state, after the security display

device 10 receives the information to be displayed, the display control module 106 may be

configured to control the display screen connected to the security display device 10 to directly

display the information to be displayed. In detailed implementations, in order to realize different
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display functions of the security display device 10 in different states, a switch may be set in the

security display device 10. In a case that the security display device 10 is in the general state, the

switch may be controlled to be in a first switching state. In this case the security display device 10

only has a forwarding function and directly forwards the received data to be displayed to the

display screen for displaying. In a case that the security display device 10 is in the security display

control state, the switch may be controlled to be in a second switching state. In this case, after the

security display device 10 receives the data to be displayed, the data may be processed by the first

obtaining module 102, the first determining module 103, the filtering module 104, a security

identifier adding module 105, and the display control module 106.

As a possible implementation of embodiments of the present invention, the display control

module 105 may include: a security identifier adding unit 1051 and a display control unit 1052.

The security identifier adding unit 1051 may be configured to add a security identifier to the

security processing information. The display control unit 1052 may be configured to control the

display screen to display the security processing information and the security identifier at the

security display address. With this possible implementation, the user may conveniently identify the

security display address based on the security identifier.

As a possible implementation of embodiments of the present disclosure, the security display

device 10 according to embodiments may further include: a first receiving module 106 and a

second determining module 107. The first receiving module 106 may be configured to receive a

first instruction sent by the central processing unit, and send the first instruction to the second

determining module 107. The second determining module 107 may be configured to determine

whether the first instruction is included in a security instruction set, and if yes, trigger the state

control module 101 to control the security display device 10 to enter the security display control

state. The security instruction set may include all instructions for triggering to enter the security

display state.

In embodiments, the first obtaining module 102 may be configured to obtain the first

information to be displayed from the received control instruction. The control instruction carrying

the first information to be displayed and the instruction for triggering the state control module 101

to control the security display device 10 to enter the security display control state may be a same

instruction or different instructions. In detailed implementations, based on a determination whether

the control instruction is same as the instruction for triggering the security display device 10 to
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enter the security display control state, the first obtaining module 102 may be obtain the first

information to be displayed currently in different ways. For example, two ways may be described

below.

In a first way, the instruction for triggering the security display device 10 to enter the security

display control state is different from the control instruction carrying the first information to be

displayed currently. In this way, the security instruction set may include an application

initialization instruction or an instruction for preparing a security computing environment, and the

first instruction may include the application initialization instruction or the instruction for

preparing the security computing environment. The application initialization instruction or the

instruction for preparing the security computing environment may be used to trigger the security

display device 10 to enter the security display control state. The first receiving module 106 may be

further configured to receive a control instruction, sent by the central processing unit, carrying the

first information to be displayed, and send the control instruction to the first obtaining module 102.

The first obtaining module 102 may be configured to obtain first information to be displayed

currently by obtaining, by the first obtaining module 102, the first information to be displayed

carried in the control instruction.

In a second way, the instruction for triggering the security display device 10 to enter the

security display control state is same as the control instruction carrying the first information to be

displayed currently. That is, in implementations, in a case that the security display device 10

receives a special control instruction for displaying, the security display device 10 may enter the

security display control state. In this way, the security instruction set may include a signature

instruction, and the first instruction may include the signature instruction. That is, the signature

instruction may be used to trigger the security display device 10 to enter the security display

control state. The first obtaining module 102 is configured to obtain the first information to be

displayed currently by obtaining, by the first obtaining module 102, the first information to be

displayed carried in the signature instruction.

As a possible implementation of embodiments of the present disclosure, as illustrated in FIG.

4, the security display device 10 according to embodiments may further include: a second

receiving module 107. The second receiving module 107 may be configured to receive a security

processing response after the display control module 106 controls the display screen to display the

security processing information. The security processing response may be configured to indicate a
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processing result of performing the security processing on the security processing information. The

first obtaining module 102 may be further configured to obtain second information to be displayed

after the first determining module 103 determines that the first information to be displayed

includes a specified identifier and before the second receiving module 107 receives the security

processing response. The first determining module 103 may be further configured to receive the

second information to be displayed, determine whether the second information to be displayed

includes the specified identifier, if yes, discard the second information to be displayed, or after the

second receiving module 107 receives the security processing response, use the second

information to be displayed as the first information to be displayed, and send the first information

to be displayed to the filtering module 104. Otherwise, if no, the first determining module 103 may

be further configured to send the second information to be displayed to the display control module

105. The display control module 105 may be configured to control the display screen to display the

second information to be displayed.

With this possible implementation, consistency between the security processing information

in the security module and the security processing information displayed on the display screen

may be ensured, thereby avoiding that the hacker rapidly sends the second information to be

displayed carrying real security processing information after sending the first information to be

displayed carrying the tampered security processing information such that the user considers that

the security processing information in the security module is consistent with the information

securely displayed to bring loss to the user after the confirmation.

After the security process information is displayed, the user may confirm the displayed

security process information and key detection may be performed by the security display device 10.

Therefore, as a possible implementation of embodiments of the present disclosure, the security

processing response may include a completion response, a canceling response or a timeout

response. The security display device 10 according to embodiments may further include a key

detection module 108. The key detection module 108 may be configured to perform the key

detection after the display control module 105 controls the display screen to display the security

processing information and before the second receiving module receives the security processing

response. The key detection module 108 may be further configured to generate a confirmation

response in response to detecting that a confirmation key is pressed within the preset time, send the

confirmation response to the security module, and receive the completion response sent by the
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security module. Furthermore, the key detection module 108 may be further configured to generate

a canceling response in response to detecting that a canceling key is processed within the preset

time, otherwise, in response to detecting that a canceling key is not processed within the preset

time generate a timeout response.

As a possible implementation of embodiments of the present disclosure, as illustrated in FIG.

4, the security display device 10 according to embodiments may further include a sending module

109. The sending module 109 may be configured to send the security processing response to the

central processing unit. With this possible implementation, the central processing unit may be

configured to learn a processing result of the security processing information.

Embodiment 4

Embodiments provide another security display device. FIG. 5 is a schematic block diagram

illustrating a security display device 20 according to embodiments. The security display device in

Embodiment 4 may be configured to execute the security display method in Embodiment 2. Only

the structure of the security display device in Embodiment 4 will be briefly described below, and

others may refer to related descriptions of the security display methods in Embodiment 1 and

Embodiment 2.

As illustrated in FIG. 5, the security display device 20 according to embodiments may include

a state control module 201, a first obtaining module 202, a first determining module 203, a

filtering module 204, a security identifier adding module 205, and a display control module 206.

The state control module 201 may be configured to control the security display device to enter a

security display control state. The first obtaining module 202 may be configured to obtain first

information to be displayed currently. The first determining module 203 may be configured to

determine whether the first information to be displayed includes a specified identifier, and if yes,

send the first information to be displayed to the filtering module 204. The filtering module 204

may be configured to receive the first information to be displayed, obtain security processing

information by filtering the first information to be displayed based on the specified identifier, send

the security processing information to a security module connected to the security display device

for securely processing, and send the security processing information to the security identifier

adding module. The security identifier adding module 205 may be configured to add a security

identifier to the security processing information to obtain the security display information. The
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display control module 206 may be configured to control the display screen to display the security

display information.

With the security display device according to embodiments, the security processing

information carried in the first information to be displayed may be obtained after the filtering. The

security identifier may be added to the security processing information. Therefore, the user may be

informed of that the information displayed is secure and not tampered based on the security

identifier, while the displayed information without the security identifier is tampered and insecure,

thereby ensuring security of displaying the information to be displayed.

As a possible implementation of embodiments of the present disclosure, as illustrated in FIG.

6, the security display device 20 according to embodiments may further include a second

determining module 207. The second determining module 207 may be configured to determine

whether the first information to be displayed includes the security identifier before the first

determining module 201 determines whether the first information to be displayed includes the

specified identifier; if yes, discard the first information to be displayed and send an error response,

otherwise, if no, send the first information to be displayed to the first determining module 201 for

processing. With this possible implementation, the information to be displayed which is falsified

by the hacker and carries the security identifier may be intercepted, to prevent a case caused by the

hacker that the user consider the display of the region where the security identifier is positioned as

the security display based on the security identifier.

As a possible implementation of embodiments of the present invention, as illustrated in FIG. 6,

the security display device 20 according to embodiments may further include a first receiving

module 208 and a third determining module 209. The first receiving module 208 may be

configured to receive the first instruction sent by the central processing unit, and send the first

instruction to the third determining module 209. The third determining module 209 may be

configured to determine whether the first instruction is included in the security instruction set, and

if yes, trigger the state control module 201 to control the security display device 20 to enter the

security display control state. The security instruction set may include all instructions for

triggering to enter the security display state. With this possible implementation, the security

display device 20 may be controlled to enter the security display control state by sending an

instruction included in the security instruction set in a case of requiring the security display.

In embodiments, the first obtaining module 202 may be configured to obtain the first
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information to be displayed from the received control instruction. The control instruction carrying

the first information to be displayed and the instruction for triggering the state control module 201

to control the security display device 20 to enter the security display control state may be the same

instruction or different instructions. In detailed implementations, based on a determination whether

the control instruction is same to the instruction for triggering the security display device 20 to

enter the security display control state, the first obtaining module 202 may be configured to obtain

the first information to be displayed currently in different ways. Two ways may be described

below.

In a first way, the instruction for triggering the security display device 20 to enter the security

display control state is different from the control instruction carrying the first information to be

displayed currently. In this way, the security instruction set may include the application

initialization instruction or the instruction for preparing security computing environment, and the

first instruction may include the application initialization instruction or the instruction for

preparing security computing environment. The application initialization instruction or the

instruction for preparing security computing environment may be used to trigger the security

display device 20 to enter the security display control state. The first receiving module 208 may be

further configured to receive the control instruction, sent by the central processing unit, carrying

the first information to be displayed and send the control instruction to the first obtaining module

202. The first obtaining module 202 may be configured to obtain the first information to be

displayed currently by obtaining, by the first obtaining module 202, the first information to be

displayed carried in the control instruction.

In a second way, the instruction for triggering the security display device 20 to enter the

security display control state may be same to the control instruction carrying the first information

to be displayed currently. That is, in this implementation in a case that the security display device

20 receives a special control instruction for displaying, the security display device 20 may enter

the security display control state. In this way, the security instruction set may include a signature

instruction, and the first instruction may include the signature instruction. That is, the signature

instruction may be used to trigger the security display device 20 to enter the security display

control state. The first obtaining module 202 may be configured to obtain first information to be

displayed currently by obtaining, by the first obtaining module 202, the first information to be

displayed carried in the signature instruction.
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As a possible implementation of embodiments of the present disclosure, as illustrated in FIG.

6, the security display device 20 according to embodiments may further include a second receiving

module 210. The second receiving module 210 may be configured to receive the security

processing response after the display control module 206 controls the display screen to display the

security display information. The security processing response may be used to indicate a

processing result of performing the security processing on the security processing information. The

first obtaining module 202 may be further configured to obtain the second information to be

displayed after the first determining module 203 determines that the first information to be

displayed includes the specified identifier and before the second receiving module 210 receives the

security processing response. The first determining module 203 may be further configured to

receive the second information to be displayed, determine whether the second information to be

displayed includes the specified identifier, if yes, discard the second information to be displayed or

after the second receiving module 210 receives the security processing response, use the second

information to be displayed as the first information to be displayed, and send the first information

to be displayed to the filtering module 204. Otherwise, if no, the first determining module 203 may

be further configured to send the second information to be displayed to the display control module

206. The display control module 206 may be configured to control the display screen to display the

second information to be displayed.

With this possible implementation, consistency between the security processing information

that is securely processed and the security processing information that is displayed on the display

screen may be ensured, to prevent a case that the hacker rapidly sends the second information to te

displayed carrying real security processing information after sending the first information to be

displayed carrying the tampered security processing information such that the user considers that

the security processing information in the security module is consistent with the information

securely displayed to bring loss to the user after the confirmation.

After the security display information is displayed, the user may confirm the displayed

security display information and the key detection may be performed by the security display

device 20. Therefore, as a possible implementation of embodiments of the present disclosure, the

security processing response may include the completion response, the canceling response or the

timeout response. The security display device 20 according to embodiments may further include a

key detection module 111. The key detection module 111 may be configured to perform the key
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detection after the display control module 206 controls the display screen to display the security

display information and before the second receiving module receives the security processing

response. In addition, the key detection module 111 is configured to generate the confirmation

response in response to detecting that the confirmation key is pressed within the preset time, send

the confirmation response to the security module, receive the completing response sent by the

security module; generate the canceling response in response to detecting that the canceling key is

pressed within the preset time; otherwise, in response to detecting that the canceling key is not

pressed within the preset time generate the timeout response.

As a possible implementation of embodiments of the present disclosure, as illustrated in FIG.

6, the security display device 20 according to embodiments may further include a sending module

212. The sending module 212 may be configured to send the security processing response to the

central processing unit. With this possible implementation, the central processing unit may learn

the processing result of the security processing information.

Embodiment 5

Embodiments also provide a security terminal.

The security terminal may include one or more processors, a memory, and one or more

programs stored in the memory. When the one or more programs are executed by the one or more

processors, followings may be executed.

The display control module enters a security display control state. First information to be

displayed currently is obtained. It is determined whether the first information to be displayed

includes a specified identifier. In response to the first information to be displayed includes the

specified identifier, security processing information is obtained by filtering the first information to

be displayed based on the specified identifier, and the security processing information is sent to the

security module for security processing. The display screen is controlled to display security

processing information at a security display address, or the security identifier is added to the

security processing information to obtain the security display information, and the display screen

is controlled to display the security display information. The security display address is a preset

fixed display address.

Although embodiments of the present invention have been shown and described above, it will

be understood that the above embodiments are exemplary and not to be construed as limiting the
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present invention, and that those skilled in the art may make variations, modifications,

substitutions and alterations within the scope of the present invention without departing from the

spirit and scope of the present invention. The scope of the present invention is defined by the

appended claims and equivalents thereof.
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WHAT IS CLAIMED IS:

1. A security display method, comprising:

S1: a display control module entering a security display control state;

S2: obtaining, by the display control module, first information to be displayed currently;

S3: determining, by the display control module, whether the first information to be displayed

comprises a specified identifier, and in response to the first information to be displayed

comprises the specified identifier, executing S4;

S4: obtaining, by the display control module, security processing information by filtering the

first information to be displayed based on the specified identifier, and sending the security

processing information to a security module for securely processing; and

S5: controlling, by the display control module, a display screen to display the security

processing information at a security display address, wherein the security display address is a

preset fixed display address; or S5 adding, by the display control module, a security identifier to

the security processing information to obtain security display information and controlling the

display screen to display the security display information.

2. The method of claim 1, wherein when S5 is the display control module controls the display

screen to display the security processing information at the security display address and the

security display address is the preset fixed display address,

S5 comprises: adding, by the display control module, a security identifier to the security

processing information and controlling the display screen to display the security processing

information and the security identifier at the security display address.

3. The method of claim 1, wherein when S5 is the display control module adds the security

identifier to the security processing information to obtain the security display information, and

controls the display screen to display the security display information,

after S2, and before S3, the method further comprises:

determining, by the display control module, whether the first information to be displayed

comprises the security identifier;

in response to the first information to be displayed comprises the security identifier,

discarding the first information to be displayed, and sending an error response; in response to the

first information to be displayed does not comprise the security identifier, executing S3.

4. The method of any one of claims 1 to 3, wherein before S1, the method further comprises:
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S0: receiving, by the display control module, a first instruction sent by a central processing

unit; determining whether the first instruction is comprised in a security instruction set, in which

the security instruction set comprises all instructions for triggering to enter the security display

state; in response to the first instruction is comprised in the security instruction set, executing S1.

5. The method of claim 4, wherein the first instruction comprises an application initialization

instruction or an instruction for preparing security computing environment;

S2 comprises: receiving, by the display control module, a control instruction carrying the first

information to be displayed and obtaining the first information to be displayed carried in the

control instruction.

6. The method of claim 4, wherein the first instruction comprises a signature instruction;

S2 comprises: obtaining, by the display control module, the first information to be displayed

carried in the signature instruction.

7. The method of any one of claims 1 to 6, wherein

after S5, the method further comprises S6 of receiving, by the display control module, a

security processing response, in which the security processing response is configured to indicate a

processing result of performing security processing on the security processing information;

after determining that the first information to be displayed comprises the specified identifier,

and before S6, the method further comprises:

obtaining, by the display control module, second information to be displayed and determining

whether the second information to be displayed comprises the specified identifier;

in response to the second information to be displayed comprises the specified identifier,

discarding the second information to be displayed, or, after S6, using the second information to be

displayed as the first information to be displayed and executing S4;

otherwise, in response to the second information to be displayed does not comprise the

specified identifier, controlling the display screen to display the second information to be

displayed.

8. The method of claim 7, wherein the security processing response comprises: a completion

response; and after S5, before S6, the method further comprises:

sending, by the display control module, a confirmation response to the security module after

detecting that a confirmation key is pressed within a preset time; receiving, by the security module,

the confirmation response, performing a signature operation on the security processing information,
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and sending the completion response to the display control module after the signature operation is

completed;

or,

the security processing response comprises a canceling response; and after S5, before S6, the

method further comprises: in response to detecting that a canceling key is pressed within the preset

time, generating, by the display control module, the canceling response;

or,

the security processing response comprises a timeout response; and after S5, before S6, the

method further comprises: generating, by the display control module, the timeout response in

response to detecting that no confirmation key or no cancel key is pressed within the preset time.

9. The method of claim 7, wherein

the security processing response comprises the completion response; and after S5, before S6,

the method further comprises: performing, by the security module, a signature operation on the

security processing information in response to detecting that the confirmation key is pressed within

the preset time, and sending the completion response to the display control module after the

signature operation is completed;

or,

the security processing response comprises the canceling response; and after S5, before S6,

the method further comprises: generating, by the security module, the canceling response, in

response to detecting that the cancel key is pressed within the preset time, and sending the

canceling response to the display control module;

or,

the security processing response comprises the timeout response; and after S5, before S6, the

method further comprises: generating, by the security module, the timeout response in response to

detecting that no confirmation key or no cancel key is pressed within the preset time, and sending

the timeout response to the display control module.

10. The method of any one of claims 7 to 9, wherein

after S6, the method further comprises: sending, by the display control module, the security

processing response to a central processing unit.

11. A security display device, comprising:

a state control module, configured to control the security display device to enter a security
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display control state;

a first obtaining module, configured to obtain first information to be displayed currently;

a first determining module, configured to determine whether the first information to be

displayed comprises a specified identifier; in response to the first information to be displayed

comprises the specified identifier, send the first information to be displayed to a filtering module;

the filtering module is configured to receive the first information to be displayed, obtain

security processing information by filtering the first information to be displayed based on the

specified identifier, send the security processing information to a security module connected to the

security display device for securely processing, and send the security processing information to a

display control module;

the display control module is configured to control a display screen to display the security

processing information at a security display address, wherein the security display address is a

preset fixed display address;

or,

the filtering module is configured to receive the first information to be displayed, obtain the

security processing information by filtering the first information to be displayed based on the

specified identifier, send the security processing information to the security module connected to

the security display device for securely processing, and send the security processing information to

a security identifier adding module;

the security identifier adding module is configured to add a security identifier to the security

processing information to obtain security display information; and

the display control module is configured to control the display screen to display the security

display information.

12. The device of claim 11, wherein when the filtering module sends the security processing

information to the display control module,

the display control module comprises: a security identifier adding unit and a display control

unit;

the security identifier adding unit is configured to add the security identifier to the security

processing information; and

the display control unit is configured to control the display screen to display the security

processing information and the security identifier at the security display address.
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13. The device of claim 11, wherein when the filtering module sends the security processing

information to the security identifier adding module,

the device further comprises:

a second determining module, configured to determine whether the first information to be

displayed comprises the security identifier before the first determining module determines whether

the first information to be displayed comprises the specified identifier; in response to the first

information to be displayed comprises the security identifier, discard the first information to be

displayed and send an error response; in response to the first information to be displayed does not

comprise the security identifier, send the first information to be displayed to the first determining

module for processing.

14. The device of any one of claims 11 to 13, further comprising: a first receiving module and

a second determining module,

wherein a first receiving module is configured to receive a first instruction sent by a central

processing unit and send the first instruction to the second determining module;

the second determining module is configured to determine whether the first instruction is

comprised in a security instruction set; in response to the first instruction is comprised in the

security instruction set, trigger the state control module to control the security display device to

enter the security display control state, in which the security instruction set comprises all

instructions for triggering to enter the security display state.

15. The device of claim 14, wherein the first instruction comprises: an application

initialization instruction or an instruction for preparing security computing environment;

the first receiving module is further configured to receive a control instruction, sent by the

central processing unit, carrying the first information to be displayed and send the control

instruction to the first obtaining module;

the first obtaining module is configured to obtain the first information to be displayed

currently by obtaining, by the first obtaining module, the first information to be displayed carried

in the control instruction.

16. The device of claim 14, wherein the first instruction comprises: a signature instruction;

the first obtaining module is configured to obtain the first information to be displayed

currently comprises: obtaining, by the first obtaining module, the first information to be displayed

carried in the signature instruction.
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17. The device of any one of claims 11 to 16, wherein

the device further comprises: a second receiving module, configured to receive a security

processing response after the display control module controls the display screen to display the

security processing information, the security processing response is configured to indicate a

processing result of performing security processing on the security processing information;

the first obtaining module is further configured to obtain second information to be displayed

after the first determining module determines that the first information to be displayed comprises

the specified identifier and before the second receiving module receives the security processing

response;

the first determining module is further configured to receive the second information to be

displayed, determine whether the second information to be displayed comprises the specified

identifier, in response to the second information to be displayed comprises the specified identifier,

discard the second information to be displayed; or, after the second receiving module receives the

security processing response, us the second information to be displayed as the first information to

be displayed and send the first information to be displayed to the filtering module;

in response to the second information to be displayed does not comprise the specified

identifier, the first determining module is further configured to send the second information to be

displayed to the display control module; and the display control module is configured to control

the display screen to display the second information to be displayed.

18. The apparatus of claim 17, wherein the security processing response comprises a

completion response, a canceling response or a timeout response; the device further comprises:

a key detection module, configured to perform the key detection after the display control

module controls the display screen to display the security processing information and before the

second receiving module receives the security processing response; in response to detecting that a

confirmation key is pressed within a preset time, generate a confirmation response, send the

confirmation response to the security module, and receive the completion response sent by the

security module; in response to detecting that a canceling key is pressed within the preset time,

generate the canceling response; otherwise, in response to detecting that a canceling key is not

pressed within the preset time, generate the timeout response.

19. The apparatus of claim 17 or 18, further comprising:

a sending module, configured to send the security processing response to the central



34

processing unit.

20. A security terminal, comprising:

one or more processors;

a memory;

one or more programs, stored in the memory, that when executed by the one or more

processors performs:

a display control module entering a security display control state;

obtaining first information to be displayed currently;

determining whether the first information to be displayed comprises a specified identifier, and

in response to the first information to be displayed comprises the specified identifier, obtaining

security processing information by filtering the first information to be displayed based on the

specified identifier, and sending the security processing information to a security module for

securely processing; and

controlling a display screen to display the security processing information at a security

display address, in which the security display address is a preset fixed display address; or, adding a

specified identifier to the security processing information to obtain security display information

and controlling the display screen to display the security display information.


