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Medi um BACKGROUND OF THE | NVENTI ON Fi'el @ of the Invention *Zx 5 TheQ@r§€?@W
i

invention r Fata processi ng apparatus and net hod of enbe

paddi ng elemmmmmmmmmumm - mar k inforngt&op in noving image data and a
storage nedi um §Qdt Ng the nethod. Rel ated Background Art 10 As techni ques
of enbedding el ectronic water-mark information in noving i mage data, a

met hod of enbedding el ectronic water-mark information in novenent vectors
bet ween franes, a nethod of enbedding el ectronic water-mark information by

conbi ni ng two types of mxhngrééeggﬁﬁﬁswp&ﬁse@g Byatmetgageras for
phot ogr aphi ng the sane object at slightly different angles, and the |ike

are known. The principle of novigis igREageOMIESH ON in a noving i mage
conpressi on schene including an intraframe 20 encodi ng means and an
interframe encodi ng neans, e.g., MPEG noving inmage conpression, wll be

described first. A nethod of enbedding el ectronic water-mark | jen i n
novenent vect BAGKBBOUNDNOA [HEr ANVENTOONf r ames of novi ng |ﬂ%ﬂ\ﬂ®mﬂ\m\tﬂml be
described next. 25 In MPEG novi ng i nmage conpression, the re ncy 1n the
time axi s dirEéeldnoifstheddowgntjonal culating 0 9 APR 2002 - %™he

difference between a plurality of frames, and the obtained difference data

i s subjeBted to t hENECPTEEREEr dn¥ersiPReTFLARSFOLR) 2afdtRaPraGreskBefagt h
encodi ng processing. to reduce the redundan in the spatial direction,
Chor obyr ool | SPRGEBFIACRBH: ME5bOg RE . 48Cad0hBRoor CHASAIBE EhEcFERDNGancy i n
the tine axis dtrectio he correlation etmegggcons cutive frames

S b
of a noving i 18 Errgaﬁpgﬁ?kgﬁga%éaﬂnaﬁngﬁvﬁgﬂ 58P Ed g 89 cglculating t he
di fference beg@ggggg &gagﬁé %gPééﬁgfthg ngggggded and a frame tenporally

precedi ng or Succegdi ng rame. cording to this conpression

schenme, one ofeiheehobLowyRduR &kyres is assigned to each frame: an
intra-coded picture (I-piCture) obtained by the

10 As techniques of embedding electronic water-mark
information in moving image data, a method of embedding
electronic water-mark information in movement vectors
between frames, a method of embedding electronic
water-mark information by combining two types of moving

15 images obtained by two cameras for photographing the
same object at slightly different angles, and the like
are known.

The principle of moving image compression in a
moving image compression scheme including an intraframe

20 encoding means and an interframe encoding means, e.g.,
MPEG moving image compression, will be described first.
A method of embedding electronic water-mark information
in movement vectors between a plurality of frames of
moving image data will be described next.

25 In MPEG moving image compression, the redundancy

in the time axis direction is reduced by calculating



15 intra-encodi ng node of encoding a frame based on only the image data in
the frame to be encoded; a forward predictive-coded picture (P-pi CtB'QeRPRZ(][lZ
obt ai ned by encoding the difference val ue between a target franme and a
frame one franme ahead of the target frane; and a 20 bidirectional
predictive-coded picture (B-picture) obtained by the difference val ue
between a target franme and a franme tenporally preceding or succeeding the
target frane or the difference val ue between interpol ated franes generated
fromthese two frames. 25 Each franme is encoded in accordance with this
assi gnnent retbét diffidrehceebéypesnod phevdbitylabt Hhamesedand the s manner
are conbined with each other in 0 9 APR 2002 - 3 a predeterm ned
sequence. Theoktainedndifhenenget deha obs petbieetePE® the iRCT econmended
that 1 I-picture, 4 P-picture, and 10 B-picture constitute one unit (GOP) 5
with the |-pi EPLFETrBERngeasRe ghedafo¥Re #RYi vdr Pt -1erots frames, and 2
B-pictures and 1 P-picture being repeatedly assigned afterward. By

assi gni ng I-p?’E?ﬁ?é’ggtBr‘ac‘ﬁFﬁ?‘% i 19 BPI¥TantRe i FPUDFRRY et i tRR cycl e,
speci al peproducfio uch as reverse reproduction or _10. partial ..

repr oduc%i on FR? h??sa%ﬂ;e "ta %’ée%’ér]f%ar‘#%ﬁn%n%f%ﬁ]o&%r%%%%ﬁ%n can

be prevented. %ﬁgg‘gﬁ?iggt éogéj\_@%tgﬂge}e%?%@?é}gn%? ‘ﬁrqec? er&ieiasxfas new i mage

that is not r 0 a tenporally prece I's case, the

difference vabyfﬁééiaﬁt ‘Neﬁi‘négetﬂér&@{-réié’{rﬁo@r@eﬁuéé’& L9, £ {78 may

becone smaller than that between the target frame and the precedi ng frane.

For this reasphaméd OPES mobidyr BrddONSE WIeH) cmé/ermrn%{icsarp%é or med
to realize nore efficient conpression. 20 In MPEG so-call ed novenent

conpensat i on +ednesd obyredaldnl éhisg ofies adi Perdiee didfwriancesthrjaeen
macr obl ocks at/near the sane positions in a target frane and a tenporally
precedi bg or Susweetongefeaneded amdts Hfame prentedes il qorensdiaig adr bl ocks
(macr obl ocks)

succeeding the target frame.

According to this compression scheme, one of the

following pictures is assigned to each frame: an

intra-coded picture (I-picture) obtained by the
15 intra-encoding mode of encoding a frame based on only

the image data in the frame to be encoded; a forward

predictive-coded picture (P-picture) obtained by

encoding the difference value between a target frame

and a frame one frame ahead of the target frame; and a
20 bidirectional predictive-coded picture (B-picture)

obtained by the difference value between a target frame

and a frame temporally preceding or succeeding the

target frame or the difference value between

interpolated frames generated from these two frames.
25 Each frame is encoded in accordance with this

assignment result, and three types of encoded data

obtained in this manner are combined with each other in



25 consisting of 4 |um nance data bl ocks and 2 color difference data

bl ocks, each bl ock serving as a processing unit in the above DCT andog APR 2002
consi sting of 8 0 9 APR 2002 - 4 pixels x 8 pixels. By discrimnating a
macr obl ock exhi biting the m nimumdifference, a novenent vector is
detected, and the detected novenent vector is output as part of encoded
data. 5 A given nacrobl ock is decoded as follows. Macroblock data at the
same position in a tenporally preceding or succeeding frame is extracted by
using this novenent vector, and the nacrobl ock encoded in the above manner

i s decoded on phedbaésirmiakdt Beguexnteact eHelledall @ankndhlta abovhenDVeEnent
conpensation, after a franme tenporally preceding the target frame is
tenporarily entpded on the encoding side, a preceding frame that can be
obt ai ned by decoding the encoded frane is generated in advance on the
decodi ng side. 15IMhMREGpopi&nést recppeasdefiothpt pedfpietdrby dsing
macr obl ocks in this preceding frane and the target frane. Wth this

operati on, tﬁepiﬁFgﬁﬁrfﬁaﬁe18aﬁ’BéC§P69e¢P95§ﬁ@BHédOB? pei&r fFRAGIto the
actual reproduced inage on the decoding side. 20 According to the scheme of
enbeddi Ag el Wéthohhe 3EPéPPHE?kahP8rﬁﬁ??gﬁeﬁnaﬁDVBﬁeHFQQBEFBQSPfl bit of

ter-mark i ti b dded. by changi t_vector.
When, for  exial 50 FRAMGRY BNr Z1EGPECHETED BBCsbiPLBLCTr ot FrdTHoveent

vector i s myedel0og135uLsyaLLy uiLeaaon] 7apl e degreenshep; L, ahove

value is to be“se novement veéctor s n s

changi ng/ unchangi §gupLoEe5ShROsLangE" 1R Ao bk torfli AeAPR,2002 -

novement vectors equal i n”nunber tot Us of water- nf ormation
ther eby e”beggéaﬂaﬂPEeBtSSGcQRoHﬁgﬁéh”BékréGéPéEHEéBPodM@€Eoﬁ|SEtron'C

water-mark information is to be

10 partial reproduction in units of GOPs can be performed,
and error propagation can be prevented.

Assume that a given target frame to be encoded is
a new image that is not related to a temporally
preceding frame. In this case, the difference value

15 between the target frame and a succeeding frame may
become smaller than that between the target frame and
the preceding frame. For this reason, in MPEG,
bidirectional predictive encoding is performed to
realize more efficient compression.

20 In MPEG, so-called movement compensation is
performed. In this operation, the differences between
macroblocks at/near the same positions in a target
frame and a temporally preceding or succeeding frame in
units of a predetermined number of blocks (macroblocks)

25 consisting of 4 luminance data blocks and 2 color

difference data blocks, each block serving as a

processing unit in the above DCT and consisting of 8



5 enbedded in image data by using this nethod, novenent vectors nust al ways
exist. It is therefore difficult to enbed electronic water-mark i nfﬁeqn‘ﬁpﬁmm
in a frame having an inmage w t hout any novenent vector, i.e., a fra

havi ng an i mage wi t hout any novenent-of the 10 object. The net hod of
enbeddi ng water-mark information by conbining two types of noving inmage
data obtai ned by two caneras for photographing the sane object at slightly
different angles will be described next. 15 According to this nethod, two
caneras are installed to photograph one object at slightly different

angl es. SincePiielanyl 8 Bexehed byyt@dbsenpnEameing aindcroRley] ect serving
as a vertex is very small, the difference between the inages obtai ned by 20
the two caner@¥ éﬁhﬁbf‘ngh?dE%@%‘f'P’éddbflf%F@‘%m pQement t¥RCYQI g ng
descri ption, éhe two_caneras w Ll be r(iferred to as caneras A and B. Each
of the moving ?ﬁﬁﬁ@%dob?%ﬁi nELE LY FRSt QAN YN G PFFIS f VIR i
frames. - The resge%yve aéna(? ﬁre represented by (al, 25 a2,..., an) and
(bl, b2, Bﬁf don y selected fromthe respectl ve novi ng

i mages ogt ai ned byAt [ 5@?01@1&5‘19”@?%@&& cggbfcple% th each other to

0 9 APR 2002 - gener ate an origi novi ng 1 mage this operation,
for exanpl e, MQ@ 81518&19% 2 VA £ 9 h&BUEE 5b D & AtL A duih f,pr m of (a|
a2, b3, a4, bb, .r. bn) . a 5 Subsequently, aés.beverﬂf‘{]bl ts constclgl'féﬁltlllﬁg

wat er - mar k lnﬁ SBALAY OF CsSQMERLAG! fyafdTbgddod ey paidihpach frame.
More specifically, when 1 bit to be enbedded in 1 frame of the original

nmovi ng i mage, thie. movahént i vsedddy, tdved f tieermmd@tobadci hendsdei nial yAvi ng 10
image is replaced with another franme "bl" of the noving i mage. Wen the
val ue of thi salBobetmasné"is tdecddedreon sthtbdrel s epf ddeids eBytyzertdear M ng
this processing for frames equal in nunber to the bits of the water-mark

i nformai@on, @mbapi ek Hie rhheve mekenenbreanpensatiprbe after a

frame temporally preceding the target frame is
temporarily encoded on the encoding side, a preceding
frame that can be obtained by decoding the encoded
frame is generated in advance on the decoding side.

15 Then, movement compensation is performed by using
macroblocks in this preceding frame and the target
frame. With this operation, the target frame can be
properly encoded by referring to the actual reproduced
image on the decoding side.

20 According to the scheme of embedding electronic
water-mark information in movement vectors, 1 bit of
water-mark information can be embedded by changing one
movement vector. When, for example, the wvalue of 1 bit
is to be set to "1", this movement vector is moved to a

25 visually unrecognizable degree. When the above wvalue
is to be set to "0", the movement vector is not moved.

This changing/unchanging processing is performed for



15 enbedded in the noving i mage data. Wien the water-mark information
embedded by this processing is to be extracted and decoded, the resppgtAPREN(]
i mges (al, a2,..., an) and (bl, b2,..., bn) obtained by the two caneras A
and H are required in 20 addition ta ghe original noving inage. Therefore,
a large storage area is required. In addition, since noving inmages obtained
by the two caneras for photographing the sane object at slightly different
angles are required, this nmethod cannot be applied to 25 an existing noving
i mge. As described above, according to the nethod of enbedding el ectronic
wat er - mar kK | nboeaehitorecttomrayvemmal inOn8mABR 20802hevedtter ®f no el ectronic
wat er-mark i nformati on can be enbedded in a noving i mage constituted by a
plurality of whtemesawhkosefoomatnbs, hahdirgbghamgeddThg meehpdeck erbeddi ng
el ectronic water-mark informati on by 5 conbining two types of noving inmages
obt ai ned by ph&esgmapki Agfonmasame.object at different angles cannot be
applied to a general nnvin% i mge. SUVMMARY OF THE | NVENTI ON 10 The present
i nvention has beeWPRRJIELEGTEBPIE WRECEDBFEXpLBEPERRtiGAd1IRadCabeits obj ect
to provide a new ctronic mater-ngrk inforgﬁtion addi ng schene capabl e

n

| ]
of paddPng ePEPFpgﬁ c1Rat BRIRARPNPEr HELPEN EPASa™RODPHg MRYGESPSr ned by a

plurality of frames having,15 little cha e.ang of paddi l.ectronic
wat er - mar k iXFS%ﬁﬁ iEHSanéwagﬁe?gﬂsﬁﬁvigg i 865%?3Fﬁe§96§15H fogr aphi ng

at a single %thﬁbeh”e?&?ﬁ%o%@ca%gkg¥@mkﬁﬁ_%R?XEﬂQQhS tindGCeLRAY tO a

preferred enbodi nent o resent invention, there 20 1s provided an

inage_proceSﬁgogngpaar@haan§keﬁoatssﬁ;nﬁoeéméﬁkesé&¥sky YSkNg Lntraframe
encodi ng or interframe encoding as a nbving | mage conpressi on schene,

wherei n el ecera@nbCh¥Riff- ABr kmh§EOLWIRhbAE hyPREUEHeh® 8Bl ¥he _
i ntraframe-encoded data. 25 It 1s another object of the present invention

to provdde aobgheme of extracting electronic water-mark information padded
by the new paddi ng schene. 0 9 APR 2002 8 In order to achieve the above
obj ect, accordi ngThe mephefleof edmbetidingenatef~-naekpinsennathvanbiyon, there
is provided an image processing apparatus using a schene of selectively
usi ng i ntraf Fafbirkegding bypssi afempviang émegei dgtasohtabuedgbimge
conpression scheme, wherein electronic water-mark information is extracted
from only i nEVaf Fanerafcbaedriatagranbingotbe anamet peieehj 8kt s, features,

and
slightly different angles will be described next.

15 According to this method, two cameras are
installed to photograph one object at slightly
different angles. Since the angle defined by the two
cameras with the object serving as a vertex is very
small, the difference between the images obtained by

20 the two cameras cannot be identified by the human eve.

In the following description, the two cameras will
be referred to as cameras A and B. Each of the moving
images obtained by the cameras A and B is divided into
frames. - The respective frames are represented by (al,

25 a2,..., an) and (bl, b2,..., bn). Frames are randomly
selected from the respective moving images obtained by

the cameras A and B and are combined with each other to



advant ages of the present invention will be apparent 10 fromthe foll ow ng
detail ed description in conjunction with the acconpanyi ng draw ngs @gdAPtle
appended cl ai rs. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a bloc

di agram showi ng an el ectronic 15 watergmark i nformati on paddi ng appar at us
according to the first enbodi ment of the present invention; Fig. 2 is a

bl ock di agram showi ng an el ectronic water-mark infornmation paddi ng
apparatus according to the second enbodi nent of the present invention; 20
Fig. 3 is a block diagramshow ng the electronic water-mark information
paddi ng apparaenerate onnli ongidgna henseowndingdgrodi ibinth Wigs 4 is a bl ock

di agram showi ng the electronic water-mark i nformation paddi ng appar at us
accordi ng to oBerakiercofer entlentthe @rigixrR 28p2ing gimadgd (zarb i s a

bl ock di agram show ng an_apparatus applied to the third enbodi nent of the
present i nven®oenerrited gin bthe oW gtk (Rlagradm dhbwiafy &P -apparatus 5
applied to the fourth enbodi nent of the present invention. DETAILED

DESCRI PTI ON GR*THE PREFERRED EMBODI MENTS The preferred enbodi nents of the
present Lnvention wi || be sequentially. descrihed hel ow.  (First

Enbodi rre#]t) The fi%‘gfsee%%'bﬁﬁ@nt %‘felfegle t}/pj‘rtessecn nsibcr%\c}c&%ﬁ% T 49- B8 descri bed
below wth re t cg;gmp_.y' i Fi.g. i.s a bl ock

di agram show %‘S’Eéﬁﬁﬁ%“e %ﬁ%?"ges I ng aéplprhg{r g%"ﬁdégda}%c%or%)?engﬂy?@n;en lzvlrrbodi ment of

the present ignyentiofd an wpRArGLdLs; £ Q85 enPeddidly 1©lAagt Qi wat er - mar k
information in conpressed noving I mage I nformation). 20 Referring to Fig.
1, this apparghibeadd®!ides frame of the original moving image, i.e.,
"al", is "1", the frame "al" of the original moving
10 image is replaced with another frame "bl" of the moving
image. When the value of this 1 bit is "O", the frame
is not be replaced. By performing this processing for
frames equal in number to the bits of the water-mark
information, one piece of water-mark information can be
15 embedded in the moving image data.

When the water-mark information embedded by this
processing is to be extracted and decoded, the
respective images (al, a2,..., an) and (bl, b2,..., bn)
obtained by the two cameras A and B are required in

20 addition to the original moving image. Therefore, a
large storage area is required. In addition, since
moving images obtained by the two cameras for
photographing the same object at slightly different
angles are required, this method cannot be applied to

25 an existing moving image.

As described above, according to the method of

embedding electronic water-mark information in movement



difference circuit 1 for calculating the difference between i mage data of a
present frame and image data a preceding frane havi ng under gone novEsre\fiR 2002
conpensation, a DCT circuit 2 for performng the discrete cosine 25
transformfor the difference value cakcul ated by the difference circuit 1,
a quanti zation coefficient encoding circuit 3 for reducing the data anount
by 0 g APR 2002 - to quantizing the data with a variable quantization
wi dth, an inverse quantization coefficient encoding circuit 4 for inversely
guanti zing the output fromthe quantization coefficient encoding circuit 3,
and an 5 i nveestodE] aior ediectiohdic perteor-mand tingostarthopr aaesHeng i nver se
to that perforned by the DCT circuit 2. This apparatus al so includes an
adder 6 for eddedgedhdn pagevdaga iolegeheopsddddited fovame PHavdadg tynder gone
10 novenent conpensation to the inage data havi ng undergone inverse DCT, a
frane menoryCf fEamesoMhRge FREE CP4Ea NESALYs FBRA0Ry t BPeh&Shege@ing frane,
a novenent vector detecting circuit 8 for detecting novenent vector by
compari ng th@mPﬁQGén@a?&e&%rpﬁéclgaﬁﬁéﬁ@&FﬁglPF&ﬁ@ iCR e i nage data of
t he pre%ent i mage data, and a nov nent.conpensatiog ci.rc i% 9 for

§ 0

per f or nPng  nSPERERE o MEenSEPLSN OBy 10 tH8Y9ETaGE ' @48 %P he precedi ng

frame and th .yvector. S atus .f; i ncl S a variable
| ength 20 en 8§%§§q§%%éé§tkﬁs Fégeags5%%&né%qgg%?%2§&ti%% gg ata to short
bit_codes | ncARReendnd Rideh ¢h ACHUNEEATCnbLEAHCRRkgeS NCE the
arrangenment of this noving image information encoding circuit is known, a
detail ed description thereof will be omtted. The apparatus 25 further
includes a switch (selection neans) 11 for selectively inputting only
intraframe egossagvdararie tReemaddnng circuit, a buffer 12 for storing the
0 9 APR 2002 - 11 intrafrane encoded data in which electronic water-mark

i nformabDi on i s toThe embeddtdingepaddnnipasi beent mddef ap paddiendghel ectroni c
water-mark information in the intraframe encoded data, and a witing buffer
14 for 5 chanhpnNg pirebdemsenandohasr assiitsspbiedst 4ot pravigdenaanewnst ant
output bit rate. According to the basic principle of conpression of noving
i mge infornﬁﬂ?@ﬁ?oﬁhpyWﬁ%érpméakcﬂ@éoémﬁ§ﬁoﬁe9ﬂééhna £8P§BE frane to be
presently coggressed and 1Q sent _.and a frane that has been conpressed and

sent (precedFREPLENEE PEAddRE GHERTHEPLG HRRGTTRBTBCRARIMGLARE 28t i on by
so-called nmovenent, det.ecti on_and vement co nsﬁgign franﬁ %nediction
Tnstead of dPr BEVEDS. SRPEsE PRI RS BnBiHESLREY: REe aNES PAYLRE 15 tar get
f i | f .. he i f f i i

ool 1By Cof 1128 HAhobntTBICpAA NG I0R bR RaTE 2K 1O | TRDC (2
quant | zal i oniebautc 168! ¢H! 8t heReoht hvRhECiRLEd BLtalinBE yoen the Lar get

frame and the preceding frane. this enbodinent, only inage data
correspondi nghbeogephlihgmat ar eingcedadghy.variable Iength like, and the

resultant data is input (the B side is selected) |ocated before circuit 13
thrpugh the sw tchinldrderdtd5achieuet tha phdseebbgetani eceatrdingarti t he
data. a preferred embodiment of the present invention, there
20 is provided an image processing apparatus using a
scheme of selectively using intraframe encoding or
interframe encoding as a moving image compression
scheme, wherein electronic water-mark information is
padded in only intraframe-encoded data.
25 It is another object of the present invention to

provide a scheme of extracting electronic water-mark

information padded by the new padding scheme.



encoding or the to the buffer 12 re the padding the padding information in
0 9 APR 2002 - 12 After the novement of the preceding franme is defgcpRRill
the difference between the i nage data of each of other frames encoded on
the basis of interframe differences angl the preceding frane is cal cul ated
on 5 the basis of this novenent detection result, and the predicted error
is quantization. The is encoded by vari; the resultant data 10 through the
switch padding circuit 13 subjected to the DCT and i nage data quanti zed in
this manner able |l ength encoding or the like, and is input to the witing
buffer 14 11 withomh dh@etreth asyhDévé hehd tdisove solshiedts, sel@aidid)g 84 th the
above processing, electronic water-mark information is enbedded in only the
i mge dat a of aspneféraedsemipddiment nef)ethiat prederat lirivenfianesthidre
representing the noving i mage, which are intrafrane-encoded. This reduces
the | oad on the paddidgdcancimnagd progessithd i appantdtiprusciaesiang speed of
the padding circuit 13 need not be very high because it suffices if

enbeddi ng of 8Fkere onf csabtetivlk YOLnGf e tane enedidis &fe- encoded
data correspondi nggto a given frame in th_e%ga_ddi ng circuit 13 is conplete

bef or e it r af FARET EFBYTPARA T AT S N YIRS (G i

i ntraframe-encoded several . fr s, after the given fr is.nput. In this
case, howeverSCPR"Ss WRREFHA a:{gre%%r%rfl‘f h"éa?e‘ep—r"bao{]‘ctjing%er&a%ﬁ?ép Movi ng i mage,
final output ' jte i I nmust be conmpl ete
before int erf%g?r{ég%{r:l%%d’g%oﬁa%ﬁ %%%@%%%%fespondi ng to
several frames thapparg,bid efid ENCHORG- W t heLaf grance Jp the intrafrane

encoded data. For this reason, tﬂe writing buffer 14 1s requi red to adj ust
the final outma&fa%u;t&f Stive Predsenh ©f i ddh @i ded 1daed o iing to the

el ectronic water-mark i nformation paddi ng nmethod descri bed above, the
switch 14 is gsefl tiRe EFGETOW] 0 tdHIH U1 et RS sl iidH AMTRISrOjundtioy Y

with the accompanying drawings and the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing an electronic

15 water-mark information padding apparatus according to
the first embodiment of the present invention;

Fig. 2 is a block diagram showing an electronic
water-mark information padding apparatus according to
the second embodiment of the present invention;

20 Fig. 3 is a block diagram showing the electronic
water-mark information padding apparatus according to
the second embodiment;

Fig. 4 is a block diagram showing the electronic
water-mark information padding apparatus according to

25 the second embodiment;



i ntraframe-encoded i nage data after each frame is 10
intraframe-/interfranme-encoded. However, the present invention is gatAPR?2001
limted to this. If, for exanple, it is known in advance that given image
data is subjected to intraframe encodyng, electronic water-mark information
may be enbedded in the inage data before it 15 is input to the difference
circuit 1, and the resultant inmage data nay be encoded afterward. In this
case, the function of the difference circuit 1 is preferably inserted
before the difference circuit 1. In addition, the function of the switch 11
may be inserted 28igmmediat al platkedibbeaidCFhowlogi bn2apWhirhtubi s
arrangenent, after only the DCT coefficients of intrafrane-encoded frane
are processedpbyiefietpatiienghérdceainbpdimentesél that pdasanks returned to the
quanti zation coefficient encoding circuit 3, thereby 25 enbeddi ng

el ectroni ¢ waneenkaeR;i aA8rmation in the inage data in the sane manner as
descri bed above. = 0 9 APR 2002 - 14 Fig. 2 is _a block diagram show ng an
i mge processi ng BpBar &t 4§ ackdrakngiegran shevdngedl B8PPPRetPPesent

i nventign (an aE,aratus for extracting.electronic water-mark information
from corpr es€EH geﬂnanﬁhﬁnﬁQEthf8?Hg@?8ﬁTF efgthe BRBRE™Srocedures for
decodi ng nnvlng hgage information in which el ectronic water-mrk

i nfor mati on EVERHHEed by the arrangenent shown in Fig. 1 and extracting
the electronic water-mark information. 10 Referring to Fig. 2, this
apparatus includes a swtch (selection neans) 21 for selectively inputting
only intrafrpgapaefesdpaséRt BrtONaOF eXliE aPREPERRED CBBop@MBNTEEr 22 for
storing intrafrane-encoded data from which el ectronic water-nark
information is torhe pbeexiraat &flboaimextsasti eReCpiegbht23nyehtexhracting
the electronic water-mark information fromthe intrafrane-encoded data, a
buf fer1@4 fowiallj et sequéheiakliyedescoibednpekssed | mage data

vari abl e-1 engt h-encoded by the arrangenent shown in 20 Fig. 1, and a

vari abl e | engFhrdecBadbadinentlit 25 for decodi ng the conpressed i mage dat a.
Thi s apparatus al so includes an inverse DCT circuit 26 for perform ng
transf orm processThg FhystsembodinenDCTt thei pyesertgimvienzaenonill
coefficient 25 encoding circuit 27 for inversely quantizing the output from
the inverse PETdespELPedoBelay Wiler rofereRcadi nfnehacraBBenY4Pd of a
precedi ng frgne havi ng under gone 0 9 APR 2002 - 15 novenent conpensation
to the inverSEPYB83nti zed i mage data, a novenent conpensation circuit 29
for perform ng noyenent ¢ e i on. e is of the |jpmage data of the
preced#%g frame, gﬁ%'aif%ggg ﬁ%ﬁ%&y8§88¥%$ g %?#ﬁ% %ntﬁﬁaéggge dat a
correspondi ng t8e5£88, rSSEQkQQufré&@or&§ﬁ&”€otQﬁteHPXaﬂﬁehGH8§ kpkor mati on

havi ng el ectronic watéer-nark i nformation enbedded in only

i ntrafrane- eppededtdahdeR¥ibhe(ahl 3pPEIBBLs| Bofl 8mbdadsn§0 be decoded. In
this case, only when

| electronic water-mark information in compressed moving

image information).

20 Referring to Fig. 1, this apparatus includes a
difference circuit 1 for calculating the difference
between image data of a present frame and image data a
preceding frame having undergone movement compensation,
a DCT circuit 2 for performing the discrete cosine

25 transform for the difference value calculated by the

difference circuit 1, a quantization coefficient

encoding circuit 3 for reducing the data amount by



10 intrafranme-encoded data is input, the inmage data is input to the buffer
22 provided for the extraction circuit 23 through the swtch 21 (tI‘[}agI:‘AP&ﬂ[lﬂ'é
is selected), and electronic water-mark information is extracted. In
contrast to this, when 15 interfrane-gegcoded data is input, the inage data
is input to the buffer 24 through the swtch 21 wi thout the nediacy of the
extraction circuit 23 (the A side is selected). Wth the above processing
reverse to that on the electronic water-mark i nformati on enbeddi ng 20 side,
since electronic water-mark information is extracted fromonly inmage data
correspondi nggiansixing renesjatef wiheh iarageriddilae afuaaltli Aate dor afelh,
representing the noving i mage, which are intrafrane-encoded, the | oad on
t he extracti can cimeansge 25u@8t izt b raicfeid:idnt addiadioy, diheudrtodessi ng
speed of the extraction circuit 23 need not be very high because it 09
APR 20D2 - 1lefomutnversely auantdaing Wie elqutorfiromdter - mar k i nf or mati on
fromone intrafrane-encoded data in the extraction circuit 23 is conplete
bef ore the neidanhtFafieheafdirdeaterqading @ity 3 héndas® of the 5
enbedding side. Simlar to, the eg)eddi 2}% side,, the buffer 24 is used to
adj ust the sedMaRRe HCBfdTfBY Wat & SHORING ARSI to be
i ntrafranme-encoded is output before.a frame to be.interfr -encoded with
reference to RN FrGhRse 1@ %shad:espceﬁfboer&‘e & e,t(?1 C(P?rjfgicﬁgmtu& he
i mage processjng apparatus of this enbodinent, electronic water-mark
information i S enbedded in only intrafrane-encoded data unlike the schene
of enmbeddi ng el ectHpni Rl R4 dNQIIRIdEN 4 JRMETRN e NeG@RiHgl5 and
the schene of conbining roving inages fromtwo caneras. This apparatus can
therefore be @pplingthd Qatd B4 Rthd PR dNIdg MR Haling andeRgedeces no
novi ng vector and an exi sting noving i mge that does not use two noving
i mges.10 n adebvemsht rEvhpaisrtgmh aeahe?Gnierd dadla baviimgpared to store
two noving i mages. (Second Enbodinment) Figs. 3 and 4 are bl ock di agrans
show ng an i nagteqgoeessiversp it s faeeer dienpryo 1 Hers edord ngnmbodi nent  of
the present invention. Fig. 3 is a block diagram 25 show ng an apparatus
for encrypti nignaze gdatfa eordesnansiing et dihenmpredesiigandirione, i & enbedded in
it.
movement vector detecting circuit 8 for detecting
movement vector by comparing the image data of the
15 preceding frame with the image data of the present
image data, and a movement compensation circuit 9 for
performing movement compensation based on the image
data of the preceding frame and the movement vector.
This apparatus further includes a variable length
20 encoding circuit 10 for assigning quantized image data
to short bit codes in descending order of occurrence
frequency. Since the arrangement of this moving image
information encoding circuit is known, a detailed
description thereof will be omitted. The apparatus
25 further includes a switch (selection means) 11 for
selectively inputting only intraframe encoded data to

the padding circuit, a buffer 12 for storing the



Fig_ 4 is a block diagram show ng an apparatus that 0 9 APR 2002 - m
recei ves output data fromthe apparatus in Fig. 3, decodes the dat@gggﬁng
extracts electronic water-mark information fromthe data. Since th
reference nunerals in Figs. 3 and 4 dgnhote parts having the same 5
functions as those in Figs. 1 and 2, a detailed description thereof wll be
omtted. As shown in Fig. 3, in this enbodinent, a buffer 31 and a codi ng
circuit 32 are arranged on the subsequent stage of a buffer 12 and a
padding circuit 10 13, and the i mage data decoded by the coding circuit 32
i's supplied tatea¥ibihengnbobibar dd4a Thakhish enkytirbhiaf haweremnaeded data
in which electronic water-mark information is enbedded is input to the
codi ng circuiihfd2mandoendsypbetle thbedldgdal bowbrddiegyeniacoadi A§ Ibrcircuit
with a relatively | ow processing speed to keep data private w thout

j eopar di zi ngpsddingt gleptpradti weteThinarpr anifdewaliiighl ynr sbast copyri ght
protection. As shown in Fig. 4, in this enbodinent, a buffer 41 and a
decodi ng cir éntrafzapecencpdrgedadn,t eAf ponriZdngt hyéfer adbdiprer 22 and
an extraction circuit 23, and the intrafranme-encoded data output fromthe
switch 21 iscbapgiredthe FREUERERaefi SRapPMEEREoR3dekPolighatkeiReodi ng
circuit 42. That is, onl inbtafrane-encoded data is input to the decoding
circuit 42 aﬁ8n8§883e8u§§u§5 4% t8%8ri ow even a decoding circuit with a

relatively lom’pr2888§59ggs%geghgobggggdgrggggple of compression of

moving image information, only the predicted error
between a target frame to be presently compressed and
10 sent and a frame that has been compressed and sent
(preceding frame) is sent upon performing the DCT and
quantization by so-called movement detection and
movement compensation frame prediction instead of
directly compressing and sending the image data in the
15 target frame itself. Note that the image data of some
frames of a moving image (a plurality of frames) to be
intraframe-encoded are subjected to the DCT and
quantization without calculation of the predicted error
between the target frame and the preceding frame. 1In
20 this embodiment, only image data corresponding to such
frames are encoded by variable length encoding or the
like, and the resultant data is input to the buffer 12
(the B side is selected) located before the padding
circuit 13 through the switch 11, and the padding
25 circuit 13 pads electronic water-mark information in

the data.



0 9 APR 2002 - ~s As an encrypting scheme that can be applied to this
enbodi nent, a secret key cryptosystem such as DES (data encryptingApRﬂmz
standard) or FEAL (fast data enci phernment algorithm or a public key
cryptosystem 5 such as RSA (for further i-nformati on about each encryption
schenme, see Eiji Ckanoto, "Introduction to Encryption Theory", Kyoritsu
Shuppan K K) is avail able. The enbodi nent shown in Fig. 3 has exenplified

t he apparatus for encrypting data after electronic 10 water-mark
information is enbedded in the data. However, the coding circuit 32 may be
arranged before thaftkecthenmovemert-ahrkhe npoeoadion feae ngscircuit 13 to
enbed el ectronic water-mark information in encrypted noving i nage data. The
enbodi ment shéefierheds Fhg. diffigseesenbetieen the bppee adastafof exthacti ng
el ectronic water-mark information fromdata after the data is decoded.
However, dat a°ﬁa9tB§rd§EBB§§ gpreefed| eet Foni kasks ePf nkr ke T ffdPeration i s
extracted t herefrom to infer that the sane, effect as 20 that

descri bed abogéféﬁﬁeﬁﬁeﬁbFa nE%elﬂr?ﬂ? 10@s r%@?wk?lca}?P%REEQ|?ﬁl t he

codl 1 Ch oul 3 ZndBY DS PRPEChETahEN NEo LY SLaRE O D LT 10
required becaB§gdg§E§Eog ggrtanshgﬁ%égéig%)g@&gqsgiq¥§§ be encrypted.

However, data”can e private _ 9 Wi thout jeopardizing
security in pgaght§gadsoh !BReCEREgECLts NGERPPYES in this manner

is encoded by variable length encoding or the like, and
the resultant data is input to the writing buffer 14

10 through the switch 11 without the mediacy of the
padding circuit 13 (the A side is selected).

With the above processing, electronic water-mark
information is embedded in only the image data of some
frames, of the image data of all the frames

15 representing the moving image, which are
intraframe-encoded. This reduces the load on the
padding circuit 13. In addition, the processing speed
of the padding circuit 13 need not be very high because
it suffices if embedding of electronic water-mark

20 information in intraframe-encoded data corresponding to
a given frame in the padding circuit 13 is complete
before intraframe encoded data corresponding to a frame
to be intraframe-encoded several frames after the given
frame is input. In this case, however, in

25 consideration of the reproduction of the moving image,
final outﬁut operation or a write of data in the memory

must be complete before interframe encoded data



(Third Enbodinment) In the third enbodi nent shown in Fig. 5 the 5 noving

i mage conpression circuit and el ectronic water-mark i nformation pad ing R 2002
circuit (and coding circuit) in the first and second enbodi nents ar g AP
replaced with nedi a processors, respegefively. The sane reference nuneral s
in Fig. 5 denote the sane bl ocks as 10 those in Figs. 1 and 3. Prior to a
description of the arrangenent of the apparatus of this enbodi nent, a nedia
processor will be described. The nmedi a processor is a progranmabl e digital
signal processor having its internal structure 15 optim zed for inmge
processi ng andrsegpahdpngcésssrgeradhefopaeat tbatspeed of this processor is
as high as 3to 4 HOPS (billion operations per second), and is mainly used
for hone i nf anterifvamdeencedeflowithangefprevessitnagthe. gntrvPEGNe

conpr essi on/ decodi ng devi ces, 20 DVD players, printers, and car navigation
systens at peeseded FpsadesFgn thémRnrgassnusthef writhagnbdifdepr ddessor are
roughly classified into three types of techniques: 1) Parallel-processing

t echni ques t hit TREPLESE S Pﬁé“EEOEE§sfﬁ@abe?PBPH§n9§ WRif€r f or mi ng t he

sanme operation. Nhné of. t hese teghgi ues use an SIMD (single instruction
stream ful ti PPEVEREE 9fr &8f) S"CBIGABRY2002 - 20 architecture to al | ow

meny arithetic upits Lonsipul tanegtsly gpecate, . Ihe.sanme operatign is
executed by using’a pFura ity O ari thieti ¢ ufits i o I nprove f'fe
performance'padding method described above, the switch 11 is used
to embed electronic water-mark information in only
intraframe-encoded image data after each frame is
10 intraframe-/interframe-encoded. However, the present
invention is not limited to this. If, for example, it
is known in advance that given image data is subjected
to intraframe encoding, electronic water-mark
information may be embedded in the image data before it
15 is input to the difference circuit 1, and the resultant
image data may be encoded afterward. In this case, the
function of the difference circuit 1 is preferably
inserted before the difference circuit 1. In addition,
the function of the switch 11 may be inserted
20 immediately after the DCT circuit 2. With this
arrangement, after only the DCT coefficients of
intraframe-encoded frame are processed by the padding
circuit, the resultant data is returned to the
gquantization coefficient encoding circuit 3, thereby
25 embedding electronic water-mark information in the

image data in the same manner as described above.



5 2) Parallel processing techniques that inprove the processing performance
in performng a plurality of different operations. Many of these tﬁﬁmﬁﬁﬁﬁgs
use a VLIW (very long instruction word) architecture to increase t r
of instructions that can be 10 sinult ameeusly executed, thereby inproving

t he performance. 3) Specifying techniques that inprove the efficiency of
specific operation. Sone of these techniques incorporate special
instructions or special 15 arithnmetic units and special circuits. In inmge
processing for electronic water-mark information and the like, arithmetic
operation and freqligdey2cdaverBleak sétpgnrant skowaTyg t anithagen are perf or med
each pi xel data, and hence the processing 20 anount is very large. In
addi ti on, conBHPFeREiagi RRRBRTPEUBPRFEPTEHRY ntRt 2h et yobxeeait ed. As

a processor for perform ng. such i mage processing, an SIMD type nedi a
processor desPﬁﬁgan%olEBﬁgﬁf?BnE?9 g&%%ﬁ?EU%hEP FEL TSIt i on for each

data is 25 esggg{:glrgxigf{lﬁgékygar@l %%gggp Lhe S};%L%gfp%p%si%bprocessor is

especially effectrve 1n I'S” case, 'S doés no R 2002 - 21

(e o1 o5l veRagEag GAET DLIIPESLOY Bl PraCRT U Soc i dbcsere

effect can be expett er types” of " nedi OCesSOors.

a media proceggebaing ﬁ@@iﬂ&tiﬁggén$9@ﬁﬁ§ﬂ+]ﬁ%€nﬁﬁt§% { boh il fective

as in the case of inage processinhg because the e processing

are mainly asgecéitearii {RFbARaCEOR OPesmbd el BY | Ve SHUhdfefach bit.
The arrangenent shown in the block diagramof 10 Fig. 5 wi Il be described

next. Referrishown FhoFid, R akdli expracessprtid d nseetatdion the input stage
of a switch 11 conpresses noving i nage data. A nedia processor 52 inserted
on the subsequabershage Dhifermaffan. 12 serving as the output stage of the
switch 11 15 perforns electronic water-mark information enbeddi ng (and
encrypti@n processRefgrrime vediig procedviy drpagardysorinaigidesyiang | mage
conpression processing is currently available (for further information
about this prottehr(sSelrciiKmeanECRONITS $eledgweldnputting 20 pp.
83 - 102). As scyibed_above, the nedia processor is progranmmble, and

hence can eas?T™Y cUptr I TmereRRAed Fahd iRy Ihee @Sphs Sigicwdhene,

encryption, e i er-mark, i nformtion enbeddj t hod, and the
like. 25 In d%gééfég%(?¥ﬁ§?ﬁgﬁ5?ﬁﬁﬁ§iﬁﬂ?ﬁ: ANy P 2 FFThi s nedia

[eads 10 an i e 950 ki Qe Al RIAFSYHhARRST & digaapparatus.

Furt her nore,
15 extracted, an extraction circuit 23 for extracting the

electronic water-mark information from the
intraframe-encoded data, a buffer 24 for adjusting the
sequence of compressed image data
variable-length-encoded by the arrangement shown in

20 Fig. 1, and a variable length decoding circuit 25 for
decoding the compressed image data.

This apparatus also includes an inverse DCT
circuit 26 for performing transform processing inverse
to the DCT, an inverse quantization coefficient

25 encoding circuit 27 for inversely quantizing the output
from the inverse DCT circuit 26, an adder 28 for adding

the image data of a preceding frame having undergone



0 9 APR 2002 - 22 processing speed is sufficiently high, the buffer 12 on
the input stage of the nedia processor 52 in Fig. 5 can be omtted.

Mor eover, since the conponents for noving i mage conpressi on proc@@sﬁﬁ'ﬁdﬂmn

t he second enbodinent 5 are integratgd; into one circuit (nmedia processor
51), and the conponents for electronic water-mark informati on enbeddi ng and
encryption processing are integrated into one circuit (media processor 52),
t he apparatus can be sinplified and reduced in cost. 10 (Fourth Enbodi nent)
In the fourth enbodi ment shown in Fig. 6, a nmedia processor is used in

pl ace of bot motemenmbvngpenageiocanppesbeonneersaily gndntheedl éntgeni c

wat er-mark padding circuit (and the coding circuit) in the first 15 and
second enbodflatat sa Mheement refmpeasstinuneiatyitnlfi jorépdefiorwinge sane
blocks as in Figs. 1 and 3. Referring to Fig. 6, the processing perforned
by the nedi amprve@essocempengadisR Pa Fhg. basis pér tbendBagy daganedi a
processor 62. A buffer 12 also serves as 20 a delay circuit for correcting
any tine of f §Be. PReSGPing 61288} e8P BHETPREQECHATY PHpEPTt BTPRENA side or
t he inage da%s ingut f50n1the buffer 12 t tge B sidea,and sugglies it to
the medPa pr 588ssBRIB29akBr EOEPEEPPREANTY Tt HRESRFECRIETIsEFBEES the A side
when 25 noving i e cgngﬁe%shggiis tgabg ngfg&gggobyhghgnnedia processor
62, and selects t Si vhén aldctTonr ctwater - mark 1t ormati on enbeddi ng
(and 0 9 ABR&fénic2datEPCh¥PL! OREokfat foRCoRELARLARIN AT eSPect o

i ntraframe-encoded | mage dat a. an arrangenment for noving iImage

conpr essi on @ﬁ@f§§§ama-eﬁbeeéaoah@aWByeengaakrhn§eﬁaﬁ£lQﬁ ppgeddi pg 5 _
processing, and encryption processing is integrated into one circuit (nedia
processor 62toapei Aetbisacnbedi #BRE, chyel hehlyednehi ons in the size and
cost of the apparatus can be attained. In addition, if a plurality of nedia
processors aiateafnsntedncodpdr dbkel id40iapdtconheoihadei dhegrakly, a
further increase in operation speed can be attained. Al though the third and
fourth enbodinpntstbavbeekufiperf @dpovavydedefarr thgearhractioonperf orm ng
novi ng i mage conpressi on processing, electronic water-mark 15 information
enbeddi ng preteguihgl3anrenghyphrofvpEekedsi hhea® F&dStidne or all of
novi ng i mage decodi ng processing, electronic water-mark inforpation
extraction pFetestedd; and ﬁééFgﬁPPbﬁ PRbRESERRY tRRopRapiPPotfied by a

medi a processor. 20 (Ot her Enbodi nents) An el ectronic water-mark paddi ng
circuit thateﬁgﬁaﬁﬁeéppliﬁdc?Bgfﬂﬁtpigsgﬁ‘SinV%ﬁ?ion will be described

bel owi 1 8 YDk el X881 en0LaLll SaELTSU1 Lpbscd EHLORLGLORoRET 1M M O

frequency conversion of ~an I npu e fas ourrer Transform

di screte cosipg,iragstntMpupeye! 8 LhABSHR' Che ObwiBen! Key1 2H4LRY
water-mark information to the information in the
the mediacy of the extraction circuit 23 (the A side is
selected). With the above processing reverse to that
on the electronic water-mark information embedding
20 side, since electronic water-mark information is
extracted from only image data corresponding to some
frames, of the image data of all the frames
representing the moving image, which are
intraframe-encoded, the load on the extraction circuit
25 23 can be reduced.

In addition, the processing speed of the

extraction circuit 23 need not be very high because it



0 9 APR 2002 - 24 frequency donmain, and enbeddi ng the information by

i nverse frequency conversion. For exanple, in the nmethod based on the [?lSt
Fourier transform PN sequence information is added to 5 an inpuﬂgik@(}h,
the image is divided into blocks, thejgourier transformis perforned in
units of blocks, and 1-bit water-mark information is enbedded in one bl ock.
The bl ock in which the water-mark information is enbedded is subjected to
the inverse Fourier transform 10 and PN sequence information identical to
the first PN sequence information is added to the resultant data, thereby
obt ai ni ng a syafhttes ifragetrddisomedhodlestdesir ivretey-ma@k shi, Cka, &
Mat sui, "Water-nmark Signature Method for Inage with PN Sequences", 15
Proceedi ngs ofinfgomaEhen ypron oz din vl af vene vpneded idatsyirpodiam

SCI S97-26B. In the nethod based on the discrete cosine transform after PN
sequence i nf oPHETRGRLIPR GtRRLE 2dnis FopRieterRRICRhHhadfxt s di vi ded
into blocks, and the 20 discrete_cosine transformis executed jn _units of

bl ocks. After iBtHRETaReceRE?Ieh F_ER bR IHRIT PO LN ICATHET 68 t ant
data is jnverse ransf orned, . and, PN sequence .infornation i s.added again
Lo the dita, SREFBEAGOREIET | i BELGh: RELTES | RN < R naH T & 25
descri bed in Kilja Lei ght on " , Wat er mar k
for Milti npdig‘?,%f?ﬁf%!%ng i%%é%i%‘?nag?jg%%?a%%n%e‘ﬁ‘gé&%{%.e’@%}% APR 2002 -
25 fecordi ngalpo{ REHBHIRN Daspfe@netdife ey Aheti f AR Mdlomddipul T Mage

need not be divi Into . This method 1s described in |Ishizuka,

Sakai, & SakujgigutfAPehéefERt ad Sy 08 mecilidyr Ak elRldabididy of

El ectroni ¢ Wat ermarki ng Techni que Usi ng Wavel et Transforn', Proceedi ngs of

1997 Encrypt i paf@pendsf €6 Mahi®ngSesnr famdy nposi um SCl S97-26D. I n
addition, a nethod of enbedding electronic water-mark information in data
by arithoetic prockssdegetiived habdde husgedrdigig nesstheorintdpee | | ke of pi xel s
(U S. Patent No. 5,636,292 to Digimarc, and the |ike). Actual

i npl enent at i oprocessing apeapavsemt | tvienterdrodidndnthe alesprdyad next. As
described in each enbodiment, according to the present invention, the 15
appar at us forwetetthapk cingeenavienk inforerddesh IEhsddl ng (and encryption)
and the apparatus for electronic_water-mark information extraction (and
decodi ng) maylBErafueperRRrdsd idr tR At thrytie e Sk SMhrdinik
apparatus. That i t he present ég jnvention may be applied tg either a
syst em const i ?i]‘f""égf%ﬂ}l% rrartd d“%%’f}i‘%%’s‘“t ef./rb.nfovzié) Y VESHtter, an
interfacg device, r printe | J Qppar at us
consi st ?%g of 5%881';%‘%” %&g‘%{ﬁ cégf (%é?rggl,l{%n%@%)%}l]%/elr"ﬁﬁescgérrrcﬁ‘gw gation
system). 25 TRe,QbLeCt SrRfs tAGH PFESEN cdMVAM IO b Sl e by

suppl ying a program code of software that can realize the functions of the
above enbodi NgHyEnd Oimage that moves little and produces no moving
vector and an existing moving image that does not use
two moving images. In addition, many storage areas
20 need not be prepared to store two moving images.
(Second Embodiment)
Figs. 3 and 4 are block diagrams showing an image
processing apparatus according to the second embodiment
of the present invention. Fig. 3 is a block diagram
25 showing an apparatus for encrypting data after

electronic water-mark information is embedded in it.

Fig. 4 is a block diagram showing an apparatus that



0 9 APR 2002 - 26 the conputer (CPU or MPU) in the system or apparatus,
and making the conputer in the systemor apparatus connected to {espR 2002
respective devices operate the devices in accordance with the program code.
5 1n this case, since the programcode itself realizes the functions of the
above enbodi nents, the programcode itself and a nmeans for supplying the
program code to the conputer, and nore specifically, a storage nedi um
storing the programcode constitute the 10 present invention. As the
storage nedi um for supplying the program code, far exanple, a floppy disk,
hard di sk, opéceavedi eldtputgdetsa- 6pomcéhedapkar8baBOVh EDgR, 3pagneti c t ape,
nonvol atile nenory card, ROM and the like may be used. 15 This program
code constitdeegdehetbeedaht, i audnekbnaats ehegtranaccusternmamkch t he
functions of the above enbodi nents are realized by nmaking the conputer
control the imnfpeBatiendévpmeshendateer dahoeewrh 8aRg raéesappki ed program
code but also in a_case 20 in which the functions are realized by the

progr am code"PReEBLPeiBt FoaSwi $haB &sIeBBERaPRRESSPRYERY FhRNFAGSoN t he

conputer, angther. applicajjon software, or the_like. Furthernore, the
presentginve PPSﬁl?ﬁ§|aﬁe%haS%a§8 g@gﬁn 3h?8 £hi g gﬁﬁﬁ?#% program code is
stored in a ry. Lo a nction extensiqn.board of the conputer or a
function ext§§§$5¥phﬁ? %gﬁﬁ%%?eﬁli% E%eg%ﬁﬁgﬁ er, 0 9 APR 2002 - 27 and

some or all of aCA%gEhBﬁﬁcfﬁskﬂgf0§?T§£i ﬂ%saéﬁb8§§ﬁ8£€9 QYpgsEEY or the

| i ke arranged in t function extenSion board or tunction extension unit on

the basis of3§hgningtEygihgnsipEul beapr 996 al-£8AGeat BRT €AY S5 realizing the
functions of the above enbodi nents. According to the present invention, as

described abgyBseqiiehbesta88€oPr QCBEEEAY BPPahAt HSphQ@AiRGNBLLEEERY t he
frames representing a noving i mage by selectively using Intrafranme encodi ng
and i niterfrane, 18nénthdi tgagel @staodecodatieby nah& codongetioouis epbedded
in only inmage data (encoded data) representing a frame to be

i ntraframe- ebsosheppliddstappavai bsngapuffiereiére Beatppsi ednly a novi ng

i mage exhibiting a small difference between frames or an existing noving

i mge 15 to thbeafepeerepaPdedad@banbRkWRiEDdr pheFbHONEC| Wagerdaerk Since

i mage data (encoded data) representing franes to be intrafrane-encoded are
di scretely ptRE@RPat#on pfupaPpdgeds 16, iRRYtr EPr ERnEPAYNE FHEFHELI nage,

32 and encrypted, thereby allowing even a coding
15 circuit with a relatively low processing speed to keep
data private without jeopardizing security in practice.
This provides highly robust copyright protection.
As shown in Fig. 4, in this embodiment, a buffer
41 and a decoding circuit 42 are arranged on the front
20 stage of a buffer 22 and an extraction circuit 23, and
the intraframe-encoded data output from the switch 21
is supplied to the extraction circuit 23 through the
decoding circuit 42. That is, only intraframe-encoded
data is input to the decoding circuit 42 and decoded so
25 as to allow even a decoding circuit with a relatively

low processing speed to decode data.



the speed at which electronic water-mark information is 20 enbedded in
these frames while they are encoded need not be very high. This agpﬁﬁﬁﬁﬁs
can therefore be provided at a | ow cost. The present invention chf A
variously nodified within the scope_of gthe followi ng clains. 0 9 APR 2002
- 28 WHAT IS CLAIMED IS: 1. An inmage processing apparatus using a schene
of selectively using intrafrane encoding or interframe encoding as a noving
i mge conpression schenme, 5 wherein electronic water-mark information is
padded in only intrafrane-encoded data. 2. An inage processing apparatus
usi ng a schene of &gl eaténeryptshdgstdénal tlede entask ngoriédtes frame 10
encodi ng as a novi ng i nage conpressi on schene, wherein electronic

wat er - mar k i ntbigaenbodisephddedsecren| ey ntrabtesges et cdech dat a)Esvher ei n
sai d apparatus conprises at |east one of storage neans for changing a data
sequence of théats éencryptior-eheodedd dovn BEAL i (fast réatm encoded data and
storage neans for tenporarily storing only the intraframe-encoded data. 3.
An i mage processinhenpparaalgontthm) 208 charb P dfeys dfsmtast stamsi ng
intrafranme encoding or interframe encoding as a novi ng inaq$ conpr essi on
scheme, Wher eFRCR| 88t RoMi cfomt BrrhRe% Infortaltidn gRout eac

encryption scheme, see Eiji Okamoto, "Introduction to
Encryption Theory", Kyoritsu Shuppan K.K) is available.
The embodiment shown in Fig. 3 has exemplified the
apparatus for encrypting data after electronic
10 water-mark information is embedded in the data.
However, the coding circuit 32 may be arranged before
the electronic water-mark information padding circuit
13 to embed electronic water-mark information in
encrypted moving image data. The embodiment shown in
15 Fig. 4 has exemplified the apparatus for extracting
electronic water-mark information from data after the
data is decoded. However, data may be decoded after
electronic water-mark information is extracted
therefrom. It is easy to infer that the same effect as
20 that described above can be obtained in this case as
well.
In addition, the coding circuit 32 may be
connected to the output stage of the writing buffer 14
in Fig. 3. 1In this case, a high-speed coding circuit
25 is required because data other than intraframe-encoded

must be encrypted. However, data can be kept private



padded in only intrafrane-encoded data, and wherein after or before the

el ectronic water-mark 25 information i s padded, only the intrafraﬂgggﬂf@ﬁﬁg
data i s encrypted. 0 9 APR 2002 - 29 4. An apparatus accordi ng‘t

2 or 3, wherein said apparatus conpriges sel ection neans for selectively
inputting only the intrafrane-encoded data to a padding circuit to pad the
electronic water-mark 5 information. 5. An apparatus according to claim 3,
wherein a nmedia processor is used for at | east one of the noving inmge
conpression, the electronic water-mark 10 i nfornati on paddi ng processing,
and t he encr yptthontphjeopssidiging. sAcuappar anupractorei pg tio d¢hai m 3,
wherein all the noving i nage conpression, the electronic water-mark 15

i nformati on pasei dgsprabedsihgveand t he encryption processing are executed
by one nedia processor. 7. An inmage processing apparatus using a scheme of
sel ectively &ghﬁgdiﬁﬁP&ﬂﬂ&ﬁﬁténcoding or interframe 20 encoding as a noving
i mage conpressi on_schene, wherein §Iectron'c wat er - mar k infgrnation i's

extracted from onf® ither &PrEHeSBROIIRE FafROVE. 1 AnFitHagl prB€essi ng
apparatys using.a schenme 25 of sel.ectively.using i tr%;r%qg encodi ng or
"nter e oMPSANHy HEYE FRUPRESEAREe CeERM Lealtn edaRtrg

water-mark information padding circuit (and coding

circuit) in the first and second embodiments are

replaced with media processors, respectively. The same

reference numerals in Fig. 5 denote the same blocks as
10 those in Figs. 1 and 3.

Prior to a description of the arrangement of the
apparatus of this embodiment, a media processor will be
described. The media processor is a programmable
digital signal processor having its internal structure

15 optimized for image processing and signal processing.
The operation speed of this processor is as high as 3
to 4 BOPS (billion operations per second), and is
mainly used for home information devices for image
processing, e.g., MPEG compression/decoding devices,

20 DVD players, printers, and car navigation systems at
present.

The design techniques used for the media processor
are roughly classified into three types of techniques:

1) Parallel . processing techniques that improve

25 the processing performance in performing the same
operation. Many of these techniques use an SIMD

(single instruction stream-multiple data stream)



0 9 APR 2002 - 30 wherein electronic water-mark information is extracted
fromonly intrafranme-encoded data, wherein said apparatus conpris%s iﬁ 200

| east one of storage neans for changing a data sequence of the 5 g APR
intraframe-encoded data and interfranmggencoded data and storage neans for
tenporarily storing only the intrafrane-encoded data. 9. An inmage
processi ng apparatus using a schene 10 of selectively using intrafranme
encodi ng or interframe encoding as a noving i mage conpressi on schene,
wherein electronic water-mark information is extracted fromonly

i ntraframe- enaodriltdatareand ahesei maayterionimédeforenite v ectronic
water-mark 15 information is extracted, only the intrafrane-encoded data is
decrypted. 10simnlipparasiy apevatéeng The ctamnen Geraiomhies etrecaie
apparatus conprises selection neans for 20 selectively inputting only the

i ntrafrane- enepdedingta Pburaphtdi @f erithnetie wakts heo crrngumitthe

wat er-mark information. 11. An apparatus according to claim9, wherein a 25
nedi a processBPTfSTMRRE®for at | east one of the noving i mage decoding, the

el ectroniLc water- k infor ion extraction processing, and the decryption
processi Ng ngs Paralfg{ processfhg tecﬁhiques that improve yp

the processing performance in performing a plurality of
different operations. Many of these techniques use a
VLIW (very long instruction word) architecture to
increase the number of instructions that can be

10 simultaneously executed, thereby improving the
performance.

3) Specifying techniques that improve the
efficiency of specific operation. Some of these
techniques incorporate special instructions or special

15 arithmetic units and special circuits.

In image processing for electronic water-mark
information and the like, arithmetic operation and
frequency conversion such as the DCT transform are
performed each pixel data, and hence the processing

20 amount is very large. In addition, concurrent
arithmetic operations must be repeatedly executed. As
a processor for performing such image processing, an
SIMD type media processor designed to concurrently
execute the same instruction for each data is
25 especially effective.
Although the SIMD type media processor is

especially effective in this case, this does not deny



0 9 APR 2002 - 31 12. An apparatus according to claim9, wherein all the
novi ng 1 mage decodi ng, the electronic water-mark information extrqg§i$ﬁ2m2
processi ng, and the decryption processing are executed by one nedi @
processor. 13. An inmage processing mejhod sel ectively using intrafranme
encoding or interframe encoding as a noving i mage conpressi on schene,
conprising a step of 10 padding electronic water-mark information in only
i ntraframe-encoded data. 14. A nethod according to claim 13, further
conprising a step of changing a data sequence of the 15 intraframe-encoded
data and i nt egifer avfefeericiodathsdatcef ardhetrempar anvides stfomedgjonly t he

I ntraframe-encoded data. 15. A nethod according to claim 13, further
conpri si ng apsteessorsncrast ithe eame efdezd iaary I anpeericoded tdat a aft er
or before padding the electronic water-mark information. 16. An image
processi ng mio®BEe YRR wiudiadd d mrcsRssaEr Sencddien@sér 9fntder fr ame
encodi ng as a npving 25 i nage conpressign schene, conprising a step of
extracting eM&GHEoM SR Ak SYFFRHO oA SRTHREEM r af r ane- encoded

dat a. 50 9 %@%C%%%%rfg ?3.23 e]f7fecAtir\rfeet r;_10sd i%Cgc%red Ic%%é[ %fc IiiranlargelG’ further

processing because the contents of the processing are
mainly associated with the same operation and inversion
for each bit.

The arrangement shown in the block diagram of

10 Fig. 5 will be described next. Referring to Fig. 5, a
media processor 51 inserted on the input stage of a
switch 11 compresses moving image data. A media
processor 52 inserted on the subsequent stage of a
buffer 12 serving as the output stage of the switch 11

15 performs electronic water-mark information embedding
(and encryption processing). The media processor for
performing moving image compression processing is
currently available (for further information about this
processor, see NIKKEI ELECTRONICS No. 694, 1997. 7. 14,

20 pp. 83 - 102).

As described above, the media processor is
programmable, and hence can easily cope with changes in
moving image compression scheme, encryption, electronic
water-mark information embedding method, and the like.

25 In addition, the high-speed processing performance of
this media leads to an increase in the overall

processing speed of the apparatus. Furthermore, if the



conprising a step of changing a data sequence of the intrafrane-encoded
data and interfrane-encoded data and tenporarily storing only the 2000

i ntraf rame-encoded data. 5 18. A method according to claim 16, quBHﬁW
conprising a step of extracting the elpectronic water-mark information after
only the intrafranme-encoded data is decrypted. 10 19. A conputer-readabl e
recordi ng medi um which records a program for causing a conputer to be
functi oned as selection neans for selectively extracting only

i ntrafranme-encoded data, and paddi ng 15 neans for padding el ectronic
wat er - mar kK i nbooresisang sperlly isheuif it caénahe- bagbdethedabaf éxtr d2ted by
said selection neans in an i nage processing apparatus using a schene of

sel ectivel y u¥hrginputatitage efActhengediai arecesant 2Acodi Rggasdacamvi ng

i mage conpression 20 schene. 20. A nedium according to claim 19, wherein
sai d medi um f ket PR titedor d¥ORePVBEr afiNER ERASFARPIRSAtE ofPUt BPVIRT be
functi oned as storage neans for changing 25 a data sequence of the

i ntraframe- endBae8 FMRTSATIPRt BFPFEREIBACHBeEPBaPECARY e BRQBH+BPPFY storing
only the_intrafrane-enc A nediun1€§$ording to

) %gea da%a. 0 9 Al .- ?3 21, (
clai mz9P whePEPn1EEPETREGFUAPEDr PREr CHEE R s ECBH3gPERTE DR Eats! ng sai d
computex to bgf ”gﬁg {Q,Bﬁgoﬁén BCEYPL L NE-TEAASC! QheEPCRYPL! NG only the
i ntrafranme-encode ata pberore or

information embedding and encryption processing are
integrated into one circuit (media processor 52), the
apparatus can be simplified and reduced in cost.

10 (Fourth Embodiment)

In the fourth embodiment shown in Fig. 6, a media
processor is used in place of both the moving image
compression circuit and the electronic water-mark
padding circuit (and the coding circuit) in the first

15 and second embodiments. The same reference numerals in
Fig. 6 denote the same blocks as in Figs. 1 and 3.

Referring to Fig. 6, the processing performed by
the media processors 51 and 52 in Fig. 5 is performed
by one media processor 62. A buffer 12 also serves as

20 a delay circuit for correcting any time offset. A
switch 61 selects the image data input to the A side or
the image data input from the buffer 12 to the B side,
and supplies it to the media processor 62. More
specifically, the switch 61 selects the A side when

25 moving image compression is to be performed by the

media processor 62, and selects the B side when

electronic water-mark information embedding (and



5 after the electronic water-mark information is padded. 22. A
conput er -readabl e recordi ng nmedi um recordi ng a program for causiqg %g 0
conputer to be functioned as selection neans for selectively 1~ e @ gt %g
only intraframe-encoded data, and extysction nmeans for extracting
el ectronic water-mark information fromonly the intrafrane-encoded data
extracted by said selection nmeans in an inage processi ng apparatus using a
schenme of selectively using intrafrane encoding or 15 interframe encodi ng
as a noving i mage conpression schene. 23. A nmedium according to claim 22,
wher ei n saa. dnaegpuivhyxtiBetor beapds farpeagwashf eespadsi ag saa, d 20
conputer to be functioned as storage neans for changi ng a data sequence of
t he i ntrafraiteatodsd-datadaddinager indae- encoded data and tenporarily
staring only the intrafrane-encoded data. 25 24. A medium according to
cl ai m 2~, wherei nI§apd ardbngenanthéerr meyidg ampgagrampfagstansi ng said
conputer to inplenent decrypting neans for decrypting 0 9 APR 2002 - 34
only the intPEPFaRBiIRAcoBLECHEPRIBeVBFRT ONAEKt ERfPRBAEL @Rt PBACEIhATer - mar k
information is extracted.

. Ah. A{SP. A@RBPCQESASQ AaEdAeﬁ@YRtAO’(‘f BrageSALRY ALF| IAFErAESAs, 9 AS. ASE. A
2. ASNE. AE. A fY A NY. Af AL Y. A
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the apparatus can be attained. 1In addition, if a
plurality of media processors are connected in parallel

10 and controlled integrally, a further increase in
operation speed can be attained.

Although the third and fourth embodiments have
exemplified only the arrangements for performing moving
image compression processing, electronic water-mark

15 information embedding processing, and encryption
processing, at least one or all of moving image
decoding processing, electronic water-mark information
extraction processing, and decryption processing can be
performed by a media processor.

20 (Other Embodiments)

An electronic water-mark padding circuit that can
be applied to the present invention will be described
below. A typical example of this circuit is a circuit
for performing frequency conversion of an input image

25 by the fast Fourier transform, discrete cosine
transform, wavelet transform, or the like, adding

water-mark information to the information in the
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PN sequence information is added again to the data,

c
]

thereby generating a synthetic image. This method is
25 described in Cox, Kilian, Leighton, & Shamoon, "A
Secure, Robust Watermark for Multimedia", Information

Hiding, pp. 185 - 206, 1996.
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information in data by arithmetic processing for the
10 hue, brightness, or the like of pixels (U.S. Patent
No. 5,636,292 to Digimarc, and the like).

Actual implementation means of the present
invention will be described next. As described in each
embodiment, according to the present invention, the

15 apparatus for electronic water-mark information
embedding (and encryption) and the apparatus for
electronic water-mark information extraction (and
decoding) may be independently formed or may be
integrated into one apparatus. That is, the present

20 invention may be applied to either a system constituted
by a plurality of devices (e.g., a host computer, an
interface device, a reader, a printer, and the like),
or an apparatus consisting of a single device (e.g., a
DVD player or car navigation system).

25 The objects of the present invention are also
achieved by supplying a program code of software that

can realize the functions of the above embodiments to
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realizes the functions of the above embodiments, the

program code itself and a means for supplying the
program code to the computer, and more specifically, a
storage medium storing the program code constitute the

10 present invention. As the storage medium for supplying
the program code, for example, a floppy disk, hard
disk, optical disk, magneto-optical disk, Cﬁ—ROM, CD-R,
magnetic tape, nonvolatile memory card, ROM, and the
like may be used.

15 This program code constitutes the present
invention not only in a case in which the functions of
the above embodiments are realized by making the
computer control the respective devices in accordance
with only the supplied program code but also in a case

20 in which the functions are realized by the program code
in cooperation with an 0S (operating system) running on
the computer, another application software, or the
like.

Furthermore, the present invention includes a case

25 in which this supplied program code is stored in a
memory in a function extension board of the computer or

a function extension unit connected to the computer,
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executed by a CPU or the like arranged in the function
extension board or function extension unit on the basis
of the instructions of the program code, thereby
5 realizing the functions of the above embodiments.
According to the present invention, as described
above, in the image processing apparatus for
compressing the frames representing a moving image by
selectively using intraframe encoding and interframe
10 encoding, electronic water-mark information is embedded
in only image data (encoded data) representing a frame
to be intraframe-encoded. This apparatus can therefore
be applied to a moving image exhibiting a small
difference between frames or an existing moving image
15 to embed electronic water-mark information in image
data. Since image data (encoded data) representing
frames to be intraframe-encoded are discretely present
in a plurality of frames representing a moving image,
the speed at which electronic water-mark information is
20 embedded in these frames while they are encoded need
not be very high. This apparatus can therefore be
provided at a low cost.

The present invention can be variously modified

within the scope of the following claims.
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encoding as a moving image compression gcheme,

5 wherein electronic water-mark information is

padded in only intraframe-encoded data.

2. An image processing apparatus using a gcheme
of selectively using intraframe encoding or interframe
10 encoding as a moving image compression scheme,
wherein electronic water-mark information is
padded in only intraframe-encoded data,
wherein said apparatus comprises at least one of
storage means for changing a data sequence of the
15 intraframe-encoded data and interframe-encoded data and
storage meansg for temporarily storing only the

intraframe-encoded data.

3. An image processing apparatus using a scheme
20 of selectively using intraframe encoding or interframe
encoding as a moving image compression scheme,
wherein electronic water-mark information is
padded in only intraframe-encoded data, and
wherein after or before the electronic water-mark
25 information is padded, only the intraframe-encoded data

is encrypted.
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C 5. An apparatus according to claim 3, wherein a

media processor is used for at least one of the moving
image compression, the electronic water-mark
10 information padding processing, and the encryption

processing.

6. An apparatus according to claim 3, wherein all
the moving image compression, the electronic water-mark
15 information padding processing, and the encryption

processing are executed by one media processor.

7. An image processing apparatus using a scheme
of selectively using intraframe encoding or interframe
20 encoding as a moving image compression scheme,
wherein electronic water-mark information is

extracted from only intraframe-encoded data.

8. An image processing apparatus using a scheme
25 of selectively using intraframe encoding or interframe

encoding as a moving image compression scheme,
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storage means for changing a data sequence of the

5 intraframe-encoded data and interframe-encoded data and
storage means for temporarily storing only the

intraframe-encoded data.

9. BAn image processing apparatus using a scheme
10 of selectively using intraframe encoding or interframe
encoding as a moving image compression scheme,
wherein electronic water-mark information is
extracted from only intraframe-encoded data, and
wherein after or before the electronic water-mark
15 information is extracted, only the intraframe-encoded

data is decrypted.

10. An apparatus according to claim 8 or 9,
wherein said apparatus comprises selection means for
20 selectively inputting only the intraframe-encoded data
to a padding circuit to pad the electronic water-mark

information.

11. An apparatus according to claim 9, wherein a
25 media processor is used for at least one of the moving
image decoding, the electronic water-mark information

extraction processing, and the decryption processing.
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S*1$_ ML 1gliothe moving image decoding, the electronic
water-mark information extraction processing, and the
decryption processing are executed by one media

5 processor.

13. An image processing method selectively using
intraframe encoding or interframe encoding as a moving
image compression scheme, comprising a step of

10 padding electronic water-mark information in only

intraframe-encoded data.

14. A method according to claim 13, further
comprising a step of changing a data sequence of the
15 intraframe-encoded data and interframe-encoded data and

temporarily storing only the intraframe-encoded data.

15. A method according to claim 13, further
comprising a step of encrypting only the
20 intraframe-encoded data after or before padding the

electronic water-mark information.

16. An image processing method selectively using
intraframe encoding or interframe encoding as a moving

25 image compression scheme, comprising a step of
extracting electronic water-mark information from

only intraframe-encoded data.
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comprising a step of extracting the electronic
water-mark information after only the
intraframe-encoded data is decrypted.
10
19. A computer-readable recording medium which
records a program for causing a computer to be
functioned as selection means for selectively
extracting only intraframe-encoded data, and padding
15 means for padding electronic water-mark information in
only the intraframe-encoded data extracted by said
selection means in an image processing apparatus using
a scheme of selectively using intraframe encoding or

interframe encoding as a moving image compression

20 scheme.

20. A medium according to claim 19, wherein said
medium further records a program for causing said
computer to be functioned as storage means for changing

25 a data sequence of the intraframe-encoded data and
interframe-encoded data and temporarily storing only

the intraframe-encoded data.
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