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- 1 - DESCRI PTI ON COMMUNI CATI ON SYSTEM AND
COVMUNI CATI ON APPARATUS 5 Technical Field The present
invention relates to a comruni cation system and a
secure communi cati on apparatus, which are capabl e of
transmtting and receiving data by wrel ess
communi cation. 10 Background Art Communi cati on
systens in which information processing apparatuses,
such as conputers, are comnédcted to each other wth
wi rel ess communi cati on nmeans, such as a WLAN (wi rel ess
| ocal area network) or Bluetooth(r), to transmt and
receive 15 informati ompagtRrpgipg files and data and
to share the information are generally built along
wi t h advancenent of information technology. In recent
years, |ong-range-conmuni cation-function nounted
appar&?ﬂ@gﬁkcﬁT PEATEY Nl | CRMUBE CHBION AP RERBIDISe
20 of |long range comuni cation using Bluetooth or the
i ke are nounted on nobile phones or persona
TESRRIL LI Shi K€ Used to transmt and receive |arge
vol une data including noving picture data and rmnusic
dat ahlef pie ex@tlrfrentebar rk Padad e ]
Pat ent gpplication Publ i cati on ﬁﬁf%288§52§%%%%§915g8Fﬁm
apd dersecureedowguit him triicsk appasetus | thiich the LR 2% of
range data communi cation, introduction of data
CEARTRAGEILE apf okkassied ngedotve sby o eewe noiunun fea t iang
range

Background Art

Communication systems in which information processing
apparatuses, such as computers, are connected to each other
with wireless communication means, such as a WLAN (wirelessl
local area network) or Bluetooth®, to transmit and receive
information including files and data and to share the
information are generally built along with advancement of
information technology.

In recent years, long-range-communication~-function

mounted apparatuses, in which communication devices capable

of long range communication using Bluetooth or the like are
mounted on mobile phones or personal computers, are used to
transmit and receive large volume data including moving

picture data and music data (for example, refer to Japanese
Unexamined Patent Application Publicétion No. 2003-32444¢6).

In order to reduce the risk in security in the long-
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conmuni cation. The risk in security includes sniffing

of data by third parties with
| ong-range- communi cati on-function 5 nounted
apparatuses and alternation of data. It is necessary
to identify comuni cation partners in order to
performthe encryption process in the |ong range
comuni cati on adopting Bluetooth or the Iike. However,
unexpect ed | ong-range-conmurp cati on-functi on nount ed
10 apparatuses are possibly identified as the
communi cation partners because of the w de
GAIFRURLEAL § ; nt e 008 53008 £C ni_cation,
Even if thg§¢ﬁﬁﬁﬁﬁ%tgg?foﬁnéartrﬁ§£§ga§£ ?%g%t??ﬁﬁﬁﬁ,lP?
drecreeces sk yoridd THAMEn ae S SirdRHkeY oHgedad gy starting
more 15 secure conmmuni cation between the
cosmrpareti¢on Jaet mésk. iHoweverityt heckudss asniffing of

ossjbility that the session key is sniffed and

&8r 9Pt B ) Ragd iemi vt aranidey algehcoveun ioreg-ion-function
r ~conmmuni.cati on-functi on nount ed_appar atuses when
n?ﬁ§93§e§§8%ﬁ? u@ﬁsign?réhﬁﬁﬁqﬁﬁéSHtBftﬁ%t%onnunication
par tyer;, f, -w.d uni.cati on_area af
Phe T Pocgssaty el deles bh e SRIRNERY BirAg™ I

oRdeeSSAILifdrmNEheas - A iofl peRELEs Of 4, the §%§§'fﬁhge
key, for exanple, by lengthening the Kkeys an

comeyet grtg.ont adppoivngleBlaidtioglhar opr oieessiiig PavREvES,

t he | ong-range- conmuni cati on-functi on nounted -

UBHFRE T é9nI2bapge Traimgiyat L ont Surrt iohj ectnoédt he
agéggqﬂ#;invention §H1tq provide new and i nproved

Cat POfi BYRTEMYandenté ittt 2attion cappapasasion
paﬁ%ﬂé}ga%%c%ﬁQQbSP éﬁe %% E|¥ommunication area of the long
range communication.

Even if the communication partners are identified, it
is necessary to share a session key used for starting more
secure communication between the communication partners.
However, there is a possibility that the session key is
sniffed and decrypted by the third parties with the long-
range-communication-function mounted appatatuses when the
session key is transmitted to the commuﬁiéation partner,
because of the wide communication area of the long range
communication. Accordingly, it is necessary to\inCrease the
strength‘of the session key, for example, by lengthening the
kgys and, therefore, to.provide a higher proceésing power to
the long—range—communication—function mounted abparatuses.

Accordingly, it is an object bf'the present invention
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identifying a communi cati on partner and securely
sharing a session key between the communi cation
apparatus the 5 conmuni cation partner even if the
communi cation apparatus has a processing power that
is not so high. Disclosure of Invention In order to
resol ve the above problens, according to a 10 first
aspect of the present invention, a comrunication
system i ncl udes a plurality3oft comunication
apparatuses. A first communicati on apparatus includes
short-range active comunication neans for

tor PREVLAS Iy Ahdl BRPESVe I Rfunt 8aR1 Eh%fét-e&agﬂs .
ext ernal conmuni cation appar at us Sy 15 ectromagnetic
cnawesieaidi wBidppagates, atiesparsechpabhe of RAWHNY
signal ; |ong-range comruni cati on neans capabl e of

-lggRhify B iorompun heatsl e peotmgnetind swes liynshar fnge

w der than the communi cation area of the short-range
SERETVR KTOMAMFERt Fom GREEME L cali pr hapRrp TAtalss ther
| ' o elther 20 th ort-range active

C?@“%ﬁ%%%%ﬁgﬁ%%%g e e ?—gﬁg%‘ﬁ SR RRUAPRAT GH
h8B a8 S5 r R sARYTEBRE L G HERY 1§eRgL all ﬂgieg[/k?ans for
generating a pair of an encryption and a
decryption key corresponding to the encryption key,
the encryption key and the decryption key in the pair

Dhe¢Inpursy piefnventioreach 25 other. A second

comuni cati on apparatus includes short 4 range
pas<fveredfmimi ECHAlEA Feaddwr nrebdews ngatdmrdimguicpya
ffﬁﬁp%s'%E n1ﬁ ghort-ran?e,external conmuni cati on
Apparatis T Shd i AHESERTI hTent ¥ orfs £OBIgRESat ipn
sy RPN 1LQeL e plurality of communication apparatuses. A
first communication apparatus includes short-range active
communication means for transmitting an inquiry signal to a
short~range external communication apparatus by

electromagnetic waves and waiting for a response to the

inquiry signal; long-range communication means capable of

- communication by the electromagnetic waves in a range wider

than the communication area of the short-range active
communication means; switching means for switching to either
the short-range active communication means or the long-range
communication means; and asymmetfic key generating means for
generéting a pair of an encﬁyption key and a decryption key
qorresponding to the encryption key, the enéryption key and
thé decryption_key in the pair being asymmetric to each

other. A second communication apparatus includes short-
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i nquiry signal; |ong-range communicati on nmeans capabl e
of 5 communication by the el ectromagnetic waves in a
range wi der than the communi cation area of the
short-range passive conmunication nmeans; sw tching
means for switching to either the short-range passive
comruni cati on neans or the | ong- range comruni cati on
neans; session key generating nmeans for 10 generati ng
a random nunber and usi ng -t he_generated random nunber
to generate a session key; and encrypting neans for
encrypting the session key. The second comruni cati on
f%ﬁ%@r§£M§UH§Q%mﬁnﬁlgggfaﬁndéﬁﬁsk%Xrt£S%E£91.te%h%rgﬂgalky
first. comunication apparatus to encry Phe’Session
sk@yial nfomra b&oeﬁefa@é@deﬁ%&sﬂagnclszwu@f&ttﬂo%négbg:?a{&e
encrypted session key to the first comrunication
aagparanemsitting ki resporonmininedt i onrappaisat S YWEes t he
,decryptlon key to decrypt the encrypted session key
1PAES ¥h%19§@sls| dANKBYRRGRI QomENsATEEioN gudenes sepehlle of
N %}ﬁP a?ga S a communi cati on 20 sw tching
“reques S|gnaV aiﬁﬁﬁﬁpmﬁﬂﬁegﬁft%ﬂHQﬁ;lPoatﬁénge wider
thgﬂgtﬂ@r&%megmm&@ta&% TeapR, srhor%om%g,' Cgtﬁ'g%‘vey

using the long-range conmunication mea

weRMAFdaA198 AchhyYE §%¥Hﬂﬂihﬁa&ééﬁb'E%ﬁn%wq@¥h£ﬁené6nélther
identification information all ocated to

tb@o&ﬁ@nﬁamgegéSpaﬁﬁlvwecﬁmmmnumtaﬁﬁdﬂnmaﬂhanSrt@h&hﬁbng-
short-range passive 5 communication neans along wth
r‘%fFﬁe Q%WBFFéhl%Wemd shesigmoray memgeapasgineans for
ni cation neans may transnit identification

ST OITaE! Gn” AP TR ALGero SPRAUSHS (Hheasgaerated random

number to generate a session key; and encrypting means for
encrypting the session key. The second communication
apparatus uses the encryption key transmitted from the first
communication apparatus to encrypt the session key into an
encrypted session key and transmits the encrypted session
key to the first communication apparatus.  The first

communication apparatus uses the decryption key to decrypt

the encrypted session key into the session key and transmits.

to the second communication apparatus a communication
switching request signal to request the switching to the
long-range communication means and communication by using
the.long—range communication means.

The short-range active communication means may transmit
identification information allocated to the short-range

active communication means to the short-range passive
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passi ve conmuni cation nmeans to the short-range active
5 communi cati on neans along with the encrypted session
key to provide the identification information of the
communi cation partner to the |ong-range comruni cation
means provided in the first and second conmuni cati on
apparatuses. In order to resolve the above probl ens,
according to 10 another aspect of the present
i nvention, a comunication sapparatus includes
short-range active conmuni cati on neans for
transmtting an inquiry signal to a short-range
SRHER DBt SO WHIASCALbAR AABARLUSH DYy S 861 NANRIDRL fne
waves and waiting for a response to e 1 nqdi'ry
shioghatandeongrsiange cdmeRTiaNichaht ORs RANS GARakke of
.conmmuni cation by the electromagnetic waves in a range
igedet fidrmiomhdn foommuive atlilocaaeeat of thdhesishartrangage
active conmuni cation neans; sw tching neans for
PEFF + Ehi SRS LRt ReR PeRNSHOr ther alhgret arariare active
nication neans. or the | opg-range 20 communi cation
Rt RO R P18 % thehBr at T RfdshSepaton key to
pggﬁ@ﬂéﬂﬂh%giaeﬂeifiégtfﬁ%.q %E¥H%£B¥hK§¥tﬁﬁpcammun'cation
decryption key corresponding to e encrprlon ey,
phhen@nay Rhbonokgyranfk dohfufdeesyRid M 8Y pl-Byilea Pal 1
bei ng asymetric to each other.. The conmunication
thppairmttusndsescone caciuphonok eypp2irdtasdecr ypt an
encrypted session key transmtted fromthe 6 externa
connPERET drP apfsariatushanebaveamswilsnso &beordixtetoal
o) ni_cation gp@§ratus a conmuni cati on sw tching
t

ALY £oBPGhaP™ t 1PF RFFESPtt MRVERG 4hi fg cosmupication

.aﬁﬁﬂﬁﬁ%%@ngﬁcludes short-range active communication means

for transmitting an inquiry signal to a short-range external

communication apparatus by electromagnetic waves and waiting

- for a response to the inquiry signal; long-range

communication means capable of communication by the

- electromagnetic waves in a range wider than the

communication area of the short-range active communication

means; switching means for switching to either the short-

- range active communication means or the long-range

communication means; and asymmetric key generating means for
generating a pair of'an encryption key and a decryption key
corresponding to the encryption key, the encryption key and
the decryption-key in the pair being asymmetric to each

other. .The'cémmunication épparatus uses the decryption key

to decrypt an encrypted session key transmitted from the
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conmuni cati on nmeans and conmmuni cation by using the
| ong 5 range communi cati on neans. The short-range
active communi cation neans nmay transnit
identification information allocated to the
short-range active conmmuni cation neans to the
external communi cati on apparatus along with the
encryption key. 10 The short-range active

conmuni cation nmeans may tramswt identification
information allocated to the short-range active
communi cation neans to the external conmunication

éﬁ@@@haluéoﬁﬁdﬂﬂldﬂigh_Sﬁﬁaﬁﬂﬁﬁy%Ehogrgﬁ%nﬁﬂg

. - L£a Yhe
receive identification information allocated tothe
egocbenadl cbnod R A ba ah bRk ARPALALYRmEL DM e &%k eEABhy
conmuni cation apparatus along with the encrypted
reégusFbnskaplt Goprevieet tthee swdénhihgcat i e ilohgr pabgon
of the communication partner to the |ong-range
COBMRhT T A0 MRBANAR D r SRANEG CRB 1 PAEPY coTimshitdat Long-

r the external communication 20 appar at us.
r?ﬁgér%%r Iggggégpv%e?%%'above probl ens,, according to

another sgRbedi aen éé%i%@?cBﬁﬁ&ﬁEEaéfE%EEEERQ’n1 SECAd: ¢
comuni cation apparatus in a comunication ap ratus
ident Uit tabar i n FARGE: RAS SI1L6cEOEAY Gald ARoFeapsndor -

25 receiving an inquiry signal froma short-range
agkies rraimmpnicehhemirosnisocappar et tsranid domansptitidyg a

response signal in response to the inquiry signal;
a?Qﬁé%ﬁ@fn@éoﬁanﬂ%ﬁ#cﬁhq GRCTiBRARN cegiabl e of

CoangigﬁéféukgﬁgéﬂQ% E%gngg%gﬁéfé;@%%gsmggng:may transmit
identification information allocated to the short-range
active communication means to the external communication
apparatus along with the encryption key and may receive
identification information allocated to the external
communication apparatus from the external communication
apparatus along with the encrypted session key to provide
the identification information of the communication partner
to the iong—range communication means provided in ther
communicatien apparatus and the external bommunication
apparatus.

In order to resolve the above problems, according to
another embodiment of the present invention, a second
communication apparatus in é commuﬁication apparatus
includes short—rapge passive communication means for

receiving an inquiry signal from a short-range external
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range w der than the communication area of the
short-range 5 passive comruni cati on neans; sw tching
nmeans for switching to either the short-range passive
conmuni cati on nmeans or the |ong-range conmmunication
nmeans; session key generating neans for generating a
random nunber and using the generated random nunber to
generate a session key; and encrypting 10 neans for
encrypting the session key. yThe conmuni cation
apparatus uses an encryption key transmtted fromthe
external comuni cation apparatus to encrypt the

' i encrypted session key and ,
e (R, PR Ole SRS MOLER AR TREN O e Prpspiomal
10OTBBPOESS 1tQN tABPEAGLLSy ANANE11: COMBINI LA cation
apparatus receives fromthe external comuni cation
mgppar atpable edmumnneat ¢ EMblyC B Bt F@ReSt i cSakak 19 a
request the switching to the | ong-range comunication
TRBEASYEARE ddrruhheatorombycaidiongate@ dhrigre shpge-range
communi cati on neans. 20 The short-range passive

PRBAMNRI TATION “AELRR RN TeSeiFen ingemans dati sHitching
tbngﬂgﬁ@ 3 @hé?g— %%%%aés%ﬁ.y%é%?rﬁrﬁ%{e& %%ﬂ'egﬁ‘g' c?p the

apparatus al ong w

16R@F fad RNEBMABS S& V€1 S0 TEURISC aEEQQi&?%% gﬁéeggggﬁﬁgre ans

identification information allocated t

£@5 gommaniegt A ofapPAmRi®S rah A8 Ju i thike g8ASFYPLd ON
key and - 8 may transmt identification information

randet atvader ot ¢ heenestadret ar angeipasisd ve andnmenok gat 1100
neans_to the external comuni cation apparatus al ong

TG fHe SBREYRpinG dessesairBykey. The communication

apparatus uses an encryption key transmitted from the
external communication apparatus to encrypt the session key
into an encrypted session key and transmits the encrypted
session key to the first communication apparatus, and the
communication apparatus receives from the external
communication apparatus a communication switching request
signal to request the switching to the long-range
communication means and communication by using the long-
range communication means.

The short—range passive communication means may receive
identification information allocated to the external
communication apparatus along with the encrthion key.

‘The short-;ange passive communicatioﬁ means may receive
identification information allocated to the external

communication apparatus along with the encryption key and
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to provide the identification information of the 5
communi cation partner to the |ong-range communi cation
nmeans provided in the comruni cati on apparatus and the
external conmunication apparatus. As descri bed above,
according to the present invention, since the

comruni cation partner can be easily identified in 10
the short range comuni cati on and the session key can
be shared between the comwurg cati on apparatus and the
communi cation partner even if the conmunication
apparatus has a processing power that is not so high,
nialy k$apessi blRnthie: ¢ I f .Qn, key
tﬁ%t is sniffed andEﬁgH%gé?gﬁ?él§gog ?%H§E§%%€égtﬁhg
shomy-ramge reatsa veontmnicaddtadn nBahef t DaSE iRk @n, 0Of
the Drawings Fig. 1 is a schematic diagram show ng the
COTFHE €Rlel B apRacammeing batd onl thy sheremmogqrtdiongekoian key
tenbodl nt. 20 FI% 2 is a block diagramschematically
ShBORP VIS Hide %FFB i e torom iadenmet Enmiitéat i on

nbod 3
cgﬁﬂaifglag ﬁg enﬁ?|c§%$9%§ﬁgﬁ%$§gﬁqﬁ¥ﬁ FﬁE%%PZm%ﬁnS
pBeLdel iSeEHE SRR LAl ggﬁg? {? d?%hgcgg£g££§ht()

an enbodinment. 9 Fig. 41 ara
cehenptdtdahl ypsdemi g the structaure of an active

communi cati on unit according to an enbodi nent.

As described above, according to the present invention,
since the communication partner can be easily identified in
the short range communication and the session key can be
shared between the communication apparatus and the

cpmmunication partner even if the communication apparatus

has a processing power that is not so high, it is possible

- to reduce the risk of the session key that is sniffed and

decrypted and to achieve the long range data communication,

Brief Description of the Dréwings
- Fig. 1 is a schematic diagram showing the structure of
a communication system according to an embodiment.
Fig. 2 is a block diagram schematically showing the
structure of a secure communication apparatus according to
an eﬁbodiment.

Fig. 3 is a block diagram schematically showiﬁg the

. structure of another secure communication apparatus

according to an embodiment.
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Fig. 5 is a sequence diagram schematically show ng a

5 series of conmmunication processing in the

communi cation system according to an enbodi nent.

Fag. 6 is a schematic diagramillustrating short range
conmuni cati on between the

secur e-commruni cati on-function nounted appar at uses,
according to an enbodinment. 10 Fig. 7 is a schematic
diagramillustrating a precess of establishing secure
conmuni cation in the short range comunication

bet ween the secure-comuni cati on-function nounted
appariad UsieSs ACk j n ient ig..8 i
anotﬁgi schenali%géﬁ:ggfgﬁeﬁlFgg%ﬁéﬁ#Q%}lyhghgﬂ%§% the
sproctsse «f adstabiveshtdigusaedteos ORI Labir@finkNed hen
short range conmuni cation between the
eghedteetommuni cati on- function nounted appar at uses,
accqr.ding to an enbodi nent. Best Mde for Carrying
Qut ‘t'He PnvEnti HifFEGCPr e Fal saiiswditaenl by othawiag a

i ton. WM |11 be described in detail with

SPEEEE e %ﬁg“ﬂ%‘h‘éa%lc"c“oﬂﬁﬁgﬁﬁﬁﬁ@ng Ay SOTTHB S2iPn
syl O CRCRBUTRE Al S Af Gri3qdnifi the following —
description and the acconpanying draw ngs to identify
conpagent sifayisigeaRPLoxd @)l 1hess a8 {YNGd:2N$228¢
and structures. A duplicated description of such
cumIcrention 1Betwden aiiet eduher@niuunA ca@IBhAf EREt i
system according to an enbodi nent will now be
mca%st&di BEREGR P RS Gef dcepEding ¥ (an kmbedgmentis a

schematic diagrag1shomﬁq9_the structure of the
coniiidi catiHf s¢C ematic diagram illustrating a process of

establishing secure communication in the short range
communication between the secure-communication-function
mounted apparatuses, according to an embodiment.

Fig. 8 is another schematic diagram illustrating the
process. of establishing secure communication in the short

range communication between the secure-communication-

-function mounted apparatuses, according to an embodiment.

Best Mode for Carryihg Out the Invention

Preferred embodiments of the present invention will be
described in detail with reference to the accompanying
drawings. The same reference numerals are used in the
following description and the accompanying draﬁings to
identify components having approximately the samelfunctions

and structures. A duplicated descriptioh of such components
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5 system according to this enbodi nent. As shown in
Fig. 1, the comuni cation systemaccording to this
enbodi ment i ncludes at |east nultiple secure-
comuni cati on-function nounted apparatuses 10 (10a,
10b, ..., 10j). 10 Also as shown in Fig. 1, a nobile
phone, a PDA (personal digital assistant), a pen, a
personal conputer, and so on each include short range
comuni cation neans accordi®ng-to Near Field

Conmruni cation (NFC) or the like, |ong range

comruni cati on neans using Bluetooth(r) or the like, 15
iandnQthes Mif8hess communi cation neans to securely
perform data conmunication of any kind. The secure

CONMAING dh@duind B a TBEH Ss f tRin 1WBEOEABAL OFb 15 RKEHARGRT will
bet ween the different secure-communi cati on- function

neyuhe ede appdedt viel ddfdrermesttat €ign Whi cligthe 29 a
information is prevented frombeing sniffed or altered
Sﬁpeﬁat%%iq%?ﬂﬁﬁmt§h9W¥¢9tqh? structure of the communication

secure-comuni cati on-functign nounted apparatus 10
2R e?h%???ﬁ%&?ﬁa??o?P%%;ﬁﬁgﬁﬁégﬁﬁa'mﬁthout hurting the

SsecUd t i nt ity t nformation. In the .
con#%%f%ﬁ??o%ﬂg§§{e%fs%gﬁn9$%m$ﬁifa Pnoﬁgséﬁm FEHSHEY

tof thhe afedhfefoMTRIIGRE QR- TuRst i AM ymyAt edeg Jl -
apparatuses 10a to 10f nust be a reader-witer In

conmegridagicesfabtisin thoanshar hppaRgEILHMIONI(CO4j OIOL, ...,
using the NFC technol ogy. The NFC technol ogy in the
1%hbrt range conmunication

Also as shown in Fig. 1, a mobile phone, a PDA

{personal digital assistant), a pen, a personal computer,

and so on each include short range communication means

according to Near Field Communication (NFC) or the like,
long range communication means using Bluetooth® or the like,
and other wireless communication means to securely perform
data communication of any kind.

The secure communication means that information is

- exchanged between the different secure-communication-

function mounted appaiatuses 10 in a state in which the
information is prevented from being sniffed or altered by a.
third party with the secure—communication—function mounted
apparatus 10 and the information is protected without
hurﬁing the security or integrity of the information.

In the communicétion system shown in Fig. 1, one ér

more of the secure-communication-function mounted
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5 uses an el ectromagnetic wave transmtted fromthe
reader- witer to establish device comuni cation
between an IC card and the reader-witer. In
addi tion, the NFC technol ogy is superior in security
to the wirel ess communication, for exanple, using the
10 Bluetooth or over a wireless LAN in a physi cal
aspect, because the conmunication range of the NFC
technol ogy, corresponding t9 the di stance between
devices, is as short as about 10 cm For exanple, it
is difficult for a third party to sniff information
' - C i.catid o 5.f.unction nounte
e T e PR L e 1 5 e e o8 o
dtabhesofies dHee tNEGn § 8 ChRRhREaRasna, Sa) aGlLhrst i
which is different fromthe characteristits of known
teghmahdgat i on technol ogi es and in which automatic
update is performed when the
secuth® ¢Girmiarbael oFi findhieoahapunt a2 Coappal as tis@s

ugggable of the near field conmuni cation are

563 11 ofied WifRPASEL priaiet &rrnABHT Fed gt omntiiso GgRdE Fre

W ' ' t cording.to. thi enbodi nent has
?%B@PF%6*¥§€Q%1§¥§ & 8L compuglg?gh?nf %twﬁg%aﬁﬁlé? card

e W reless comunication func

apng@cerdli G de@-t/bect NFC or using the Bl uetooth, the 25
present invention is not limted to this exanple. The

12 Ipresditiomyeritd MIFCi scapRbiSRAPliS Opeasss Usi NG Aty
other wireless communication protocols. As described
tabdve Witkd eRECS pmmEn iswriivni c 4o oex puditsgc als infothé he

hor t range communi cati on by el ectronagnetic
Bluetooth of over a wireless L&N in a physical aspect,

because the communication range of the NFC technology,
corresponding to the distance 5etween devices, is as short
as about 10 cm. For example, it is difficult for a third
party to sniff information with the secure-communication-
function mounted apparatus 10 when the NFC technelogy is
used. Furthermore, the NFC technology has a characteristic
which is different from the characteristics’ of known
communication technologies and in which automatic update is
performed when the.secure—communication-function mounted
apparatuses capable of the near field communication are
positioned within a predetermined range.

Although the communication system according to this
embodiment has the wireless communication function, for
example, according to the NFC or using the Bluetooth, the

present invention is not limited to this example; The
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5 induction. Carrier waves having a single frequency
are used between the secure-conmunication-function
nount ed ~ apparatuses 10 in the NFC. For exanple, the
frequency of the carrier waves is equal to 13.56 Mz
within ISM (Industrial Scientific Medical) band. 10
The short range comruni cati on nmeans conmuni cation in
whi ch conmuni cati on apparatuses within a di stance of
about 10 cm comuni cate w {h each other, and includes
comuni cati on established by the apparatuses (or the
cases of the apparatuses) with being in contact with
reackinot hefendsonlhia LoRg; £ANGE CORIUBLCALIAN JIRANS .,
conmuni cation in whic conmuni cat 1 on appa at uses

wiireheas acehirstranee ivhaprésoddqrger than that (about 10
cn) in the short range conmunicati on conmunicate with
eachPotdeECriber akeavpl ehel NFB| Lot @otdymiri@ation protocol
£50 hni ation apparatuses within a distance shorter

Phah™q 020 tm™E&A o c AT attd oni PH ehedt oinrame tTao

| GAAELN cat i npdes, that i.s, a ssjve_ node and an

i EodS Lrd s, 4 %l%ﬁ'éavilﬁgtﬁegﬂﬂ*—@e IFevgaFyt gre used

active node are aval

beesss htve ts@%u&\enc&%mgahrag@ghgﬁumf 4 ddi8ited

conmmuni cati on bet ween
appLtHRrseeNOnt aathovHaNCFoen s £d appaatis,d0a,r
and the 25 secure-conmuni cati on-functi on nount e?*]

thpparatigsr vebesahwngrualllo 1856 MHz within ISM
ecur e- comuni cation-function nounted apparatuses 10a

(rflustaiadn§Ehenpi g Meticps) dsambl i fied. In the
passi ye node, either the, secure-communi cation-
b shor

funektod nt&ﬁﬁ%ﬁ?%ﬂﬁﬁgpﬁPﬁ%aqkﬁ¥ Feapgecommnunication in
wﬁfHHJE%mﬁgﬂﬁygffgﬁ'éﬂﬁératuses within a distance of about

10 cm communicate with each other, and includes
communication established by the apparatuses (or the cases
of the apparatuses) with being in contact with each other.
The long range communication means communication in which
communication apparatuses within a distance that is longerx
than that (about 10 c¢m) in the short range communication
communicate with each other. For example, in Bluetooth, the
communication apparatuses within a distance shorter than 10
m can communicate with each other.

Two communication modes, that is, a passive mode and an
active mode are available in the NFC. 1In order to describe
the two communication modes, the communication between the
secureucommﬁnication—function mounted apparatus 10a and the

secure—communication—function mounted apparatus 10b, among
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5 function nmounted apparatus 10b (for exanple, the

secure commruni cati on-functi on nount ed apparatus 10a)

nodul ates an el ectromagnetic wave (the carrier wave

corresponding to the electromagnetic wave) that is

generated by itself. After the nodul ation, the

secur e-commruni cation-function 10 nounted apparat us

10a transmts the nodul ated data to the other

secur e-comuni cati on-functi @& Aount ed appar at us, that

IS, the secure-communication-function nounted

apparatus 10b. The secure-communi cation-function

theu sbedr &pRAinaini©atobn - PEEEOTIE rofat AR AL QR 01 bhe o

el ectromagneti ¢ wave (the 15 carrier wave

19dr shsponti i o-0 1t hés et eetplonmgaet i ¢ wave) generated

by the secure-communi cation-function nounted

appalatid® POaSaRY Tedeur 5 thiss el Ut extiat ~datraut bed hison -

fﬁggggo- cQ gication-function nount ed apparatus 10a.
n

COnt ragt™ 5% 2PRBTATET vid anodie Fhp of e lify coBBUREC2Di.on~

i |- Q@n-yf ] t appar atus 10a and the
G S R S s R

cﬂmﬁwhf&étiqﬂ—@ﬁhE@ﬂ@ﬁ“ﬁﬂdd%é@agﬁﬁa£§€ﬁ§ifﬂé) Y881ates an
corresponding to the electromagnetic waves) generated

ebycthewaplerés wade t (tAns Matrri bhewspd Wated pdatiang 260 lthe
the short range communi cation by el ectromagnetic 14

e} felicmasnetior vakanihet tikegaearatddlty deswuni cati on,

t he fﬁggagatus that first outputs the el ectromagnetic

vavé partotHE td 8RR at§ BiFeasammhpi calionfanct ion

mbiHAdALEKE: OLud e GOMIUALEAtL AN 185,53 LG003D, o che

. other secure-communication~function mounted apparatus, that

is, the secure-communication-function mounted apparatus 10b,
The secure-communication-function mounted apparatus 10b
performs load modulation to the electromagnetic wave (the
carrier wave corresponding to the electromagnetic wave)
generated by the secure-communication-function mounted
apparatus 10a and returns the modulated data to the secure-
communication~-function mounted apparatus 10a.

In contrast, in the active mode, both the secure-
communication—function mounted apparatus 10a and the secure-
communication-function mounted apparatus 10b modulate
electromagnetic waves (carrier waves corresponding to the
electromagnetic waves) generated by themselves and transmit
the modulated data.

In the short range communication by'electromagnetic




10

15

20

25

5 transmts a conmand (request) to the comrunication
partner and the comunication partner returns a
response in response to the conmand to establish the
short range conmuni cation. The apparatus that returns
the response in response to the command fromthe
initiator and that is the conmunication 10 partner is
called a target. For exanple, when the
secur e-communi cati on-functi A - nount ed apparatus 10e
in Fig. 1 outputs an el ectromagnetic wave to start
the conmuni cation wth the secure-
iggmriabtaticon ekamgl b pne O U8d faRRAT Abke k0 ibhe
secure 15 comuni cation-function nounted appar at (s R%e
apparpbus thati floptandtples the electromagnetic wave to
%ecurgﬁconnunicatipn-function mount ed apparatus 10a
SLETENENS SOgBENiFAtioe It diheé Hpdethd gmidianpive, ofiheme
r.e- conmmunj cation-functi on nount ed appar at us
b ftien §OTRILER R Tt iRkes, e vmgtiator
tBEREA- ] I pAs t,i unt ed apparatus | in
Fig 1 %g%@%g‘?gg%él{%gﬂsggu?gg communication partner
agonhmicoainiNDed 6 | iy tHRUNLeeu AP AU 1AL, 1 WLl d S e
the initiator, continuously outputs an
tel B comrgnédt te ewhehlistdibasiesrt hengkeebhaiBINSt i, |
wave that is output by itself, 25 and transnmits the
TRatPPRgaFhe Seaturatesimsuihe atéeppifaendhi onspsnsamLmtte
aratus | which is the target. The secure-
C%@‘prﬁ"rhdﬁ &8 @ﬂé- FIHERER EnBlft BéRtapisaitheus ormen ber ficms

pdMGer 9ad. atiQn tQ the el ectromagnetic wave
out put fromthe ~secdre-comuni cati on-function nounted

appaoat dstartlle, WAkENthe secure-communication-function

mounted apparatus 10e in Fig. 1 cutputs an electromagnetic

wave to start the communication with the secure-

communication-function mounted apparatus 1l0a, the secure-
communication-function mounted apparatus 10e is the
initiator and the secure-communication-function mounted
apparatus l0a is the target.

In the passive mode, fof example, when the secure-
communication-function mounted apparatus 10j in Fig. 1 is
the initiator and the secure-communication-function mounted

apparatus 10g in Fig. 1 is the target, the secure-

communication-function mounted apparatus 10j, which is the

initiator, continuously outputs an electromagnetic wave,
modulates the electromagnetic wave that is output by itself,

and transmits the data to the secure-communication-function
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5is the initiator, and transmts the nodul ated data
to the secure-communication-function nounted
apparatus 10j. In contrast, in-the data transm ssion
in the active node, the secure-comrunication-function
nmount ed apparatus 10j, which is the initiator, starts
to output an 10 el ectronmagneti c wave, nodul ates the

el ectromagneti ¢ wave, and transmts the nodul ated
data to the secure- comuni cat+on-function nounted
apparatus 10g, which is the target. After the data
transm ssion is term nated, the

nRRaUEa - SHFERHtGAtgN- HYNGt i an t'ﬁ‘éu%??eéppaf atus 1L
stops 15 the outpuiting of the el ect onagnéilc wave.
cSimpith acd i ori4funcheodaheudtaN Sppashes 1de performs the
secur e- conmuni cati on-function nounted apparatus | og,
IRRACKOd %l atHeon 4pgbhe @l et simmonetio woud mittpam from the
glectromgneti c wave, nodulates the electromagnetic
waves %‘?%%l‘ﬂll‘rlgﬁ§ﬁi>f1§f%%tlrﬁ57dmoapéaddw@ana@@o 10he which

;ge o .cation-funct.i on unt apparatus 10j
o B e B PR e Poe She
t et ra-Nnfin i bheq ~+GUITUA jon-funct.ion . mount ed
sapparatus PCSQE%%%gH%ﬁggbutnggﬁég %hp%%%?ﬁs QOJ'

el edtr ovagnedt £ invane. ddba ThEarshidlds i6ANYE the active

comuni cation according to the NFC, 16 descri bed
medon &he seqyre- coupariftatioa- puocess eounestiabbpshinig
Jeecure onmunj cation according to this enbodi nent.

He PrGEeds bre edtidbisiteni ngtateurte cwdpmtnacation is a

ication start session in which a
eféggyg%a%%eklc wave, moduiates the electromagnetic wave,

i

and transmits the modulated data to the secure-
communication-function mounted apparatus 10g, which is the
target. After the data transmission is terminated, the
secure-communication-~function mounted apparatus 10]j stops
the outputting of the electromagnetic wave. Similarly, in
the data transmission; the Ssecure-communication-function

mounted apparatus 10g, which is the target, also starts to

output an electromagnetic wave, modulates the

electromagnetic wave, and transmits the modulated data to
the secure-communication-function mounted apparatus 107,
which is the target. After the data transmission is
terminated, the secure-communication-function mounted
apparatus 10g stops the outputting of the electromagnetic
wave.

The short range gommunication according to the NFC,




10

15

20

25

5 predetermned process is perfornmed at the start of
secure data commruni cation between apparatuses. As
descri bed below in detail, the process of

est abl i shing secure comuni cation according to this
enbodi nent is a conmuni cation start session capabl e of
using the characteristic in that the near 10 field
communication is limted to a narrower range to
further inprove the securi-tyg conpared with known
processes of establishing secure comrunicati on.
Specifically, in the communication system according to
ddd r iehodberat .1 MgRgt PE Leatiofeis
performed 15 between the Sé%fbﬁ@ﬁﬁgQBSQgg o
sgelrlgsbonyuse aatd ebmhufCtd OTLRIYHed i apPas atiises 10,
bot h of the secure-comunication-function nounted

APppaigenses T procehe shorstatdngdiegnsuoisat i on,
such as the near field conmunication, to performthe

PIEEBLEAT BTN €5t FpFPERT ISR & tesimans eien dm mofighea
rtLng. ata, communi catjon. | n the process of
S PR BEeiP " EORAIwar G, tPBr Gramosogure

est abl i shing “secure

d3@SS Lok dtS o8 NBE g Wi t | catdon.partne
and the short range conntniéé%%tgﬁggguréﬁa %?ﬁé&BFg Eﬁ%ow

ihodgtaahgechzo e Satd OredtSiNdshify SXAR SommbiAScation
Bl uet oot h(r) before the data comruni cation is started.

aggoyiitg tive thbovensodingtnir é,5s pecborm g tdie peaeess of
17 _establishing secure communication in the short
SPANYR" AN eAt Mo thedvhacecbetbsteid e ghea the near
<FEPRULGRILQN L3y SLatked gan provent, conl dent o
f§9£ﬂ$ﬁ“ﬁﬂﬂ%o%@f§ﬂ¥ éé%df%ﬁ?,tEEmLQPgd with known processes
of establishing secure communication.

Specifically, in the communication system according to
this embodiment, when the data communication is performed
between the secure-communication-function mounted
apparatuses 10, both of the secure-communication-function
mounted apparatuses 10 use the short range communication,
such as the near field communication, to perform the process
df establishing secure communication before starting the
data communication. In the process of establishing sécure
communication, for example, a session key is shared with the
communication partner and the short range communication is
switched to the long range communication using, for example,

the Bluetooth® before the data communication is started.

With the above structure, performing the process of
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5 range data comunication. In the case of the
Bl uet oot h communi cation, which is one kind of the
| ong range conmuni cation according to this
enbodi nent, the secure-conmuni cation-function nounted
apparatus 10 can transmt data to another secure 10
comruni cati on-functi on nounted apparatus 10 that is
around 10 maway fromthe origina
secur e-communi cati on-functi @n —nount ed apparatus 10.
Accordingly, if the secure- conmunication-function
mount ed apparatus 10 attenpts to performthe process
Hre2atiahh hshd e ggyﬂic [ in 15 the | ong
range conn%ﬁﬁ%ggﬁ%o%%ﬁﬁﬁgge |srh%%bggfb?F?f5 "HE® data
degnsinii 6 edobyi ra adfiahde PBE tyr VidHY BatBec SR 41000 5
area. A secure communi cation apparatus 20 serving as
srrtedi caatmreveatcopdi nden ol An iefbesdhtes, MdH asowhbe
described 20 with reference to Fig. 2. Fig. 2 is a
SEESERT dF SYr o8 cReiae | ead F5e % fewsage i hepseicume the long
[cation apparatus according to this enbodi nent.
Iﬁgggﬁgéﬁgfﬁmeﬁ}gﬁ?l?%e secure communi cation apparat us
20 [ 0 ' [ t .includes.an actjve 25
e st oot iy %’R%%gﬁﬁ o THE 3&?“1‘ i &Rl g

comuni cation unit 101 capable ©

: oﬁenhimﬁ(ﬁﬂiﬂhﬁ,laﬂgaﬁéﬂggﬂdaﬂﬁuKQMagﬁ&ﬁrégéy%dlgg’t?oahis

decryptor 103, a |ong-range conmunication unrt
emhod Enertypttbe/ decuyptamnleb cadonarswitichi pgudaby 111.
The secure comruni cation apparatus 20 is provided
apparatus 10 can transmit data to another secure-
communication-function mounted apparatus 10 that is around
10 m away from the original secure-communication-function
mounted apparatus 10. Accordingly, if the secure-

communication-function mounted apparatus 10 attempts to

perform the process of establishing secure communication in

- the long range communication, there is a possibility that

data is sniffed by a third party within the communication
area.

A secure communication apparatus 20 serving as an
initiator, according to an embodiment, will now be described
with reference to Fig. 2. Fig. 2 is a block diagram
schematically showing the secure communication apparatus
according to this embodiment.

As shown in Fig. 2, the secure communication apparatus
20 according to this embodiment includes an active

communication unit 101 capable of the near field
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5 inside or outside the secure-comuni cation-function
mounted apparatus 10. The '

secure-comuni cation-function nounted apparatus 10

can establish the data conmunication with an externa
apparatus by the use of the communication function of
the secure communi cation apparatus 20. 10 The active
communi cation unit 101 is an initiator capable of the
above-descri bed near field tenauni cati on and

generates an el ectromagneti c wave for a passive

comruni cation unit, which is a target, described
dogivawi c Abion desH |afs:¥ﬁtﬁe£f@ ]He%ﬁ%e'n@rtcaggrsw,t d 98y pror
conmuni cation or the 15 | ong range conmuni cation g
188l ogat eng  rerapy @eceub beatnihbn sinaredoip 4he active
comrmuni cation unit 101. As shown in Fig. 2, an ID"A"
SOFBYRY O Aef bt ared b o atk sacwivehiognumit datli.on unit
101quhe IDis not limted to the storage in the
active comiafi EETT O GAtier16BPaRdt vy bhes2prevbded in

; I .1.an S e block is pvi ded w.th

O o e s O e b Pscared 6B Tgnted

stori ng means.

appétatus Q@MURhEatsON-dlH kA1 chs; Dot e Adpi% dm&gnégg

ID Aand any ID may be allocated to the active
apparaiC Al canuastadlikh the asyaMEddnn kY i98NEL &t Ofn

102 generates an 25 asymetric key that is a pair of
eRFe s PrPiesatReyburthea us® ofethy ptonmmunkey:idn pF@idtion

ext (data) encrypted with the encryption key
O% hfg}eei(sr?zﬁltrﬁr COBHEt 1Rt olefEPREYLYD 25 a  public key)

can ted onl. ith the decryption, key
(hegggng$§%¥§§%heuﬁﬁégﬁi%?eqq%ﬁfiQ} as anseetieiataay)
céﬁﬁﬂﬂé of the above-described near field communication and

generates an electromagnetic wave for a passive

- communication unit, which is a target, described below. An

identifier (ID) used in the short range communication or the
long range communication is allocated in advance to and
stored in' the ‘active communication unit 101. As shown in
Fig. 2, an ID "A"™ (ID A) is allocated to the active
communication unit 101. The ID is not limited to the
storage in the active communication unit 101 and may be
stored in any block as long as the block is provided with
storing means. In addition, the ID allocated to the active

communication unit 101 is not limited to the ID A and any ID

may be allocated to the active communication unit 101.

The asymmetric key generator 102 generates an

asymmetric key that is a pair of an encryption key and a
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ta%%$@¢ﬁqqﬁqtpey,paWﬁiﬂ¢ acemgyimet forc drg teach, obieth is a

5 is one-half of the generated pair. Anong the keys
generated by the asymetric key generator 102, which
is the initiator, the encryption key is transnitted
to a passive conmunication unit 106, which is a
target, and is used as the encryption key when the
session 10 key is transmtted. The passive

comuni cation unit 106 and the session key will be
descri bed bel ow. The encryptpon key and the decryption
key, generated by the asymetric key generator 102,
are based on a public key cryptosystem such as a
d@c\t@@tiSﬁaﬂéf. Adl erann (RSA) @ﬁd&r)yghe?%%$@wi%ﬂ the
elliptic curve cryptosystem or an El

eeOypPosystiey (hereideftéo smmdtfiyetbhecvakidh top gf Lhe
generated encryption key, a digital certificate
PEGALEr PN Caro bendparerted icodal wstantae desyphias key
(§é§89hagﬁ%?be transmtted along with the encryption
(REYERYAIRST STEIPIES RE PG EOKaY # nFeeESttr e liF ewhich
CPKL) L t tri.c key generator 102
lgcgg%d?ﬁgfggyggﬁigg%%%%%gﬁéﬁﬁrgenerates the encryption

key mushet hee HEps Wﬂe@ﬁtgayby%&@ﬁn&egixgj?t ricto

each other, the present invention I's n imted to

gehésaoas 6.02Fowh exaMY &he23nt BeatsyMBId it ckS¥tion key is
generator 102 nay generate an encryption 20 key an&ra

c the encryption key and the decryption key are
e 18orFettdsvdhp FRFEFPEBHOR diess whepohmnsdemyilon

k6 ARGLYREQEAP3 dgeryRLs; gocrypted data, such as an
the session key will be described below.

The encryption key and the decryption key, generated by
the asymmetric key generator 102, are based on a public key
cryptosystem, such as a Rivest Shamir Adleman {RSA)
cryptosystem, an elliptic curve cryptosystem, or an ElGamal
cryptosystem. 1In order to verify the validity of the
generated encryption key, a digital certificate conforming
to an international standard, such as X.509, may be

transmitted along with the encryption key by, for example,

Public Key Infrastructure {PKI).

Although the asymmetric key generator 102 according to
this embodiment generates the encryption key and the
decryption key, which aie asymmetric to each other, the
present invention is not limited to this case. ‘For example,

the asymmetric key generator 102 may generate an encryption
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5 encrypted session key, received by the active
communi cation wunit 101, with the decryption key
generated by the asymretric key generator 1-02. \Wen
the received encrypted data is the encrypted session
key, the encrypted session key is decrypted into a
session key that is used as a conmmon key 10 for
encryption and decryption in the comunication with
the |ong-range communi cati an 4unit 104, descri bed
bel ow. The encryption and decryption wth the common
key is based on a secret key cryptosystem and has a
roeassangespgad dahabyi Sy h t Ver
t housand ti nmes higherytha%ﬁﬁﬁg%%agyggg?ﬁgcéﬁ%%%ﬁi|%%her
d@h¢ dacryption kwiyt bntihehpuiddo,0edpnokel hgre SAGIRLNKEY -
Accordingly, the encryption and decryption with the
RIREhIKkeYY Heefexreewe? ¥ otexmimeg kegll. on t he
appafﬁgtﬁ% Thg Iogﬁérange comuni cation unit 104 has a
function Of YPEPANSHT (459Fy PARd e REEBP A hfadar askabt e an
o] ni ¢cati.on in for exanple, the
BT ho e TRy S Branbr frets opRokRgion

uh@B8gB0 CONM €ALI @8zridtich KA§C ify the
ID (for exanple, IEfEXﬁc# the9'g%ﬁﬁ%%?%%&%ﬁ%%Sartner

anfimpdt 13 delyogahedatdr adeanC@heanehé OreddidReNbhclfftea

specified I D. 25 The encryptor/decryptor 105 decrypts

dﬁg% Tatder eseryete? Isedpi onhbelpnghe ange ypeeaUBE &L d0key

.unit 104 with the session key decrypted by the

1T SpFEed 6850 @ 1R 9ROy KRy, thak ienmegpesr Adecmygt drey
transmtted from the

b
R RAE PR aD Of ot wa dpararhs i (e

secure-comuni cat i
long~range communication unit 104, described below. The

encryption and decryption with the common key is based on a
secret key cryptosystem and has a processing speed that is
several hundred to several thousand times higher than that
of the encryption and decryption with the public key or the
secret key. Accordingly, the encryption and decryption with
the common key has a lower processing load on the apparatus.

The long-range communication unit 104 has a function of
transmitting and receiving data in the long range
communication using, for example, the Bluetooth. When the
data is transmitted in the long range communication, it is
qecessary to specify the ID (for example, ID B) of the
communication partner, which.is allocated in advancéf and to
transmit the specified ID.

~The encryptor/decryptor 105 decrypts the data received
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5 anot her secure-conmmuni cation-functi on nount ed
apparatus 10. The encrypted data is externally
transmtted through the |ong-range comuni cation unit
104. The switching unit 111 controls the operations of
the active comunication unit 101 and the | ong-range
10 communi cation unit 104 to swtch the conmunication
means in response to an external response. For
exanpl e, when the decryptop1103 returns a response
indicating that the encrypted session key has been
decrypted, the swtching unit 111 controls the

IR0 NN L 684+ B4tn I @RS c 9F 1 4,6, AGE 149 ;!étﬁ%ﬁwe%ggbg”
unit 101 and the | ong-range conmmuni cation unit

kowi dehrypos tihe ShodecEapger AABIUNAGALFAAL LR 1he thang
range conmuni cation (handover). The sw tchi ng between
et“ﬁéyp*é%f@e?l‘a}ﬁgf@rcéﬁﬁuﬁn@mpm damd thebéotprsatigeed from

gQmunication according to this enbodinent will be
HESEF T %%T%Wl%lﬂn“g\&ﬁté%ﬁﬁuﬁﬁeat 2RIPR ZREr aPuto

o) nt_ will now be descri bed
RO Ry NP TR Mon 0037 e marabPant O-

Tﬁ@héﬁ@ﬁYﬁﬁﬁd'ﬁa%ﬁowﬁngxﬁéyhafi rEEBH%ﬁl&$?§'¥ rﬁﬁégrghe

comuni cati on apparatus accordin nent .
198gAsargdowonmenkgt i@, die sequre communi cati on
apparatus 22 22 according to this enbodi nent includes
t he Th&s sWiechpamumitc dflilononti ¢ 1 sl Ofhec apakhei 6fis tde the
near field  _comyunication, an encryptor 107, a random
AR oguHei gRb1oN 1978t 4 0LoARd r tireyel erammamigeat i on uni t

c&&ﬁhnf@ltlon unit 104 to switch the communication means in
response to an external response. For example, when the
decrypfor 103 returns a response indicating that the
encrypted session key has been decrypted, the switching unit
111 controls the communication Ffunctions of the active

communication unit 101 and the long-range communication unit

7104 to switch from the short range communication to the long

range communication (handover). The switching between the
short range communication and the long range communication
according to this embodiment will be described below. |

A secure communication apparatus 22 according to an
embodiment will now be described with reference to Fig. 3.

Fig. 3 is a block diagram schematically showing the

- structure of the secure communication apparatus accordlng to

thls embodlment

As showg in Fig. 3, the secure communication apparatus
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- be sty edduRea ; I l.ock is.
| cuR e 2BY¥rmRlPe 1A% Qﬁg?ﬁ%é%%%zb i PrR¥ided
inbideatebuteidbet PaSSd Mer 2% ceRIAYBE CASA-Qh M b 106u 48 g

Vtransmitted from the initiator. The passive communication

5 encryptor/decryptor 110, and a switching unit 112.

The secure communi cation apparatus 22 is provi ded

i nsi de or outside the secure-comunication-function

nount ed apparatuses 10, |i ke the secure comruni cation

apparatus 20 described above. 10 The passive

comruni cation unit 106 shown in Fig. 3 is a target

capabl e of the near field comrunication, described

above, and can respond to-the el ectromagneti c wave

transmtted fromthe initiator. The passive |
communi cation unit 106 can receive the |

2 ecicoeuRggets Coiay embb@IRd e IR aidieti RhQr, 10, ggnerat e
an el ectromagneti c wave and can return th% gener at ed

asirgeinn optigore turci Wave. cApabrends foner nehb) rusgd in the
short range conmmunication or the |ong.range
COBHRTIAFBBEPN 4TS cakckppheedl07,n cadeador hansnd hetador
13 the passive conmunication unit 20 106. As shown in
PPg. *31O0H 139 9eR SO B2t omh [ Und&ai B8, tan the passive
j ' it 6._The ID.is not limted to the
e@?g?gg%ffééégkfﬁgés%%@é %%éhﬁuﬁw&ngbﬁgLHﬁ%t'fé@'and may

provided with storing neans. 1 on,

not limted to the ID B and any ID 23 may be

apPf et t10.t hekpaldsd \eecrornupingat i @t ik tapp86atudhm
encryptor 107 uses the encryption key, which is

dgs 4 #P8Vfrom t he active conmunication unit 101

bei g .t he lnitiator.ang_is recei ved by the passive
co & pd F%%eLﬁﬁqmunlca ion unit 106 shown in Fig. 3 is a

target capable of the near field communication, described

above, and can respond to the electromagnetic wave

unit 106 can receive the electromagnetic wave from the
initiator to generate an electromagnetic wave and can return
the generated electromagnetic wave.

An identifier (ID) used in the short range

communication or the long.range communication is allocated

in advance to and stored in the passive communication unit
106. As shown in Fig. 3, an ID "B" {ID B) is allocated to
the passive communication unit 106. The ID is noﬁ limited
to the stprage‘in the passive communication unit 106 and may
be stored in any block as long as the block is provided with

storing means. In addition, the ID allocated to the passive

communication unit 106 is not limited to the ID B.and any ID
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5 106 being the target, to encrypt the generated data,
such as the session key, and supplies the generated
encrypted data to the passive comunication unit 106.
The random nunber generator 108 generates a random
nunber having a predeterm ned nunber of digits at
random 10 The generated random nunber is used as a
bit pattern of the session key (hereinafter sonetines
referred to as the random BABnber). Since the bit
pattern is the random nunber generated at random the
bit pattern of the session key is not likely to be
ngye bs edll byca dchitbd tRar pyss ke ActBQH9Bat N6n nandonye .
nunber generator 108 according to this enbodinent is,
f or Bamplcaypaoti 1elitsdanchedengrypaidivais,t fatch is
perforns sanpling for a high-frequency oscillator
LERPED YD fgf@ﬁeﬁg?eaatweae:qﬂawmnahgmmiu H®1 bandgnthe
: gnerator 108 is not limted to such a circuit.
l%@%‘?mgxaéﬁpﬁé, rFﬁ%lY%%d?ym%nﬁéﬁsig\é%éica%mfeslﬁayurbvet
186 B tegy m i nc ' e or_nore nodul es that
gene?gggtﬁg géggég'f%ﬂd%ﬁgﬁ@%bgﬁeo%e??ﬁ§ﬁ§ggﬁgg8f Fueh as
theeskssiinCRelks and suRuli i th '

| ong-range cgnnunication unitgi%%fg{%ﬁéa %%%r&ﬁ@ed data
tenehsy messideccypori datG onandit heoswi t ching unit 112 24
according to this enbodi mrent have approximtely the

san® tesE Rt reEhes ghackaher ridiggenematias cat famicmni t
and the sw tching

. .104 the. encryptor/decryptor 105, It
mlljmg?‘:tlr tfff,mgr%s%’g% 5/ redhpwAPs h o gligitsaaterandad

Tg§§ﬁ%kggk88 £§ndom number is used as a bit pattern of the
session key (hereinafter sometimes referred to as the random
number). Since the bit pattern is the random number
generated at random, the bit pattern of the session key is
not likely to be guessed by a third party.

Although the random number generator 108 according to
this embodiment is, for example, a circuit including
hardware that performs sampling for a high-frequency
oscillafor circuit to generate a true random number, the
random number generator 108 is not limited to such a circuit.
For example, the random number generator 108 may be a
computer program including one or more modules that generate
a pseudo random number on the basis of a seed, which is an
input bit pattern.

Since the loﬁg—range communication unit 109, the

encryptor/decryptor 110, and the switching‘uﬁit-112
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5 omtted herein. Although the secure conmunication
apparatus 20 and the secure conmunication apparatus
22 are separated fromeach other in the above
enbodi nents, the present inventionis not limted to
this case. For exanple, the secure conmunication 10
apparatus 20 and the secure communi cati on apparatus 22
(the initiator and the target) may be integrated into
one. The active conmuni cati®dh unit 101 according to
this enbodinment will now be described with reference
to Fig. 4. Fig. 4 is a block diagramschematically
aglronii g ttve thi ssembodiient0thaviae apptby fnoQmunieat Qo
unit according to this enbodinent. Since the passive
SESRALIM Tatdsort gnitend 6 sdvowemmiani &4 giod ursi tstodgt vhed
encﬁ%ﬁﬁ %gglnately the sane manner as in the active
I ec&HPEﬁFt 1%4 angl gdeaplbbclist it 8A1, of the
un| 106 .is omtted herein.
rggﬁéidﬁﬁﬁ] |g 4 %flee debataf CascanPhner H%l
oRCEddimgetig_ this enbodlnent i ncl udes an antenna 301,
a receiver 303, a denodul ator 305, a decoder 307, a
dat a1ltpooglessios 2Q%reabomReROest i34 o §a§§£§§t§d 2B the
an el ectromagneti c wave outputter 318, a nodul at or
sequre §°m@aﬂi0§£ﬁ¢nxhﬂgﬂnatu3192 @reC oripholkiet 82dm andk a
ower suBg er 323. 25 The antenna 301 is a cl osed
{hﬁﬁ)H90| aﬁHOYﬁn?ﬂhQQlQﬁnté}e%hQ(nnﬂ§ﬁ@tlcnmamtn¢n1ls not

a variation in a current flow ng through
Lﬁﬁ%£20|? Eﬁ%%d?%%ﬁl ofi OF ¥R Mg i §eFnEg communication

apparatus 20 and the secure communication apparatus 22 (the
initiator and the target) may be integrated into one.

The active communication unit 101 according to this

-embodiment will now be described with reference to Fig. 4.

Fig. 4 is a block diagram schematically showing the
structure of the active communication unit according to this
embodiment. Since the passive communication unit 106 shown
in Fig. 3 is structured in approximately the same manner as
in the active communication unit 101, a detailed description
of the passive communication unit 106 is omitted herein.

As shown in Fig. 4, the active éommunication unit 101
according to this embodiment includes an antenna 301, a

receiver 303, a demodulator 305, a decoder 307, a data

processor 309, an encoder 311, a selector 313, an

electromagnetic wave outputter 315, a modulator 317, a load

‘modulator 319, a controller 321, and a power supplier 323.
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t hrough the coil functioning as the antenna 301 causes
the 5 current to flow through the antenna 301. The
recei ver 303 receives the current flow ng through the
antenna 30, perforns at |east tuning and detection,
and supplies a signal to the denodul ator 305. The
denodul ator 305 denodul ates the signal supplied from
the receiver 303 10 and supplies the denodul at ed
signal to the decoder 307- Ihe- decoder 307 decodes,
for exanple, a Manchester code, which is the signal
supplied fromthe denodul ator 305, and supplies data
r esuttd ngtkham she decodiy 0 {12 2 nRr
309. 15 The data pr ocesso?gggglgggfgﬁ%s agfﬁegg?ég% ned
epreoteenagnptdr vheebasi seforishe tdakavstil ied ihr amtiPgent
decoder 307. The data processor 309 al so supplies data
flgwing Ehugvgh thedcebl andt veriappan atustheo naeeene oflBix
tfilc%u Thtgl encoder. 311 encodes the data supplied from
RRUgh e 501 5r SRRSSHIN a0 adnthe Fpkermmmdile catses the
nehe . d lLies the coded data to the
Cg/gl ect Zgroe:%fll%g %ﬁg&g }fztg{)egran%ﬁfgasﬁﬁ cts either the

nmoduihat @ecdilve Pr3dNekeade aéugcjérrengi?l%gﬂlcf ﬁﬁ:lolu%%

the signal supplied fromthe enco

- the| potcashanBdul péoformdd atheeset echwin B b3 dsaLbeet 81 4he ang

modul ator 317 or the load 26 nodul ator 319 under the
Sygiiesl aofighel contitel Hemod@latdhe305conthel efodlator

3[%§n rols the selector 313 so as to select the
20512897 The 1HEnednfuRPERed dirarodbei sechivactiote

aﬁngﬁpplies the demodulated signal to the decoder 307. The
decoder 307 decodes, for example, a Manchester code, which
is the signal supplied from the demodulator 305, and
supplies data resulting from the decoding to the data
processor 309.

The data processor 309 performs predetermined
processing on the basis of the data supplied from the
decoder 307. The data processor 309 also supplies data to
be transmitted to another apparatus to the encoeder 311,

The encoder 311 encodes the‘data supplied from the data
processor 309 into, for example, a Manchester code and
supplies the encoded data to the selector 313. The selector
313 selects either the modulator 317 or the load modulator
319 and supplies the signal supplied from the encoder 311 to
the selected modulator.

The selector 313 selects the modulator 317 or the load
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or if the communication node is the passive node and
the 5 active communication unit 101 is the initiator.
The controller 321 controls the selector 313 so as to
select the Load nodulator 319 if the comuni cation
node is the passive node and the active comrunication
unit 101 is the target. Accordingly, the signal output
fromthe encoder 311 is 10 supplied to the | oad
nodul at or 319 through the-sé@keetor 313 in the case
where the comuni cation node is the passive node and
the active communication unit 101 is the target. In
goluleast, 31 hewrgiegnaheodbpitof raMdhke -8RELGEI3Eb 1 S The
supplied to the nodulator 317 through the sel ector
FPrErchleneld o ontrofschbesse Hwtoal 6EBr smBgnald Gel@ve the

outgutter 315 apﬁlies, to the antenna 301, a current
MOSISPRGT t He drft ERRacoDUR iratHdinamede ieatird erchimeemode

(@ C netic wave corresponding to the
et S REk o TR G P Rete T T dusitopnarhEe 20
a@edyb ot otk EERHMI Bh LS 1 sQARLLer, Yavs., wWhi gh is the
current supplied fromthe electronagnétic Wwave

cout potler 3215conttold WG d1REOHY hswesoa%tse@easégéct | fhe
accordance with the signal supplied fromthe selector
13ad. mathel adiereAbA BO1the adiraties chheor|eels GBRGRLt hEssive
ve resulting fromthe 25 nodul ati on of the carrier
mgAT 21 %C@thﬁ%§mq¥iﬁ¢éiéat wnit d0Isuppthedtéroat .

t he ,dat rocessor 309 to the encoder 311. The | oad
nodﬁgﬁP%FE%% va ee§l9H88iﬂb@@ghégoﬁbéb?r??@PdQWmﬁihI$§

sPb1lidP X LRENALLY M RWEH o35 31 Be ANt eang, 301 10 . 313
in the case where the communication mode is the passive mode
and the active communication unit 101 is the target. 1In
contrast, the signal output from the encoder 311 is supplied
to the modulator 317 through the selector 313 in the other
cases,

The electromagnetic wave outputter 315 applies, to the
antenna 301, a current causing the antenna 301 to radiate a

carrier wave (the electromagnetic wave corresponding to the

'parrier wave) having a predetermined frequency. The

modulator 317 modulates the carrierp wave, which is the
current supplied from the electromagnetic wave outputter 315

and flowing through the antenna 301, in accordance with the

signal supplied from the selector 313. The antenna 301

radiates the electromagnetic wave resulting from the

_ modulation of the carrier wave in aécordance with the data
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accordance with the signal supplied fromthe sel ector
313. 5 If another apparatus outputs an el ectromagnetic
wave, which is a carrier wave, to forman RF field
(magnetic field) around the antenna 301, the
I npedance occurring when the <coil is viewed as the
antenna 301 is varied to vary the RF field around the
antenna 301. As a result, the carrier wave, 10 which
is the el ectromagneti c wave2zout put fromthe other
apparatus, is nodulated in accordance with the signa
supplied fromthe selector 313 and the data supplied
shuppmi ed her Aat:AcPHAEESSLSc3ld t Bobhe, encodel 31} E%l.
transmtted to the other apparatus outputting the
el ecthrormgdetnddulvaive: 33 Theispdthati@pedihcandctiering
| oad nodul ator 319 adopt, for exanple, anplitude
WERPf Fhk SAidg ipAsKy e ara t He wistebats orhe nettenda BOneier
a%gernDleatign gethod adopted . in the nodulator 317
SRATYHES Sdd bt 3t e B rorPd 1Bt TY9Tithed sedecths Ak
h i f ' .. quadrature anplitude 20 .
Iﬁnﬁﬁ%ﬁ%ﬁgﬁbFé§§$€g6%E§?h€rgnnﬁ%e% FARSPEG Cal¥Bt e Which

isodutatdien wERE hogh i b hhenMReuL At Of én@ﬂgct ?feié?)ad

nodul at or 319. The degree of the nodul’ation 1's not
atound edhet endepredililer hRedmp¥ahnies R rasgauyah Ughe
from8%to 30% 50% or 100% and may be set to a
Coptefidr VAgwodl are. tiES aTttenpenB bl 1erva3dtdceat vots EeciRF
fq%&ik in the active 28 comuni cation unit 101. The
PoverrtSUpPl Foe avEiippifiles 84S rebpstldy pdwercaroieachave,

wﬁ&éﬁﬂ&sl@héréﬁéggﬁaﬁ%d%%tlcn%gggIéﬂlput from the other

apparatus, is modulated in accordance with the signal

supplied from the selector 313 and the data supplied from

.the data processor 309 to the encoder 311 is transmitted to

the other apparatus outputting the electromagnetic wave.

The modulator 317 and the load modulator 319 adopt, for

.example, amplitude shift keying (ASK) as the modulation

method. However, the modulation method adopted in the
modulator 317 and the load modulator 319 is not limited to
the ASK. Phase shift keying (PSK), quadrature amplitude
modulation (QAM), or others may be adopted as the modulation
method in the modulator 317 and the load modulator 319. The
degree of the modulation is not limited to a predetermined
value, such as a value from 8% to 30%, 50%, or 100%, and may
be set to a preferred value.

'_ The cont:oller 321 controls each block in the active
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unit 101. Referring to Fig. 4, lines indicating the
control of each block in the active comrunication
unit 101 by the 5 controller 321 and lines indicating
the supply of the power to each block in the

secur e-conmmuni cation-function nmounted apparatuses 1
by the power supplier 323 are omtted for sinplicity.
Al t hough the decoder 307 and the encoder 311 process
10 the Manchester code in-thBs-enbodi nent, the present
invention is not limted to the above case. The
decoder 307 and the encoder 311 may sel ect one kind

whcodeat f@murnd topl e Khadsowrfr cREes:bACIAAiNG AL
only the Manchester code but also nodified mrror an
IReHired uPPve D-trerechNRI) cK 51t aher acesse t hneedeaefohhe
selected kind. If the active comunication unit 101
865r Pes cﬁﬁ%ﬁ%ﬁ%ngth% i gt ildneheipassivimonsde, coherol

el 313, el ectromagneti ¢ wave outputter 315,
a1 ia She Ao P B re oy o rirthh TR Bt b

ggeyyrug%uggyw URl h| case, the
Csuppl|er 322 §|g|%§$%%®é#HC% x§%p|e1#ﬂfr8§,§ﬁ§ power

texéecma L ke dhr ORR ORI e MRYEuh 8L VO M hE, ABLENNR
301. The secure-conmuni cati on-functi on npunt ea

apppeartataes 10byatsormghwey tsapblisrepbodid®ehikSed for =
structured sous to be 25 capable of the comuni cations

sHRbY ity to one or nore 29 conmunication protocols,

in tio 0 e near _field conmunication described
hotdehibeh it 5 oRERe3hheand | Gia] Sncoder ST1 pracess

the Manchester code in this embodiment, the present
invention is not limited to the above case. The decoder 307
and the encoder 311 may select one kind of code from
multiple kinds of codes including not only the Manchester
code but also modified mirror and non-return-to-zero (NRZ)
to process the code of the selected kind.

If the active communication unit 101 operates only as
the target in the passive mode, the selector 313, the
eleetromagnetic wave outputter 315, and the modulator 317
may be removed from the active communication unit 101. In
this case, the power supplier 322 yields power, for example,
from an external electromagnetic wave received by the
antenna 301.

The secure-communication-function mounted apparatus 10
according to this embodiment is structured so as to be

capable of the communications according to one or more
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conmuni cation is one of the conmunications according
to nmultiple communication protocols. The
communi cation 5 protocols include, in addition to the
NFC, ISOI1EC (International O ganization for
St andar di zati on/ I nternational Electrotechnica
Comm ssion) 14443 defining the conmunication with an
IC card, ISOIEC 15693 defining the comunication
with an RF tag (radio 10 fraguency tag), Bl uetooth,
and WLAN or ot her conmuni cation protocols. A series
of conmmuni cation processing in a comruni cation system
chpOuad cet thmgp rotoanl bl s@itt iwinl koneMe he deserhhed
wth reference to Fig. 5. Fig. 5 is a sequence diagram
COOMEEREABI I Aleisgrihew algptde Serbedionflgommenineati 6held
processin i.,n the comuni cation system according to
cf’ﬁi‘“&“éﬁ%%?%ﬁt OnAsO§ Hdtth GHERg cabiopherraodrding to

Jr. ez C i.cation- fuynction npunted apparatus 10a
H@%Eﬁ%%?6§$@§Rﬁﬁ?%l?%é”§§5ﬁF@?'coﬁﬂ%n?@ﬁ?rﬁﬁ@FaﬁEtion
pEBYBESTs apRakakus; 4 Myqiidi oS tgotggcl@l_tsaar%ot QgEst abl i sh
t he secure conmmuni cation in the shor ranée
( € ohexma tciatniadn Or lemicss ¢ itdike Fp@cur e- conmuni cat i on-
functi on nmounted apparatus 10a is noved, in advance,
Stande rdigage onhlnke win ttilb@ad e Bl et cOMFRNiGAL 0BmALMELdON

ted . apparatus 10a can establish the short range
1%%3#;ﬁ%§ﬁ%??8nt@% Grmnpgation with an IC card, ISO/IEC
cation-fynction npunted apparatus 10b.

L AR S Ear R o ¥a i oRes ubkadion
ff@&ﬁgd%¥ t@BP?rﬁgdé%o Qﬁﬂﬁg dtﬁth O é&her communiication

secur e-conmuni cati on- ction noun
protocols.

A series of communication processing in a communication
system 100 according to an embodiment will now be described
with reference to Fig. 5. Fig. 5 is a sequence diagram

schematically showing the series of communication processing

. in. the communication system according to this embodiment.

As shown in Fig. 5, when the secure-communication-
function mounted apparatus 10a communicates with the secure-
communication-function mounted apparatus 10b, it is
necessary to establish the secure communication in the short
range communication. Hence, the secure-communication-
function mounted apparatus 10a is moved, in advance, to a
range in which the secure-communication-function mounted
apparatus 10a can establish the short range communication

with the secure-communication-function mounted apparatus 10b.
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apparatus 10b, according to this enbodi nent, are
| ocated wthin a range in which the short range
comuni cation can be 5 established between them w ||
now be described with reference to Fig. 6. Fig. 6 is
a schematic diagram illustrating the short range
comruni cati on between the
secure-comuni cati on-function nounted apparatus 10a
and the secure-conmuni cati ®h-functi on nount ed
apparatus |lob 10 according to this enbodi nent. As
shown in Fig. 6, when the secure-conmuni cati on-
f unca | orsenwhptredtiap palalres cdRAuh ScAMEA .8 81 EANE N ted
for exanple, of about 10 cmfromthe
a@ééﬁ?éu% windathensedwrectdonmumuat sh-appatabdSnd Rt ed
both the secure 15 communi cati on-functi on nounted
aBBBﬁ?ST%é%%’1GSCﬁﬁ@lWQﬂFQﬂﬂ@lSw@th@ﬂm¢ﬂi,ramgelpnamhdch
ange co i,cation can be established.
%E@h&ggco ngca hgﬁ? CeSCEBF SRR FRAMBACathen can be
e SLEMT BsHRITH | ti nted a rat uyses 10a
and lob to aEH%§% éH%uewﬁg%gR?ggg% %ﬁﬁcrlcgﬁnﬁ F ation.
refeddwoughrige secuiier, cqnﬁrynacgéﬂ%t ingl hgpaount ed
~apparatus 10a in Fig. 6 is a nobile phone and the
i ﬁb‘iﬁ@ti@gmm@mﬁtorrahgactbmmﬂlm appREsh U@hé ob
in Fig. 6 is a headset for the nobile phone, the
S%ﬁﬂﬁﬁ%?qﬁﬁﬁﬁﬁﬁ?%%RWTﬁﬂncﬁaﬁ@tm@wanMRtﬁarapparmeS£ﬁilma
§¥1r Commu ar e. not_limted 25 to this exanple. The
eads U AT SR HHBGEdRR MR EHed @pragpbakelOland a
0 recei ves audio data to and
a?%%ﬁ?@%eEﬁv%ﬂ{§nﬁﬁ%ﬁemgggreal|ze di rect communi cation
As shown in Fig. 6, when the Secure-communication-

function mounted apparatus 10a is moved to a range, for
example, of about 10 ¢m from the secure-communication-
function mounted apparatus 10b, both the secure-

communication-function mounted apparatuses 10a and 10b are

- within the range in which the short range communication can

be established. Secure communication is established between
the secure-communication-function mounted apparatuses 10a
and 10b to achieve the long range data communication.
Although the secure-communication-function mounted apparatus
10a in Fig. 6 is a mobile phone and the secure-
communication-function mounted apparatus 10b in Fig. - 6 is a
headset for the mobile phone, the secure-communication-
function mounted apparatuses 10a and the 10b are not liﬁited

to this example. The headset, Which is provided with a -
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with the nobil e phone even if a user does not directly
have the nobile phone at one ear. 5 The process of
establ i shing secure communi cation in the short range
conmuni cati on between the secure-conmuni cati on-
functi-on nounted apparatuses 10 according to this
enbodi nrent w |l now be described with reference to
Figs. 7 and 8. Figs. 7 and 8 are schematic di agrans
illustrating the process of 310-establishing secure
conmuni cation in the short range comunication

bet ween the secure-comuni cati on-function nounted
afpdeat H88Sa IR AeHMoRANIt S it FROGLREM s ARISROWt A
in Fig. 7, the secure-comunication-function nounte
t@ppadatfusm 10z muiiidle pBotdetd nidaldter diaad: td@mldication
secur e-comuni cati on-functi on nounted appar atuses | ob
g theamolit e phene enent bf getuseradeepr nvt diidcectilg have
E%%cuggilgoq?unication-function nount ed apparatus 10a

em t's an: RIEtt AdnBBfet?t wave outside. The

sec : i.cati on- i;on nount ed appar.atus 10a

20 gﬁﬁ% etec?SaQ%aé%%é%gyghéPglaﬁg?r?mﬁo Wifpgion in the
shagtetasyd i RInthuntiBatibds BUQRMGEdHRY sLESE fcommunication-
Specifically, if a variation of 1% or nore in the
fragh&on gnduingled kppeaatsetthy 0aBcest8IAGlto this embodiment
secur e-comuni cati on-function nounted apparatus 10,
wiht neeces dessmibaicat Horedfismenicen tnoBayed appar #.US Figs.
,10a can 25 dsternine that the variation corresponds to
aa?%s%dﬁ§%sF Gi8a° YifuregEeihanstrating the process of

e SEQHT SHBUTTURLERL | Ol NSLEQR, PNt ed gpparatus 10,
communication between the secure-communication-function
mounted apparatuses 10 according to this embodiment.

As shown in Fig. 7, the secure-communication-function
mounted apparatus 10a, which is the initiator, and the
secure-communication-function mounted apparatuses 10b and
10a, which are the targets, are provided. The secure-
communication-function mounted apparatus 10a emits an
electromégnetic wave outside,

The secure-communication-function mounted appaiatus 10a
can detect a variation of 1% or more in the magnetic field
that is produced by itself. Specifically, if a variation of

% or more in the magnetic field is caused by'an external

secure-communication-function mounted apparatus 10, the

secure-communication-function mounted apparatus 10a can

determine that the variation corresponds to a response from
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As shown in Fig. 7, the secure-communication-function
mount ed apparatus 10b can absorb 4% of the nagnetic
field 5 (or the electromagnetic wave) produced by the
secure communi cation-function nounted apparatus 10a.
The secure- conmuni cation-function nounted appar at us

| ob can refleet the absorbed nmagnetic field so as to
vary 1% or nore of the generated nagnetic field to
respond to the secure 10 eosmuni cation-function
nount ed apparatus 10a. In other words, the

secur e-comruni cati on-function nounted apparatus | ob
EHHMMRtEBnELgseéﬁﬁéicbﬁﬁﬁﬁfgaﬁ!$ﬁnﬂﬁd%tiBﬂnﬂghﬁged.%%%aratus
exanpl e, about 10 cm away from the secure- _
Xomuni cati on-function nounted apparatus 10a. The
short 15 range comuni cation between the
secut®-RMURCELPonl/ filisc tSieonrrpaovedh appdpat GendOson

n%ﬂgtE e secure-cggggnlcatlon- functi on nounted

Sppar at (RPH ot ¢a CIR UK EF Wit Bhe Tamnetigngeeld
(ther8ECL & ' i.on-functi.on unt ed appar at us
10c 20 can on|$H§E§%H2‘6?5&¥€FPFEQ?B%9 ?i%%CPFEFd
cgmnen &t £6h d- fluRet 1 §8 G By ?b?ﬁEﬁQrﬁ&é{nc&hgnsecure—
mount ed apparatus 10a. Even if the
cempun ecTomioat i om-dindtedonppauat €5 anpatat usrills: the
reflects all the absorbed nmagnetic field, the secure
akyriRAf dmungiifufiteidbromesntedvappar atars mbla 6antipd
det ect 25 variation in the magnetic field.

ISR Ay et el ute 33sPerdntmitde isegukanct i on
U SRS, A0 RER B it us 10

In other words, the Secure~communication-function
mounted apparatus 10b shown in Fig. 7 is located within a
range of, -for example, about 10 cm away from the secure-
communication-function mounted apparatus 10a. The short
range communication between the secure-communication-
function mounted apparatus 10a and the secure-communication-
function mounted apparatus 10b can be established within the
range.

The secure—communication—function mounted apparatus 10c¢
can only absorb 0.5% of the magnetic field generated by the
secure—communication-function mounted apparatus 10a. Ewven
i1f the secure-communication-function mounted apparatus 10c¢

reflects all the absorbed magnetic field, the secure-

communication-function mounted apparatus 10a cannot detect a

.variation in the magnetic_field. Consequently, the secure-
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I n other words, the secure-communication-function
nmount ed apparatus 10c is located within a range in
which the 5 short range comunication with the

secur e-communi cation- function nounted apparatus 10a
cannot be established. Since the short range

comruni cation according to this enbodi nent can only
be established within a limted range, the risk of

the data sniffing is reduced? conpared with 10

comuni cati on neans having a wi der comruni cati on area,
for exanple, having a radius of 10 m Next, as shown
domnin §ca 8{@)- functabdenotit: @B tagphirs But o c SEGW-S respond
conmmuni cation according to this enbodi nent, the

Qe EOF e2 2GHANTIORARER A2 E Lot fumT thounnedn tep anatans t h0a1 db.

geney at an_encryption key and a decryption key
corres %ﬁ&?n@ofgstHg“éﬁﬁFVﬁ?T%ﬁmmkﬂﬂcaﬁ¥§neﬁéﬁybi¢mn

j 11t tside f . . )
méé%ﬁ%%-%%%ﬁ%ﬁ%%a??%gﬁ?ﬁkggﬁgﬁoﬁ%%ﬁf%éidﬁﬁﬁﬁhﬁﬂswﬁﬁ%h the

shyet tdifye @%ﬁﬂﬁhi@a{iéﬂ(%itﬁpEHEdéé@“é@—éﬁ%m%%?%@tig%h

Fig. 8(a), both 20 the secure-comuni catl on-func

froeinted reppaedt aspdfcand oat B8nnot be established.
secur e-conmuni cati on-function nounted apparatus 10c
can Sipgeerhe thnrtdakageeganmireisstdfornhetbedi idieys ahes
located within the range_in which the short range

ey CatfBnoRhh Pop&séababrhehetitip’m Hokemered asange,

ok B4 Hs ik ot idente Sr%gﬁ%ﬁdat GemBaELL afitiot
ccgngtgg?.g:tgﬁ é B? Orgll@ﬁlsg %Wi%’gc QMyUEL £ actdm(r)nrl]fnfi%g %!‘:L é) I? na rrg) au,n tf%(lj:
example, having a radius of 10 m.

Next, as shown in Fig. 8(a), in order to establish the
secure communication according to this embodiment, the
secure-communication-function mounted apparatus 10a
generates an encryption key and a decryption key
corresponding to the encryption key.

The encryption key is transmitted outside from the
secure—communication-function mounted apparatus 10a over the
magnetic field. Accordingly, as shown in Fig. 8{a), both
the secure-communication-function mounted apparatus 10b and

the secure-communication-function mounted apparatus 10c can

receive the data regardless of whether they are located

_within the range in which the short range communication can

be established.

However, as shown in Fig. B(b),'the secure-
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even if the secure-communication-function nounted
apparatus 10c receives the encryption key, as

descri bed above with 5 reference to Fig. 7. Hence,
only the secure-conmuni cati on- function nounted
apparatus 10b can encrypt the session key generated
by itself and returns the generated session key to

t he secure-conmmuni cati on-function nounted appar at us
10a. As shown in Fig. 8(cy,3tven if the secure 10
comuni cati on-function nounted apparatus 10a decrypts
the encrypted session key that is received, encrypts
PFEEnRE e hlonHairsgd onomokmyed appatreansnivs ¢dmot respond
encrypted data to the secure-conmrunication-function
H%Dﬁﬁgeﬁe%ﬂﬁﬁﬁQQNmynigeFiqmmiunction mounted apparatus 10a

ur g-communi cation-functi.on nounted apparatus 10c
ei’gﬁn%f ti%e decrypt “PHBU RN reduagtion siemted gpearatus

19B8C HE 8 1 LA L-OQ: i.on_poynt ed..apparat us 10c
can receive t%é%ﬁ%%g€§%#g “dat &7 %%%ﬁgggfﬁgpgeiglwﬁ
regeséore key Higl the ndecd yRLigneRl 1he, anciyntad dala,-
Accordingly, since there is no risk of the encrypte
foocfare novateds appafdteds and desrypdeghbi ftHN@es8¢HA ey
comuni cati on-function nounted apparatuses 10 are
IPREEREE i LhERLE mRheatange the wirsrathel skoston ange to

t]tgc_c))nnunication cannot be established, it is possible
0

Sectrey LR abT P~ RetLemmtHRtRd swParAtaddied on,

mouACed Spar atUS 16 Ehat TS 1o APEG SB IR thi n t ho
corRRGA daf i BRE Ehn EHErS ML AN 16" 120, 680, 62

established is very low. This 1s because the €a in
encrypted session key that is received, encrypts data with
the session key, and transmits the encrypted data to the
secure-communication-function mounted apparatus 10c¢, the
secure-communication-function mounted apparatus 10c cannot
decrypt the encrypted data, even if the secure-
communication-function moﬁnted apparatus 10c can receive the
encrypted data, because there is no session key for the
decryption of the encrypted data.

Accordingly, since there is no risk of the encrypted
data that is sniffed and decrypted if the secure-
communication-function mounted apparatuses 10 are located
within in the range in which the short range communication
cénnot be established, it is possible to securely establish

the communication. 1In addition, the risk of another secure-

communication-function mounted apparatus 10 that is located
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whi ch the short range conmuni cati on can be established
is limted in space and is under the control of the
user. 5 The session key according to this enbodi nent
is a one- tine key used in the long range data

conmuni cation. Aceordingly, a new session key is
generate-d, for exanple, for every predetermned tine
or for every comunication session, |like a one-tine
password. 10 It is enough-f8p the session key, which
is first generated with the random nunber, to be kept
secret until the subsequent session key is newy
wWahénathkd. rafencein whith tisalf fHmiteRtinber c LR EBRGHYRL 08n
. key %enerated_by the asymmetric key generator 102 to
Yeagetableripch ishaervahewt Brhiks idebrypted i arshonh

r .exanpl e, in one second before the session

i.me, . fo : )
“’k‘éyggi ‘ég‘ée?{’é‘%%t EGGRACPRBISESSIION Rey be tkmbddshed is
e b b £ T e St Pel o adenpyeto

appa_r at us ) .
ter nIHéats%s%tﬂSnpf‘c@fea?c%o‘}fdiﬁ?t ! fﬁ% (r?nbtsal Cﬂ’lnregir:] 5§ qurone-

comuni cation 20 1n a short perio e

- thoe key pread de thealddy rdhngRalhYa ABoREBAUALE ohi M when

the first session key, which is the confidentia
Arseeiinglivona oan pesseor ypyeds Semestyedori Exihisl e,
ffirst session key is sniffed, a secret key having a
BY JhET Ys EEGRPEGTRIRAhtimei ergBprretead atortiieication
seybseguent 25 timng and the first session key is
|S§6§e3}&th ???S?g§%pﬁs§§8§gon key has no risk of
bei ng_abuseshorRelus tho9s D800 %, unent L Sfr e
gengrated with the random number, to be kept secret until
the subsequent session key is newly generated. Hence, it is
sufficient for the encryption key generated by the
asymmetric key generator 102 to have a length that cannot be

decrypted in a short time, for example, in one second before

the session key is generated and the session key is shared

between the secure-communication-function mounted
épparatuses 10. In other words, it is necessary to
terminate the process of establishing secure communication
in a short period of time in order not to provide to a third
party an adequate time when the first session key, which is
the confidential information, can be decrypted. Since, even
if the first session key is sniffed, a secret key having a
higher security.strength is generated at the subsequent

timing and the first session key is disposed, the first
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comuni cation unit 101 in the
secur e-communi cati on-function nounted apparatus | Oa

performs polling (query processing) in 5 Step S501.
The passive conmuni cation unit 106 in the

secur e-conmuni cati on-function nounted apparatus 10b
receives the polling-and transmts a response to the
polling to the active comrunication unit 101 in Step
5502. It is assuned that théé -

secure-comuni cation-function 10 nounted apparatus

| Oa and the secure-comuni cation-function nounted
sgpparat ksy 10s, nshawski af Fb@ind,abakedl ocated wi t hin
the range in which the short range communi cation can
be Btemiinghbackdescribed alfévet, The acttive

comruni cation ynit 101 receives the response 15

FrEREAF ST 1P0Mh £hE PASEIS & acowRT APEEET bR iisin- £u06tion
LI tion K

S 8 O b e Bk diies e R RerBRE) in

k A E A i i d t

R e T o e A AR i e TREHREC 1o

the active conmunication unit

- seonrespontsitatidf- foicexa@nboanted D "aﬁthé'@gﬁéreceives

described above with reference to Figs. 2 an
the el hing- padstveneoirun catponsantd thR6 poedehyesot fie
egcrgption key and the |ID,_ the random nunber generator
29b8YC JEfERt €8t 5O dfdmifdnBer Shep réfdom (5504) . The
geng&aggd 25 ra n1n% er is used as the session key,
as descri %%l%%%%g.atS ggTﬁ‘éc‘é]ﬁ%r Fleaylenciyptisiathe
B
nISNEI AR S 8685 OTo K ®ha Whkh LG - ENGL YR 0N key Lhat .
has been al r eady recelveg Comhitn1ede 16 EHHCtlon
mounted apparatus 10a, shown in Fig. 5, are located within
the range in which the short range communication can be
established, described above.

The active communication unit 101 receives the response
transmitted from the passive communication unit 106 in
response to the polling, generates an encryption key and a
decryption key, and transmits the encryption key and an ID
(for example, an NFC ID) allocated to the active
communication unit 101 (S503). The NFC ID corresponds to,
for example, "ID A"™ or "ID B", described above with
reference to Figs. 2 and 3.

After the passive communication unit 106 receives the
encryption key and the ID, the random number generator 108

generates a random number at random {S504). The generated

random number is used as the session key, as described above.
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(S505). The encrypted session key is transmtted to
the active communication unit 101 along with an ID
(for exanple, 5 an NFC ID) allocated to the passive
comuni cation unit 106 (S506). After the active
conmuni cation unit 101 receives the encrypted session
key and the ID, the decryptor 103 decrypts the
encrypted session key with the generated decryption
key 10 (S507) to yield the 3éssion key. The active
conmuni cation unit 101 can identify the passive
comruni cation unit 106 (the secure-conmuni cati on-

f unctherenmumted appacatuptkOhhe yhhchatsd th@sion key
%gpnugication partner, on the basis of the ID
PeleiV8dS T ORTIRE FagsEhet e dmennatacadn tavidivids.
&ﬁ%59ass&ggﬁﬁgynugi ation . unit 106 can identify the
active conmunl cation GRFEIADE e segpspitted to the
FLRAHNESARE RN t{,QF ted apparatus 10a), which
is the coéﬁ%ﬁf?&?igﬁpﬁggggéﬁfngne%% Das 4 fE&aple.
aneWECVED) allakgatwit Bot Mg GIMRL eBmK&é!hica?&oTxh%nit 106
e

decrypted session key is supplied to t

(6rEPYpt or / decryptor 105 and the | D of the passive

communi cation unit 106, received by the active

comftifie€atPBnaciht to @pmung cabppt iwd tt dOtlheekohges ange -

eﬁggnuggfation unLt 104. The ID of the active

contruni cati onCinieY 19 thecdPvetihe e gntive padsileerypts
N 140 bt 106, i.S,S lied to the - 38

tﬁgng- r é%%%hcgﬁryf%%%%a elyor‘iu%rl]li #R‘%O@e%ﬁ'ﬁftt% degL¥PbRokdiRY

(G8UEY ale§ibYqt bee radom nygher generator 108 is

supplied to

The active communication unit 101 can identify the
passive communication unit 106 (the secure-communication-
function mounted apparatus 10b), which is the communication
partner, on the basis of the ID received from the passive
communication.unit 106. The passive communication unit 106
can identify the active communication unit 101 {the secure-
communicationufunction mounted apparatus 10a), which is the
communication partner, on the basis of the ID received along
with the encryption key.

The decrypted session key is supplied to the
encryptor/decryptor 105 and the ID of the passive
communication unit 106, received by the active communication
unit 101, is supplied to the long-range coﬁmunication unit
104. The ID of the active communication unit 101, received

by therpassive communication unit 106, is supplied to the
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the encryptor/decryptor 110. As a result, both the

| ong- range communi cation unit 104 and the | ong-range
5 comuni cation unit 109 can identify the

conmuni cation partner. After the decryptor 103
decrypts the encrypted session Kkey into the session
key (Step 5507), the switching unit 111 transmts a
switching request to switch fromthe short range 10
conmmuni cation, such as the A8ar field communication,
to the [long range communi cation using, for exanple,
the Bluetooth, (for exanple, a request signal for
lepwmiangat ¢ommicethbngunit 120 Madida thanseyerod %lﬁest )
to the passive conmunication unit 106 through the
g&@??@éeg ofmiiec FBREAT UMb eR0 eneFe8Yr 158 Tiwe sBippét oat to

Lcation has hi gher transm ssion speed,
ARG {2 {58 VBT fve! Hat a Afore TPAPY Bl yoifid the long-
ahhkctentlYicaahd,has; | der_ ¢ i cation range,
rco%‘par ed vﬁctah tﬁegﬁ%agrmfang %mﬁ?%aﬁ“ﬁ.
céemon tinglon uhtti 309 usaf Uladr@ 139 L£D L5om i shert
range conmmuni cation to the 20 |0ng range
pPebhmemi cati on, for exanple, when a user nmakes a cal
with the headset w thout hol ding the nobile phone with
hi s A4f&Rd. tipetrammtowi £6Ri decrasuedhei sntrapsed tdeetion

co ni cation i nformati on necessary for the |ong range
kiR AT P BT SXedk (RARHOHSBEL e oG tohing unit 111
S .8-.C L catjon 39 fupction unt ed, appar at uses
L T o (rauerbeht | PP GO BF nik i, range
cdﬂmﬂhﬁﬁ&tﬁbﬁ,hgﬂéﬂlgs %h%eﬂg¥r field communication, to the

long range communication using, for example, the Bluetooth,
(for example, a request signal for communication switching
or a media handover request) to the passive communication
unit 106 through the active communication unit 101 (5508).
The Bluetooth communication has a higher transmission

speed, transmits large volume data more rapidly and

-efficiently, and has a wider communication range, compared

with the near field communication. Accordingly, it is
useful to switch from the short range communication to the
long range communication, for example, ﬁhen a user makes a
call with the headset without holding the mobile phone with
his hand.

. When the switching request is transmitted,
communication information necessary for the long range

communication is exchanged between the secure-communication-—
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acquired in the short range conmunication. The

communi cation information necessary for the | ong range
5 comunication is exenplified by a Bluetooth device
address identifying the conmunication partner in the
| ong range communication. After receiving the

swi tching request, the passive communication unit 106
transmts a response (for exanple, a 10 nedia
handover response) to the~s#Ptthing request
transmtted fromthe active comunication unit 101 to
the active communication unit 101 (5509). The active
foafilaR ceaurdieduabprat@iusecdidved nt hadt esponse thEhe

.%ecgafrconnunLcation-function nount ed apparatus 10a
EENEN T CHEST! FBRPERRE SPibr tsukinge EbemiFG dati edrbydyhe

aghk 0 nication unit 101 to the |long range
acg%%%ﬁ?éh ﬁ%% ﬁg?ﬁ%,ra?Qﬁ'QSQEHBFg?t%%%'Bﬁ%@tooth, by
cbRuh QAG-iRNGE £ & BRI, £ ald Dl £,104 (handoyer
(5511). The secure-conn3%¥%gfﬁgﬁ-%?ﬂﬁ§FigﬁnﬁoﬁﬁP g
Camm@miﬁatioﬁObsSa*émﬂmﬁfﬂgﬂpgytBeBﬁﬁ@HJoﬂhaﬁg@ng a%% ess
_comuni cation by the passive comunication unit 6 10
idertifymg thagecrvomiunritiani parbyet him 1t0RYI6AGILange
communi cation unit 109 (handover) (5510). Sharing of

COMREESLBR key bet ween the secur e+
n nmpunt ed apparatuses 10a and | ob

conggg%ga}iqp-ﬁunc&go [ _
25 Causes The ‘s@8ulr8®cofhtmt i ifsHuest bet ks tRAAS igieed
&eidike 49 t ni cation betyeen the
cactidé.gon%d%?@%ﬁf%ﬁ@ggﬁgggggfa5ﬁ§ppﬁ§epé£§¥V%xample' a
n&DrAThAhaatée ONrdBHdnstP6£bSthe switching request

transmitted from the active communication unit 101 to the

‘active communication unit 101 {S509). The active

communication unit 101 receives the response.
The secure-communication~-function mounted apparatus 10a

switches from the short range communication by the active

communication unit 101 to the long range communication using,

for example, the Bluetooth, by the long-range communication

unit 104 (handover) (8511) . The secure-communication-—

function mounted apparatus 10b switches from the short range

rcommunication by the passive communication unit 106 to the

long range communication by the long-range communication
unit 109 (handover) (S510).

Sharing of the session key between the secure-
communication-function mounted apparatuses 10a and 10b

causes the secure communication to be established and the
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termnated (S512). Then, secure data conmunication is
performed with the 5 session key shared in the short
range comuni cati on between the switched | ong-range
conmuni cation unit 104 and | ong- range c-onmunication
unit 109 (5513). The first session key shared in the
short range conmunication is newy generated, for
exanpl e, each tine the session is termnated. Wth
this 10 structure, it is pod8ible to further inprove
the security, conpared with the process of
establ i shing secure communication in the |ong range
dwrkugpoat | ommicheigh béewe o ramen akeyvenediirhasis on
of, a_common key cryptosystemis used as the session
Yy 0L o it Bashige eRtIBiHEmE ionhen pr esENtisl5

j LOn | t limted to such a session key. Wen
%ﬁ%§§§%o?? Léﬁ%} ‘conmuni cation is switched to the 1ong
ran {,cat | Qng-t ange co ni cation unit
104 e G P g L B R Thog. e the
siedenbh fyey tdh@ re@MENt KA, PRLHAET c&@nRRd-25 Tt 8t ween
data conmmuni cation 20 even if the comunication

- thar swetclisl dongspenid | edubnicheionsesit SioaCankhgong-

| ong-range comuni cation unit 104 and the |ong-range

TEBAPUFITERI-6A LA t unDD 1d8h (S§@Rt i f yTHhefircamaunk cat | oy
artner the basis of the identification 25

sRELs %g E t i ] i

AT or mat 0 T~ &SR &OMtHR R D) ofmephe generated,
eI Gat i g0 41, ; partner, already acquired in the ,

shor't ange Communi cat i on oSt AR ?%Hﬁ*%&ﬁﬁéed' With this
s CONPBUHG At L ONs URh 45 1434 %%dfhpghénpr&gﬁﬂ’r%@%ethe security,
compared with the process of establishing secure
communication in the long range communication. Although the
common key on the basis of a common key cryptosystem is used
as the session key according to this embodiment, the present
invention is not limited to such a session key.

When the short range communication is switched to the

long range communication, the long-range communication unit

104 and the long-range. communication unit 109 can identify

the communication partner to perform the data communication
even if the communication partner is not specified by the
user. -

Since the long-range communication unit 104 and the
long-range communication unit 109 can identify the
communication partner on the basis of the identification

information'(for example, the NFC ID) of the communication
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conmuni cation unit 109 do not establish the data
comruni cati on with communi cation partners other than
the 5 ones identified with the acquired identification
information. Accordingly, it is possible to prevent
i nproper data comunication with fal se conmunication
partners. As described above, when the data
conmuni cation is established between the
secur e-conmuni cati on-functi &4 10 nount ed appar at uses
10 in the comruni cation system according to this
enbodi nent, only one secure-comuni cation-function
rroumeed appeady ussqlOrbdr ShoEid eSHdYE rhagE ONIRNINGALI9RN,
area in which the short range comuni cation can be
&t dFRPshaage carrairdehen fumit tldsecdr thy Bxchangee
the sessjon key 15 w thout conplicated settings for
%ﬂ%@“&é&ﬂ#éo%o 03t 8ot |55 teddilshomhe t frtasecur e
]l i can tablished in the |ong range

L E Rk M) BB R A S e e T BIFE dred Bhe a
oheghete 6PN GAIHORKSPEELy 1 EONPAY i"%i%%t&@ﬁ ixt§98£r£ation.
range comuni cation, by switching tromthe sShort range
AgQordimyly catti A8 pos$ield ang prareatC iGatd.en and
using the session key shared in the short range
CeERRLhFRBtArowitli fekse roomivaicdat i partpamsner (thes
secur e-, conmuni cati on-functi on nounted apparatus 10)
of tite 4565§1PPA MRS ComfiRPc b e ofrearrdsaundeat i 6 e by

2N the 25 session key used,in the short range
e%%%ﬁunléggﬁgﬁ%e?? %hfAffcuﬁ@§§98@8nf?P?ﬂqqﬁfﬁﬁFél?he
n&iske Of . Lshi - a jcation with an,,
e e etr o i c SR EH GR RN AdeBuing
to this embodiment, only one secure-communication-function

mounted apparatus 10 first entering the communication area
in which the short range communication can be established
can be identified to securely exchange the session key
without complicated settings for the secure communication.
In addition, the secure communication can be established in
the long range communication having a wider communication
area and a higher communication speed, compared with the
short range communication, by switching from the short range

communication to the long range communication and using the

. session key shared in the short range communication.

Since the communication partner (the secure-
communication-function mounted apparatus 10) of the long
range communication can be identified by exchanging the

session key used in the short range communication, it is
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function nounted apparatus 10, thus easily identifying
the communication partner to establish the data
communi cation. 5 In the process of establishing secure
conmuni cation in the short range comunication, it is
sufficient for the encryption key used for keeping
the session key exchanged between the
secure-comuni cati on-function nounted apparatuses 10
secret to have a key | ength4go-as to provide 10 a
strength against identification of the session key by
a third party after the encryption key is transmtted
myefogide theekosisiaae kby ensk ypt advaibiihshhy 8AGr YRki.on
key is decrypted, the session key is exchanged, and
QQﬂgqqéﬁﬁtF%%géujb@@nunspa¢lfned4§eﬁuae%edmm&kﬂuztlomp is
R9 é% ble to 15 eff|C|enﬁn% performthe process of

est-anl T sHP Y-Sk bParaEBmii ctathoﬁaévém {denthgying the

JRCES fo l.e ut ati onal
capaci?%gg?pg) thgﬁpg?a %gﬁ? %§odﬁF heonunigation.
suf figiei phocaspesate thy i O tiLo ke
and the degiygtlon key accé?gﬁh %%£@£|s éﬁ%gacaga?n ¥
the sROrnecesgacymnbhiee 2o gitt ak eart] fiLat @oer chhe
like of the pair is not necessarily required, a
SB6HPPTER deyprseddlive kdaringeghst sassdom ofeyt becHhgisal

_ bagrtlflcate can be omitted. The series of processing,

YBTT bl S56VES~ HeRlE gedrosr fedc byon adivadedd
be perforned by 25 software. If the
aggggg\mse o”%&cr?% g9 $ay& Pof‘ﬁﬁdlﬁ?gt’f’s SOS@F’t Warerotie

rres or process

apéﬁﬁgﬁqﬂi'a@a&ﬁgtSfﬁéﬁ%ﬂfid%%?ohng%aélec’é fl
gener al - purpose conput er or nlcrocoﬁ%ﬁ?éPn fhe by a
tpiof ey after the encryption key is transmitted before
the session key encrypted with the encryption key is
decrypted, ‘the session key is exchanged, and the long range
communication is started. Hence, it is possible to
efficiently perform the process of establishing secure
communication even if the processing power, for example, the
computational capacity of each apparatus is not so high.

It is sufficient to generate the pair of the encryption
key and the decryption key according to this embodiment, if
necessary. Since a digital certificate or the like of the
pair is not necessarily required, a complicated procedure
for registration of the digital certificaté can be omitted.

The series of processing, described above, may be

performed by dedicated hardware or may be performed by

software. If the series of processing is performed by
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may be stored in advance in a hard disk drive (HDD)
included 1in the conputer or in a storage device, such
as a ROM 5 The prograns nay be tenporarily or
permanently stored (recorded) in a renovable
recordi ng medium such as a flexible disk, a CD ROM
(conpact disc read only nenory), an MO
(magneto-optical) disk, a DVD (digital versatile
disk), a magnetic disk, or4d sem conductor menory, in
addition to the 10 above-nenti oned HDD or the ROM
Such a renovabl e recording nedium may be provi ded as
geddage - sohe ieragrafise ipr olge asmst vyt cbarer anst£rred iky a
wi rel ess conmmunication froma downl oad site in the
CoOpatePUBRETS HPTPHEET PEi @l Mismiosobtsef or Hhqitralgrams

tell] oad ting or 15 may be transferred by
Iﬁﬁ#gecé%ﬁﬂﬁggaiﬁﬁiapﬁ the & giskodetve HRlodkcluded
i9U€Re aSomo AN zal L a twork) or _the Internet,
in addit?%n toQ%g?ggaiiggg e%gﬁ?Foﬁftﬁ%g?éﬁ%fb%Pg‘

r ecarkt mgogeeind Nk Ba GRORULEI y Jp%m\ég%ﬁ stored
"receives the prograns transferred in the above nanner

(@agordrdlalins at mem@Oalpl® grear diingt ed simy agendavi ge. 1 n
his description, the processing steps describing the
f&?ﬁtﬁ%ﬁngﬁﬂ%rcﬁ theRe cliseésst orgret farlm aewari et yan
f rocessing is not necessarily performed in tinme
Mgeﬁ‘%%n@i T opﬁgcaibe‘%%s@riDB’Bd(ﬁjhg%‘F%l Jeggeféde disk), a
diagramgisych as_Fig.. 5. 25 and may be perforned
e Iy of ?né%%lrcé’irﬁdélr:t?fn%?fﬁ%ﬁihg,1n4zi‘dd116i°n to the

alesBdmledt ianbar abb &br RHRCESR . ang, an Pl e, BhAC8SS) rain
Al t hough the wirel ess communication is covered in ?%I@
medium may be provided as package software.
The prog;ams may be transferred by wireless

communication from a download site in the computer over an

artificial satellite for digital satellite broadcasting or

may be transferred by wire communication in the computer

over a network, such as a LAN (local area network} or the
Internet, in addition to.being installed from the removable
recording medium in the computer. The computer receives the
programs transferred in the above manner and installs the
programs in the storage device.

In this description, the processing steps describing
the programs which the computer uses té perform a variety of
processing is not necessarily performed in time series in
the order described in the sequence diagram, such as.Fig. 5,

and may be performed individﬁally or in parallel (including,
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enbodi nent, the present invention is not limted to
the wreless comunication. For exanple, the present
invention 5 is applicable to wire comruni cation or
communi cation in which the wirel ess comunication is
mxed wwth the wire comrunication. Wile the present
i nvention has been described with reference to what
are presently considered to be the 10 preferred

enbodi nents and t he acconpa#§ing draw ngs, the
invention is not limted to the disclosed enbodi nents.

On the contrary, it wll be further understood by
fomosgaski¢] ed pamliihe @récddmtanidhan BYeEEE Prdcess) .

i ntended to cover various nodifications and
equiddtheotathgnyérelass icvoudédatiomiis Hoveedspn ritis
and scope of the appended clains. Al though the bl ocks
ePﬁ%?ﬁ%?%&ftﬁﬂ? §§§ﬁﬁEFr+Q?QH§¢°ngéﬁeP9Fo%lmxﬂad tthethe
dect ypt or, 103 2_encryptor/decryptor 105, and the
"ol TP Nt fof TR, Yl TEY D catonnvention

switching unit the _
iap@@ﬁiﬁd&bﬁﬁotoaﬁgrgeé%ﬁﬂd%?éaﬁ§onaggm@gﬁhdﬂlJéQ?PﬁF?%S

20 enbodi ments, the present invention Is not
which hites vexaipke. coamurExarpbe, i atnl 288t tBk0fKyre
~anmong the above blocks, may be a programincl uding
CHFHBCaR3e8 -nodul es or  conponents. Al though the

blgﬁgslincéuding the_encrgptor 107, the 25 random
nunB8r-§eh’s oS erts Invert ki AR deededeyprdred 3G,th45

r%%%ﬁ%ﬁ%b%?:%ﬁQLQ%E%&%%ﬁé%%Eylg?%gﬁﬁéggfggdbﬁst%%rdmare
pid¥driiRdalAMEdiments and the accompanying drawings, the
invention is not limited to the disclosed embodiments. On
the contrary, it will be further understood by those skilled
in the art that the invention is intended to cover various
modifications and equivalent arrangements included within
the spirit and scope of the appended claims.

Although the blocks including the asymmetric key
generator 102, the decryptor 103, the encryptor/decryptor
105, and the switching unit 111, in the secure communication
apparatus 20, are described as hardware in the above
embodiments, the present invention is not limited to this
example. For example, at least one block, among the above
blocks, may be a program including one or more modules or
components.

Although the blocks including the encryptor 107, the

random number generator 108, the encrthor/decryptor iio0,
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enbodi nents, the present invention is not limted to
this exanple. For exanple, at |east one bl ock, anong
t he above 5 bl ocks, may be a program i ncl udi ng one or
nore nodul es or conponents. Although the case in

whi ch two secure-conmmuni cation- function nounted
appar at uses establish the conmunication is
exenplified in the above enbodi nents, the present
invention 10 is not |imnited4Po-this exanple. For
exanpl e, the present invention is applicable to a
case in which three secure- communication-function
Frsuthed suppehrinaises tedt apl is e e coeBnuahmat i tiohn
this case, one of the three secure-

PEATGHPE at 7 orRiUREEEsRbABUTR dek nslyparat nselse rEppvser ve

%gatoaggér?%%,gtt%{eged;ea%ﬁg Lol L AS Aot LA 5 S0
SRaHIL- Cofuny kan-functiaqn nounted, apparat uses
Altﬁoggh thnggg%%g'c%¢k§%ﬁ%§ﬂ%ﬁgnggﬁﬁgfaIﬁ?“&ﬁﬂﬁsabove
bdepasatedy fyeom phogSe Ul e GRIMIINLAB L AP HALYR s 26y
in the 20 above enbodi nments, the present 1nvention 1s
cpRppoheémited to this exanple. For exanple, the secure
comuni cation apparatus 20 and the secure
comfthtifCReRobh e ppeatits wh2chaywo beedurteegoatieds. ¢at mrt-he
ecure-co ni.cati on-function npunted apparatus 10 as
SFr &4

ORI EORbpArat bR T USRS SSPRRUSTR | Hle AGpRPOABATiey Lo

a
1Bfp PTG ol PYENIL QP 15 2RRLLSRD! €0 B gamuni cation

. is not limited to this example. For example, the present

invention is applicable to a case in which three secure-
communication-function mounted apparatuses establish the
communication. 1In this case, one of the three secure-—
communication-function mounted apparatuses may serve as an
intermediator that relays data transferred between the
remailning twé-secure—gommunication—function mounted
apparatuses.

Although the secure communication apparatus 20 is
separated.from the sécure communication apparatus 22 in the
above embodiments, the présent invention is not limited to
this example. For example, the secure communication
apparatus 20 and the secure communication apparatus 22 may
be integrated into the secure-communication-function mounted

apparatus 10 as a single apparatus.
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system and a secure comuni cati on apparatus, which are
capabl e of transmtting and receiving data by wrel ess
5 conmuni cation. 47 - CLAIMS 1. A conmunication
systemincluding a plurality of conmunication
apparatuses, 5 wherein a first comuni cati on appar at us
i ncludes: short-range active comruni cation nmeans for
transmitting an inquiry signal to a short-range

ext ernal communi cation app&fatus by el ectromagnetic
waves and waiting for a response to the inquiry
signal; 10 | ong-range comruni cati on neans capabl e of
boinetnieht Aawl idapitlieyvel ect romagneti c waves in a range
w der than the communication area of the short-range
act i ve® dUTRfiffitc ARVERt 1oraits apphiitehl agt reanenfenication

%}@tte%héﬂ‘&i atloseei ther _the short-range 15 active
omiuni catg on means B he oty -APRAga tE s mmitint Eatdren
B3« LR | eneratin ns f.or
(g%ﬁergt?ﬂgng§%alrklg? gﬁyé%%fVﬁFP ngﬁggﬁgﬁd”éEless
wdeeny ptaOibrkey corresponding to the encryption key,
the encryption key and the decryption 20 key in the
pai r being asymmetric to each other, wherein a second
conmuni cati on apparatus includes: short-range passive
comruni cati on neans-for receiving the inquiry signa
froma short-range external conmunication
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apparatus and transmtting a response signal in
response to 25 the inquiry signal; 48 |ong-range
comuni cati on neans capabl e of communication by the
el ectromagneti c waves in a range w der than the
conmuni cation area of the short-range passive

communi cation neans; 5 switching neans for sw tching
to either the short-range passive conmunication means
or the long-range conmuni catvon neans; session key
generating neans for generating a random nunber and
usi ng the generated random nunber to generate a 10
sessi on key; and encryptioganmeans for encrypting the
session key, wherein the second comruni cation
apparatus uses the encryption key transmtted from

tge fjrst conmunication apparatus to encrypt the
sessi On"KEPIS1AR 8hersbtidlrdisesai phukalitand £

LhaRsmits; Lh ncrypted session key to the first
Cconnuﬂ%%%%%b%p§8%3¥§?%%ﬂ and wherein the first

CONTRHYGAhLI aNnrappar s, .1 he crypti.on.key to
decrypt the encrﬁ%ted Sggg?gﬁ5£e§Pé%%%§ Shéncéggéfbn
key shndttrangai ast ik (HRemERCONE: GOMBINCRLEO0D 2051 t £ing
apparatus a conmuni cation sw tching request signé? to
ap eHUBLHTY e 9ol t thi mgsiar tH-henbengztanga CRMAMALE&EiaN
neans and communi cation by using the | ong-range
ARRIFASC &Y BheChEgRgnetic waves and waiting for a

response to the inquiry signal;

long-range communication means capable of communication
by the electromagnetic waves in a range wider than the
communication area of the short-range active communication
means;

switching means for switching to either the short-range
active communication means or the long-range communication
means; and

asymmetric key generéting means for generating a pair
of an encryption key and a decryption key corresponding to
the encryption key, the encryption key and the decryption
key in the pair being asymmetric to each other,

wherein a second communication apparatus includes:

short~range passive communication means for receiving
the inquiry signal from a short-range external communication
apparétus and transmitting a response signal in response td

the inquiry signal;
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25 2. The communi cation system according to Claima1,
49 wherein the short-range active comuni cati on neans
transmts identification information allocated to the
short- range active conmmuni cati on neans to the
short-range passive conmunication neans along with
the encryption key, and 5 wherein the short-range
passi ve comuni cation neans transmits identification
information allocated to th&8short- range passive
conmuni cation nmeans to the short-range active
comuni cati on neans along with the encrypted session
key leng-pmesgiedeotiveniakdnitanf imeahs otaparflesr BEt koRmofi &4 on
bcoEH%nication 10 partner to the |ong-range
domEnt t2R GBS RACPY XA TR ianranpe widest thad $beond
cation_apparatuses. 3. A communi cation . )
nggg}#gﬁ%m@oﬁﬁreﬁsf’ﬁg@%%ﬁr-tr"gﬁﬁge ARR T A & GNP 8T beP
m@Bags for transmtting 15 an inquiry signal to a
short-range external conmunication apparatus by
el eciwiarhgngthdanBViRs 8RdtWAiid NG fQhrdr ERSPORSE 1 Qnge
the inquiry signal; |ong-range comruni cati on neans
Peapint ecpitupdmaunde atdaors oy thiel @ @ataneRBgbRihif: WawAas
in a range wider than the 20 communi cation area of the
BEHGT1 - range active conmunication means; swtching
nmeans for smﬁtching to either the short-range active

comTIRPCa i W HEAITS 251 NP hBSh - rra GRSE BRhiM| T atansiem
nggﬁgfgﬁ?ﬂgsgé%gﬁ%yQEa%&%t%gyrggggﬁ%ﬁﬁggrn%gngegégate a
session key; and

encrypting means for encrypting the session key,

wherein the second communication apparatus uses the
encryption key transmitted from the first communication
apparatus to encrypt the session key into an encrypted
session key and transmits the encrypted session key to the
first communication apparatus, and

wherein the first communication apparatus uses the
decryption key to decrypt the encrypted session key into the
session key and transmits to the second communication
apparatus a communication switching request signal to
request the switching to the long-range communication means
and communication by using the long~range communication

means.

2. The communication system according to Claim 1,
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50 of an encryption key and a decryption key
corresponding to the encryption key, the encryption
key and the decryption key in the pair being
asymmetric to each other, wherein the conmunication
apparatus uses the decryption 5 key to decrypt an
encrypted session key transmtted fromthe externa
comuni cation apparatus and transmts to the externa
conmuni ca=ti on apparatus & &8nTruni cati on switching
request signal to request the switching to the
| ong-range conmmuni cation neans and conmuni cation by
usi NEeYREN Ghe $0O¥ g o T e at b MRARS ondme The
conmunj cat j on .apparatus according to aim3, wherein
TRESBHLT t19ehidd 15eEior tofrmmwtéani ahloeaimsl tor ahsmhsrt-
i tifigation inforpati on allocated to the short 15
bt Pl ar EEe R asfie” EGS  Hebixvemdal passive
ORRIHNE S3tdn0 a 1.qQn i th the encryption_key,
and wherei nHIte %ggsghgéﬁr@ntgleg;gg %1\1/%} gtn%?unnik)éé’f i 3R
meanteredei ves dxtn-idingat passivd %ﬂﬁhb@&@kh&%&ﬁ% to
e

the external comunication apparatus fromt

- tERpErMA iZentdfhomt et iiorfoappal ah usl @ dwikbhthdeshort -

encrypted session key to provide the identification
r?ﬂ$%ré%ﬁﬁ18ﬁ PR CliTuRCeas | on Par tsherttosbbe active

Lang-srange conmuni cation means provided in the
it Po%egﬁiéﬁéFﬁ%W&ﬁ the extwiptad session key to
pFOMTANILRAL | 98, APPALALYS: 14Poimdon of the communication
‘partner to the long-range communication means provided in

the first and second communication apparatuses.

3. A communication apparatus comprising:

short-range active communication means for transmitting

.an inguiry signal to a short-range external communication

apparatus by electromagnetic waves and waiting for a
response to the inquiry signal;
long-range communication means capable of communication

by the electromagnetic waves in a range wider than the
communication area of the short-range active communication
means;

| switching means for switching to either the short-range
active communication means or the long-range communication
means; and

asymmetric key generating means for geﬁerating a pair.
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5. A conmuni cati on apparatus conprising: short-range

passive conmmuni cation neans for receiving an inquiry

signal froma short-range external comrunication.

apparatus and transmtting a response signal in

response to 5 the inquiry signal; |ong-range

comruni cati on neans capabl e of communi cation by

el ectromagneti ¢ waves in-a range w der than the

comuni cation area of the-sh®rt-range passive

conmuni cation neans; 10 switching neans for sw tching

to either the short-range passive comruni cati on neans

Adr aphentoyR- reamde yc entuai datryprn 1 ofe aB§; cSeSSIRAdkeY to

enerati ng neans for generating a random nunber and

tg§iﬁﬁcfﬁ%tﬁ%hé?%%eBh?a%%ﬁﬁﬁﬂﬂ%@@ekewoagéwﬁﬁam3caypﬂ50n
ssjon_key:. and.encrypting neans for encrypting the

kggsg?oﬁh? )ﬁlr'ﬁﬁépgiﬁXQWﬁ§ dirmiRi €aFR oftRfFpar at us uses

an [ . itt fromthe external .

conﬁgﬁ?%gkigﬂeag%§P%#%%%?%% %ﬁ%?§%ﬁuiiﬁ§%fegg?o * Rept1on

kepttbEﬂbdﬂyﬁ&yﬁhegn§§§§ﬂé37s%%%i@ﬂdkgp LA S ot PEom the

encrypted session key to the communi cation apparatus,
eaberidle commmiceal dorampRatatusnd eeLivas dsr e/ the

ext ernal communi cation apparatus a conmuni cation
XA (FPTMpad Gesionsiqppalratosr eqoestut e tswht sl tigh itrey
rtrgéléwl-raggg communi cati on_nmeans and conmuni cati on
PV USi Mg %PRe FBnE¥EStanbe Evihthiratticokhreansy-5mge

communication means and communication by using the long-

range communication means.

4. The communication apparatus according to Claim 3,
wherein the short-range active communication means
transmits identification information allocated to the short-

range active communication means to the external
communication apparatus along with the encryption key, and
wherein the short-range active communication means
receives identification information allocated to the
external communication apparatus from the external
communication apparatus along with the encrypted session key
to provide the identification information of the
communication partner to the long-range communication means
provided in the communication apparatus and the external

communication apparatus.
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6. The communi cati on apparatus according to Caimb5,
wherein the short-range passive comruni cati on neans
receives identification information allocated to the 5

external communi cation apparatus along with the
encryption key, and wherein the short-range

passi ve-, comuni cation neans transmts identification
information allocated to the short- range passive
conmuni cation neans to the &%ternal 10 conmuni cation
apparatus along with the encrypted session key to
provide the identification information of the

coMmUAi earmiwi qearitnenpparithes |@rgriange: comuni cati on
means. provided in the comruni cati on apparatus and the

ext eP At~ TEBFRURRERE TO PP gebEon TBeans for receiving

an inquiry signal from a short-range external communication
apparatus and transmitting a response signal in response to
the inquiry signal;

long-range communication means capable of communication
by electromagnetic waves in-a range wider than the
communication area of the short-range passive communication
means;

switching means for switching to either the short-range
passive communication means or the long-range communication
means;

session key generating means for generating a random
number and using the generated random number to generate a
session key; and

encrypting means for encrypting the session key,

wherein the communication apparatus uses an encryption
key transmitted from the external communication apparatus to
encrypt the session key into an encrypted session key and
transmits the encrypted session key to the communication
apparatus, and the communication apparatus receives from the

external communication apparatus a communication switching

‘request signal to request the switching to the long-range

communication means and communication by using the long-

range communication means.
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6. The communication apparatus according to Claim 5,

wherein the short-range passive communication means
receives identification information allocated to the
external communication apparatus aloné with the encryption
key, and

wherein the short-range passiveicommunication means
transmits identification information allocated to the short-
range passive communication means to the external
communication apparatus along with the encrypted session key
to provide the identification information of the
communication partner to the long-range communication means
provided in the communication apparatus and the external

communication apparatus.

oo e




