1/6

UE1 UE?2
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capability of the UE 1, control plane security policy of the
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-

102. Determine a control plane security
protection mode between the UE 2 and the
UE 1

103. The UE 1 and the UE 2 perform a mutual
- ——— authentication procedure and a key -————
establishment procedure

104. Direct security mode command message (selected
security algorithm, control plane security policy of the

- UE 1, and security capability of the UE 1)

105. Determine the control plane security
protection mode between the UE 1 and the UE 2

106. Direct security mode complete message (user plane
security policy of the UE 1)

-

107. Determine a user plane security protection
mode between the UE 2 and the UE 1

108. Direct communication accept message
(user plane security configuration)
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101. Direct communication request message
(security capability of UE 1, control plane security
policy of the UE 1, and optional Kygp ID)

UE?2

103. The UE 1 and the UE 2 perform a
mutual authentication procedure and a _
key establishment procedure

104a. Direct security mode command message (selected
security algorithm (non-null integrity protection
algorithm and null confidentiality protection algorithm))

102a. Determine that control plane integrity
protection is enabled, and control plane
confidentiality protection is not enabled

———

105a. Determine that control plane integrity
protection is enabled, and control plane
confidentiality protection is not enabled

106. Direct security mode complete message
(user plane security policy of the UE 1)

108a. Direct communication accept message (user
plane security configuration (indicating to enable
user plane confidentiality protection))

>

107a. Determine that user plane
confidentiality protection is enabled
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UE1

401. Direct communication request message
(security capability of the UE 1, control plane
security policy of the UE 1, and optional Kygp ID)
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UE?2
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403. Obtain a shared key ======= -

404. Direct security mode command message
(second algorithm indication information, random
number 2, and the like)

—

402. Determine a control plane security
protection mode between the UE 2 and the
UE 1 and select a security algorithm

-

405. Determine the control plane security
protection mode between the UE 1 and the UE 2
based on second algorithm indication information

406. Direct security mode complete message
(user plane security policy of the UE 1 and
optional security capability of the UE 1)

-l

407. Determine that a user plane security protection mode
between the UE 2 and the UE 1 includes that user plane
confidentiality protection is enabled, and generate user
plane security enabling indication information

408. Select a user plane security algorithm based on the
user plane security protection mode, a security capability
of the UE 1, and a security capability of the UE 2 when the
user plane security protection mode does not match the
control plane security protection mode

409. Direct communication accept message (user
plane security enabling indication information and
first algorithm indication information)

-

410. Determine the user plane security protection mode
between the UE 1 and the UE 2 based on the user plane
security enabling indication information, and determine
a user plane protection algorithm based on first
algorithm indication information

FIG. 4




UE1

501. Direct communication request message
(security capability of the UE 1, control plane
security policy of the UE 1, and optional Kygp ID)
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UE?2

504. Direct security mode command message
(second algorithm indication information,
random number 2, and the like)

502. Determine a control plane security
protection mode between the UE 2 and the
UE 1 and select a security algorithm

-l
-

505. Determine the control plane security
protection mode between the UE 1 and the UE 2
based on second algorithm indication information

506. Direct security mode complete message (user
plane security policy of the UE 1 and optional security
capability of the UE 1)

508. Direct communication accept message
(first algorithm indication information)

[
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507. Determine that a user plane security protection

mode between the UE 2 and the UE 1 includes that

user plane confidentiality protection is enabled, and
select a user plane security algorithm
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509. Determine the user plane security algorithm
based on first algorithm indication information and
determine the user plane security protection mode
between the UE 1 and the UE 2
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UE 1

601. Direct communication request message
(security capability of UE 1, control plane security
policy of the UE 1, and optional Kygp ID)
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UE?2
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605. Direct security mode command message
(control plane security enabling indication
information, third algorithm indication information,
random number 2, and the like)

602. Determine a control plane security
protection mode between the UE 2 and the UE 1
and generate control plane security enabling
indication information

603. Select a security algorithm (both an integrity
protection algorithm and a confidentiality
protection algorithm are non-null values)

)
-

606. Determine the control plane security protection
mode between the UE 1 and the UE 2 based on
control plane security enabling indication information

607. Direct security mode complete message (user
plane security policy of the UE 1 and optional security
capability of the UE 1)

)
-

609. Direct communication accept message (user
plane security enabling indication information)
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608. Determine that a user plane security protection
mode between the UE 2 and the UE 1 includes that user
plane confidentiality protection is enabled, and generate

user plane security enabling indication information

610. Determine a user plane protection mode between the UE 2
and the UE 1 based on the user plane security enabling
indication information and determine a user plane protection
algorithm based on third algorithm indication information
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