1 Software Copyright Protection And Licensing System Using RFID Field of

I nvention [0001] The present invention relates to software copyright
protection and |icensing system using radio-frequency identification.
Background [0002] Most commercial conputer softwares are distributed with
| icenses. For exanple, in a retail shop, softwares are distributed in
packages that are shrinked- wapped. A so-called "shrink-wap" |icense
acconpani es each software package. Such software licensing is based on a

| i censee's trust and honesty to abide by the |license agreene or
exanpl e, by br Saﬁtweget@@pﬁhghhli’r%eﬁboan%n%ﬂ@@mgg@y&t@@tﬁﬁm Héy of the
software in only one conputer. In a simlar manner, a "site" |license allows
a licensee to install a predeterm ned nunber of copies of a software in
many conputers, for exanple, at a_site. or organisation. [0003] To enable a
licensee to install a software pacféﬂioﬁ@ymémﬁroduct installation key 14,

as shown in . ITAand 1B typically consisti of 16 .a i
characters, [0 éﬁsal so 1 PIGed ?IVC ﬁ%ﬁ %?}?Ee\s/va?eso c %gcgpyrf%ﬁtgggfqﬁa%h find
installati of . . D - AN | al I ati on manager pronpts a
|'i censee tOH%%%%éQﬁﬁéﬁg%%%&%¥&?%§$%¥Yg%?%%%@§§ 14. The installation
manager then authenticates the software to ensure that the software is
genui ne before the software is installed into the conputer. [0004] These
software product installation keys i Batkgodndr m of al phanuneric characters
are visible and, thus, cannot prevent a software frombeing installed in
nore than the agreed nunber of copies. Enforcenent_ of copyright of _these

sof t war es dEPeA oMoy repmmaieinl SAMPHET | s ate ghyHhntedt Maths ICAIEs-olAT t hese

sof twares. é}gamlp e, 0119 \a ?e | tsﬂc%[, softwares are distributed in packages that are shrinked-

wrapped. A so-called “shrink-wrap” license accompanies each software package. Such
software licensing is based on a licensee’s trust and honesty to abide by the license
agreement, for example, by breaking the shrink-wrap and agreeing to install a copy of
the software in only one computer. In a similar manner, a “site” license allows a licensee
to install a predetermined number of copies of a software in many computers, for

example, at a site or organisation.

[0003] To enable a licensee to install a software package 10, a product installation key
14, as shown in FIGs. 1A and 1B, typically consisting of 16 alphanumeric characters, is
also included in the software package. To begin installation of the software package, an
installation manager prompts a licensee to enter the product installation key 14. The
installation manager then authenticates the software to ensure that the software is

genuine before the software is installed into the computer.

[0004] These software product installation keys in the form of alphanumeric characters
are visible and, thus, cannot prevent a software from being installed in more than the
agreed number of copies. Enforcement of copyright of these softwares depends very

much on the licensee’s organizations that own these softwares. It is obvious that



2 enforcenent of copyright of softwares installed in homes or small

busi nesses is less effective. [0005] To ensure nore effective enforcenent
of softwares copyright and licensing, attenpts have been nade to
distribute softwares that require dongles. Each dongle is connected to one
of the 1/O ports of a conputer. Such a f@otected software queries the 1/0
port to which a dongle is connected at start-up and at predeterm ned tine
intervals during its operation. This peans.a lLicensee can anly run one
copy of thefseiremgntelgopre o%?éﬁ“@r%gﬁtaﬂe@ hpFet AE gt DHEPEses Blsvor
this does ngﬁggrevent a user from naking copies of the software in other

machi nes ant &t at i ng the software therefrom [0006] It can thus be seen

that there exists a need for another systemfor protecting the copyright
of softwares and ensuring nore effective |licensing control. The present

invention go6es]aTdenb@e GHErE CETRIT @nfdirorthna R a9aSvads ¢dporight shd MigerRingpr

art. Summary HOOO?] The following presents a sinplified sunmary to provide
a basi ¢ undstesipisn diavgbeenf madecto pligabute sofiventsi that rfuirs donglam Bach slongle ian
extensi ve overview of the invention, and is not intended to identify key
features of canhecteditoons ofrihe Ketnesis of preopputes. Pudisaprotectedniofigrarg geeries it i ve

o O YIRS SRERELE 25hun el BB bt
st AL BRI RSO g ke 10

a RFID tag Reeanpanyiird ®itkaht WRkKaRACHSEEverS &i§l dEd Hof peeveROR! @ehFront
| east a product i1nstallation and |icensing key of the software; and a RFID

reader in coakipicopies oNtheiséiwae deotheamaghineesdiopgrating the (sebreaherafromnput er
and the
[0006] It can thus be seen that there exists a need for another system for protecting the
copyright of softwares and ensuring more effective licensing control. The present

invention also aims to overcome the disadvantages of the existing prior art.

Summary

[0007] The following presents a simplified summary to provide a basic understanding
of the present invention. This summary is not an extensive overview of the invention,
and is not intended to identify key features of the invention. Rather, it is to present
some of the inventive concepts of this invention in a generalised form as a prelude to

the detailed description that is to follow.

[0008] In one embodiment, the present invention provides a software copyright
protection and licensing system using radio-frequency identification (RFID). The
system comprises: a RFID tag accompanying a software package, said RFID tag
contains at least a product installation and licensing key of the software; and a RFID
reader in communication with a central processing unit (CPU) of a computer and the
RFID tag; wherein during execution of the software into the CPU, the RFID reader

interrogates the RFID tag for the software’s product installation and licensing key; said



RFI D tag; wherein during execution of the software into the CPU, the RFID
reader interrogates the RFID tag for the software's product installation
and licensing key; said 3 systemgenerates an installation signature (I1Sig
) fromthe product installation and |icensing key and all owi ng execution
of the software when the 1Sig tallies wiih the installation signature
(I'Sigpc) stored in the CPU when the software was first installed, or

deni es execution when the . installation signatures o not, tall 0009] In
anot her enbYdichb SeEneratas ap ipstiadlation Hegatreo ﬂ%;ﬁmavfra@sgﬁ PRt %ﬂﬁtiﬂﬂoﬂf&f ng
software ¢ ri.ght and, l4 cense. copprisi,ng. suppl win | D i

sof twar e &z%ﬂﬁlg%?eysg?%%F)é%cu@@hf)giﬂhe?%o vga?gl%hzfg?thg Igi: Ba:l}?eg’ |‘)rqu§ g}ﬁaati on

and | censi g, fayon s SANTIYISTAL fedinhb @mﬁﬁth\é@séﬂ?ware%@a@tﬁralinmmaesﬁi ng
unit (CPU) of a computer and™the RFID tag; allowi ng installation of the

sof twar e i nddnid ekEddtioh villea s @etdRition siGatirédd A tdBY is valid, otherw se
denying installation of the software package; during installation of the
software, pronpting a licensee for licensee infornmation, encrypting the

| i censee information, sending the encrypted |icensee informatign to  the
RFID tag al9809)lncangthen gmbadiment.dhe arasent vepionuprevidesiagnethed of eafoadee i n
the CPU, and .allowi ng.the software to.operate.if jastal l.gtion.signature
obtai ned 1 r e CRRTTEEN 4gd; lfensoo comprvnety mepping &1 REHD dAE 312 YA or ed

in the CPU, - {tjn t : 1.0 Ao .

anot her enb%%%%%hg%aﬁﬁg p%%%%ﬁ%ﬁﬁﬁg%%?%%%gd@g@%gééggn%g%p%%g%mggg%3%?? The
conput er  pr @aMaEniCAHR A FRIEPD reddd Mita centPA pkRISsinPultt (EPURGS ae6RAPRRAYANY t he
sof tware package, said RFID tag containing at |east a product installation
and |icensithg RKHY thgr alleweingl ihbtaldatione of afid waftareatnl ther @PIOUIR tlef pacthvesi ve
for attaching the RFID tag onto a casing of a central processing unit

(CPU) of a instabaticrkeyris whlid lothdrwissafenyiag anstallatiop of gl softwire pe¢kage depnd

reader in comunication with the CPU and the RFID ta ) .
installation of the software, prompting a (ilicensee for lll%ense% information, encrypting

the licensee information, sending the encrypted licensee information to the RFID tag
and generating an installation signature (ISig) for storage in the CPU; and allowing the
software to operate if an installation signature obtained from the RFID tag tallies with

the installation signature stored in the CPU, otherwise exiting the software operation.

[0010] In yet another embodiment, the present invention provides a computer product.
The computer product comprises: a software package; a RFID tag accompanying the
software package, said RFID tag containing at least a product installation and licensing
key for installing the software; and an amount of adhesive for attaching the RFID tag
onto a casing of a central processing unit (CPU) of a computer in which the software is
operable; wherein a RFID reader in communication with the CPU and the RFID tag

allows installation of the software if the RFID tag is valid.

[0011] In a further embodiment, the installation signature (ISig) comprises a unique
identification and a product identification of the software in addition to the licensee
information. Preferably, the licensee information comprises one or more of the

following: a license number and licensee’s name, address and/or contact numbers.



allows installation of the software if the RFIDtag is valid. [0011] In a
further enbodinent, the installation signature (I1Sig) conprises a unique
identification and a product identification of the software in addition to
the licensee information. Preferably, the |icensee information conprises
one or nore of the following: a license®nunber and |icensee's nane,

address and/or contact nunbers. 4 [0012] In yet a further enbodi nent, the
RFID tag has a |ine and/or an area of weakness surrounding a mniature
conponent of the RFID tag. Preferably, the mniature conponent of the RFID

tag may be pof®NHY et & Midher 8mb6&infehg th@RHEIPfagdhal APAE bhd@br arBhre®bf RR8kdes$t | on
of the Draw ngs [0013] This invention will be described by way of

non- i m ti ngreuhdidg nenhmiabdre t dempgqreas asft then\RHIDI tag, Bwefebablygf dree muriatuee t he
acconpanyi ng drawi ngs, in which: {A‘gom] FIG 1A illustrates a conventi onal
shri nk- wr apgeepanent eidheREH? keggeay b memary chipgresiston gnd/ax @8apacké@nvent i onal
product installation key acconpanying the software package; [0015] FIG 2A
illustrates a software copyright protection systemusing radi o- frequency
identification in accordance with an enbodi nent of the present invention;
and FIG 2B illustrates a conputer with a radi o-frequency identification

reader built onto a not her'bﬁﬁéfb@s‘éﬁgﬁ&wﬂ&@r%ﬁ%@er enbodi nent of the

present invention; [0016] FIG 3A 1llustrates conponents of a product
installation and licensing key according to another enbodi ment of the

present i nVRQR{410hisantedrbof wifibhd HéédﬁBécﬁB?%v%” of hfeliRfitid! &BPodRBAIRT the

generating a secure i1 nstallation signature (IS g) according to another
embodi ment  gkesdnd viehB&E Mithi rBfeedtice @dtthe [(0&bhfdanfin@ drfwingd, ustvhivhes an

installation process of a software package according to
[0014] FIG. 1A illustrates a conventional shrink-wrapped software package, while
FIG. 1B illustrates a conventional product installation key accompanying the software

package;

[0015] FIG. 2A illustrates a software copyright protection system using radio-
frequency identification in accordance with an embodiment of the present invention;
and FIG. 2B illustrates a computer with a radio-frequency identification reader built

onto a mother-board according to another embodiment of the present invention;

[0016] FIG. 3A illustrates components of a product installation and licensing key
according to another embodiment of the present invention; and FIG. 3B illustrates an
installation manager generating a secure installation signature (ISig) according to another

embodiment of the present invention;

[0017] FIG. 4 illustrates an installation process of a software package according to

another embodiment of the present invention;

[0018] FIG. 5 illustrates an installation process (B) of a new software package

according to another embodiment of the present invention;



anot her enbodi nent of the present invention; [0018] FIG 5 illustrates an
installation process (B) of a new software package according to another
enbodi ment of the present invention; 5 [0019] FIG 6 illustrates a
re-installation process (C) of a softwar; package according to another
enbodi mrent of the present invention; [0020] FIG 7 illustrates an
installation signature (1Sig) regeneration process (D) according to

anot her enbodi nent of the present invention; [0021] FIG 8 illustrates a
l'icensing c yst.em accordi ng to anot her enbodi nent of the present

nt r ol t
i nvention: 3%1 9} d éé-Z? Unsizatena rg-ingtallatioresrovass (GUs aapfiiatapacRilte REorhg to

sof twar e angn{)&lcens%?la?%stem according to yet another enbodi nent of the

present invéntion é)a‘tlﬁe%réﬁqnﬁthéﬁtlc[fOOZS] One or nore specific and

alternative enbodi nents of the present invention will now be descri bed
with reference to the attached figures. It shall be apparent to one

skilled in fdo20pF(G. ho that &5 § i i y be practised wi thout
such speci f:[c ]get ai l smiég%so%}pglﬁgﬁgggﬂéi @%n%%/% Fectaaian peefess (Pangt h

SO as not t@CQ@bCﬁngltO%rtoﬁfereinlbu@iﬂieinﬁﬂfthgﬁfes@xﬁ?t@veﬂ ioﬁ'ef erence, conmmon
reference nunerals or series of nunerals wll e ‘used t hroughout the
figures when referring to the sane or simlar features comon to the

figures. [Of)oélﬁq }F@ 2A shows a software package 100 with a radio-frequency
i dentificat 1 ¥ 8pflustzatiesiay licensing coitra) sy eraacentiad itoramith@f ert Boind HENt

i nvention. ag. 110.is schematically nade up of a nenory chip 118
connect ed t%ggr‘ggéﬁg%%‘gmh?}da capacitor 126 and an antenna 130. In one

enbodi ment, the RFID tag 110 around the

[0022] FIG. 9 illustrates various applications of the software and licensing system

according to yet another embodiment of the present invention.

Detailed Description

[0023] One or more specific and alternative embodiments of the present invention will
now be described with reference to the attached figures. It shall be apparent to one
skilled in the art, however, that this invention may be practised without such specific
details. Some of the details may not be described at length so as not to obscure the
invention. For ease of reference, common reference numerals or series of numerals will

be used throughout the figures when referring to the same or similar features common to

the figures.

[0024] FIG. 2A shows a software package 100 with a radio-frequency identification
(RFID) tag 110 according to an embodiment of the present invention. The RFID tag
110 is schematically made up of a memory chip 118 connected to a resistor 122, a
capacitor 126 and an antenna 130. In one embodiment, the RFID tag 110 around the

memory chip 118 is weakened, for example, by a perforated line. In another



menory chip 118 is weakened, for exanple, by a perforated line. In another
6 enbodi ment, the backing behind the nmenory chip 118 is thinner conpared
to the rest of the RFID tag 110. In yet another enbodinment, a |line or area
of weakness surrounds the miniature corrp§nents of the RFID tag such as the
menory chip 118, resistor 122 and/or capacitor 126. It is also possible to
provi de a liglihg({li \Negkﬂ:gs across one or nore coils of the antenna 130.
[0025] Durin sk tthe badkingt behimglahé Waknsy 100, the nenory chip 118
of the RFI Do%f%_g[}@FJIB is encrypted with a Jﬁ?gﬁ’ggﬁég&%’f’ﬂi ??é‘fpé‘fqdatf’itgﬁf%%d
li censing key 101 0.i Infyst maothanembmtimas:, FERY bAGEN OF R LRLe d
recomrended {h%tn‘?ihlat rice, destipation market, and so on, may A %‘BT(B’@ S
encrypted in the nenpry SARES ebtheREDhtag suck as thethenory &S 1 8SikicENSSe
associ ated conputer device

i nformat i on, adivsig i}able Iicenpses, S
i E’ ?@;?r ?25 ‘ohf}fw égﬁﬁoﬁlgégmlwvmeaa snRef Drenlemde berbbSomhgp t he

nunber, may be wi

tag 110 is moreudds ofFiheanins s t he product installation and |icensing
key 114 is encoded with at least the follow ng information: unique

identification 114a; product identification 114b; product information
114c; and Ii{gensee information 114d. [0026] After purchasing a software

package 100,19925] d&¢ringrppnufacting efghe esfiv e thaBkdoE" he |icense

agreenent, ts8gps of f1 t.he shrink-wap fro%l{aheatgge%gg’a%é né%lnaorgt Elsgt REtherl D

tag 110 onto a siead 18s gnergptsdiwith o unigiengodsd, ingsll&RAWRI lfbeﬂix%kei}?j1 nd
5

2B. FIG 2BoigdSasl trates the conputer having a nother-boar 'nd a
RFI D reader 158 @ﬂ?‘ﬂa@ stk as g datel Secombsenslbd vail Brifd, Qlesgg‘ﬁiotnhe

in close proximty to each other. In

RFID tag 11éhasled &G0 dneader, 38 . are .
an enbodi nent, the RAI D g% raflalsg%se RfTyRteddn thimemesoehim 4. Fuythérciafdrinatiund

13.5 M, amehdsdidhstanenbRiIeanmL) ! oS asspoisien gt abivics
substantial |y }ijn a range of frémﬁgbou(?fﬁﬁéa%ﬁ ﬁgeélﬁ??utaSS?e’é’F?d ice t he
number, may be written into the RFID tag 110 via a RFID reader 158 when the tag 110
15 1n use. FIG. 3A shows the product installation and licensing key 114 is encoded with
at least the following information: unique identification 114a; product identification

114b; product information 114c; and licensee information 114d.

[0026] After purchasing a software package 100, a user implicitly agrees to the terms of
the license agreement, tears off the shrink-wrap from the package and sticks the RFID
tag 110 onto a side of a computer’s casing 150, as shown in FIGs, 2A and 2B. FIG. 2B
also illustrates the computer having a mother-board 154 and a RFID reader 158 built on
the mother-board 154. As shown in FIG. 2B, the RFID tag 110 and RFID reader 158
are in close proximity to each other. In an embodiment, the RFID operates at a medium
frequency, typically around 13.5 MHz, and the distance between the RFID tag 110 and
reader 158 is substantially in a range of from about 2 ¢cm to about 20cm. Preferably, the
plane of the RFID tag 110 is perpendicular to the radio-frequency flux radiating from

the RFID reader 158 such that the radio-frequency flux and the antenna 130 are
optimally coupled.



pl ane of the RFID tag 110 is perpendicular to the radio-frequency fl ux
radiating from the RFID reader 158 such that the radi o-frequency flux and
the antenna 130 are optimally coupled. 7 [0027] After a licensee (user)

has renoved the software nmedium such as, conpact disc and inserted it
into an optical drive, an installation manager in the software package 100

I nvokes the E&{zﬁbrg%ger 1158 to read the product installation and |icensing

key 114 fro Datlizgnstd Qusst)t @ YEmb ' ee having to read and

manual |y ent & ta%?' roduct inst a)l | at in(gn‘!;hgnthé %‘?ﬁg‘g%rgirﬂ ‘Eﬁysufhzﬁsa ASoRpacin i n

FIG 3B, the REPE 1S ltlrgeandpwdﬂvihﬂir&faqﬂﬁkﬁ{mgﬁ%gﬂ | L olgwand

| i censi ng keXO%‘bngﬂ g@éal Icgtion manager then ex ract o tR ﬁﬁ?iRﬁ’ﬁ]@ge

i dentification 1148 §? (£e344e h2$ fo read therpradidb iieediatib GRS BE- i'hgﬁ](gg;fmion

114c, and cr ﬁ@hlegleqqpml%r%:{li@t ii@’rﬁg}h sh_or signature (I1Sig) 116
r

instal l ati on hash or ‘sigfatu ¢ laepsqeshayingetourced faindl em&hare dnicp 4,1@6
fwar e

conput er andpioductissslidtion Wad i; c right and licensing of the so
package 100; these verificatlltz%nﬁy}\%ep'ﬂqée‘&gﬁ et & BB, ke RESDatddat iog and

executi on of degodesithepraluatisagRiorasPdiRd, 9. t esent _invention is
described in FIG 4. [0028] An advant a{géélgigg kg%eﬁgr g‘é‘éﬁ{ls@éﬁé@nimnger then

tecti Frirarts Ba s rigue \iderificas i nstal.lati d
P et o ko 11 Le i an o et tor Mata, PRI S8R AhE o omeer. By

| i censi ng k%o gft.i ) 1i n an el ectronic form and cann
storing the proddct? 1 adhcrentesaaa InstaBationn Badte or 1didndiie! §§i§geg§ry chip
for ft

118 of the : 0, t.he present invention helps to en e
o QAR Rt e SR BredTSiEl e omeupriByenived if IR a) M

copyright protectio
.n separate machi nes. Thus,

unaut hor i sedised epi R$ifPf kD f 1 war
enforcenent of soft\/\}affe %l‘goéﬁ'g}ig%tgan edSHYS iy thee sofoticv ackaps t100Y , thidet h

the |ine of vorldatioss wilhté elealcP§nbh)] ing on the RFID tag 110, these
features help to discourage a |i ce%%egl%h%tfﬂ%taé’gp@ﬁeﬂﬁ@nv@ﬁmsoﬁuware package
according to the present invention is described in FIG. 4,

[0028] An advantage of the present copyright protection and licensing system is that
the product installation and licensing key 114 is in an electronic form and cannot be
visually read. By storing the product installation and licensing key 114 in the memory
chip 118 of the RFID tag 110, the present invention helps to enforce software
copyright protection. In addition, users are prevented from installing unauthorised
copies of the software in S€parate machines. Thus, enforcement of software licensing
becomes more effective. F urther, with the line of weakness and/or the thin backing on
the RFID tag 110, these features help to discourage a licensee from tampering with the
RFID tag 110 after it is attached to the casing 150 of a computer’s CPU,

[0029] FIG. 4 illustrates an installation process 200 of a software package according to
another embodiment of the present invention. As shown in FIG. 4, the installation
process 200 is started by a user initiating, in step 204, to install the software package
100 into a computer. For example, the user removes the software medium, such as a
compact disc and inserts it into an optical drive in the computer. Upon the computer’s

o . . . .
perating system detecting the installation medium and executing the installation



. 's CPU.
110 after it is attached to the casing 150 8f ? ;Ogggtaérz package
o I:)QtaI%IG 4 illustrates an installation process 20 t.o n As shown in FIG
[ 002 L, to another enbodi ment of the present inven !giiiating "n Step
aCCOL Iin%stallation process 200 is started by a user ;er For exanple, the
gb4t teo install the software package hlgg :ant goﬁp;g{mgi sc.and inserts it
: es the software medium suc ‘ , ratin
ko an opt | SRR o ot G0 R SUTNLSE, B ST
et ect. installation X : ' es the | D
igmnmd,d an Fdnégg%%rﬁttpé??mﬁﬁép fag 11 Oieha d sugpIRd PRl HY doRVRkS %?%tkg%j? G

: the RFID tag 110 that 1's sup
reader 158, emp%gﬁgog@s fpde. i%oteﬁgﬁﬂswgﬁhprsthnmp lag 19049 pbd. HARL REDHA
€ s ' o 10.is a _ o

RFID tag 11011GisRftesRAYo tHef eéol&Fm %’f}l (E) Eﬁig'lﬁﬂt & @éﬁ sidgifithe t&Opatadcdsig 150t s
recormended region on a side of tTHE 8 the decision in step 214 is
bost 1 et Pe i derobuldhul P PRI 18 1! B Selsroiaoten BoBBJpisele

it ie. "yes" an , i i ssues a message
oot si on' n'igt‘éﬁg’zamd the proass piodeedsis t@p hapi on e e BRI D tag 110 at a
?ﬁglﬁser, in step 218, pronpting theogsartgﬁea?;?grval ‘he installation
recommended position. AfterRE:gpfgader 158 to interrogate the REID tag

mnager agaihgpquasiE LG ;) KD eader IS¢ oAk liof rafadePREA AnERedln ¢
- ! : P ich, the ins ( .
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[ i i | I ation
i i n r-exists the insta -
Cocans. “10031) wren. o i AN AL HTRING, 1 5 detrndomeasadie REGD,

step 214, t Werrogation is repeated for a predetermined period of time, after which, the installation

manager exits the installation process. In yet another embodiment, the installation
manager prompts the user whether to continue with the installation process; if the user

so wishes, the installation manager re-executes process steps 210 and 214. If not, the

installation manager exists the installation process.

[0031] When a RFID tag 110 is detected by the RFID reader 158, in step 214, the
RFID reader 158 sends out a burst of radio-frequency waves and interrogates the RFID
tag in step 220. Powered by the radio-frequency waves inducting the RFID tag’s
antenna 130, the RFID tag 110 responds by encrypting the product installation and
licensing key 114 from it memory chip 118 and sends a burst of return radio-frequency
waves through the antenna 130 back to the RFID reader 158. In step 224, the

installation manager requests the RFID reader 158 to decrypt the product installation
and licensing key 114 from the RFID tag 110.

[0032] A decision is then made, in step 230, whether the product installation and
licensing key 114 is successfully transmitted by the RFID tag 110 and decrypted by

the RFID reader 158. If the decision in step 230 is negative, ie. “no”, the installation



RFI D reader 158 sends out a burst of radio-frequency waves and interrogates
the RFID tag in step 220. Powered by the radi o-frequency waves i nducting
the RFID tag's antenna 130, the RFID tag 110 responds by encrypting the
product installation and I|icensing key 114 fromit menory chip 118 and
sends a burst of return radio-frequency 9waves through the antenna 130 back
to the RFID reader 158. In step 224, the installation manager requests the

RFI D reader 158 to decrypt roduct ipstallatio and Lgensin ey 114
from the RAPEAELHFODE ?rS[tE%ﬁﬁAg%&B%WﬁﬁiM%w fo-Sir 298 3 3 e nor
t he product. in | 1 at d licensing key 114 is successfully transmtted
by the RFI dn%tggét%fﬁé%egggi@@rypt ed by the RFID reader 158. If the decision

in step 230 is negative, ie. "no", the installation 9 manager considers
the RFID tag to be invalid, and proceeds to step 298 and ends the

i nstal | at i oppo38] OE&lESdedBibon inG&Pp3A301ik pbiidveldei“gednthie instdlRFio? Ithnhger RRGAS Ve,
ie. "yes", the installation nmanager extracts the licensee information 114d
from t he prthduicensen stferntationd 4ddin iteeproidwe ikegllation and dicensingskes| Yldabpt

de-crypted by the RFID reader 158. A decision is, then nade, .in step, 244,
whet her t heWps dlegadedeichinsedhiy s REIDieadeyd 58 & dacisipnas then made, 4y FleR4"8:

package 100 | s, ne nd the.licens i nformation 114d does not exist, the
installati owhﬁhﬂég%ﬁceﬁf%?c‘&g’cﬁ@a?%n gf‘@pexfg?). In step 250, a new installation
process B is started. If the decision in step 244 is positive, the

instal lati on manager proceeds to process C. In process C, the software

package 100p0ps4)r BithS st ﬂaéka%é 2p0 i$H8w ah@ @RDlicehice infrhbhdidist 14t &ses aonew

software installation process according to another enbodi ment of the

present i nvedstj tr. indallsiavmanager-pecedls tohstep @60 Sbf $tepr2S0, a new installation
process B is started. If the decision in step 244 is positive, the installation manager
proceeds to process C. In process C, the software package 100 is reinstalled in step

300.

[0035] FIG. 5 illustrates a new software installation process B according to another
embodiment of the present invention. As shown in FIG. 5, the new software
installation process B starts from step 250. In step 252, the installation manager
requests the user (licensee) for the licensee information. The licensee information may
include the licensee name; address; and telephone, facsimile and/or email contact. As
soon as the required licensee information is entered by the licensee, the installation

manager proceeds to step 254.

[0036] In step 254, the installation manager installs the software package 100 into the
licensee’s computer. At the end of the installation process, a decision is made, in step
256, whether the installation is successful. If the decision in step 256 is negative, the
installation manager determines, in step 258, that the installation has failed. As a result,
the installation manager executes, in step 278, an installation roll-back and removes the
software components that were installed by the installation manager, before ending the

installation process in step 298.



installation process B starts fromstep 250. In step 252, the installation
manager requests the user (licensee) for the licensee information. The
licensee information may include the |icensee nane; address; and

t el ephone, facsimle and/or email contaﬁb As soon as the required
licensee information is entered by the Ii"censee, the installation nmanager
proceeds to step 254. [0036] In step 254, the installation manager installs
t he software package 100 into the |licensee's conputer. At the end of the
installation process, a decision is nmade, in step 256, whether the

instal |l ati opo3q Kulecdeisiod in stdp 2306s @hositise Ofhe limktBlain AbBades proRgéisi teastep he
installation nmanager determnes, in step 258, that the installation has
failed. As 2060 dsgliep,260; He instsllatidnamhmagensondg ¢ie bosmsast imformiatios tléhd 29 8he an
installation _roll-back and renoves the software conponents that were
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installatio een Epﬁ t

reader 158 ?ﬁ&e{mﬁ%%ﬁgm Heﬁra%b (!L%ﬁ) &Lg&h}%ﬁﬁ ?ag {\% Pﬁl:tlagr oduct
install ati 0264%@ A68CANRERBnKEMher hthde T Gep Qvl@{;vﬁ&h&rtﬁéﬁsénswﬁﬂ?@fldaﬁbh n4nd
licensing key 114 is then encrypted, also in step 260, and transmtted to
the RFID tageﬁ&@p&ﬂﬂmﬁt@psnﬁ@64odﬁdKEﬁBmgAIGECISlon |s then made in step

270 whether the licensee information 114d is encrypted and transmtted to
the RFID tag 110. [0038] I f the decision in step 270 is negative, the

install ation man&gﬁ npts the _licensee, in stef) 274, whet her tolt{letr
encrypting KA3f] %rﬁ’ie?lﬁlpﬂdntSFFé’ PY€ dnsetiverihe ifsallaian mageaoPRPIRID t ag
110. If the.|licensee's ISI nst 274| osi,t the jnstallation
manager replé At %eep I’%csé‘?s%? eﬁ”she tozéi ﬁ&c’?@ﬁ caélgr h?’??é‘?%}m% ﬁh STREY

information 114d to the RFID tag 110. If the licensee’s decision in step 274 is positive,
the installation manager repeats process steps 260, 264 and 268 accordingly. In another
embodiment, a number of retry in step 274 is predetermined. If the decision in step 274
is negative, the installation manager performs an installation roll-back in step 278 before

ending the installation process in step 298.

[0039] If the decision in step 270 is positive, the installation manager proceeds to step
280. In step 280, the installation manager creates the installation signature (ISig) or hash
116 from the unique identification 114a, product identification 114b and licensee
information 114d. The installation signature (ISig) 116 is then stored in the licensee’s
computer, in step 284. The installation signature stored in the computer is identified as
ISig, in step 288. A decision is then made, in step 290, whether the generation and

storage of the installation signature ISig,, 116 is successful.

[0040] If the decision in step 290 is negative, the installation manager prompts the
licensee, in step 294, whether to retry storing the installation signature (ISig,) 116. If
the licensee’s decision in step 294 is positive, the installation manager re-executes the

process steps 284 and 288 accordingly. In another embodiment, a number of retry in



enbodi ment, a nunber of retry in step 274 is predetermned. If the decision
in step 274 is negative, the installation nanager perfornms an installation
roll-back in step 278 before ending the installation process in step 298.
[0039] If the decision in step 270 is pqﬁitive, the installation nmanager
proceeds to step 280. In step 280, the installation nmanager creates the
installation signature (1Sig) or hash 116 fromthe unique identification

114a, produgtp iddanisi fredekérnffed. I¢hhé Mdcikiof SRSRE 29@%&@5&%“ tHel AbtalihBién
installation S|gnature (I1Sig) 116 is then stored in the licensee's

conput er, i masdgeppid8éeds Thatepn2T&indaperfomsi apniastallgiontroll-acki eforeendingphit er i s
|dent|f|ed as 1Sigp, in step 288. A decision is then made, in step 290,
whet her thelng’@H@fﬂ%tPr@ﬁeSén@Stenﬂagage of the installation signature |ISigpc
116 is successful. [0040] If the decision in step 290 is negative, the
instal lati on manager pronpts the licensee, in step 294 mhether toretry

i h
dect st on 1 nio0i, AshfudBRBlDEN A boslifl ole iasion s WkGer i ABULTERS ¢« he
process stefg 11%%&1&69 8 &regélmle)‘lg tﬁﬁ&?ﬁ%{ﬁgﬁuwogésgﬁrlh’steg jggnb_er of

retry in 11 step 294 is predeterm ne nin ste 4 is
negative, the installation mnager proceeds to step 278 and perfornms an
installation roll-back before ending the installation process in step 298.
[0041] |f tlee421eEiGimillusiratss epredffalisiopqudtdsy @f at $udtwans patiage iacoordisg to
successful . Accordlng t he installation manager proceeds to end the new
i nstal | at | o#Podhes cadhodmignh 0§ thepprespat inyepgarp) AFpimwisin FiGust.rthe ge-installation

re-installation 0 f a so e e.accordinhg to another
enbodi ment ¥ ?Sﬁg %E;[%"i%rﬁ') "?ﬁ%’n%b@ﬂfn E@ E hF Angtplggtiop manager selects the
ot al | ke B 8R53R kR PR B0 e R e,
(1Sig) 116.18,dei6 1beatdd i o sBsthad drtfel %h%g'?;%ﬂfrﬁve “C” of a computer. In step

304, the installation manager retrieves the ISig, from the storage drive. A check is then

made, in step 306, whether the ISig,, is found in the computer.

[0043] If the decision in step 306 is positive, the installation manager requests the
RFID reader 158 to extract the unique identification 114a, product identification 114b
and licensee information 114d from the RFID tag 110. An installation signature (ISig,,)
is then generated from the RFID tag 110 in step 310. The ISig,, is compared to the

ISigy in step 320 and a decision is made, in step 324.

[0044] If the result of comparison in step 320 is positive, meaning that the installation
signatures from the computer and RFID are identical, the decision in step 324 would
also be positive. Accordingly, the installation manager proceeds to complete the
installation of the software package 100, in step 330, before ending the re-installation
process C in step 394. |



(I1'Sigpc) 116 is located in a storage drive, such as a boot drive "C' of a
conputer. In step 304, the installation nmanager retrieves the |Sigpc from
the storage drive. A check is then made, in step 306, whether the 1Sigpc
is found in the conputer. [0043] If the [decision in step 306 is positive,
the installation manager requests the | D reader 158 to extract the

uni que identification 114a, product identification 114b and |icensee

i nf or mat i on[odds}diffthe mesuhieofRionipatideh 1l Step 8RO Reghtivdl KRNinSladABIUEi EndiheSE 9)

is then generated fromthe RFID tag 110 in step 310. The 1Sig is conpared
to the | Sikpg. amd Bigy aB20etemuined thebé sivalid insstepnd2q. A asesyit, 3R insfAllatdyd | f
the result of conparison in step 320 is positive, neaning that the

i nst al | at i omanagegprdstheinstallaiion precessipsier94nd REID are identical, the
decision in step 324 would also be positive. Accordingly, the installation
manager proceeds to conplete the installation of the software package 100,
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instal | ati omstailSuH MA®ger proniis thdMedsob WheGefloGedPt r@llﬁﬁﬂlattl‘a?%??degy gkidin

step 324. As a result, the installation manager ends the Ins ati1on
process in thteliceB®s. sof BAkBE, the Asnllbtsn embadt Pesteed Ve Rtdph84GIEHT £dtORNE N
step 324 is negative, the installation manager pronpts the |icensee

whet her to m@ﬂaﬂgnqnhganagei procedds & ewhthp raisgsliation fprodebeClin step88e so wi shes,
the installation nmanager proceeds to step 340. If not, the installation
manager proceeds to end the reinstallation process Cin step 394. [0047] |If

the | Sigp, | f d i t 06, t i nstal |l at.i ds t
step a0 PRSI et R sten dfe R Siatlipd Brecs R Pbchode
whether to SRAULSE 826, tRe ind@WafifPhndhdgdt bhptd BRHLUSe whether to request for a

new installation signature.

[0048] If the licensee declines, in step 340, to regenerate a new installation signature,
the installation manager proceeds to end the re-installation process C in step 394. If the
licensee wishes to regenerate a new installation signature, the installation manager
proceeds to step 350. In step 350, process D for re-generating a new installation
signature is initiated. Process D will be described under FIG. 7. A decision is then made,

in step 380, whether the new installation signature is successfully re-generated.

[0049] If the decision in step 380 is positive, the installation manager prompts the
licensee, in step 382, to choose a location to store the new installation signature. Upon
the licensee entering a requested location, the installation manager stores the new
installation signature (ISig) in the computer in step 384, and replaces the previous
installation signature (ISig,) in step 386. Accordingly, the software re-installation

process C continues from step 302.

[0050] If the decision in step 380 is negative, the installation manager prompts the

licensee, in step 390, whether to re-try executing process D. If the licensee wishes, the



[0048] If the licensee declines, in step 340, to regenerate a new
installation signature, the installation manager proceeds to end the
re-installation process Cin step 394. If the licensee wishes to
regenerate a new installation signature,1 the installation nmanager proceeds
to step 350. In step 350, process D for re-generating a new installation
signature is initiated. Process Dw Il be described under FIG 7. A

deci si on i sinstabatioragenaget Bxestiep sBP0350VARLRENT thd Hednea¥ dethad, kil imisiignat ur e
is successfully re-generated. [0049] If the decision in step 380 is
positive, tmendgesenrds|the femstaliatiogprocpssdnstep 30%e |icensee, in step 382, to
choose a location to store the new installation signature. Upon the

| i censee entering a requested | ocation, the installation nanager stores the

new i nstal ' [ ture (1 Si in the conputer in step 384, apd

repl aces t hllrg%{r] 2]5%(%uF'gﬂﬁ’isﬁgtf%ﬁl}ea‘flgt%“atéqngﬁﬂ%ﬂaﬂirg??gf:@rﬁ%)pr?%S%?:éﬁc@ﬁ‘gr.‘g to
Accordi ngly i i p C indes from step
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manager progghised, g exhinpRNSRE onbR c%h‘ﬁ)ﬁteg $0hd MMKEUANGEs. TiOmbhyF alsh magffe%cwhér{lg
process D. If the |icensee wishes, the 13 installation ‘nanagelr” executes
step 350 agacomputér dpeeating Gestaraaeceetl benestallbd; fomshmipleatifte@n vifRNAEEK aghds
the reinstallation process in step 394. [0051] FIG 7 illustrates the

i nst al | at i ohcaygfdheFeg hageaibeen ¢anjedomoe peratile didvo Adishgwn dn FEhT, ke ISig
enbodi ment of the.present jnvention. Reinstallatigon of a software may be

required, fErEBYARS Brocess; B sty frony giep il Inastep dp3kthel instalation mapagpr a| so

happen when C oper.ating systemneed.to be reinstalled, for
exanpl e, af %hggi(sat%g?l %ng&la(trg)gé Eftoéﬁ‘gy néts\%o& \POBPECHRY alngiag‘feﬁgéonﬂétm el i ed
on a portabisy heiRr a AStwdRONAH ishvElifBle.7; the 1Sig re-generating process D
starts fromstep 350. In step 352, the installation nmanager checks the

network ports for any network connection, and a decision is made, in step

[0052] If none of the network port is connected and the decision in step 354 is
negative, the installation manager prompts the licensee, in step 370, to provide a
network connection and the process control then jumps to step 374. Accordingly, the
re-installation process continues through steps 380 and 390 (as shown in FIG. 6) and
steps 352 and 354. In another embodiment, as shown in FIG. 7, the process control

jumps to steps 352 and 354 from step 370.

[0053] If the decision in step 354 is positive, the installation manager proceeds to step
356. In step 356, the installation manager extracts the product installation and licensing
key 114 from the RFID tag 110, encrypts the key and sends it to the licensor’s server.
With the information returned from the licensor’s server, the installation manager
verifies, in step 360, the product installation and licensing key 114 retrieved from the
RFID tag 110. A decision is then made, in step 362, whether the product installation
and licensing key 114 from the RFID tag 110 is valid.

[0054] If the decision in step 362 is positive, the installation manager keeps a log, in

step 364, for each attempt in re-generating a new installation signature (ISig). The



354, whether a network port is available. [0052] If none of the network
port is connected and the decision in step 354 is negative, the
instal l ati on manager pronpts the licensee, in step 370, to provide a
networ k connection and the process contrgl then junps to step 374.
Accordingly, the re-installation process continues through steps 380 and
390 (as shown in FIG 6) and steps 352 and 354. In another enbodi nent, as

shown in FI fstallatidr@aiigecss proadds @ geretP8 nkw isstARGossignaaie (1884, fr agp st ep
370. [0053] If the decision in step 354 is positive, the installTation
manager pr od@bdndirgtusne procg@F6contol sinepe3 364, tchetep 380ashoamni mNFIGaNGJErthe
extracts the product installation and |icensing key 114 fromthe RFID tag
110, encrypHISPR ik EFP 4 Sehesative, the ipsfellationemanngers inserrupsy the Wistallatipe
infornationgreaurned fr?n1the lic nsor'a ferver, thﬁ.instgllation manager
verifies, iHooTep 'S804HB PYS FrAcseds fogndgrosssyDinsersdty key 114
retrieved fromthe RFID tag 110. A decision is then nmade, in step 362,
whet her the product installation and licensing key 114 fromthe RFID tag

110 is val i phos4]086E] 8 kifustBRs dRClichiRs bontRdIF a3 ftwae @9&&&& Y60 abd¥eding to

instal l ati on manager keeps a log, in step 364, for each attenpt In

re- gener at i aptlzernembodisiend béttherpredegndhvtntion) $he) licerdite LntrolnsyadhaBoen
manager then proceeds to generate a new installation signature (1Sig), in
step 368, aitguierdticgdappredeesinehintasyals,iandsileps 37itensee te cepin®8@pstatng i n
FIG 6. If the _decision i@ st?p 362 is neggtivg, the installation nmanager
interrupts BR&OfWaEArkaged 0 aslepgaas the instllsten signamres disee bethdhel cpmpateads t o
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the installation signature (ISig,) from the computer. At substantially the same time, the
licensing system 300 also retrieves the unique identification 114a, product information
114b, and licensee information 114d from the RFID tag 110 in step 820, and generates
the installation signature (ISig,y) from the RFID tag 110. In another embodiment, the
licensing system 300 retrieves the installation signatures (ISigg) directly from the

memory 118 of the RFID tag 110 in step 825, instead of re-processing the ISig from the
RFID tag 110.

[0056] In step 840, the installation signatures from the computer and RFID tag are
compared, and a decision is made, in step 844, whether the software license is still
valid. If the decision in step 844 is positive, the licensing system 300 allows the
software package 100 to continue operating. The licensing system 300 periodically
repeats its control from step 800 after elapse of a predetermined time interval. In
another embodiment, the licensing system periodically ends by executing step 870 after

each cyclic licensing loop execution.

[0057] If the decision in step 844 is negative, and the installation signatures (ISig) from
the computer and RFID tag 110 do not match (in step 848), the licensing control



the software package 100 as long as the installation signatures from both
the conmputer and RFID tag 110 match each other. As shown in FIG 8, the

| i censing control system 300 starts fromstep 800. In step 810, the
licensing system 300 periodically retriewes the installation signature
(I'Sigpc) fromthe conputer. At substantially the sane tine, the 1licensing
system 300 al so retrieves the unique identification 114a, product

i nf or mat i onsysield 300 pckekilc ansep 850. dnredy 850,1thd dickhist® §RE&EnRBD dad@s kA0 i n
step 820, and generates the installation signature (1Sig,) fromthe RFID
tag 110. | nseffveareer exdybodithedivensing eystdm 38015 eng is pep&T0300 retri eves the
installation signatures (I1Sigtg) directly fromthe nenory 118 of the RFID
tag 110 in step 825, instead of re-processing the ISig fromthe RFID tag

110. [ 0056 S Q, the. installation signatures from conpu and
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step 800 after elapse of a predetermned tine interval. In" another

enmbodi nent , a S8 pdrt enanynd/Cs peit ewitlp an iappiopeibleyprndavdry ie#e et BRbSAiRRNS70
after each cyclic licensing |oop execution. [0057] If the decision in step
844 i s negat#sguitting@nd plering shedlideasdednfoghaticn asmmes A1t gpstallaton andhbeepsingut er

and RFID t 0 .do not match (in step 848), the |jcensing control 15
syst em 3008%‘?%@&(38 ghet IBelgPléch%%gl 8 digcaurags vsers fropymaking spriphef & yeftveare 300
causes the Lo .exit, .and the |icensing system 300 to end in step
870. [0058] r%{n%\séﬁgf%ﬁ? HSRATGAEBPGY ecti on systemis described with a
RFI D reader 158 installed on the nother-board 154, the present invention
is not so limted. The RFID

[0059] Where a software package 100 is sold with multiple licenses, or so called site

licenses, a number of RFID tags 110 corresponding to the number of licenses is included
in the package. Each license number is stored as part of the licensee information 114d in

the installation and licensing key 114.

[0060] So far, the present invention has been described with respect to users installing
and executing licensed copies of software packages. The present invention, therefore,
provides protection of software copyrights and ensures more effective licensing control.
With the present invention, other areas of application such as software asset and
licensing management, as shown in FIG. 9, as part of an entire enterprise management
system is also enabled. In such asset and licensing management, a licensee carries a
portable RFID reader, interrogates each RFID tag 110 to extract each software product
installation and licensing key 114 and sends the product identification and licensing

information to a computer for administrative purposes.

[0061] While specific embodiments have been described and illustrated, it is understood
that many changes, modifications, variations and combinations thereof could be made to

the present invention without departing from the scope of the invention. For example,



reader 158 may be an external device, which is connectable to the CPU, for
exanple, via a USB port or any I/O port with an appropriate port driver.
In the later enbodinent, transmtting and storing the |licensee information
as part of the installation and |icensi key 114 in the menory chip 118
di scourage users from nmaki ng copies of a software and running the copies
in separate machi nes. [0059] Where a software package 100 is sold with

mul tiple |i teRIES) tag 16 magdelprevidéd @ith! AnCRBS BB weaknRsRRH teft tiAhpdRideaditn 110
corresponding to the nunmber of licenses is included in the package. Each

| i cense nuniievould sepasate dhamepary chip 11 fioirc thesetker pdror ofithieong. 1THi4dvéuld t he
installation and licensing key 114. [0060] So far, the present invention
has been deg’é?qué%f wemptsrgw@@mvmt £omyright pratectiomd executing |icensed
copi es of software packages. The present invention, therefore, provides
protection of software copyrights and ensures nore effective |licensing
control. Wth the present invention, other areas of application such as
software asset and |icensing managenent, as shown in FIG 9, as part of an
entire enterprise managenent systemis also enabled. In such asset and

| i censi ng managenent, a |licensee carries a portable RFID reader,
interrogates each RFID tag 110 to extract each software product
installation and licensing key 114 and sends the product identification and
licensing information to a conmputer for adm nistrative purposes. [0061]
Whi | e specific enbodi nents have been described and illustrated, it is
understood that many changes, nodifications, variations and conbi nations

t hereof could be nade to the present invention without departing fromthe
scope of the invention. For exanple, 16 the RFID tag 110 nay be provided
wi th an area of weakness such that tanpering with it would separate the
menory chip 118 fromthe other parts of the tag. This woul d



di scourage attenpts to circunmvent software copyright protection. 17

CLAIMS: 1. A software copyright protection and |icensing system using

radi o-frequency identification (RFID), said systemconprising: a RFID tag
acconpanyi ng a software package, said RRHD tag contains at |east a product
installation and licensing key of the software; and a RFID reader in
comuni cation with a central processing unit (CPU) of a conputer and the
RFI D tag; wobkAdMS:duri ng execution of the software into the CPU, the RFID
reader interrogates the RFID tag for the software's product installation
and licensing key; said systemgenerates an installation signature (1Sig)
fromthe product .installation and |icensing key and all ow ng_execution of
the softwart wheft IHEVGCgPYght Retegrion, and dicensing aystem  wings raginafrequency

| Si t i ) th f.1. fi t o tall ed,
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addi tion t oprotige fisstatlatioh hdRédnoing 1Ry oftlysefiR@eagsPr di ng to claim 2, wherein
the licensee information further conprising one or nore of the foll ow ng:
a |icense nunbera R&dD| ieedsn e @ommanietiondritle ascenaaldprocessingt adit (OBHesfsa 4. A
system according to any _one of the preceding clains, wherein a |line of
weakness s Rrang thoRBBN @8 of the RFID tag. 5. A system according to

any one of clains, 1 - .wherein an ea qQf weakness
y wheérein during execution of a%ﬁe software ?nto tie CPU, the RFID reader

interrogates the RFID tag for the software’s product installation and licensing key; said
system generates an installation signature (ISigy,) from the product installation and
licensing key and allowing execution of the software when the ISig, tallies with the
installation signature (ISig,) stored in the CPU when the software was first installed, or

denies execution when the installation signatures do not tally.

2. A system according to claim 1, wherein the installation signature (ISig)
comprises a unique identification and a product identification of the software in

addition to licensee information.

3. A system according to claim 2, wherein the licensee information further
comprising one or more of the following: a license number and licensee’s name, address

and/or contact numbers.

4. A system according to any one of the preceding claims, wherein a line of

weakness surrounds a component of the RFID tag.

5. A system according to any one of claims 1 - 3, wherein an area of weakness

surrounds a component of the RFID tag.



surrounds a conponent of the RFID tag. 18 6. A systemaccording to claim4
or 5, wherein the conponent of the RFID tag conprises one or nore of the
fol l ow ng: menory chip, resistor, capacitor and antenna. 7. A nethod of
enforcing software copyright and |icensegonprising: supplying a RFID tag
with a software package, said RFID tag containing at |east a product
installation and licensing key; conmmunicating a RFID reader with a central

processing 6Gnit AGBYenvfaceordiag ool 4ainds, tiger&ih R Tc@ﬂl%)ofi’énlt QEtRYRFID tag
installation of the software in the CPUif the product installation key is

val i d, ot hefaipesedeny prgorenafithé fadloiwang: ofentdrg chipf tesiatos, qapaditagand ahtierinag
installation of the software, pronpting a licensee for |icensee
information, encrypting the |icensee information, sending the encrypted

| i censee information,t h RFI D.t ag and .gener,ati ng an i.nstall ation

si gnat ur e (%‘Si 9) %?thg?szfg‘%ch}% qoﬁgla%:qg,pyg agd lﬁwsgﬁomﬁ’éﬁ%ftware Itlo
operate if an in At | i r i r QF REID tag 1 i es
V\Ilpt h the install %@ﬁ%?%&?&%@? g(rasgﬁgl n &ﬁgagfép_%,% fé?ﬁ%}a\%icggta&% ?t Sastt he
sof twar e opgpaidueinstSilatdnHRl Neshsapaeydi ng to claim7, wherein the
installation signature (ISig) conprises a unique identification and a
product identifi cationicaifngt heREIbS tregice, with a @elgtidl i 20cdssing 1 @RNSERU) of a
information. 9. A nethod according to claim@8, wherein the |icensee

i nf or mat i oncepksen aWshoREIDdg; nore of the following: a |icense nunber and

| i censee' s nane, address d/ or _contact nunber. 10. A nethod _according to
any one of clai n%l?o;wmg gnstaiiatipr phthg spitiyaregn theGRHdE the product installation key is

valid, otherwise denying installation of the software package;
during installation of the software, prompting a licensee for licensee information,
encrypting the licensee information, sending the encrypted licensee information to the
RFID tag and generating an installation signature (ISig) for storage in the CPU; and
allowing the software to operate if an installation signature obtained from the
RFID tag tallies with the installation signature stored in the CPU, otherwise exiting the

software operation.

8. A method according to claim 7, wherein the installation signature (ISig)
comprises a unique identification and a product identification of the software, in

addition to licensee information.

9. A method according to claim 8, wherein the licensee information comprises one
or more of the following: a license number and licensee’s name, address and/or contact

number.,

10. A method according to any one of claims 7 - 9, wherein a line of weakness

surrounds a component of the RFID tag.



surrounds a conponent of the RFID tag. 19 11. A nmethod according to any
one of clains 7-9, wherein an area of weakness surrounds a conponent of
the RFID tag. 12. A nethod according to claim10 or 11, wherein the
conponent of the RFID tag conprises onegr nore of the follow ng: nenory
chip, resistor, capacitor and antenna. 3. A nethod according to any one
of claims 7-12, wherein an installation signature 1is found in the CPU,

al | owi ng reihst all akthod atortiing teodtywedie op cRihIRY, tWhereRFlaR 4+&AdE iwdaBness
conmmuni cable with the RFID tag. 14. A nethod according to claim13, further
generating 8ﬁﬂﬁﬁ§$&PP@@PmﬁﬂgfaﬁéﬂﬂIbmgmhen the previous installation
signature cannot be located in the CPU provided that the previous software
installation was registered with the licensor's server. 15. A conputer

product co i SiRQ; .8 software pac e;.a RFID tag acconpanyin e

sof t war e pg!:)%’age‘,@‘qgeédl“%d %Pﬂ\i\ﬁ%@ C@%’ﬁ‘tk@lg‘?‘ﬁ Hg Wherem S(‘ton};)ogggtuqfé e%“fgﬁa@g ation
and |icensi i 1 ¥ . sive
For attachi e Pt ¢ FREAAERILIRE MIR) hipIH-AR ARRUAL ol B0

(CPU) of a computer in which the software is operable; wherein a RFID
reader in comunication with the CPU and the RFID tag allows installation
of the softWare Afm¢thed RebBlitg dny onaloif dlaid67-12, wherpiit €1 inptatistitst sigeaes di ng
to claim15, wherein an installation signature is witten into the RFID
tag and cpPUSs faynd in theBlt allowing deinstaliasivnrafitheysoftvard piomided the REB readheriei n a

l'i ne of maé(or}r?r%ﬁnicgblfé (N?tgqgesRﬁIﬁ?agponent of the RFID tag.

14. A method according to claim 13, further generating an installation signature
when the previous installation signature cannot be located in the CPU provided that the

previous software installation was registered with the licensor’s server.

15. A computer product comprising:

a software package;

a RFID tag accompanying the software package, said RFID tag containing at
least a product installation and licensing key for installing the software; and

an amount of adhesive for attaching the RFID tag onto a casing of a central
processing unit (CPU) of a computer in which the software is operable;

wherein a RFID reader in communication with the CPU and the RFID tag

allows installation of the software if the RFID tag is valid.

16. A computer product according to claim 15, wherein an installation signature is

written into the RFID tag and CPU.

17. A computer product according to claim 15 or 16, wherein a line of weakness

surrounds a component of the RFID tag.



20 18. A conputer product according to claim15 or 16, wherein an area of
weakness surrounds a conponent of the RFID tag. 19. A conputer product
according to claim 17 or 18, wherein the conponent of the RFIDtag
conprises one or nore of the foll ow ng: JFemory chip, resistor, capacitor
and antenna.

18. A computer product according to claim 15 or 16, wherein an area of weakness

surrounds a component of the RFID tag.

19. A computer product according to claim 17 or 18, wherein the component of the
RFID tag comprises one or more of the following: memory chip, resistor, capacitor and

antenna.



