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a first communication path to allow
communicatio , poetween the medical device and an external device or network; and

a hardwa key interface configured to receive a hardware key, the hardware key
interface defining a ond communication path that is separate from the first communication
path, ‘\ \

wherein the data . the at least one memory device cannot be modified unless the

hardware key interface is ph ‘cally coupled to the hardware key.

2. The medical device of clay 1, wherein the medical device is a meter that determines
an analytc concentration in a sampR \provided on a test scnsor, the meter including a test
sensor port to receive the test sensor®and the test sensor port acts as the hardware key

interface.

3. The medical device of claim 2, further c&prising:

a plurality of contacts configured to conm¥et with electrodes on the test sensor and
receive, via the electrodes, an electrochemical sign from a reaction between a reagent and
the sample on the test sensor, the electrochemical signndicating the analyte concentration,
the plurality of contacts being further configured to rece®ye a key code from the hardware
key, wherein the data on the at least one memory device ca ot be modified unless the key

code provided by the hardware key is validated.

4. The medical device of claim 3, wherein the hardware key ifgludes conducting lines

that provide a resistance that is detected by the plurality of contacts, tig resistance defining

the key code.
5. The medical device of claim 2, further comprising:

a plurality of contacts configured to connect with conducting lines on the ¥gst sensor

configured to receive a key code from the hardware key, wherein the data on the at least Ry
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gnemory device cannot be modified unless the key code provided by the hardware key is

6. Nghe medical device of claim 1, further comprising a detector configured to detect the

hardware Rgy coupled to the hardware key interface.

7. The me®jcal device of claim 1, wherein the hardware key includes a key code
component and ¢ hducting lines, the hardware key interface receiving the key code via the
conducting lines, andX the data on the at least one memory device cannot be modified unless

the key code provided bythe hardware key is validated.

8. A medical device syst 0, comprising:
a medical device compridigg:
at least onc memory! {cvice storing data;
a communication intace defining a first communication path to allow
communications between the medical d ace and an external device or network; and
a hardware key interface cfining a second communication path that is
scparate from the first communication path; arR§
a hardware key that is configured coupled to the meter via the second
communication path defined by the hardware key imgrface,
wherein the data on the at least one memo levice cannot be modified unless the

hardware key interface is physically coupled to the hardwh

9. The medical device system of claim 8, wherein the Medical device is a meter that
determines an analyte concentration in a sample provided oRya test sensor, the meter
including a test sensor port to receive the test sensor, and the te sensor port acts as the

hardware key interface.
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Qta on the at least one memory device cannot be modified unless the key code provided by

theardware key is validated.

11   ; medical device system of claim 10, wherein the hardware key includes
conducting¥nes that provide a resistance that is detected by the plurality of contacts, the

resistance deffjing the key code.

12.  The medicaRgevice system of claim 9, wherein the meter further comprises a plurality
of contacts configure W connect with conducting lines on the test sensor and receive, via the
conducting lines, a caliby ion code corresponding to the reaction between the reagent and the
sample on the test sensor, tF § plurality of contacts being further configured to receive a key
code from the hardware key, erein the data on the at least one memory device cannot be

modified unless the key code proWded by the hardware key is validated.

13.  The medical device system of 8, wherein the medical device further comprises a

detector configured to detect the hardwar&¥ey coupled to the hardware key interface.

14.  The medical device system of claim 8, Wherein the hardware key includes a key code
component and conducting lines, the hardware k8y interface receiving the key code via the
conducting lines, and the data on the at least one ory device cannot be modified unless

the key code provided by the hardware key is validate.

15. A method for a medical device system, comprising:

establishing a connection between a medical device andW external device or network

communication path; and \
modifying data stored on at least one memory device on the medical devicd gceording

to the modification proccss, | \
wherein the data on the at least one memory device cannot be modified unlesk the

hardware key interface is physically coupled to the hardware key.
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18. The method claim 15, wherein the medical device is a meter that determines an
analyte concentration sample provided on a test sensor, the meter including a test sensor
port to receive the test sens g and the test sensor port acts as the hardware key interface.
19.  The method of claim 18,¥ herein the meter further comprises a plurality of contacts
configured to connect with clectrodh s on the test sensor and receive, via the clectrodes, an
electrochemical signal from a reactioetween a reagent and the sample on the test sensor,
the electrochemical signal indicating the A alyte concentration, the plurality of contacts being
further configured to receive a key code g the hardware key, wherein the data on the at
lcast onc memory device cannot be modificd css the key code provided by the hardwarce
key is validated.

20.  The method of claim 18, wherein the meter fu comprises a plurality of contacts
configured to connect with conducting lines on the test sen$ y and receive, via the conducting
lines, a calibration code corresponding to the reaction he reagent and the sample on
the test sensor, the plurality of contacts being further configure o receive a key code from
the hardware key, wherein the data on the at least one memory - cannot be modified

unless the key code provided by the hardware key is validated.
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CLAIMS

1. A medical device, comprising:

at least one memory device storing data;

a test sensor port to receive a test sensor;

a communication interface defining a first communication path to allow communications between
the medical device and an external device or network; and

a hardware key interface configured to receive a hardware key, the hardware key interface
defining a second communication path that is separate from the first communication path, wherein the
test sensor port acts as the hardware key interface, and

wherein the medical device prevents data on the at least one memary device from being
modified unless the hardware key interface is physically coupled to the hardware key.

2. The medical device of claim 1, wherein the medical device is a meter that determines an analyte
concentration in a sample provided on the test sensor.

3. The medical device of claim 2, further comprising:

a plurality of contacts configured to connect with electrodes on the test sensor and receive, via
the electrodes, an electrochemical signal from a reaction between a reagent and the sample on the test
sensor, the electrochemical signal indicating the analyte concentration, the plurality of contacts being
further configured to receive a key code from the hardware key, wherein the data on the at least one
memory device cannot be modified unless the key code provided by the hardware key is validated.

4, The medical device of claim 3, wherein the hardware key includes conducting lines that provide
a resistance that is detected by the plurality of contacts, the resistance defining the key code.

5. The medical device of claim 2, further comprising:

a plurality of contacts configured to connect with conducting lines on the test sensor and receive,
via the conducting lines, a caiibration code corresponding to the reaction between the reagent and the
sample on the test sensor, the plurality of contacts being further configured to receive a key code from
the hardware key, wherein the data on the at least one memory device cannot be modified unless the
key code provided by the hardware key is validated.

6. The medical device of claim 1, further comprising a detector configured to detect the hardware
key coupled to the hardware key interface.

7. The medical device of claim 1, wherein the hardware key includes a key code component and
conducting lines, the hardware key interface receiving the key code via the conducting lines, and the
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data on the at least one memory device cannot be modified unless the key code provided by the

hardware key is validated.

8. A medical device system, comprising:
a medical device comprising:
at least one memory device storing data;
a test sensor port to receive a test sensor;
a communication interface defining a first communication path to allow communications
between the medical device and an external device or network; and
a hardware key interface defining a second communication path that is separate from
the first communication path; and
a hardware key that is configured to be coupled to the medical device via the second
communication path defined by the hardware key interface, wherein the test sensor port acts as the
hardware key interface,
wherein the medical device prevents data on the at least one memory device from being
modified unless the hardware key interface is physically coupled to the hardware key.

9. The medical device system of ¢claim 8, wherein the medical device is a meter that determines an

analyte concentration in a sample provided on the test sensor.

10. The medical device system of claim 9, wherein the meter further comprises a plurality of
contacts configured to connect with electrodes on the test sensor and receive, via the electrodes, an
electrochemical signal from a reaction between a reagent and the sample on the test sensor, the
electrochemical signal indicating the analyte concentration, the plurality of contacts being further
configured to receive a key code from the hardware key, wherein the data on the at least one memory
device cannot be modified unless the key code provided by the hardware key is validated.

11. The medical device system of claim 10, wherein the hardware key includes conducting lines that
pravide a resistance that is detected by the plurality of contacts, the resistance defining the key code.

12. The medical device system of claim 8, wherein the meter further comprises a plurality of
contacts configured to connect with conducting lines on the test sensor and receive, via the conducting
lines, a calibration code corresponding to the reaction between the reagent and the sample on the test
sensor, the plurality of contacts being further configured to receive a key code from the hardware key,
wherein the data on the at least one memory device cannot be modified unless the key code provided by

the hardware key is validated.
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13. The medical device system of claim 8, wherein the medical device further comprises a detector
configured to detect the hardware key coupled to the hardware key interface.

14. The medical device system of claim 8, wherein the hardware key includes a key code
component and conducting lines, the hardware key interface receiving the key code via the conducting
lines, and the data on the at least one memory device cannot be modified unless the key code provided
by the hardware key is validated.

15. A method for a medical device system, comprising:

establishing a connection between a medical device and an external device or network via a first
communication path defined by a communication interface;

initiating a modification process, including executing a command sequence;

detecting a physical coupling between the medical device and a hardware key, the hardware key
being coupled to the medical device via a second communication path defined by a hardware key
interface, the second communication path being separate from the first communication path, wherein the
medical device includes a test sensor port to receive a test sensor, and the test sensor port acts as the
hardware key interface; and

modifying data stored on at least one memory device on the medical device according to the
modification process,

wherein the medical device prevents data on the at least one memory device from being
modified unless the hardware key interface is physically coupled to the hardware key.

16. The method of claim 15, further comprising detecting a key code from the hardware key and
validating the key code, wherein the data on the at least one memory device cannot be modified unless
the key code provided by the hardware key is validated.

17. The method of claim 15, wherein executing the command sequence includes entering
authorization information.

18. The method of claim 15, wherein the medical device is a meter that determines an analyte
concentration in a sample provided on a test sensor.

19. The methaod of claim 18, wherein the meter further comprises a plurality of contacts configured to
connect with electrodes on the test sensor and receive, via the electrodes, an electrochemical signal
from a reaction between a reagent and the sample on the test sensor, the electrochemical signal
indicating the analyte concentration, the plurality of contacts being further configured to receive a key
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code from the hardware key, wherein the data on the at least one memory device cannot be modified
unless the key code provided by the hardware key is validated.

20. The method of claim 18, wherein the meter further comprises a plurality of contacts configured to
connect with conducting lines on the test sensor and receive, via the conducting lines, a calibration code
corresponding to the reaction between the reagent and the sample on the test sensor, the plurality of
contacts being further configured to receive a key code from the hardware key, wherein the data on the
at least one memory device cannot be modified unless the key code provided by the hardware key is
validated.
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