‘215 1052 | MPROVED ERROR DETECTI ON SYSTEM 1. Field The present invention
relates to the field of error 5 detection, and nore particularly, tos=
error detection nethods utilized in a data processing system for @
|dent|fy| ng errors in stored data. 2. Art Background 10
conplexity of nodern data processing systens requires that 5%5&5{}15236'
enpl oyed in order to detect errors in stored, retrieved and ot herw se

mani pulated data bits. For exanple, errot's may be introduced into data as a
resul twof mechani cal and/or electrical variations in the data processing
system such 15 as foreign materlal di sposed on the magnetic read-wite
heads of a tape or di sk nassIMP®§ RBPR RETESTINE SYBYHL, potential sources
whi ch may introduce_errors in, or othervvl se alter, data bits include the
natural weari ng *of Hﬁl%torage medi um variations in the power supply

vol tage for the data RiQCessddnd Q&entioﬁy&msa& \eﬁunaeia"épfér'i-oﬁrrors

I nduced by radioactive inpurities in the housing of the storage device and
cosm C rays. Adﬁ&ppetgn.oian!dTGdsaM\cslbelan deveimpedeuutd)ouiemethoddet ect

errors introduce st or or _ot herw se ul

common error det g&i ?ygtgﬁciﬁai Rﬁ?ifcfgg‘nfh?sga g‘f é%‘?%l’é“%h’é’d'ﬁrgu*ﬂ code
Typi cal ly, dat astore®'@va.zed i-n terns of records which conprise a plurality
of bytes. Each byte in turn is conprised of a plurality of bits (typically
8). A system enploying the use of a sinple check-sum nmethod perforns an 30

excl usi ve- OR opg ratlEl p,ﬂgkgoundeach sequential byte within the record.

Thus, as illustrate 1, the 8 bits conprising
10 The complexity of modern data processing systems requires
&mz that some means be employed in order io detect errors in stored,

retrieved and othe:wise manipulated data bits. For example,
errors may be introduced into data as a result of mechanical
and/or electricdlliariations in the data-processing system, such
15 as foreign material disposed on the magnetic réad-yrite'heads of
a tape or disk mass media sforage device. Other potential
sources which may introduce errors in, or otherwise alter, data
bits include the natural wearing of the sforage medium,
variations in the power_supply voltage for the da;a processing
20 system, as well ﬁs "soft" errors induced by radioactive

impurities in the housing of the stotrage device and cosmic rays.

A variéty of methods have been developed in order to
detect errors introduced into stored or otherwise manipulated
25 data. One commbn error detection system includes the use of a
simple check-sum code. Typically, data is organized in terms of
records which comprise a plurality of bytes. Each byte in turn
is comprised of a plurality of bits (typically 8). A system
employing the use of a simﬁle check-éum.method_performs an 'L
30 exclusive-OR operation between each sequential byte within the
record. Thus, as illustrated in Figﬁre 1, the 8 bit; comprising




-2- byte [err] are exclusive-ORed with the 8 bits conprising [err].
Simlarly, the resultant binary quantity of the operation between Al and A2
i s_exclusive-ORed with the bits conprising byte [err]and so on. The *
cwggﬁ-sunris defined as the net resultant 5 bi nary quantity obtai ned

fr these repetitive exclusive-OR operations. The resul tant check-sum
quantity is typically inserted at the end of the record, as illustrated in .
Figure 1 as the - Ai. In many data Jrocessing systens, data is-mwittgﬂkonto
a 10 magnetic recording medi a Stich as a magnetic disk or tape. In

those systeyes A?Hﬂ@wxaguéim-uﬁed Fit8 ANCeKp SN BhpPIs1dG! Eg.t ion nethod, the
data in the fofmof nunmerous bytes conprising the entire Tfecord, is witten

sequent i af 18418510, thhe megHLRRE BARATWNQUARSALY REt thotereratiqn jbetgperten first
w th subs t,byte 5 jti.en nd finall ne or nore bytes
Eqﬁg (A:%yfﬁ(%xgﬂ?sr}.v%- %ed w%ﬁ é e big% d‘"ogf’rf%@)éeﬁﬂ& Dy

conpri sing t eck-sumresultant i's di'spo of the record.

Wien retrigyviang sdeondat Thd rchsckrsummagndstiaedtill the idie rddd praprocessing
syst§n1sequentialhéareads the content of the entire record while
‘recal cul aRinRgYt Auattitycobiaipgd fromcghesp repetidivenexdysive-oRo record

has been gaad bl t he’ ARANILRY diRdkMln hiEn S ag&;lésﬁgeﬁlweck-sum val ue

I's conpared wth the check-sum previously recorde art ‘of the record..
| f the twhnsErdell-sutbedendi@if thiernteicond] yasndl bigtrabedrinoFigure heaslata i s
assunmed. The use of a sinple check-sumerror detection nmethod is 25 not
as protechﬁe 33'one natural ly assunmes. For exanple, the sinple check-sum

net hod has inher eRtmaagt §£¢a) p288&dS1ingi bystleRs, Sdu¥al 18 Wil t84 réHts gandonly
di stributed throughout the record. :
magnetic recording media such as a magnetic disk or tape. 1In

those systems employing the use of a Eheck-sum error detection ~
method, the data in the form of.numerous bytes comprising the
entire record; is written sequéntially.ontq_thé magnetic medium
such that byte A1 is written first with subsequeut bytes then

15 written, and finally one or more bytes comprising the check=-sum
resultant is disposed at the end of the record. When retrieving
tﬁe data from the magnetic medium, the data processing system
sequentially reads the content of the enfire record while
recalculating the value of the check-sum. After the enfire

20 record has been read from the recording medium, the recalculated
check-sum value is compared with the check;sﬁm previously
recorded as part of the record. 1If the two check-sums do not
identically match, an error in the data 1s assumed.

~ The use of a simple check-sum error detection method is

25 not as protective as one naturally assumes. TFor example, the
simple check-sum method has inherent pattera sensitivity for
short burst errors randomly distributed throughout the record.
Thus use of an excluéive-OR operation between sequential bytes_
within the record renders it possible for errors to cancel one i

30 another, and therefore not be detected. For example, if the bit

state of bit #2 within a particular byte of the record is altered



. Thus use of an excl usive-OR operation between sequential bytes within the

record renders .it possible for errors to cancel one 30 anot her, and
therefore not be detected. For exanple, if the bit state of bit #2 Wit
a particular byte of the record is altered -3- as aresult of a

mechani cal and/or electrical malfunction (e.g. a 1 is shifted to a 0 bit.
state), and bit #2 of another byte is simlarly altered (a O bit state is
i nadvertently shifted to a 1 bit statejy3- the errors in the bytes Wil

cancel Mduring_the SSPoBa"gle iFééh‘sigi O‘Q%ég; 8§f£n thelﬁgn %19:: év\%ar andom

bits in error **the® an err &% SRiTY APPF oxI frat &l y

one out of eighis ﬂmte@tﬁwd daﬁtl BpdtR), Ngnd A tes2 gt debedn Wté&tse for the
sinpl e check-sumis to add "interl eaving"”. For exanple, a 3 byte 10

check- sum gen@iBikarignpktered s & bit atate is loadrertentiy Mhissed oto & ecord.
AS 111UStr at eqyiediedy! e okbied 1hSineigeks T VAl 1B die 53 er i ned for

bytes [err] etc. represent sequential check-suminterleaved bytes.
Sinilarly, a esclualveheR lcpematind.d be thel caseitaddtveranion [Bitesis earrpr s

cignif1 cant Ty RephEl e ¥h R Rt BeAnsaiite, O aort Srimiakl e e,

bursts, the mogdetg@ati on probability for sparse error bursts has been found
to be unacceptably high. 20 - Accordingly, there exists a need to
provi de a means to .| Repcpgidodniorn dmpreving| the errorrdatestiop Jnge ctprafhe

mani pul ated dghgs) $enbbkledt® 18! &5 'a83%%ndeBTedVia3 et FdbY SRIAHR, PL 3/ bYES

10 check-sum generates three separate rgsultant check-sum values for
g_; - record. As illustrated in Figure zﬂ the first check-sum value
may be determined for bytes A1, Ay, Az, etc. which
represent sequential chedk-sum interleaved bytes. Sinilarly, a
second checksum would be calculated for the bdytes 31, By,
15 By, etc., and a third for bytes €y, Cy, C3p. etc.
Although interleaving significantly lowers the misdétection
probability for long random error bug;ts, the misdetection
probability for sparse error bursts has been found to be
unacceptably high.
20 Accordingly, .there.exists a need to provi@e a means to .
1ncfease the detectablility of errors in stored and manipulated
N data. As will be disclosed, the present invention provides

apparatus and methods for improving error detectability by
propagating an error throughout the data récord._ Further,
?5 - and preferably both randomization and propagation of an error
" significantly increases the probability of ‘its detection. -



apparatus and net hods for inproving error detectability by propagating an .
error throughout the data record. Further, 25 and preferably both
rapndom zation and propagation of an error significantly increases-the
profgaRi ity of its detection. -4- SUWARY OF THE | NVENTI ON The present
in\/@ on provides nethods and apparatus for inproved error detection in a
dat rocessi ng system 5 According to the present invention
there is provided a nmethod for storing and recovering data in a data ‘g
processi-ng system said datagbei ng organi zed into a plurality (N) of

sequenti al bytes, suc%&mmbyte I s propagat ed throughout
each subsequent byte steps of: perform ng an

excl usi ve- OR opeqdd L ERL&AC &5\5 %hn@l@daﬁdh ¥| ous byte (1-1) in
bEhenE SRERHER Pl

order to obtain a'r oring eac €8 d resul tant
val ues R i fom 19!?@"&969!1‘91' dEtEWFcJé\ ar‘tﬂiel mcsaﬁi@grwtawnt val ues [err]
fromsaid storage device; recovering said data bytes fromsaid resultant

val ues by perforpmn n excl usi ve- OR operati on between each val ue 20
[err]5and the prg%ﬁ"gﬂg'?%/t? B RFESENY APYEHy PR there s RRvAdRdat: [err] where:
25 a methiid foratobing ahd hgtewering S:m:_d ithas ajatanstocessing

system, said data being organized into a plurality (N) of
sequential bytes, such that an error in a byte is propagated
throughout each subsequent bgte, comprising the
10 steps of:
performing an exclusive-OR nperation betueen each byte ;;)
* (1) and the previous byte (i-1) in order to obtain a
resultant value (Ri)’ L
storing each of said resultant valyes Ri in a storage
15 device; '
reading said resultant values Ri from said storage
device; _
recovering said data bytes from said resultant values
by performing an exclusive-UR operation betueen each value

20 Ri and the previously recovered data byte (i-1), such that:
byte = (Riebytei-ll i‘:?
where: - - A
25 "N" = number of bytes in said data, and

3 ."@Il
_ whereby an error in.a byte is propagated throughout
subsequent bytes, thereby increasing the detectability of

denotes an _exclusive-UR ope_raticn: .

said error.
30°
Also according to the present invention there is
provided an improved error detection system for data
stored and recovered in a data processing system comprising:

: storage means for storing data as a plurality (N) of
35



" _recovering said data bYtEE°T

= denotes an excl usive-OR operation; whereby an error in a byte is

propagat ed t hraughout subsequent bytes, thereby increasing the : .
detectabili.ty of said error. 30 Also according to the present invention
there is provided an inproved error detection systemfor data stor ed and™
recovered in a data processing system conprising: storage neans for storing

data as a plurality (N of 35 - 4A - sequential bytes; processing neans
coupl ed~to said storage neans for performng |ogical operation on said
data, %did processing means includftAg: 5 writing nmeans for

perform ng an exclusive-OR operation between each byte (i) and the previous
byte (i-1) of sai deqleh#ialnbgteder to obtain a resultant value [err]; and

PLRTL 00,5210 1 CoUl ol ' B PSSGRARAS 40170, TP 1o

an excl usi ve- OR operfarming begine ropesationadrusaic data,aneid peagessingpus! y

recovered data Dypgadd 1hdludfitsh that: 15 [err] where:
"N' = nunmber of bytes in said data, and "[err] " denot es an excl usi ve- OR
oper at i on: writing means for performing an exclusive-OR aperation

between each byte (i) and the previous byte (i-1) of said
data in order to abtéih a rasultant value-(Ri), and storing
said resultant value Ry in said storage means;

_ reading means for recovering said data bytes from

10 said resultant values by perfnrming an exclusive-0R
operation between each value Ri and the previously recavered
data byte (i-1), such that:

i-N
‘byte = [R (:)bytei Jia1

15

where: _ .
Nt number of bytes in said data, and
JON denotes an 'e'xc'lusive-UR operation;
whereby an error in a byte is propagated throughout

20 subsequent bytes, thereby increasing the detectability of
said error. |

25



whereby ran error in a byte is propagated throughout 20 subsequent
bytes, thereby increasing the detectability of said error. 25 BRI EF

| PTION OF- THE DRAWNGS Figure 1 is an illustration of a sinpfe *
C -sumerror detection system 5 Figure 2 is an illustration
of Tan interl eaved check-sumerror detection system Figure 3 is a block
di agram di scl osing a conputer incorporating the teachings of the present
invention. Figures 4(a)-(b) illussrate one storage and retrieval 10
met hod utilized by the present invention. Figure 5 illustrates the

propagation of an erropried Des¢H¥PTION UF aue sHawIngsres 4(a)-(b). Figures
6(a)-(b) illustrate a Storage and retrreval nethod for propagation and

-

random zation of an error utilized by 15 the present invention. Figures
7(a)-(d) illust ?%g S50} be retrl t hod of pr esent
i nvention for {? om 2| %D ‘rn gé%%gtg an~e ?Srgﬁ%ﬁqngu'?n?%? eaved

check- suaStection6sy§waﬁATICN AND NCNENCLATURE The detail ed description which
folloms is presented
Pigure 2 is an illustration of an interleaved check-sum
error detection system.
Figure 3 18 a block diagram disclosing a'compntef
incorporating the teachings of the present invention.
Figures 4(a)=(b) 1l1lustrate one storage and retrieval
10 method utilized by thg present 1nvent?on. : ;;;
FPigure 5 illustrates the propagation of an error using
the technique of Figures 4(a)=-(b).
Figures 68(a)=(b) illustrate a storaée and retrieval
method for propagation aqd randomization of an error utilized by
15 the p:eseni invention.
Figu?es 7(a)-(d) illustrate another storage and retrieval

method of the present invention for randomiziné and propagating

an error using 1nter1eaved_check—sums.



'Targely in terns of algorlthns and synbolic representations of 5

operations on data bits within a conputer nenory. These algorithnic -
descriptions and representations are the neans used by those skilled in t
dat a processing arts to nost effectively convey the substance of their wo
to others skilled in the art. 10 ' An algorithmis here, and
general ly,. conceived to be a self-consistent sequence of steps leading to a
desired-result. These steps are those refuiring physical manipul ations of
physi c& quantities. Usually, though not necessarily, these quantities take
the formof electrical or nagneti SORATIOH| AND] SOMENCIAZPRE| e of bei ng stored,
transferred, conbined, conpared, and ot herw se nani pul ated. It proves
convenient at tines, principally for reasons of common usage, to refer to
these signals as bits, 13l 4etailRucads¥rdptHoaBlen RN1A6WE LG Predentis,
nunbers, or the like. It should be kept in m nd, however, that 20 al
of these and si riargely skmgerme ofoahgoridhme | snde sYBRQLAC W%ﬁﬂ?ﬁﬁ'ﬂ%ﬁe“

hysi cal ntities d ar e hese
e qug %‘Q ne’ o EPJ +& YIRTh ¥ mg@f—‘é m@:?@leﬂn o Théke

quantities.” Fur tHEF**tNE Sanipll atrons perf erred to in

terms, such as afiGoRytmiicC @ePeriptyonshunahrégrasentatiovhy &fe the asansi aset]

wth nental oper ati ons perfornmed bé a_human operator. No such c agilit of
a human oper at orb¥ $bage cskddied 15 thedata Proqessips artsstr mosh %(’ﬁf;.? Y$e

operations descregﬁgﬁh%eﬁ's@bm% L&{%ﬁ@r &:ﬁ{' tbNGtHreS a1 1.8V e  theNard.ne

operations are nac e operations i nes for performng the

operations of the' present invention include general purpose digital
conput ers or ot her S|n1lar devj ces. 1n all cpses tmﬁ dlstln gn b%Lween
t he 10 An algorithm is here, an genera Y, conce

1 9 selt-consistent sequence of steps leading to a desired result.

These steps are those requiring physical manipulations of
physical gquantities. Usually, though not necessarily, these
quantities take the form of electrical or magnetic signals

15 capable of being stored, transferred, combined, compared, and
otherwise manipulated.. It proves convenient at times,
principally for reasons of common usage, to refer to these
signals as bits, values, elements, symbols, characters, terms,
numbers, or the like. It should be kept in mind, however, that

20 all of these and similar terms are to be associated with the
appropriate physical quantities and are merely'convenient labels

K_; _ applied to these quantities.
. Further, the manipulations performed are often referred

to in terms, such as adding or comparing, which are commonly

25 asseciated with mentel operations performed by a human operator.
No such capability of a human operator is necessary, or desirable
in most cases, in any of the operations described herein which
form part of the present invention; the operations are machine
operations. Useful machines for performing the operations of thei

30 present invention include general purpose digital computers or

other similar devices. In all cases the distinction between the



-7- nmethod operations in operating a conputer and the nethod of conputation
itself should be noted. The present invention relates to nethod steps for
opgsating a conputer in processing electrical or other (e.g. mechanical,

c S cal) physical signals 5 to generate other desired physical
sih\gAal s. The present invention also relates to apparatus for perform ng

t hese operations. This apparatus may be specially constructed for the
required- purposes or it may cor‘rp{_i se a general purpose conputer as iy
selectively activated or reconfigured 10 by a conputer program stored
in the caepaéEloperdttvnal gOrigeR?atigy @seodmtefeii Rharfethod bnherently
related to any particular conputer or other apparatus. In particular,
various GeReRtAtigarbired Inahaiildelbe motede (FhedPifeentt kevenddeRi ngs herein, or
it my p [ nj C ciall %qﬁaratusto 15
performlt;‘%??%gg]t}?rg%&\régt hgéﬁss?gﬁs%%ﬁgﬁr ggg%;,?% gt !rlﬁ ré?:gs or a variety of
t hese nuehectsicaill br abear (d.;gomeedtmndesly ichembenl)i pirysizallosignalsDETAI LED

DESCRI PTI ON The foll owi ng detail ed descrjption will. be divided into several
secti ons tOTRERGTALE OtheT; ﬂ%%’e" i P?"t’f’éit s’an"QéﬁEr al system5 ar r angenent

for storing, refghkeyidd@ndnthviRiionabbnseddbs toWpperiiit t§€Ct i ons- deal

w th apparatus and net hods for obtaining inproved error detection

capabi | i ppriormingatibegs operatilogssy thdm apprratius tiagnbde  spechl ¥l | owi ng
descripti QN4 nur;ego#;sr ]tg re qetgi | s are set  forth suc:}?as- al-gorithmc
convent i SRBSVYSEEN F¥ TOROEFWILEPT RYLOSES (OFr §* IS, SPPRHEC Btc., in order to

provi de general purpose computer as selectively activated or reconfigured

&

10 by a computer program stored in the c?mputer. The algorithms ;;;
presented herein are not inhereantly related to any particular
computer or other apparatus. In particular, various general
purpose machines may be used with the teachings herein, or it may
prove. more convénient to construct more specialized apparatds to
15 perform the required method steps. The required structure for a
~ variety of these machines will appear from the description given

below.
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t hor ough under st andi ng of the present

i nvention. However, it will be

apparent to one skilled in the art that the present invention my be =«
«practiced.w thout these specific details. In 15 ot her | nstances, ﬁiﬂ‘
wel | -known circuits and structures are not described in detail in ordefdot
to obscure the present invention unneces
CONFI GURATION 20 Figure 3 illustrates a
readi 1§, storing and mani pul ati ng dat a.
conprtses three major conponents. The f

(1/0 circuit 22 which is used to BETAILED

sarily. GENERAL SYSTEM

%%pical conput er - based system for
own there is a conputer 20 which

irst of these is the input/output

information in

appropriately structured formto and fromthe other parts of conputer 20.

Al so shown as a part of conputer 20 is the central processing unit (CPU) 24
and nenory 26. These Ths tfel lowimgedeteilies deserilposen wipi s Idyvidadndntel nost
conput ers.

| t
20 are int endeﬂe‘ﬁf’lﬁes‘?‘é"d’%%nﬂggi g’é’ g of ntRess, BLit treehdy $epeT 'd‘alggs e

In fact, .the several ment s

contained within 30 er

processorg. PagfjidugedénEXRFEE 10k, SHitrabtfng andabeh 1BuPEOTEOEStd.0 fill the
role of conputer 20 included nmachi nes manufactured by Apple Conputer, Inc.,

in Cupertino, ®xbsequent :sectivrg deahpuitdr spPrrAtng drndcaethysishifpf tobs3intng of
course, be adapied.i st rali ghtf.orwar er, to rformth eve 5
Fofibyl P RpEULRR TR, 8 Q54! Betfng ek

. rovye
functi ons describe

[0) own 1 n

shown in typical enbodi nent as a keyboar

however,

that the inp

10

15

20

25

30

Vi ce 30,
d. It .should be understood,

ut device may actually be a card reader

In addition, in the following description, numerous

details are set forth such as

algorithmic conventions, specific

numbers of bits, binary operations, etc., in order to provide a

thorough understanding of the

present invention. However, it

will be apparent"to one skilled in the art that the present

invention may be practiced without these specific details. 1In

other Instances, well-known circuits and structures are not

described in detail in order not to obscure the present 1ﬁvention

unnecessarily.

GENERAL SYSTEM CONFIGURATION

Figure 3 illustrates a typlcal computer-based system for

reading, storing and manipulating data. Shown there is a

computer 20 which comprises three major components. The first of

these is the input/output (I/0) circuit 22 which is used to

communicate information in appropriately structured form to and

from the other parts of computer 20. Also shown as a part of

computer 20 is the central processing unit (CPU) 24 and memory

26. These latter two elements are those typically found in most

computers. In fact, the several elements contained within

computer 20 are intended to be representative of this broad

category of data processors.

Particular examples of suitable

A

~



magneti c or paper tape reader, or other well-known input device 10

- (i Lo udi ng, of course, another conputer). A nmass nenory device 32 coupl ed
to t (3 /O circuit 22 provides additional storage capability for the
conptér 20. The mass nmenory may include other prograns and the |ike and
may take the form OF a magnetic or paper tape reader or other well known"
device. It will be 15 appreci ated that the data retained within mass
memory 32, in appropriate cases,”dmay be incorporated in standard fashign
into conputer 20 as part of nenory 26. In addition, a display nonitor 34 is
i | ust rateth pirocessarsutedtild ghepiodg ohecodpubeh@0nineimdied uhachddedy t he

present 20 uch a display nopitor nay take the form of any
of severﬁ?‘”‘b@lclt“fi?fﬁ\%’f 85?’(%??85“’@57 's‘pl 3psCunertipg. c?& F§%’"§‘F *oper ati on of
conput er ggkler @ohfh ferdPabihg 1ike Bapesi i MN1Qs0a 1ya Wi gdurse, sker ed and
retrieved fromnenory 26 and nass nenory 32. The failure to detect errors

in storetdeptedsin lcﬂtﬁeﬁshfsf@rmm fRalnaer ctod aeafanay thersevarsl spuri ous
comput er res oraseg séﬁ 4 ge di scl osed, the present invention provides
met hods éﬁﬁcappara P i ncreasing the detectability of errors in stored

or otherw se rramwlsmbed fintraguid1 @ @byarsi1gput i de¥dbl)y3d,Mehowd N@ t he
reliability of conputer operations. - 10- PROPAGATI ON OF ERRORS As
previ ousFyl”cﬁ"slcﬁgg%‘ﬂ“‘ef‘ﬁe‘%saekﬂb‘?‘ﬁf’erI%Wﬁ@l%lbgnpﬂet?éﬁ??? decreases the -

m sdet echLply 4y 019@?& ldheY 1454t BEvE£AS Gay ctugg %hat t | keﬁiélﬁoobur sts

within a record.  However, 1t has been oun d of error
m sdet ecmhpmetfier os ppares tape reader, or other well-known input device

10 - (including, of course, another computer). A mass memory device
32 coupled to the I/0 circuit 22 provides additional storage
capability for the computer 20. The mass memory may include
other programs and the like and may take the form of 2 magnetic
or paper tape reader or other well known device. It will be

15 appreciated that the data retained within mass memory 32, in
appropriate cases, may be'incorporgted in standard fashion into
computer 20 as part of mémory 286.

In addition, a display monitor 34 is illustrated which
is used to display the data being manipulated by the present

20 invention. Such a display monitor may take the form of any of
several well-known varieties CRT displays.

In the course of operation of comyuter 20, errors may be
introduced into data which is stored and retrieved from memory 26
and mass memory 32. The failure to detect errors in stored or

25 othérwise manipulated data may generate spurious computer
respbnses. As will be disclosed, the present invention provides
methods and apparatus for increusing the detectability of errors
in stored or otherwise manipulated data, thereby significantly

improving the reliability of computer operations.



‘error bursts random y distributed throughout the record remnains :
unacceptably high. Therefore, one aspect of the present invention oper#gfRS
{ o propagate an error t hroughout the record, 10 t her eby i ncreasi ngiz
likelihood of detection. Referri ng now to Figure 4, the present invention's
met hod for the propagation of errors is disclosed. Individual bytes of

data, A, B, Cand D, which may conprise sequential interleaved bytes in a
record, .are to be stored or otherw se mant%ulated in a 15 conput er
system~ The present invention directly stores the first byte Ain, for
exanpl e, nenory 26 or mass nenory ZROPAGATIAN OF ERRORS | se a magnetlc storage
mediumor the like. As illustrated, the contents of the next byte, B, is
excl usi ve-ORed with the contents of prevtous byte A, and the binary
quantity resulting 20 as p#dv@Bubly Wieyeddsd, vehmsepef'atniteméﬁtmeen byt es B
and A are stored. Simlarly, the contents of pr evi ous and t

resul tant binar pigubiicanyly degregsen shedmistrtection PT&P F'H)?y 3Pt t’é?l(?&ﬁf’ng
methods fOfy StOleNgofiflrdphdh drBbP AELE Withen 4 TRcBFESCRERETISNLE AL OT €S
the result of a‘series of exclusive-OR 2 operati ons between sequenti al
(or interl eavedpebyt fsunaf tisatr e:uerti!.kemehmd iofgermor mbsddtget tonl (for, spanse

recovery of data stored in accorda h
descri bgd As i [eFEST (DHTEHs Efd‘tdam?’é n’ﬁé&%‘é“@eﬁr gc errgo‘r‘é ﬁegur £ l{)él( %%fr‘iﬁs
-quantities 30 yna8b88G91 ?nhp‘q,cormopét akhgsgiithefl thesprédead in

conj unction W|th Figure 4 by the use of additional exclusive-OR -11-
operations. As slmmtidmepeatasevecbmsmteamn prroay phrpnghont | the zeeord,

excl usi ve- CRed Vghterxleltup ein(ggga(.)s %d‘ Q:ge Lgigt o%l gf det%%l&J‘e

K_; Referring now to ?igure 4, the present invention's method

for the propagation of errors is disclosed. Individual bytes of
daia, A, B, C and D, which may comﬁrise sequential interleaved
bytes in a record, are to be stored or otherwise manipulated in ﬁ
15 computer system. .The_present invention directly stores the first
byte A in, for example, memory 26 or mass memory 32, which may
comprise a magnetic storage medium or the like. As illustrated,
the contents of the next byte, B, is exclusive~ORed with the
coﬂfents of previoué byte A, and the binary quantity resulting
20 from this exclusive-OR operation between bytes B and A are
stored. Similarly, the contents of previous byte B, and that
o resultant binary quantity is also stored. Thus, unlike prior art
| encoding methods for storing data in a storage device, the
present invention stores the result of a series of exclusive-OR

25 operations between sequéntia! (or interleaved) bytes of a record.

Referring now to Figure 4(b), the recovery of data stored
in accordance with a scheme of Figure 4(a) is described. As
illustrated, data is decoded from the resultant binary quantities

30 stored in accordance with the method described in conjunction

with Figure 4(a), by the use of additional exclusive-OR



I mmedi ately preceding (or interleaved) byte. For exanple, the retrieval

from mass nmenory 32 or nenory 26, of byte Aresults 5 sinply in binary
qu ities representative of the contents of byte A inasnuch as byte A was ’
r eved without alteration within the storage neans. However, the

retrieval of the subsequently stored resultant quantity (Blerr]A) from
storage neans 32 or the like igs,exclusive ORed with the previously decoded
byte, nanely A 10 in the present exanple. It will be apparent, {pat

t he excl usive-OR operation between the stored resultant quantities of

Fi gure Zperations-t hds shorpeuthe retrinredetesiitant fiimagraansingitiga e A
effective deco I VRIS B L ~.an,exclusive- OR
operati o‘nxj%gfg\g“esﬁ'%?hgﬁér&eggggr€h§ gg%@e&g 5?1%’1?30%%%%1%@ fro)&qlfg%t ity (CJerr]B)

resul ts inhelibeté13Cc precediak Dyt dn€erlehived) Byte.eRdro@xamplest théed in Figure
4 provides a neans whereby data_nmay be encoded and stored in a storage
devi ce ARFTAAYR} TIOROPRRF FEPPIY, PROT MeBPFE £6sf of MffRcA S&IYEFve- OR

opeg at i QfiGep1 6 £1YihRY r@wnwfﬂsg%fre%enkgmr QPG icQRtHts? of 2NdOm 20

error in a éata recor%l I's illustra n accordance wth the teachings of
t he preswytte Animasmuoh, ag bytéiA sasr eeridvied tvd thout alitersetion whtiia he desired
st orage neans such as nmass nenory 32 or nenory 26 of conpute

20.
Subsequethte P\Rﬂﬁ%%rmet‘:%*seéﬁf?w'gfh?'rﬁeéﬂ'%%ﬁﬁeaf g &uBse e@f(é? usi ve- ORed .

with thes GAQleRiu12hnPYd ok & <s@\&{)&rwesfﬁ-awmmsqs@ruﬂ tieStored in the
desired storage neans. Simlarly, subsequent bytes C, D, etc., are

excl usi vetiGRéd ewcluspre\dRedswiitht shbypreyipusiyc decodedc by ve i mambty et hod of
LB g SR AraspR a T ST mab g e T T 30
during tgee1u8edeBR oferiiicdi Batwebhi tife GX6h6d HesdStéht quantities of |
Figure 4(a), and the previously recovered daia (for example, byte
A) effectively decodes gnd recovers byte B. 81m11ar1}, an
exclusive-OR operation between the recovered byte B and encoded
15 quantity (C_G—) B) resuits in the recovery of byte C. Thusg, the
method illustrated in Figure 4 provides a means whereby data ﬁay
be encoded and stored in a storage device and later decoded
uéilizing a series of simple exclusive-OR operatioans.
Referring now to Figure 5, the prépagation of a random
20 error in a data fecond is illustrated. 1In accordance with the
teachings of the present invention, the first record byte A is g
stored within the desired storage means such as mass memory 32 or
memory 28 of computer 20. Subsequent (whether consecutive or
interleaved) byte B is exclusive~ORed with the contents of byte A
25 vith the fesultant quantity stored in the desired storage means.
SImilérIy, subsequent bytes C, D, etc., are exclusive-ORed with

previous data bytes in accordance with the method of Figure 4(a).

Assume for sake of example, that an ;nadvertent erroi;
30 "e", is present within byte A of a record. This error may be

introduced during the readback or original write cycle or as a



"_12- result of any oné of many possible previously described causes. Thus,

the retrieval of the first byte of a record results in a quantity /
Jepresentative of byte Alerr]e. UWilizing the teachings of the present £&&
invention this quantity (Alerr]e) is exclusive-ORed 5 with the

subsequently stored resultant quantity (Blerr]A). The net result fromthis
excl usi ve-OR operation is the quantity (B[err]e). Thus, error e has been

-propagat ed into subsequent. byte B, and-®s is apparent fromFigure 5, error
e is s#mlarly propagated throughout each byte of the record. In operation,
a data 10 TRAdE S MPYSPRe f PARDH MO9SR LR Praviqusdy cdescadRed (BB cedur e

woul d compare hiify | ¢! fHbabRE Giotle TIFIY MR BRJCYellid 1Baifld VD data

illustrated in Figure 5 wth the previously store sum quantity for
the data ori gi quantytstreprdseatatizat ot dythck (P eceditiaszidg Rhgutanchtags Due

to the propagatjon of the error 15 i n accordan ith the meth f the
present IOi n\eegt?%rfhet ﬁ%escﬂ’féci“sﬁfr’é"%mial ﬂ‘b”l“ﬁ’g?cﬁﬁﬁwa’rf éFFg‘fs’\Xﬁﬁ&gﬂé;e
assuned. BROPGEAN ehe ANBsBHMXIYyZ00d£dd 20sultant quantitFQBYEIANI REY Ak

Figure 6, a nethod utilizing the teachings of the present rnvention will be
descri bed whi cresydthtpemphiatenslaatve-gRdoperaddonrymithe viuahithty (BEdeYecor d.

As previousty used, A B, and D represent .consecutive bytes (whether
sequential or *ih"lsé_r PEER ) %\T {lﬁe i 5“?%_58??]‘5 "f’%g ?‘g’sequemto%"ﬁgf 5’?% s e
represents a fidGippRfentVI2ba FifQrb 8 Cleredr i & 14C8iMINGY 1§ prdpagsteaandom as
possi ble. A double prine represents the function applied twce, and so on.

As previously theiedget eschebifieeo€nthe meeerd.onlui oreretions ardatx he fir st
o o 0" BRSSP IR RO gl SRR S
St would compare the recalculatgd check sum value based on the
retrieved data illustrated ian Figure 5 with the previously stored
check sum quantity for the data originally stored pursuant to the
pfocédures of Figure 4(a). Due to the propagation of the error

15 in accordance with the method of the present invention, the check

sums would not match and an error would be assumed.

PROPOGATION AND RANDOMIZATION

20 | Referring now to Figure 6, &. method utilizing the
teachings of the present invention will be described which both
Nt propagates and.randomizes errors within a data record. As
préviously used, A, B, C and D represent consecutive bytes
(whether sequential or interleaved) within a record. The
25 nbt;tion prime "'" represents a function, where the function is
designed'to be as random as possible. A double prime """
represgnts thé function applied twice, and sd On;_ As previoﬁsly
disclosed, the present inventiop directly stores the first byte A
in ihe particular memory means used. As illustrated, the
30 contents of the next sequential byte B, is exclusive OR-ed iith

the contents of the previous byte A to which a randomizing



the contents of the previous byte A to which a random zi ng function has
been.applied. The binary quantity resulting fromthis exclusive-OR

ope i on between bytes B and A are then stored in the storage neans.

Sii rly, the contents of sequential byte C are exclusive-ORed with the
contents of 5 previ ous byte B to which the function has been appli ed,
and the resultant binary quantitites are then also stored. It will be

L
“ k)

appreciated, that the particul ar-1Bandom zing function may conprise a i
variety of well known random zation al gorithnms, however, in the present

I nvent i orevactio das! BESIObB1 Lel1.f UMES ivdRadP quantify Wekhivm@g tRederring now
to Figure 6(b), the effect of an error randomy located in a data record is
i |l ustratthds sxcsinsdvetiR oarBagoncRetnaes bytra Bamnd Addere (48D error "e" is

present w.thi rEGQd- i,n_Figure,6(k), the retrieval
of 15 Vgttogggf%ét?e%/%agf g&ggcorﬁ%ggW’s tlgﬁ %&a{ﬁgﬁ?i% representative
of byte /sequentidl byteiCg@réehexdlmatie+0Redowithahprameehts fent vi on, the

random zi ng function is apglied to the quantity A Jerr] e resulting in the
w

quart i ty REAFAPYS dyte Bihias vhichhhey Ti9qtdpp) e been t’EP@l’li%Q(cI‘&Qi the orRed with
the subseqiigntlqy %ﬁﬁﬁﬁd JuRabi{As £Fe theflURMY EYo%de.”*tA"willTbé net result

fromthis exclusive- operation is the .quantity Blerr]e'; where e' equals
A [err] (aAprecleted, tHitiThecpamiicelémsrapdemizingpbygaitednimiyo subsequent byte
B, and has bg‘n??%r ando¥n zed. in g:%or dance ,.wi th a chqgsen random zi ng

functi on.®°8P @ VAT PAn PAYR F3RAPPIRties HEPFLtP®% the resultant B
25 [ erddw@vet NaipeRMe Oftledet NhveBti &M fa] @idearPhadbniZih® fudcBion

exclusive-ORed with the previously stored quantity Clerr] B, thereby
resi®tingts mtilized. - | <
Referring now fo Figure G(b),'the erfecf of an error

randomly located in a data record is illustrated. Assume for. .
sake of example, that an inadverteant error "e".is present within
byte A of a record. As shown in Figure 6(b), fhe retrieval of

15 the first byte of a record results in a quantity representative
of byte A(P)e. Utilizing the teachings of the present
inventvion, the randomizing function is applied to the quantity A
(M e resulting in the quantity (A@e)'. This quantity (A@e)'
is then exclusive-ORed with the subsequently stored resultant

20 quantity B(®A'. The net result from this exclusive-OR operation
is the quantity B®e'; where e' equals A'®D (A ®e)'. Thus, _ V
error e has been prOpoéated into subse@uent byte B; and has been
randomized in accordance with a chosen randomizing function.
Similarly, the randomizing function is applied to the resultant B

25 @e‘-’ thereby obtaining (B@e')" whiéh is in turn exclusive-~-ORed
with the previously stored quantity C@B', thereby resuiting in
the retrieved binary quanitty C(® e''; where e'' equals B' ® (B(®
e')'. Thus, the randomizing function has been applied to error e
twice thereby randomizing the previously'randomized error as it

30 is propogated through the record. This procedure is repeated as

data is sequentially read from the record, thereby randomizing



the retrieved bi nary quanitty C e''; where e equals B [err](B [err]
e')'. Thus, the random zing function has been applied to error e tw ce ,;

I hereby random zing the previously random zed error as it 30 S
propogat ed through the record. This procedure is repeated as data is
sequentially read fromthe record, thereby random zi ng -14- and

.propogating the error throughout the entire record and significantly
i ncreasi-ng the probability of detection utilM-zi ng check-sum techni ques.

Ref er =ng now to Figure 7?@%%- 7(;?, anot her enbodi nent 5 of the
present -i nvent i &Rdj Erqpoga dhe efnof, tirpughoupdhecprtine speensh ahds been

di scussed utili aiemmmir%zmgemgo&Qeoa%tbkﬂmdm} Q?%t@%tmlultggfaii{ﬁﬁat

sequential or interleaved bytes in a data record, it has been foun
hi gh detecti on phebltiun tgchelagehi eved by appl ying the teachings of the
present 10 I nventi

n, directl tQ.the heck- uantities _
t hensel ves. As shown i %eﬁfﬁfﬁné 7?%)?" g%‘é‘?a"?éio’r J%H?tl'gﬁége’bﬁmggdﬂ"é, C,
D, etc. Check-swh ghéprebess 1aventfoning &ikcabBed OCALEEbuEh the gredenf the
data record. As illustrated, the preferred enbodi nent of the present

i nvention utiliA@¥eatipa,bes heencdizonpsad chiddhzingnrandomiziggsandyn wherein
byt A D G | ' | nterle te f_.ch -sym C .
S tarly, sequinePofeiB brthonE e UpbRied BoChpdiBiEta D S0 PLeiAGRE SR,

check-sum C2. Fiimahl gatabyeesrd;, iE, hds beés.fouaanthats Ai e @eeBétidn i Nterl eaved
bytes of check-sum C3. ~In addition, it will be noted that "c" 20
indi cates a car ®f oppBiA14Ypis \AChiE Ve DF A pPRATINASTHY [taaehingE of (the| gTAsenE(b)

the randomgi ng fyaaEidN directly to the check-sum quantities themselves.
Nt As shoﬁn in Figure 7(a), a data record includes bytes A, B, C, D,
etc. Check—sgm quantities Cl1, C2 and C3 are located at the end
of the data record. As illustrated, the preferred embodiment of
the preseqt invention uti;izes a 3 byte interleaved check-sum
15 system, wherein bytes A, D, G, etc., comprise sequential
interleaved bytes of check—sum_Cl. . Similarly, sequential.
interleave bytes B, E, H, etc., comprise bytes of check-sum C2.
Finally, bytes C, F, I, etc., comprise sequential interleaved
bytes of check-sum C3. 1In addition, it will be noted that "c"
20 indicates a carry f;om a previous operation.
| _ As illustrated in Figure 7(b), the randomizing function
\*j of the embodiment in Figure 7 comprises a "rotate" wherein the
contents of check-sum C3 are shifted one bit to the left (namely
least significant bit toward most significant bit) and the most
25 siénificant bit is rotated to the least significant bit position.
It has been found that the use of a rotate for randomization
permits real time implementation in a variety of computer
systems.
A; shown_in Figure 7(c¢), data encoding in accordance with
30 the teachings of the preseant invention includes an initial

rotation of check-sum C3 (which at the beginning of the procedure



of the enbodinent in Figure 7 conprises a "rotate" wherein the contents of

C -sum C3 are shifted one bit to the left (nanely |l east significant bit
t@d nost significant bit) and the nost 25 significant bit s rotated?®
toN4¢he | east significant bit position. It has been found that the use of a
rotate for random zation permts real tine inplenentation in a variety of
conput er systems. As shown in Figure 7(c), data encoding in accordance with
30 the teachings of the presepl invention includes an initial rotgyion
of check-sum C3 (which at the beginning of the procedure -15- will

si nply resll tsimply heesudt atn dheofotrithan Yo7 dLosry 2epos Glhasdfudl) adaha has

previ ousl.y been stor.ed) eck-sum [err] is then set equal to check-sum Cl
pl us thed%t'ﬁ'ltbéﬁt gr?ﬁi%ﬁ%%eepﬁ&"&hy cé’reﬁ'%‘)"? CAt1$ (fbepafet £aP8h, a will

sinply egyaindchesa® tacpiss Q:fhebi%ﬁ_eﬁtsSof b t@%%?@%@mﬁh@a“{ h.byte is set

equal to binary quantity A exclusive- CRedyvmt he contents wth check-sum-

C3, and AnhisigindizatdoantCl will simpdysepmddthe cantemts ofr butee Ast or age
meaps. For the fifst te ,of a,recaord, the contents of te Awill sinply
be gt ore si%h"r'r'gss{hneeré?j'/gﬁtgriﬁeﬁ?&rﬁq% gf’ Q’tﬁﬁt%‘?‘%%  since CG3is
set intiskédusdiQezbred witheshe Sumeitaniifty cheékdsumScSclan@0tidls t0 t he

previous content of C2 plus the binary quantity conprising byte B as well
as any cREPars\apeptidy 46sthepy storedydnt ¢ apprepniate stRNgEexBeARSi-ve- ORed Wi th

the cont gg} Syl +¢REE!5,84MEh 306brd) nd CRULEANL FUBMJ lwyly StOred in the

appropriate 1 rage means. 'Cbeck-sum en set equal to its
previ ous stepityebessiined themasanhemiry 82 dyymemérypl28Sotf adomputer 20 cont ent s of

10 since C3 4is set intially to zero. Check-sum quantity C2 is set §_j
equal to the previous content of C2 pius the binary quantity
comprising byte B as well as any carry which exists. Byte B of
the record 1is then exclusive-ORed with the contents 6£'check-sum
Cl and this resultant quantity 1ls stored in the appropriate

15 - storage means. Check-sum C3 is then set equal to its previous
contents plus the contents of byte C plus carry. Thé contents of
byte C 1is éxclusive—ORed with the contents of check-sunm Cz.and
this quantity is then stored. . Once the first three bytes, A(®
c3, B®C1 and c(®C2, are stored in the storage means in

20 accordance with the previous discussion, the contents of
check-sum C3 are then once again rotated by a one bit shift as
shown in Figure 7(a).

The contents of check-sum Cl are then added to the
contents of byte D of the record plus any resultant carry. The

25 confents of byte D are exclusive-ORed with the contents of.
check-sum C3 and this resultant quantity is then stored in the
storage means. As shown, the contents of check-sum C2 are then
added to the contents of byte E of the record plus any carry in
order to redefine the contents of check-sum C2. Similarly,

30 " subsequent bytes comprising the record illustrated in Figure 7(a)

are stored in the appropriate storage means, and check-sums, C1,



byte Cis exclusive-ORed with the contents of check-sum C2 and this -
quantity is then stored. Once the first three bytes, Aferr] C3, B[err
and CJ[err]. C2, are stored in the storage neans in 20 accordance w t s

t he previous discussion, the contents of check-sum C3 are then once again
rotated by a one bit shift as shown in Figure 7(a). The contents of
check-sum d are then added to the conjgnts of -byte D of the record plus
any resultant carry. The 25 contents of byte D are exclusive-ORed with

t he comeents of ez harkes WreCicadliinBl § dpRAYed ANt quantity is then stored in
the storage neans. As shown, the contents of check-sum C2 are then added
to the contents of bytRefersging Row gefiguseut(dBnydeta Tecoyenyr doracasrdapes | ne

t he contents of eck-s || ar i ugpt, | i sing
the record illu% {r]‘atct éa %oglg‘g’ﬁrsée%%g)é%/srcelgg?%rié‘d§|¥ﬁ§rt%%e?§’b)p%%?1$' aitclgngg or age
means, and checlisdussedCl Prior Gib aetriedradl, cchankosths @iy cpdadec3 aFef erring

now to Figure 7é‘€%ié§data recovery in accordance with the encodi ng schene

di scl osed Pn Fi d7vEFhin comRItSF PRPQVsEE e qommties 29 o ARt PR REE,
check-suns O, £2uaNdoCler.C Pt wi19Ché NRAa Wlécf',' Rng o NgHe! l?fselfjﬁggf Yemtl off

computer 20, and are set equal to zero. It wll be reca , that the
resul tant end ofe¢arsibcheckrsuk- guantdtites €l €2 @nd TP ayrds@8edr at sther end at

the end of the recgrd_illustrated in,Fj e 7% ),. \As shown, the retrieved
quantity Alerr] Tor‘se é‘?ﬁ?'ﬂéi"@i‘-‘ﬁ%&eﬂd {%l‘&{iﬁ'ér gﬁféht As,phows, 1:g%heck-sum c3
(which equal s OpetFrvelyquadtiky i ALY s lexdBusiVe-oRPlvi®h $Hee c6RfEnRL 52 OF
byte Aif Alerr]C3 contains no errors. Once byte Ais retrieved, as shown,
d is upddPed bphegkfisyg C3 (which equals 0) thereby resulting in a true .
. - retrieval o e contents of byte . contains no errors.
U tri 1 of th tent f byte A if A($)C3 i
Once byte A is retrieved, as shown, Cl is updated by adding
contents of C1 with byte A plus any carry (none in the present
exampl'e).. Similarly, the previous binary quantity B@Cl is
15 exclusive-ORed with the newly updated value of Cl1, resulting in
the decoding and retrieval of byte B. C2 is then updated by
adding the contents of byte B (plus any carry). Byte C is
retrieved by exclusive-ORing the previously stored quantity C@
C2 with the newly updated value of C2. C3 is then updated by
20 adding the value of byte C, and then performing a rotate as
previously described. In this fashion, sequential bytes

comprising the record are decoded and retrieved.

CODING DETAILS

25
" No particular ﬁrogramming language has been indicated for
carrying out the various prodedures described above. This is in -
part due to the fact that not all languages that might be
mgntioned are universally available. Each user of a particular
30 computer will be aware of the language which is most suitable for

bis immediate purposes. In practice, it has proven useful to



contents of C with byte A plus any carry (none in the present exarrpl e).

Si arly the previous binary quantity B [err] Cl is 15 excl usi | e- ORed
WI he newly updated value of Cl, resulting in the decoding and retrieval ™
of\$Pyite B. C2 is then updated by addi ng the contents of byte B (plus any
carry) Byte Cis retrieved by exclusive-ORing the previously stored
quantity C C with the newly updated value of C2. C3 is then updated by 20
addi ng the value of byte C, and then performng a rotate as previousEy
described. In this fashion, sequditial bytes corrpri sing the record are
decode I t granm ng | anguage
has besgur? s:ag%l{iggt gg '%%q"”%?r‘y?ng%%%’ Lt%hntzaé\?g%'ggé t)x?o gﬁﬁa}s) descri bed above.
Thi's iradgiagélvhi6hiepricoidde of asthiideabxemitanié. dbaagua@ae that m ght be

mentioned are universally available. Each user of a particular 30 :
conput er wi | [BEasauSReiNE BPRYIETE ARGuIRR BRALEIF iSYSHERR "BAFR BV for his
| mredi gl %sQ&'rﬁO§?§ct1|c@nErﬁ£‘et i 8 Seadtt 15%tQBPV€cﬁsM§€fd{| mk Ry -o-17-

substantially I nplenment the present invention in an assenbly | anguage which
pBovi ddalsveaseraeihmaetaxeeud%ﬁ&liéed)mr@sra@ddetiaa(halsebqehepmﬁmﬂers and the
nonit o systens the i_nstant invention

b
consi st® 3f ﬁ%ﬂﬁ"dgredc '.'EF?Z 2°§Tse ﬁf‘gpr“%(:tt%[ PFREPI¥SE8r am 1 i sting have

been pigueirdseh abbvé San@ONSiviRFEted hat tﬁ&aeewﬁtyue@amdngg hee procedures
descri bed above and illustrated in the acconpanying draw ngs are
sufficlently disclosed to permit_one of ordinary skill to

practice the instant invention or so much of it as is of use to
10 him. | ] . _ ",
Thus, methods and apparatus which are most advantageously
used in conjunction with a digital computer to provide improved
error_deféction have been disclosed. The present ;nvention's
randomization and propagation o: errors throughout a data record
15 siénificantly reduces the error_misdetection probability and

thereby increases the reliability of a data processing system.

In our copending U.K. Patent Application No. 8628271,
divided out of the present case, there is described and claimed a method
20 for storing data in a data processing system, said data being organized
into a plurality(N) of sequential interleaved bytes, comprising the
steps of defining first and second check-sums corresponding to inter- A\
leaved bytes of said data; randomizing the contents of said second
check-sum by a predetermined function; setting the contents of said
25 first check-sum equal to the contents of said first check-sum plus the
contents of afirst of said interleaved bytes; performing an exclusive-OR
operation between the randomized contents of said second check-sum and
said first byte; storing the resultant value of said exclusive-OR
operation in a storage device.



sufficiently disclosed to permt one of ordinary skill to.practice the
instant invention or so nmuch of it i ' 10 hi m Thus, nethesg
and apparatus which are nost advantlgﬂmmm)nlu:ﬂmnn“ conjunction with a
digital conmputer to provide inprovead erro¥r detect*on have been discl os
The present invention's random zation and propagation of errors throughout
‘a data record 15 significantly reduces g_he error m sdetection
probabil ity and thereby increases the reliability of a data processing
system—In our copending U K Patent Appl, i on No. 8628271, divided out
of the present case, there is described ai mred a nethod 20 for
storing data in a data processing system said data being organized into a
plurality(N) of sequential interleaved bytes, conprising the,teps of
defining first and sechnd chel@ethAd 195 SECHARIAR ’Ee(‘)"°|'gf’e°r‘- df%’a\%’d‘byt es
of said data; rgndongngi EgFdtEmSN i C kntga by a
predet erm ned funct :Fgﬁbé%ei{n?l ng t heé (&:ﬁirﬁ)fgﬁfg ‘%fﬁga‘iﬁ}dfgm first check-sum
equal to the coplersldtpf(¥aiod $equentidlediviesnsychsthatcagoennont sn & bater st
of said interl eaved bytes; rformng an exclusive-OR operati en the
randoni zed cont &Rt g%%ﬁ%%é%‘iﬁ?&“&h%’(ﬁl}- ?ﬁﬁ?%ﬂ?&nga?y&eﬁ ?%?prég?%i;)%\tégri ng
the resul tgnt vghegs @fe:said exclusive-OR operation in a storage device. 30
CLAI M5 1. A method for storing and recovering data in a data
processi ng system sai dentarpipeisny e5ehesdivecoR onegahion behveen epql) Wte
sequential byteg S&Jn%thggém%@o&é kel f4)PYh CorddrPEORAGRL £G4 HoERHARRU!
each subsequent 6§te, co ising the

value (R,); '

\/ _ storing each of said resultani values Ri in a storage
10 device; .
reading said resultant valués 81 from said storage
device;
recovering said data Bytes from said-resultant values by
performing an exclusive-oﬁ operation between each value Ri

15 and the previously recovered dafa byte (i-1), such that:

i

- - X
byte = [R, (Dbyte, ;1 ; _

where:
% | “N" = pumber of bytes in said data, and
"@" denotes an exclusive-OR operation;
20 whereby an error in a byte is propagated throughout
subsequent bytes, fhereby increasing the detectability of said

error.

fmane,



S steps of: perfornming an exelusive-OR-eperation between each byte (i)
and t-he previous byte (i-1) in order to obtain a resultant value (Ri);

St pgng each of said resul LMI mmlmﬂl ‘!ll in a storage 10 devi ce;
re@:g said resul tant val % b id storage device; recovering
saN¢/data bytes fromsaid résu t aht 'val ues by perform ng an excl usive-OR
operation between each val ue [err119_15 and the previously recovered data
byte (i-1), such that: [err] where "N'= nunber of bytes in said dat_Q,Z and
[err] denotes aj, excl uply GretRo® RS @bt Hbd 8P claim 1, rurtpddlereby an error in
a byte is propagated throughout subsequent bytes, thereby increasing the
det ect abitdliuging the dtep rafr calculatdog 2 first chleskrmimhqdamsityeftoned by claim
1, further 'QCI udi rlg tgoe stﬁp of calculating a first check-sum quantity for
sai d dat %‘ﬁjirl BF® (RF 185 I° FAOF aB P RBE S iRy 28Y 017§ P8 7 I FFERT check-sumwith
sai d resshdckRbud Hit8Sskid ir%sﬁﬁiﬁﬁb@f@é@ﬂ? in di8@NStorige The method as
defined by claim2, further including the*step of calculating a second
cheék- sumeapgantity for 10 sai d recovered data. '

‘.

3. The method as defined by claim 2, further

including the step of calculating a second check-sum quantity for

10 sald recovered data.

v
4. The method as defined by claim 3, wherein an
error is detected if said first and second check—sum.quantities
15 do not match.
5. The method as defined by claim 4, wherein said
first and second check-sums are calculated by evaluating the
20 expression:
check-sum = [NEI byte, ] ] ' -
Mod2
i=0

25 whe}e; byte1 denotes a byte at position i (where i=0, 1, 2
) N-l) in Said data-



<

4. The net hod as defined by—ctarmm3; mnereln an error is detected
said first and_second check-sum quagtd: ti not match. 5. nggé
net hod as defined by claim 4, vvhe‘rrEBME“ﬁl lL nd second check-su re
cal cul ated by evaluating the 20 Ssl on: eck-sum =[err] [err] i=0 25
where, byte, denotes a byte at position i (where i=0, 1, 2 N1) in said

dat a. -20- 6. The nethod as defigyed by claim4, wherein a plurality
of first and second check-sunms are cal culated for said data, each of said
check-sums bei ng cal gul at ed 1hQr nd¥rRdehEr 482864 ivyt 8id GRYCHukutless #f said
data. 7. An inmproved error detection systemfor data stored and -
recovered i n laaedltr ofetiiatgand esaprd hgckssyny an@ calculated fary gjadge
e O oL et Sl B2 & Lhalibind NosRl SEUTMAQIORY! o' Processi ng
means coupled 10 sar e storage neans Cal operation-on

sai d data, salﬁeﬂémaeagimmsaveacbynsngf sgtd data. . writing neans for
perform ng an excl usive-OR operation between each byte (i) and the previous

byte (i-1)5s of said data in order to obtain a resultant value [err] and
storing said resultant value [err] in said storage neans;

7. An improved error detection syétem for data
stored and recovered in a data processing system comprising:
10 storage means for storing data as a plurality (N) of
L - sequential bytes; ' -
processing means coupled to said storage means for
- performing logical operation on said data, said processing means
1ﬁc1uding:
15 writing means for performing an exclusive-OR operation
) " between each byte (i) and the previous byte (i-1) of said data in
order to obtain a resultanf value (Ri)' and storing said
resultant value Ri in said storage means;
reading means for reéoveriné sald data bytes from said
20 resultant values by performing in_exclusive-on operation between
each value ni and thé previoﬁsly recovered data byte (i-1),

W such that:

byte = [Ri®bytei_1]1,1
25
where:
"N" = pumber of byteslin said data, and
"(®" denotes an exclﬁsive-on operation;
whereby an error in a byte is propagated thfoughout
30 subsequent bytes, thereby increasing the detectability of said

error.



readi ng neans for recovering said data bytes fromsaid 20 resultant val ues

by p or
pre sl
25 e

m ng an excl usive-OR operation between each value [err] and the
y recovered data byre“(“—IY_TﬁﬂﬁTTTEﬁ byte = [err] byte,[err]

. "N' - nunber of by “rk““ and "[err]" denotes an
exclusi ve- OR operati on; V\/ner;m “ lIEm “ byte i s propagated throughout

30 subseq
-21- 8.
processin
for said
said resu
defined b
cal cul ati
The error
det ect ed
The errOr
second ch
eval uatin

5

10

15

20

25

30

uent bytes, thereby nncmeasrng the *detectability of said error.
The error detection systemas defined by claim?7, wherei aid

g ‘nmeans includes nmeans for calculating a first check-sunrquantrty
data and storing said first check-sumin said storage neans with

| tant values 5 [err] .-2%- The error detection system as

y claim8, wherein said processing neans-includes neans for

ng a 10 g, SeeRROGRECHs LT Ok A sk by .gaora mgma RFCOMARY, data. 10.
det ecti on system as defined by claim inan errof is

whexedindskid stroaﬂelsismoqms:heckud;asrmeﬁs for cilcudbtheg @h. 11.

etectio stenr fi b m 10, wherein _said first and
ehS &Pﬁ gr c 8Pt 'iaiz‘lyeg"bf‘ge hid § §31’ Firipesaifg tisths by
gnédle-saMPiLSRii@Nstorage means with said resultant values

Ri;

9. The error detection system as defined by claim 8, U

wherein said processing meane includes means for calculating a

second check-sum quantity for said recovered data.

10. The error detection system as defined by claim 9,
wherein an error is detected if said first and second check-sums

do not match.

11. The error detection system as defined by claim
10, wherein said first and second check-sums are calculated by

said processing means by evaluating the expression:

Checksum = [NEI byte, ]
i=0

where, bytei denotes a byte at position i (where i=0, 1, 2
s e N-l) in said data.

s
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Checksum =[err] [err] 1=0 25 Mes a byte at position i
(where i=0, 1, .2 N-1) in said datan. “““\ he error detection
system as defined by claim10 , g“ﬂ“ of first and second-:
check-suns are cal cul ated for sai d of s@aid check-suns being

cal cul ated for predeterm ned interl eaved byt es of said data. 13. A

met hod for storing and recovering datg,dn a data processing system said
data hei'ng organized into a 10 plurality (N) of sequential bytes, such

that ak’error in a byte is ghéterirbytdedbods9BaaRagdqd HiHAUIBP W1a2ACH
subsequent byt e, conpr|5|p3 t he stgps of : perform ng an excl usive-OR
operation bet Mk errheaghn “{’rl)itan t##é‘sﬁr!é\ﬁ @esotbytcbe(k-s];)w st d previous

byte h b det f t h that
5 d oxel s @%“’353961{?@3‘%92%?3 PeRanhE R, PArvPU B ccultant

sai d excl usi ve- Han & resul tant

val ue (R storuqagcmmewaﬂnnepnsﬂemmadf mmréleavsgmmtaﬁtofvaawes [err] in a

st or age SeV|cqhtgead|ng said resultant values [err] from said storage 20
device; recovering said data bytes fromsaid resultant val ues by perform ng
an excl usive-OR operation between each value R and the previously recovered
data byte, said predeterm ned

13. A method for storing and recovering data in a
data processing system, said data being organized into a
.10 plurality (N) of sequential-bytes, su?h that an error in a byte
\_ is distrisuted and propagated throughout each subsequent byte,
comprising the steps of:
performing an exclusive-OR operation between each byte
(1) and the previous byte (i-l). said previous byte having been
15 randomized by a predetermined function such that said exclusive-OR

operation and said randomization provide a resultant value (Ri);

storing the value of each of said resultant valﬁes Ri
in a storage device;
reading said resultant values Ri from said storage
20 device;
recovering said data bytes from said resultant values by
L performing an exclusive-OR operation between each valuye Ri
and the previously recovered data byte, said predetermined
function having been applied to sald previously recovered data
25 byté (1-1) prior to said exclusive-OR Operatioh such that:
byte, = [R; ® (byte,_ ;'] 12¥
where:

30 "N" = number of sequential bytes in said data

"(:)" denotes an exclusive-OR operation



function having been applied to said ww_\mw_d data 25 byte

(i-1) prior to said exclusive-OR operation such that: byte, =-

[errkidbyte, [err] where: 30 "INl guential bytes in *

[ ’o“g‘i\?; "lTerr]"” denot es an excl usi m ‘mmr“lmu“ $-23- " :
Egents said predetermned function; wheyebBy &8n &rror in a byte is

di stributed and propagated._througigBut each subsequent byte, thereby

increasing the detectability of said error. 5 14. The net hod as

defined by cl aimd3epfeyddiar ifmlpudw&mee&tﬁnceio&a' culating a first

check-sum quantity for said data prior to said storage step and storing

said first 10 wherebk-sumreprhinsai bytedsl dbstrivateanfleprdpaigatedi d st or age

‘means. 15, The t hod as_def i ned. b |laj m 14, further 15 i ncl udi ng
t he stepé_‘%)rfwglé?'&hIeéfgﬁﬁumaseg‘e'ec%tn Eﬁéc'f(h-%ﬁﬁ’( RErELPE (ﬁ’esai d recovered

dat a. l6detectabilieynot héxidaersd.i ned by claim 15, wherein an 20 error is
det %ct ed if said first and second check-sum quantities do not natch. -
24 - .

14. The method as defined by claim 13, further
including the step of calculating a first check-sum quantity for
said data prior to said storage step and storing said first

10 check-sum with said resultant values Ri in said storage

.means. . ’ N \-J

15, The method as defined by claim 14, further
15 including the step of calculating a second check-sum quantity for

said recovered data.

i6. The method as defined by claim 15, wherein an
20 error is detected if sald first and second check-sum quantities

do not match.



17. The met hod as defined by C|g+ﬂl%§L_MD§L§LD—SaLd first and second
check-suns are.cal cul ated by evaltuating the expression: 5 .
checksum =.[err] i=0 where, byte,b‘m" mﬂm t position i (Wheru
1,2 10 N-1) in said data. 18. mﬂﬂl ®ined by claim16, wherein
"a plurality of first and second checkesuns Maré& calcul ated for 15 sai d
data, each of said check-suns being cal cul ated for predeterm ned

i nterl.eaved bytes of said data. 19. The nethod as defined by claim17,
wher eis”a 20 plurality of first and %econd check-sunms are cal cul ated for

said data, each of said check-suns being,cal cul ated for predetesrm ned

non-interl eaved bytes bfs salh§ teRgd a25‘:’&."“3‘5 %Vz*g‘.a?'“fﬁe %fﬁghsﬁgndefi ned by

claim 18, wherein spist dndt escobd &hetk-@uhe ave ccalyuldted by evalbetingtdmed as

defined by claim 1%{?\%@%1?“0 said 30 data is organized into records, each
31 ng

of said records co ‘a plurality of bytes having 8 bits. -25- 22.
An inproved error detection systemfor data stored and recovered in a data

processi ng system conpri sicggékﬁpnaglzlngw jfor storing data as a
plurality (N) of sequential bytes; 5 pyga processi ng neans coupl ed
to said storage nmeans for perfornirm;jgyﬁical operations on said data, said

processi ng means

where, byts, denotes a byte at position i (where i=0, 1,2 ...
10 N-1) in said data. '

18.  The method as defined by claim 16, uherein a )
plurality of first and second check-sums are calculated for
15 said data, each of said check-sums being calculated for
predetermined interleaved bytes of said data.

19. The method as defined by claim 17, wherein a
20 plurality of first and second check-sums are calculated for
said data, each of said check-sums being calculated for
predetermined non-interleaved bytes of said data.

I\ 25 20, The method as defined by claim 18, wherein said
| bytes are interleaved by 3.

21.  The pethod as defined by claim 18, wherein said
30 data is organized inta records, each of said records comprising
a plurality of bytes having 8 bits.



including: witing neans for perform ng an excl usive-COR operation between

each byte (i) and the previous byte (i-1), said previous 10 byt e having
bee ndom zed by a predetermned func sai d ;

exc ve- OR, operetion and said random zat i on resul tant val ue
[err] and storing said resultant val ue f“ﬁ means; reading
nmeans for recovering said data bytes fr st ant val ues by

perform ng an excl usive-OR operation bet Ween 15
previously recovered data bybe, said i

each value R and,
predet erm ned function having been

applied to said previously recovered data byte (|-1) prlor to said

excl usi ve- OR operation such that

= [err] where:

the

n Nl

- nunmber of 22equent 8] ¥PRACZEd | ‘h”?&l Ge"cFétté“[WF“’ %R?hé?é& an excl usi ve- OR

oper algis QP Ind recovere

dd 6P a r.ed , function;
whereby an error 1 n a %yitneal st[ s?rgrg%é{leg g’gd&p g&}a‘fg‘gggghroughout each
subsequent bylteragdﬂoreeinq ﬂowcsaasnnsgdihe aged egliuziityt XNOfosai d error.

26- z error detection system as defined by claim?22, wherein sai d
pr oce§§9‘h"g”tr’ré nBY%8%¢| udes means for calculating a first check-sum quantity
gor

.10

15

20

25

sai d dat r@@é’ssitnerb%ssébﬁipfédr th $ACKLPHER imBandtistly St Orage means with

sai d resul tant val ues

performing logical operations on sald data, said processing means
including:

writing means for performing an exclusive-OR operation
between each byte (1) and the previous hyte (i-1), said previous

byte having been randomized by a pred'etermined' function such that
said exclusive-0R operation and said randomization provide a resultant
value'(Ri) and storing said resultant value Ry in said storage means;

‘reading means for recoveriang saild data bites from said
resultant values by performing an exclusive-on-oberation between
each value Ri and the previously recovered data byte, said
predeternmined function having been applied to said previously
recovered data byte (i~1) prior to said exclusive-OR operation
such that:

byte, = [R, ® (bytey_5)'] i}
where:

"N" = number of sequential bytes in said data

"(®" denotes an exclusive-OR operation

wew represents said predetermined function;

whereby an error in a byte.is distributed ahd propagated

throughout each subsequent byte, thereby increasing the

detectability of said error.

%



24. The error detection system as defined by claim 23, wherein said

processi ng neans incl udes neans_Lep—e&FeuFa%rﬁg—iﬁ'a second check-sum
quantity fdér said recovered data. 25. w\ﬂgm detection system as

defined by claim24, wherein sai mm mﬂ s includes neans for
calculating 15 a pl urality of sa nd check-suns for said
data, ,each of said check-suns belng calculated for predeterm ned

i nt er Geaved bytes of said data. 20 26. The error detection system as
defi nQﬁ’by claim 24, wherein said proedsirng neans includes neans for
calculating a pl urality of said first and second check-sums for said dat a,

each of said check- surfbeiTh§ FAPE feieetion crysier @et dafinerb Oy mdainnt er | eaved
byte of data. 25 222, whEbeirPE&LY pﬂﬁeesiﬂgomes‘r&swzcuaés Hedre"esk by claim 25,

wherei-n said bytes cgilg.ulagi erI e \ég cl%gck-sum quangity for said data and storing

said first check sum in said storage means with said resultant
5 wvalues R,.

24, The error detection system as defined by claim 23,
wherein said processing means includes means faor calculating
10 a second check-sum quantity for said recovered dasta.

—

25. The error detection system as defined by claim 24,
wherein said processing means includes means for calculating'
15 a plurality of said first and second check-sums for said data,
' each of said check-sums being calculated for predetsrmined
interleaved bytes of said data.

20 26. The error detection system as defined by claim 24,
wherein said processing means includes means for calculating
a plurality of said first and second check-sums for said
data, each of said check-sums being calculated for predetermined

non-interleaved byte of data.
25

27. The error detection system as defined by claim 25,
wherein said bytes are interleaved by three.

30




