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COMMUNICATION SYSTEM TO ALLOW BARRING A CALL OP A
ROAMING USER AFTER PDP CONTEXT' ACTIVATION The present
inVER G/ fé14tés to communication session control in a commaAREERIAS/000293
system, and in particular, but not exclusively, to control of an 5

established communication session over a packet data network between a
user station and another party. A communication system can be seen as

PP dritittéd s deh a8 US¥r equipment, controllers 10 and/or other nodes
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associated with the system. The communication may comprise, for

eXARPISCEMMITISAHIAN ofyaice. videg, Arfgnmuimediaand se on.An,

apﬁllaincatio,n session may, for example, comprise a two-way telephone cal
of

RS EBnFYAREE SBSSIBNRGF EtiHe Qib st ivedrs tlsefeqaipabnf an
ardiailisapplcationsenits(AS}sisuchyas A SeEMiSeRIaVIterSaIVRGEen a user
PEOXYo T dila'sngm%biﬁppwent of communication sessions generally

enables a user to pr\é'vided with various services. Signalling between
various entities associated with a communication session is typically

reqgsethithRIslese gapiokihe LommyBIcation-#es IR &aptke! &8 2Qunication

typically reguired for. the set-up of the communication session and also
|ater on du %%@8%%%8&%»&& SRLigSssHfEN &S CRmERERGH s csdiBRllers
Thedsignatlling wadese baseibtetanidppiepriateteomnmisicasiampriaes! omay
pr nicati : ided ixed line and/or ..
NSAS, Toe SOPPUTERI AR oSS RAILERIDE At ano o

syStefi i8PR SRR SRREINSI N RO PA ARV GIRIPSIENY . (WRevAirétigihone call

comnunigalion imay M eERRbPYNeas R bamebile GOMBYNITAIN NG an
S}%‘Sgt@m' Mobile com ication systems refers generally to any
te

Uil e Shs VateriaSunfth Bn8BIEE WSS CoifititatdRxy. The
weriahlisereeate ohovimgnuithiiatthe sesdonargand tiy syatariesAn exampe be

obfvided with various services.

Signalling between various entities associated with a communication session is
typically required in order to control the communication session. Control is
typically required for the set-up of the communication session and also later on
during communication on the established communication session. The signalling

can be based on an appropriate communication protocol or protocols.

The communication may be provided by fixed line and/or wireless communication
interfaces. An example of the fixed line system is a public switched telephone
network (PSTN). The wireless communication may be provided by means of a
mobile communication system. Mobile communication systems refers generally
to any telecommunications systems which enable a wireless communication
when users are moving within the service area of the system. An example of a

typical mobile communication system is a Public Land Mobile Network (PLMN).
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30 typical mobile communication system is a Public Land Mobile Network
WEPLNWMIRHe3W O 20(h/076653 PC /1112005/000293 2 The mober/ig2005/000293
communications network can provide an access network providing a user
with a wireless access to external n%tworks, hosts, or services offered by
specific service providers. The user ay need to have a subscribership
with the mobile communications system in order to be able to use the
Thesenvisiks cfrtireninatiessystamkThmmebiie s bsedptes mfwmationating a
the subscriber may indicate parameters such a rameters regardi
s i R BSOS TaeBUBeBANTE erid 15 res S prifed bY
spesaficicemastriptiovideseclingy | ssuthentioatonts, hatdsa snbiCribprabiessth the

mo ﬁ”%8%%%%¥i&9§§?§tg?ﬁ mogabe?g%@@g”éﬁg MR PION! %Sré; of the
urther access to an external network or an external host. For example, 1
mothite rexpiestedl servivelderovivksdipjoa swvivios piionidel beatedbincibsthemay
: vicpre
o e (e S P e oo e ffbs)
theoguhsianiiend sn enditied rroumeeivBscpfdemfopeAiRmn tstaatiange security,
autahilenetworkdAsgre detailed example will now be described with
reference to general packet radio service (GPRS). The GPRS operational
environment comprises one or more subnetwork service areas, which are
An intRIEENpERIeryatewBRSobackbeReRONe OORMOFBRNSIWVRAVERYprovides

omprise a number of packet data service nodes (SN). In_this X
f“@]@éc?ﬁ&&ﬁ&n"ﬂn@%e‘%ﬁ@@ﬁ GESNRN b%%éfbﬁéi?‘fB%@?é&x%&%%ﬁFBﬂ@w if the
receiaisties sespecificalydendny GRRE Buppmvidedds(BE&EN) ahattieohédeork,

tne SN Sennededda Ladipnetorks, yniealy 18 ase SAUORSYS B Gther
CaRaOF FalfiG HeteSs TR RarKE by v(/:{/%y OFBase Station controners ( %f

- netarmioa®? itelisendteqrikoraterolidwes NG imasydie daspdthatdréyitans in the

mofR/0R BCRARKE! SEPYCA AN FAPRASHHAY SRS A several base

stations, controlling ¢

A more detailed example will now be described with reference to general packet
radio service (GPRS). The GPRS operational environment comprises one or
more subnetwork service areas, which are interconnected by a GPRS backbone
network. A subnetwork may comprise a number of packet data service nodes
(SN). In this specification the service nodes will be referred to as serving
controller entities or specifically serving GPRS support nodes (SGSN). Each of
the SGSNs is connected to radio networks, typically fo base station systems
and/or radio access networks by way of base station controllers (BSC) and/or
radio network controllers (RNC) in such a way that they can provide a packet
service for mobile user equipment via several base stations, controlling cells of a
cellular network. The intermediate mobile communication network provides
packet-switched data transmission between a support node and mobile user
equipment. The subnetworks are in turn connected to an external data network,

e.g. to a packet data network (PDN), via GPRS gateway support nodes (GGSN).
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cellular network. The intermediate mobile communication network
wierovidessqracket-switched data transmission between a supposi-RAEe @8 00293

mobile user equipment. The subnetworks are in turn connected to an

external data network, 30 e.g. to a packet data network (PDN), via GPRS

gateway support nodes (GGSN). WO 2005/076653

PC."%ILB2005/060293 The GPRS thus allow transmission of packet data

Thdetvars miohlealzey eguipmenicandexieioikddatatnetvedvikse packee user
data E{)roto%ol >$FDFQ optext may be established to carry traffic flows 5
emal data netw

Cayuel i

ﬂteagorr?munlca ion system. A" PDP context typically includes a radio
access bearer provided between the user equipment, the radio network

controller (E@gb n iiC cket e oV
A %aé%geﬁaﬁﬁg%?ﬁz G R)gcggi\%)é&e pr%i(yg%nastkgég ﬁg%f%%é S}ﬁ%ﬁ\%cgows
ovaidte. chessiveaietweksienheru iR quipteryaimibtieclpdeay woatiammeess

beSCRIHERQN U&ﬁééﬂww?géﬁgﬁﬁ?ﬁ%%éﬁ% ﬁ%%%@rﬁ%%r and

more than one traffic flow, but all traffic flows within one particular PD

thec SRS apstreardahpe sarteiveglas teaanets thelyidadshassreabitesserving
GPIRS neMRIK nbs E%JW%f@m@%@W&!@rng«@émegé&t@ﬁﬁ%@%en

PDP context treatment attributes associated with the traffic flows. These

theaupBiuRIUREILES APR<ENRIr BRER IO W 40P serditiedrffofh gsestablished
PDeharginsatiiipues cihfe R meierkadhe thigbils v sesfea yiBWEBLMAY traffic

ionally indicate, in a message re uestiri{ggto actjvate a packet data

optio
f'%?o\fkﬁ'&if‘(@ﬂ%)%ﬁ?&i&ﬁﬂﬂ FeBlBrk 2R Jeated MatERTIR (RPRS hroards
thetelestiomisk retereise theintdoma ) Gertaireexiesnad metagakdiAsethangimilar

roHB BoRREKE LR LB LA RMLG RS (Cere Sl g et

flowmscarbeyy tatthibwHese ssapomimarnse gifen ebgritpe, seuatyipiheervicdoand/or
ch %g}flﬁh%lta@]%ﬁ{\é&nown by the. SGSN. 25 Various features can be controlled
serving controller entity, such as the

In GPRS'networks, the mobile user equipment may optionally indicate, in a
message requesting to activate a packet data protocol (PDP) context in the
network, an access point name (APN) for selection of a reference point to a
certain external network. A serving GPRS support node (SGSN) may
authenticate the mobile user and send a PDP context creation request to a
gateway node (GGSN) selected e.g. according to the access pofnt name given
by the user equipment, or to default GGSN known by the SGSN.

Various features can be controlied by the serving controller entity, such as the
SGSN, during a communication session. This control may be based on
information associated with the subscription and stored in a dedicated subscriber
information database. A well-known example of the subscriber information
database is a home location register (HLR). Another example is a home
subscriber server (HSS).l
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anciBesifiies RyCACBRSsRAPEEHALRE O MBRRIR
anSetneauigaERiM. (URheasing b asthesdypesief U ThRileMGsesween (3G)

oy RIGRHaY orsdﬁtﬁfg%h% ra Usef

SGSN, during a communication session. This control may be based on
winfonmationsassociated with the subscription and stored in a dagigaigshos 000293

subscriber information database. A well-known example of the subscriber

information database is a home location register (HLR). Another example

is a home 30 subscriber server (HSS). WO 2005/076653

PCIY1132005/000293 4 Various user equipment (UE) such as computers

Varifinedwsrepostalife)) anblfilé ftelephoaesamopotiees nibkie siatiprrsaipe)sanabile
tel ﬁtz?h%s iStany ‘@8( SRR R %?s%ﬂ SR NE %K"&‘?Sta%%é%‘ and

ese a can pe USG oaccesst e pac ata networks, e.g orporate

SO mraﬁeté%@\%%ﬂ@lté’rﬁe&ktﬂﬁdbmmsérvﬂeﬁsﬁ% Molsiten useruspiplaertcess the

padVRIGRN, LGNSR L0 2§ a-mpbis:SRHPAEYESH: ¢AB Affrlined Qﬁtgfmgé’ﬂﬁces

that is capable of communication via a wireless interface with another

Mo bitsics LN d8adHsdyaisadr opigmashile @fesomehiificatilionddik ean be
defRR Aber SiationuEhesieratngRenHIAU kDN Lensratien (3&Xace with

communication systems will, in all likelihood, sgnlflcantly increase the 10

BPSRIHBMTRE URNFEINE O

used above and herelnaft r will ge er% %e understoQd to broadI\é cover
LERadreRIfRET Y S IRFERAGEG th
posfglmut‘réseftﬁracamwl ganiradyohethun gerstedd tecawer dhiespriavisiobilef user

ary seryices I articul t not exclusively, the term
equ%‘)\%;& \%hlaoe (ﬂde?s? dp{g mcluaglre rowsing, downloading, email,

streaming services, Internet Protocol multimedia (IM) services,
conferencing, telephony, gamlng rlch call, presence, e-commerce an

ThenieiBag Y VI6F eXERTRD eI &rzﬁlltra%«a'iﬁ%@nﬁeowﬁ@rstood to

bro@&?%&%‘(%ﬁ?@@?@t@@r&e@&ﬁbwlmrﬁ@t‘p@|Q%e@n¢fé§ioﬁeswe, require or be
provided with. The term aiso will generally be understood to cover the provision

of complementary services. In particular, but not exclusively, the term “service”

will be understood to include browsing, downloading, email, streaming services,

Internet Protocol multimedia (IM) services, conferencing, telephony, gaming, rich

call, presence, e-commerce and messaging, for example, instant messaging.

Embodiments of the present invention are concerned with so-called “operator
determined barring” (ODB), wherein at least one of the operators or service
providers decides to bar a user from a service. This can either be initiated by the
MS or the network, but it is the operator that decides whether or not a user

should be barred from a service.

Broadly speaking in order to activate a PDP context, there is a 2-stage process.
Firstly, an initialising process between the HLR and SGSN is undergone in order
to establish that the user is indeed a subscriber of the service and that a PDP
context can be activated for that user. Briefly this is achieved by examining the

contents of the HLR which contains subscriber data and will indicate whether a
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determined barring” (ODB), wherein at least one of the operators or

WEELWsR 7pseviders decides to bar a user from a service. This c§,@.§iﬂg%}?f300293
initiated by the MS or the network, but it is the operator that decides

whether or not a user 25 should be harred from a service. Broadly
speaking in order to activate a PDP éontext, there is a 2-sta}ge process.
Firstly, an initialising process between the HLR and SGSN is undergone in

PDéYdeintiexestablishabab the %5&%&-3@%53? @ﬁ%ﬁ%@@ﬁpﬁg&f ;T@ﬁ%ﬂgﬁ? W ppp
t.a PDP 30 caontext can be activated for that user. Briefly this

oo e Dot P Ut U Wibtposlrieerer channo

Witbdbsanﬂuﬁ“rsiat?wandr\ﬁiilbiﬁw%%ﬁth@hatwg?rﬂ%&ﬁiQ@@é”ﬁ up, the SGSN

; / . PDP context is allowed to be activated for a

'”Vgﬁgc%ﬁ?qgﬁaﬁ%}?ﬁd?fﬁgﬁ &S &’%I?Q’Bé}%iﬁgd’%teuget up, the

SGSN will establish a radio bearer channel with the user station, or if a

t It be.se the N i es a barrin
R e
sperifiegifhionicatiomstinddrPmstibte (ETSehiy Mﬁmﬂaﬂ?e&ﬁ)eplé@iﬁtt@ﬂon
i i ETRIS | Y e ecification
I 0 SPCRAE A A e o
WeRSHS| wdtysite!NPeidl et Ekdntreriicgienitoaliod enities tibemtiwbility of
barpagsibityrictpeatringiad b srntedAuring %iﬁﬁ@%?%éﬁa@i‘éﬂﬁ%&%ss
initialisation process and before the PDP context is set up. Also, in'this
a”ésrési s opRreSt thaf Winté¥s D dhisDepesitiesiqoran s diardhat

waithe tosesrentBly.obnteatlier Hiegdapaeit anpligatiosne)02/093689
published on 21 November 15 2002 recognises that deletion of a PDP

context is not optimal when it is necessary to subseque_ntly unbar that
An RpMeofilettiatere antlicttoa SMiceXooIeBSEPUshisCase stheyovember

20PFRIGENLOCRLICIEHERBING PP oMM ot optimal when it is
necessary o subsequently unbar that PDP connect (i.e. re-activate a service for
a user). In this case, the operator will need to re-create the PDP context, which
is often difficult and unreliable since the operator needs to ensure that the re-
created PDP context is the same as it was before deletion. This is achieved by
adding a functional status flag (i.e. setting bits) to user data stored in the HLR,
wherein the addéd status flag-defined for each user will determine whether each
user's PDP context is activated or deactivated. This allows a PDP context for a

user to be deactivated without being removed from the HLR.

However, the system described in WO 02/093689 is also concerned with
activating/deactivation of a PDP context in the first stage only.

At least one aim of embodiments of the present invention are to mitigate these
shortcomings,
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is often difficult and unreliable since the operator needs to ensure that the

wieaareatasdPDP context is the same as it was before deletiqn.l,fgl}i/%lgi)()s 000293
achieved by 20 adding a functional status flag (i.e. setting bits) to user

data stored in the HLR, wherein the added status flag defined for each
user will determine whether each us@r's PDP context is activated or
deactivated. This allows a PDP context for a user to be deactivated

Acvdtani keing ripevediitandha bk %\%ﬁmwsg%,sgﬂsréxﬂs%dﬁ{g%r

in WO, 02/093689 is also concerned with activating/deactivation

deacihalrhan & T HEE 6AMMNISaLPDRh anmehbeMmRinaa e cTtalien and

an ramme,tpm‘mrwnma;m@tg@ﬁ&a(%ﬁ@%&fﬂ@%@@?@ﬁoﬁ?t%@qetp?ﬁ
2005/076653 PCT/1B20 ) ccording to one aspect of the
COMREELTY ?ﬁ\‘?e%tﬁé?ﬁ R%eﬂéaf? FOGePE HatR oG i Actiaiahrparsntity to a

seregighiisitenieommuaitatidnechasnehb el ered dsen Siation @ asbint:

i hich id ice to the user station, the method
o B B S D R G BRA S e dhty
sendcs dsedvrivehitolibe conaditbddetvesnmibetisecistation paskthen the

tra%@%ﬁ%QF;dgﬁjining at the serving controller that that user is not
permitted to access that service and deactivating the established

communication channel based on the transferred user data. 10 According
to a further aspect of the present invention there is provided a _
communication system comprising: an access point for providing a service

ACegTdingsi 3iibiFbrAReRLaNEIR PARRRRDAYE NNy ier sisrnguiged data
corBaresesHng ster e dRBFisIse RANGCEaBY QR AUARRRAIR S SIaBIsR o 4

coﬁTTunic tion channel 15 between the user station and thé access point
us&p et

[o/iK @%é‘ﬁﬁ%’&f%ﬁ@ database entity for storing user data corresponding

to the user; a serving controller arranged to establish a communication channel
between the user station and the access point to deliver the service: and wherein
the database entity is operable to transfer user data to the serving controller
whereby the serving controller determines that that user is not permitted to
access that service and deactivating the established communication channel
based on the transferred user data.

According to yet a further aspect of the present invention there is provided a A
wireless communication network comprising: an access point for providing a
service to a user station of the network; a database entity for storing user data
corresponding to the user; a serving controller arranged to establish a
communication channel between the user station and the access point to deliver
the service; and wherein the database entity is operable to transfer user data to
the serving controller whereby the serving controller determines that that user is
not permitted to access that service and deactivating the established

communication channel based on the transferred user data.
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the database entity is operable to transfer user data to the serving

wepnshelliekswhereby the serving controller dgter_mines that tha}t HE?%EZH(%/OOUZ%
permitted to access that service and deactivating the establishe

communication channel based on the transferred user data_l. 20 According
to yet a further aspect of the present iAvention there is prov_lded aA N
wireless communication network comprising: an access point for providing

Tia;&&héq&ré@@ﬂﬁﬂfeﬁiﬁﬁﬁ%m&%@%@gﬁ%@ﬁﬁ%ﬁ? Rt Xlg%rn;;gé%gt gontext

user data 25 corresponding to the user; a serving controller arr
Ca@s%%l@%r%? ofiun ?f&%ﬁa%@b%%@n%@@érf@taﬁm RB& thentext has

al esbqmingetiougieliver the service; and wherein the database entity is
operable to transfer user data to the serving controller \_/vhereby the
serving controller determines that that user is not permitted to access that

o T S e e PO A el B e
r.data. WO 200
m%l%e %%Hpér%eéé?ﬂg i%%%%ﬁorr? provided e o esGe Havan ekisiagpiHo the
aceoneRN\EAe Bewirgsdpeveichvhere the radio bearer channel for the PDP
context has already been set up. 5 For a better understan.ding of the
present invention and to show how the same may be carried mto effect,
referelfbEaisioWhaderby weigasicexaysfsertadberdingaoipamibiments of the
présawtingseiwich: Figure 1 shows a communication system according to
embgdiments of the 10 present invention; Figure 2 shows a known logical

archliél{ffe S AESEPIRS Wdraivak Ryihiteet eieooidlekBERS myshad;of
updaiggrthe S GRWEEMe>biiineh Y3 Qﬁt@nﬁ@é}ﬁﬁgs%%'\%@ﬁgfgp modifying
Oﬂgtigéi%a{%o&g I%‘ESN during an initialisation phase;
Figure 3b shows an example of MS initiated PDP context barring during
the initialisation phase of Figure 3a;
Figure 4 shows a dynamic signalling according to an embodiment of the
present invention for an already established PDP context;
Figure 5 shows the internal structure of the SGSN for carrying out an
embodiment of the present invention: and
Figure 6 shows an example of a detach procedure which is initiated by the
HLR for deactivating a PDP context.

Figure 1 shows a communication system according to an embodiment of the
present invention. More particularly, an embodiment of the present invention will
be described by way of example, with reference to the architecture of a third
generation (3G) mobile communications system. However, it will be understood

that certain embodiments may be applied to any other suitable form of network.

The mobile communication system 2 is typically arranged to serve a plurality of
user stations 4. In a mobile communication system, the user station preferably

takes the form of a mobile phone. Each user station is typically provided with a



10

15

20

25

30

Figure 3b shows an example of MS initiated PDP context barring during

wkp e /inigialisation phase of Figure 3a; Figure 4 shows a dynamic B
signalling according to an embodiment of the present invention for R /000293

already established PDP context; Figure 5 shows the internal structure of
the SGSN for carrying out an embodfment of the present invention; and
20 Figure 6 shows an example of a detach procedure which is initiated by

witeeeddlifRefRrode@ativaliag 2 E)R ' shows C
Ofg{ﬁmmunication system acco%din%@%%ﬁ)@gg%?n%%@m (ra% 8&%8&‘?9 station 5

|n\%ﬁﬂmﬁ{ﬁ‘bﬁh Qrﬁgﬁiﬁﬁﬂ/gan embodiment of the present invention will

25 be described by way of example, with reference to the architecture of a
tnig(?rggtn%ration 3Gr%g bile communications system. However, it will be

5 Yfpatgsstsiriayiselapplicarramjoatien with other

nderstood that Car
staditahéyfuiralpfwittwidek bIde mhﬂ%cgmmgﬁgoeﬂﬁyqu%%hyg%ﬁ% for
en%%f?ﬁ;ﬁ%q&?il%?r\’ﬁe? (J{,JF%LIIX ofr30 user stations 4. In a mobile
_communication system, the BREr°LERh PRy earEs 3Rterrm ement for
ngﬁéTHSOﬁg!@mm%ﬂgmg@wWF ﬁ@?@?@%ﬁ%QH@?afse s;ations of
- i000 x wireless interface (Um interface
ﬂ? betwe?agn ﬁ%ﬁﬁﬁ%ﬁ’g‘m@ r??eamnd ba%%egtg(fﬁ)wg BrnS ohhApieddes with a
disgjaiefrrodianlRéngtimegss romvallptonfigrrptiten wirelession for the user of
theSQBYPYRG8HOB Y lons, typically with the base stations of a
mobile com%un%agtpfgrﬁhf?/ésﬁiﬁé% Qe%%ﬁgﬁgé OBy &ﬁ%%ej%%‘l%%@%ﬂi@ﬁ the

IS HER AR PEFERNR e TR nwiFd| esslyerivialg arsfomterface, such
as teansroitbgtGign als BOmoRnarde %bééeoﬁtamgtrrgc%?emoggsegr station is

N . G I a .
munication system. A user station may also be provided wi

tPlfeliay RSP UGBy G Im dge B'RRERS Bthentphanslformatiomorghermeans.
Counsewofcation between the user equipment and the entites of the
communication network may be based on any appropriate communication
protocol. A user may use the user station for tasks such as, but not limited to, for
making and receiving phone calls, for receiving and sending data from and to the
network and for experiencing, for example, multimedia content by means of PDP
contexts. For example, a user may access the network by means of a Personal
Computer (PC), Personal Datq Assistant (PDA), mobile station (MS) and so on.

Figure 1 shows two networks, firstly a HPLM (Home Public Land Mobile Network)
16 and a VPLM (Visited Public Land Mobile Network) 18. The HPLM 16 is the
home network of the user. The user station 4 indicates a situation when the user
is within the coverage area of a base station 5 of the user's home network. In
contrast, the user station 4' indicates a situation when the user has roamed and
instead is within the coverage area of a base station 5’ of a visited network which

is not the user's home network.

It shall be appreciated that although only one user station 4, 4’ has been shown
in Figure 1 (albeit in two different situations), typically a number of user
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10 the user station. Speaker means are also typically provided. The

waparationgbthe user station may be controlled by means of an . /lé%:z() 05 gmz%
appropriate user interface, such as control buttons, voice commands an

so on. Furthermore, a user station is typically provided with a processor
entity and/or a memory means. Comrhunication !oetvveen the user
equipment and the entities of the 15 communication network may be

ez TN \aoyl APEOPIiAlE ARBDIYANIGAUOS RIIIE R Y5RE ’E%%%‘So‘? B pase
(ARSI spoatlon for tasks such as, but not limited to, for making and receiving
® pﬁor?e ézﬂl"s, for receiving and sending data from and to the network and
for experiencing, for example, multimedia content by means of PDP

A org)tx?xts. For example, a user may access the network by means of a
obi

Braonar SO HBIGHIRE IS PR IRAl eskka besdiidee (Rdmgemebitsiio access

netaibr(RAR) and socne Figwesid Ehoys R namars AR Figure
( lome PLé%ig La obile work) 16 and a VPLM (Visited Public anc

TR g SR Bt URCHSHE HUIrH oTHRB be@pmesiated

fhais@t?maﬂbrﬁgmcbwmafsithatimsw@h%ﬁmedfs@;ﬁ@k%FeWEB!tB félf‘otéhggﬁ{séeg}&rk

f@:pﬁ ian.5 of.the user's home netwark. In contrast, ‘

@ g{gt%?] 4' ind|§'§¥egsékgdbit8§tﬁvgﬂr5vhséﬁ§t%@ USRS Rsvsles ﬁwqﬁ%@@éoq%_ radio

acGRasin e @dgerage area of a base station 5' of a visited network which is

not the user's home network. 30 It shall be appreciated t_hat aIthOt_Jgh only
one user station 4, 4' has been shown in Figure 1 (albeit in two different

Thsit8@ticersip wmea&yrmmwﬂb@mms?r w%gqu%gtft&@gg %I >?%)nprcmriate radio
005/0 equipment would be simulta ‘ ‘
L AT CEadh 5P ALEVHARGHE ] © AiGBRE clary. The radio
nefyyrrin anidaiter @Nt@nﬁsntwidmg&ﬁaiwe;@wwf@ b_ﬁ“éﬁﬁ@ﬁr‘i@%%&ﬁ%iﬁ%}ﬁork
et . netwark (CN). In the simplified presentatic [
o TS bk st R NIHE 18R PlReLRERE G heRab Rbhpvioe
SURRCHpHPEEI AEASINAE alheuizsieiiguriefbshation thetbbsesstating if @BIYPRES a
hordliR 85665S BEIYSF k(’HLR) 10 is provided for storing information associated
with the user of the user station 4 that belongs to the home network 16. The HLR
10 may contain various records associated with the user, such as details of PDP

context subscriptions of the user.

The home and visited networks are also shown as having their own set of access
point name elements (APN 1...n) 12, 14. An APN is a unique identifier of a
particular service that is offered by a network operator or an external service
provider. In order to avoid confusion, the terminology “subscribed” has been
used in relation to a user being subscribed to a particular service offered by an
APN, and not to a user that belongs to a particular network. Although it should
be appreciated that the user of the user station is more generally subscribed to
the home network 186.

A user station within the radio access network may communicate with a radio

network controller via radio network channels which are typically referred to as
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a typical communication network system usually includes a number of
wiadiosaceess networks. 10 The 3G radio access network (RAI}L)C@/IMOOS 1000293

typically controlled by appropriate radio network controller (RNC). This is

not shown in order to enhance clarit¥ The radio network_controlle_r_RNC

is typically connected to an appropria?e core network entity or entities

such as, but not limited to, a serving general packet radio service _15
radipgyssmaio dR B GENES6. mcﬁubsenbeerﬂaanﬂ@@@nrﬂagdafbésgteﬂr}yﬁf i thenobite

- o] ister (HLR is provided for storing
C et ATV varSh e DLk e auehon v ubage soe or
MOfRe R6HAe MRIMATHK Qmmkﬁéa-ltzﬁzerl(lamaymamairtivea;iauﬁﬂeﬂ?ds@dgp net\?,ork
lat ] e efail PDP context subscrjptions o

o 00 Tha b et et LN TN SR the
seryfieg SR SlupPact Bed iSRS ntevidemenprobPite imdri2cd 4. An APN

is a unique identifier of a particular service that is offered by a ne_twork

operator or an external service provider. In order to avoid confusion, the

' ibed h in.relation to.a user bein
e S W R BB B UaTe ko

angiiar Sehdiy P EIVNeRaiculdP hDibek tasesie rthehextierias aphvediated
that the user of the user station is more generally subscribed to the home
network 16. 30 A user station within the radio access network may
communicate with a radio network controller via radio network channels
which are typically referred to as WO 2005/076653 PCT/1112005/000293

An 1o eadievbedréts (BBRIT hegeandieRrbMRe QBaBF@JEﬁ!};]MrPGFQﬁt}r%péf‘ﬁhich
. i~ati i anner. Each user Station
shoWQq & G 1&%”'&%%9&; sg%rg Itr?wzei lé%?é%?iéﬁed interfaces defined between

may have one or
them, although this is well known to those skilled in the art.

The SGSN 6 typically communicates with a gateway GPRS support node
(GGSN) 8 via the GPRS backbone network over the Gn. This interface is
commonly a switched packet data interface. The SGSN 6 and/or the GGSN 8
provide support for GPRS services in the network.

Overall communication between the user station 4 and the particular service
being offered by one of the APN's 12, 14 is generally provided by a packet data
protocol (PDP) context. Once established, a PDP context can typically carry
multiple flows. Each flow normally represents, for example, a particular service
and/or a component of a particular service. The PDP context therefore often
represents a logical communication pathway for one or more flows across the
network. To implement the PDP context between user station 4 and the SGSN 8,
radio access bearers (RAB) are usually established which commonly allow for
data transfer from and to the user equipment. The implementation of these
logical and physical channels is known to those skilled in the art and is therefore

not discussed further herein.
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more radio network channels open at any one time with the radio network
woantislieresEhe radio access network controller is in communicagieRawi o60293

the 5 serving GPRS support node (SGSN) 6 via an appropriate interface.

The GGSN 8, 8' is a gateway GPR? node which either provides a

gateway to another PLMN network &l.e. VPLMN) or to some other

external network. 10 An overview of the GPRS logical architecture is

provided in Figure 2, which shows the various elements and the
T established interfaces defined between them, although this is well known

S RO LEG |h TRV aF0 12ethe SABR B RPNy eORimiisateerwithas are

gengedtyvayGRRSIsupportvetea (G52 Eavintbe/eRREhaskbone AStWRlKed

o, a(mar the iFéThls Lrlﬁ?;f%c%é/s ommonly a switched packet data interface.

é“§E9§ oéonc e SR8 provide support for GPRS services in

the network. 20 Overall communication between the user station 4 and the

particular service being offered by one of the APN's 12, 14 is generally
Figyresvitied iy 3 shcket tetaworstagel (RRB} SOMAERS Giizaestabtishesk 8 PDP

RRP_ typical rr ltiple flows. Each flow?r{']t?r ally_.
e B e T SR guior 1 B G 9a
showarticiinar seasceTEneiPDBasiteekbhtrefopeaiten 25aitmre septy, atogitalor

remBOBIIHCRIORPATRINAY (O 0RG.A" [Ye f"?W%rﬁSr%%%g‘%%eﬁ“@gf 'GS-IiBnaling

implement the PDP context between user station 4 and'the'S

perfpsmehbsbys e irers (Ramydhe RGaIY sstapishehynohitoapnbedyion part
(VAglowdesadata fransfrisfosm rdite the tser RAUR MNP 4 i ng (t)ff] packet

. implementation of these logical and physical channels is known se

oriegiGary iR 4% 2Rl Rt Aefdtes AP Het dikaisii s Rekem imice HLR,
wheP8RIRY 6638 VACTY2EDHRRNRRZ riblioH R P AT L RIIHITAEY CORNEShsfer

._Vvia the GPRS network, to seryers that are
this update subsonp\f\én in ormat\llon to the SGSN. This all takes place before a

PDP context has been established.

Then at a subsequent time, the second stage is performed as shown by Figure
3b, wherein the barring of the PDP context is invoked in the SGSN. That is, if the
SGSN receives a request from a user of a MS for PDP context activation which is
prohibited by ODB (i.e. barred in the first phase), then the SGSN will return a
negative response “Reject” to the request and the PDP context will not be
established for that user.

That is, in the current ETSI specification barring of an MS initiated PDP context
activation is done before a PDP context is established. The decision to bar is
performed by the operator or service provider in the SGSN which refers to the
relevant APN 12 or GGSN (for acﬁcessing an APN 14 in the visited network 18),
wherein a part of the APN is used to decide whether a particular user should be
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generally connected to an external packet data network such as, but not

winited 7tesan Internet Protocol (IP) network. 5 Figures 3a and3l$8208000293
the two-stage process for MS initiated barring of a PDP context according

to the current ETSI specification, In g?rtlcular Figure 3a shows a first
stage when it is decided by the operator to either apply, modify or remove
ODB barring for a particular user. in this case, the initial signaling 10

bapetferme et éen thisritRiands tbaspRSiNS #RNEIUSIN BB UM updates

theagglg,qtlon part (MAP) messages, i.e. "insert subscriber data". In this
manner, barring of packet oriented services is applied to a subscription by
administrative action in the' HLR, wherein the HLR will update the
subscription information-accordingly and transfer this updated

AnssipserpienirdpImapeasih iNBRGERIN- ,ygﬂg\u,ﬁah]e%g, Ce4beff% haghloas that

PDP context has been established. Then at a subsedguent tlm

SIGRANAA PENRER JafdihiR RS SREWAbgarigales 35 wheteiutingbtrengesbnd
stafe PDIRACostex: Iasmgalﬂe@' 1RGP R A hAL ks A étlonxtqggg%%%%wo Sar a

t from a MS for PDP context activ whi
Su%srom? &ﬁ? fbgofé%r(FQ” Bashass metghisbey fretheie sasibeil
return a negative responsé "Reject” to the request and the PDP context
will not be established for that user. That is, in the current ETSI

Figopedf r a ntext 25 activation is done
e i T B PRIy R R B B b Py
an pelaplishegr BPErastsstovithe |ﬁ@%\B(BSNdﬁh|dn feferadoctie toelevanbility

maARNHIA m@l\aﬁ%@%eéél%a%Bﬂ%gh{egg Visits “e“#%“‘ WBlen the

SGg&éem a part of the APN is used to decide w era partlcu ar'user
15956 MRS B605Ns P63 PeriDRB 0t DnessR el famartee 0k Rot Guwdth the

asdibitaleld TUDEN [aruipRiSE tGdheddkimWhish IRBERHIPHRRS context  these
parameters are stored in the mobility management (MM) 20 and PDP 22
databases. Comparison circuitry 24 in the SGSN then checks if there is an
existing PDP context for the subscriber, if there is then the SGSN will perform
different handling using processor 30 depending on one of the following

scenarios;

1. Barring a user completely from all packet oriented services provided by
the APN 12, 14, when the user is in the home network indicated by the user
station 4. In this scenario the SGSN will check if there are any existing PDP
contexts for the user and if so bars all services by deactivating the existing PDP

contexts.

2. Barring a user from a packet oriented service provided by at least one
of the APN's 12 that are offered by the home network 16, when the user is
roaming in the visited network 18 indicated by the user station 4’. In this

scenario, if the user is roaming in the visited network, then the SGSN 6’ will
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the SGSN. An embodiment of the present invention is shown in Figure 4
wwhials/shaws that 5 signaling between the HLR and SGSN cap@a4s@ Rs/000293

used during the second stage. That is, by using the standard MAP

messages it is possible to bar a sub?griber after a PDP context has been

established for that subscriber. Figure™5 shows an embodiment of an

SGSN of the present invention for barring 10 an established PDP context.

chatle @G BN BGSHesvbethas &m:e?\xi@@ m@gi@svrﬁé@ﬁﬁ]%@gﬁ@)an APN in
dat . en tne
nSABRBRANARYB P EoRi a2 5000 ST LR Tervafisting PDP

receives t Insert subscriber dat
Copisud dratish OD@ grhrahtietetd foihaning mmmmgeﬁw&m@uﬁmg@%@g@z@e and
araoaten [ ility management (MM nd P
thfS datab%??ie gg‘rﬁ%ﬁn@éﬁ%ﬂ%ﬁ&? zl%felanr%ecg]@é tﬁ%ﬁ%ﬁﬁ% H?ﬁ%?&ﬁ‘sthe
usgh sésdisthg PDRtontisitetbmeiwetibsombemi thietads AT ¢he4SESINavillsited

neResiaras differsnt hapdling using processor 30 depending on one of the
following scenarios: 20 1. Barring a user completely from all packet

oriented services provided by the APN 12, 14, when the user is in the
home network indicated by the user station 4. In this scenario the SGSN

will ¢heBlaifitiyeee aver dnyrexigting SR cetatextsicbthroVrRILRY KiS8ast one

' deactivating the exjsting PDP contexts. 25 2. Barring
o B e S R s et e
hompNrstwRrihalrattd offesadrity the ﬁm&\mwmaméta@ﬁlﬂwffﬂsi located
; ing i isite indicated. by the uyser station 4'. In this
n BERBAI YU A BB e R AR S e e

SGRll with clesydizabibe PeTiaBROYHeE0RRhd Bslevant APN is in the HPLM. If
the APN is not in the HPLMN (i.e. instead is an APN 14 in the visited network 18)

then the existing PDP context is deactivated. However, if the APN is in the
HPLMN (i.e. there is a PDP context established between a user station 4 in the
home network 16 and a APN 12 in the home network) then nothing needs to be
done and the established PDP context will be unaffected.

Figure 6 shows an example of a detach procedure which is initiated by the HLR
for deactivating a PDP context. The HLR uses this procedure for operator-
determined purposes to request the removal of a subscriber's MM and PDP
contexts at the SGSN. The HLR-initiated detach Procedure is as follows.

1) If the HLR wants to request the immediate deletion of a subscribers MM
and PDP contexts from the SGSN, the HLR shall send a Cancel Location
(IMS! [international mobile subscriber identity], Cancellation Type)
message to the SGSN with Cancellation Type set to Subscription
Withdrawn.
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check via the GGSN whether the service to be barred is provided by an

wPbhbin Aweshome network 16. If the APN is in the home netwolg%m(ﬁhx; )
o \ . . ) B2005700029:
existing PDP context is deactivated. If the APN is not in the home >r000293

network nothing is done and the existi%pg PDP context including the
bearer channel established between % e 5 user station 4' in the visited
network and one of the APN's 14 in the visited network 18 is unaffected,

2)3. Bditiag@Gseirforma packes atianies senies, m@t@@ﬁg@%ﬁtégﬁéh&nﬁefach
of thﬁg@g t@épaac%aﬁe ng}{g% %yé\riée isited network 18, when the user
is in the” 10 home Hetworc 1P tH] nalfotthe sessRng Linstirataeandie MS
the UIT6TRIAgStEThithenbene metnaitikct thel R PisansubssEbesig the
home network then the SGSN will check that the service provided by the
relevant APN is in the HPLM. If the APN is not in the HPLMN (i.e. instead

3)is anTRPNIAY i RV RRiE Hetivotikel GBS tag existinaRDB-eanteNt i3S arc
deacivatadafdgwavereifd PN.isiin th HPFTJIMN i.e, there is a PDP
context estSblis\#é%g/ bee}we%@ t%frﬁ ]'sﬂétigc?))r'?]t %?n the hé%’g?fégmtaqcﬁm)

a APRPE53HSR NG HEWDE) thes Hothidsnaskisdwlbdgdonttiamkibe: PDP
estaUlistied: I?@Ep@ﬁ@t@@@qi@pﬁgg@g%éged. Figure 6 shows an example of
y

a detach procedure which is initiated by the HLR 20 for deactivating a
PDP context. The HLR uses this procedure for operator- determined

4) purpibses taseqaesidhe eBIOvR PtPsUbSEIRerRs MR B HANE BhRs
att e§§;§N. %.he HLI?M%:ﬁted detach Procedure is as follows. 1) ?t e
HLR Wants to 5@389( SRS adtetitm s Upsatipareisient/LR) 9.
and ﬁmwmmmnb@s@swb@éhh%@f@éw%@d%?ﬁﬁ!e&)%%%ﬁiﬁ@ and
(IMSL [in [Qnal mabile subscriber identity], Cancellation Type
mejséa&gggtﬂ]gﬂg %%g)@jv?neh%é%gi%%%% %g set to Subscription
Withdrawn. WO 2005/076653 PCT/112005/000293 14

5) The MS sends a Detach Accept message to the SGSN any time after step

2.

6) The SGSN confirms the deletion of the MM and PDP contexis with a
Cancel Location Ack (IMS]) message.

7) After receiving the Detach Accept message, if Detach Type did not
request the MS to make a new attach, then the 3G-SGSN releases the
packet switched (PS) signalling connection.

Thus, embodiments of the present invention allow the SGSN to receive barring
information at any time in the form of dynamic signaling to the SGSN which can
be performed on an already established PDP context for deactivating an already
established PDP context under certain conditions. The dynamic signalling is
performed between the HLR and SGSN using standard MAP messages. This is
advantageous over conventional techniques which only deals with barring PDP

context during activation and not with established PDP contexts. Another



2) The SGSN informs the MS that it has been detached by sending
wioeiash /Reguest (Detach Type) to the MS. Detach Type shall Mﬁ%&%g/%m%
the MS is not requested to make a new attach and PDP contes i} '
activation. 5 3) The active PDP contexts in the GGSNSs regarding this
particular MS are deactivated by the! SGSN sending Delete PDP Context
Request (TEID) messages to the GGSNs. The GGSNs acknowledge with
adaétg® DP teontextddesponseatT EAMeIsageeisk ) pHbe MRWARS ithout
baﬁ;?éawes&- aind GPII:\Za%' ttached, thg .SGSN sgnds a.GPRS Detach
ndrcation ?ﬁ\/lg?mﬁes ge to the visitor location register (VLR) 9. The
VLR removes the associated with the SGSN and handles paging and
location update without going via the SGSN. 15 5) The MS sends a
Detach Accept message to the SGSN any time after step 2. 6) The SGSN
confirms the deletion of the MM and PDP contexts with a Cancel Location
Ack (IMSI) message. 20 7) After receiving the Detach Accept message, if
Detach Type did not request the MS to make a new attach, then the
3G-SGSN releases the packet switched (PS) signalling connection. 25
Thus, embodiments of the present invention allow the SGSN to receive
barring information at any time in the form of dynamic signaling to the
SGSN which can be performed on an already established PDP context
for deactivating an already established PDP context under certain
conditions. The dynamic signalling is performed between the HLR and
SGSN using standard MAP messages. This is 30 advantageous over
conventional techniques which only deals with barring PDP context
during activation and not with established PDP contexts. Another WO
2005/076653 PC17182005/000293
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15 advantage is that an operator can deactivate a user's PDP context
without barring the user completely. LLC YI_i\IS(E 16 CLAIMS: 1. A
method comprising: receiving subscriber data at a serving controllet Oy wise
connected between a user station and_an access point, the subscriber
data having been stored ina 5 subscribr information database, there
Qﬁi@&@:smblished communication channel between the user station
access point which provides a service to the user station, the
subscriber data comprising information relating to the user station being
Subscitbatetbabecosmpdeityovided by the access point; determining at the

Sef"?”%%?JMHB%JB@EHB%Hﬁ%{é%@gémte‘aﬁﬂ%ﬁ?gé JhILRREF B MR en a

service basedon the received subscri ta; and deactivating the .
\essabliaken aorhaTuARERMRSIAhIBRIARESORaNndatavingbiean Btares! in a

0B of Falmnbteampisingsbemiae plingiakistiagiRAed communication

communication channel including an initialization performed before the _
fRRBNAMERIESS. thecUsRIRERIIBN AaRNtDe RAREPEH RRIINNRIF RtV ides a service

parermed sidhsnseawiag tfé&ﬂb@}edaisecmwiéﬁmﬂ%mr@%%&he

the communication 20 channel should be established based on subscriber
AR TRV § dasrEbed deithsossiirprirndad Bl eraeeesampiat;

The mggigehahay A e dEWiRRIEBNYBRERIh A PIRE GoBtarkhin A YR IDermitted
define the established communication channel. 25
to access the service based on the received subscriber data; and

deactivating the established communication channel based on the

determination.

2. The method of claim 1, comprising the step of establishing a
communication channel including an initialization performed before the

receiving step.

3. The method of claim 2, wherein the initialization is performed at the
serving controller, the initialization determining whether the communication
channel should be established based on subscriber data received in an earlier

receiving step prior to the step of receiving.

4, The method of any preceding claim, wherein a PDP context is set up to

define the established communication channel.

5. The method of claim 4, wherein the PDP context comprises a logical

channel and a radio bearer channel.

6. The method of any preceding claim, wherein the method for deactivation

is performed in a wireless communication network.
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5. The method of claim 4, wherein the PDP context comprises a logical
channel and a radio bearer channel. 6. The method of any precedingLOYD wisg
claim, wherein the method for deactivation 30 is performed in a wireless
communication network. 17 7. The method of claim 6, wherein the

wireless communication network is a cellular communication network. 8.

he method of any preceding claim, wherein the subscriber information 5
gatabai‘é%smgi%? dgl’f:nc a%:hge%%ﬂ%& WHIENES S, SePURHIGRlIgnspatyierk is a
ihdaribesimenisaticiaietwval&o being able to roam into a visited network,
and wherein the user station is connected to a first serving controller

while in the first network and to a second serving controller while in the
&isited THetvnoekh toedfrst yapick sed oyl cdaiving loerdio HresSutisgricenmafiadation

h ) des, 9, The methad of
R R KT SR 2B oSS, Gt entg or
sHbsatiss Puintuseoatafinedisopreindeaberts poamingtosa vikitstadtwork, and

' . i icati h | 10. The ,
R0 R R RSl o
RARBNMIES 886/ iegecorowidisdedotvenadrallasfwideiadblistisited network, the first

fs' ' cs‘intsi
FRILRUBIa R UG el ed by 418 ARRARARSEAR one or
P& Satewmay tedeser station is in the home network the first service
controller deactivates all of the established communication channels for

services provided by the access points in the visited network.
9. The method of claim 8, wherein the home and visited networks each

have a plurality of the access points configured to provide corresponding

services to the user station over the established communication channels.

10.  The method of claim 9, wherein while the user station is in the home
network the first serving controller deactivates all of the established
communications channels for services provided by the access points in both the

home and visited networks.

11.  The method of claim 9, wherein while the user station is in the home
network the first service controller deactivates all of the established
communication channels for services provided by the access points in the

visited network.

12.  The method of claim 9, wherein while the user station is in the visited
network the second service controller deactivates the established
communication channel between the user station and the services provided by
the access points in the home network.

13. A communication system comprising:

a user station;
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25 12. The method of claim 9, wherein while the user station is in the LLOY
visited network the second service controller deactivates the established
communication channel between the user station and the services
provided by the access points in the hggne network. 30 13. A
communication system comprising: a user station; t. ~,. i yr? illil SF, 18

an access. point, wherein the system is configured.to establish a, .
comma s B TS G R o o B b
soichupicsidesch sendtbabmberuter staiciaticsubadriber actoassaioimt which
@ngeafggﬁ;%@nt% wgﬁgg)re&%ﬁl %,the 5 subscriber data comprising
[ Ing to a

Information rela e user statioh being subscribed to the service
providecdsbpshebemrdessrpuitinraddtalsaseify stotingleubscfigeredata bihe

dse 1Qn: t cess point, the .subscriber
S S e N e IR AR L SR
sHbsssiedtodhesiRviaad theided/mptbermrskesipaimtfignced to determine
that that an, i [ o) that service. hased on, ..
the neade e e I B e B B R Ptarion
eirfRAieedid® Reishnel based on the determination. 15 14. The system

of claifhd 3 BREHBIK dnfefm SRS RIR CoARBORtI%o TRARRISP B

communication channel.
subscriber data to the serving controller, and

D WisE

the serving controller is configured to determine that that the user station
is not permitted to access that service based on the transferred subscriber data
and to deactivate the established communication channel based on the

determination.

14.  The system of claim 13, wherein a PDP context is set up to define the
established communication channel.

15. The system of claim 14, wherein the PDP context comprises a logical

channel and a radio bear channel.

16.  The system of any of claims 13 to 15, wherein the system is a wireless

communication system.

17. The method of claim 16, wherein the wireless communication system is a

cellular communication system.

18.  The system of any of claims 13 to 17, wherein the subscriber information
database is located in a home network to which a user of the user station
subscribes, the user station also being able to roam into a visited network, and
wherein the user station is configured to be connected to a first serving

controller while in the home network and to a second serving controller while in
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15. The system of claim 14, wherein the PDP context comprises a logical

20 channel and a radio bear channel. 16. The system of any of claimst8YD Wisg
to 15, wherein the system is a wireless communication system. 25 17.

The method of claim 16, wherein the W'rgless communication system is a
cellular communication system. 18. TheSystem of any of claims 13 to 17,

i bscriber information database is located in a home network
e R B L R Se S Bleh oo appected to
bedngraibte tdhroaug intb @ eisitedengatewkyamati@gherein the user station is
configured to be connected to a first serving controller while in the home
network and to a second serving controller while in ?a.CYC] Vv sr: 19 the

{&ited Heavgyatetheoficiaind Sevdretaiortiindroomtr aliet sviséti) m:etmakte:lach
.19, The system of .
B IR AR08 ol AR fvices

tor thecesergdtietonfigured to provide corresponding services to the user

station. 20. The system of claim 19, wherein while the user station is in the
home network the first serving controller is configured to deactivate all of

ZRe 10 Bxeapisiesd ebaiaitniSativhereamhiis e seatctstivo idisothy tuene
ROEESK PRITHSIBRIMY eMrBfd aéﬂfg%fé%t“tfﬁ%a&%a‘ig%ﬁﬁtﬁ‘é of
claim 19, wherein whilé the user station Is In the home network the first
eglablighashsemnuniclirnasdhas aelsdwaerdices e vsledtapltbhaatcess

SOMBHNEANOR S hRE!s darveRdgenRigYided by the access points in the

visited network. 22. The method of claim 20, wherein while the user
station is in the visited

21.  The system of claim 19, wherein while the user station is in the home
network the first serving controller is configured to deactivate all of the
established communication channels for services provided by the access points

in the visited network.

22.  The method of claim 20, wherein while the user station is in the visited
network the second serving controller is configured to deactivate all of the
established communication channels for services provided by the access points

in the home network.

23.  An apparatus configured to be connected between a user station and an
access point,

there being an established communication channel between the user
station and the access point which provides a service to the user station, the
apparatus configured to:

receive subscriber data comprising information relating to the user
station being subscribed to the service provided by the access point, the
subscriber data having been stored in a subscriber information database;

determine that the user is not permitted to access the service based on
the received subscriber data; and
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network the second serving controller is configured to deactivate all of the
20 established communication channels for services provided by the LLOYD wyee
access points in the home network. 23, An apparatus configured to be S
connected between a user station and access point, 25 there being an
established communication channel between the user station and the

confo AR AT Se AR TR R AR >

detensenadiaion being subscribed to the service provided by the access
point, the 30 subscriber data having been stored in a subscriber

information database; determine that the user is not permitted to access

e serlhccappvaivs diclriveR&ddidrsonitiee RRE aontelt idemttivate define

1 ‘Efa%\‘#?;ﬁm ed on the determination. 24. The
@%%EEE%’% claim 23, Wﬁg;@}n@ t%ﬁeg{ﬁ% context is set up to define 5 the
established communication channel. 25. The apparatus of claim 24,

eret j ' radio.bearer .
e g S e I SR RS Flogica
diat@n s ad@ediglrearss eperatelin a wireless communication system.

27. The apparatus of claim 26, wherein the apparatus is configured to
operate in a cellular communication system. 15 28. The apparatus of any
clairhBe8rBarstyetantied elpasdddtes2bomhriein thoppratsainsis

m&@@%%&%l‘%@% 3 RS IR EHFRLRRLRBN system.

27.  The apparatus of claim 26, wherein the apparatus is configured to

operate in a cellular communication system.

28.  The apparatus of any of claims 23 to 25, wherein the apparatus is
configured to operate in a home network to which a user of the user station

subscribes.

29.  The apparatus of claim 28, wherein said apparatus is configured to
connect to a serving controller of a visited network through one or more

gateway nodes.

30.  The apparatus of claim 29, wherein the apparatus is configured to
deactivate established communications channels for services provided by

access points in both the home and visited networks.

31.  The apparatus of claim 29, wherein the apparatus is configured to
deactivate established communication channels for services provided by access

points in the visited network.
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subscribes. 20 29. The apparatus of claim 28, wherein said apparatus is
configured to connect to a serving controller of a visited network through
one or more gateway nodes. 30. The apparatus of claim 29, wherein thﬁ
apparatus is configured to 25 deactivate established communications
channels for services provided by accéss points in both the home and

sited_networks. 31. The apparatus of ¢laim 29, wherein the apparatus, is
Lo BRI AL AR ot R MR ANF AGRAT SLH s
ofigleddycaopesste3h poutitan thetwistie dindttwosknheCH® \dsrnAdgB2ontroller
The apparatys of any of claims 23 tq. 25, wherein the apparatus i
e L R G B seh el ok e LR S e Torppan one or
roonér glide vod v imohes .network to which a user of the user station
subscribes through one or more gateway nodes. 5 33. The apparatus of
claim 32, wherein the apparatus is configured to deactivate established
sommihieapechtumelciains 82/ vdsapedvitted dppacakssispcomigard to

JER ISR AR e & SOMENEL AR RLAYS! SORISTIOR MRS access

comprising: receiving subscriber a serving controller connécte
betvedn thelsemstatidwaikd an access point, the subscriber data having
been stored in a subscriber information database , there being an
established communication channel between the user station and the
HecesPpoimtpiBhprasyaiespacsivicenpising asoettataonipising:

SubscriBeE 4R CORRIRRD VRIS KRG 1B R SAETRR o

subscri € Service prov e atcess poin
user station and an access point, the subscriber data having been stored in a

subscriber information database , there being an established communication
channel between the user station and the access point which provides a service
to the user station, the subscriber data comprising information relating to the
user station being subscribed to the service provided by the access point;
determining at the serving controller that the user station is not permitted
to access the service based on the received subscriber data; and
deactivating the established communication channel based on the

determination.

35. The computer program product of claim 34, comprising the step of
establishing a communication channel including an initialization performed

before the receiving step.

36. The computer program product of claim 35, wherein the initialization is
performed at the serving controller, the initialization determining whether the
communication channel should be established based on subscriber data

received in an earlier receiving step prior to the step of receiving.

37.  The computer program product of claims 34 to 36, wherein the PDP

context is set up to define the established communication channel.

OYD WISE
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determining at the serving controller that the user station is not permitted

to access the service based on the received subscriber data; and

deactivating the established communication channel based on the 20 ¢y, WisE
determination. 35. The computer program product of claim 34, comprising R
the step of establishing a communicatiof channel including an

initialization performed before the receiving step. 25 36. The computer

program product of claim 35, wherein the initialization is performed at the

§§rvingTbem:mﬂ@|utthqdmgadizabmddei&Bﬁ&mmg Whemhﬁrﬂﬂﬁ the PDPdcontext

fi ch n eI sh uld stablished b se subscrlber ata
(rgé)('?]]eﬁ/}%% :S;n%afr)l% |er rae%gﬁnﬁg %6 RPFAIRE & celvmg. 30 37.
The computer program product of clalms 34 to 36, whereln the PDP

ntex the e ta I| omm annel.
g[SE ﬁé‘; 3%6%5%?5%}8§er P ogram pro Fl?cﬁno% ﬁ%%g/‘ K)&%ﬁ%'i'ﬁ ttrﬁ% method
fpom@@m@aondmpas‘esraddgmal witales anch@uaitatmarestelaknel. 5
39. The computer program product of claims 34 to 36, wherein the method
for deactivation is performed in a wireless communication network. 40.

4he coRhsueenmputeapTegaino ictiaim 3gainhateinbiesainrtessireless
CHMMYHCAHOR RERWEF g is & {581&{'{%!; 838ﬁm§@i'83f1 9 hetwork. 10 41. The

computer program product o ereln € Subscriber
information database is located in a home network to which a user of the

Aper SR SHASHR o fIEMSSToHAEPBr USRS 5 A4 QAT ISR
subscriber information database is located in a home network to which a user of
the user station subscribes, the user station also being able to roam into a
visited network, and wherein the user station is connected to a first serving
controller while in the first network and to a second serving controller while in
the visited network, the first and second serving controllers being connected to

one another through one or more gateway nodes.

42.  The computer program product of claim 41, wherein the home and
visited networks each have a plurality of the access points configured to provide
corresponding services to the user station over the established communication

channels.

43.  The computer program product of claim 42, wherein while the user
station is in the home network the first serving controller deactivates all of the
established communications channels for services provided by the access

points in both the home and visited networks.

44.  The computer program product of claim 42, wherein while the user
station is in the home network the first service controller deactivates all of the
established communication channels for services provided by the access points

in the visited network.



visited network, and wherein the user station is connected to a first

serving 15 controller while in the first network and to a second serving

controller while in the visited network, the first and second serving LLOYD Wisk
controllers being connected to one another through one or more gateway

nodes. 42. The computer program prod%ﬁ:t of claim 41, wherein the home

and 20 visited networks each have a plurality of the access points

configured to provide corresponding services to the user station over the
45tab|i§h@mummnipwgmmmmeist 88cIaite SOMPHERE BT ETREHREQGS G

ta aim 42, wh hereip whil e user 25 sta (ion is.in the ho e network the
B S e s e e sPind SBcTigh ol iAae the

eb&hehd@msmwmmrdeﬂdmmﬁmetvw@ﬁ theintseinstatio thendotme sdflices
ISite tworks. 44, The computer program product of claim 42, wherein

&%.Yé%%@%ﬁ%&%‘%%ﬁ%r? %”?gs]tﬁ‘et‘%‘éprx%gﬂ&w#m first service controller

deactivates all of the established communication channels for services

provided by the access points in the visited network. Loy( {/ )S! 23 45.

The computer program product of claim 42, wherein while the user station

is in the visited network the second service controller deactivates the

established communication channel between the user station and the
services 5 provided by the access points in the home network.



