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ENCRYPTED PROGRAM EXECUTI NG APPARATUS 5 Téthnicalls Flel'g: *~ s

The present invention relates to an encrypted 3 : :priograg.exeguting
apparatus | oaded into a conputer or the |i"ke "Whi‘ch Has*“a function of
decrypting an encrypted program and executing the decrypted program
10 Background Art A varietylof types of software have
recently been ived in accordance with the remarkabl e spread of
conput ers and caﬁRﬁgsB§??§§ed as gener al - pur pose sof tware

irrespective of a type of conputerp glogewer,1 gS5r 1 il l egal copy of
software is increasing and thus sone ~ nmeasures have to be taken

i medi ately to prevent an

ENCRYPTED PROGRAM EXECUTING APPARATUS

5 Technical Field
The present invention relates to an encrybted
program executing apparatus loaded into a computer or
the like which has a function of decrypting an encfypted
program and executing the decrypted program. '
10 Background Art
A variety of types of software have recently been
contrived in accordance with the remarkable spread of
computers and can be utilized as general-purpose
software irrespeétive of a type of computer. However,
15 " an illegal copy of software is increasing and thus some
~measures have to be taken immediately to preveﬁt an
illegal copy.
As one measure to prevent'sottware from being
illegally copied, there is provided a copy prevention
20 method wherein a software is encryptéd and only an
authorized uSer is infé:med of a decrypting program and
the encrypted software is decrypted before execution.
The conventional encryption is perfofmed mainly
using. a software conversion aigorithm. The more
25 complicated the conversion algorithm, the more difficult
| the decryption of software, however, it is actually very

hard to create such an encryption algorithm. Further,



i1l egal copy. . ' As one neasure to prevent software from being
i1 egal |y copied, there is provided a copy preveifs of “20-C "HBt'RBd wher ei n
a software is encrypigd and only an aut tord zed wser :i.s :i af ormed of
a decrypting progrg the encrypted software is*"detrypted before
execution. Aying.

~pnal encryption is perfornmed nainly

using a software cUmme ) 4 The dore 25 conplicated the
conversion algorithm the Tore_diffifcult t he decryption of
software, however, it is actually Very hard to create such an

encryption al gor itheMconvientdional encryption method has drawbacks in

2 t he conventional encryption nmethod has drawbacks in which.a
decrypting =  wiriat amddcsgt ing qopgramnitasdkt ciergopied sand \khe i s
decrypted and the decrypted programis copied and used, and_ so on.

5 St at ed enmtypredvegoftware ok dgcxyptedfangd ridhe AFXRYRAd in the
conventional systemby a software nethod using a password. However, the

sof twar e net hod BPEPGRAM k6 HRiAd AR L8R Mt perfectly prevent an

&
illegal copy. It is possible to conpletely copy the_softwar T npl et e
copy an not be %ﬁﬁﬁ?%gﬁ?%$ﬁﬁFfV?ﬁnt%@ed$_ﬁYn%f_ghe softwan 8

prevented in the conventional system by a software
method using a password. However, the software method
is not an almighty measure and can not pe;fectly prevent
an illegal copy. It is possible to cbmpletely copy ;he

10 software. The complete copy can not be distinguished
from the original.

The present invention has been developed in
consideration of the above and its object is to provide
an encrypted program executing apparatus capable of

15 preventing an encrypted progrém from being copied and
used. |
Disclosure of Invention

According to a first aspect of the present

invention, there is provided .an encrypted program

20 executing apparatus for executing ah encrypted program
at least a part of which is encrypted, the apparatus
comprising first memory means for stbring a decrypting
program, means for decrypting the enqrypted program by
using the decrypting program stored in the first memory

25 means, second memory means for storing a program
decrypted by the decrypting means, and means for

inhibiting the decrypted program stored in the second

This Sheet Has Been ReIpIaced
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10 - The present invention has been devel oped in consideration of
tshe above and its object is to provide an ency ypt €d: predtani Bxecuting
appar at us capa 0T RS ing an encrypted prograamfgom:bei ng copi ed
and used. 15} TS SFBsLiEnof | nyenti on ** """ Accot'ditg to a first
aspect of the REK oAt here is provided an . encrypted
program execut i pparatus for executing am encrypted prid¥ as Been Replaced
| east a part of which is encrypted, the apparatus conprisin mmﬁ
menory neans for storing a decrypting program decrypt i

decrypting the opmions} kbt ¥ e irsd NGeddeowlecr ypti ng program

stored in said first nenory neans, the decrypting neans including a

CPU, formed in an LSlAcdondingctdiagsédendecaspect ngf pthbgrpnesented in said

first menory neans; 25 second nenory neans, including a cache nenory
fornmed in the LSinvénrion, theue iy providednancngyypied\pregraBiecr ypting
nmeans; and i nhibiting nmeans for inhibiting the decrypted program

stored in said eeariding toxkhe \finshaspest belmgvhieh %‘E‘F,d‘?‘l’mﬁh?‘éiti ng

means i ncluding a control foromed in the LS, to mhiﬁ

) regi ster : b an
inhibit fi%g is I&%ﬁtnw&%}%ﬁ%l@?%}h rkPERRQ 1Yy r 3 HET ex kRt RECCURENY
cache function of, sajd cache nenory bein .inhibited jf_fhe.inhphbi
flag is set in the (iﬁﬁﬂﬁﬁll}%&%?%?&_m sgored in ﬁxe hrs{: s’Eorln 11085}15,

3 Accordi.ng to a second. aspec f th ent _J | t here
. i's provided a’%%r%ﬁ%’ﬁpﬁ%ﬁm éﬁ%%‘ff?i%%méf)%%%éat%scégl}r{g&ée@ﬁﬂ’ng an
encrypted progr rmed A éﬁgﬁisf.part of which is encrypted, the apparatus
conpri si ng: I'rst wenory neans for storing a decrypting program 5

decrypting neans for ﬁE@%ﬂ@iﬁ@gt6h§ %apégﬂegfogfaghgygyégggtthe

decrypting program stored n sard first” nenory nean t he decrypting

means i nglgldi ng #hventidhY thOFeLh i PréVided - ah BnEXPstéd Ngré§easdiecr ypting

program stored in said first menory neans;
according to the second aspect, in which the inhibiting

meané'comprises a control register, formed in the LSI,
to which an inhibit flag is set.when the deérypting
program'is executed; and a cache function of the cache

15 memory is inhibited if the inhibit flag is set in the |
control register.

According to a fourth aspect of the present
invention, there is provided an encrypted program
according to the second aspect, in which the inhibiting

20 . means comprises a flip-flop, formed in the LSI, to.which
an inhibit flag is set when the CPU executes an
instruction to write the decrypted program into the
cache memory, and a cache function of the céche memory
is inhibited if the inhibit flag is set in the flip-flop.

25 - According to a fifth aspeét of the present
invention, there is provided an encrypted program

according to the second aspect, which further comprises



secondary nenory neans, including a cache nenory forned in the LSI, for 10
storing a program decrypted by said-fecrypting neans: and- .« " i"ifi biting
means for inhibiti t-4e ; ogram stordd d n:sai d:sécond;

menory means from i nhi bi ti ng“Means i ncl*uding*a
flip-flop, forf 2 Let—1t0 which an inhibit flag is set when CPU
executes an I Nk Ton to wite the deéerypted programinto the cache
menory, and a cache 15 function of said cache nmenory being inhibited if
the flag is set in said flip-flop. According to a third aspect
of the present ifuandifor iAGEetingPdOoyrégfam) thirdenemypy edegnsgfam
executing apparatus for executing an encrypted program at | east a part
of which is encrggpdringcaospecifio ifformatbonaspethe cdpparapuesecand2in

i nvention, the apparatus further conpri sing: | oadi ng nmeans for | oading
a program i ncl udimicln wivgyrtlybt inpetting peans aimpets a pragephayi ng a
copyright claimng nessage and a processing programat |least a part of
whi ch is encryptiegluding sai pasiseeygt ¢atcwbakion opregeanpwhight k8 encrypt ed
copyright claimng program 25 by using the decrypting programstored in
sai d first5 menorgnexypted, thes%%@ decryRtsehhe yPasswerd craleviahion

mans for i opl EROGFERe SHOER SRS CleFFYRESdebesgRota Eal ST AR ESRecr vt ed
rebsrdtng Lo a MOREFRRCHECENS: Serehd Rulery oRnt: creleRERESs Proyi ded

2t east a part HSTHTES BASER FEOPS' Hre il FaFb LR in PTG EflePr 0OTAT
decrypti ng meanc TR YRESS Jpafiustd Cafo a1 AEFON Hht8g: B p AT compares the
decryptir@u di ng ﬁé%f&%@%?ﬁ?%s%&&?&ﬂdférgé 4 Y1iABREShyt BeugdEs! YPting

. 5 :
means i nc rmmed in an LSI, tfor executing the decrypting

program stored in saigeébf8ingot8CaPEYxER2A8pect of! €REI pgeBBARIY Means for
| oadi ng a programincluding a”password cal culation :

invention, there is provided an encrypted program

according to the second aspett,.which'further comprises
means for inputting a program, and in which when the
15 inputting means inputs a program including a copyright
claiming program for displaying a copyright claiming
.message and a processing progrém at least a part of
- which is encrypted, the CPU decrypts the encrypted
copyright claiming program.and displays the copyright
20 "claiming message.
Brief Description of Drawings
FIG. 1 is a block diagram showing a computer loaded
with an encrypted program executing apparatus according
to a first embodiment of the présent invention;
25 FIG. 2 is a flowchart showing a sequence of

execution of an encrypted program according to the first

embodiment of the present invention;
heet Has Been Rerlaced
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progran1at | east a part of whi ch is encrypted; second nenory neans for
storing the password cal cul ati on program decrypted -~ by said” dgcryptlng
means; 10 third nmenory neans for storing a spedlﬂlc*lmfounﬁtldn i nher ent

¥

to the encrypt ed progr am execut i ng appar at us’ * means”f of
cal cul ating a password based on the specific information stored in
said third menory means, using the decrypted password cal cul ati on program
stored in said second nenory neans; and 15 neans for conparing the user
password- i nput by said input neans with the cal cul ated password and in
“whi ch execution of thprencsypsed plogkadiagram showbni aedomputer leeded
password does not coincide with the cal cul ated password. Bri ef
Description of GRwiwhngs &fcrypted progr&hGexdcusingbapparatugraacendingg a
conput er | oaded with an encrypted program executing apparatus
according to a ftosa sedondnembodimeire of cthat present nimvienbhon; 25
FIG 2 is a flowhart showi ng a sequence of execution of an encrypted
progran1accord|ng to FEG.f#ris anbbawebartoshewingr assaguepeeneion;

FIG 3 is a block diagram show ng a conguter | oaded
mnth an ed%rypte@K%FQEE@WnQ&e%%t??@FER&@FaPHQQEE%o?G?ﬂﬁ ing to thg§ 5 second

enbodi nent of the present I nvent | FIG.,4 is a flowhart
showi ng a sequen%%??ﬁ embodiment of the present invention;

FIG. 5 is a block diagram showing a computer loaded
with an encrypted program executing apparatus according
'to a third embodiment of the present_invention}

10 FIG. 6 is a flowchart showing a sequence of
execution of an encrypted program according to the third
embodiment of the present invention;

FIG. 7 is a block diagram sﬁowing a computer loaded
with an encrypted program executing apparatus according

15 to a fourth emquiment of the present invention; and

FIG. 8 is a flowchart showing a sequence of
execution of an encrypted program according to the
fourth embodiment of the present invention.

Best Mode of Carrying Out the Invention

20 A preferred embodiment of an encrypted program
executihg apparatus according to the present invention
will now be described with reference to the accompanying
drawings.

FIG. 1 is a block diagram of the whole

25 configuration of a computer loaded with an encrypted

program executing aﬁparatus according to a first

embodiment of the present invention. The computer
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5 execution of an encrypted program according to the second

A

enbodi ment of the present invention; v FI6 THks-a BI'0gk di agram
showi ng a conputer | oaded with an encrypgted pragrantexdctting

appar atus accor di ng to a third enmbodi nent” of tHhe presént*invention;
10 FIG 6 is a flowhart showi ng a sequence of execution

of an encrypted program according to the thiérd enbodi nent of the
present invention; FIG 7 is a block diagram show ng a

conput er | oaded with an encrypted program executi ng apparatus

according 15 corniprBsd® W (dherdlnip Meiiradonpetenr eberand rarerexternahd
FIG 8 is a flowhart showi ng a sequence of - execution of an

encrypted progr asenianprdbivigeé a5 he The one-chigr micavicotpwder d0 t he present
i nventi on. Best Mbde of Carrying Qut the Invention 20 A
preferred enbodicumpridesira CRY y(lantmbRrosessing Unidek ut} nEPRppar at us
according to the present invention w Il now be described with
reference to theontuadking fghe whole appakafps. The CPU 11 gongrolsg g ,

bl ock di agram of the whole ) . . .
the operations of the respective circuits in the

computer according to the programs stored in advance in
an internal ROM (Read Only Memory) 12. The one-chip
.microcomputer 10 also comprises a cache memory 13 and a
control regisfer 14 for storing control data for
10 controlling a cache function of the céche memory 13.
" The ROM 12 and.cache memory 13 are connected to the-CPU
11 through a system bus 16 formed of a data bus, address
bus and control bus.
The cache memory 13 is so constituted that a cache
15 function (purging and writing of data)'for a storage
area is inhibited or allowed in accordance with a set
"1l" or reset "O" of a.flag stored in the control
register 14 and cor;esponding to the storage area. When
the cache function for a given area is inhibited, the
20 data stored in the area can be resident data. The CPU
11 sets and resets the flag.
The system bus 16 of the one-chip microcomputer 10
is connected to the memory device 15 via an I/0 buffer
17. A portion of the bus between the I/0 buffer 17 and
25 the memory device 15 is called an external bus. The
memory device 15 stores two types of programs including

an encrypted program which must be decrypted before
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25 configuration of a conputer |oaded with an encrypted pr ogram
executing apparatus according to a first < ebediTenl -~ 6T S e present

i nvention. The conputer MM R T )
conprises a one-chip nmicroconputer 10 and an ext éf " Wenbry device

u

nal”

15. The one-chip m croconputer 10 coqﬁrises-a CPU (.Centr al .
Processing Unit) 11 for control ling the whol e apparatus. The CPU 11
controls 5 the operations of the respective circuits in the

conput er according to the prograns stored in advance in an internal
ROM (Read Only MNeregutidi.andea anen-<ednqrypted programcofhe ethal® al so
conprises a cache nenory 13 and a control register 14 for storing
control data forprdgram is oot oié¢dessarily endxyptedn bttt E8che nmenory
13. The ROM 12 and cache nenory 13 are connected to the CPU

11 through a sysswffinkent thatreat ckeasta Paxk ofidtheserogram is

encrypted. The memory device 15 is not limited to a

- 5 .semiconductor memory device, bﬁt may be a memory card,
hard disk drive and floppy disk drive. It is possible
to dowh load programs into the ﬁemory device 15 from a
network.

When reading a program stored in the memory device

10 15, the CPU 11 performs a control operation in
accordance with the program. A decrypting program is
previously written in the ROM 12. When the ehcrypted
program is read, the program is executed after an
encrypted portion thereof is decrypted. The decrypted

15 program is stored in the cache memory 13 as a resident
file. If the program read from the memory device 15_is
a non-encrypted program, the CPU 11 executes the program
using a cache function for all areas of the cache memory
13. Since the I/0 buffer 17 is connected betﬁeen the

20 system bus 16 and the external bus (memofy device 15),
the contents of the ROM 12 including the decrypting
program cannot be read out of the.one-chip microcomputer
10.

An operation of executing ah encrypted program in

25 the computer loaded with an encrypted program executing

apparatus having the above configuration according to

the first embodiment, will now be described.



bus and control bus. The cache nenory 13 is so constituted

that a cache 15 function (purging and witing of dafa).«foF “& st or age

area is inhibited or allowed in accordance withiaset : : . "1¥ or reset
"0" of a flag stored in the control regi sSter ™14 and corréspondi ng

to the storage area. Wen t he cache function for a given area is

I nhibited, the 20 . data stored in the ar®a can be resident data. The

CPU 11 sets and resets the flag. The system bus 16 of
t he one-chip m croconputer 10 - Is connected to the nmenory device 15
via an |1/0O buffer FIG. 17isAapblowehanrt shewbng aepwmeeasshefl/ O buffer

17 and 25 the nmenory device 15 is called an external bus. The

nenory devi ce 1Sex¢cutingviche yemerypted gprogeannin uthegcomputer hpaded

encrypted program whi ch nust be decrypted before )

7 with the encrypted program executing apparatus according
to the first embodiment.

5 At step S11, an encrypted program which must be
deerypted is loeded into the memory device 15. A part
or whole of the program is encrypted irrespective of
Commaﬁd and data and information indicative of an
encrypted program is added to the header of the program

10 or the like. Based on the information added to the
- header or the like, the CPU 11 determines that the
program read out from the memory device 15 is an
encrypted program.

At step S12, the encrypted part of the read program

15 is taken into the CPﬁ 11. At step S13, the encrypted
part is decrypted.

When the encrypted part of the program is taken
into the CPU 11, the encrypted part is decrypted in
accordance with the decrypting program stored in the ROM

20 12. The decrypted program is written into the cache
memory 13 et step S14.

As descriﬁed abqve, since the contents of the ROM
12 cannot be read out to the external bus, it is
unlikely that the algorithm of the decrypting program

25 will be analyzed by a third party.
| | After the encrypted part of the encrypted program

is decrypted and this decrypted program is written into



execution and a non-encrypted program The whol e programis not

mecessarily encrypted, but it is suf ficigeng «that al -ME€4ast sa part of

the programis encrypted. The nenory device 153sinot Rigited to a
5 semi conductor menory device, but may be a nendfy Tcard, ** * hard
di sk drive and floppy disk drive. It is possible : to down | oad
prograns into the nenory device 15 froma 9 net wor K.

When reading a programstored in the menory device 10 15, the CPU 11
performs a control operation in accordance with the program A

decrypting progreaicdache memoPy €Vl Pus! yadhié tishibit t ikagBtdred \iirnthae
encrypted ~ program.is read, the programis executed after an

encrypted porti Gort¥sEFedSsESEr VPtatd dhwteeTlingea cddhe funcyiamyis
stored in the cache nenory 13 as a resident file. If the program

read fromthe nesidly a&va cdatd perge of a stovagenargatefl thegmempryhd3CPU
11 executes the program using a cache function for all areas of the
cache nenory where 1the Sleceypted | pxdPodm eis Iwrittennntst egt pat WweEaPt he

20 system bus 16 and the external bus (menory device 15),. . .t he.
contents & the S 1Thexsfiafieng thee desayphachgrogram is inhibited from

being read out to the external bus.

The decrypted program written to the cache function
inhibition area of the cache memorf 13, islcombined with
a non-encrypted part of the encryptéd program loaded in

10 the memory device 15. The combined program is executed
by the CPU 11 (step S16). Of the encrypted program
loaded in the memory device 15, the encrypted part is
decrypted and stored in the cache memory 13 as a
resident file, whereas the non-encrypted part is

15 executed through a normal cache function using the
remaining part of the cache memory 13.

When the encrypted program need not be executed,
the decrypted part stored in the cache memory 13 is
erased, and the cache function inhibition flag set in

20 the control register 14 in accordance with the storége
area corresponding of the decrypted program ig reset to
release the cache function inhibition.

According to a computer loaded with the encrypted
program executing apparatus according to the first

25 embodiment, the encrypted part of the encrypted program
loaded in the memory device 15 is taken in the one-chip

microcomputer 11 and is decrypted based on the



progrhn1cannot be read out of the one-chip m croconputer 10.

uuuuuuuuuuuuuu

| oaded with an encrypted program executing : ¢ apparatus.having the
above configuration according to the first énbddi nEnt;" Wll now be
descri bed. , , 8 . FI G
2 is a flowhart showi ng a process of 10 executing the encrypted
programin the conputer | oaded with the encrypted program executing
appar at us accordi ng to the first enbodinent. 5 At step

S11, an encrypt ede 2y VPreframsstdbeed in advanrceyphetheésROMad2dwhich
the nmenory device 15. A part or whole of the programis encrypted
i rrespective of cannot béof@addoatdtdatheaegténhal nbason Thelidetrypted an
encrypted programis added to the header of the program '
program is written in the cache memory 13, and a flag
stored in the control register 14 and corresponding to
5 the storage area of the decrypted program is set,
thereby inhibiting the cache function of the storage
area and decrypted program from being read out to the
external bus. The decrypted.program stored in the cache
memory 13 and.the non-encrypted program stored in the
10 . memory device 15 are combined and executed by the CPU 11.
Therefore, the conventional drawbacks wherein the
decrypting program itself is copied and the encrypted
program is decrypted or the decrypted program is copied
and used, can be eliminated by a simple'modification to
15 the configuration of the computer.

When an encrypted program is decrypted by its
dedicated decrypting program in a specific computer, an
encrypted program executihg apparatus with high
reliability, which prevents the decrypting program or

20 .decrypted program from being read out bj a third party,
can be provided.

In the above embodiment, when the decrypted program
is written to the cache memory 13, the cache function in
its storage aiea is inhibited by the control register 14,

25 and the decrypted program is inhibited from being sent

out to the external bus. If, as in an encrypted program

executing apparatus according to a second embodiment of
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10 or the like. Based on the information added to the -header or
the like, the CPU ‘11 determ nes that the - pwegraﬂ}read ~oUt* fromthe
menory device 15 is an encrypt ed prograﬂ1:, v . Y . At step S12,
the encrypted part of the read program 15 |s “taker into the*CPU 11. At
step S13, the encrypted part is decr¥pt When t he
encrypted part of the programis taken |nto the CPU 11, the
encrypted part is decrypted in accordance with the decrypting
program stored in the ROM 20 12. The decrypted programis witten into

the cache tHe presdmt ainvéepidiihown in FIGS. Rsamkist;iamd above,
since the contents of the ROM .12 cannot be read out to the external

bus, it is instiddikidy (dreforded angbte timstofudtibonecey pexrite paogr am
25 will be analyzed by a third party. After the encrypted
part of the encrdetmtbiedgrogram to the crche mempryndl3 rddecr ypt ed
programis witten into

51multaneously to add a cache inhibition flag is

5 included in the system program of a CPU 21, the

fbregoing control register 14 for inhibiting the cache

function and releasing the ihhibition is unnecessary,

thus making it more difficult to read out the decrypted

program.

10 Other embodimenté of the encrypted program
executing apparatus according to the presént invention
will be described.

FIG. 3 is a block diagram of the whole
configuratioﬁ of a computer loaded with an encrypted

15. brogram executing apparatus according to a second
embodiment of the present invention. The computer
comprises a one-chip microcomputer 20 and an external
memory device 25. The one—chip.microcompufer 20
comprises a CPU 21 for controlling the whole apparatus.

20 Thé CPU 21 controls the operations.of the respective
circﬁits in the computer according to the programs
stored in advance in an internal ROM 22. The one-chip
microcomputer 20 also comprises a cache memory 23 and a
flip-flop 27 for storing control data for cohtrolling a

25 cache function of the cache memory 23. The ROM 22 and

cache memory 23 are connected to the CPU 21 through a

system bus 26 formed of a data bus, address bus and
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9 the cache nenory 13, a cache inhibit flag stored in the

- e N

control register 14 and controlling a cache functfion; STV as a

[ 4

data purge of a storage area of the nenory 13 ¢ I ¢ wﬁer%:the décrypted
programis witten, is set at step 5 S13. Therétdre, "t h& décrypted
programis inhibited from being read out to the external bus.
The decrypted programwitten to the cache fénction I nhibition area
of the cache nmenory 13, is conbined with a non-encrypted part of
t he encrypted program | oaded in 10 the nmenory device 15. The conbi ned
programis execUtéskrol bus. by the CPU 11 (step S16). O the encrypted
program _ | oaded in the nenory device 15, the encrypted part is
decrypted and stored Thet8&chachemoeyo2$ i8 se eonstitutedethdtna tache
whereas the non-encrypted part is - 15 execut ed through a normal cache
function using tfenction (puxgimngiamdperitibhgtdf datay fernoay 13,
When the encrypted program need not be executed, .
predetermined storage area is inhibited when the data is
5 written into the storage area by the CPU 21 with an
enforced write instruction.  The flip-flop 27 is
provided in correspondence with the predetermined
storage area of the cache memory 23 into which the data
is written under the enforced write instruction.

10 Therefore, when the CPU 21 writes data into the cache
memory 23 under the enforced write instruction, the flag
is set in the flip-flop 27 so that the cache function of
the cache memory 23 is inhibited. When the cache
function is inhibited, the data in the caché memory 23

15 can be resident data.

The system bus 26 of the one-chip microcomputer 20
is connected to the memory device 25 via an I/0 buffer
28. A portion of the bus between the I/0 buffer 27 and
the memory device 25 is called an external bus. The

20 memory device 25 stores two types of programs including
an encrypted program which must be decrypted before
execution and a non-encrypted program. The whole
program is not necessarily encrypted, but it is
sufficient that at least a part of the program is

25 enérypted. The memory device 25 is not limited to a

semiconductor memory device, but may be a memory card,

hard disk drive and floppy disk drive. It is possible



the decrypted part stored in the cache nenory 13 is erased, and the
cache function inhibition flag set in 20 t hé" . cont T'of -Tegi'stel: 14 in
accordance with the storage area correspondi g of :tbhe degrypted
programis reset to rel ease the cache fufitti*dh " nhibi t oh.
According to a conputer |oaded wth the encrypted - program executi ng
apparatus according to the first 25 enbddi nent, the encrypted part of
the encrypted program : | oaded in the nmenory device 15 is taken in

t he one-chip m croconputer 11 and is decrypted based on the

10 decr ygd | dheR’ PEAA DG &ils | InfEVERS SmbilotHeadebd 228hEebm a
cannot be read out to the external bus. The decrypted . programis
witten in the cgétgorrory 13, and a flag stored in the control
regi ster 14 and corresponding to 5 the storage area of the decrypted

programis set, When reading a program stored in the memory device

25, the CPU 21 performs a control Qperation in

5 accordance with the program. A decrypting program is
previously written in the ROM 22. When the encrypted
program is read, the program is executed after an
encrypted portion thereof is decrypted. The decrypted
program is stored in the cache memory 23 as a resident'

10  file. If the program read from the memory device 25 is
a non-encrypted prograﬁ, the CPU 21 executes the program
using a cache function for all areas of the cache memory
23. Since the I/O buffer 28 is connected between the
system bus 26 and the external bus (memory device 15),

15 the contents of the ROM 22 including the decrypting
program'cannot.be read out of the one-chip microcomputer
20.

An operation of executiﬁg an encrypted program in
the computer loaded with an encrypted program executing

20 apparatus having the above configuration according to
the second embodiment, will now_be described.

FIG. 4 is a flbwcharﬁ showing a prodess of
executing the encrypted program in the computer loaded
with the encrypted program executing apparatus accqrding

25 to the second embodiment.
At step 521, an encrypted program which must be

decrypted is loaded into the memory device 25. A part



thereby I nhibiting the cache function of the storage, _~ ~ area and
decrypt ed program from being read out to the : ¢ ~yexternal " BUS;: The

-

decrypted program stored in the cache menory: 13 andithe ©
non-encrypted programstored in the 10 menory”.déevi ce 15 af'e &onbi ned
and executed by the CPU 11. Therefore, the conventional drawbacks
wherein the decrypting programitsellf is copied and the encrypted
programis decrypted or the decrypted programis copied and used,
can be elimnated by a sinple nodification to 15 the configuration of

the conputer. or whole of ¥RE PPogP&m YD céndrpetéd) ipréspeypivd bf its
dedi cated decrypting programin a specific conputer, an encrypted

progr am execut i ngoruiddd JAnd da4td anhghinformatior! inditatjvewbfcanprevents
t he decrypting programor 20 decrypted program from bei ng read out by
a third party, encryptednpbegpamvisieadded to the headertdf thevprogram
enbodi nent, when the decrypted program Is witten to the cache
menory 13, the oexchehé uhtkeon Based on the tinfnmatjomradded taHheted by
the control register 14, 25 and the decrypted programis inhibited
from bei n sent header oputheolike, ekherGRY %Zs@eF¢th§e§ntBﬂteﬁE?ypted

program program read out from the memory device 25 is an
encrypted program.
At step S22, the encrthed part of the read program
is taken into the CPU 21. At step S23, the encrypted
10 part is decrypted. |
When the encrypted part of the program is taken
into the CPU 21, the encrypted part is decrypted in
accordance with the decrypting program stored in the ROM
22. The decrypted program is written into a
15 predetermined storage area of the cache memory 23 at
step S24. This data wfiting is performed by an enforced
write instruction of the CUP 21 and a cache inhibiting
flag is set in the flip-flop 27 as well as the data
writing so that the decrypted ptogram is prevented from
20 being read out to the external bus.
As described above, since the contents of the ROM
22 cannot be read out to the external bus, it is
unlikely that the algorithm of the decrypting program
will be analyzed by a third party.
25 The decrypted part of the encrypted program which
is written into the cache inhibiting area of the cache

memory 23 is combined with a non-encrypted'part of the



executlng apparatus according to a second enbodi nent of ) _

the present invention shown in FIGS. 3 and 4, ang ¢ =z ~~.¥Astiyetion
(enforced wite instruction) to wite a (ﬂx#ypted progranrto t he
cache nmenory 13 and simul taneously to add’a cache iHhibitfon flag i's
5 i ncluded in the system program of a CPU 21, the f or egoi ng
control register 14 for inhibiting the cach&5 function and rel easing
the inhibition is unnecessary, thus making it nore difficult to
read out the decrypted program 10 QO her enbodi nents of

the encrypted Préiidpted p progEiE CLEAdEH DRI UifierSLPT déviicé 025 he Theesent
I nvention be "descri bed. FIG 3 is a block di-agram
of the whole  combined program is executed by the CPU 21 (step S25).
Of the encrypted program loaded in the memory device 15,
the encrypted part is decrypted and stored in the cache
5 memory 23 as a resident file, whereas the non-encrypte§
part is executed through a normal cache function using
the remaining part of the cache memory 23.
When the encrypted program need not be executed,
the cache function inhibition flag set in the flip-flop
10 27 is reset and the decrypted program stored.in the
cache memory 23 is erased.
According to a computer loaded with the encrypted
program executing apparatus according-to the second
~ embodiment, the encrypted part of the encrypted program
15 loaded in the memory device 25 is taken in the one-chlp
mlcrocomputer 20 and is decrypted based on the
decrypting program stored in advance in the ROM 22 which
cannot be read out to the external bus. The decrypted
program is written in the cache memory 23 undér the
20 enforced write instruction, and a flag for inhibiting
the cache function of the storage area of the cache
memory 23 is set in the flip-flop 27. The decrypted
program stored in the cache memory 23 and the non-
encrypted program stored in the memory device 25 are
25 combined and executed by the CPU 21. Therefore, the
conventional drawbacks wherein the decrypting program

itself is copied and the encrypted program is decrypted



configuration of a conputer |oaded with an encrypted 15 program
executing apparatus according to a second - -Tembodiren{- of - the present
i nvention. The conputer conpri ses a one- Chlp N1Crocohpute1 20 and
an ext er nal menory devi ce 25. The one-chi P m'Cr dcorputér 20
conprises a CPU 21 for controlling the whole apparatus. 20 The CPU 21
controls the operations of the respective 16 circuits in the conputer
according to the prograns stored in advance in an internal ROM 22.
The one-chip m croconputer 20 al so conprises a cache nenory 23 and

a flip-fdormy dedrypted Hregrn ols despiédrandnised ) i can abe 25
cache function of the cache nenory 23. The ROM 22 and cache nmenory
23 are connect eceXimiretddPlby la tdimplh modificatieystenthescostigunatiion a
data bus, address bus and 12
control bus. of the computer.

The present embodiment uses the flip-flop 27 for.

5 storing the cache inhibit flag instead of the control
register 14 of the first embodiment. The control
register.14 may be accessed from the outside and the
cache inhibit flag may be reset. However, the flip-flop
27 cannot be accessed from the outside.

10 As described above, the prior.art has a drawback in
that the dead copy cannot be distinguished from the
original program. Hereinafter described is a third
embodiment which checks an illegal execution of an
illegal copf of the program by using a specific data of

15 the device executing the pfogram.

FIG. 5 is a block diagram of the whole
configuration of a computer loaded with an encrypted
program executing apparatus according to a third
embodiment of the present invention. The computer

20 comprises a one-chip microcomputer 30 and an external
memory device 35. The one-chip microcomputer 30
comprises a CPU 31 for controlling the whole apparatus.
The CPU 31 controls the operations of the respective
cifcuits in the computer according to the programs

25 stored in advance in an internal ROM 32. The one-chip

microcomputer 30 also'comprises a cache memory 33, a

nonvolatile memory 34 for.storing a specific data of the



The cache menory 23 is so constituted that a cache function

---------- .

((purging and witing of data) for a predet’er ny- ried S{or age .area is
~inhibited when the data is 5 witten into thelstbrage area:by the CPU
21 with an enforced wite instruction. The 1% p-fl"0p 27 s

provi ded in correspondence with the predeterm ned storage area of
the cache nenory 23 into which the data. 17 IS witten under the
enforced wite instruction. 10 Therefore, when the CPU 21 wites data
into the cache menory 23 under the enforced wite instruction, the
flag . 1S sidvide} sudh ids fa Ggerifab quinilsér tde tie heompurcer oandf a

the cache nenory 23 is inhibited. When the cache function is

i nhi bited, the déXip+fldme3afe sweoming 2ontirfol datanfée cestvehblingta.
The system bus -26 of the one-chip mcroconputer 20 is connected to
the nenory devi csadte Viuncinion @butiercache memery 33 porBieoRW 3de bus
between the I/O buffer 27 and the nmenory device_25 is called an
external bus. Theacls memompnd3 yantbiervolatile dsenory t 3 AT CPRBEFERE

i ncl udi ng an encrypted program whi ch nust be'decL%géed befgre
execut i on Sand aﬁmrﬂ@l&%l%t%ﬁ ther)ighn 2 $es e us 36 fo of a data

bus, address bus and control bus.

The cache memory 33 is so constituted that a cache
function (purging and writing of data) for a '
predetermined storage area is inhibited when the data is

10 written into the storage area by the CPU 31 with an-
enforced write instruction. The flip-flop 37 is
provided in correspondence with the predetermined
storage area of the cache memory 33 into which the data
is written under the enforced write instruction.

15 Therefore, when the CPU 31 writes data into the cache
memory 33 under the enforced write instruction, the flag
is set in the flip-flop 37 so that the cache function of
the cache memory 33 is inhibited. When the cache
function is inhibited, the data in the cache memory 33

20 can be resident data.

The syétem bus 36 of the one-chip microcomputer 30
is connected to the memory device 35 via an I/0 buffer
38. A portion of the bus between the I/0 buffer 37 and
the memory device 35 is called an external bus. The

- 25 memory device 35 stores a software-program purchased
form a software company (at least a part.of which is

encrypted), a password determined by the software



progran1|s not necessarily encrypted, but it is sufficient that at
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|'east a part of the programis 25 . encrypted: "1 The nemy deV|ce 25 is
not limted to a sem conductor nenory devi ¢e,: but ey be a nmenory
card, hard di'sk drive and fl oppy disk driVe. 1t “i s "possibl e

13 to down | oad prograns into the nenory device 25 froma

net wor K. Whén reading a prograhﬁstored In the nmenory device
25, the CPU 21 perfornms a control operationin 5 accordance with the
program A decrypting programis previously witten in the ROM 22.
Wien the encrypt@sinpany at PERGI€ité Sof epdirchiide pandram enceypteded after an
encrypted portion t ereof I s decrypted. The decrypted programis

stored in the ca@&)@pmu peogsan. I @ticlefdmorkd) devide |35 id fnathel nikpdm
read fromthe nenory device 25 is
to a semiconductor memory device, but may be a memory
card, hard disk drive and floppy disk drive. It is
5 possible to dqwn.load programs into the memory device 35
from a network.

When reading a program stéred in the memory device
35, the CPU 31 performs a control operation in
accordance with the program. A decrypting program is

10' previously written in the ROM 32. When the encrypted
program is read, the program is executed after an
encrypted portion thereof is decrypfed. The decrypted
program is stored in the cache memory 33 as a resident
file. If the program read from the memory device 35 is

 15 a non-encrypted program, the CPU 31 executes the program
using a cache function for all areas of the cache memory
33. Since thg I/0 buffer 38 is connected between the
system bus 36 and the external bus (memory device 35),
the contents of the ROM 32 including the decrypting

20 program cannot be read out of the one-chip microcomputer
30.

An operation of checking an execution of an illegal
copy of the software in the computer loading an
encrypted program executing apparatus having the above

25 configuration according to the third embodiment, will

| now be described with reference to a.flowchart shown in

FI1G. 6.



a noﬁiencrypted program the CPU 21 executes the program ~using a
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cache function for all areas of the cache nenory.” . .« "23.<S[hce“the 1/0
buffer 28 is connected between the system bus; 26 andl { he &xt ernal
bus (menory device 15), 15 - the contents of . tHe ROM 22 I ncluding the
decrypting program cannot be read out of the one-chip m croconputer
20. An operation of executing &% encrypted programin

the conputer | oaded with an encrypted program executing 20 appar at us

" havi ng the above configuration according to t he second "enbodi nent,

wi || now be describedag shown in step!$31# theauépvehfotmshthengoftpaveess
of . executing the encrypted programin the conputer |oaded

with the encrypteshpgrmgrc the b f tigare psticy UsE aclversenipl 2dumbertoft hhe

second enbodi nent. At step S21, an encrypted program which

must be chagputde tas stheasiset i fi@ dédlea netotlye deime eo 25purchasing
‘the software.

5 At step S32, the softwaré'company or the software
shbp determines a péssword based on the serial number by
using a predetermined program and  informs the user of
the password. Ih fact, the password is written in the
software program which is purchased by the user. The

10 purchased program also contains a comparison program
(function thereof will be described later) including the
above-mentioned.predetermined.program in an encrypted
form.

When the software is utilized, as shown in step S33,

15 the software is.installed'in the memory device 35 and
starts.

Immediately after the start of the program, at step
S34, the encrypted comparison program in the software
program is taken into the one-chip microcomputer 30 and

20 decrypted by means of the decrypting program storéd in
the ROM 32. Thé decrypted comparison program is stored
in the cache memory 33 és a resident file.

When the comparison program starts, a message for
prompting the user to input a password is displayed at

25 step S35.

When the password is input, the.specific data in

the memory 34 is calculated in accordance with the
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14 or whole of the programis encrypted irrespective of
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command and data and information indicative of an™y «; ~ _--epcryptee program
i s added to the header of the program or:the Jike.: Based bn the
information added to the 5 header or the |ik¥ tHe"CPU 21 determ nes
that the programread out fromthe nmenory device 25 is an

encrypted program At step S2220the encrypted part of the read
pr ogram is taken into the CPU 21. At step S23, the encrypted 10
part is decrypted. When the encrypted part of the programis

t aken i NhReddEeflihed pEbGranCEy 6Bt A passwordpatdstep S36.
accordance with the decrypting programstored in the ROM 22. The

decrypted prografhé Scaldhlfbed Npassword is comparédrwithdthéoinputarea of
t he cache nenory 23 at - step S24. This data witing is performed by

an enforced asswéid e i9igidelaiheparswdrml Q4P cll arkhted dwsed n bthe ng
flag is set in the flip-flop 27 as well as the data
specific data, it is possible to verify the input
5 password, i.e., that the usér executing.the software is
a purchaser of the software by referring to the specific
data. The password is not nécessarily-input by the usef
but can be automatically read from the memory 35.
If the verification is affirmed, the software is
10 normally executed at step S37. If the verification is
not affirmed, the execution of software is inhibited at
step S38.
According to the third embodiment, the seriai
number as the specific data of the computer and fhe
15,  password obtained from the serial number are necessary
to execute é software} It is inhibited thét the
software is executed by a hardware other than that which
is registered at the time of purchase of the software.
The illegal copy of the software can be prevented in a
20 simple hardware. Since the compariéon program including
the predetermined program calculating the password is '
decrypted, the password is never calculate even if the
serial number is known;
The specific data is not limited to the serial
25 number. In the case of an electronic notebook, the name

of the owner is registered. Therefore, the owner name

can be the specific data.



wwitihg so that the decrypted programis prevented from 20 bei ng read
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out to the external bus. As descri bed above,~.5inge the
contents of the ROM 22 cannot be read out to ihée external: bus, it
is unlikely that the algorithm of the dectypti’ng program
will be analyzed by a third party. 25 The decrypted part of the
encrypted program whi ch is witten 2hto the cache I nhibiting area
of the cache g menory 23 is conbined with a non-encrypted part of the
15 encrypted program | oaded in the nenory device 25. The
conbi ned programis eResuilbovdydéderiptidn {steadS2f9r a case infwhieh a
encrypted program | oaded in the nenory device 15, t he encrypted
part is decrypt assemnputchases r tsef twahe package naboklye 2shoR. a Itesiflent
file, whereas the non-encrypted part is executed through a nornma
cache function usessible to down load the software program from a .
| communication network. For example, a desired software
5 is cited in a home page of the software company in the
internet. .The'user of the network issues an order for
the software. The order list is added with the owner
name of the hardware or the card. A password is
calculated in accordance with the owner name. When the
10 order is completed, the software is down loaded into the
memory device 35. At the time of down load of software,
a password is encrypted and the encrypted password is
attached to the software. If the down loaded program is
to be installed into a hardware, the comparison program
15 starts to check the owner name of the hardware.
Therefore, if the down loaded program is to be installed
into another hardware, the comparison program issues an
NG result so that the illegal install is prevented. Due
to this system, the user is not aware of the comparison
20 program.
Hereinafter described is a fourth embodiment as a
countermeasure for an illegal dead copy of the program.
FIG. 7 is a block diagram of the whole
configuration of a computer loaded with an encrypted
25 program executing apparatus according to the fourth

embodiment of the present invention. The one-chip

microcomputer 40 comprises a CPU 41 for controlling the



t he rénaining part of the cache nenory 23. When t he encrypted

Yo

program need not be execut ed, the cache fUncts on.5i-pi brtiaqn flag
set inthe flip-flop 10 27 is reset and theidécrypted progtam stored
in the cache menory 23 is erased. ** """ According to a
conputer | oaded with the encrypted g%ogran1executing appar at us
according to the second enbodi nent ,“fhe encrypted part of the
encrypted program 15 | oaded in the nenory device 25 is taken in the
one-chip m croconputer 20 and is decrypted based on the
decrypting progndmls aprhtatusivafbe CPU 4d RoOmMtrplmitdie operationthRf pe
read out to the external bus. The decrypted programis witten hn
the cache menorytiEs ngapactive Qircuitsnin the GRMRPRLERAGERTILRI LA the
flag for inhibiting t he cache functjon of, the stﬁr ?%ea f the
cache mwagrams jstaxed | in 1avange i An sinterpa é@&@p y the
program stored in the cache nenory 23 a the non- . en P,
progr am st or ed iWQT@%HHVW%ét% eaf% COmPRHHET na %‘%ﬂg’eé('%gﬂfgd by
the CPU 2L Thergfore, th ventj o r C ekpn..t he
decrypt i né progrﬁﬂ a dlsﬁ?’f s%‘?quf%cﬂg%éige% %‘2% %h@y\@c#(];o e%lmlC p]F(cg)ﬁram i s
decrypted storing control data for controlling a cache function of
the cache ﬁemory 43. The ROM 42, cache memory 43 and
display controller 44 are connected to the CPU 41
through a system bus 46 formed of a data bus, address
10 bus and control bus.
The cache memory 43 is so constituted that a cache
function (purging and writing of data) for a
' predetermined storagé area is inhibited when the data is
written into the storage area by the CPU 41 with an
15 enforced write instruction. The flip-flop 47 is
provided in correspondence with the predetermined
storage area of the cache memory 43 into which the data
is written under the enforced write instruction.
Therefore, when the CPU 41 writes data into the cache
20 memory 43 under the enforced write instruction, the flag
is set in the flip-flop 47 so that the cache function of
the cache ﬁemory 43 is inhibited. When the cache
function is inhibited, the data in the cache memory 43
can be resident data.
25 The system bus 46 of the one-chip microcomputer 40

is connected to an external ROM 45 via an I/0 buffer 48.

A portion of the bus between the I/0 buffer 48 and the



16 or the decrypted programis copied and used, can be
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elimnated by a sinple nodification to the configUrati 6n-- .- _-of.~the

conput er. The present enbodi nent usesithe f£lip-flop 27 for 5
storing the cache inhibit flag instead of the control™ ~ ™ régister 14 of
the first enbodi ment. The control reg'ster 14 may be accessed from
the outside and the cache inhibit fl é may be reset. However, the
flip-flop 27 cannot be accessed fromthe outside. 10 As
descri bed above, the prior art has a drawback in that the dead copy
cannot be di sti nexietmal fROM 45ieis called oangexbérpabgbasy (Theiexternal
described is a third enbodi nent which checks an il legal execution
of an i IRQM 4S5 cotyres ahsofbware PHOoran npurchpseds ferMala of 15

t he devi ce executing the program : . .
: software company (at least a part of which is encrypted)

and a copyright claiming program which is-also encrypted.
5 The external ROM 45 is not limited to a semiconductor
memory device, but may be a memory card. It is possible
- to down load programs into the external ROM 45 from a
network. | |
When reading a program stqred in the external ROM
10 45, the CPU 41 performs a control operation in
accordance with the program. A decrypting program is
previouslf written in the ROM 42. When the encrypted
program (the copyright claiming program and at least -
part of the software program) is read, the program is
15 executed after an encrypted portion thereof is decrypted.
The decrypted program is stéred in the cache memory 43
as a resident file. If the program read from the |
external ROM 45 is a non-encrypted program, the CPU 41
executes the ptogram using a cache function for all
20 areas of the cache memory 43. Since the I/0 buffer 48
is connected between the system'bus 46 and the external
bus (external ROM 45),-the contents of the ROM 42
including the decrypting program cannot be read out of
the one-chip microcomputer 40.
25 A software execution procedure of the compﬁter
loading an encrypted program ekecuting apparatus having

the above configuration according to the fourth



FI G 5 I's a block diagram of the whol e configuration of a _conputer
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l'oaded with an encrypted progr am execut i pgsappar at-ys- accor.ding to a
third enbodi nent of the present inventiof. .THE cormputer: 20
conprises a one-chip nicroconputer 30 and an extet’nal®" menory devi ce
35. The one-chip m croconputer 30 rises a CPU 31 for controlling
t he whol e appar at us. The CPU 31 contggls t he operations of the
respective circuits in the conmputer according to-the programs 25
stored in advance in an internal ROM 32. The one-chip m cr oconput er
30 al so conpri sesmbodigdret reabl)y B3y e describedwitiatréferenceytadaf or
storing a specific data of the

17 devi cBlowthArtasshoweriml FXHanb®s of the corrputer and a

flip-flop 37 for storing control data for controlling a cache
function of the cachéipemokhe ssoftwereatapts at step S41, the encrypted

copyright claiming program is taken into the one-chip
5 microcomputer 40 and decrypted by means of the
decrypting program stored in the ROM 42 as .shown in step
S42. The decrypted copyright claiming program is stored.
in the cache memory 43 as a resident file.
When the copyright claiming program starts at step
10 S43, a copyright claiming message, for example, “éuper
Software Ver. 2.0, Copyright CASIO Co., Ltd;" Is
displayed on the display 47.
Then, the software is ﬁormally executed at step S44.
~ According to the fourth embodiment, the user can
15 know the copyright of the software and recognize that
the illegal copy of the software infringes the copyright
before the execution of the software.
It is not possible to copy the software excluding
the copyright claiming program in order to turn off the
20 copyright claiming message due to the following reason.
Since not only the copyright claiming program but also a
part of the program necessary for_the_execution of the -
software are encrypted, it is not possible to delete the
encrypted portion. lFurther, the encrypted portion
25 cannot be decrypted similarly in the above embodiments.
Therefore, it is not possible to turn off the copyright

claiming message.



cache menory 33 and nonvol atile menory 34 are connected S5 = to the CPU
31 through a system bus 36 fornmed of a data ¢ +bus, "address- bus and
control bus. The cache nmenory 33 isisd constituted-that a
cache function (purging and witing of dat'a) for a

predeterm ned storage area is inhibited when the data is 10 witten
into the storage area by the CPU 31 with ané5 enforced wite
instruction. The flip-flop 37 is provi ded in correspondence wth
t he predeterm ned storage area of the cache nmenory 33 into which

the data Industriidle Applderabileitgnf orced wite instruction. 15
Therefore, when the CPU 31 wites data into the cache menory 33

under the enforced wAdoordiviq U ithe dencrypted programsexecutinghe
flip-flop 37 so that the cache function of t he cache nenory 33 is
i nhi bi ted. When apparsdnise of the pnessntorinventiomn ttde PYIRIERM A in t he
cache nenory 33 . 20 can be resident data. . - The, system bus
36 of the one-cldgsnyphest dnpithe dserypting progwsmed &Faxed h knory

device 35 via an I/O buffer 38. A portion of ,the bus betﬁfen t he
/0 buf fed 37 amemory. The decrypted program is inhibited from being

read out and then from being copied. The specific
information of the apparatus and an identification
iﬁformation which is deviated from the specifiq
information and is given to a legal user of the

10 encrypted program are verified so that the execution of
the encrypted program is allowed/inhibited and an
illegal usage of the encrypted program is inhibited.

Various modifications may be made without departing

from the spirit or scope of the general inventive

15 concept as defined by the appended claims and their
equivalents. For example, the embodiments éan be

" combined with one another.



the menory device 35 is called an external bus. The 25 menory device 35

stores a software program purchased f or m g”sofit Ware. conpany- (at
| east a part of mhlch i's encrypted), a passtworid deterni ned by the
sof t war e **18° °  ° ““conpany at——

the time of purchas HHe Sﬂfﬁéﬁd‘r‘;‘yﬁj conpari son pro ram T

menory devi ce 35 isfnot | RBPLADED ' to %Fsen1conductor "Relmﬁc
but may be a nenory card— di sk drive and floppy d u "‘
S 5 possi ble to down | oad prograns into the nenory devi

from a networKk. - Wien readCnd & gr¥gSam stored in the nenory
device 35, the CPU 31 perforns a control operation in

accordance with the pkogPEnenSTIRtedsPrograth H*AAUtIng @PPargtis cﬁ.%qy
witten in the ROM 32.. Wien t he encgcioted 1r)rosq__ramls reg eh
programis execaﬁqugqqg-qﬂ1encrypt program at lea part o whlc

is encrypted, the apparatus comprising:
5 first memory means for storing a decrypting
prog:aﬁ; _

means for decrypting the encrypted program by using
the decrypting program stored in said first memory
means;

10 second memory means for storing a program decrypted
by said decrypting means; and

meané for inhibiting_the decrypted pfogram stored
in said second memory means from being read out.

2. . The encrypted program executing apparatus

15 according to claim 1, in which

said decrypting means comprises a CPU, formed in an
LSI, for executing the decrypting program stofed in said
first.storing means, and

said second storing means comprises a cache memory

20 formed in the LSI.

3. The encrypted program executing apparatus
according to claim 2, in which_said inhibiting means
comprises a control register, formed in the LSI, to
which an inhibit flég is set when said decrypting

25 program is executed, and a cache function of said cache
memory is inhibited if the inhibit flag'is set in said

control register.

* [ L M S *
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encrypted portion thereof is decrypted. The decrypted programis
stored in the tTache nenory 33 as a resident "o f sl 8770 [T T HETPY ogr am
read fromthe ﬁﬁgsh%ﬁdﬁyesew Immd 15 a non-ehctypt ed pragran1 t he CPU
31 executes the p usi ng a cache functloﬁ'fbr alrl “aréas of the
cache nenory lﬂﬂj the I/C)buffg 38 i s connected between the
system bus 36 and erna bus (nmenory dvi ce 35), the contents
of the ROM 32 including the decryptlng 20 program cannot be read out
of the one-chip n1croconputer An operation of
checki ng an executi ondef The iénexppted programmngﬂUQinafﬁﬂEa%ﬂtu$n t he
conput er |oadi ng an encrypted rogran1execut|n aratus having
the above 25 aC%@ﬁﬂigmrbﬁu@haamc%idf gthchh%a%ﬂ|¥G anaem?an®|u

now be described with reference to a flowhart shown in . L )
19 . comprises a fllp—flop, formed in the LSI, to whic an

inhibit flag is set when said CPU executes an

5 instruction to write the decrypted program into the
cache memory, and a cache function of said cache memory
is inhibitedlif the inhibit flag is set in said flip-
flop.

S. The encrypted program executing apparatus

10 according to claim 1, which further comprises:

means for inputting a program;

third memory means for storing a specific
information of the apparatus, and in which

when said inputting means inputs a program

15 including a password calculation program which is
encrypted,.said CPU decrypts the password calculation
program, stores the decrypted password calculation
program in said-second memory means, calculates the
password based on the specific information using the

20 decrypted p&sswprd calculation program, and compaies the
calculated password and a password input by a user.

6. The_enCrypted program executing apparatus
according to claim 1, which further cbmprises means for
inputting a program, and in which

25 when said inputting means inputs a program
including a copyright claiming program for displaying a

copyright claiming message and a processing program at
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As shomn in step S31, the user inforns the software conpany or the
software shop of the serial nunmber of the Conput' el -as The 'specific
data at the time of purchasing the softwate: 5 : = I. DAt step
S32, the software conpany or the software . Shop~ deternlnes a
password based on the serial nunber by 2 usi ng a predeterm ned
program and i nforns the user of t he ﬁassword. In fact, the password
is witten in the sof tware program which is purchased by the user.
The 10 pur chased program al so contains a arison ro ram
(function thereckeast |a lmams@flmmhax%@mmtf;gngs@i@ PU decrYPtS
above-nenti oned predeterm ned programin an_encrypted

Wen the sof t warhe engrypted cepYEighk ¢laiming garogram and @h%PinGYFvvare
is installed in the nenory devi ce. 35 and starts.

| medi ately afték ?@M&Qh‘bqub%gﬁ‘%?ﬁa%? step S34, the
encrypted conparison programin the software programis taken into
the one-chip m croconputer 30 and 20 decrypted by nmeans of the
decrypting programstored in
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t he ‘ROM 32. The decrypted conparison programis stofed I n the cache

uuuuuuuu

memory 33 as a.resident file. : When t fié« cgnpati-Son  pr og¥ am
starts, a nessage for . pronpting the user to:rinput g gassimard is

di spl ayed at 25 step S35. . When tTie Password i"S i‘nput, the
specific data in the nenory 34 is cgbculated I n accordance with the
20 predeterm ned programto obtain password at step S36.

The cal cul ated password is conpared with the input " password. Since
the password is cal cul ated based on the specific data, it is
possible to verify the input 5 pads o R A &€ Tthat the user executing
the software is a purchaser of the software by referring_to_the
specific dat 2An ReRCY¥RtedrPATE 96t the cercrypted progra® leadeder

but can be automatically read fromthe nenory 35. )
in an mémory device is received by a one-chip

microcomputer and decrypted according to a decrypting

5 program'which is stored in advance in an ROM and which
cannot be read out to an extérnal_bus. The decrypfed
program is stored in an cache memory, and a cache |
function inhibition flég is set in a control register in
accordance with a storage area of the decrypted program

10 in the cache memory. Therefore, the decrypted program
is inhibited from being read out to the external bus.
The decrypted program is combined with the non-encrypted
part of the program stored in the memory device, and the
combined program is executed by a CPU. The encrypted

15 program is prevénted from being illegally copied.



I f the verification is affirnmed, ‘the, software is 10 normal |y executed

at step S37. If the verificationis . not affirwed ‘the éXeciti on of
software is inhibited at step S38. T Anccrd:l.ng: tio the
third enbodi nent, the serial nunber as t he sp'e“él’flc dat'a of the
conputer and the 15 password obt ai ned fromthe serial nunber are

" necessary to execute a software Is inhibited that the
software is executed by a hardware ot hel han t hat whic S

regi stered at the Q- @N@cmpw“mgbmpg-rgﬁtware The il egal
copy of the softyware can be prevented 1n a \zf) hard Rane
ned i)l RN

t he conpar |rsm_pf_ogra|:n_|_ncLudLng _________ _the_p.r dete
cal culating the passwrd i's d emypt ed, 'ahe password

calcul ate even jf tﬁ i s known.
specific dat4d |s ngﬁo lgm ted 25 | nunber . "%bﬁ%&ﬁe of
an el ectronic ok The namREGISTER of dfeiowner is reg

Therefore, tbe—w—numis J cam—e—thel speci fi c dat a.

N
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A Y

21 - The above description is made for a case in which a

M W ]

user purchases a software package at the shop. Ityi's vz ~".¢-.possible to

down | oad the software programfrom a : comuntcdt i bn dnetonvor K. For
exanpl e, a desired software 5 is cited in a héme “page o6f t'he "software
conpany in the I nternet. The user of the network issues an order
for the software. The order liséats added with the owner

nane of the hardware or the card. A pas rd is - calculated in
accordance with the owner name. Wen the 10 order is conpleted, the
software is down | oaded into the : menory device 35. At the tine of
down | oad of software, a password is encrypted and the encrypted
password is attached to the software. If the down | oaded programis
to be installed into a hardware, the conparison program 15 starts to

check the owner nanme of the hardware. Therefore, if the down | oaded

programis to be installed
START

/-Sﬂ1
LOAD ENCRYPTED PROGRAM
INTO MEMORY 15
‘ 812
FETCH ENCRYPTED SECTION
INTO COMPUTER 10
/513
DECRYPT ENCRYPTED PORTION
\ S14
WRITE DECRYPTED PROGRAM
INTO CACHE MEMORY 13
¢ | 815
SET CACHE INHIBIT FLAGIN
REGISTER 14 CORRESPONDING TO
PROGRAM WRITTEN AREA
| ! . $16
EXECUTE ENCRYPTED PROGRAM

FIG.2



i nt o anot her hardware, the conparison programissues an NG resul t

Pt o v o

so that the illegal install is prevented. Due T v 6TTR S SYsTem the
user is not aware of the conparison 20 progrant I I I. %9

Herei nafter described is a fourth enbodinent as a** “** ~ coUnt'érrdeasure
for an illegal dead copy of the program FIG 7 is a block

di agram of the whole configuratb of a conputer | oaded with an
encrypted 25 program executi ng appa us according to the fourth
enbodi ment of the present invention. The one-chip m croconput er 40
conprises a CPU 41 for controlling the

22 whol e apparatus. The CPU 41 controls the operations of

the respective circuits in the conputer according to the progr anms
stored in-advance in an internal ROM 42. The one-chi p m croconput er

40 al so conprises a cache nenory

START

(821
LOAD ENCRYPTED PROGRAM ,
INTO MEMORY 25
' /822
FETCH ENCRYPTED SECTION I
INTO COMPUTER 20
i - S23
DECRYPT ENCRYPTED PORTION
I . S24
VVRTTE(FCW“:E[)NK)DEQI)EC“TVPTE[;
PROGRAM INTO CACHE MEMORY 23
AND SET CACHE INHIBIT FLAG
! , $25
EXECUTE ENCRYPTED PROGRAM

FIG.4



5 " 43 a display controller 44 and a flip-flop 47 f or storing

R

control data for controlling a cache function of . i ""¥hé «athe frenory

43. The ROM 42, cache nenory 43 and di splayz cantrol:l er. 4A.are
connected to the CPU 41 t hrough a system bls 46 forited “of "a data
bus, address 10 bus and control bus. The cache nenory 43
is so constituted that a cache function (purging and witing of
data) for a pr edet er mi ned storaﬂzparea is inhibited when the data
IS witten into the storage area by the CPU 41 with an 15
enforced wite instruction. The flip-flop 47 is provided in
correspondence with the predeterm ned storage area of the cache
menory 43 into which the data is witten under the enforced wite
i nstruction. Therefore, when the CPU 41 wites data into the cache
20 menory 43 under the enforced wite instruction, the flag i's
set inthe flip-flop 47 so that the cache function of t he cache
menory 43 is inhibited. Wen the cache function is inhibited, the
data in the cache nenory 43 can be resident data. 25 The

system bus 46 of the one-chip m croconputer 40

30: ONE-CHIP MICROCOMPUTER _
) 35 . EXTERNAL
e e

1 HHonY
! 31 {34 l \

! { } -

» SPECIFIC ! PROGRAM

| CPY DATA |

i AN ?6 AN i

: - NI 4 >

| VIl N

1 N U
| w | e
N e R
| oM [ | [ _MEMORY | -~ |DECRYPTION| PROGRAM)
L) | S BN
32 g7~ REZDENT o PASSWORD
1 I”’ : _____________
i 1



i's_connected to an external ROM 45 via an I/0O buffer 48 A portlon
of the bus between the 1/0 buffer 48 and the Ty e TS ™

23 external ROM 45 is called an external} bcls : The ‘eXttJemetI

ROM 45 stores a software program purchased forma ‘e sottvar € conpany
(at least a part of which is encrypted) _ -~ and a copyright claimng
program whi ch is al so encrypt ed. 5 The external ROM 45 is not limted
to a sem conduct or menory devi c®/Tout may be a nenory card. It is
possi bl e to down | oad prograns into the external ROM 45 from a

net wor k. : When reading a programstored in the external ROM 10

45, the CPU 41 perforns a eration in accordance with the
program A decrypting prqgragriaRT previously witten in the ROM 42.
When t he encrypted rogram (A he copyright claimng programand at

| east

' 831

INFORM SOFTWARE COMPANY

OF SPECIFIC DATA OF HARDWARE
: S32
DETERMINE PASSWORD BASED }—
ON SPECIFIC DATA AND
INFORM USER OF PASSWORD

[
INSTALL AND EXECUTE SOFTWARE

- S33

\

DECRYPT ENCRYPTED COMPARE S34
PROGRAM AND WRITE DECRYPTED |/~
PROGRAM (RESIDENT FILE) INTO
CACHE MEMORY 33

1
-3

PASSWORD NO

INPUT ?

S36

VERIFY

INPUT PASSWORD NG
USING SPECIFIC
DATA
S37 S38
\ |
EXECUTE ENCRYPTED INHIBIT EXECUTION OF
PROGRAM ENCRYPTED PROGRAM

FIG.6



.-part of the software progran) is read, the program’is 15 execut ed

after an encrypted portion thereof is decrypted. ;' » «x “TThE-dECT Vi ed

programis stored in the cache nenory 43 ' aslay ¥ esi dent. f:1|e If the
programread fromthe external ROM 45 is & no‘h‘“encrypt €d program
the CPU 41 executes the programusing a cache function for all 20
areas of the cache nenory 43. Since the buffer 48 i s connect ed
bet ween the system bus 46 and the exter : bus (external ROM 45),
the contents of the ROM 42 i ncludi ng the decrypting program cannot
be read out of t he one-chip m croconputer 40. 25 A
sof tware execution procedure of the conputer | oadi ng an encrypted
" program executi ng apparat us havi ng t he above configuration
according to the fourth 24
enbodi nent, wll now be described with reference to a
47: DISPLAY
SUPER SOFTWARE VER 2.0
COPYRIGHT CASIO CO., LTD.

45 . EXTERNAL
ROM

4 | /44 \
DISPLAY |
CPU CONTROLLER
7S . 2>

) U R gy

.-~ | ENCRYPTED

| { \
; y

& <L .43 Pt SECTION
’ e INCLUDING
ROM MCEAnE:(I)-I REY - g fﬂ BIII?IET
}, |[-MEMORY .- DECRYPTION pRQGRAM)
42 47 F > RESIDENT [
-
1

40: ONE-CHIP MICROCOMPUTER

FIG.7



f1 owchart shown in FIG 8. When the software starts at step
S41, the encrypted copyright claimng programis takem.itnt:o"the

-

one-chip 5 m croconputer 40 and decrypted by neahs lof tREL, " ¥
decrypting programstored in the ROM 42 as shown |n'step' ST Te843. The
decrypted copyright claimng progran1is stored in the cache nmenory
43 as a resident file. 9 he copyright claimng program
starts at step 10 S43, a copyri ght ai m ng nmessage, for exanple,

" Super Software Ver. 2.0, Copyright CASIO Co., Ltd." Is

di spl ayed on the display 47. Then, the software is normally
executed at step S44. According to the fourth enbodi nent, the
user can 15 know t he copyright of the software and recogni ze that

the illegal copy of the software infringes the copyright before the
execution of the software. " It is not possible to copy the

sof tware excl udi ng t he copyright claimng programin order to turn
off the 20 copyright claimng nessage due to the follow ng reason.
Since not only the copyright claimng programbut also a

( START ’

. S41
¥ ,/
START EXECUTION
OF SOFTWARE
/ / S42
DECRYPT ENCRYPTED COPYRIGHT
CLAIMING PROGRAM AND WRITE
DECRYPTED PROGRAM (RESIDENT
FILE) INTO CACHE MEMORY 43
I . 543
DISPLAY COPYRIGHT g
CLAIMING MESSAGE
/ S44
EXECUTE SOFTWARE

FIG.8



part “of the program necessary for the execution of the sof?&é?’ezq‘a?e
encrypted, it is not pessible to delete the encrypted portion. \Po £
Further, the encrypted portion 25 cannot be decrypted simlarly in the
above enbodi nents. Therefore, it i not possible to turn off the
copyri ght cl ai m ng nessage. '

25 'tﬁ@ﬂéﬁ&érﬂion’%f’@hé&ﬁﬁéﬁ Héfhod has drawbylﬁ?ﬁ%ﬂ’iﬂh gqé%mfﬁ i on,

encrypt ed program execut atus o € presen

program progrdmzltsyelf Bobdp)ed ard me:euwmegi softvgareris idecpiptecdnd the@ 5
menory. The decr ogram L s, 1 nhi bi rom bei ng read out and

then from bedR§ ?ﬁb‘ssc(?@!ﬁq‘?ﬁd use an $APBr mati on of the apparatus

and an ident|f|cat|on i nformati on which is deviated fromthe
specific information and is given to a |l egal user of the
' 5 Stated another way, the copy of the software is prevented in the

conventional system by a software method using a password. However, the
software method is not an almighty measure and can not perfectly prevent an
illegal copy. Itis possible to completely copy the software.. The complete copy
can not be distinguished from the original.
10

The present invention has been developed in consideration of the above
and its object is to provide an encrypted program executing apparatus capable
of preventing an encrypted program from being copied and used.

15 Disclosure of Invention

According to a first aspect of the present invention, there is provided an
encrypted program executing apparatus for executing an encryptéd program at
least a part of which is encrypted, the apparatus comprising:

20 first memory means for storing a decrypting program,;
decrypting means for decrypting the encrypted program by using the decrypting
program stored in said first memory means, the decrypting means including a
CPU, formed in an LSI, for executing the decrypting program stored in said first
memory means;

25 second memory means, including a cache memory formed in the LSI, for

~ storing a program decrypted by said decrypting means; and

inhibiting meané for inhibiting the decrypted program stored in said second
memory means from being read out, the inhibiting means including a control -
register, formed in the LSI, to which an inhibit flag is set when said decrypting

30 program is executed, and a cache function of said cache memory being
inhibited if the inhibit flag is set in said control register.
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10 * encrypted programare verified so that the execution of t he
encrypted programis allowed/inhibited and an ‘illegal usage of the
encrypted programis inhibited. Vari ous nodifications may be
made wi t hout departing fromthe s@rit or scope of the general

I nventive 15 concept as defined by the appended clainms and their

equi val ents.. For écaondirg td beseeohddispect of thaprésent inventiong theve iegroviddd one
anot her . CLAI. M5 . 1. An encrypted pro rar‘r}e ecuting
appar at us f oRNSNGEYRIEA Pragrash exgeting apparatus f%%%‘?l&mg N LRGIYP "éf( praraigy
Which is enc%i'%a% a Fﬁéi"?oﬁﬁﬂi%h% BAcHPIY, 'thé %g'garatés comphisingt MENDTy means
for storing a decrypting program crypting neaffs for decrypting
t he encr ypt efirgimogmary meansifagstoling a decryptinglprogyami ng program stored in

ot | 2 an OB e BF HEPHBLAR pprpie pretia oy DS et

program stored in said first memory means, the decrypting means including a
CPU, formed in an LSI, for executing the decrypting program stored in said first
memory means; .
secondary memory means, including a cache memory formed in the LSI, for

10 storing a program decrypted by said decrypting means; and
inhibiting means for inhibiting the decrypted program stored in said second
‘memory means from being read out, the inhibiting means including a flip-flop,
formed in the LSI, to which an inhibit flag is set when CPU executes an
instruction to write the decrypted program into tﬁe cache memory, and a cache

15 function of said cache memory being inhibited if the flag is set in said flip-flop.

According to a third aspect of the present invention, there is provided an
encrypted program executing apparatus for executing an encrypted program at
least a part of which is encrypted according to the second aspect of the present

20 invention, the apparatus further comprising: '

| loading means for loading a program ,in'cludir]g a copyright claiming program for

displaying a copyright claiming message and a processing program at least a
part of which is encrypted;
said decrypting means for decrypting the encrypted copyright claiming program

25 by Using the decrypting program stored in said first memory means;
said second memory means for storing a copyright claiming program decrypted
-by said decrypting means; and
means for displaying the copyright claiming message based on the decrypted
copyright claiming program stored in said second memory means.

30

According to a fourth aspect of the present invention, there is provided
an encrypted program executing apparatus for executing an encrypted program

at least a part of which is encrypted, the apparatus comprising: REPLACEMENT SHEET
. . 1
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program stored‘in said first nenory neans; 10 second nenory mneans,

I ncl udi ng a cache nenory fornmed in the LSI, for storing a program .
decrypted by said decrypting neans; and i nhi biting neans for
inhibiting the decrypted program stored in, said second "~ menory

means from being read out, the inhibiting neans including a control

Gecrypt 1 ho g el Bearifat Stolfly Sudubit Bivbrst ot "sara cache memory

bei ng i nhi bi dedrypting Meamdtdridechipingithe Ericrypled prébrafby abingatk Yeefypting
2. An encrypted program executing apparatus for executing an encrypted
program at | PEgram siered iy saidifiest memeny: maansdthe decrypling meansdocigdingi ang:

decr ypt | ng. g PEEY A RS hic eh@Buthd B A P BRI tprey iy first
decrypting phugnemmeansd in said first nenory neans, the decrypting

means including.,a CPU, formed in an LSI, for executing the decrypti nfg
progr am st or (RAdiRg MErACRY; INeansirdegding Arrogram including'a password calculation
27

program at least a part of which is encrypted;
second memory means for storing the paésword calculation program decryptéd
by said decrypting means; _
10 third memory means for storing a specific information inherent to the encrypted
program executing apparatus;
means for calculating a paséword based on the speciﬂc information stored in
said third memory means, using the decrypted password calculation program
stored in said second memory means; and
15 means for comparing the user password input by said i'nput means with the
calculated password and in which execution of the encrypted program is
inhibited if the user password does not coincide with the calculated password.

Brief Description of Drawings

20
FIG. 1 is a block diagram showing a computer loaded with an encrypted
program executing apparatus according to a first embodiment of the present
invention;
25 FIG. 2 is a flowchart showing a sequence of execution of an encrypted

program according to the first embodiment of the present invention;
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secondary nmenory neans, including a cache rrermry forrred in the LSI, for

o b1 1 g roat ARG AN ve G2t ea®orcgr am 3 Smgg- mmiﬁr.%?é pno

nermory means frdm beihg Yedd dut, the inhibiting means

5 flop, formed in the LSI, to which &¢ inhibit flag ks set_ when
executes an instruction to wite the decrypte i r &8 BB ﬁﬂﬂi thej
cache nenor \CLAMSa cache function of sai:d cagh¢_nenory bei ng}

inhibited if the flag is set in said flip-flop. 10 3. An
encrypted program executing apparatus for executing an -
program at |east a part of which |s encrypted according to claim 2, the

apparatus fuyt ans for | oadi program
i ﬁgl udi ng augo%yr .W@P?’ﬁ&ﬁ&‘ S?‘%%‘ft&g épﬁ‘araﬂ% fS?‘eﬁ'ftE]ﬁ %@/Pﬂﬁrygt%pyrl ght
cl ai m ng rressage and roce55| n Qgr am at - least a part of which

i s encrypted; rograma §$toa B@Er‘gﬂﬁ'\'%'mptﬁgr the-apRaratuscamprisingy ypt ed
copyright claining program by using the decrypting program stored
in said Birst fissthemesameans for storing saletryplingprogeamr y neans for storing a
copyright claimng program decrypted by said decrypting neans; and
20 neans f decrypting ayeans fohdecpling dhé enthiptédgroramasicusingale on t he

decrypted copyright claimng programstored in said second nenory neans.
decrypting program stored in said first memory means, the decryptqng

means including a CPU, formed in an LS|, for executing the decrypting
program stored in said first memory means;

10 second memory means, including a cache memory formed in the LS|, for
storing a program decrypted by said decrypting méans; and
inhibiting means for inhibiting the decrypted program stored in said second
memory means from being read out, the inﬁibiting means including a control
register, formed in the LSI, to which an inhibit flag is set when said

15 decrypting program is executed, and a cache function of said cache memory

being inhibited if the inhibit flag is set in said control register.

2. An encrypted program executing apparatus for executing an encrypted.
program at Ieast'a part of which is encrypted, the apparatus comprising:
20 first memory means for storing a decrypting program;
decrypting means for decrypting the encrypted program by using the
decrypting program stored in said first memory means, the decrypting
means including a CPU'. formed in an LSI, for executing the decrypting

program stored in said first memory means;



28 - 4. An encrypted program executing ap L n

encrypted _ program at |east a part of V\/m cr t ed, the
appar at us conpri si ng: first menory rrean nﬁ, gﬁ ﬂl Fcryptl ng
program decrypting nmeans for decrypti n ogr am by

using the decrypting 5 programstored iR7said first nenory neans, the
decrypting means including a CPU, fornmed in an LSI, for executing the

decrypting pr Ogéﬁa'ﬁd%g}ahﬁiné@ rhahfs, flhél&&l ng a cache fenioryEdithed in the LSP3&F NY
‘menory neans for |oa |ng a programincluding a password cal cul ation

program at | eagdyif T@C@ﬂl’téab r&g@ég&ptlpé%ém%qlgnemry means for

storing the passwo program y said decrypting

nmeans; no torin ecific infarmatjon inherent
to the encr ypt'¢5I 'bdt'ng m‘*&f"égE %W?’@!@'&ﬁ" %ﬁa%difegfam storedr{ggﬁgd g

cal cul ati ng a password based on the specific information stored in 15 said
third menory nE@MOrYfEeans rew kriog ypad eub4be irtibiting neeans insliding g Mo

stored in said second nmenory neans; and

5 flop, formed in the LS|, to which an inhibit flag is set when CPU executes an

instruction to write the decrypted program into the cache memory, and a '
cache function of said cache memory being inhibited if the flag is set in said

flip-flop.

10 3. Anencrypted program executin'g apparatus for executing an encrypted
program at least a pért of which is encryptéd according to clai.m 2, the
apparatus further compris_ing:
loading means for loading a program inclﬁding a copyright claiming program
for displaying a copyright claiming message and a processing program at

15 least a part of which is encrypted;
said decrypting means for decrypting the encrypted copyright claiming
program by using the decrypting program stored in said first memory means;
said second memory means for storing a copyright claiming program
decrypted by said decrypting means; and

20 means for displaying the copyright claiming message based on the |

decrypted copyright ciaiming program stored in said second memory means.
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nmeans for ‘compari rflg t he user password i nput by sair-d-inptut—eans—with the
cal cul at ed password and in which execution of the m S
inhibited if the user password does not coincide milm miam“imn
passmord 20
4. An encrybted progfam éxecuting apparatus for executing an encrypted
program at least a part of whlch is encrypted, the apparatus comprising:
first memory means for storlng a decryptmg program;
decrypting means for decrypting the encrypted program by usihg the decrybting
5 program stored in said first memory means, the decrypting means including a
CPU, formed in an LSI,. for executing the decrypting prbgrém stored in said ﬂréf
memory means;
loading memory meané for loading a program including a password calculation
program at least a part of which is encrypted;
10 second r.nemory means for storing the password calculation program decrypted
by said decrypting means; | |
third memory means for stdring a specific information inherent to the encrypted
program executing apparatus;
means for calculating a paséword based on the specific information stored in
15 said third memory means, using the decrypted password calculation program
stored in said second memory means; and |
means for comparing the user password input by said input means with the
calculated password and in which execution of the encrypted program is

inhibited if the user password does not coincide with the calculated password.

20

REPLACEMENT Sppey

o o

28 FEB 20m

——— i —



