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BACKGROUND 1. FIELD 15 T "ﬁ%ﬁgﬁi‘f‘iﬁt‘ﬁ%’ﬁn pigd %‘i Sl1y to security

of business processes in conputer systens and networks and, nore
specificalky, to using electronic contracts to support business processes.

2. DESCRI PTI ON 20 scal e c ut er. networks such as the Internet and
the World Wde b%r()%& ﬁh@/é"ﬁ‘?&‘g@rq ?f*E@ﬁﬁ%ﬁéopwe@f&mmemamaam:mte
certai n aspectabjett tot bepynghu@rmgms WhE' Cophfi '&Hﬁ%]ryh dn Wagbjg&fonp&s bI e

or cost effec% {? QS@ ecent|y devel Ope ogl es’relatin
the Internet s JERrslistirn am@aeaa‘&%aaﬂentecﬁommam Oothecpatamtrdzsra:hsum for
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These tragjtional ?r%t hogseﬂgaopﬁtf ﬂgaﬁﬂsﬁ%g@yﬁf szﬂgh %Fofr)?%apf reﬁ:?é‘g% Bt
support ed %?wswessm\ﬁlmopm@tmtm whedsoesree wel | understood by the
busi ness and | egal communities. However, when business entities agree to
transact busi ness over the Internet, some of the traditional mechanisnms
for identifyiBPRCKBRMNIBr ci ng busi ness rel ationships are replaced by 30

el ectronic, autonmated nechani sns. Generally, autonation can renove physical
barrl ers that hel p limt exposure to fraud. Wien one conducts business with
afot her in pdrsBiELDsone societal norms, as well as legal constructs, may be’
used to, eI p ensxlté‘g that ,a transaction is authorized and enforceabl e. \Wen

a t ransact i on i s ' OOREESGOLINVeRton relatsseanasllyie saCYls opbusiness grabesseain not
know 1 01/086@@Qfer systems and networks and, more specifically, to using electronic

contracts to support business processes.

2. DESCRIPTION
20 Large scale compufer networks such as the internet and the World Wide
Web (WWW)-have made it possible for companies to automate certain aspects of
their businesses where previously it was not possible or cost effective to. do so.
Recently developed technologies relating to the Internet have been used fo
| replace earlier forms of cqmmUnication for doing business (e.g., telephone, fax,
) 25 mail, and personal meetings). These traditional methods of doing business have
historically been supported by norms of behavior and -laws that are well
understood by the business and legal communities. However, when business
entities agree to transact business over the Internet, some of the traditional
mechanisms for identifying and enforcing business relationships are replaced by
30  electronic, automated mechanisms. Generally, automaﬁon can remove physical
barriers that help limit exposure to fraud. When one conducts business with
another in persdn, some societal norms, as well as legal constructs, may be used
- to help ensure that a transaction is authorized and enforceable. When a
transaction is done over the internet between two parties (who may not know
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WD 02/ 067099 PCT/ US02/ 03171 each other, or know anythi ng about each other),
.the possibility of fraud may increase. At a mininum the parti &l n@§/BHO5
unsure of t P dghts and duties with' respect to the electronic
transaction. El ectronic business practices are sonetinmes ref&ffS§28374s

busi ness 5 processes. Business processes may refer to ‘any conbi nation of
goal s of a commerci al

manual and ; activities.that inplenent the
entity such }ércgn&ho rn&o%%@wegb?%gacﬂoﬁmﬁr)i fep poesieilly eofnfiudemavt i es
are cal |l ed i riteasd. ApaOGSIRRES thd PA%ies RIS SRurd Bﬁheﬁrr@h@%rﬁrﬂﬁileg%th

er e

focused, invaolvi ng_aéI I?as_t sonme interaction wth ot ntities; are
cal l ed shar e(ﬁesfﬁ'e(? tlbe sledipais msreigna o processes are inplenented between

two entities over ERctoRiRUbedindiat Wchcecsu%g%d?o??étnﬁesl Q%Tgfr@ tf& tggc Lgsirtée?s]t i al
|

for dangers such as fraud, repudiation, unaut e
exi sts. TechREIEEEes JRMsiness progesees Imay Sderutoeadpckrbmhatioy of riddla) angnd

Virtual Pri : e _used,to hel rotect such shared
processes. ?gbﬁ’oé}m%\eé?ﬁ%{'%%tyhgg@'??‘gﬁgﬁ‘% %051?713{ atwgﬁ’%i EREYHMENA%s2t hat
tie an expresenpanof Prosebses ihed sdordll ivblvssEitBrre lenEnss (e &@Bbd tih@pndias may
be defined b conditions,of a legal .contract), wth securit
enf or cenent %‘r‘é’%ﬁ%ﬁs ?@%%ﬁj?‘feﬁé? arg Sﬁﬁ@%ﬂy @Fl’é?‘i"éﬂ‘t’%ﬂn%& least sarse ( g.' g.,
firewal I's, S8igradtieN) witheothet emtif@nbhe @hliPRhhRld bRZBER Negeh n%ﬁgr@&t i ons
at a levgl of granularity wherejn risks 20 of fraud may be significantly
reduced. ' “MarRf Dg?ssﬁﬁéfgé@\ékeme;mq#&ﬂyﬁgg WO eslifigsoperr 4 epmplitec netwairk sbeisi ness
rely on certdsf itlgatiat hij #4545 ri cr hi c. keys

s et he t h@Entid or ddhgBRd %;/ch? 3¢/ q‘FaﬁJd rﬁ@é@gﬁﬁgné%dc

that are not under. the control of either “party in a usi tion.
Usé of ext eMngutnoiged aseasses pXistshe di sassociation of the terns and

conditions of a hdshA9s ithathe security nechanisns used 25 to
enforce the ternms and C%%%??I&ﬁﬁg%%“é g%g"irgnﬁéékeksr g% rt(g%”] %}S’p}ﬁnﬁ’ﬁhl ties
for fraud fFeivelechetwarking (¢PMhraay dppisgdtg helie protéet saith Ispueid prav@dsesi N t he
net wor k 4£nc . degree, of . trust a user, nust have in the conputing
system aged 6-_ﬁ)?)vrﬁ"%%.ll" té@?’( Sﬂel @aﬁ%(h"g‘i W@g{i‘e}ﬁ dagk neghanistng, that i ApPPERRIPN &f needed
wher eby par theebusiness siatioaship bepvestetR @i ¢hs RiayBY Befirdby itk t he
limts, eXpl:écht'lr)ézorf [ rrpa i | tc|o¥| C_OSI'[ ained in a business contract, to the
© conputing s$ ! tlsﬂ of a ‘legal tract), with security enforcement mechanisms.
Furthermore, connection oriented mechanisms (e.g., firewalls, SSL, VPN}) are not
_ capable of controling business interactions at a level of granularity wherein risks
20 of fraud may be significantly reduced. Many of the security mechanisms
employed for electronic business rely on certificate authorities (CAs) to hold
_ private cryptographic keys that are not under the ‘control of either party in a
) business transaction. Use of external CAs results in the disassociation of the
terms and conditions of a business agreement with the security mechanisms used
25 to enforce the terms and conditions. This disconnect results in opportunities for
fraud to oceur, ' |
' Furthermore, applying security at lower layers in the network increases the
degree of frust a user must have in the computing system used for electronic
business practices. A better approach is needed whereby parties to a shared
30 process are better able to articulate the limits, explicitly or implicitly contained in a

business contract, to the computing system,
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.The features and advantages of the present invention wll becom®kapP8r@&0105

fromthe fol [,y tail ed description of the present invention in which:
5 Figure 1is a’ﬁ’igé‘g?am of shared busi ness processes accor di RgTU80243171

enbodi nent of the present invention, Figure 2 is a diagramillustrating an

el ectronic coglﬁzr@f,?ngﬁd}goﬁzor@deDr@W%ﬁnt of the present invention;

10 Figure 3 is a flow diagramof i on and aut hori zation
processing wusing an electronic contract according to an enbodi nent of the

present invention; Figure 4 is a.diagramijllustrating a sanple
system for inpl eneht %ﬁ%ﬂgﬁcﬁn%ﬁatagﬁs BT®EP?%?PE'“¥@}HPP&@H bge@se aPPelb an
enbodi ment  offranthepfobeeing detiiea tesdiptiod Bf %}%%ﬁ%@éﬁm i Wridd; Embodi ment s

of the pr%sent i nvention conprise nmethods of using a data 20 structure
called an“el ectronic contract The electronic contract nmay be used to

enabl e the aut omaFigife of i9usuRgRin (& A ikl BrosSLl IRRbRAPHIHCS (-
commerce) without sacrificing end-to-end security. SCETOM G Conttact s may
be broadly &piPoriERentsf hepresenrtinuentien el ati onshi p based on public key

cryptography, wh e I i t L) [ ssociated with a
busi ness rel ati ongﬁigi)éjggsgénﬁépgmfﬁ%nbﬁ% %i%%ftr%% Icgﬂt?%&aﬁc(?@?ﬁ g" i%Q al so
governed by e@Rpdimantohthe presdnditivestiors of the present invention provide a
mechani sy f or bi ngj i f Jegal_eptities (e.q., people,,
conpani ego,) etc.) rﬁp{}% gﬁgrdeﬁoms’Eﬁa-%F%cggsgggé‘f&aﬁo%ﬁggr?éé@”‘? H“gegﬂg?ﬁs'f‘ﬁer eby
tying processsiogensientrontcocontriatt acclseiing thart BmBsdiment oﬁtﬂé?:réééiﬂi ifv@ntion;

(nan-electro 'cf:) busi ness contracts. Thus, enbodiments of the 30 present
I nventi on support shared processes without the use of trusted third parties

(like certificat Figuehpig biasgraﬁmmuaaétm?t@ sERbR! YRR b ﬁ’hn%lfaﬁlénﬁrgfﬂﬁg 'r M

such processes. Reference in the speci ' odi e

¢ ication t'o "one e ]
enbodi nent " NG 3k elsrEeain contract AcsRIAingda A8 embedimens af thequeaentinvention
structureg or characteristic 3

DETAILED DESCRIPTION

~ Embodiments of the present invention comprise methods of using a data

20  structure called an’electronic contract. The electronic contract may be used to
enable the automation of business to business (B2B) electronic commerce (e-
commerce) without sacrificing end-to-end security, Electronic contracts may be
) broadly applied to any electronic relationship based on public key cryptography, |
where use of keys helps identify actions associated with a business relationship

25 and where the physical world relationship is also governed by contract law.
Embodiments of the present invention provide a mechanism for binding public

keys of legal entities (e.g., people, companies, etc.) with shared sub-processes of
business processes, thereby tying process decisions to public keys which are in

turn tied to (non-electronic) business contracts. Thus, embodiments of the

30 present invention support shared processes without the use of trusted third parties

(like certificate authorities) and help to deter potential for fraud in such processes.

Reference in the specification to “one embodiment” or “an embodiment” of

the present invention means that a particular feature, structure or characteristic
. 3




01/ 08/ 2005 WD 02/ 067099 PCT/ US02103171 described in connection with the
.enbodiment is included in at | east one enbodi nent of the preser&1/08/2005
invention. T L5 appear ances ‘of the phrase "in one enbodi

02/0
appeari ng |nut/b;r2{ oﬂ’g pl aces throughout the specification areprﬁ%3 502/03171
necessarily all referring to the sane enbodiment. 5 Wen trading entities

wi sh to shar ed@éﬁbé‘t?ﬁﬁe%%ﬁﬁswﬁﬁ h@)ﬁ EXBb&RY | Eeln\élud%h%ﬁgagsleg#nbﬁé

crypt ography to provide securit usi ness nessage exc
exchanges ar eemeedimagt af thef pltelsentsmmimonc a‘ﬁwuse tiwiapmﬂran&tsenf iy pHréee “in

receiver, as aqne condi tions_ of

contract, to (g-)% 'ﬁ%dénl% g%ﬁgggg@%m “kl%%ﬁ? R@c?% gﬁ"r #Fﬁ?qnﬁgﬁ

terms 10 and mﬂmashanlpaii;refmnngmmedsm dab@dumtehuctures (such as process
i c, keys, . etc.

definitions, role r ogr a . A conmon_
representation of V¥ n@ﬂd'ﬁ &%‘E&%S W§P‘2P ShRRRUsiness PEpreasses e hpicalinialét i c

di sagr eenent .onSeghie Iferrdi 8RO h b T S act
is the final \é@g@nt of _recour S@P%@bemm{bn?%@%%bng% ?%smgl?ﬁ%r ?nné‘;’g?éeébs can

be taken bet Ne&t i de exchapgss 3¢ racaningluldtihe sepdekeambe authentinetacoby cal | y
and to find andmopiing, i bAB! favify RO |urlRr hEStenhaDAl TERkifiold ofNe

present invention provide such a conmon 'fepresentation an el ectronic
form'via the C@Pfé@r@nﬁﬁcwgﬁrtﬁ@tm%eggr Meohinerendabls cepresardatipnb|df dermkseys of

appr bach Por 24 MPLAGHE RREETH R AR To G aS Medss BB ol o
parties incl odmes, usyptggaap:i'nllcakleysgetma.rl nArcoammermméseﬁtuilohrcﬁd;hlﬁadqar‘]mtiw
(R0t g act e BeBtp i <4 RuBhof ASRtre Al sprniE dBHEteN B9 of ect

messages exalsangm Phevwesindsaecapiratt %meTﬁQalt,dcﬂﬁltl B0 rétdlUideein detefRinR
partners use a

approach may e[ u rrg ublj c keys assomﬁted wi th trading

trusted thi raﬂB%f?% egm Stegs £3 96 t3fen: hetwsesn m%ﬁ%rsgepiﬂasmtmanﬂor t he
shar ed pT@CE%nﬁtacﬁoé@d?Qﬁlcﬁlﬁﬁ%ﬁdafoe finkl g Mé&pxﬂ% LiBENd 9o PBSthAR pdrGys Wi th
busi ness contracts. In contrast, the present vention I nstead uses

cr oss- si gni nEM@pdigents phtheopresedn antion pspvida such @ commencepresentatioanin
a0l N9 par i kRckiniBliof v ihel ABEFRH: BRMACY M hRSBROALENEN IR GG | ne

joint intentions of the trading ers share"” busi ness
digital 30 staya@fﬂleaJaIbatcthussrelse@fmcmsscommﬂcmtrbnabkdmgas | east several

23?1? ; :[alct(:) nf e:)(r) e g :Qn%%ﬁ %%8P°%%if r ﬁggo%a r?gnta%u%?ndesls rl"eltap ons%pegébrﬂ%gr"n 0
20 or more parties includes using a trading partner agreement The trading partner

- agreement approach typically does not associate a public key with the trading

activity, where the authority for that key is also used fo protect messages

) exchanged between the parties. The frading partner agreement 'approach may
require public keys associated with trading partners use a trusted third parly (e.g., -

25 a CA), which does not share liability for the shared process or does not associate

the use of trading pariner keys with business contracts. In contrast, the present

invention instead uses cross-signing of certain portions of an electronic contract

between trading partners (2 or more), thereby providing electronic evidence of the

joint intenfions of the trading partners to share business processes. The digital

30 signature over the efectrohic contract allows at least several assertions to be

made. The public keys contained in the electronic contract represent a group of

business (or legal) entities or parties cooperating together. The parties cooperate

through transactions according to the processes, procedures, and conventions
' 4




busi ness (or legal) entities or parties cooperating together. The parties
-cooperate through transactions according to the processes, proc(bh;(:(')83’2(h®|ﬂ
conventions wh SkAB62005 WO 02/ 067099 PCTI US02/ 03171 described b

electronic contract. Each party (legal entity) identified i nP¢HESI2 3‘71
el ectronic contract agrees to and will be bound by the contract. Each party
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undesi rabl e occur Hedeeprevivas mEpproeghes|rif aghitdysarty’ Qhast 4 OAScarieNBE fodrder e i s
a need for t 0 to work out the details of their
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t hat d t t

veri i oati on Pt Adse et dapanitd S’ dieckires habiktydorsundssiseblomstimencsgur & 1
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Lhe preaont. | vant oG e RS RIRS S A e d S S Warl ol e (FHERA pafRL ©

el ectroni c bifsWRESQULBg sletails. of Afhein ebligations wdepencﬂmmw ekheapressitdmventiont hi s

CXa 101t B 56400 s U b S BF S oo

communi cat e using a single electronfc co
i nventi on. ngematbat m%tocolﬁr aioengr a nshaeedd| pméégsn lafid bechafsmdrPEesses

143t hat it rt i_mlar party B, has a set of
ong or nore r%‘tﬁél)rgi% E&fﬂ%&%?@% g@’dé ”fd’f“l%b‘ﬁ‘féss relatinshibes to share
with party A Thé’ignres'eris 4 REJTAMOBf BR&%dABushae! ﬁn%@é&escﬁéﬁohﬂﬁé &Ba:fo set

uparelatlogts'ip betthjz}nAan B such that Atrusts B a results of
B's processer ¢ theRresent fovangen., famiassAc0 and; Bp?%é@%'!‘fe@ Corsisict,

si gned e||5ects1¢umomccen§ma§§ té@etﬁé}"fpr}\lﬁﬁﬁlgﬁ éﬁ@ea gﬁgﬁﬂﬁsd%%ﬁ%@% GhNggL 1 0.

one [/ enbodi rrenk‘)!; at contains both hunan 7 e an e readabl e
25 representeéf“f"ﬁ L %"439§|‘4ﬂ§‘§§t‘?,%ﬂ}aééﬂy nambge lof padies myayt. ogna‘phlcatekeys

Lt can be hgch Sl hsaonicd cels JBABA Y SRR TR B ol Wi, 1 10,
to produce §di®bof @bk mpre echt_r,mmegsmess processes 14 that it desires to share with
party B. Slmliarly. party B has a set of one or more electronic business processes
20. 16-that it desires to share with party A. The present invention uses an electronic
contract 18 to set up a relationship between A and B such that A frusts B and the
results of B's processes, and B trusts A and the results of A's processes. The
) signed electronic contract 18 comprises a stand-alone document (in XML in one
embodiment) that contains both human readable and machine readable
25  representations of a business contract, as well as cryptographic keys that can be
- used for verification of message exchanges between the trading partners (A and
B) or their delegates. |
For example, B might have a process to produce some result for B or B's
subordinates. Because of the existence of the electronic contract 18, A and A's
30 subordinates can trust the result of B's process. In a reciprocal manner, A might
have a process to produce some result for A or A's subordinates. B and B's
subordinates can then trust the resuit of A's process. In this way, A and B may

share processes in a trustworthy manner because the electronic contract acts as
a . .




subor di nat es. Because of the existence of the el ectronic contract 18, A and
.A's 30 subordinates can trust the result of B's process. In a 0dsf $B842405

manner, . A mg@hg2ddae a process to produce sonme result for '
subordinates. B and B's subordinates can then trust the re?ﬁgf’l@?2§%zgl

process. In this way, A and B may share processes in a trustworthy manner

because the elaectin@nomerabilyr : ambft ag 18/ [Q6,099
PCTI US02/ 03171 an i nter oper. ag‘??rﬁi{ ;gre%ﬁn@r?? ﬁ%.ﬁ@ﬁ% t%\gpg’i%d?@?,sv and
responsi bi | i t FREMURHFUORS feRHieanisopisbate fuane e nirs embotioiehtsAobthe Besertn
enbodi ment s ofnvkRgPresel Lavent . | ectroni c,contract includes the
public key of an asymmet rfegt d_)@}réy%ng)%?taﬁ)i%ege@'epgf’&'cf &Y SfcAn gFsyRmekiicn.
The rel at i onsHYBlogfaRivai&ey mayr foe eBchof & nad e crieseldtionship STRARY S e

controll edgb ' [ rt o he, el ectronic contract ‘
descri bi nSB t ?%%5??1‘3“ %%thﬁgé% “%b%regé?%ﬁ%w C'QBEFB!?ﬁdi faétra@a@ PaEineE are pertiafithed by
A linmted byeletiwniecostrasidiesonting trating Garthel BEsHaiichal ESmshftfé‘stBr Bpkfations

S

contract, ca ' net.e W th the expectation tha

i nterpretati %&%ﬁggé ﬁJé}s)At h@{ etg%yil_we msndnshicerdiions grontairedh ine thenelettrandat i on
provi de at | emstratthesahobé dn telde e 4 Al i es an
el ectronic do_c% nt ? , _ﬁ?ge el ZBE:'EB; ggﬁhcmgoﬁﬁegﬁ%s?ggﬁa% '@%Pféatlgﬁén

i nf or mati on r{%%ggessa#‘%‘ f’gAa! low specific legal entities (e.g., party A 10
P ocess. under pr ot aereRaents o M TRt TACCHIBA Brob e, B 468 “he' Froliig™

process under eErOt ection of a legal contra
crypt ogr aphi ealgps. withe IpsgRent dnvention screbies abms celastenid aloesmehe (e.g., the

crypt ogr aphi giek@¥sic cMhibcet L Lf i er resenting sub-processes. of the
s'h)eir ed process, wherdgﬂngrﬁréﬂ f@%?tfe%?%%arﬁ%gc' q;”ﬁﬁ?” H@g‘ﬁséﬂf @s@ﬁ’%ﬁ’%ﬁca’ega’
descriptive Falfligadgg.. party A1 andrjanigiBreitto gnaagd pe&titbivatedtecRRAYAOSr BS XM,
al t hough ot hﬁec’ifﬂ”QH&% FB?% also be used and the invention is not limted
in scope in This raspact PrOffeEs d‘f"&@éé’é"t%ﬂ%f’frﬁ teaRh Gasiracthe Itipssedalssocess
has the HF opeypipgtaphic ks sithieysl entitls, CR _%tsroaﬁsksa%tesoiﬂh'&,ﬁétb@%gmﬁfke&@e
busi ness rel at, onshi E of the parties are integral to the Protess
definition. W WFWESH renfesening subnpiecesses ofathessharad rincessadeiere thent r act
~Wwith a machibased erdedd . ma) Bd. TR oat . 0 _ finition) such
that dispute re_sg?ut L on cﬂ}n_ be g@%lg?r?é}t é%ﬁvcétéﬁésﬁﬁ ﬂ{‘? i?éniﬁ@gg‘nt ir]BnFm%he
el ectroni c PRI BENE thedenaristiva langlageds X8Ls elthoughsother latiduages nesdatse by
.the part es Heoﬁsédh§n§ *iﬁé_‘__?rﬂ/eﬂ-fi&ﬁfssﬁot limited in scope in this respect. The process
20  definition for the shared process has the property that the semantics of contractual
obligations of the business relationship of the parties are integral to the process
definition. The present invention thus associates a human readable contract with
) a machine readabile, elecfronic contract (the process deﬁnitibn) such that dispute
resolution can be arbitrated with human intervention. The electronic contract
25  explicitly declares services jointly agreed to by the parties for the shared process
such as auditing, time-stamping, and saving of archives. The electronic contract
also explicitly deciargs information that may be used to qualify the semantics of
security related decisions affecting the shared process, such as definition of nare
spaces and role mappings. Additionally, the present invention uses multiple
30 digital signatures to bind associated information. The semantics of the signatures
- - are such that by signing the electronic contract, the parties jointly agree to the

‘terms and conditions of the electronic contract.




suth-as auditi ng, time-stanping, and savi ng of archives. The electronic
.contract also explicitly declares information that may be used Otlo/ ¢84Ri005
the semanti cw&{,zloﬁs,@?url ty related decisions affecting the shared rocess,
such as definition of name spaces and rol e mappi ngs. Additi 8REUSYZ0HFe

present invention uses nultiple 30 digital signatures to bind aSSOCIated
are such that by signing the

information. The s HBE{%&P% réhe Si at u
el ectronic contrac OOk Y %‘8@8@9{%@'%@ apyrefaticnshipc¥hRiBt i ons
of the el ect r dimre rszanteiart@ma&eﬁﬂda@&fa%@ﬂ%nd%é?@/ﬂ@@Bﬁy%%d? Q}E{n@ﬁ%&r‘ &l\%ﬁé%p‘”

S

el ectroni,c contract r’%y be applied generally to any telation

there is an ePSEFPEHIY capt eﬁ{"’atl Heaﬁﬁaﬂ'\ﬁﬁ@tﬂ@altfﬁ’é‘néﬁml el tfwoelectromc
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But | er LaWDSOBnarRM ﬂo\‘ﬁa% At %}? Ug ] eLngt RFC
2693, Septenber, 1999 and anﬂ?é&ggggée%gn ro % S?%tgméﬁﬁn‘wgﬁ nd
Admi ni strati VM@%‘SCPHW Gelsulusioforl Bpm@aﬂdnﬁni&ﬁhm Tookding albyReper t
PCS- TR99- 361, r nce | ege, 1999 10
Figure 2 is a %@gr%ﬁﬁﬁ\ﬁitggﬁ Ge‘%‘r'?'céfe@ eR%h @%%ﬁ%\%ﬂ-a g ey ©6 an
enbodi ment ofCemputpr 8siente, iDaremddtio Colidde 1@bect roni c contract 18, aI SO

ment, defines an arran

calleda 3|nter ility a enment that
associ at es t r adi né?gg‘g??g %’Q'ﬁ""k Yistrating,an glactranig ‘Eﬂ%ﬁaﬁgg%c%@iﬁﬁé@san
el ement s (sutamhdiﬂir&erst&f)the pfrés!éfﬂit Wvehtiors e THE 'e‘iéétrﬁﬁﬁ%ﬂté&swmeff obéaﬁ:%d%cess

control deci si.ons. 5 electronic contract conprises at | east

fof | owi ng seé'?t?m%ra ﬁy o@ﬂé’e@ﬁﬁﬁﬁl defines Q@néﬁamgﬂmﬁfﬁrﬂﬁtl aFsosiatas dwdk@
provi des i nf QaARéisORits NRYS§ ¥bMEack il bESHERLY prddele &!ﬁ?ﬁ&'?@{.rb g.lo%éss
ta au

current revi |on | evel and history da space ori sectr'on 32
descri bes t hifeEr pdiaf sgcyrityr meehanisigs anaprhespageess otantsh aledisivgst o Thee

domei n ofi5t heiel ¥Rt 28 [ | ect r.oni c, 20 con
some cases, part or aﬁﬁmf& %é gt?%g %&8&@.@@ RO Rfop Hb?l?\gﬁa @ment
~ standar ds or generat Ir@@rchtmnexewonam tprotilles tinfathatdnpepdoifging &h SigresiRéntp.
Nanespaces ah% £hd g{’%ﬂc to beeﬁ_{i\ssocl ated w tg\ a reference to the
defining | en % qofl Pycur{ TEYSIPR Yeiel 2nfl digtery; gatay fhpragspace
definition \Amuthohtmt seetion 32 describes third parties representing a namespace
corresponding to the domain of the cryptographic keys used in the electronic
20  contract. In some cases, part or all of the shared processes may be defined by
standards or other groups extemal to the .trading partner relationship.
Namespaces allow a public key to be associated with a reference to the defining
) entity. Operationaily, intricate details of the process definition would not be
~ included in the electronic contract, but referenced externally, Namespaces define
25  the set of external references accepted by trading partners. Contract information
section 34 provides data about the underlying business agreement that is the
subject of the electronic confract. It associates parties who may be liable under
the contract with public keys. This section may include data such as contract
identifier, validity period, creation date, arbiter, liable party, signing public keys,
30 and contact information for the parties (e.g., name, address, telephone and fax
numbers, etc.). '
Process information section 36. provides a mapping of role names for sub-

processes of the shared business process, and a specification of the syntax and
| 7




J included in the electronic contract, but referenced externally
. Nanespaces define 25 the set of external references accept ed b@h/r&&/ﬁ@OS

partners. Comrbroagtsoeonf or mati on section 34 provi des data abo
under | yi ng busi ness agreenent that is the subject of the eﬁ%ﬁ’"@”

-contract. It. associates partles who may be |iable under the contract with

public keys | uch as cgntract identjfier,
validity pe“%%ﬁﬁgegglrglg ate (grgg a&q%res R @“9 RS MEeP i hRE Keys,

30 and cont actOMAPBCefititions fqurbushmspa:rdmws s{b-pPocesb&dTE FordstaMpR, phR) gPhone
and fax nu nfornat i op section 36 provi des a mappi ng
of role narr1<=,n2r"el ?sué‘ﬁcﬁ( R)urcE esgﬁérgpc{eﬁgng H ¥3F BUeTHEWEh BF 0B &Y Rgeahdor
speci ficati oA’ aSubtbrdmatmwm pariorms/thislA&IoA0 Grarty WD r{g,g/eggr mgﬁt Re the tem][

he

PCTI US02/ @317 n rol.e nanes._ In ordér to share processes
parties ng’gd %'d)r%ﬁ %Fét*63%5?["8&‘#”9%09%#sperrfsafm@@@wrfé%g)ulpmdm@ Thus, the

sub- processespartlé@rmgy(hwé a;ffefé}ﬁtn\énﬁ.s fgﬁmewf c | naﬁﬁ'es\ﬁ%gg'ié?&ﬂﬁ?ésg ng

but use a term.such as "P.O agent” for A s su this
function. Pati§ dﬁpam@ér"arﬁ?ﬁgfﬁ@f hhgebwsfm%ssmmc@s sul-pioassses. f Po fulligersame

function at B the npartie have
di fferent narrgg@?%?htg%*a% %ncpgrg%hm%] Cegg%pgﬂi gyl réfs" etn%gA

di sparate roP@CﬁWefﬁi@d toheurbhasine werepbaing exjussied piheA @S FES. adént! wodiger

il lustragg t rformng access control evaluation, if one
of A's ?)?ocggs s relat 5%@168%& ’ﬁf%‘?‘g bveRp FedndsBeand ttherern p. O
agent" woul dplfﬁ:ﬂaeeépecusadeﬁy Buth:$ fwddms f8Ir gﬁegmhbﬁzﬁ,gﬁr%cﬁeﬁ P heand B
ang the ter arﬁﬁﬁg éeid gh this would fail an aut orlzatlon
check but fg'lnl1 P Fﬁé ) fRgeak in Mﬂ@eteéec“lon@amy@n& in Ain
the el ectronic C@Wb@ﬁ%erv&ﬁ%%droﬁ%@ﬂé&%e%%l@ﬂ/ %ﬁvﬂ@é?ﬂét%@uﬁﬁﬁbé& ary

t he shar’e process Servi ces

servi ces that i n support_of
may conpri sd’ 53595% Oéli@rﬁhf’é%d Pl'%sﬁeﬁl@h ericesUTayY comarise savieg mashivesg t he
LS el AP, 89 ERBE HESR Aol BHEERURRRE
~ location of qﬁﬁ@'ﬂ@dthﬁ-!e'ar eliey supportsesvices myak!stdtm spECiEdo FarEichivée e used
st on’of SrE Notthodlife B0t Vg “ﬁﬁzefé@v%r-§p§@égsazgta@
used to secﬂwtagﬂ@faudaeys dsed. oFsgcure RS adhival daie st Aeditsd ¥%€ lsbBifsh t he
describes the location of where the audit data is stored, and the cryptographic
20 keys used to secure the audit data. For timestamps, the section describes the
location of where the timestamp data is stored, and the cryptographic keys used
to secure the timestamp data. In various embodiments, third parties may be
) emplo‘yed to provide the archive, audit, and timestamp support services. If the
service Is outsourced to a third party, the section should specify the public key of
25  the third party so parties A and B agree on the selected third party providing the
- service. This associates a public key of the third party with the service provided.

' Digital signatures section 40 allows trading partners to digitally sign the
electronic contract. Each party signs the contract, allowing both multi-lateral and
independent verification. This section may comprise digital signatures of the

30  parties as well as digital signatures of one or more witnesses (e.g., third parties).
The digitat signatures may be pre-pended or appended to the electronic contract.
Tabie | shows one embodiment of the electronic contract of the present

- invention représented in XML, although other descriptive languages may be used.
e :




| ocation of where the tinestanp data is stored, and the crypt ographi c keys
.used to secure the timestanp data. |n various enbodi ments, thi 0d /R28{2&H5
may be | enplgygghsigyoProvi de the archive, audit, and ti mastarrﬁ_g g@gogrt
services. If the / service is outsourced to a third party, PhEV

shoul d specify the public key of 25 the third party so parties A and B
agree on the selected third party providing the service. This associates a
public key of the third party with the service provided. Dgital

signatures section 40 allows trading partn'&‘rt@to digitally sign the
al.lowi ng hoth

el ectronic co : t,
multi-lateral and independent verification. This section may conpri se

di gi tal si gnakix gsrtft-he-8Opantt-es-as+wolbragdi-ght+al_,Si gnat ures of one

or nore W SnestHEMENT SigridiiA AP, 'WQx)_:jnatur digital signatures may be

pr e- pended or<mmmm,qga{a%t@|yggu onic contract. Table |I shows one

enbodi nent of <IH]_EME!@'F11AS’@h§tu?é)%td§@C§ Muaehe present invention /rep/r esent ed
a%guagb,wm g 8 01/08/ 2005 WO

in XM, althoy VAR AT- BN
02/ 067099 PCTI:US@&/*-G&&MML@M«@%M Si-gaedl A [ I ADat a,
ta %Il A, > <JELEMENT TASi gnature

- | ASi gnat uy@) ><l—ﬁN'¥'E'l:: :
L ‘eContract DID -> <!- File name: |A DID >
| O%%%OO -->_<|DOCTYPE eContract [ 15

%13| g: Si gnat uge; g -5

(O Copyright :
<| ELEI\/ENT eCoy tga&,t,* f 9 Mﬂ&‘gm*r ctlnfo,  Processinfo,
Servi cel nf o, QB E)e>30 tAT‘{'l[.I ST I A xml ns CDATA FVBLTED> <I- General

I nf or mat i - >
* ARE Kk K *gg* IE ! M * | QQQRUGG: Nf(ECl,m‘e,_,_ kNameSpaeetr * Epﬁtl‘acﬁnfg * *Rmcgﬁsfngo

(=)

< ELEMENT EGL '?'ﬂﬁ ?'&i reement Name, Revi sion?)> <! ELEVENT
Agreerenti d (3 iﬂxj!jji Pélf% IMPeERNt Nare (#PCDATA) > <! | ELENENT
Frdrdcdrdedeod dedrdedede ***Hﬂ etk dek e de e irkkodke ko >

Revi si on (Hi s ory
<l- G)eneral information -—>"

20 (I__ m*****ﬂ*ﬂ******mﬂﬂ****ﬂ***ﬂﬂﬂﬂmﬂhtm*mﬂ** —

<I[ELEMENT ECinfo (Ageementid, AgreementName Revision?)>
<IELEMENT Agreementid (#PCDATA)>
<IELEMENT AgreementName #PCDATA)>
<IELEMENT Revision (History*)>
25 <IATTLIST Revision rev CDATA #iMPLIED>
<IELEMENT History EMPTY>
- <|ATTLIST History Agreementld CDATA #REQUIRED >

(l... *****H**********H*mﬂ*“ﬂfﬂﬂ*miﬂﬂﬂmﬂ*ﬁiw*i >

<l-  Namespace Authorities —>
30 <|__ **ﬂ*******m*M*mﬁmm*****ﬁ***ﬂmm**mm:u:m\-__;
<IELEMENT NameSpace (Id, Location, Pubthey‘?)>
_ <[ELEMENT Id (#PCDATA)>
DS <IELEMENT PublicKey (#PCDATA)>

<l__ TR A e e e ol ok e e st s sk e i s vl A e o s e Aokt ok et s A e s v o ke e ke e >

35 <~ Contractinfo >
<|__ ***ﬁ**ﬂ***mﬂmﬁ**ﬂ*m****iw**ﬂmﬂ****ﬁ*****i’*_)
<|ELEMENT Contfractinfo (
Contractld,
: Contract,
40 ~ ValidityPeriod,
CreationDate,
Arbitor*,
LiableParty+ )>
<IELEMENT Contractid (#PCDATA)>
45 <IELEMENT Contract (#PCDATA)>
<IELEMENT ValidityPeriod EMPTY> _
<IATTLIST ValidityPeriod from CDATA #iMPLIED to CDATA #IMPLIED >

g9




25 '<I'ATTLI ST Revi sion rev CDATA #| MPLI ED> <! ELEMENT Hi st ory EMPTY>
<I ATTLI ST History Agreement!d CDATA #REQU 2ED <I- Nanespace AGINOD8Y 2605
*k LXKk kkkkk

-> 30 <!_ **woﬁfldaﬁﬁgl‘g*****************************"****t***** + _>
<JELEMENT |§%(”#‘f§85%11/1}>

<! ELEMENT NanmeSpace (ld, Location, PublicKey?)>
<ELEMENT Publ i cKey (#PCDATA)> 35 <I- Contract Info -> <! ELEMENT

Cont racii nfo <GaHmERY!Eheatid Val i dityPeriod, CreationDate,

é{)bl tor*, #||5| &@L@RQENYTNBE ir?ggy #PCDA;I‘QI__T_LI é‘?’ <! ELEMENT
n_t‘ract (#PCREI AMENT LEHRYS E# Hin H'E‘ge)§> :

Val i-di t yPer i odydi H TR #1 9 01/08/2005 WO

02/ 067099 £CTL : A %ﬂﬁﬁg Tg{; > <[|9r51|f|—5-|\>/Em

(Cont act Nane, ST GhiigRRLLEREV S s ELEVE NL.SLgni.ngPubl i cKey (#PCDATA)> 5

§ Key Keyl d CDATA #REQUI RED> <! -frAgerprint ->

Ar bi tor (Cont 2 Ny
<I ATTLI ST Si gpg ngRybl i c
<. I ELEVENT Corf aciR ok 3 slanProcess Information -> 10 <l ELEMENT
Pr ocessi n,Loo (PEoces ID Per f or Ter Rol eNBPpI NOY) > <T'ELENVENT Pr ocessDef
( #PCDATA) <|i§$§§%§% RGeSO ( &SP maripleMappRet)>| DREF #| MPLI ED>
<IELEMENT ProcessDef #PCDATA)> :
<IATTLIST ProcessDef Type NMTOKEN #MPLIED Ref IDREF #IMPLIED>
<IELEMENT PerformerRoleMapping (FromRole, ToRole)>
_ <IELEMENT FromRole EMPTY> - :
15 <IATTLIST FromRole domainld CDATA #REQUIRED role NMTOKEN
| #REQUIRED >
) <i-- domainld is the 'Keyld' fingerprint for liable party —>
<IELEMENT ToRole EMPTY>
-0 <IATTLIST ToRole domainid CDATA #REQUIRED role NMTOKEN #REQUIRED
>

<I_ mmﬂ**t*ﬂ*ﬂﬁ*mﬂm**ﬂ*“*iﬂm*mﬂ******ﬂ**t*ﬂ* >
L anam,

<l-  Support Services >
<!_ m*ﬂﬂﬂ**mﬂﬂmmitﬁ*imm*imﬂ“>
<IELEMENT Servicelnfo {Archive*, Audit*, Timestamp*)>
25  <IELEMENT Archive (Location, SignaturePublicKey, PrivacyPublicKey)>
<IELEMENT SignaturePublicKey (#PCDATA)>
<IELEMENT PrivacyPublickey (#PCDATA)> ‘
- <IELEMENT Audit (Location, SignaturePublicKey, PrivacyPublicKey)>
- <IELEMENT Timestamp {Lotation, SignaturePublicKey, PrivacyPublicKey)>
30 <IELEMENT Location EMPTY> |
<IATTLIST Location Ref CDATA #REQUIRED>

<'__ hﬂm****ﬂﬂﬂﬂm*ﬂm*ﬂﬂmm*mtmm**“>

<i-~ Comment >
P ) <!__ *mm*ﬂ*a*m*mm*m****h*m*mau*mm*_:,
. 35 <IELEMENT Comment (#PCDATA) >

J» <l end of DOCTYPE InteropAgreement —>

Table Il illustrates an example XML document complying with the above

40 - document type description.

Table I
<InteropAgreement>
<lAlnfo>
45 - <Ageementld>777777</Agreementid>
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<! ELEMENT Per f or mer Rol eMappi ng (FronRol e, ToRol e) > <! ELEMENT From Rol e
.EMPTY> 15 <! ATTLI ST FronRol e domai ni d CDATA #REQUI RED rol e NMIOREN 08/2005
#REQUI RED > glgodgimbnid is the 'Keyld fingerprint for I|i a&f_&@%&?‘y 50
<| ELEMENT ToRol e EMPTY> <! ATTLI ST ToRol e donai ni d CDATA #RE &le
NMIOKEN #REQUI RED 20 > <|- Support Services -> <ELEMENT Servi cei nfo
(Archive*, Audit', Ti * | ELE r chi Locat,i on,:
Si gnat ur ePubl i cKey, P%ﬁ%ﬁgﬂzﬁ%@%ﬁ ﬁ@@%ﬁ"éﬁa gpl?PM?TcKey
(#PCDATA) > <! ELEVENG T VaCYPUBT T cKey %%F%N}émp <ELEMENT Audit (Location,
Si gnat ur ePubl i cKey, AL e YL Publ i cKey) > <! ELEMENT Ti nestanp (Locati on,
Si gnat ur ePubl i cKe;r,u TB8§ B'i ey)> 30 <!ELEMENT Location EMPTY>
<! ATTLI ST" Locat i on Ref ﬁ E‘%LVRED <! - Comment 35 <! ELEMENT Conmment
(#PCDATA) > J> <!- en(f'-Bug‘, WDl EPRGT 2EREFAUODS Table 11 illustrates
‘an exanpl e XM doc'LdrrerﬁP' By B3 SRS FERiSIkIo8 T 43riPellisiavnt t ype
description.” Tabl'¥NPMESERR®Zr opAgr eement > <I Al nfo> 45
<Ageenent | d>7777?“f@?®$l&§3ﬁént | d> 10 01/08/2005 WD 02/.067099
PCT/ US0213171 <Agr eemidn3R3334<##>t h JonesJohnson</ Agr eement Nane> <Revi si on
rev="1. 0" ></ Revi si on><kpgationires"wwidntebpeross></Location>
- <PublicKey>GIE389fjlk8F ESfslk32098743</PublicKey>
</NameSpace> o :
<Contractinfo>
15 <Contractid>777777-1111</Contractid>
<Contract>This is the contract...</Contract>
) 7 <ValidityPeriod from="Jan 1, 1000" to="Jan 1,
3000"></ValidityPeriod> '
<CreationDate>Jan 1, 998</CreationDate>
20 <LaibleParty>
<ContactName=>John Hancock</ContactName>
<SigningPublicKey keyid="289839283>
tioAFSOf389ffa7f87 3yf
</SigningPublicKey>
25 </LiableParty> 3
</Contractinfo>
. <Processinfo> : :
 <ProcessDef type="purchase order" ref="www.standard.org/1">
<PerformerRoleMapping> '
30 ' <FromRole domainld="12345" role="Purchaser"></FromRole>
<ToRole domainld="54321" role="Purchase

<

Agent"></ToRole>
</PerformerRoleMapping>
) </ProcessDef>
’ 35 </Processinfo>
<Servicelnfo>
</Servicelnfo>
<Comment>
, - "This is a comment."
40 <fComment>
- <fInteropAgreement>

Generally, the electronic contract allows the parties to perform the
45 verification tasks of identification, authentication, and authorization of

communications between the parties relating to the shared process. The
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5 <l d>333333</1d> <Location ref="wmu. intel.corn/3"></Location>
<Publ i cKey>G | E389f| | kBFESf sl k32098743</ Publ icKey> </ NaneSpadd~'08/2005

‘ <NameSpace> WO ogbcle333334</1d> <Location ref="ww.intel. corﬂp%"f o %i on>
<Publ i cKey>d E389f | | kBFESF sl k32098743</ Publ i cKey> </ NarreSpace>m<51 i _
<Contractlnfo> 15 <Contractl d>777777-1 111 </ Contractld> <Contract>This

[ h iw/, ol f frone" 000" to="Jan
1 3000" SNt B et e preeH VM 30 b5 BRIl do dwes Ty
<Lai bl ePar t y>S@HHY amimﬂ%mmwwmﬁmmygammeﬁln_mﬁit@airrngm% i Key
keyi d="289839 ' farf873 ..</ Si gni ngPu cKey> 2

</e {: abl ePar t yiﬁéﬁ;s&%?@éﬁgoﬁ? %IQS dgﬁ??fg’gﬁ%fﬁfrgg Eﬁ?g‘% gypaden shedidse

or der ' r ef =" wnhe sicaeptad dhyorgretéiver sRssd onnRe Rehadep @brﬂﬁﬁnc?g%;fﬁiﬁflicg{@gg 32% .
i =

dom 1| 0= 42585k el e St R siore L TN DT
</ Processl| nf orecsiSers torepaiy >In thisedask C@le¥l€tronic contract identifies the companies
and their contractual relationship. The sender of the message may then be
authenticated as a subordinate of one of the parties in the business relationship’
(e.g., party A or B). The second decis-i;::n determines if the sender is authorized to
10 perform the requested action. The electronic contract (as shown in the example
_ of Table 1) contains information that allows processors in either frading partner
) domain to resolve ambiguities in requested actions. Ambiguities can exist in at
least the following forms:
- (syntax A = syntax B), but (semantic A = semantic B).
18 - (syntax A I= syntax B), but (senianﬁc A = semantic B).

Evaluation of authorization may be performed by an automated tool
because the electronic contract contains the information necessary to perform the

~ mapping. For keys, K(A) authorizes actions performed by A. K(B)} authorizes
20 actions performed by B. Role names defined in A map to role names defined in

B. Definitions common to both may also be in the electronic contract.

Figure 3 is a flow diagram of identification and authorization processing
' ) using an electronic contract according fo an embodiment of the present invention.
At block 50, a receiver of a message from a sender identifies the sender. The
25 message from the sender to the receiver may be requesting an action to be
performed as part of the process shared between the parties (e.g., the sender's
_pariy and the receiver’s party). Identification in the present invention may mean
merely determining an identifier for the sender. In some embodiments, it may or
may not include determining specific identification information for the sender such
30 as name, address, telephone number, e-mail address, taxpayer identification
number, and the like. At block 52, the receiver determines the sender's
organization (e.g., is the sender a party to the electronic contract?). At block 54,

the receiver associates the sender's organization with a business relationship with
12 :




<Corment> 'This is a comment." 40 </ Comment> </I|nt er opAgr eenent >
.Generally, the electronic contract allows the parties to perfor @tH848005
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conpani es -an eir, contractual relationship. The sender of the nessage
may then bd gﬁﬁ"‘%&ﬁﬁ?%&(%aaﬁ'g&a subordi nate of one of the parties in the

busi ness rel at i onsipimnd(B rélied d¥24 thirdhaRy Bl ﬁf@éﬁoﬁgfb‘&@gsdilﬁfri A \ttO&ioer M nes
if the sender is authorized to 10 performtﬁe requested acti on. e
el ectroni c coRtRligeys & A RaduC. ibyt npbBe Raspestorsdn Braouile knove ahowtiBiand C

I nf ti t [ | thet ' N ' {
Fosol ve. anbi gt omemtFrodiBSas SaAtto W indth B Feshire FRoPEln P Bl °
| east the fol FdAPwe B)oHeawever, (& wauldhnohkrove if titeeorBiact Aldgréesewiintricans the=

ti - z - , B but ti = ti B) .
Zuar uat | oF of* % s I Boack eoditls Whnr birms Al MRS S e B5PRBEN B8k ause
t‘_hg el ect lr: onieonteimed indhe etﬁmﬁ'ahipszohm&titﬁﬂ‘tw ey hf@ﬁha‘%@g@g&@i&teﬁ%g)aﬁéfe%@ the
mappi ng. For : ut hori zes, acti ons performe : aut'hori zes
20 bt Lons. pel BB ae Bt Bealad vilierhaRneu hodh paTEs havRe
defined in  Rbilifeftb Nerifprhecomers dighdddthudBy 21189 BRed kstﬁ't%?ﬂ{eﬂW ¢

contract Figure 3 ifi’ a flow diagram of identification and authorizati'on
processi ng 6%?9?5“%4 v &4¥&-roni ¢ contract accor di ng to an enbodi nent of the

present hgventi onThe AlecBVEF katSBock 365 entifids Me FfBS SARHE DREME SENHE"
identifies the sender. The
agreement corresponding to one or more shared processes. At block 58, the

receiver verifies that:
- the action requested in the message by the sender corresponds to the
terms and conditions of the agreement;
20 - - the action is allowed by the process (i.e. it is defined); and
- the action is allowed for the sender.
“This verification may be performed by using roles {e.g., can sender S do
) requested action X according to the electronic contract?). Digital certificates may -
be employed in a technique for working through subordinate organizations of the
25  two parties. If a processing system in company A is authorized by A, then A would
issue a certificate certifying the processing system. Similarly, a processing system
in B may have same relationship with B. if processing system of A makes a
request of processing system of B, then processing system of B must determine
that the processing system of A is as trustworthy as A with regard to the contract
30 between A & B. If the role or other authorizations assigned to the processing
system of A is defined in the contract signed by A & B, then the processing
system of B is safe in asserting the processing system of A is authorized to make

the request. The certificate allows processing systems to act on behalf of A and B.
13
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the receiver J288%i9% e ke $ elfb ethaged) lysifiesat prosessesh batvimeni rhes sparties,

rel ationship widdhional®/, Oﬂ:ﬁrﬁ%é’rﬂp§u:&y@/ %m&%oﬁ%gs rg%/e %%{egspnzmez %?%gopipe

recei ver' ssor%ani zatjon as define a prior

el ect r oni c’coRPRERA haicmayde providad byeentiige ottEni thar s piimdipal rpanias foethe
performed W todct ifhyd _ L LSt L arty (such as a certificate
authority) to provide gémgtﬁoﬁaéé%@eﬁqpégkxhggg'a?ﬁ%? ﬁ'égg"uﬁgtf\erﬁb!"@ﬂ@'ﬁ’g
security of tBIVIEGnRaVIdest i dithodgibdheepmevihe divcusant fttised ford 22MaRr4(e! | ed

on athird p Hablcatl on processors in uld know public keys of
A and C, but %@%”%méégé’&éﬁc%‘r@%l ?@S\V\Bﬁ’-ﬂd' 1N Qﬂggpr%eﬂwﬂv@t'%ﬂ% ajpen a
request is sebr usedAfdrr awitBlateralc afhinddraenits HetRees h&!ﬁﬁ%e?»%ﬂie(si i g8y C
knows B).M—Iowggr A woul d not know If the contract A agrees wth nmeans the
10 sane as t HE COhtract B agrees with. Terns and conditions of the

Eg;fis”i-ﬂi ed gccg‘r’g%gf?"p’?ééﬂ‘g@ or PR ol S8R PLEIRr P et peTG
étween A and®B! AP thQrspuipesest ofcexpianationy specifice nivihpetsh esystemer arsd .
Ceaer ver at b o EhERA P ol 1 Bl S IRO S ks hEh 2 men;
cor r espondi n§res§Nb ivestiompritowasienrieds ppparesttos ondiskilbd dk tHS artt heving €2 ver
(o the tormeoht ASHdRIREMEe BselBHeTeRmY reradtramiroubidned
by the procespediic detail. insothefinstaddes, Meibknowh festaek iviie iofnifdd SV@Rpfifid t he
sender. in order not to obscure the present invention. -
Embodiments of the present invention may be implemented in hardware or
software, or a combination of both. . However, embodiments of the invention may
.20 be imptemented as computer programs executing on programmable systems
comprising at least one processor, a data storage system (inciuding volatile and
non-volatile memory andfor storage elements), at least one input device, and at
) least one output device. Program code may be applied fo input data to perform
the functions described herein and generate output information., The output
25 information may be applied to one or more eutput devices, in known fashion. For
purposes of this application, a processing system using the electronic contract
includes any system that has a processor, such as, for example, a digital signal
processor {DSP), a microcontroller, an application specific integrated circuit
(ASIC), or a microprocessor.
30 The programs may be implemented in a high level procedural or object
oriented programming fanguage to communicate with a processing system. The
-programs may also be implemented in assembly or machine language, if desired.
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Thi's verification may be perforned by using roles (e.g., can sender S do
.requested action X according to the electronic contract?). Digi®0dl/08/2005

certificates wayzodrgsenpl oyed in a technique for working thr gh
subordi nate organi zati ons of the 25 two parties. If a procesg}dﬁ 58%/%%‘%% in
conpany A is authorized by A then A would issue a certlflcate certifying

the processi ngnswet et RivEhidRl ts}’nof'ihiﬁﬁ ?&qﬁs#%eﬁﬁégw oo @Eﬂ g%gg?ﬁ?_r\{%nsgane

relationship with B. If processi ng systemo
processi ng syéi"’éﬂﬁ’ﬁé? B) anhessepthedesmiagg rsayseacompledisihtedfieRidTamRiagh hat

t he processing sys ru thy as Awth regard to the
contract 30 bet me?@@gg%ﬂfn}%ﬁ 91'81?%5\3,% o%ﬁ%‘?‘oﬁﬁi?l&t?@&?lma fEsleyised to
o e o by e Teae briyatetion (ROMP U R SeOBE ol ribo, o1
of A s aufhodrden Yol SkENB sk (yrlce otheicsloapeidevi sashblovy Agaseeds: ng

systens to actr aspebiahapiirpose Apragntinabld 3p
PCT/ US02/ 0317 Thﬁ"geﬁ t herp eé%ntg | nvaent [ o%éé%ﬁﬁ %étef ? ecggﬁéﬁﬁﬁvgnﬁse of

public keys i heRIPERISINGSYSian whes thenstorage meﬁlamrtdgawoé ls:mammylthatl ons
b f t
e oo e et DL USRI LT

two parties. _Additionally,
in the el ect rtBﬁ|"(’:V3§t'€6rﬁ‘t’?h@'ﬁothﬁanoanenietoma)meBb&d@ﬁa mMaehinelrbadabidan

th | t hat h of th
el pat parrage i, EofioufReE RES Wil o POBe SIS YR0! whRe the Elostim ¢ he
pr ez/l ous d| s duediyrsof mf;gedadou:amebtHea;breb@etsmgasysQé?ﬁQH%Béralg@InV@gﬁb&mpaf nd

anti es, sent invent i also be used for
h Pt i -1ater a%ﬁﬁ%@@%&ﬂe ?Qoé‘?%@% e P%@QEW shared 10 -
processes. In t heAprm&ﬁJlélgf dﬁé@ﬁtrptyp%rbf ﬁf@éés@.l&@ %& i sRwd WF@B?&SEM

I nvention haﬁ been, descri bed. For "purposes anat 1 on,
nunbers, systSWEVEInGther SHstems meay alsg hﬁeﬁ's@dsﬁnd m@raﬁmqmpamedtsrofttbe pysteinde a

: 2"22292l’f’P?e’é@‘f’ﬁ@ﬁi&a‘?%dﬁéﬁf“ﬁ?f%*‘%'E’EEE‘E"EE Sed B o0t B BB ne
present i nvel iSXATRIB 18 Expruletthe prposissing dor embodlmm bf thed'ﬁéw:bﬂfbf ubirgot her
oL "L BB | SRk o RSBl LA R, SRl stk Sy b
i npl ement ed €Mbedimenbdesanbed herein. Sample system 400 is representatlve of processing
_ Systems based on the PENTIUM®!, PENTIUM®. lil, and CELERON™
20  microprocessors available from Intel Corporation, aithough other systems
(including personal computers (PCs) having other microprocessors, engineering
o workstations, other sef-top boxes, and the like) and architectures may also be
| ) ‘ used. .
) Figure 4 is a block diagram of a system 400 of one embodiment of the
25 presentinvention. The system 400 includes a processor 402 that processes data
sig-qals. Processor 402 may be coupled to a processor bus 404 that transmits
data signals between processor 402 and other components in the system 400.
System 400 includes a memory 406. Memory 406 may store instructions
and/or data represented by data signals that may be executed by processor 402,
. 30 The instructions and/or data may comprise code for performing any and/or ail of

the techniques of the present invention. Memory 406 may also contain additional
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software, or a conbination of both. However,. enbodinents o the invention
.may 20 be inplenented as conputer prograns executing on prograrfiehP8/2005

systens conprweiohgs7ady | east one processor, a data storage sys};(_e(r]%%’é{ag%ﬁdi ng
volatile and non-volatile nmenory and/ or storage el enents) I e

i nput device, and at |east one output device. Program code may be applied
to input data &shiReslaH Clu scr bed herein_and ate

out put i nfornati on. Thed@)rurtd?)%t rg:g 4 %?m&tl VE@BWafjg@HB%V g%s@%énsdﬁdemre
out put devi cesProcgssieon4ia t!ﬂd:storeﬂdatﬁmtgnammp:@seﬁ nimdripisee.appl i cation, a

processi ng system el ectro ntract includes any systemthat
has a processor, Sﬁhﬁ%é/nﬁg}o%g 45\85‘?3@Q%FO%]%@ITT‘EMQ%§@MPUS(M) a

i crocontrol | eand raemnpm@arh@bné@@memoey ESHERUER RGifdcE t& sugﬁ%'ﬁ@twe@ﬁ a
m cropr oce%sor 30 Th%g&ro r ans be inplenented I n a
procedur al RIBySSSPr ‘F'Berypf‘gérﬁ'f'ﬁ’n%@?f | epeenssls i (th.ﬂnsustetmﬁeﬂvwmm a

processi ng sySlind Tﬂi@d B Q

machi ne | angu ges eSElI re%hggsbém¥7ﬁgf%eg§d g% ggy%%@@&&@/%@%@ﬁ?l
In fact, the |‘%?}‘@/HP¥P&F1( I{Q) bigst 412.ninctbis Emquuopet paphitg cpatrbilemuhaﬂnterfaces
programming k@ Y co d of
interpreted | an%gﬁg%y Hﬁwéé‘ (gsﬁgﬁ%w@a%r bﬂi%?#@?%gn@%e ﬁfﬁfg}é '%‘?Wfso?ge
medi a or devi EEPC€§5@ by fhewrpphlds skntd:tller/é‘lB toemdsanl y nmenory (ROM), CD-ROM
devi ce, fhkmsh ne e ital. versatile disk \/ or_ ot her

st or age dﬁ)@l ce) ?gig blﬁ)%glg adg%)é?gmpn%q A, ?stﬁﬁ@pﬁé@#@@r ofrmuléple
processi ng sybuses, Fiost !dbrﬁusg:wrz pgvidas coﬁmrniﬁaltuag imeb@mgﬁ%%ngﬁt nenlem

Wh th t d by t
e orm e’ bR 0ES Abeliorb Eentnleb T makousavelds Gre hopuONwecE: dn ray
al so be consi stmedmbedhreitany @iﬁ'ﬁa& gevies c@ntF&!Eth@Hﬂ?%@%h@e@!%ﬁ{ leg(‘e)

medi um configured for use with a processing s

medi um so corffiSgtited! 'B%u‘i'ésé’éaYtCﬂfé/l%rmgiﬁrn‘tjSsqlbmemou;)hr@mfraﬁlsplap cmvmp&m fic
and _pr edes | ndiefR A06 arlcPadle e Ulad e MGLLO 0% %'Yqﬁdﬁﬁéﬁewﬂ) And

exanpl e of oné such type of processing sy
however, ot hdhe §)}&.i§@m;Thm§hsaﬂas debice mmuesmtmsignab frofrppRoEsHd 402 thrblgh

System 10 Sy e EIUASe! o' By PSR halon SOt sl S i‘ﬁﬁ
met hod of us |srgglafs to a user of system 400.
o A second IfO bus 420 may comprise a single bus or.a combination of
20 mump!e buses. The second I/O bus 420 provides communication links between
components in system 400, A data storage device 422 may be coupled to the
second I/O bus 420. A keyboard interface 424 may be coupled to the second I/O
) bus 420. A user input interface 425 may be coupled fo the second I/O bus 420.
A The user input interface may be coupled to a user input device, such as a remote
25 _control, mouse, joystick, or trackball, for example, to provide input data to the
computer system. An audio controller 427 may be coupled to the second /O bus
for _handﬁng processing of audio signals through one or more loudspeakers (not
shown). A bus bridge 428 couples first I/O bridge 412 to second I/O bridge 420.
Embodiments of the present invention are related to the use of the system
30 400 for handling electronic contracts. According to one embodiment, such
~ processing may be performed by the system 400 in response to processor 402
‘executing sequences of instructions in memory 404. Such instructions may be

read into memory 404 from another computer-readable medium, such as data
' 16




the el ectronic contract, in accordance with the present inventiaon, such as
-the enbodi nent described herein. Sanple system 400 is representoak/fqg/@‘005
processi ng sweotemeromased on the PENTIUMQ I, PENTIUMr) 111, GERERONI M
20 m croprocessors available fromliIntel Corporation, although other systens
(i ncluding personal conputers (PCs) having other mcroprocessors,

engi neer ing__atarigé izt 4220!dMdfor Solr P sBA%E i HU nbArk LRka@I Y14, for
architectures ma%ﬁglns% be ~used. Figure 4 1is a ;l’)l.ock I'agram of a sysct}em
400 of one entf38 t EERCYtioR ofthe seauatnresi ofviasirictons Thesesypbeessép@02ntal udes

a processor 4@zetaleldrRARSERS: Sd; . .. 40 be coypl ed
to a process%égtsiﬁéo!él thaéetrgggﬁng%%ﬁ@;%&gq;gigchﬁ%gngﬁs g%@é%f% r%402
and other co Nran Akeraglivecema@iimesy berewadd Birguitn) mee Heausal i biacé06.
Mermory 4065y §f i SorhBiRbficHivi? 28 %%di/ Qh,gara.re resgjr}lt e'g g, dat absicgnal S
that may be execut ec rtt‘)y pr Wil sPitygs Instoctions. tq qul?fﬂﬁ?'%ﬂgo mensrofdaea may
conpri se codePfesenpisvention. ngriasy tmlcﬁren’enaliﬂzvefnfiorﬁ gg ﬂo@qmﬂieﬂuﬁ‘ﬁ aﬁﬂ}/ E/&'ﬁc
present: i nvenii of:. 06 ma so.coptain additional 15 01/08/2005
WO 02/ 067099 PWDW%@W?&?%?%@H&P a&ata (not shown). A cache
menory 408 may r eSiteeelensints of ByoRaAs A0D ﬁ@%rhh%irsécgf@ﬁti&ﬁ‘i al’gﬁt%tﬂﬂ?'iﬁ gtored
e coupl ed 10

in menory 406, A bridge/ menpry' controll-er 410 na he _
y @( t‘Y . y

processor bus A" NeRORyhe ge. InrRartigyiag deiasinisgy device a2 roay bd Oseti r ect s
data si gl s toeraviddion-teinP SRR fof e, it Rrctigid [ gomponents in
the system 4 0®gnd bri dges the daga%ieggg?qgﬁléé@mggﬂm&r%ﬁﬁgF&H%E%ﬁ’% r
magor y 406, diing plestronic mentragisin @ccqriame wills tHd Present investioradiresnt |

gr @aphi cs contyghbe 406L fac [ device (nat shown) for
di'spl ayi ng i malges@r-eoﬁélg'rdeagﬁg{rJ sgc%‘rﬁznrn V\% g%&%rt%@igé%’f!%ﬁ?ef‘ t%?’ﬁﬂ?ﬁ%&’ fons
control I er 41 handling slactronio deintractslin @coerdaddewitlthe pragehs mivantfon@krihgous  or

a combi nati og a1 . First 1/0O bus 412 provi des comruni cati on
| i nks bet menxgéuﬁpgg#&_ﬁ?égﬁsﬁgyﬁystem 400.. A network controller 414 may be

coupl ed 5 the fiWile tiinvestighlitas beeh RRBRbRINRIIERhS tﬁuﬁétﬁagh@y devi ce
controller 4 %b”ﬁ’ b g@upl ed.to the first 1/0O bus 412. The display device
controller 4 a ’hﬁﬁ& ﬁﬂ?f‘?@t'% ISanolindpndsd tade aasirged ins yiting sensd and
acts as in i Vasdisanedieativng df thelilistaBle €R5bGIMeMR0 bs Waf W)otRlld

_ embodiments of the invention, which are apparent to persons skilled in the art to

| which the inventions pertains are deemed to lie within the spirit and scope of the
20  invention. |
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the system The display device receives data signals from pr o&essor 48@
t hrough display device controller 416 and di splays informati n ddk 2 d
in the data signals to a user of system 400. A second I/0O bus 420 may
conprise a single bus or .a conbination of 20 nultiple buses. The second
/O bus 420 provides communi cation |inks dgiieen conponents in system 400.
A data storage device 422 nay be coupled™T0 the second I/0O bus 420. A
keyboard i we# fsadfntdss: may be coupled to the second I/O bus 420. A user
input interface 425 nmay be coupled to the second I/O bus 420. The user

i nput interface . upled to,a.,user input device, such as a renote '
25 control, nouls'e@%}eg%gtoﬁ% forgipg pyitherization in 4 ghared prepess betwsen atdoastiono nput
data to theagﬁorg)ut er. system An audio controller 427 may be coupled to the
second |/ @BUE OMWISHENd| i ng processing of audi o signals through one or
nore | oudspeakers (not shown). A bus bridge 428 couples first 1/0 bridge
412 to secondentifyingyisstder 470 mesgo tequesting afactibe aPpRES the SAVAVrbGRs AT €
related to the use of the system 30 400 for handling el ectronic contracts.
Accor di ng t dletmmimn®eipariof teleiderPr 0Cessi ng may be performed by the
system 400 i n response to processor 402 executing sequences of

i nstructi oNSsdoRialR : .| ctlions. . be read into, nenory 404
f rom anot her scolr?puggt%/srg é%egastfi eS %ﬁ%{s%ﬁ%ﬁ?%@%f’ Eetv@gn a‘f/sé%‘}SE’ZGG’B“YV\O

02/ 067099 171 stor device 422, or from another source via the
net wor k cgﬁ(ﬁ[{gy%%r ° E?‘&Y it 86@%3%@."'&9%@&@9%%@? plectsanicieméast of

instructi na.caugﬁs processor 402 to execute electronic contract

processi ngm PEFuBnEeYsJoreash of thermattios withsubgressss of imvshatel procebstoan

al ternative enbodi nent, hardware circuitry may be used in place 5 of or in
conbi nat i #erhp relatinpshipaof erustiztwemtthepatiéo | npl ement enbodi nents of the
present invention. Thus, the present invention is not limted to any

speci T ¢ _cidetifyiagitamsoind?3ndneneorthé Sbbddnic M-3RI GG (5] SEnt s of

system 400 performtheir conventional functions Th a own in
the art. grhceR@lshyjcul ar, data storage device 422 may be used 10 to provide
| ong-term storage for the executable instructions and data structures for -
handl i ng elv% r.on%](é‘):1 &gntraot in accordance with the present invention,

whereas ne ?’9“& t the refuesfed actingogegnonds toribe tesmsaad poitiors antiés execut abl e

i nstructigns
owable for the shared process by the sender.

2. The method of claim 1, wherein verifying comprises at least one of using roles
to determine that requestgd actions are sanctioned under the electronic contract, using
digital certificates to determine processing systems implementing requested actions are

 authorized by the parties, and using public keys of the parties to verify adherence to the
electronic -conu-act.
3. The method of claim 1, wherein at least a portion of the electronic contract is

digitaily signed by the at least two parties with their respective public keys priof to the

sender sending the message.
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for handling electronic contracts in accordance with the pr esgnt ﬁgv%i on
during execution by processor 402. 15 Wiile this invention has béen~"™

described with reference to illustrative enbodinents, this description is
not intended to be construed in a limting sense. Various nodifications of

the illustrati ve FiEins ; : (. enbqdi ts of th
i nvention, which are %ﬁ?ﬂﬁﬁ%%ﬁ%%@ Sg&l{%?pg%efsdsg@%‘éﬁ)[yaﬁ}te ch the
i nvent i onsyRAkhL med to lie within the spirit and scope of the
20 invention. I1)7 gla%MSS Cains What is clainmed is: 1. A-nmethod of
enforcing aut hogi at i ndanf .Shared process between at |east two parties
conpri sing: ident ﬁ‘%@)" 01& W somprsrssuakifyirgsemanticsrofas part
of .t he shared. prqocess; . determ ning the party of the sender; associating
the senderSe€uHY felgtedyledisiansaffictios theiskired prcsdsiusingdhfmanidl Gorm @der ' s party
and the receiver's party as defined by an el ectronic contract, the

el ect r oni ¢lestanicaontrachi ndi ng public keys for each of the parties with

sub- processes of the shared process to assert a relationship of trust

bet ween t he paﬁthﬁmcq@wﬂlgﬁsiiﬂhg %@é@émﬂﬁ%%%?ﬁ@gﬁ& Pnr% | ectronic

contract corresponding to the's process,; fiat the

request ed aqis : the terns. and conditions and is allowable
for the shar eAeglrsggéﬂsogﬁ’%gﬂ%%%t@éaﬁﬁerm?‘%ﬂﬁaﬁﬁ‘%@%y &praressar, thgher ei n
-verifyi ng; & one of using roles to determ ne that

rises a eas
‘request ed a@%ﬁp’ﬁﬁy@%‘]ﬁﬁ pPisHEAuthegigatiqrhia acshaved porriess leatweanant feastisiong

digital certificates to determ ne processing systens inplenenting requested

acti ons ah@Eheshidentitviag aspndemof parcssags requesingzinrgtion ) pt daNSstafed he
parties to verify adherence to the electronic contract. 3. The nethod of

a1 Romme gt pny o b el SOBIREIE UG GRS 1,
| K ey s pri dGusiesstriRtiom AR SdtweaEE Q&dglt@p%? ARORe retBivers party as defined by an
. electronic bontract, the electronic contract binding public keys for each of the parties with
sub processes of the shared process to assert a relationship of trust between the parties,
 identifying terms and conditions of the electronic contract corresponding to the shared
process, and verifying that the requested action corresponds to the terms and conditions
and is allowable for the shared process by the sender.,

7. The article of claim 6, wherein the electronic contract is digitally signed by the
at least two parties with their respective public keys prior to the sender sending the
message.

8. An electronic contract associating at least two parties with a shared process
comprising:
a first section to specify at least one party, other than the at least two parties, that

represents a name space corresponding to a domain of crypto graphic keys;
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01 AUG 2005 4. The nethod of claim1, wherein the shared p{oress; ingi”
defined by a extended nmarkup |anguage (XM.). 5. The nethod of claim1,
wherein verifying conprises qualifying semantics of security related
deci sions affecting the shared process using information fromthe

electronic c dicle conprising: .a, stora di um having a
plurality of Qﬁ%%ﬁ:&%%mﬁrléﬁ%gg{%mﬁﬁes tﬁ%nPWW@P Wdﬁﬁg{%ﬁ@mﬁst ructions
are executed by a. processor, the instructions provide for enforcing

aut hori zat ?°6%‘Fa¥tnw‘é‘£) g H‘gb%{&?!‘epf 106 & €5ptegsarhiekeyapair ferm the domain fricadsofihe at
identifying a sender of a nmessage requesting an action as part of the
shared pr 2R E%0 padiesr ni ni ng the party of the sender, associating the
sender's . party with a business relationship between the sender's party and

the recei verd thirdaectionds prieiden toablyorivf nedpSfeloTR616 nGMBY AAChb-grbesfs@¢t r oni ¢
contract binding public keys for each of the parties with sub processes of

t he shar edh@shaeiSsroéRs ; i j f i1 arties,
identifying ternms and ’ﬁ%ﬁ%@h‘g@dﬁ%tﬁj?(gkgg@rpghpgﬁ%’o%égﬁ%%ghpeondi ng
to the shapg! , and verifying that the requested action corresponds
to the te?{gglg)r? §s%%§é§lﬁti ons and is allowable for the shared process by the
sender. 7. T rtig:le of claimg, wherein the electronic contract is
digitally siagﬁgﬁl Hytiomte allow gagh of the g legsirtwo partigs tdighaliy sigeaideest ave publ i c
keys prior to the sender sending the nmessage. 8. An electronic contract
associ at i Periign of theslectramic santracs svithi a privateskeyrof dhepergpte gaphic kBp phis iftrgEacky i r st
section to specify at |east one party, other than the at |east two parties,
that repefthent isast tmapmtispace corresponding to a domain of cryptographic
keys; 19 0 u 4111110 290117 a second section to associate the at |east two

par L es | i abl e9.dtecirbfic SbREAd 8in 8 VFAG cothflnd ML LG50, Gleolly

~crypt ogr aphi c key pair fromthe domain r ea

parties; : . : r Qi at, | east one of mapping .of role nanes

and sub- pﬁ%@é@%&ﬁ%ﬁﬁﬁrﬁ%@ eaoang 03?15%%%%‘,0“%%@%@@@?9 GRirent de¥isiPadsvebi ndi ng

t he public key oIl_peéch party with the sub-processes; and a fourth section
to all ow each felegioneeantractef olain §, adherain thedirstsettjorssipgeifias al east a

security standard used for unambiguous references to process definitions, protocols and

names from which syntax and semantics of shared processes are derived.
11. The electronic contract of claim 8, wherein the second section comprises at

least one of a contract identifier, validity period, creation date, and contact information of

the at least two parties.
12. The electronic contact of claim 8, wherein the third section comprises
information to specify syntax and semantics of role names.
13. The clectronic contract of claim 8, further comprising a sixth section defining
ancillary services used in support of the shared process.
14. The electronic contract of claim 13, wherein the ancillary services comprise

saving archives relating to use of the shared process by the at least two parties.
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portion of the electronic contract wwth a private key of the c??y«pt/gg{aﬁpjggic
key pair for each of the at |east two parties. 9. The el ectronit ‘contratt
of claim8, further conprising a fifth section to specify .information
identifying at |east one of the electronic contract and current revision

tevel 10 Thel®lThetteotronio comtdonof clokn 03,3 HErchn (BRI dehfiodd doffprigeCt | On

specifies a security standard used for unanbi guous r ences to process

def i ni ti ongerfoRi@ipQmaitSreiith ' ax.and semanti cs of shared
pr ocessesnl:iere derg?%eé.rll. g‘lt'ﬂgg% edé%r&%l I@%ﬁﬁ“g@}e%ﬁeaﬁﬁt&@rﬁa@?%er ein the

second section o J . east,. gne Qaf contract _identifier, validity

period, creation gg% gl:%&gonrgé %%I}%aﬁi?fﬁ?ﬂ%ﬁnﬁﬁpﬁﬁl ‘{IS‘F an¢iflary serviges semprigs

parties. ltan%s?'agl? .el &%t{oni c. contact of claim8, wherein the third section
|

conpri ses FeBoUpLentraft.synt ax and semantics of role nanes. 13.
The electronic contract of claim®8, further conprising a sixth section :
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