METHOD B REMNEBECADIPNSFEITEM TaALbel SERRINGS AaCHT&CPT i FOANTHE USER AFTER

METHOD AND COMMUNI CATI ON SYSTEM TO ALLOW BARRI NG A

CALL OF A ROAM NG USER AFTER PDP CONTEXT ACTI VATI ON
wab@spreassent i nvention relates to comruni cati OPCHERSIN00293

control in a communication system and in particular,

but not exclusively, to control of an 5 established

communi cati on session over & packet data network

bet ween a user station and another party. A

PDP CONBERIOPRERIVEERNI cati on sessi ons between two or nore
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entities such as user equi pnent, controllers 10 and/or
ot her nodes associated with the system The

The o RARRANE 2l TSHURRY "E8HRS | Ge, CarBMUBICEHRN e SCEYRRUMBHP! ol @
corgfnul\ﬁﬁia%n WisHaR, afdtia, paRibdibmmasi anAnekasirily, control of an

ol i cation session may, for exanple, conprise a
estapiishegycaremepicgtien sgssionovenBthadkel daennetwonic betvesan aniser

' tween a user equi prent and an
stag%%%ﬁggﬁﬁgﬂﬁ(@g?t er (AS), such as a service provider

server or proxy. The 15 establishnment of communi cation
sessions,_.general ly enabl es a user, to be provided with _
A GRRPHUSAUE Ve Yap Grataames Boerbbh AL AaRscr T Egation
seARGRC bahRsbitlh G GSFBUAKRRE! QS @8SLSEr bguibhiintakbitrollers
required in order to control the communi cation

ang/essotber rosiesr gssegiatedt wWithc the ysyistai rlid@ faemmueication may
> f c j i IO dyals :
cohsegop BatRlcE PR AR R Lo E ET SR MeRE e eyl Efioha <o
on.s&s abplicatibhesesisigmainkiy Nigr eaambie, lcaswutisera two-ajagrielephane call
cO ni catjon protocol or protocols. The communication
o Rl WY EPBFTERSE TPt @IEaTRETal Brtiecty 4 urdieduipment and an
apPIRFNLA! S EPNAS)) %h@hf%eé;se‘micéx?m'ic%roéeﬁvﬁﬁ & pesky. The
line systemis a public swtched tel ephone network
estabisimyentTrE am@LBisationnsRAsIANGt Jencraly Baaklpsvadesehyo be

Pr e B B8R et ors genoral iy
Signalling between various entities associated with a communication session is
typically required in order to control the communication session. Control is
typically required for the set-up of the communication session and also later on
during communication on the established communication session. The signalling

can be based on an appropriate communication protocol or protocols.

The communication may be provided by fixed line and/or wireless communication
interfaces. An example of the fixed line system is a public switched telephone
network (PSTN). The wireless communication may be provided by means of a
mobile communication system. Mobile communication systems refers generally
to any telecommunications systems which enable a wireless communication
when users are moving within the service area of the system. An example of a

typical mobile communication system is a Public Land Mobile Network (PLMN).
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to any tel ecommunications systems which enable a
Wi rel ess communi cation when users are noving within
Wo b@speiess ce area of the system An exanpl e of PEr/082005/000293
typi cal nobile conmunication systemis a Public Land
Mobi | e Network (PLMN). The nobil e conmuni cati ons
networ k can provi de an accéss net wor k provi di ng a user

wth a wireless access to external networks, hosts, or
servj ces offer

e S5 bR RO Bl 47 5 ARl B =
usef QMFLA VARl ésENgcsasst torextarnal detwdrks, bieostb er services diffmed by

services of the npbile system The bi |
sperifit endee erPvigershene Hﬁg"c%abfé}e%*;? h4V8 & ghinS ug’reg '@‘nthe

mol?i%)gsﬁfr}]e UMLRBRS %ﬁtéﬁgﬁf&a&gtot Be su1altbtuseothesseMides of the

subscri'ber is entitled to receive,
molpite CslysttenesTheembde suhscriptien daformetienreft ;he subscriber may

aut hent i c tions
T T P
thef SUIBRAPeAGE asifitibd N recdies, npliortizisywasekvioe @stristibes,nakcurity,
host. For exanple, if the requested service is
autherinations. BPdSsvi ce provider |ocated in anot her

network, the service request is routed via a gateway
node or access point to the other network, and the
An secesscpoipt avgateway Tiederaidine ﬁ@h‘iﬁ)ﬁoﬁﬁn%@%fépfbﬂet"vork provides

furtEgBlagééq'so q ﬁ@nﬁ%ﬁpmgfwo‘?k Stﬁbe?ﬂ: rekf%trhélgﬁé?f FBF%%\R\BIe if the

e ne tall ed exa
reqVbbted NgBibE i€l E® dieb:E dyva Sdsrvroef @ovidee Iaaatgian‘eaaothpam@vork

RN WY e
net@ofk hAd %(ﬁ@é‘&ﬁ:‘ét revier.ar @Bﬁtuh@@]@ﬂﬂ@ baséd\@hldefmltlons in the

subnet wor rise a nunber of packet data
mobie Butam:rnp)bdleme@N;’tlonl gtoresl is t'é?)&ﬂbl'lﬁé‘&f"l"@'ﬁ the service
nodes will be referred to as serving controller
entities or specifically serving GPRS support nodes
A h&EeShbtaildhekaraplet il ris@Bbis descm:tmdwmih adferencgeaidi general packet

radﬂ‘éﬁﬁ\g’g\flgéé@gﬁs'pgt \d?)r/ @%ase astt geg ﬁéﬁ@?ﬂg ﬁ,gﬂ'l%gés one or
motQRLbRAWRHS s&FRE ardBE/ Which are interconnected by a GPRS backbone
network. A subnetwork may comprise a number of packet data service nodes
(SN). In this specification the service nodes will be referred to as serving
controller entities or specifically serving GPRS support nodes (SGSN). Each of
the SGSNs is connected to radio networks, typically to base station systems
and/or radio access networks by way of base station controllers (BSC) and/or
radio network controllers (RNC) in such a way that they can provide a packet
service for mobile user equipment via several base stations, controlling cells of a
cellular network. The intermediate mobile communication network provides
packet-switched data transmission between a support node and mobile user
equipment. The subnetworks are in turn connected to an external data network,

e.g. to a packet data network (PDN), via GPRS gateway support nodes (GGSN).
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radio network controllers (RNC) in such a way that

they can provide a packet service for nobile user
weouwspnens via several base stations, control | PODIB003/@0293

of a cellular network. The internediate nobile

comuni cation network provjdes packet-sw tched data

transm ssi on between a support node and mobile user

equi pnent. The subnetworks are in turn connected to an

e al, _ dat e (. ot agket ;
The( S el bERE s ot sso PedkeBatds Rlge LUt weer
equiphvsnt @indastdrnaindath setworkef packet data between nobil e

user equi pnent and external data networks. A packet

data protocol (PDP) context may be established to
A pgggtydatté ?r&ﬂo%olf {FYB) eyftext hayCksraetibhishidd o sxayanaffid flows

context typically includes a radio access bearer
ovepﬂm/ccnjlnmun@laﬁe@ systaei. AsBPPecpntpyidmpicalbniBcludas & r@gt%q:qgss

caontro r , i .
peaftoruids e S0Pshdfin SR sgte, iy Rig dgeronddroller and
the ISESNaRGdL SitdatepackeCRRE Shaunels prodided Apefwesndie serving

bet th i
GRS v e i 4 ST, G BT RO YA b B
the Cd%% QeuiFTRENCAd VB garkyhdduRN then Bé fdaeriéd ow, thieuestablished

traffic flows within one particul ar PDP
PO rosatad. ARDR e8icHFaRCarBQEIOR HafbPRe Hofipds Qe traffic

acr h k hi i .
flows, }%ﬁ_ﬁi‘r %? @%ﬁf‘;en r ?gﬁbgi‘r\égﬁgﬁﬂépgggﬂ%gnﬁhggférﬁ? ggetx}rrfgﬁtregards
theidtiFdrisavtsion agsoss dteedetwark. This regififemert| regerdinkhdie similar

attri butes nm ri,se, for ex I | i A :
et B Bt PRI et PP AL o, APl it the traffic
flovdleTmadl bLEries mayi dmstiseEyr exbinphe| duality dif ceereice i and/or
a _messa_ge requesting to activate a packet data
chapgiog atlploule®DP) context in the network, an access poi nt
name (APN) for selection of a reference point to a
certain external network. A serving GPRS support node
In CEERN)netwyrkay tihe mokikt esehequipbidnt mgéror&i@aa&érﬁ@iaatﬁoﬁﬂ a

cont ext [
message reql?ers i?\lélt%ne\cr:’cﬁ/%!tjée Sat ptacQ,ké’} data protocol (PDP) context in the

network, an access point name (APN) for selection of a reference point to a

certain external network. A serving GPRS support node (SGSN) may
authenticate the mobile user and send a PDP context creation request to a
gateway node (GGSN) selected e.g. according to the access point name given
by the user equipment, or to default GGSN known by the SGSN.

Various features can be controlled by the serving controller entity, such as the
SGSN, during a communication session. This control may be based on
information associated with the subscription and stored in a dedicated subscriber
information database. A well-known example of the subscriber information
database is a home location register (HLR). Another example is a home

subscriber server (HSS).
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gateway node (GGSN) selected e.g. according to the

access point nanme given by the user equipnent, or to
waledoaordes3GSN known by the SGSN. Vari ous feat UPEBIR2a05/000293

be controlled by the serving controller entity, such

as the SGSN, during a co ni cati on session. This

control may be based on rﬁgornation associated with

the subscription and stored in a dedi cated subscri ber

i nformatj . | - .
e AR IOET LB oy S, o
telepleghed £1d H(%ﬂé“eR)nobAecstdtbnse;xmphal daga assistantssaberganizers, and

server . Vari ol '
so g rapedon 14 ok sElleg drraat o Mo Bl M b did Bleqsess the
packét\@ita HRAVb&sS b3 cofforatBanamnsts clahe litesies | wndtstaiorservices.

organi zers, and so on are known to the skill ed :
Mobtiseyecraequipgenbetypisally refeeddosas l?e"’kﬁ’g’éﬁétta% Qags >Ga be

deﬁﬁg{i glgrakr?\eaﬁs that §€ H%e Bf LSthArMRiBoRNid & iresalin®@tfac With

n SEervi ces. user equi pnent, typically
anotiefrefovitd $uchass a basbistatiost afta orobjiaiplecemmunicatieningdyork or

as means th i s, capabl f ' ' :
anyy BeE SR oR o1 150 B i R Iy e Ll Saftrfion, ((30)
contrhahicafio! sistemii vl ehecpinikelibedd, osigreficamily dmcrease the
other station. The increasing popularity of Third .
pOS@_élrﬂélﬁ_étfpbﬁC‘%@@)ngc%ﬁﬁ#@ﬁﬁ(%tﬁhﬁrp%r Qﬁ{@ ngofkﬁ Kiagnpbile user
eqL{jﬁrKSHC ds Rhi99s biHerRMjdes dingeE ease the possibilities
Or “accessi ng services on the packet data networks via

nmobi | e user equi pnment (UE) as well as other types of

UE. The term"service" used abgve and hereinafter wil |
Theytarer é\%eryICB’_’e uged @bove Eid: keneinsdier _\)N'w?@fsrai'bf;}’% ypgersipod to

or, goods [ hr e, i i
orofORaE YL BT o oY, G5 5w Rdightecur or bo

provRiéangitinorhd termoaieo vithgepemily sicoundrrsioodpb expyAt Hrgyprovision
services. |

n particular, Rhut not VY . Q.
of aapipEBtan 1M es hdertieda 1 ol EkaliEERl g (g *Sirloe
wiIlS?éNﬂhGél@'t&Qi tEiMRiude BbWERG] AewaRIadings smailtstreasting services,

rotocol multimedia (I M services, conferenﬁi ng, . .
Interebeprdagol ryuliimegia (Mg gervices, conferericing, telep on;g, gaming, rich

call, presence, e-commerce and messaging, for example, instant messaging.

Embodiments of the present invention are concerned with so-called “operator
determined barring” (ODB), wherein at least one of the operators or service
providers decides to bar a user from a service. This can either be initiated by the
MS or the network, but it is the operator that decides whether or not a user

should be barred from a service.

Broadly speaking in order to activate a PDP context, there is a 2-stage process.
Firstly, an initialising process between the HLR and SGSN is undergone in order
to establish that the user is indeed a subscriber of the service and that a PDP
context can be activated for that user. Briefly this is achieved by examining the

contents of the HLR which contains subscriber data and will indicate whether a
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call, presence, e-commerce and nessagi ng, for exanple,

i nstant nessagi ng. Enbodi nents of the present
WO poosftéesh are concerned with so-call ed "oper apOF/1B2005/000293

determ ned barring"” (ODB), wherein at |east one of the

operators or service providers decides to bar a user

froma service. This can ei'ther be initiated by the M

or the network, but it is the operator that decides

. (P I 0 VicGe

PORESRERS 1€R10R B LR loudaol or 30aRTANA Lok 2B Bondl refeop
contéxtlie pesmidted- Is¢ age upy teeSS&SN-WIls ebtablisin ai radia Bbarsr pannel

. ocess t ween..t h LR and.SGSN i s .undergone.in or
wittPHROERE ststtal BRirta PRE it SR s duitias & BBt B, RefStsn
invdkae aﬂ%fﬁh@@ur&ﬂ@ntéiﬁithé FRbP conteiewill et bebset apt | vat _Ed

for that user. Briefly this is achieved by exam ni ng
the contents of the HLR whi ch contains subscri ber data
j [ ' : her (o : i I
Thef Brdhadn, TR RMBEI i pREArCRRUREE (ETSH atPd Sidpgard
specification fdrsmplanméntingdOBB. sHtis igpcurtdrdlySESiRaledde 5 specification

ent A TREE oS R ULRE R B0 Al Bepii i o oo ETS

webssite. UPhusé,h@eSEMerit rvIRlespatifiuatioh nehl Weettises &ed pbwibility of
PDP context will not be set up. The European . .
barrig acRReAteXt BHing: tha dusistraatie. Lﬁ%'”@ e initighigatign process
f0cat] £ or ri ok . _ T
A DR e I PAs SO A Al TR S B A e thar
wantste@Bana PDI contex{ 20@2ise6 )baratie userandirélgbl e from t he
ETSI website. Thus, the current ETSI specification
only describes the possibility of barring a PDP

An i Xiledydtagt apslichtions tWet 80093688 . publishad dnha1 November
initialisation progess and before the PDP co [

! ’ > ntext 1s
20020 fegpanisgss fat ﬁelﬁﬂ‘?% AfpacPPrc &Pnist 4 WePB{]’BPr(W%n it is
BRES th SuBREqderityurRP st PHRcoRnEEE.c, RABSHVHE alkfice f
necent |r?el y.u Anqearl i%r filed patcent gﬁ% Icati (I)n WO © _Or
a usa).0 9B 689 cpasl therangrater will Nese i eg-crEadR theeEBFhedext, which
' .y hy 5 PDE : . .
o R QL P Bl BB BN Kol kel FPAu Ry o re
credtedePDPecontd)t isithee sarmerasi it wakdrefore deletion. This is achieved by
adding a functional status flag (i.e. setting bits) to user data stored in the HLR,
wherein the added status flag-defined for each user will determine whether each
user's PDP context is activated or deactivated. This allows a PDP context for a

user to be deactivated without being removed from the HLR.

However, the system described in WO 02/093689 is also concerned with

activating/deactivation of a PDP context in the first stage only.

At least one aim of embodiments of the present invention are to mitigate these

shortcomings.
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a user). In this case, the operator will need to

re-create the PDP context, which is often difficult
war@sonwss | abl e since the operator needs to enBUF/EB26E100293

the re created PDP context is the sane as it was

before deletion. This is achieved by adding a

functional status flag (i.e6. setting bits) to user

data stored in the HLR, wherein the added status flag

def.i f h [].d h h
AcrT b8 T8 phR asBaRN R breent pEAET IR IFPUERd G Poog for
dearlilating an EEBbIsHYdecdmimahicatits Ehaririel betvesrs iuget sttion and

Wi t hout _ bei nqbr empved fromthe HLR However, the

an 3GLeS8 PRl YRS REPVIdes\aeerrIcede dne uper Siption. dap mathed
con‘f}‘)ﬂ%é‘ﬂ;\'é' Sfapd Bﬂ/tﬁéﬁQFérrlﬂﬁ‘ﬁéérrHaQQ sﬂ)r&PFn §‘aa¥a@étse'éntl¥

first Stage ony | east one al m of nmbodi nments "o
seryihg Cpn@ellartconne@heduhaﬁwaeretrtewsartstaj@mrtdr@geaccess point;

LS O BSRESEP ull oR PR el Ao BR I g

serdbe es\ti alebitvatihgthenstiblishedcorahmiwitioneheres tmses @& the
%3 n an an access point which provides a service

transger @t ation, the method conprising the steps
of : transferrlng user data stored in a database entity
to a serving controller connected between the user
station and the access point; defining at the serving

Acéﬁﬁ@bb g ﬂnﬁé}aés e?f%f #ﬁ%&;?éesnt '}?}enﬂsn &%F Hrogflc?ébcg SS

AVICes and dedc he es
communhatrmabyﬂenﬁmmm@rn@meahoees pbimt forgmevidingeaservize to a

data. A rther,aspect t he
usey SlianTc NG Reiorken BrlbRae et IBnsirfe yE Pt i Bponding
to tREOWBEH; 2 slé@vm@'&oﬁfr@@érsar@ig% té @EtabIiSNY aHoRtmanisstiot Gikarinel
a user station of the network; a database entity for

betyeen |tmrgus@rea%am an@therw@@ﬁ@pw@ tq delives thes serviag; s8¢ Whegein
the%%géﬂ eglglpalg;oﬁa%? ee%’trﬁﬁéf@%ééﬁhaﬁa% RiAALd 85'ntroll{

R user statron and the access poln
whéreby ¢he ymvrrtghmrsmller deterrinds Whetrtbatrugenés datt Edyadided to
ent|t le to tr nsfer Iusher data to Eh
accgéﬂh er:vd 8?ct|vat|ng e established communlca ion channel

based on the transferred user data.

According to yet a further aspect of the present invention there is provided a A
wireless communication network comprising: an access point for providing a
service to a user station of the network; a database entity for storing user data
corresponding to the user; a serving controller arranged to establish a
communication channel between the user station and the access point to deliver
the service; and wherein the database entity is operable to transfer user data to
the serving controller whereby the serving controller determines that that user is
not permitted to access that service and deactivating the established

communication channel based on the transferred user data.
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whereby the serving controller determ nes that that

user is not permtted to access that service and
wale@sniesas i ng the establi shed communi cati on cheemE2005/000293

based on the transferred user data. According to yet a

further aspect of the presept invention there is

provided a A wirel ess conmmunhi cati on network

conprising: an access point for providing a service to

I I t : ; gty r

T R Ry A priton R SBES I ok AT 3E SR RDBloqgtent
car dret barrédr evarn whgel theo radio digarehclrarm@infonth@aPDe context has
Ichéannel be,[tvveen the user station and the access point
Al ydl?—:??r{/%‘? Yhe service; and wherein the database

entity is operable to transfer user data to the

serving controller whereby the serving controller
Fog atkatier npdetstanding of the presest inventien mnd tegshaw hovelhe same

h i j ' [i.sh
i ot o, e ORI It 3t TNLbEV L rgrge to the
acetunpanpingsdramirgpinestaioh: i nventi on provi des the

advant age that an existing PDP context can be barred,

even where the radi o bearer channel for the PDP

CONFigyte Nahowk EeshimbaRaticsystem Fordinges ftbodiments of the
under st andi ng of the present invention and to show how

PresRBlIB%ERIGY be carried into effect, refer ence wil |
now=igBeen QMOW@?éCIﬁ{O\AErIg | g?ﬁk@ﬁé&ﬁr@&ﬁﬂmsg stem;

drawngs in wni OWs a communi cati on
sy skigHieada oshdiwsgat knasvrb oaiithediof updating the 8@8N for modifying

' ti an: «Fl . h a_kno | ggi cal architecture
Odg{]e{%ﬁéh %’R\%Es?%{’@ﬁ‘ﬁg %gﬂmﬁ%'sgﬁogﬁﬁ%e’a known net hod of
updeityureg3b lvo®EeShh rampledof ¥iSnit{dEd (DR coRtdxp®airgNduring
during.an initi }:i sation phase; Figure 3b shows an
thedpig Oprhl%eioﬁ {dUse 88 PDP cont ext barring during the

i nitigald dahbRs PYASME sighaMh§ a38ording to an embodiment of the
present invention for an already established PDP context;
Figure 5 shows the internal structure of the SGSN for carrying out an
embodiment of the present invention; and
Figure 6 shows an example of a detach procedure which is initiated by the

HLR for deactivating a PDP context.

Figure 1 shows a communication system according to an embodiment of the
present invention. More particularly, an embodiment of the present invention will
be described by way of example, with reference to the architecture of a third
generation (3G) mobile communications system. However, it will be understood

that certain embodiments may be applied to any other suitable form of network.

The mobile communication system 2 is typically arranged to serve a plurality of
user stations 4. In a mobile communication system, the user station preferably

takes the form of a mobile phone. Each user station is typically provided with a
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Figure 4 shows a dynam c signalling according to an

enbodi nent of the present invention for an already
wesioalrdeshed PDP context; Figure 5 shows the iPCEIBA)S/000293

structure of the SGSN for carrying out an enbodi nent

of the present invention; and Figure 6 shows an

exanpl e of a detach procedu%e which is initiated by

the HLR for deactivating a PDP context. Figure 1 shows

RSO TR O YL B AGRE hP el HERZEMRALe Haton s
ofth‘mmmmmmt:attﬁn syséerpr2esent i nvention wl |l "be descri bed

by way of exanple, with reference to the architecture
of a third generation (3G nobile conmunications

A S¥&t SEvoMOENGalllt cdﬂfigﬂur&ﬁ N MefdsR0Eomhitinidiiohavith other
enbodi ments may beée applied to any other suitable form

statipns dypieally. \'\"FhethﬁdmsleeStamnﬁmf eanpbile sgewBmication system for

C f
ond ) AR89\ o2 SEAEn Bl LA Lo i, g vor
wirsleasly oeceivied @endlur yranakiting Isegnfaw fmmfarﬁl/dmb ithe bas@ ations of
user stati,on is ovided with aw rel ess

E t |
the; AOBI4 BB ety A Grar Rl Biioaibo tik, b with a
d|3|§ﬂ@9i fRdrprlydd Mhadeshnd/Be ofriMarapRiabl PforfstbfNor thé\user of

ser station is normally configured for wireless
thedtﬁ%ﬁ?ﬁtl@at Pefakgrimeanmaie asatyrieally proyided The apenationsf the

usek?asstﬁﬁlqﬂn gﬁb@g@ f:glfl tr&H PR hfe %%W Qé‘éﬂo?ﬂal%y §§§%Ie‘?1{acgesuch

ena Ity there user Ion na
as gantaolt lbuttosnse veice ncomimands raaldes;csloyl Fadhemmaorg, anerrstatlon is

transmttin nals fromand/of, to the base stations
typighY DBt M e LS < Bl G b * SnSiPbn iegns.
Comhamidgiopr dutdedn Withd asei Sphayniedt dhapltayi '&mh@@g% the

and/ or other graphical information for the user of the

conymgpicatian i RRWOSH AR berelaredace @nyoapRigipdate ywommunication
roRfc%Y'ﬁ?'ﬁ?er ﬁgg u%@%@hb stfioh A & sidhdd Yt %th?.ﬁ%% to, for

contr ol nmeans o an appropriate usér i1nter
making ramjs’ecelmngq@hdml@taablasforwenemng antheseddingdbts droomand to the
Furthego a_use tation
network and for ex’perlencmg, or example Tultimedia content by means of PDP
contexts. For example, a user may access the network by means of a Personal

Computer (PC), Personal Data Assistant (PDA), mobile station (MS) and so on.

Figure 1 shows two networks, firstly a HPLM (Home Public Land Mobile Network)
16 and a VPLM (Visited Public Land Mobile Network) 18. The HPLM 16 is the
home network of the user. The user station 4 indicates a situation when the user
is within the coverage area of a base station 5 of the user's home network. [n
contrast, the user station 4’ indicates a situation when the user has roamed and
instead is within the coverage area of a base station 5’ of a visited network which

is not the user's home network.

It shall be appreciated that although only one user station 4, 4’ has been shown

in Figure 1 (albeit in two different situations), typically a number of user
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typically provided with a processor entity and/or a
menory neans. Conmmuni cati on between the user equi pnment
wa@p@sohesentiti es of the communi cati on net wor KPOHIB20€5/000293

based on any appropriate comrunication protocol. A

user nmay use the user station for tasks such as, but

not limted to, for making And receivi ng phone caI l's,

for receiving and sending data fromand to the net wor k

X [ nt

caffifeht KT BRRURReolal R RMlEnSEbH W BBofi B base
statione8s5’'t he net wor k by neans of a Personal Conputer

(PO, Personal Data Assistant (PDA), nobile station

(M5) and so on. Figure 1 shows two networks, firstly a

A AR A S bl g 0 oo
netork (RAND apd reeevernetwbdric (BN s the ﬂmmlnﬁedrpreﬂselttamn df Figure
t wh th I
1, SR80 85 S S ) B8 T Bl Dl A it
thahetthudh Figore arshoastihe thage us@tforsténipBné ratiidthsuebs hetwork,
situation when the user has roaned and instead is

a HPICRl ROMRHNicRIONaReWAre SYSter Ushigly éﬂ‘élt'%‘in anugtbey of radio
aCC\éls§lnte%rIR§tWOfk which is not the user's hone network.
shal I be appreciated that although only one user
statlon 4, 4' has been shovvn in Figure 1 (albeit in
two di fferent situations pically a nunber of

The, 36 eaglie esnss MBIk KRA )Hﬁltym%b/umqirqllﬁd dunhaprropeateoradio
netWoW‘cc?rﬂFJ]le?&RNhﬁ 'ﬁ%?s ﬁé@#Hon%rdér to %} i gb g?atl; ty, The radio

conmuni cat1 on system nay 10gically b€
networla@ootraldmeﬁslma typidally RANneated B anrapprepraiekcdréENjetwork

entty'a} BEis Bish s P BSTRAEL Y S Bbuis BhGahnaaket (4 Service
suppoat dod@e(mmesl AtseBséritrlr ifofhatitghdtaptss eﬂtngh@ma I of a

base station of only one radi o access networ
horpg deeationcenengian &*é‘trR%ﬁon‘étRKBY'Fée@)@E staringuafarnatine| apsesiated

Wit RS of the LAEY QafGF 2IFat AN LS the home network 16. The HLR
10 may contain various records associated with the user, such as details of PDP

context subscriptions of the user.

The home and visited networks are also shown as having their own set of access
point name elements (APN 1...n) 12, 14. An APN is a unique identifier of a
particular service that is offered by a network operator or an external service
provider. In order to avoid confusion, the terminology “subscribed” has been
used in relation to a user being subscribed to a particular service offered by an
APN, and not to a user that belongs to a particular network. Although it should
be appreciated that the user of the user station is more generally subscribed to

the home network 16.

A user station within the radio access network may communicate with a radio
network controller via radio network channels which are typically referred to as
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The 3G radi o access network (RAN) is typically

controll ed by appropriate radio network controller
W@ RNED7663Hhi s is not shown in order .to enhance PCHIB20§5/000293

The radi o network controller RNCis typically

connected to an appropri atf core network entity or

entities such as, but not 9 nited to, a serving

general packet radio service support node (SGSN) 6. A

b [ [ :

e el R R 1 RIFR & B oty & §20up 35 8 Robile
conmgnwricaiipn syfstemin adnonssuennere Eashtuset biatios drmaf hiakie one or

ser belon to the hone network 16.
mordp Blaig kSl Snbdifths RBPIEP A PO RS WS BRI emork
contrbiferusitie, radic hnaeesslefetivbik ebntrbIRr Cignine sbmatipsestiont WRR Sthe
of the user. The hone_and visited networks are al so

sendiih (3 i3 SHRRAThECIHET FSHINA VBN gPPERREGLs INRIfane- nane
elements (APN 1...n) 12, 14. An APN is a unique
identifier of a particul ar servi ce that is offered by

. j te
TheZsGEN' S 0B EaRE GERG S B RErsRh Pl RS etiiayeg”
anothas PR nesestki(ine.NEPLEVIND Br thscﬂnéWer@(té‘rgalSm&tml‘N. bed

to a particular service offered by an APN, and not to

a user that belongs to a particular network. Although
it should be appreciated that the user of the user
station is nore generally subscribed to the hone
network 16. A user station within the radi o access
An aeenisvk afrethe cCORRSNlogitad anchitechureaidi provietedoink Figure 2, which

con roI er vi i o _networ k, channel.s ich are
shof Sneoreuseplmdit et ed FiErE e/ iAass dHied between
thern agltt@ugatingrig welh ikﬁﬁwhﬁo Ry oskiliert inPe ft. @ nobi | e

communi cation systemin a known manner. Each user

station 4 nay have one or nore radi o network channel s

t , ti th the radi o net
TheJSEN| 6 BBICRRE dominurghBee ine AuBREvGY LIRS csURRE} fode
(GG@P@E”VI@%H@'@P’RS hbédk@oﬁérr\(étﬁ@rl@d@%r ScHQPGht TrF'FPéanterface is

via an approprl ate interface.

comrrgordy Faswilghedopaekeh sleéa itedacei The |8Ci>$l&\ﬁ @ed/oa tgat@ﬁéiﬂ 8
proJléPe support for GPRS services in the network.

Overall communication between the user station 4 and the particular service
being offered by one of the APN’s 12, 14 is generally provided by a packet data
protocol (PDP) context. Once established, a PDP context can typically carry
multiple flows. Each flow normally represents, for example, a particular service
and/or a component of a particular service. The PDP context therefore often
represents a logical communication pathway for one or more flows across the
network. To implement the PDP context between user station 4 and the SGSN 6,
radio access bearers (RAB) are usually established which commonly allow for
data transfer from and to the user equipment. The implementation of these
logical and physical channels is known to those skilled in the art and is therefore
not discussed further herein.
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anot her PLMN network (i.e. VPLMN) or to sone other
external network. An overview of the GPRS | ogi cal
wW@e@hiot@si ure is provided in Figure 2, which sPOUEB2265000293
various el ements and the established interfaces
defi ned between them altt‘ﬁugh this is well known to
those skilled in the art. "The SGSN 6 typically
communi cates with a gateway GPRS support node (GGSN) 8
via the GPRS backbone network over the Gn. This
interface is commonly a switched packet data
The | (e 'dqaffmeitn@aPpEOINnBca NG e [ERREGRIWBIIY ftOV$éieers that are
ort for GPRS services in the network. Over
genereliroaneeated o B! Racks late NSRYRSK SHCHIRS, PHénot limited
I g offered by one of the APN s
fo, aﬁﬁgﬁfé{ﬁé’tiFzrbgozzﬁ[epl’fﬁetqgirr%w ded by a packet data protocol
(PDP) context. Once established, a PDP context can
typically carry multiple flows. Each flow normally

F|gu|f@§8§%ﬂ6t$b sHoWs tﬁé&WQlﬂag@pﬂﬁi‘ebs ¢oH IS isidateddaranglobs RDP
nponent of a particul ar service. The PDP conte

X
cont@nte @éﬁ@flde]gofq éfme capeas kS apeciifatian. ¢ BmPaRIGUA; &fﬁgure 3a
I; I
shO\Pé‘tahM’?rgﬁ{age \M‘T%b@) Is g%&g)e{j tﬁ)’\ﬁneatgp%é?ﬁtgg ?@?Pg{@'f %ﬁél? m-59|fy or
remoVEe RN @Ting ddf @ pediestarbesarer $ (tMsBrase; dhesindiel yslgnalmg

perfirbd BREVEED RER SEERE s i dhn el Bl EHER o par
(MAP')"@@EESS'agés ciad. “medrtpupsciesdr dedtannil this mahnewbarrcmg bbpacket
skilled in the art and is therefore not di sc

orieflgAtaeEYIChriscARPlieH o asibsetpligihenad Waysf&%}w&eaﬁlf'on\m e RER,
whe@aﬁ%é‘ﬂ'{_mmﬂ édd‘ategﬁfevﬁfb%cﬁ'ﬁl%n A HB0R R_EbMirf Bﬁ@ttr%ﬂsfer

to an extern packet data network such as, but
this Updateddsubscription infasmadion e 1 8ESN.I Bhisnait talser plaqegbﬁf@ge a

f
- PO G PR BB *accor i ng Lo t he current ETSI

specification. In particular, Figure 3a shows a first
stage when it is decided by the operator to either

Theﬁ1 peﬁley ’sulg?e%iufeXt ﬁrrne, the second stage is performed as shown by Figure
3b, wherein the barring of the PDP context is invoked in the SGSN. That is, if the
SGSN receives a request from a user of a MS for PDP context activation which is
prohibited by ODB (i.e. barred in the first phase), then the SGSN will return a
negative response “Reject’ to the request and the PDP context will not be

established for that user.

That is, in the current ETSI specification barring of an MS initiated PDP context
activation is done before a PDP context is established. The decision to bar is
performed by the operator or service provider in the SGSN which refers to the
relevant APN 12 or GGSN (for acgessing an APN 14 in the visited network 18),

wherein a part of the APN is used to decide whether a particular user should be
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renove ODB barring for a particular user. In this
case, the initial signaling perforned between the HLR

W@ resohessBEGSN i s done usi ng nobi | e appl i cati onPEEIB2005/000293
(MAP) nessages, i.e. "insert subscriber data". In this
manner, barring of packet oriented services is applied
to a subscrl pti on by adm ni It rative action in the HLR
wherein the HLR wil|l update the subscripti on

j i : transf t
oaf e B8 T4 BB (ASTRIGPRARON 1€ Bliob IR Rk MRS Elipaupaates
the[ 3 G8AI. before a PDP context has been establi shed Then
at a subsequent tine, the second stage is perforned as
shown by Figure 3b, wherein the barring of the PDP
context is invoked in the SGSN. That is, if the SGSN

An repaisddigentof ﬂféuﬁ‘etseﬁtf PDERLAH R skiwiRinVBigupé 4P\W cﬁoéhto%t that
activation whi i s prohibited by ODB (i.e. barred

Sigp{gr PPQ’{G%H&%}"LH Red $6§Nseem %iEpIba aisad rduginge et seeond
e VPRSI, B985 60 IR RE! Sy TR SORAEY, por

subsgribemafter eGP DB peanitet bas |b@|en lEstatilished fordhat\dibsoribérat ed
PDP context activati-on is done before a PDP context is
est abl i shed. The decision to bar is perfornmed by the
operator or service provider in the SGSN which refers

Figte 5 shonsl & ambodirhent 2fan SGSN 6f the preeesiSinngntivh f&PNarnng

h d | wh t of t
an geigbilsheiS B sonted qaanSasE inglyiks ot s Aoasss 1 RomoRlity
maﬁ@@él‘héﬁld(l\ﬂm NRitalEyé O ahd Bflﬂ[br‘aédrﬁé‘xt' §at§H9§€ '29d W%en the

HLR whi ch in turn updates t nbodi nent
SG§N ¢ Ieceiyessihet” lnslevtewhsgﬁb&rsd@aomssager:frgmfeezl-llvm.1@hw:th the

assPERIRL 008 NAMREINY 15 850 O TR E PRT BT Hese
paramtm‘ar dreMsPregsimadfes mobility peswigbiment MMy 20 and PDP 22
dat%’tge? Setcsggt o&nﬁé‘ispﬁbgpcﬂ?@ %anm é]t E%S'Sl\??ﬁgn % tegl?sl I| ph%ge is an
existing PDP context for the subscriber, if there is then the SGSN will perform
different handling using processor 30 depending on one of the following

scenarios:

1. Barring a user completely from all packet oriented services provided by
the APN 12, 14, when the user is in the home network indicated by the user
station 4. In this scenario the SGSN will check if there are any existing PDP
contexts for the user and if so bars all services by deactivating the existing PDP

contexts.

2. Barring a user from a packet oriented service provided by at least one
of the APN’s 12 that are offered by the home network 16, when the user is
roaming in the visited network 18 indicated by the user station 4’. In this

scenario, if the user is roaming in the visited network, then the SGSN 6 will
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Figure 5 shows an enbodi nent of an SGSN of the present

invention for barring an established PDP context. The
wEEHE076s63 udes or has access to a nobility manEQEEE2005/000293

(MM database 20 and a PDP cont ext database 22. Wen

the SGSN 6 receives the ' in ert subscriber data"

nmessage fromthe HLR 10 wi t'H the associ ated CDB

paraneters for barring an existing PDP context, these

on8 AN ECOS Y TALE b St TU Ul [ERRGRERYy bMen i
thethmn@@@hl;/d)rlkm’ﬁ cffetb%s!\FfM gt imetlhe hcs?]@lr’nem(cbrktthé@ tlﬁéﬁ@xg’cg]s?\l PDP
t t er there is then the
coriBhiE e iatod 7 SN Raiokin g EghagoRIsk aSUuRG sgfone and
thed@pstingl PDPOBoreBRt MtiudhRy fhel heyren ghasfdddtishéd between the

Barring a user conpletely fromall packet oriented

useg e?tﬁtl%é AR d0e désitasl newworinmgdi one 1of, thahARNishd4isethei wisited
netW&rlE he ihohErdigdywor k indi cated by the user station 4.

this scenario the SGSN will check if there are any
eX| sting PDP contexts for the user and if so bars aII
services by deactivating the existing PDP contexts.

Bar e ed servi ro ded
oy it EruTd 8 Sle” BB A RRER ietia € Rebfue ol B B 588 one
of thARNIgE 4rthtit\erekoffided Wehﬂe Vi@ﬁedlaefwdrﬁ 180 icRAghé sémie in the
vi si t ed net rk 18 ind gbqy user station 4
norfiy REHIETKG JBr RIS SSEMPROL HE SISSN 1§ Shegksiigihen erigser s Tocated
in tMéSl'ldn‘i‘@' n’éﬁf{/&‘kr kif tthd @Bert f3€a §G§§\brﬁ)er% 'thé herie Hégvc;rll@?hen the

whet her the service to be barred I s prOVI
SG§N \Aﬂiwheﬁktﬂh@t the servics worvidededy the releapPAPNds i rntheHéPLM

o o P VAR e oo 19

thenahbi existirgy @ﬁ)&calntéxt Hmdeab&taée% HHIRNewth ¢fixthel APNUH irg the
chan est a tween the user

HPEDR) 150 Hiere(it 3 RDP SQ SR P Star RPE BAGtowh @ wier ionpyin the

hordé niefwdme16/ bid EAPREIMWRY thelfbrhé n@ﬂﬁé&?ﬂ{eﬁdﬂothmg needs to be

done and the established PDP context will be unaffected.

Figure 6 shows an example of a detach procedure which is initiated by the HLR
for deactivating a PDP context. The HLR uses this procedure for operator-
determined purposes to request the removal of a subscriber's MM and PDP
contexts at the SGSN. The HLR-initiated detach Procedure is as follows.

1) If the HLR wants to request the immediate deletion of a subscriber's MM
and PDP contexts from the SGSN, the HLR shall send a Cancel Location
(IM8I [international mobile subscriber identity], Cancellation Type)
message to the SGSN with Cancellation Type set to Subscription
Withdrawn.
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3. Barring a user froma packet oriented service

provi ded by at | east one of the APN s 14 that are
wokdsnadsby the visited network 18, when the UBET/IB2905/(90293

the hone network. In this scenario, the SGSN 6 checks

whet her the user is |ocat egmi n the home network. |If

the user is a subscriber to'the home network then the

SGSN wi I | check that the service provided by the

2) rel ?N@@Gﬁﬁ"\‘hfo?mb"ihé s W&%R#%E%Eﬁ (ﬁf&ﬁeﬁj H}?égh&nb NSetach

HPLWN (i.e. instead is an
net R@ﬂlkeSIE{PGtMnTym?é te fissMSh@pardEh Type skall irglicate that the MS

el Bt stk ' aad alfs i Pl enlfscacpiaien. °

station 4 in the home network 16 and a APN 12 in the
net hen, not hi ng needs to be done and the
3) est '?ﬂ’ 2§ %%CQBWESXW el GsiNs rrgarding dhis pargoylar §1S are

sh oA applige o
| nlo?i&aat gg@gy I’tlge HLRQ?Igrﬁnge ctDre\%tgﬁ?]tgp a%%;& R%que?t (TEID)

Thempgsadasetp the $SEPNsedlhe GGBNspasknowetigee withnBelete PDP
ur e vaI of a subscriber's MM
gnd@%g%%%%?ﬁ&fs% @t [%)2@8 SThe HLR-initiated detach
Procedure is as follows. 1) | f the HLR wants to
re st e i di de o) subscri ber's
4) prdl BRMS st 1S, €1t CarONatapedithe SESN s68qa BOPRS
CarD@ﬂachQﬁéf‘cb%h (nM@} mdsBhEE @@tthém%ktomb%hﬁn $§%§%¥ éﬂgﬁ

dentit Cancel l ati on Type) nessage to
Can“Efaﬁ VZ} emoMpsdhe @sseciatedpritt thet oS NMnthdeadkes Dagifigeand

or it §q§ en detached by
sené|C %&%%@g&é@ﬁ%&aﬁggh @e) to the MS. Detach
Type shaII indicate that the M5 is not requested to

5) et VOMPOPs € BN Acqant FESSRE® fa g1 Sosy! phy S afer step

2. particular M5 are deactivated by the SGSN sendi ng
Del ete PDP Context Request (TEID) nessages to the
GGSNs. The GGSNs acknow edge with Del ete PDP

6) The SGSN confirms the deletion of the MM and PDP contexts with a

Cancel Location Ack (IMSI) message.

7) After receiving the Detach Accept message, if Detach Type did not
request the MS to make a new attach, then the 3G-SGSN releases the

packet switched (PS) signalling connection.

Thus, embodiments of the present invention allow the SGSN to receive barring
information at any time in the form of dynamic signaling to the SGSN which can
be performed on an already established PDP context for deactivating an already
established PDP context under certain conditions. The dynamic signalling is
performed between the HLR and SGSN using standard MAP messages. This is
advantageous over conventional techniques which only deals with barring PDP

context during activation and not with established PDP contexts. Another



Cont ext Response (TEID) nessages. 4) If the M5 was
both I MSI - and GPRS-attached, the SGSN sends a GPRS
w@eaaohwesndi cati on (I MSI) nessage to the visitPCT/IB2005/000293
| ocation register (VLR) 9. The VLR renoves the
associ ated with the SGSN an handl es pagi ng and
| ocati on update wi thout going via the SGSN. 5) The M
sends a Detach Accept mnmessage to the SGSN any tine
2 t [
a0\ Rp e, R 2 ety X e RN WSy P o R RO Pl {tfout
barrieg $epesertondletety.r ecei vi ng t he Det ach Accept nessage,
if Detach Type did not request the M5 to make a new
attach, then the 3G SGSN rel eases the packet sw tched
(PS) signalling connection. Thus, enbodi nents of the
present invention allow the SGSN to receive barring
information at any time in the formof dynamc
signaling to the SGSN whi ch can be perforned on an
al ready established PDP context for deactivating an
al ready established PDP context under certain
conditions. The dynam c signalling is perforned
bet ween the HLR and .SGSN usi ng standard MAP nessages.
Thi s i s advant ageous over conventional techniques
which only deals with barring PDP context during
activation and not with established PDP contexts.
Anot her advantage is that an operator can deactivate a
user's PDP context w thout barring the user
conpletely. CLAIMS: 1. A nethod for deactivating an
est abl i shed communi cati on channel between a user
station and an access point which provides a service
to the user station, the method conprising the steps
of : transferring user data stored in a database entity
to a serving controller
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connected between the user station and the access
point; defining at the serving controller that that
wWaIs@s/07®&snot permtted to access that service BeMIB2005/000293
deactivating the established comuni cati on channel
based on the transferred user data. 2. The nethod of
claim1, which conprises t step of establishing a
comuni cation channel including an initialisation step
CLE@?@%‘" med before said step of transferring for
rm ni ng whet her ‘a comuni cati on channel shoul d be
established. 3. The nethod of claim2, wherein the
initialisation step is perforned at serving controller
whi ch det erm nes whet her the comruni cati on channel
1. shoplHeipBdgsi ddUdtvhRTY ARe8GpAShPESmARNMRlibARRESR I tween
toit fromthe database entity in an earlier
a Usgr siatiph eadiasragoean ppmt whigh proxjsiesra esrvice te diejusareiatian,
j ; T. .hod of any preceding claim
thetmﬁ?g?gdﬁ&gm@%wggﬁ%%%é set up to define the
est abhsfetrig) wsmmafate statadoin atatabese edtity tha seevihgdonfroller

oS BB g SaEEE AT bS50

cl agéfirfing whieadahving @oMpblisranatekbt iiserde A6t porii®sy BYaccess
failing to deliver the radi o bearer channel.6. The

thafseRire and dagctiyaliog thenestablished camemenigatonchannebhased on
j ' i.s,perfornmed in a wirel ess conmuni cati on
theﬂtﬁﬁéﬁﬁlﬁ.@rﬁ 9.9&1%%a'rret hod according to claim®6, wherein
the wirel ess communi cation network is a cellular

co nication . netwgrk . 8 The. nmethod, of any preceding
2. ¢F ar i nigthe Br It pich ol Eise g6 Fiob of Bt RREE
comaitmidtionhianhel inblugihgaintiaRialisdtiongep perforhéd béfdre said step
subscrj bes, the user station also being able to roam

of frapsferingi fey delsrminingowRethana caRBPEniRatiafechansel sheuld 68
established.

3. The method of claim 2, wherein the initialisation step is performed at serving
controller which determines whether the communication channel should be
established based on user data transferred to it from the database entity in an

earlier initialisation transferring step prior to said step of transferring.

3. The method of any preceding claim, wherein a PDP context is set up to

define the established communication channel.

4. The method of claim 3, wherein the PDP context comprises a logical

channel and a radio bear channel.

5. The method of claim 4, wherein the PDP context is deactivated by failing

to deliver the radio bearer channel.
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connected to a first serving controller while in the

first network and to a second serving controller while
WO poosioesess sited network, the first and second BET/IB20¢5/000293

controll ers being connected to one anot her through a

gateway controller. 9. The thod of claim8, wherein

the hone and visited networks each having a plurality

of the access points arranged to provide correspondi ng

o, SRR T A0 o ing L B e e o ke aron
perfbened m aiiletesisiconineuiioatornedtworlk the first serving

control |l er deactivates all of the established
conmuni cations channels for services provided by the

7. THEHRStHY JHcérdngg Ro&Bink Bewhé@n ﬁﬂéjwhfélébé @Qmﬁﬂlﬁi@éﬂ@‘ﬁ

11. The met hod claim9, wherein while in the honme
nefyartuis & celldar corsmusigelipe @ebwrkr ol | er deacti vates t he
est abl i shed conmuni cati on channel between the user
station and the services provided by the access points
8.in The nvétbbd eflamg prezekingldaiml ivehereih Hbel dafabalsaiemntlal is located
he vi si ted net rk the secon

in §BPTie.a=a oo ieh St of lfqubpiEFe ghe user station

alse QB hBkttb 96aRBE isied M@l‘wbrk hehAeBEreht el u;gér apdiohhs
servi ces provided by the access points in the hone

conpacied ko a figst sandrgraentralier whie 4y Hiedirstoshoris g to a sgcand
se thP&thQ fin ﬂ%%él%'d%t@oﬁ@'i% ﬁe%t EH QoG sally! On

ase enti't or s oring user
comimlars beingspondcted to onehmotfmrthroagh e yatagayg cnntrollérer
arranged to establish a comuni cati on channel between
the user station and the access point to deliver the

9. ser Yhé enethdd ofbiaine BnwhBeil éichane apatvidited rret@BRdsadtch
to transfer user data to the servi ng controller

havine eablyralibeoldBe AeAgscRMbieATageddp e avife SofrasRondiRg
seRE5 tb th&Bker station over the established communication channels.

10.  The method of claim 9, wherein while in the home network the first serving
controller deactivates all of the established communications channels for services

provided by the access points in both the home and visited networks.

11.  The method of claim 9, wherein while in the home network the first service
controller deactivates the established communication channel between the user

station and the services provided by the access points in the visited network.

12. The method of claim 9, wherein while in the visited network the second
service controller deactivates the established communication channel between
the user station and the services provided by the access points in the home

network.

13. A communication system comprising:
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permtted to access that service and deactivating the
est abl i shed conmuni cati on channel based on the

wo ec@nsf@ss ed user data. 14. The system of cl ai PC/BB2005/000293
wherein a PDP context is set up to define the
est abl i shed conmuni cati on channel . 15. The system of
claim 14, wherein the PDP dént ext conprises a | ogical
channel and a radi o bear channel. 16. The system of

| aj i : t is d ' d
£ ur PiTabCess MAELROIMTE ;AT o | Saf GAfion 8B hotenc
sy sh elatabfasarentityf foc biaring ukar tiataldorreshending to fite gyst em
is awrel ess{ onmmuni cat | on sa“s em 18. The net hod

nocB SANMI FAIRT Airangeaieetpkisha compiyniaation channel

betQRBALING GREF SKALIGY 8hMd Scds8{dint! t8defiPEFHE sEAlicd Aind
system 19. The system of any of clains 13 to 18,

wheWBeiein e driabasesentitnis egerhbleltodransteriusendatanto the
. | .
s 00 bl W 4585 o EISFHGIh  r or
perinmitted & aceassdbatreetrvioe knd aledctivetingi the ebtmblisiesd sératiumication

i S nnected to a first serving controller while in
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while in the visited network, the first and second
serving controllers being connected to one anot her

4.t hr iRy Al oy thntheseineg PDE. cortextdy seteun tsx defing the
estaBii h‘é!ﬂ%fo%rﬂuﬁi?&tiﬂ%ﬁar%ﬂ visited networks each having
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est ished co nj cati on a s. ,21. The,system o
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communi cati ons channels for services provided by the

access points in both the home and visited networks.
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network” the first
to deliver the radio bearer channel.

17.  The system of any of claims 13 to 16, wherein the system is a wireless

communication system.

18.  The method according to claim 17, wherein the wireless communication

system is a cellular communication system.

19.  The system of any of claims 13 to 18, wherein the database entity is
located in a home network to which a user of the user station subscribes, the
user station also being able to roam into a visited network, and wherein the user
station is connected to a first serving controller while in the first network and to a
second serving controller while in the visited network, the first and second

serving controllers being connected to one another through a gateway controller.
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service controller deactivates the established

communi cati on channel between the user station and the
W@ 003i00@S3 provi ded by the access points in theP@l/B20e@00293

network. 23. The method of claim 20, wherein while in

the visited network the secgnd service controller

deacti vates the establi shed1 communi cati on channel

bet ween the user station and the services provided by
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a. database entity for storjng user data.correspondi ng
sepisepifa tasdpst et ovsrghe Srtablphe ComRiufiselonGhannels
establish a conmuni cati on channel between the user
station and the access point to deliver the service;

21and Thaéyeiem efraime@naaereihyhis/in e djggianpuari the first
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serving contr etermnes t at user 1s
senitespEovided by the aacesssointsan bt thedwragmdnd asited vaetworlss.
t he established communi cati on channel based on the
transferred user data.

22.  The system of claim 20, wherein while in the home network the first
service controller deactivates the established communication channel between
the user station and the services provided by the access points in the visited

network.

23.  The method of claim 20, wherein while in the visited network the second
service controller deactivates the established communication channel between
the user station and the services provided by the access points in the home

network.

24. A wireless communication network comprising:

an access point for providing a service to a user station of the network;

a database entity for storing user data corresponding to the user,

a serving controller arranged to establish a communication channel
between the user station and the access point to deliver the service; and

wherein the database entity is operable to transfer user data to the
serving controller whereby the serving controller determines that that user is not
permitted to access that service and deactivating the established communication

channel based on the transferred user data.



