O. Abst act ....... A data exchange system V\ARTHMH COPB
check. ﬁ&%ﬁ%ﬁ"’éﬁar |ts auth ntication status The present invention
relate J/Qes%n;@i%hap aﬂlgetoamgddenf’ac ording to the preanble of claim1l.
DE:-C 2 %ﬁ% i esl aodahéy e8chpnge systemwith a data carrier and an
appar at o a can&upr beuggspr - vided with a nenory. In this nmenory
a pers g"a ndl**{ dentification nunber (PIN), of the
legiti ehasnv |smsmbngh toarageir-posks of conparison. Before a transaction
can be | ter in the data exchangé systemthe user
of the data

‘A data exchange system with a check of the apparatus’

for its authentication status

The present invention relates to a data exchange system
according to the preamble of claim 1.

DE-C 26 21 269 discloses a data exchange system with a
data carrier and an apparatus, the data carrier being pro-~
vided with a memory. In this memory a personal featuré; e.g.
a'personal identification number (PIN), of the legitimate
user is stored for purposes of cemparison.

Before a transaction can be performed with the data
carrier in the data exchange system the user of the data
carrier must input a personal identification number via the
keyboard of the apparétus. This number is transmitted into
the data carrier and tested there by a comparator for iden-
t1ty with the identification number associated with the le-
gitimate user. In the positive case the data exchange system

~ assumes that the legitimate owner oflthe data carrier wants
to perform a transaction and gives a transaction enable.

As explained above, the PIN plays the essential part in
the authorization test since any third party in possession
¢ of the data carrier and the corresponding PIN can abuse the
- ~ data carrier. In the known system the PIN is inputted with-

out the user being able to detect whether he is inserting
his data carrier into a manipulated apparatus and his PIN ié
being abused. '

The present invention is Eased on the problem of in-
proving the security of the known data exchange'system with
respect 'to the processing of the personal feature.

This problem is solved by the feature stated in the
characterizing part of claim 1. | '

The essence of the invention is that the user is giwven
the possibility of checking the authenticity of the systenm
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carrjer must I nput a personal identification nunber via the keyboard of . the
apparaLus This nunber is transmtted into the data carrier and tested
there by a conparator for iden- tity with the identification nunber
associated with the le- gitimte user. I'n the positive case the data
exchange system assunes that the legitimte owner of the data carrier wants
to performa transaction and gives a trargsacti on enable. As expl ai ned
.above, the PIN plays the essential part in the authorization test since any
third party in possession of the data carrier and the corresponding PIN can
abuse the data carrier. In the known systemthe PIN_is inputted w th- out
the user bePﬁgtBEIéPPBrEEPéc%nmﬁeFh@PlﬁeWPS paferej gisclosing his per-

sonal feature.

In a preferred embodiment of the invention the data
word stored in the data carrier is an easily remembered code
that, after being decoded by an authentic apparatus, appears
on the display of this apparatus so that the user can assume
the apparatus is authorized. Only an authorized apparatus is
able'to decode the code word since only it has the necessary
decoding means. '

In a further preferred embodiment the user can deter-
mine the data word and optionally change it at any time,
preferably after correctly inputting his EIN.

h In a further preferred embodiment the user‘s authen-
ticity check of the system is integrated into the authenti-
cation method of the éystem components that is necessary
anyway in most cases. Authentication of the system compo-
nents, data cérrier and apparatus, generally means that en-
coded messages are exchanged between the components.and
verified ih,one sysiem component to check the authenticity
of the other component.

In ‘a further preferred embodiment the data word is in-
tegrated into the message to be transmittedjfrom the data
¢ carrier to the apparatus. ,

; In another pfeferred embodiment a data carrier with an

IC having a memory and a control means is used. Such a data
carrier is known for example from DE-A 27 38 113.

The invention shall be explained in more detail in the
following with reference to the drawings, in which:

Fig. 1 shows a data exchange system with an IC card and
a device; | '

Fig. 2 shows an authentication sequence between card
and device with the card user being able to check the de-~
vice; and
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hls‘data carrier into a manipul ated apparatus and his PINis bei ng abused
,The present invention is based on the problemof im proving the security
of t'he.known data exchange systemw th respect to the processing of the
personal feature. This problemis solved by the feature stated in the
characterizing part of claim1. The essence of the invention is that the

user is given the possibility of checklﬂgﬁthe authenticity of the systen1
REPLACEMENT SHEET 02 NOV 1996.

Fig. 3 shows an authentication sequence as in Fig. 2
wherein the card and device have different codes.

The data exchange system according to Fig. 1 comprises
an IC card 1 and a device 3. Each system component is pro-
vided with a programmable control means that effects the
functional sequence described in the following figures. De-
vice 3 is also provided with a display 4 and a keyboard 5.
The device may be a terminal operated off-line or an on-line
device connected with further equal-ranking devices of a
.central processing unit.

Fig. 2 shows the chronological data exchange between
card 1 and device 3 for carrying out mutual authentication,
i.e. a mutual éuthenticity check. This sequence also pro-
vides for the user of card 1 to be able to check the au-
thorization of the device used by him.

An encoding/decoding means is provided both in card 1
or its integrated circuit 2 and in device 3. A code K nec-—
essary for operating the encoding/decoding means is provided
both in the card and in the device. In the embodiment de-
scribed here, this code K is the same in the card and in the
device. The card and the device also each have a known ran-
dom number generator and a comparator V1 or V2. A data word

- selected by the 1égitimate user is also stored in the card
o in the memory of integrated circuit 2.

At the onset of authentication the device generates a
random number Rl that is encoded into a message- by the en-
coding means using code K. This message is transmitted to
the card via a communication'CBnnection and decoded by the
decoding means of the card using code K. The result of this
decoding is random number R1 generated by device 3.

The random number generator of the card then genérates

. a random number R2 that is encoded into a message by the
encoding means of the card using code K and transmitted to
devicei3 simultaneously with the device's random number R1
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REPLACEMENT SHEET -2- or the apparatus in a sinple way before disclosing

his. per- sonal feature. In a preferred enbodi ment of the invention the data
word stored in the data carrier is an easily renmenbered code that, after
being decoded by an authentic apparatus, appears on the display of this
apparatus so that the user can assune the apparatus is authorized. Only an
aut hori zed apparatus is able to decode thet code word since onIy It has the
necessary .

determined by the card and the data word ROSE selected by
the legitimate user of the card. In the device this message
transmitted from the card is fed to the decoding means of
the device and decoded using code K. As the decoding result
the decoding means provides the device's random number R1,
the data word ROSE selected by the user and random number R2
generated by the IC of the card. Random number Rl decoded by
the device and coming from the card message is fed to com-
parator V2 of the device, that compares this number with
number Rl generated by the device and sent to the card in an
encoded form. In the positive case the device assumes the
card is authorized for data exchange, i.e. authentic.

. The deciphered word ROSE of the card is then displayed
on display 4 of device 3. The user of card 1 on device 3 is
thus given the possibility to check whether display 4 of
device 3 displays the data word selected by him so that he
can make sure the device is authorized in the positive case.
He is then safe to disclose his personal feature, i.e. his
personal identification number.

So that the card can also detect the authenticity of
the device, the encoding means of the device encodes the
card's random number R2 decoded by the device and sends it
to the card. The decoding means provided in IC 2 of the card.
decodes this message using code K, which yield the deter-
mined random number R2. This determined random number R2 is
fed with random number R2 generated by the card to compara-
tor V1 located in the card, that outputs a result of com—
parison VE corresponding in binary coding to a YES or NO.
The result of this comparison can be encoded by the encoding
means of the card using code K again, and transmitted to the
device. Its decoding means decodes the message  obtained from
.card 1. Result of comparison VE shows the device whether the
card has performed the authentication process properly.
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decodlng means. In a further preferred enbodi nent the user can deter- mne
the data word and optionally change it at any tinme, preferably after
correctly inputting his PIN. In a further preferred enbodi nent the user's
authen- ticity check of the systemis integrated into the authenti- cation
met hod of the system conponents that is necessary anyway in nost cases.

Aut henti cation of the system conpo- nents,5 data carrier and apparat us,
general ly neans that en- coded nessages are exchanged between the
conponents and verified in one system conponent to check the authenticity

of the ot her Conpggeggth comparisons are positive the user is then asked

by the data exchahge system in the known way to input his
personal identification number, i.e. his PIN. If the PIN
inputted by the user of card 1 corresponds to the PIN stored
in the system that was associated with the legitimate owner

- of the card, the data exchange system produces a transaction
enable permitting the user of the card to perform his
transactions, e.g. a money transfer. It is also conceivable
for the transaction enable to give the user of the card ac-
cess to a supervised area. .

:he authentication sequence between card 1 and device 3
shown in Pig. 3 differs from that in Fig. 2 in that the card
and the device have different codes and the device also
produces a device-specific parameter, in particular a sepa-
rate random number. Like the data exchange system in Fig. 2,
the data exchange system in Fig. 3 has separate encoding/
decoding means, separate random number generators and sepa-
rate comparing means in the card and the device.

A code KK and the data word ROSE selected by the le-
gitimate card owner is stored in integrated semiconductor
circuit 2 of card 1. The data characterizing the card, such
as the bank sort code, card owner's account number, etc.,
are also stored in this integrated circuit. The term "card
data"™ used below includes part or all of these user—spec1f1c
data as well as code KK and the data word ROSE.

A device code KG and a device-specific parameter GID,
or a separate random number generator generating parameter
GID, are provided in device 3. The card code KK is linked
with device code KG by the relation KK=EKG (card data).

The authentication sequence is initiated when the card
sends the "card data" to the device. In the device the card
data are encoded with code KG so that the device determines
card code KK. The random humber'generator located in the
devic% then produces, as in Fig. 1, a random number Rl that
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In_a furfher preferred enbodi nent the data word is in- tegrated into the
nmessage to be transnmitted fromthe data carrier to the apparatus. In
anot her preferred enbodi ment a data carrier with an I C having a nenory and
a eontrol neans is used. Such a data carrier is known for exanple from DE-A
27 38 113. The invention shall be explalned in nore detail in the follow ng
with reference to the drawings, in which:8Ftg. 1 shows a data exchange
systemwith an IC card and a device; Fig. 2 shows an authentication
sequence between card and device with the card user-being able to check the
de- is encoded with a device-specific parameter GID using code
KK. This message encoded by the encoding means of the device
is sent to the card and decoded. As the result the decoding
means of the card provides random number R1 generated by
device 3 and device-specific parameter GID.

As in Fig. 2, random number generator in card 1 now
generates a random number R2 that is encoded, with deter-
‘mined random number R1 of the device and the data word ROSE
selected by the user, by the.encoding means of-the card us-

ing device-specific parameter GID as a code. This message is

transmitted to the device and decoded by the decoding means

of the device again using device-specific parameter GID. The

decoding yields determined random number R1 of the device,
the data word ROSE and determined random number R2 of the
card. The word ROSE selected by the legitimate user of the
card is diéplayed to the card user in plain language on
displéy 4 of device 3 as in Fig. 2. Random number R1 gener-
ated by the device and random number Rl determined by the
device are fed to a comparator Vﬁ in device 3. If comparison
is positive the device assumes the used card is an author-
ized card.

For card 1 to detect the authenticity of device 3,

(' random number R2 determined by device 3 is encoded by the
encoding means of the device using card code KK. This mes-

- sage is sent from device 3 to card 1 and decoded there by
the decoding means of the card using card code KK. The'fe—.
sult is determined random number R2, that is compared by
comparator V1 in IC 2 of card 1 for identity'with random
number R2 generated by the card. Result of comparison VE is
processed using code KK as in Fig. 2.
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Vi ce; and REPLACEMENT SHEET 0 2 NOV 1996 Fig. 3 shows an authentication
sequence‘as in Fig. 2 wherein the card and device have different codes. The
dat a exchange system according to Fig. 1 conprises an IC card 1 and a
device' 3. Each system conponent is pro- vided with a programmabl e control
means that effects the functional sequence described in the foll ow ng

. - - ) 7 i
rrosres B TN

Claims

1. A data exchange system wherein the entitlement of a
user is detected by a check of a personal feature inputted
by the user, comprising a data carrier associated with the
user, an apparatus communicating with the data carrier and a
display unit, characterized in that the data of the data
carrier contain a data word known only to the user that,
before he is asked to input his personal feature, is trans-
mitted to the apparatus in an encoded form and displayed to
the user for comparison after being decoded by a crypto-
graphic unit contained in the apparatus and characterizing
the authenticity of the apparatus.

2. The data exchange system of claim 1, characterized
in that the data word can be determined and changed at any
time by the user. _ '

3. The data exchange system of claim 2, characterized
in that the data word is a word easily remembered by the
user. '

4. The data exchange system of claim 2, characterized
in that the data word can only be changed after a positive
comparison of the inputted personal feature with a feature

' stored in the system.

| . 5. The data exchange system of élaim 1, characterized
in that the data carrier f; an identity card, credit card or
access card having an integrgted circuit with memory and
control means, the.data word is deposited in an overwritable
area of the memory, and the data word is encoded before be-

. ing outputted to the apparatus by the control means of the

integrated circuit.

6. The data exchange system of claim 4, characterized
in that the control means is a program—controlled micropro-
cessor. ' ' - '

S . ' -
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vige.3 is also provided with a display 4 and a keyboard 5. The device may
be'a,tefninaL_gEELQLQQ_gLL;LLne or an on-line device connected w th further
equal -t anki ng devices of a central processing unit. Fig. 2 shows the
chrdnological-ﬂ |ﬁ“ﬂﬁ““ﬁ“ﬂf“u tween card 1 and device 3 for carrying out

nmut ual authen& n flinut ual "authenticity check. This sequence al so
pro- vides for *hé user®of® card 1 to be agfe to check the au- thorization

of the device used by him An encodi ng/ decodi ng nmeans is provided both in
card 1 or its integrated circuit 2 and in device 3. A code K nec- essary

for operating theyengpdi agtdeepehafgd®apsctbh HFO¥LEEH 4, characterized
in that the transmissioh and encoding of the data word from -
the data carrier to the abparatus is included in an authen-
tication process taking place between the data carrier and
the apparatus. _
8. The data éxchange system of claim 6, characterized
by an authentication process having the following steps:
the apparatus generates a first raﬁdom number (R1l) that
" is transmitted éncoded to the data carrier:;
the data carrier decodes the received message and forms
a second random number (R2);
the data carrier encodes the first random number (R1),
the data word and the second random number (R2);
the apparatus decodes the received message, compares
the decoded random number with the random number produced in
the device.and, in case of agreement, displays the decoded
data word on a display unit;
the apparatﬁs sends the enched second random number
(R2) to the card; '
the card decodeé the message sent, compares the decoded
second random number with the random number produced in the
card and, if comparison is positive, sends an acknowledgment
; to the apparatus;
' --the apparatus asks the user to input his personal fea-
ture. |
9. The data exchange system of claim 7, characterized
in that a device-specific parameter is included in the en-
coding on the device side.
10. The data exchange system of claim 8, characterized
in that the device-specific parameter is a random number.

..
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both.in tthe card and in the device. In the enbodi ment de- scribed here,
thi.s code' Kis the sane in the card and in the device. The card and the
devi te al so, each have a known ran- dom nunmber generator and a conparator VI
or- V2.- A data word selected by the legitimte user is also stored in the
card in the nenory of integrated circuit 3 _At the onset of authentication
the device generates a' random nunber Rl that is encoded into a nessage by
the en- coding neans using code K. This nmessage is transnmitted to the card
via a conmuni cati on connecti on and decoded by the decodi ng neans of the
card using code K The result of this decoding is random nunber R1

gener ated by device 3.

Abstract

- The invention relates to a data exchange system wherein
the entitlement of a user is detected by a check of a per-
sonal feature inputted by the user, comprising a data car-
rier associated with the user, an apparatus communicating
with the data carrier and a display unit. The data of the
data carrier contain a data word known only to the user
that, before he is asked to input his personal feature, is
transmitted to the apparatus in an ‘encoded form and dis- -
played to the user for comparison after being decoded by a
cryptographic unit contained in the apparatus and charac-
terizing the authenticity of the apparatus.

__._,.__,__________.
is Sheet Has Been Replaced

T



The random nunber generator of the card then generates a random nunber R2
that is encoded into a nmessage by the encodi ng neans of the card using code
K and transmitted to device 3 sinultaneously with the device's random
nurrber R1 determ ned by the card and the data word ROSE sel ected by the
legitimate user of the card. In the device this nessage transnmtted from
the'card is fed to the decodi ng neans of the device and decoded using code

K. As the decoding result t he decodi ng nmeans provides the device's random
nunber R1,
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the data word ROSE sel ected by the user and random number R2 generated by
the 1 C of the card. Random nunmber Rl decoded by the device and coning from
the-card nmessage is fed to com parator V2 of the device, that conpares

t hi's nunmber with nunmber Rl generated by the device and sent to the card in
an encoded form In the positive case the device assunes the card is

aut hori zed for data exchange, i.e. authentic. The deci phered word ROSE of
the card is then displayed on display 4 of device 3. The user of card 1 on
device 3 is thus given the possibility to check whether .display 4 of device
3 displays the data word sel ected by himso that he can nmake sure the
device is authorized in the positive case.
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- encoded by the encoding for its authentication status

The present invention relates to a data exchange system
according to the preamble of claim 1.

DE-C 26 21 269 discloses a data exchange system with a
data carrier and an apparatus, the data carrier being pro-
vided with a memory. In this memory a personal feature, e.g.
a personal identification number (PIN), of the legitimate
user is stored for purposes of comparison. '

Before a transaction can be performed with the data
carrier in the data exchange system the user of the data
carrier must input a personal identification number wia the
keyboard of the apparetus. This number is transmitted into
the data carrier and tested there by a comparator for iden-
tity with the identification number associated with the le-
gitimate user. In the positive case the data exchange system
assumes that the legitimate owner of the data carrier wants
to perform a transaction and gives a transaction enable.

As explained above, the PIN plays the essential part in
the authorization test since any third party in possession
of the data carrier and the corresponding PIN can abuse the
data carrier. In the known system the PIN is inputted with-
out the user being able to detect whether he. is inserting
his data carrier into a manipulated apparatus and his PIN is
being abused. .

The present invention is based on the problem of im-
proving the security of the known data exchange system with
respect to the processing of the personal feature.

This problem is solved by the feature stated in the
characterizing part of claim 15 mew el B Ty

- The essence of the invent¥on 1s thét the“user 15 given
the possibility of checking the authenticity of the system
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meahs of the card using code K again, and trangm-tted—tothe
decodi-ng neans decodes the nessage obt ai ned frcmR@BMﬁEMENﬁe&!ﬁﬁ of
conpari son VE shows the device whet her the carg
aut henti cation process properly. REPLACEVEN]
are positive the user is then asked by -t e —dat g
known way to input his personal identification]n
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ace. Its

as perfornmed {he
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. < PIN. If the
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or the apparatus in a simple way before disclosing his per-
sonal feature. _

In a preferred embodiment of the invention the data
word stored in the data carrier is an easily remembered.code
that, after being decoded by an authentic apparatus, appears
on the display of this apparatus so that the user can assume
the apparatus is authorized. Only an authorized apparatus is
able to decode the code word since only it has the necessary
decoding means.

In a further preferred embodiment the user can deter?
mine the data word and optionally change it at any time,

preferably after correctly inputting his PIN.

In a further preferred embodiment the usér;s authen-
ticity check of the system is integrated into the authenti-
cation method of the éystem'components that is necessary
anyway in most cases. Authentication of the system compo-
nents, data carrier and apparatus, generally means that en-
coded messages are exchanged between the components and
verified in one system component to check the authenticity
of the other component. _

In a further preferred embodiment the data word is in-
tegrated into the message to be transmitted from the data
carrier to the apparatus. o

In another prgferred embodiment a data carrier with an
IC having a memory and a control means is used. Such a data
carrier is known for example from DE-A 27 38 113.

The invention shall be ekplained in more detail in the
following with reference to the drawings, in which:

Fig. 1 shows a data exchange system with an IC card and
a device; '

Fig:. 2 shows an authentication sequence between card
and device with the- card user being able to cheqk the de-
vice; and | - 2 k B ”443’
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inputted by the user of card 1 corresponds t N SOk b
that was associated with the | egitinate owner Péﬁ{-&@@r d,éﬁ‘?"re
exchange system produces a transaction enabl e rmtting thejus
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card to performhis transactions, e.g. a none rg2sNev. 1905 |
concei vabl e for the transaction enabletd givle fhe user of th
cess to a supervised area. The authentications

the system
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card ac-
card 1 and

device 3 shown in Fig. 3 differs fromthat infFig. 2 in that tH

e card and

t he device have different codes and the_ device al so Broduces a
devi ce- speci fi c ph¥amdt 8ROWSnaBarifRERELCtioBaSeAYe
the dat a exghéngtnSyRéctard &hd. dévice have different codes.
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The data exchange system according to Fig. 1 comprlses

an IC card 1 and a device 3. Each system component is pro-
vided with a programmable control means that effects the
functional sequence described in the following figures. De-

vice 3 is also provided with é display 4 and a keyboard 5.

The device may be a terminal operated off-line or an on-line

device connected with further equal-ranking devices
central processing unit.

of a

Fig. 2 shows the chronological data exchange between

card 1 and device 3 for carrying out mutual authentication,

i.e. a mutual authenticity check. This sequence also pro-
vides for the user of card 1 to be able to check the au-

thorization of the dev1ce used by him.

An encoding/decoding means is prov1ded both in
or its integrated circuit 2 and in device 3. A code
essary for operating the encoding/decoding means is

card 1
K nec-
provided

both in the card and in the device. In the embodiment de-
scribed here, this code K is the same in the card and in the
device. The card and the device also each have a known ran-

dom- number generator and a comparator V1 or V2.'A data word

selected by the legitimate user is also stored in the card

in the memory of integrated circuit 2.

At the onset of authentication the device generates a’
random number Rl that is encoded into a message by the en-

coding means using code K. This message is transmitted to

the card via a communication connection and decoded
decoding means of the card using code K. The result
decoding is random number R1 generated by device 3.

by the
of this

The - random number generator of the card then generates

a random number R2 that is encoded into a message by the

encoding means of the card using code K and transmitted to

device 3 simultaneously with the device's random number R1l



t he data exchange systemin Fig. 3 has separat ng neans,
separ at e random nunber generators and sepa- r Sﬂiﬁﬁgﬁgﬂégﬁggﬂé ?n t he

card and the device. A code KK and the data woydf ROSE sel ected Hy the |e-

gitimate card owner is stored in integrated sefcoRdubONr 996r duift 2 of card
1. The data characterizing the card, suth4a3s the} bank sort coge, card
owner's account nunber, etc., are also stored | n this integrated circuit.
The term "card data" used beIOM/incIudes part er-specific

data as well as code KK ar%the at r.d E. A C

devi ce- specPeterpingfe Y Q%A %%mﬁf%ﬁe é)égjlgenera

generating paeanegdtimate user of the card. In the device this message
transmitted from the card is fed to the decoding means of

the device and decoded using code K. As the decoding result
the decoding means provides the device's random number R1,
the data word ROSE selected by the user and random number R2
generated by the IC of the card. Random number R1 decoded by
the device and coming from the card message is fed to com-
parator V2 of the device, that compares this number with
number R1 generated by the device and sent to the card in an
encoded form. In the positive case the device assumes the
card is authorized for data exchange, i.e. authentic.

The deciphered word ROSE of the card is then displayed
on display 4 of device 3. The user of card 1 on device 3 is
thus given the possibility to check whether display 4 of
device 3 displays the data word selected by him so that he
can make sure the device is authorized in the positive case.
He is then safe to disclose his personal feature, i.e. his
personal identification number.

So that the card .can also detect the authenticity of
the device, the encoding means of the device encodes the
card's random number R2 decoded by the device and sends it
to the card. The decoding means provided in IC 2 of the card

" decodes this message using code K, which yield the deter-
‘mined random number R2. This determined random number R2 is
fed with random number - R2 generated by the card to compara- '
tor V1 located in the card, that outputs a result of com—
parison VE corresponding in binary coding to a YES or NO. _
The result of this comparison can be encoded by the encoding
means of the card using code K again, and transmitted to the
device. -Its decoding means decodes the message obtained from
card 1. Result of comparison VE shows the device whether the
card has performed the authentication brocess properly.
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initiated when the card sends the "card data" tjof{the device. Ip {he device
the card data are encoded with code KG so that |the glowE¢ ﬂq?]e nes card
code KK. The random number generator |ocaed in tthe device theh produces,
as in Fig. 1, a random nunber Rl that REPL AGENEMNF—SHEETF—0—2 V 1996

If both comparisons are positive the user is then asked
by the data exchange system in the known way to input his
personal identification number, i.e. his PIN. If the PIN
inputted by the user of card 1 corresponds to the PIN stored
in the system that was associated with the legitimate owner
of the card, the data exchange system produces a transaction
enable permitting the user of the card to perform his
transactions, e.g. a money transfer. It is also conceivable
for the transaction enable to give the user of the card ac-
cess to a supefvised area.

The authentication sequence between card 1 and device 3
shown in Fig. 3 differs from that in Fig. 2 in that the card
and the device have different codes and the device also
produces a device-specific parameter, in particular a sepa-
rate random number. Like the data exchange system in Fig. 2,
the data exchange system in Fig. 3 has separate encoding/
deéoding means, separate random number generators and sepa-
rate comparing means in the card and the device.

A code KK and the data word ROSE selected by the le-
gitimate card owner is stored in integrated semiconductor
circuit 2 of card 1. The data characterizing the card, such
as the bank sort code, card owner's account number, etc.,
~are also stored in this integrated circuit. The term "card
data" used below includes part or all of these user-spec1f1c
data as well as code KK and the data word ROSE.

- _ A device code KG and a device-specific parameter GID,
or a separate random number generator generating parameter
GID, are provided in device 3. The card code KK is linked
with device code KG by the relation KK=EKG (card data).

The authentication sequence is initiated when the card
sends the "card data" to the device. In the device the card
data are encoded with code KG so that the dévice determines
card code KK. The random number generator located in the
device then produces, as in Fig. 1, a random number R1 that



-6--is encoded with a device-specific paranmet{€r EWENE e{KK. This
nmessage encoded by the encodi ng neans of the dgg ] g ojthe card and
decoded. As the result the decodi ng neans of jtHe card providgs{random
nunber Rl generated by device 3 and device-sgeqi fO2 povaWebey G D. As in
Fig. 2, random nunber generator in card $ o éenerates a rapdém nunber R2
that is encoded, with deter- m ned random nunber RL 0f the devijce and the
data word ROSE sel ected by the user, by the dncodinq neans..of. fthe card us-.
i ng device-specifi araneter G D as a code. This ssage_is transm tted to
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KK. This message encoded by the encoding means of the device
is sen‘ to the card and decoded. As the result the decoding
means of the card provides random number Rl generated by
device 3 and device-specific parameter GID.

As in Fig. 2, random number generator in card 1 now
generates a random number R2 that is encoded, with deter-
mined random number Rl of the device and the data word ROSE
selected by the user, by the encoding means of the card us-
ing device;specific parameter GID as a code. This message is
transmitted to the device and decoded by the decoding means
of the device again using device-specific parameter GID. The
decoding yields determined random number R1 of the device,
the data word ROSE and determined random number R2 of the
card. The word ROSE selected by the legitimate user of the
card is displaved to the cérd user in plain language on
display 4 of device 3 as in Fig. 2. Random number Rl gener-
ated by the device and random number Ri determined by the
device are fed to a comparator V2 in device 3. If comparison
is positive the device assumes the used card is an author-
ized card. :

For card 1 to detect the authenticity of device 3,
randonm nhmber R2 determined by device 3 is encoded by the
encoding means of the device using card code KK. This mes-

" sage is sent from device 3 to card 1 and decoded there by
the decocding means of the card using card code KK. The re-
sult is determined random number R2, that is compared by
comparator V1 in IC 2 of card 1 for identity with random
number R2 generated by the card. Result of comparison VE is
processed using code KK as in Fig. 2.
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1. A data exchange system wherein the entitlement of a
user is detected by a check of a personal feature inputted

by the user,
user,

display unit,

comprising a data carrier associated with the
an apparatus communicating with the data carrier and a
characterized in that the data of the data

carrier contain a data word known only to the user that,

before he is asked to input his personal feature,

is trans-

mitted to the apparatus in an encoded form and displayed to
the user for comparison after being decoded by a crypto-

' graphic unit contained in the apparatus and characterizing

the authenticity

2. The data
in that the data
time by the user.
' " 3. The data
in that the data
user.

4. The
in that the

of the apparatus.

data
data

exchange system of claim 1,

exchange system of claim 2,

exchange system of claim 2,

characterized

word can be determined and changed at any

characterized

word is a word easily remembered by the

characterized

erd can only be changed after a positive

comparison of theainputted'personal feature with a feature

stored in the systen.

5. The data exchange system of claim i;
in that the data carrier is an identity card,

characterized
credit card or

access card having an integrated circuit with'memory and

control means,
area of the memory,

the data word is deposited in an overwritable
and the data word is encoded before be-

ing outputted to the apparatus by the control means of the

integrated circuit.

6. The data exchange system of claim 4,

characterized

in that the control means is a program—-controlled micropro-

cessor.
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encodi ng neans of the device usin ard code KW S sent
fromdevice 3 to and decoded there by tHhe EJ§E@E§T6§§§§.$f the card

using card code K l“u“ﬁ det er m ned |r gndom nunber R, ;that is
conpar ed by corrpa W‘“ﬁm f card 1 for| i|deDRiNgvVEHL 1 andom nunmber
L

R2 generated by thes«cC

Résuft ‘of conpaﬁlson VH i s processedjus$i ng code

KK as in Fig. 2. 1. A data exchange system yhererntteemntTt| ¢nment of an
entitled user is detected by a check of a persqnal _feature inputied by

7. The data exchange system of claim 4, characterized
in that the transmission and'encoding of the data word from
the data carrier to the abparatus is included in an authen-
tication process taking place between the data carrier and
the apparatus.

8. The data exchange system of claim 6, characterized
by -an authentication process having the following steps:

the apparatus generates a first raﬁdom number (R1l) that
is transmitted encoded to the data carrier;

the data carrier decodes the received message and forms
a second random number (R2); |

the data carrier encodes the first random number (R1),
the data word and the second random number'(Rz);

the apparatus decodes the received message, compares
the decoded random_nﬁmber with the random number producéd in
the device and, in éase of agreement, displays the decoded
data word on a display unit;

the apparatﬁs sends the encoded second random number
{R2) to the card;

the card decodes the message sent, compares the decoded
second random number with the random number produced in the
card and, if comparison is positive, sends an acknowledgment
to the apparatus;

-the apparatus asks the user to input-his personal fea-
ture. | ' _ _

9. The data exchange system of claim 7, characterized
in that a device-specific parameter is included in the en-
coding on the device side. _

10. The data exchange system of claim 8, characterized
in that the device-specific parameter is a random number.
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the entitled user, conprising a data carrier associated with the entitled
user, "an apparatus communi cating with the data carrier and a display unit,
characterized in that a data word is stored on the data carrier in encoded
form said data word is assigned and knowh 10 the entitled user and is
transmtted to the apparatus in an encoded form and displayed to the
entitled user for conparison after being decoded by a cryptographic unit

contained in the apparatus and characterizing th uthenticity of the

appar at us. 3 dekg gXrhapgensygtem,€ith, %féé?‘gfn? ,ﬂﬁaﬁ%@ﬁ&z/ﬁed in that

the data word can be deficar nitise chvetieendiizvagdenatstakyust i ne by the entitled

user. 3. The data exchange system of claim2, characterized in that
Abstract

The invention relates to a data exchange system wherein
the entitlement of a user is detected by a check of a per-
sonal feature inputted by the user, comprising a data car-
rier associated with the user, an apparatus communicating
with the data carrier and a display unit. The data of the
data carrier contain a data word known only to the user
that, before he is asked to input his personal feature, is
transmitted to the apparatus in an encoded form and dis-
plaYed to the user for comparison after being decoded by a
cryptographic unit contained in the apparatus and charac-
terizing the authenticity of the apparatus.
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the data word is a word easily renenbered by the entitled user. 4. The dat a
exchange system of claim2, characterized in that :

changed after a positive conparison of the inputte
feature stored in the system 5. The data exchange
characterized in that the data carrier  is an ident
‘access card having an integrated circdit® with nmeno
data word is deposited in an overwitable area of ‘
word is encoded before being outputted to the appat at us by the contrl
means of the integrated circuit. 6. The data exchafge~systemor ¢l al m 5,
characterized in that ,tZﬂe control nmeans |§_a—p4'-egr-arn controll ed
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REPLACEMENT SHEET 7. The data exchange systemof claim4, characterized
in thdt the transm ssion and encoding of the data wJgr iﬁﬁ@%gﬁf : &
carrier to the apparatus is included in an authenticla Y ocess-igkiing
pl ace between the data carrier and the apparatus. 8. e data exchang
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t he dafa carrier decodes the received nessage ST ATTOaR
nueBer” (R2); the data carrier encodes the firét &r Ri{é # -
data word and the second random nunber (R2): h@ %P%ﬁ’h‘sp'ﬁé‘édp‘ RARE e
recei ved message, conpares—the—decoded randomi nBfBemR) t h- Ba§EY r-artd HAER rfber

produced in t e i case of agreenmendl Dﬁk‘é%ﬁ‘é)ysﬂgﬁ@ dée dda‘ta
word on a dis ‘iH mlliﬁ!‘ﬂl Umpar atus sends t elichbutiet! sepaged -r-dRdRrEed -
nunber (R2) toO« ard deco&d&impe {nessage sent, corrpares t he

decoded second.random nunber with the random uere DR RECRIPT. B2 0808
and, if :

1. A data exchange system,whereip the entitlement of an
entitled user is detected by a check of a personal feature inputted by
the entitled user, comprising a data carrier associated with the
entitled user, an apparatus communicating with the data carrier and a
display unit, characterized in that a data word is stored on the data
carrier in encoded form, said data word is assigned. and known to the
entitled user and is transmitted to the apparatus in an encoded form and

displayed to the entitled user for comparison after being decoded by a

cryptographic unit contained in the apparatus and characterizing the
authenticity of the apparatus.

2. The data exchange system of claim 1, characterized in that
the data word can be determined and changed at any time by the entitled
user.

3. The data exchange system of ciaim 2, characterized in that
the data word is a word easily remembered by the entitled user.

4. The data exchange system of claim 2, characterized in that
the data word can only be changed after a positive comparison of the

i inputted personal feature with a feature stored in the system.
\v/

5. The data exchange system of c¢laim 1, characterized in that
the data carrier is an identity card, credit card or access card having
an integrated circuit with memory and control means, the data word is
deposited in an overwritable area of the memory, and the data word is
encoded before being outputted to the apparatus by the control means of
the integrated circuit. .

6. The data exchange system of claim 5, characterized in that

the control means is a program-controlled microprocessor.
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conpdrison is positive, sends an acknow edgenent to the apparatus; the
appar at us "asks the entitired user to input his personal feature. 9. The data
exchange sy ' characterized in that a device-specific

par anet er ! ﬂ wﬂ"ﬂwj encodi ng onl the device side. 10. The data
exchange sys em oft. clmai sn 6+ character+zed-in that the devi ce-specific
paranmeter 1s a random nunber.

7. The data exchange system of claim 4, characterized in that
the transmission and encoding of the data word from the data carrier to
the apparatus is included in an authentication process taking place
between the data carrier and the apparatus.

8. The data exchange system of claim 6, characterized by an
authentication;process having the following steps:

the apparatus generates a first random number (R1) that is
transmitted encoded to the data carrier;

the data carrier decodes the received message and forms a
second random number (R2); .

the data carrier encodes the first random number {R1), the
data word and the second random number (R2);

the apperatus decodes the received message, compares the
decoded random number with the random number produced in the device
and, in case of agreement, displays the decoded data word on a display
unit;

the apparatus sends the encoded second random number (R2) to
the card;

the card decodes the message sent, compares the decoded second
random number with the random number produced in the card and, if
comparison is positive, sends an_acknowledgement to the appardtus;

the apparatus asks the entitled user to input his personal
feature.

9. The data exchange system of claim 7, characterized in that
a device-specific parameter is included in the encoding on the device
side.

10. The data exchange system of claim 8, characterized in that

the device-specific parameter is a random number.
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