|  APPARATUS, AND ASSCCI ATED METHOD, FOR FACI LI TATI NG SYNCHRONI ZATI ON OF
DATABASES CONNECTED BY WAY OF A RADI O AIR | NTERFACE 5 The present
invention relates generally to a manner by which to facilitate
synchroni zati on of data stored at a network database wi th correspondi ng
data stored at a nobile node by way of a radio air interface of a radio
communi cation system More particularly, the present invention relates to
apparatus, and an associated nethod by which to initiate synchronization
of a network part of the radio 10 connunicPtion system upon detection of a
change to a data record of the data stored” at the network database. Upon

detection of a change to a data record, a mapping is performed to define
an associ ation betHBARATHS.ANDASHPCLAL EMVE FHOM, & OR Rl IHdATING

dat abase with fiePYNCHRONIENIIENOATT RATHEBASESCHPYNFG HERI INEAVALY t he
nmobi | e node. A 15 synchroni zat (GhArR4IOLAIR INEHRISEH t hat i ncl udes the
mapped information together wth the network values of the fields of the

data record upon which the .mapping .is erfornmed. The val ues contained in
the synchrgni zat _Y)Vﬂjh%hqﬁs%&m\é%oagﬁ%ﬁ eberilft 6 4 thpnighby ‘Gﬁriarfwa{ﬂa&nd _

sel ectably ConpifidiRi@dn bPakideiABPhIEOGE AUIALARKNL LA ApoSYE haanigal | on
session. The information required pursuant to the synchronization 20
sessi on i s conatainrbde heda hewsyaichradn Zatitofice efaesto canthunetipmfotamt i on i s
converted intp a formto facilitate its communication upon the radio air
mteriace in My EPrPRTEHE RGeS AR RaOORD O R VBT eRp e

Communi cat i onngYRldTByRAER (d RGUk@sthtdnidalidRds h Acti@Eepit sPEkidtot hrough 25
which to communi cate data pursuant to the effectuation of a comunication
servi ce. !(at gorepwiisalientsEpuraudectos o Behaidede pulaty repprofol theedata stored
connunicationmgggx&g%ﬂg§MaQ%gginated at a communi cation source and is sent
upon a comuni cation channel for delivery to a comrunication target. At a
m ni mum a conmmuni tabh datestyst @ dsnforoedatofecard, b msdppOnvysifeatddan define

an assoclafion between the ficlds of the data record of the network database with
fields of a corresponding data record maintained af the mobile node. A

15 synchronization request is generaled that includes the mapped information together
with the network values of the fields of the data record upon which the mapping is
performed. The values contained in the synchronization request are converted into
an encoded format and selectably communicated to the mobile node pursuant (o a
synchronization session. The information required pursuant to the synchronization

20 session 1s contained in the synchronization request, and the information is converted
into a form to facilitate its communication upon the radio air interface in an efficient

manner.
BACKGROUND OF THE INVENTION

Communication systems are regularly utilized in modern socicty through
25 which to communicate data pursuant to the effectualion of a communication service.
Data communicated pursuant to the effectuation of the communication service is
originated at a communication source and is sent upon a communication channel for
delivery to a communication target.
At a minimuni, a communication system is formed of a first communication

30 station that forms, or is coupled to, the communication source and a second



30 station that forns, or is coupled to, the conmunication source and a
second 2 communication station that is coupled to, or forns, the

comuni cation target. The conmmunication stations are connected by way of a
comuni cati on channel upon which the data is comruni cated by the first
communi cation station to the second conmunication station. The first
comuni cation station that sends the data4s 5 sonetines referred to as a
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wireline connggiiéy@aso takeQBVARERMD  bdhndl@idal /&IVah&ments. Technological

advancements, when applied to communication systems, are generally applied in
manners to increase the data throughput rates at which the data is communicated, the
accuracy by which the data is communicated, or the manner by which the data can be
communicated.

20 An exemplary type of communication system 1s a radio communication
system. In aradio communication system, the communication channels upon which
data 1s communicated are defined upon radio links that extend between the
communication stations of the radio communication system. Wireline connections,
conventionally required in a wircline communication system through which to

25 connect the communication stations, and upon which communication channels are
defined, are obviated. Various advantages are provided to radio communication
systems in which the need for such wireline connections is obviated. [n addition to
reduced infrastructure costs associated with the installation of a radio communication
system, a radio communication system also provides for communication mobility.

30 Thatis to say, one, or more, of the communication stations between which data is
communicated pursuant to effectuation of a communicalion service is permitted

movement.



reduced infrastructure costs associated with the installation of a radio
communi cation system a radi o comrunication system al so provides for
comuni cation nobility. 30 That is to say, one, or nore, of the

comuni cation stations between which data is comuni cated pursuant to
effectuation of a conmunication service is permtted novenment. 3
Technol ogi cal advancenents related to processing technol ogies also are

applied to comuni catjon syst Technqgl ogi cal advancenents t ertain
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of relatively smal di mensions, i. di mensions that permt their hand
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assi stant, Orn@ﬂ@ht@%ﬁ@l&sﬁﬂgE‘n(pﬁ@ﬁ@&ﬁhﬁ%c@@w} Rhnsighiest ably retrieves the
data stored at the databases mai ntai ned thereat. The data that forns the

dat abase is usual | Jerrenahdiai@lassestans (RDAS) gre exeatrdayed span frovaved deficene or
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at the database
services and to operate upon data. The devices are typically of refatively small

dimensions, i.c., of dimensions that permit their hand carriage by a user.
Typically, personal digital assistants contain storage locations for storing data

forming one or more databases. During operation of a personal digital assistant, the

20 user of the personal digital assistant, or analogous such processing device, sclectably
refrieves the data stored at the databases maintained thereat. The data that forms the
database 1s usually formatted to form, e.g., data records formed of one or more data
fields. The data fields are populated with data that is stored at the database. Upon
sclection of particular data records, or fields thereof, by the user, the data 1s retrieved

25 from the database and displayed, or otherwise made available, to the user.
Processing operations, such as sorting operations are also selectably initiated by the
user. Sorting, or other processing, of the data is performable. Also, the user of the
device is able further sclectably to change, add to, or delete from, the data stored at
the database.

30 To ensure that the data stored at the portable device is not irretrievably lost in
the event of malfunction of, or other problem with, the portabic device, the data s
copled, i.e., backed up, at a separate storage device. Once suitably backed up, the

back up copy is retrieved, 1f necessary, 10 access the data or to re-store the data at the



selection of particular data records, or fields thereof, by the user, the
data is retrieved 25 fromthe database and displ ayed, or otherw se made
avai l able, to the user. Processing operations, such as sorting operations
are also selectably initiated by the wuser. Sorting, or other processing,
of the data is performable. Al so, the user of the device is able further
sel ectably to change, add to, or delete frpm the data stored at the
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at the back Ui aRRYGAUSRS éthﬁc Hé’ﬁ%l@&eww& Jt‘?l%é)&%k'u‘{)%o?g 09[}1% dAfs 4. ONQEr
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In order to place the database mamtamcdg at the portable device, and its copy,
back into match with each other, the database and its back up copy must be
synchronized. Synchronization operations are performed, for instance, during
subsequent back up operations, at limed infervals, or upon detection of a change 1o a

20 data record at either of the locations. During synchronization operations, data stored
at the respective locations are compared together. And, responsive to the
comparisons, data found to be out-of-match with one another is identified.
Appropriate change to the data is then effectuated to place the data back in maich
with one another,

25 Some portable devices make use of a radio air interface by which, amongst
other things, to back up and synchronize data storved at the databases. Data back up
operations and data synchronization operations that are performed by way of a radio
air interface are, however, more problematical than operations performed by way of a
conventional wireline connection. Bandwidth limitations, for instance, limit the

30 comumunication capacity that can be made available for the back up and
synchronization operations. And, the usc of conventional techniques, predicated
upon the use of wireline connections rather than a radio air interface, as a general

rule, are prohibitively bandwidth consumptive when applied to a system in which



subsequent back up operations, at tined intervals, or upon detection of a
change to a 20 data record at either of the |ocations. During

synchroni zati on operations, data stored at the respective |ocations are
conpared together. And, responsive to the conparisons, data found to be
out-of -match with one another is identified. Appropriate change to the
data is then effectuated to place the datasback in match with one another.
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Through operation of an embodiment of the present inveniion, a manner is
provided by which to initiate synchronization at a network part of the radio
communication system upon detection of the change to a data record of the data
stored at the network database,

20 The mformation required pursuant to the synchronization session is contained
in a synchronization request, and the information is converted into a form to facilitate
its communication upon the radio air interface in an efficient manner.

In one aspect of the present invention, detection is made at the network part
of a change to a data record of a network database copy. Responsive to the detection,

25 amapping is performed at the network part to define an association between the
fields of the data record at which the change is detected at the network database copy
with fields of a corresponding data record maintained at the mobile node.

Once the mapping is performed, a synchronization request is generated. The
synchronization request includes the mapped information formed pursuant to the

30 mapping operations. The synchronization request also includes network values of
the fields of the data record upon which the mapping is performed.

The values contained in the synchronization request are converted into an

encoded format, suitable for communication upon the radio air interface pursuant (o a



net wor k dat abase with correspondi ng data stored at a nobile node by way of
a radio 15 air interface of a radi o conmunication system Through operation
of an enbodi nent of the present invention, a manner is provided by which
to initiate synchronization at a network part of the radio comunication
system upon detection of the change to a data record of the data stored at
the network database. 20 The information r qU|red pursuant to the
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corresponding ficlds of a corresponding data record embodied at the corresponding
database at the mobile node.

The personal information manager connector entity also forms a
synchronization request and populates the synchronization request with the map that

20 1s formed. The information of the map that is populated into the synchronization
request includes the identities of the fields, defined at the data record of the network
database copy as well as, also, the field identities of the mobile database copy. The
values of the data fields of the network database copy also populate the
synchronization request generated by the personal information manager connector

25  enfity.

The synchronization request generated by the personal information manager
connector entity 1s delivered to a synchronization server. The synchronization server,
responsive to the delivery thereto of the request, converts the values of the fields of
the data record contained in the request out of a first, e.g., XML (Extensible Mark-up

30 Language) and into a second form that facilitales communication pursuant to a
synchronization session. Namely, the format is converted into a tag-length format,

{ree of null terminators.



network part, an Exchange TM personal information manager connector entity
is 10 associated therewith. The Exchange PI M connector entity operates,
anongst other things, to detect to any data record of the Exchange

dat abase copy with which the PIMconnector entity is associated. Wen a
change is nade to any field of a data record of the associated database,
detection is nade at the PIM connector enti hty. Responsi ve thereto, a
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t he fleldsoofHH@QQCQQ&@dn@qgmgnggﬁm@h@ﬁﬂ in the request out of a first,
e.g., XM. (Extensible Mark-up 30 Language) and into a second formthat

facilitates comunitHicboidu wénﬁtctméh%cfoswpm@tns Zatiaprssesdsbnethngns| y,
the format i SBI%Q'BL{:%I‘% eg rédncg 901%11‘1{11‘? %allon S{Em ﬁgvni\%%]aﬁmlfw ?? Bﬁ)lfl \%[ ’ﬁh a

term nators. € data

record Contalﬂ@d@ﬂﬂaﬂh&k&%ﬂ@hﬁ@ﬂhﬂ@hﬁ@mnﬂaqmﬁﬁh1ﬁﬂeaO%thang&dkMﬁbyes.
Fields, other than the fields that exhibit changed information, need not
be conmuni cat SHARASE suBAABeh SGHORIERPY at 145h SoBsI St BEO Ry dlalahased not

be converi£d b AatBorled 9t Ir8MK I BpPBhtabase is facilitated. A mapper is embodicd at

the network part. The mapper selectably operates to form a map between fields of a
data record of a network copy database and ficlds of the mobile copy database. The
network copy database has a network schema, and the mobile copy databasc has a
mobile schema. The map indexes together the fields of the data record of the
20 network copy database with the fields of the corresponding data record of the mobile
copy database. The mapper forms the map upon detection of change to the data
record of the network copy database.
A more complete appreciation of the present invention and the scope thereof
can be obtained from the accompanying drawings that are briefly summarized below,
25 the following detailed description of the presentiy-preferred embodiments of the

invention, and the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 Hlustrates a functional block diagram of a communication system in
30 which an embodiment of the present invention is operable.
Figure 2 illustrates a representation of an exemplary default mapping scheme

performed during eperation of an embodiment of the present invention.



5 The synchroni zation request is generated upon detection of change to any
data field of any data record of the database. The synchroni zati on request
contains all information necessary to performa synchronization with a
correspondi ng data record of a database of a nobile node. The information
is converted into non- redundant formto place the data in formfor
efficient comrunication upon a radio air O interface extending to the
nobil e node. In th her aspects,. for a
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The network copy dat abase has a. network schenma, and the nobil e copy

dat abase has HIPSHBISHI © deviremarmaliratinnpnd AlesasP e GEBeAdicTe et i el ds of the
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correspondi ng data cord o at abase. The mepper forms
t he map upon et egtrésentachc oﬁang@ntmaryhm kdagtb encaﬁtﬁdrmhsezigctihanxépwmmdm@opy
dat abase. A nore ﬁonplete apgreC| on of E resent .invention and the

scope t her eof *CH AIFOPERTIAN Ref FIRBRT AL Afd WHRGPHPAwW ngs that are

briefly symmari ZedFi%ﬁico(Willusgﬁ& Q?cpﬁ &EJ]L%%IE‘Q;]EQQ&Q%J leshe dRSGH PFIQAR0L s e
present|y-preferred enbodi nents of invention, and the appended ‘cl ai ms.
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Covancion i o SATML Bty Rk Sl DapShellleh R s FERRPATT B B kb

exenpl ary dehauhﬁuﬂmpplng schene performed during operation of an
enbodi ment of the present invention. S Figure 3 illustrates a
representation, simEHEr LEsEHaT 2 SAEWRATt AePRfuRadive of figrmethod of operation of

15 an embodiment of the present invention.

DHETAILED DESCRIPTION
Referring first to Figure 1, a radio communication system 1s shown generally
at 10. The communication system provides for radio communications with a mobile
20 node, of which a representative mobile node 12 is shown in the Figure. During
operation, communications are effectuated between a fixed network part of the
communication system and the mobile node by way of a radio air interface.
Through the communication of data between the mobile node and the
network part of the communication system, a communication service 1s effectuable.
25 Two-way communication of data is performed pursuant to various of such
communication services. An up-link channel is defined upon a radio up-link of the
radio air interface, and data sourced at the mobile node is communicated thereon for
delivery to the network part of the communication system. Analogously, a down-
link channel is defined upon a radio down-link of the radio air interface. The arrows
30 14 and 16 are representalive of the up-link and the down-link, respectively, of the
radio air interface.
The network part of the communication system includes fixed-site equipment.

A base transceiver station 10 transceives data with the mobile node. A coverage



here show ng an XML ( Extensi bl e Mark-up Language) Synchronization request,
al so generated during exenplary operation of an enbodi nent of the present
invention. Figure 4 illustrates a representation, simlar to those in
Figures 2-3, but here 5 representative of the exenplary synchronization
request shown in Figure 3 subsequent to device nornalization and filtering
performed thereupon. Figure 5 |IIustrates representatlon simlar to

t hose shown in_ Fi
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representation, simlar to those shown in Figures 2-5, but here
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nobil e node 12 is sh gure. During operation,” communi Cations are
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t he nobile no f aradio air inpterface. Throu ‘ nmuni cati on
of “data bet wesrs st e Ssae i bnal SR Ao piesshrb B Rl B car on
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data is perforned pursuant to various of such conmunication services. An
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delivery to t cormini ca ogously, a
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interface. The arrows 30 14 and 16 are representative of the up-]ink and
the down- | i nkPOrHgs g nply ik paft of fae congmiyediqn sypiery pag dhe relay deviee is

15 coupled to a connectivity server. The BES, in turn, is coupled to a synchronization
(SYNC) server 24. The synchronization server and the relay device are functionally
represented as separate functional entities. The functions performed by the separate
functional entities are, in one implementation, carried out by a single physical entity,
i.c., upon a common device or platform.

20 An administration (Admin) server 26 is coupled to the synchronization server
and also forms a portion of the network part of the communication system. The
administration server provides administrative services during operation of the
comimunication system. Administrative control, for instance, over operation of the
synchronization server is provided through operation of the administration server.

25 Network based databases are functionally coupied to, or embodied at, the
synchronization server. The three databases are exemplary. Other numbers, and
other types, of databases can also be embodied at, or coupled to, the synchronization
server. A {irst databasc 28, a Lotus™ Notes database, is embodied at the network
part of the communication system. Similarty, a second database 32, an Exchange ™

30 database is also embodied at the network part of the communication system. And, a
third database 34, 1s also embodied at the network part of the communication systen.
The third database here forms a third party database. The databases are maintained,

here, at a database server 40.



The network part of the communication systemincludes fixed-site equi pnent.
A base transceiver station 16 transceives data with the nobile node. A
coverage 9 area, sonetines referred to as a cell, is defined by the base
transcei ver station. The base transceiver station generally is able to
detect data conmuni cated by the nobile node when the nobile node is
positioned within the area enconpassed by he cell. And, the nobile node,
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comruni cati on system an evice Is l'ed to a connectivity
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si ngl e physical entity, e., upon a comon device or platform 20 An
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operation of ThedagEIuniCathirapaty shebhscAUN ddhStFoaks \A@ﬂﬂﬁ@tﬂﬁt@basomr The
i nstance, over operation of the synchronization server is provided through

operation of dabagesmdanstdiare sppigeriaie amptheNet wor k based dat abases are
functionals y coupl ggf P%ﬁf?ﬁuo%m%ﬁ%%ﬁﬁ nbctangn s?sYé"ﬁ O 2 4 Q0L SE5 YR - The

t hree databases are e
databases embodied at the mobile node as well as the databases embodied at the

network part, are asynchronously updateable. When a database is asynchronously

updated, the other database associated therewith no longer remains a true copy of the

database that has been asynchronousty updated. Updating of a database includes any
20 change to any data field of any dala record thercof.

Subsequent to an asynchronous change to a database, the database pairs are
placed back in match with one another through operation of a synchronization
procedure or process. In a synchronization process, performed during a
synchronization session, values of data stored in the respective databases of a

25 database pamr are compared. If the comparisons indicate that the data of the
respective databases are out of match with one another, the data at one, or the other,
of the databases is altered, thereby to bring the databases back in match with one
another.

The portions of the up-link and down-link that are available for allocation for

3G use pursuant to a synchronization session is limited. When the communication
resources of the radio air interface arc allocated to perform a synchronization
procedure, the allocated bandwidth on the radio air interface is unavailable for use (o

effectuate other types of communication services. Operation of an embodiment of an



ot her types, of databases can al so be enbodied at, or coupled to, the
synchroni zati on server. A first database 28, a LotusTM Notes dat abase, is
enbodi ed at the network part of the comrunication system Simlarly, a
second dat abase 32, an Exchange 30 database is al so enbodi ed at the network
part of the communication system And, a third database 34, is also
enbodi ed at the network part of the connun catlon systen1 The third

dat abase here f bas t ai ned,
here, at a dat'd %ggw%?{;%? pif%cmfével]%%ﬁd%ﬁa Cﬁémalﬂlé% ?ﬁ al?g?&glnd 34 are
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the data reco 9”!% hat together 5
define the vaFﬂ§§ ﬁ'@%e d%ﬁ?k%ges ﬁ%%gy%ﬁg?ﬁgiggfa ases, that is,
dat abases % hat corThspﬂam%mmﬁa:nhmudaiabamaﬁceﬂﬂmﬂﬁwedmaﬂnmh&km@émbm&c®art

of the cormunic glpgtemare Iso enbodi ed at thqum)ile de. Here, a
first databas# Bdi40d ] thedalgiges s decqupdtd dhe sashrepilen wit h
the database g8 rTa@/‘%v f%@?s%ﬁaﬁﬁf&%ﬂ@n ﬂlahﬁ’% %PM&%nJ%ﬂaﬁépase 10 and

t he databases 28 and are copi es of one ahother. A second database 42,

here an Exchangepd Mnammabmslm ivathaths eepaatte databashs ethbodlad alblhs dal8RaseThe

dat abases 32 a i es of onq not her . he, node

el udesa t b abeS R SR Rendie s aon e ANty Babe ok Abhse
that cor rﬂﬁpoﬁdﬁld\ga‘iﬂ? cbﬁﬁec‘flﬁtﬁlbﬁé@cp"aﬂntel REowslatrROasERc Bk ANG4s 4dnar e copies
of one another. 15 During operation of fhe communication system any of the

dat abases, t hidlcriaeslirases) batodieedo at whikk Urobildbesasadecmbodied ndiict he
dat abases enb etwork part, are asynchronously updateabl e.
When a dat aba ec?@ngég}éfg er“(/)ér:rousl y updated, the other database associ ated

therewi th no | ongerhd e@orsSpat tncliic apyarais ther adahiehisent iahe paserheen
asynchronously updated. Updating of a database includes any 20 change to
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change tosa dahakes&s mhiiGrdakARess MR &SR cutable by processing circuitry. In the
exemplary implementation, the entities of the apparatus are distribuled across the
personal information management connectors and the synchronization server. In
other implementations, the apparatus is embodied at a single physical device or is
located elsewhere.

20 The apparatus 60 of the exemplary implementation includes portions
embodied at a personal information manager cotinector, and a portion embodied at
the synchronization server. The elements of the apparatus 60 are embodied at one or
all of the PIM connectors, such as at the Exchange PIM connector 48, The functional
entities shown to be embodied at the connector 48 are also formed at the other

25 connectors, here the connectors 52 and 54.

The apparatus includes a detector 62 that operates to detect a change to any
field of a data record forming part of an associated database. The deleclor 62, e.g.,
embodied at the Exchange connector 48 detects changes to any field of any data
record of the Exchange database 28,

30 Upon detection by the detector of a change (o the database, the detector forms
an indication of the change, and the indication is provided to a mapper 64, The
mapper is also, e.g., embodied at the connector. The mapper operates to map the

ficlds of the data record of the database 28 with corresponding fields of the database



pl aced back in match with one another through operation of a
synchroni zati on procedure or process. In a synchronization process,
performed during a synchronization session, values of data stored in the
respective dat abases of a 25 database pair are conpared. If the conparisons
indicate that the data of the respective databases are out of match with
one another, the data at one, or the other of the databases is aItered

thereby to br bases ba i,n anot

portions of thg%ﬁﬁogleﬁf @lﬁdn Bl |nf2‘nflh1éfm§?%1s O\%l? 19 R8P Olgteldb%gtl on for
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the present i svenilugnnipohditdtanesmbodicdriizat coimeofort ke bandwinditaion request

requirenments needed of the radio air . interface to performa synchronlzatlon
session  whi | &EFae SFERHSIASYIRMP MR caueyﬂehtsm\ﬂgtt Brihe s¥sheigiiop he
network part whed changes nade to a data record of a database enbodi ed
thereat. 5 The databases 28, 32, and 34 are, in the exenplary

i mpl ement at i on, enﬁbdmeahmmLWQOda@a@dsdusefwﬁhm4€thﬁwﬂunshebUaﬂ@base server
is coupled to the s ati.on. server rsonal tion

manager (Pl M €% ﬂH% Fégﬂl FE“”@8PF%§ﬁ8nd}ﬁﬂﬂght hEFFMV$QhMInEq§¢%arate

dat abasesj]enbegig (ﬂhcﬁéyntziﬁl%n patiabas8est SEMYEmatibEbea fitReSRHhOHRa r@drdEXCchange
T"' connector 48, a Notes TM connector 52, and 10 a third party connector

54 arc separ aebsdishaiihe natheils drnkase drils taBasua earesponding it Ko siadtabaen t he
46
server 46 at ke dune Al aBRsER G ATRATLED B0 Hhe wsypeLeREal o

server. The nétwor art des ara

present i nvembiviaRd tél' lilemamt)laf agus c@ﬂvd&r&:rfl@i Efﬁélnb(ﬁdlé&l@@tﬂlb epadhr@nitdibhes t hat
are inplenmented in 15 any desired manner, such as by algorithns executable
by processi ngSCéYerréhiltCrCWmIPH‘W Heplewersaiary Thaearween cRerdrs oravehtict | es of

the appar@t usg@t g HRhFdnPHtiSH r@fEASRo g thereto and to place the information

contained in the synchronization request into efficient form for its subsequent
communication upon the radio air interface to the mobile node pursuant to a
synchronization scssion.
Thereby, because a change to a data record of the database is immediately
20 detected, a synchronization session can correspondingly be speedily commenced.
And, because the information is converted into a form to permit its communication in
an efficient manner upon the radio air interface, the radio resources required of the
radio air interf ace to effectuate the synchronization session is minimal.
Figure 2 illustrates a map, shown generally at 82, formed by the mapper 64
25 pursuant to its operation responsive {o detection by the detector of a change to a data
record of the database. The map 82 contains fields that map between the ficlds of the
database 32 and its counterpart 42. In the exemplary representation shown in the
Figure, the Exchange connector 48 supplics default mapping for synchronizing Lotus
Notes ™ contacts with the address book of the mobile node.
30 The XML tags, e.g., {First Name}, refer to fields used by the Exchange ™
connector 48 and the map attributes, e.g., “Fname” that refer to the fields of the
mobile node. In this representation, {First Name} tag maps to {FFname} on the

mobile node. If the attribute is null, no mapping takes place between the database



personal information managenent connectors and the synchroni zati on server.
In other inplenentations, the apparatus is enbodied at a single physical
device or is |ocated el sewhere. 20 The apparatus 60 of the exenplary

i npl enentation i.ncludes portions enbodied at a personal information
nmanager connector, and a portion embodied at the synchronization server.
The el enents of the apparatus 60 are enbo ed at one or aII of the PIM

connectors, suc P con un onal
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a detector 62 that operates to detect a change to ang@@fleld of a data

record forni n§obderods Hir dsplax piatlade ta dipdaablerhiedd gbewe fishkd wappiegsge,
enbodi ed at th {Eﬁzﬁégge connector 48 detects changes to any field of any
data record o change dat abase 28. 30 Upon detection by the detector

of a change to theFdatabibsiratchen dedesigrXMorsyac rcafmestrﬁah»e}atm amn of the
change, and the |nd|cat|on is provided to a mapper, 64. The per is also,
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dat abase 12 38 enbodied at the nobile no i catlons t he map,
once forned, arbin pryovicedation ecqeyiichodiGEADI ong refoeesd rggenieratyor 68. The

S nChronlzatl I. est ner a r to enerate a ni zati on
Fequest r eapolerUERERinEREEDeF Lt BRTEERET i el Fieborindeion PREREES The

synchroni gat i 980 @gYREhg SRBRT AURE moBilc hidd dignDm8X A @Ry nioBRE gHRNT at i on,
enbodi ed at the connector. The synchroni zation request generator generates

a synchroni zati on Tbaﬂ@@bﬂmhﬁvonQﬁwﬁﬁvmdedﬁnﬁa@ﬁew$vwcﬁﬁdwnhat|on server.
The S.ynChr pnl %}%Ef}l%QI7%ﬁ51YECIVé h%%%[%’ laldgk”[[ltti é%t%ll‘g?%léie a%f (j)F EEP n(;,f ’Oarr ﬁltg%so:’ls

contained in sync r0n|zat|on re

filtered 10 mumc@j‘mﬁh@ln%mm{@ﬂd aabhor, dS{Bﬂhh@Bth BaphOBIR ¢xefh mlya field
of the data record enbodied at the network database fails to have a
cor r espondi ng Using [ty s.4¥ o apalpadis Beld mapping, the synchronization server gencrates

15 an XFL style sheet and applies field transformations to cach record in the XML
synchronization request.

Figure 4 illustrales an exemplary result, shown generally at 86. Each record
is in ‘Device’ normalized and any fields that are not mapped are filtered out by the
filter 72. Information regarding data sources, databases, and record operations

20 become synchronization commands for protocols used over the radio air interface,
1.e., OTA protocols.

The synchronization server then uses the device connector to convert the
normalized XML record to a tag length (TL) encoding. Figure 5 itlustrates a
representation of the record, once TL encoded and is shown in the Figure generally at

25 90. The conversion uses an XML device mapping document to convert XML tags,
such as {FName} to integer value equivalents, such as indicated in the Figure.

The integer value represented by the ‘“Map” attribute identifies a particular
field within the address book record of the mobile node. Here, the {Fname} tag
maps to an integer value of *32°. Afier the record is converted to TI. encoding, the

30 synchronization server further optimizes the record by checking field deltas from a
previous synchronization session. Ficlds that have not changed are filtered out of the

record, thereby further to reduce OTA traffic. Additionally, for every record that is



of the nobile node. Once the request is filtered by the filter, the
filtered request is provided to a converter 74. A converter is also
enbodi ed at the synchronization server in the exenplary inplenentation.
The converter operates to convert the 15 filtered synchroni zati on request
provi ded thereto and to place the information contained in the
synchroni zati on request into efficient forg1for its subsequent
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dat abase is i mradtiabeihy fieR. detected, a synchroni zati on session can
correspondi ngly be speedlly connenced And, because the information
converted into a f &Pty isedrdibes bee f&ﬂéﬁwﬁjmeo%wiaﬁnvﬁUOIaWr‘éﬁfbw%%ﬁefﬁﬁmﬁer

upon the radi ngai ﬁ%t %I?J écﬁﬁﬂani%nﬁ&p QUalf S%(PIFJ 8RB RIUIGL 2 o hé}guTﬁsafg& Our o

air interf ace™to tuate the's nc roni zat1 on session I's

2 iIIustrajesca%na@ndsﬁhmﬂngﬁﬂﬁb@hMymakmﬁﬁmuk@mﬂ@dmbyﬁkhmnqﬂﬂper 64 25
pursuant to its OF erat.ion resEonSlve to. detection g% the detectar of a
change to a dSMENPWEGPE PETKaER EIaY bt EARaH IctHR A gL RONRUGHSHIASFT B ds t hat
map between thg.fib@ds.@f. the database 32 and its counterpart 42. In the
exenpl ary representation shown in the Figure, the Exchange connector 48
suppl i es defaul t nEEpingifwtasy mehxonplaivige loglsencNbtdegnTivosioat @cteguett h
t he address bqok o Nane},

T er ITooTT ol Dk R B a8 RG vin A D5 ALE: SR Sl pabTLhdls

attributesy e.g., hFmarRemphatopcedi®h kPretdi@ed ihehed Qbmphe, theobil e node. In
this representatlon {First Name} tag maps to {Frane} on the nobile node.

If the attri btitehiogizaliph seriey Grégepi W@ ﬁ@%ééwmea@@mww\@@hp idve, damabase 13
and t he ITDbI ! SI‘ R)qlg's 1051?0 m?%% {SQ% OR %F F&l}B L C(’)?(ES llh I”E hi"ﬁ/ogt%dq ur ce Of t he
ftarge%} | deft i Fi at’abas % e ﬂe

connect or and I'éSs a onnn d dat a source

and the nobi J;}@lcn@xd&,aii&h@rdib&pit@.ytoaidtlhIatpldh@mlg$Ia&bﬁho&@1|izaya@|p@n§el1§l(dm$1h@u| d
field nappingg configurable. 5 Figure 3 illustrates an exenp IarY
sync request amvm% HlokHe na%%/ nReosH0EL Ak arGessBE BRI R ateapRsxed [rgm

det ect ed.  sTheyt GaHdihPhiatBela8d @ record history is then stored in the synchronization state
database. Once delivered to the mobile node, the encoded packet is parsed, merged
with existing record fields, and then converted to an address book object, whereat the
record is updated in the address book database of the mobile node. A response s
returned {o the synchronaization server that indicates the status of the packet and any

20 error conditions resulting from the synchronization command.

Figure 7 illustrates a method flow diagram, shown generally at 102,
representative of the method of operation of an embodiment of the present invention.
The method facilitates synchronization of data stored at a network copy database
with data stored at a mobile copy database.

25 First, and as indicated by the block 106, a change to a data record of the
network copy database is detected. Then, and as indicated by the block 108, a map is
formed between the fields of the data record of the network copy database and fields
of a corresponding data record of the mobile copy database. The mobile copy
database has a mobile copy schema. The map indexes together the ficlds of the data

30 record of the network copy database with the fields of the corresponding data record
of the mobile copy database.

Through operation of the method of an embodiment of the present invention,

a synchronization session is implementable upon detection of a change to a data



nmonot oni cal ly increasing nuneric value that identifies a particular record
operation wthin a synchronization request. The {QU D} tag refers to a
record entry identification in Exchange TM The {GQUID} is used to nmap a
record on Exchange to 10 a corresponding record at the nobil e node using
the U D of the nobile node. The synchronization request, once generated,
IS provided to the synchronization servers The server identifies the data
source as EXQEE%?@@mb%gd Hﬁ%@ nﬂs%?k ﬁ&?8mﬁ@%¥ ]ﬂ?.hrg%ora' ?étgnnaﬁ’ﬁ;lﬁg of whi ch
the mapping 82 i's exenpla ingt ous

mappi ng, the symmhmumhzanmnnnsenmﬁmhgemeyaﬁaﬁmﬁ&eam:Xﬁbuﬁ@yj@mﬁhEHheand
applies field transformations to each record in the XM. synchroni zation
request . Flgufng“@V?%§WF%%%§lan exenpl ary result, shown generally at 86.
Each record is in Fl@%\’é\ff@us QLR 0h§§1@ o@:]}gef@iné/d é)!d?d gés Ltoﬁ]ﬂh RE£nfiRd (HrBPPed
are filtered out by the lter . mat i on re di ng Hata sour ces,

dat abases, 5andﬂmeb@mﬁnd@srs@p@n&me@nbeuQndeyhmhnmnmzamdeEmmnnﬂndﬁmfor

prot ocol s usegcg%ehothe radio air interface, 1i.e., OTA protocols. The
synchroni zat i B'V&r then uses the device connector to convert the
normal i zed XML record to a tag length (TL) encoding. Figure 5 illustrates a

representation of the record, once TL encoded and is shown in the Figure
generally at 25 90. The conversion uses an XM. devi ce nappi ng docunent to
convert XM. tags, such as {FNanme} to integer val ue equival ents, such as
indicated in the Figure. The integer value represented by the " Map'
attribute identifies a particular field within the address book record of
the nobile node. Here, the {Frame} tag maps to an integer value of "32'.
After the record is converted to TL encodi ng, the 30 synchroni zation server
further optim zes the record by checking . field deltas froma previous
synchroni zati on session. Fields that have not changed are filtered out of
the record, thereby further to reduce OTA traffic. Additionally, for every
record that is 14 successfully synchronized, the synchronization server
stores a two-byte hash value for each of the fields.



Once the record has been filtered, the synchronization server builds a
series of tag-length sync conmmands forned of data source, database, and
record operations for 5 each record. These synchroni zati on commands make
upon the conpl ete synchroni zati on package that is transmtted to the nobile
node using a session oriented protocol. Figure 6 illustrates an exenplary
tag | ength encoded synchroni zati on request, shown generally at 94, that is
sent upon a downlink channel to the nobile node. 10 In the exenplary
operation represented in these exanples, the synchronization server
detects twpfigl.d changes, conpany and phone, froma previous

synchroni zation session. Al of the records that are involved in the
synchroni zat i on 1pr oceggpagitas $6104 £diid commperidatich saitabdseingd hetveorkggponse
is returned fromthe nobile node. Records that are successfully

synchr oni zetiwhich & satvasl-dapyrdatahashes p@mmdmiaﬂoa@@ﬂamda at sdoelahi st ory
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returned t@();tnbgsﬁl\gnchronal zation server that indicates the status of the
packet and any 20 error conditions resulting fromthe synchronization
command. Fi gur ea mappenstrhades] af the tnisowlork et diasdymappeistedeetalsopesdbly tat

102, repr sentatlve of t of oper on of an e ment of the
p[ esent ti n f &P bthgeﬁg'e 1?%8?'{’&1‘@5 @soé‘i/ﬂ%mkr@w Cl5115 gii‘fabst oreg5
at a netwo ) at abase
First, andﬁézjl%‘PO I(%g g g?%aﬁethﬁbﬁ‘%lag@é&f%% Oggcsﬁéﬁﬁg%g ffgfﬁgﬂ}gxr ecord of the
net wor_k cow-re*@ioaaﬁﬁgedatﬁ ré@Ird Girekke mﬂﬁﬁl'érc@}dd@eﬁbés%dt}féat%gﬂ@)éob?@laﬁib@@é‘ 108,
amap is fornmed between the fields of the data record of the network copy
dat abase amavifigel Idebﬂ@fsc}aema; rthespnmkilmg)p@asmenmdeduﬁmg ke frelds lod thopy

dat abase. The bile cop dat abase has a npbile copy schenma, The map
i ndexes t offetMoek CPRX dﬂraéaaa% Ipmappershilgrend thae slegnes hyh@hwéltth@rmolél&fpy

ggésb SZfaV\%imgma 1%en{1 1es ftieid of %t%r rrn% 8%%%39%51%1 ta%e rtﬁg ?rrlzgp 1n%]:ex1tnhge mobi | e

together the fields of the data record of the network-database with the fields of the
corresponding data record of the mobile-copy database, said mapper forming the
map upon detection of change to the data record of the network-copy database;

a filter embodied at the network part and arranged to receive
representations of indicia associated with the map formed by said mapper, said
filter being arranged to filter from the representations of the indicia portions in
which a filed data record of the network-copy database fails to have a
corresponding data record of the mobile-copy database, such that, once filtered, the
representations of the indicia comprise normalized map values, free of fields of the
data record that are unchanged; and

a converter arranged to receive the normalized map values formed by
said filter, said converter for converting the normalized mapped values into a radio
air format of compressed sizes, for communication to the mobile node pursuant to

the synchronization of the data.



Thr ough operation of the method of an enbodi nent of the present invention,
a synchroni zation session is inplenentable upon detection of a change to a
data 15 record enbodied at the network part of the communication system
M nimal conmuni cati on resources upon the radio air interface are required
to performthe synchronization session. TH previ ous descriptions rare of
preferred exanples for inplenenting the 5 invention, and the scope of the
i nvention should not necessarily be limted by this description. 16
Clainms: 1. Apparatus for a radio communication system having a network part
at which a netwsrk-c S igfrﬂ'l- : i (ole 13 ich a
nobi | e- copy dargbaseﬁ?%é a%%%ﬁﬁ{?@?ﬁ%%lﬁuggl ap??)gggﬁ)ggl ?ﬁgﬂcgﬁ)g%ngeéﬁ%%%
facilitatethsyaroniRpazato@ile@to taf @etdlopk PAradatihie MY daid aippdatsahpse,
said apparatus conprising: a mapper enbodied at the network part, said
mapper sel deteatinbeoppamphged to ddtentrtha chamzdtet the eatdf jfeebdbobtheaetavek-cepyr d
of a network-copy database, the  network-copy database having a
net wor k- coB?ﬂagE Bheroridg %IWC%IOHCQ#%%W W%@W%&-or d of the
nobi | e- copy dat abase, the nobil e-copy database having a nobile schema, the
net wor k- copy schema identifying the fields of the network copy database in
manners different thanerRpRRks &¥clvih anikier 0B H%ingsé%‘)@r{@arbﬁ%‘ﬁbﬁ' es the
fields of the nobile copy database, the map indexing together the fields
of the dat rquestogeheodtor bmbodiadoatkhel atobakepant aid thvepléd eb st dohappes, said
correspondi ng data record of the nobi]e-copy database, said mapper form ng
the map upGkhaeRigationeRrscERIsEROr bemgarmiegsdite gsneragt 2 npeveRkt Witixed opy
dat abase; ? fi I(t)eraenbodi edt at the nghv)\é)rkt.partf nd arragﬂad to regeive
represe_rltaxnc?rh’g_%lF ﬁz%recqugsarggg%ﬁs&ee TPRtoReO R Ty e by &4 Wepper
said fi :Og RERAKNi AR EPERArS Azt it REquibl QOB RAE FERE R ANl thee

indicia associated with the map.

4, The apparatus of claim 3 wherein the synchronization request formed
by said synchronization request generator further comprises indicia associated with

the data record of which change thereto is detected.

5. The apparatus of claim 4 wherein the indicia associated with the data
record and of which the synchronization request further comprises values of the

data record.

6. The apparatus of claim 5 wherein the data record is formed of a first
tield and at least a second field and wherein the values of the data record
comprised in the synchronization request formed by said synchronization request
generator comprises values populating at least one of the first and at least second

fields, respectively.



which a filed data record of the network-copy database fails to have a
correspondi ng data record of the nobil e-copy database, such that, once
filtered, the representations of the indicia conprise normalized map

val ues, free of fields of the data record; gthat are unchanged; and a
converter arranged to receive the nornalizé map val ues fornmed by said
filter, said converter for converting the normalized napped values into a
radio air format of conpressed sizes, for comrunication to the nobile node
pursuant to the synchronization of the data. 17 2. The apparatus of claim
L further comprizsing thedfhRRdar of BRAMCARteid iR PALYOLKHRAaNa rdcop! ed to

t he network-part databas and to sald mapper, sal et ect or |ng
arranged t codpirised i He: s;ylmhg:ﬁutandmﬂ:qdaita:dmmaivalﬁest pepulgiing edctcophe

dat abase and to provide an indication of the change to said napper. 3. The
appar at us &rstang ahlaast seeandrfieldspri si ng a synchroni zation request

generator enbodied at the network part and coupled to said napper, said
synchroni zati on request generator being arranged to generate a
network-initiatgd s j j [ t he
map by said mapger ﬁg%ﬁg{a\ﬁ%ﬁtpgﬁ{rgﬁuﬁﬁglegﬁfjggg;g{u?eoéri]&gggéldga%ﬁﬁe

conpri si ngnétweorkeppssnittist and mipgdieby sdldingapberasosf atiest nMrbber! hder@p. 4.
The apparatus of claim3 wherein the synchronization request f or med by

sai d synchtunfiglds obthe eqquespondngedata @ecdrdrotfhbw mobilerdopysiatatise; thedbsbei at ed
with the dat cord,.of. i ch change ereto is detected. 5. The apparatus
of claim 4HW3P%SWHEHES$W3GEW¥%@§ F% BUHOCh the data record and of

whi ch the synchroni zation request further conprises values of the data
record. 6. The apparatus of claim5 wherein the data record is fornmed of a

first field and at fBaspparafecOdlaih 8 Wheieth ¥he i ehi’!ﬁ)d\{@d b‘@ﬁleﬁetﬁrb& data
record conprised in the synchronl zation request fornmed by said

synchr oni zpaiit end adapled tto remaies tHtearynchnprzatas reghostfopopd batsaid) at | east one
of the first %nd .at | east second
synchronization request generator, said filter being arranged to filter from the
synchronization request map portions in which a field of the data record of the
network-copy database fails to have a corresponding field of the corresponding
data record of the mobile-copy database, the synchronization request, once filtered,

comprising normalized map values.

10.  The apparatus of claim 8 wherein the radio air format into which said

converter converts the normalized mapped values comprises a tag-length format.

11.  The apparatus of claim 10 wherein the tag-length format into which
said converter converts the normalized mapped values is free of null-terminated

values.

12. The apparatus of claim 11 wherein said filter further filters map
portions in which a field of the data record of the network copy database is absent

a change.



fields, respectively. 18 7. The apparatus of claim®6 wherein the val ues of
the data record conprised in the synchroni zation request conprise val ues
popul ati ng each of the first and at |east second fields. 8 The apparatus
of claim5 wherein the fields of the data rscord of the network-copy

dat abase and mapped by said mapper are of A first nunber, wherein the
fields of the corresponding data record of the nobile-copy database, the
first nunber being dissimlar with the second nunber. 9. The apparatus of
claim8 wherein said filter enbodi ed at the network part and adapted to

receive the synghronigaldhian sEARRutORINEdnY a8 domNRSDIRN Galhon T equest

generator, said filter being arranged to I'ter Trom synchroni zati on

request mapapiagta s orlo pwhiae vidch keletvofk-thHe, dakBadess Msintfinddiand a
networ k- copy database fails to have a corresponding field of the

cor r esponditpiledurdg at eduek achobitecoppilitebasspy ndaintavash satchaethpddmingforat i on
request, once.filtered, conprisi nornal i zed map, val ues. 10. The

appar at us iR OHEPGAROPISS (PRATGIE 1t thoeit ork o it g data
converter : i | SES -l engt h
format. 1%%@@8%@%&&8@ fa%t a?%gﬁg%égégﬁg%@g@%ﬁﬁeo g_trf%ﬁ?%sr(rﬁrﬂat into
whi ch said converter d@@ﬂﬂ@%h%hhﬂge RPA Watd ek dSPMe thevrbresop Pd4thBeodf

nul | -term nated values. 12. The apparatus of claim 11l wherein said filter

further filters map foaringarmsap betgarhfialds iofltle ddtatrbeordaifdhe acovatkafopyhe

network co at gbase is absent, a change. 19 13. A nethod of
conmuni cat Hﬁeg@%@ VIR §OB% B wln g?@ﬁ eprraviespording dagy recpit of te

thLeh 2 e oRRNAB AL A IPLL AR 206 By TP QG bl D @
synchr oni zadixik QEh&Rh diIyRY B fldlds FEhWRIkwEARYoSPlARBRR W hinitat a
different than manners by which the mobile schema identifies the fields of the
mobile copy database, the map indexing together the fields of the data record of
the network copy database with the fields of the corresponding data record of the
mobile copy database;
filtering, from representations of indicia associated with the map
formed during operation of mapping, portions in which a field of the data record of
the network-copy database fails to have a corresponding field of the corresponding
data record of the mobile-copy database, such that, once filtered, the
representations of the indicia comprise normalized map values, free of fields of the
data record that are unchanged; and
converting the normalized mapped values into a radio air format of
compressed sizes for communication to the mobile node pursuant to the

synchronization of the data.

14.  The method of claim 13 further comprising the operation of
generating a network initiated synchronization request responsive to formation of

the map formed during said operation of forming.



stored at the nobile copy database, said nethod conprising the operations
of : detecting a change to a data record of the network copy database;
formng a nap between fields of the data record of the network copy

dat abase havi ng a network schenma and field§ of a corresponding data record
of the nobile copy database, the nobile 008y dat abase having a nobil e copy
schema, the network schema identifying the fields of the network copy

dat abase in manners different than nmanners by which the nobile schema
identifies the fields of the nobile copy database, the map indexing
together the figkds ghelh&hdalo? IARPLI4 vereihiife d@ﬁbﬁiz_ﬁﬁ@ﬂr&ﬁfe@?ase wi th
the fields of the corresponding data record of the nobile copy database;
filtering, gtnantedaprasesstidoporasioafofi getierdtmpassmriiadisate mdibiatdseosiated wWith med
during operation of mapping, portions in which a field of the data record
of the netlfomRp dopyedidernaseidianarationohfvrmiagcor responding fiel d of the
corresponding data record of the nobile-copy database, such that, once
filtered, the representations of the indicia conprise normalized map

val ues, free of 1§i el ¢5c0fethb§ ongé\}% ff?l.ﬂﬂ?ertct&%pr?sgﬁ%ﬁfbc 966h o?g%ding

converting the normali zed mappe ues into a‘radio air formnat

conpr essedsaeaed nbonalizsdimapped valiek Condeecom@bitb e imodhe patis wanfortrat ttbehe
synchroni zati on of the data. 14. The nethod of claim 13 further conprising
t he oper at MowilgMmodgemwesuant rythe Hechonizatinn theteditiynchr oni zati on request
responsive to formation of the map forned during said operation of
formng. 20 15. The nethod of claim 14 wherein the synchroni zation request
generated during said operation of generating conprises the indicia
associated with the map formed during said operation of form ng. 16. The
met hod of claim 15 further conprising the operation of sending selected
normal i zed mapped val ues, once converted into the radio air format, to the
nobi | e node pursuant to the synchronization therewth.



