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dev[bdb?rs t enpﬁ)rxt%rr}/sln%nc%ncse?r{seolvgf security, many facilities restrict or prohibit the
use mobile electronic devices, or at least some features of the mobile electronic devices.
These mobile electronic devices are generally bundled with lots of features and
applications. However, it is a challenge to enforce such restriction ever since the

mobile devices are getting smaller in size and yet multi-functional.

[0083] The most straightforward solution to such restriction is to prohibit all
such mobile devices with the restricted features to be carried into the restricted areas.
All individuals are required to hand over their mobile devices before entering the
restricted areas. Security officers are often appointed at the entrance checkpoint of the
restricted area to perform checking to restrict owners of any such mobile devices from
entering the restricted areas. However, such method often causes a crowd at the
entrance checkpoint. Besides, it requires additional storage space to keep the handed

over devices temporary and safely.

[0004] In most situations, the restricted areas restrict only certain features to be
used within the restricted areas. Therefore, it may not be practical to prohibit the
mobile device because the non-restricted features on the same device may be essential

to the users within the restricted areas.



[0004] I n npost situations, the restricted areas

restrict only certain features to be used within the
restricted areas. Therefore, it may not be practica

to prohibit the nobile device because the

nIN-2PEEEI Pt ed features on the same device NERETISE2008/000196
essential to the users within the restricted areas.
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present invention describes a nethod and system for
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authenticity may include a password. [0007]1n anot her

enbodi ment, the software agent nmay be executed at
st 8%49p of tA enggrpbqdanend \thecsefiware agent may further verify an authenticity

of the second command signal against the first command signal. The authenticity may

include a password.

{0007] In another embodiment, the software agent may be executed at startup of
the mobile device.
{0008} In yet another embodiment, wherein maintaining the restrictions status

values in the mobile device may comprise checking recursively if the status values are
the restriction status values; and replacing the status values with the restriction status

values if the status values are not the same as the restriction status values.

[0009) In yet a further embodiment, the software agent may be adapted for
storing present status values prior to the step of replacing the status values with the

restrictions status values and restoring the status values to the present status values.



[0008] I n yet another enbodi nent, wherein naintaining

the restrictions status values in the nobile device

may conprise checking recursively if the status val ues
are the restriction status val ues; and replacing the
sV ues with the restriction status valPGESGRRS00196
the status values are not the sane as the restriction
status values. [0009]In yet a further enbodi nent, the
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enterlng commands through the software agent manually.
second command signal can be created via entering commands through the software

agent manually.

[0013] In accordance with another aspect of the present invention, the system
provides a software agent enables a restriction state that forcing the applications and
features in a restricted working state. The software agent operates to replace working
status values of the applications and features with a restriction status values and to
mainfain the restrictions status values. The restriction state is enabled when a first
command signal is received. The restriction state is disabled when a second command

signal is received by the software agent,

Brief Description of the Drawings

[0014]) This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0015] FIG. 1 illustrates a schematic block diagram of a mobile communication

device in accordance with one embodiment of the present invention;

[0016] FIG. 2 illustrates a process for enabling/disabling a restriction state on a
mobile communication device in accordance with one embodiment of the preset

invention; and



[0013] I n accordance with another aspect of the present
i nvention, the system provi des a software agent
enabl es a restriction state that forcing the

agﬂ%hﬁﬂ Lons and features in a restricted working
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status val ues of the applicatlgns and features with a
restriction status values and to nmaintain the
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signal is received by the software agent. Brief
DesB¥fipioiion of the Drawi ngs [0014] This invention wil |
be descri bed by way of non-limting enbodi nents of the
present invention, with reference to the acconpanyi ng
drawi ngs, in which: [001B¢tkil€d Désciiptioust rates a
schemati ¢ bl ock di agram of a nobile comuni cation
device in accordance with one enbodi nent of the

premery i nvent limnwith GHR16bT SGmirarl) thblﬁmba&@scleacr@h@@ 6§§ number
restriction state on nobi |

for enabl.i ng/.di sabl.ing
CorhAeCE D HBTREE SroaEE oo b veTaHB R eatve
Of fehx@red b LS8 rdseh GRehit, 3Rk bé/\QJparent to one skilled in the art, however
2009/ 145729PCT/ SG2008/ 000196
that this invention may be practiced thhout such specific details. Some of the details
may not be described at length so as not to obscure the invention. For ease of reference,
common reference numerals will be used throughout the figures when referring to the

same or similar features common to the figures.

[o019] FIG. 1 illustrates a schematic block diagram of a mobile communication
device 100 in accordance with one embodiment of the present invention. The mobile
communication device 100 can be any portable electronic devices, such as mobile
phone, having a plurality of applications and features 102 provided therein. The
applications and features 102 can be any hardware or sofiware based applications and
features that are easily accessible by owner/user of the mobile communication device
300. The applications and features 102 include Bluetooth for wireless communications,
phone profiling containing profile settings for user selection, and etc. These features
102 are identified as function identities (IDs) 104 in the mobile communication device
100, wherein the status of the applications and features 102 are represented by
associated status values. The mobile communication device 100 comprises a software
agent 110 adapted to restrict/limit usage of one or more of the applications and features
104 on a temporary basis, typically when user/owner of the mobile communication
device 100 enters a restricted area. Depending on the restriction requirements, the
software agent 110 operates to locate the function IDs 104 and to re-configure the
associated status values according to the restrictions/limitations to force the working

status of the relevant applications and features 102 to the restricted states. In a non-



[0017]FIG 3 illustrates a process for controlling
applications and features of a nobile conmunication
device in accordance with one enbodi nment of the
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[0024] FIG. 2 illustrates a process for controlling the applications and features
102 a mobile communication device 100 in accordance with one embodiment of the
preset invention. The process comprises providing a sofiware agent 110 in step 202;
executing the software agent 110 in step 204; transmitting a command signal in step
206; reading and parsing commands and parameters in step 208; and
activating/deactivating a restriction state in steps 210. In the step 202, the mobile
communication device 100 is provided with the software agent 110 that is adapted to

change status values of the function IDs 104 on the mobile communication device 100,
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restoring the present status values in step 318. The

process occurs when the command signal is verified as
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command signal is used for enabling or disabling the

restriction state. If the command signal is used for

enabling the restriction state on the nobile

conmuni cati on device 100, the software agent 110



in the step 302. Wien a command signal to
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Mayta@aU &estep 3081 shevRbWaS dobht 190 r§3REs e p@&érﬁ%abs%ﬁ&yﬁlth the
val ues. In any event, when the software agent 110

defestricions staup Xplups eAccoxtingly, hg rrbeyanforpnbicatiant anddifeqijeh 102 are
t NR R QShibited ‘w?ei& \@ts&wa%cafra%ng %? thd %s}:rﬂﬁoﬁ Q&wﬁ &3l 55 h%%tep 310,

state, the softwdre agent 0 replaces
vathaesftisgre npent i Bteadsathé anreat mtus valadsued in thé @te@ GGJB HeTdodware

fo % t\é\% o?vpa?t? gh{g\r;vmn %tolmn%ag %uu ! AL gk rsrgnalsis received,

enthb seftwlirs adr® 31 Betérgfitas i Ciht Qir&tk lakis vhﬂ@ﬁx%]rﬁ?fﬁdﬂ’ﬁe&eémctmn
Vi a Bl uetooth [0033] The Bluetooth of the nobile
cotffmyaasi dhstardld & thae jsiguahpags ip Gropéatus values, the software agent

110 loops back to step 310 to read the current status values and the step 312 to listen for
a new command signal. When the software agent 110 determines that the status values
have been modified or they are different from the restriction status values in step 314,
the software agent 110 loops back to the step 308 to replace the current status values
with the restriction status values. When a new command signal is received, the
software agent 110 verifies the command signal and parses the restriction policy
commands as in the steps 206 and 208 of FIG. 2. Similarly, the software agent 110

determines whether the command signal is used to disable/terminate the restriction state



turned on to receive a command signal to

enabl e/ di sable the restrictions state. The Bl uetooth
transceiver at the restricted area is adapted to

search for any active Bluetooth device and once
dOOAEE 2 he” Bl uet oot h transcei ver sends a JEHTHGAWS/00019
signal to enable and disable the restriction state of

the mobile conmunication devicé. [ 0034] Exanple 2: Via

d obal Positioning System (GPS) [0035] A nobile o .
cont e ¢6Pid8h Wee & somimand casalrte cisablgiteriménaighthe resgriction state is
det ggt: | t Il £ g ' [ L.C

The et e nua B VIR SR AT TG Al 08 AR proscn
r estiathcvades ar sesd 18 hatenhipate thivgegddtionarate. agent det ect s

that the nobile comunication device is within the
restricted area, the software agent automatically

engbb2s] t he r g8l edf@tih®fd BIGABEthe (AMS OhIGxARIE gierally & SMmeters
[ 0037] For mobi | e .comuni cati on devices can receive

} C t he
corft3idre useg hadentify dhg werkings stasgml fas spplirationsyagd degtyres HiZzon the
CONh e WoRkrunitAgonRicBG66 2 s titfdfstol $hat WERLBus values representing
message/ conmands and paraneters recogni zed by the
softheupekingpeats aeonob peassserydingitad|te onl EONS ot ORI i diar example, they
st t ]: SS4 | I .
aurongs vagse CARRSAl: SRl ABHANG ALY Youihe gy of « ring
medsixger vavesbbatsepiescoiing e srouy irogdesodff feamres beTlar @esent status
omqgllgseqzqf th%tnobile conmmuni atiog_device.enters.

t he “PESIPIR R Al Bl VAHE GRS By PRI CEpmytging geyige 100
conmmiediantyl forel Giéiretidioa ¥R stdhe. TS tektricli®ChtAfC@Iues relate to the
anot her ?NB nessage is required to termnate the

r eSPRPCYAEH Sehuingdie gstrsHen stresvodt thehaifi siaserdippdo the
SMeesiRSi8R R ikies FBirePHEAIRME GRidided StaRCT W@EM%’% agent 110 is
restriction state when owner or user of the nobile

correrpble & meintairetic cestristipe sigtus trelupest the crabile apremunigation device

loﬁﬁ&h&ﬂ%ﬁﬁfggﬂ’%% vice may be used to
automati Cally g eé%ﬁ%f the owner/user of the nobile
conmuni cati on device enters the restricted area.

SR, e "TIBEFY 1378t PREBI s Rt anEHGe ABBEFJD (e satus vlucs

codniy aré i refirictRMi 6@teeNt B nk hexahsd, r'%@lta@ﬂ tﬁﬁ%@-of%@ mobile
when the npbi|l e communi cati on device [ eaves the
r eSPRRigafion deyice A¢bbhEre ogsr/pser may hingd trepstatasyalpes when the

hepdiidisdnb Qﬂékégbﬁses?ﬂcothﬁh@&BHl& @t%r%rgﬁ}ﬁca@iﬁg ks %f?%e ekSeuted.

t

for "automatic ransm ssi on, ocati on-base

serht aeagrpsanble o6 aigert ivitigxdeetags for tahwnabibidperations on the mobile

co ' ion device has entered the res rictee area, . ..

oo e e A R Ralf Bl e BR b B i cation

I eddvidecti0dnay @ase ditusSMiudsSo $€ Mdseioidtdermlt istaflslwiluk€ In any event,
| e/disable the restriction state. 10039]It is al so

BB PHEEEME T HEQiernes B dbo s stust dpopqtigeord with the

restriction status values during the restriction state, the software agent 110 replaces the

status values by the restriction status values.

[0030] Whenever possible, the software agent 110 is configured to have a high

priority level to prevent interruption by other applications during its operations.



comuni cation device 100 as illustrated above. It can
be any portable el ectronic device, such as personal
data assistant (PDA) and the |ike. [0040] Wil e
SR?%Hch7gybodlnents have been described and

dPFAT&0, it is understood that many chand&d/SG2008100019
nodi fi cations, variations and gonbi nati ons t hereof
could be nade to the present invention wthout
CeMibbngot” b RoS88P G, oy e varios motos o
enapdrsnglish $8bbihnehEsigRbblchafid/@Babid AL Rsbidh dRbi | e
devi ce having applications and features, wherein

wor ki ng states of the applications and features are

| dejhdaf | ed btx&%ﬂbqsv%?hﬁﬁ&nﬁn the nobile device and

usage on one or e applications and features
is restricted during the restriction state, the nethod

co I.Si ng: Lhg a oft agent on the nob

Goupsar' "o THESHA, B RO IR ST G eaRth PGy rraied o ve
enabined bhao nresivie « tonomargit ﬁ@tﬁl td/\:ﬁezb&i’dﬂsabh&hé lrd‘sﬁ’tctlons state. The
co d signal. conprises restric st at s val ues

r eﬁia%?fﬁé WP RGO T ToURkAreq ﬁfti tp aHqh T figgottve Blutooth
St afeuise Wil H18% detebted, aRy BfuelobiiNeiniddfrer sends a command signal to enable

and disable the restriction state of the mobile commusnication device.
[0034] Example 2: Via Global Positioning System (GPS)

[0035] A mobile communication device with GPS receiver is able to detect a
location of the mobile communication device. The software agent further provides a
database of restricted areas and when the software agent detects that the muobile
cornmunication device is within the restricted area, the software agent automatically

enable the restriction state,
(6036} Example 3: Via SMS

[0037] For mobile communication devices can receive the control signal in a
form of SMS message, typically via GSM network. The SMS message contains simple
message/commands and parameters recognized by the software agent to enable/disable
the restriction state. The transmission can be done manually or automatically. For
manual SMS transmission, the SMS message can be sent by the security officer before
owner/user of the mobile communication device enters the restricted area. And when
owner/user of the mobile communication device leaves the restricted area, another SMS
message is required to terminate the restriction state. For automatic SMS transmission,
the SMS message is sent antomatically to activate the restriction state when owner or

user of the mobile communication device enters the restricted area. A location-based



applications and features in the working states

defined by the restriction status val ues; maintaining

the restriction status values in the nobile device

during the restriction state by repeatedly replacinu
tﬂ@L@&%Wﬁggvalues with the restriction stat usPOEAIGHE$00019%
and receiving a second conmand. signal to disable the
restriction state. 2. The method according to claim

I, further conmprising verifying an authenticity of the
secHce orvake eegnial 2ueantivally tdeteck jit dhe oommmsgr of the mobile
Si 9B3hmunidhtiod B&viERLRAANARERLML B%at O Cl @i m 2, wherein

the authenticity includes a password. 4. The nethod
according claiml, wherein the software agent is

exe t r f I vige. S.T net hod
ol P i LR S8 Ph TR SE R 67 srie) i rary offce
mai betfak rthey groblie comsinicatonodesics teaterss the akate&ed archheAnd when the
nmobi | e, device.c r.i sing: checking recursiyely if

£ hem @l P GEEY dpac Haves da FoFEETeS teas SIS SPAF frotsavired to
andrestefRl e i fagctioR it oAlMS aMRichtRms Winll edthRs." €84 FhiCldtéiatic SMS
status values if the status values are not the sanme as

t heTFFBEFIPRt fign lasaligrasery sersice warHe wetth vl dstsbrifiithyy mobile
t 0 GhiddRidatiod $vidiehs GRIPRA HR IO RLORLNIHPE B2 $bils t&hMSnication

val ues prior )
devices entered the restricted area, an SMS is sent automatically to enable/disable the

restriction state.

[6039] It is also understood that it need not necessary be a mobile
communication device 100 as illustrated above. It can be any portable electronic

device, such as personal data assistant (PDA) and the like.

[0040} While specific embodiments have been described and illustrated, it is
undersiood that many changes, modifications, variations and combinations thereof
could be made to the present invention without departing from the scope of the

invention.



to the step of replacing the status values with the
restrictions status val ues. Anmended Sheet | PEA/ AU
Repl acement Shet 13 7. The nethod accordi ng to cPaIY8GU20608/000196
6, further conprising restoring the status val ues Received/oJuly 2009
the present status values. 8. The nethod according to
any one of the preceding clains, wherein thgqﬁ@&ﬁﬁtgmm
command signal includes a prescribed time period, and
the restriction state is disabled after expiration of
the prescribed tine period. 9. The nethod accordi ng
to any one of the precedi ngclaihmai ns, wherein the first
signal and/or second signal is received via a wreless
link.
k A method for enabling/disabling a restriction state of a mobile device having
applications and features, wherein working states of the applications and features are identified
by status values on the mobile device and usage on onc or more of the applications and
features is restricted during the restriction state, the method comprising:
executing a software agent on the mobile device;
receiving a first command signai to enable the restriction state, wherein the first
cotnmand signal comprises restriction status values;
replacing the status values with the restriction status values, thereby forcing the
applications and features in the working states defined by the restriction status values;
maintaining the restriction status values in the mobile device during the restriction

state by repeatedly replacing the slatus values with the restriction status values: and

receiving a second command signal to disable the restriction state,

2. The method according to claim 1, further comprising verifying an authenticity of the

second command signal against the first command signral,

3. The method according to claim 2, wherein the authenticity includes a password.

4. The method according ¢laim 1, wherein the softwave agent is exceuted at startup of the

mobile device.

5. The method according to any one of the preceding claims, whersin maintaining the
restrictions status values in the mobile device comprising:
checking recursively if the status values are the restrictions status values; and
replacing the status values with thé restriction status values if the status values are not

the same as the restriction status values,

6. The method according to claim |, further comprising storing present status values prior

to the step of replacing the status values with the restrictions status values.

Amended Sheet
IPEA/AU



10. The nmethod according to claim9, wherein the first
and second command signal are in a form of short pcr/SGU2008/000196
nmessagi ng service nessage. |l.The method accordi NnQeb8ved 0July 2009
any one of the preceding clainms, wherein the first
command signal and/or the second command sigl E@LW{E%SM
created via entering commands through the so

agent manually. 12. A systemdfor disabling/enabling a
restriction state of a nobile device having

appl i cations and features, wherein working st gt es of
the a |ca|onsad s are identified by status
values, BR eI RBERP <0 h CETR AR breoet e
of prepret sigpyptalvesat i ons and features is restricted during
the restriction state, the system conpri ses: a
el vi 5 P PG E GAREPIE B SAB-SEE" e Tt command
r esgier] intlidgreorestribtditime yalogend thayeseivgdnlsate fshimabled sfter poirdtionof
St ak Guescamil BnsRfiddwar e agent is operable to replace the
status values to the restriction status values and to
mai ntain the restriction status values in the nobile
devi ce darmptihny adealingds ey ane plohspretdinedihinyispasthe tistysignal

r epldaciengd G iStRAbUSwalives iwi th the restriction
status value,s, thereby forcing the applications and
features in the working stats defined by the

redtri iy Brked srearding oghaim e wherein the first anghyespil cpmimdng signal ace in
S Of toviRbfRhorgRBigiyScr@Rfealle to di sable the restriction
state when a second com nancl signal is received.
Ams!nded Sheet | PEA/ AU WD 2009/ 145729KT' S G2008/ 000196

The method according to any one of the preceding claims, wherein the first command
signal and/or the second command signal is created via entering commands through the

software agent manually.

12, A system for disabling/enabling a restriction state of 2 mobile device having
applications and features, wherein working states of the applications and featurcs are identified
by status vaiues on the mobile device and usage on one or more of the applications and
features is restricted during the restriction state, the system comprises:

a software agent executable on the mobile device for receiving a first command signal
comprises restrictions status vajues to enable the restriction state, said software agent is
opetable to replace the status values to the restriction status values and to maintain the

vestriction status values in the mobile device during the restrictions states_byy_ropeatedly

veplacing the status values with the restriction status values, thereby forcing the applications
and features in the working stats defined by the restrictions status values,
wherein the software agent is operable (o disable the restriction state when a second

command signal is recejved.

Amended Sheet
IPEA/AU



14 13. The system according to claim 12, wherein the

sof tware agent operable to verify an authenticity of

the second command signal against the first conmand
SLANALg. The system according to claim13, wherein

t he aﬁ?ﬁ%%%icity i ncl udes a password. 15. THE&ETEPSHg 016
according to any one of the clgins 12 to 14, wherein

the software agent is executed at startup of the

nobil e device. 16. .The stem according to any one of .
Theltr ai T 5o g iR PR Ty SE e Rl e o verity
openaiiientiGtyalTetkset @@ UbRind@l Ypiaf adalisr BE BistSonAdndeEnar e

the restrictions status val ues, and to replace the

status values with the restriction status values if

the st attR sy 8ot (B Qkirdh 18 ARE: @F ab G ESPHELEL:Pssword.
status val ues, thereby nmaintaining the restriction

status values in the nobile device. 17. The system

accgy di t ' : rej e..50f tywar nt

Fur Pher ascrii Bty wHISTRL B hASIAR 1% 51 38R s sqtware
r epdgaci ingxeried sitstartup of/tht uebileddvivet he restrictions

status values. 18. The system according to claim17,
wherein the software agent operable to restore the

st atfus ik ueserh acdoRBngtoemenhe S Gk WhiMall M@S15, whercin the software

module is operable to check recursively if the status values are the restrictions status
values, and to replace the status values with the restriction status values if the status
values are not the same as the restriction status values, thereby maintaining the

restriction status values in the mobile device.

17. The system according to claim 12, wherein the software agent further operable
to store present status values before replacing the status values with the restrictions

status values.

18.  The system according to claim 17, wherein the software agent operable to

restore the status values to the present status values.

19. The system according to any one of the claims 12 to 18, wherein the first
command signal include a prescribed time period, and the software agent disables the

restriction state after expiration of the prescribed time period.

20, The system according any one of the claims 12 to 19, wherein the first signal

and/or second signal is received via a wireless link.

21 The system according to claim 20, wherein the first and second command

signals are in a form of short messaging service message.



19. The system according to any one of the clains 12
to 18, wherein the first command signal include a
prescribed time period, and the software agent

‘é@‘”es the restriction state after expiration of the
prestfVBat i me period.  20. The system accor B HEG2a#0019
one of the clains 12 to 19, wherein the first signa
and/ or second signal is received via a wirel ess Iink
21. , he ¥ste accorﬁ to cl 20 wherein th
firdf S (it agco go grilygﬂlé@l g I:iuﬁxs 3% 8rth d*fherem the first

S horCOml‘mScSﬁgth InB e e SRoh® sGRYMd mén'ﬁi R 2orchRQ Y §lt&Mg commands
accaordin any one of the clains 12 to 21, wherein

t he FW&@?“E@ﬁﬂﬁﬁﬂ“%@&ﬁﬁ@“%%ﬁ/or the second conmand
signal is created via entering commands through the
sof tware nodul e manual | vy.



