; e3enyj bbcddj f e\ g6gTgM*'S TI TLE OE THE | NVENTI ON ELECTRONI C EQUI PMENT
SETTI NG | w@mmmﬂ TI NG METHOD AND APPARATUS, AND SECURITY POLI CY

CREATI NG OCl ATED APPARATUS BACKGROUND CE THE | mmmmﬂ”mmm
Field o the Tnvention The invention relates to creation of s

i nformati on of “8Wponents that constitute an informati on system sisssor
particular, the invention relates to the technology of creating a security

policy witten in specific | anguages of the respective conponents, based on

a security paliecyrt hat isveMiiddven in natural | anguage. 2. Description of
the Related Art Wth the progression of information and comuni cati ons

technol ogy, EpformmtiomoseeMEnt ysofTiNG aNrBRMANICY St rerer ive! @RgHOY to
specific organi zations is assum ng inportance. In recent years, attention
i S being giveaNDARHIRAIIUGHI ANDaSEEURIITYS PFOLICYYCREAT INGE$METROpantibcul ar. I n
t he governnent of Japan, for exanple, the Cabinet Ofice for National
Security Affairs and Crisis MpaQesiitD ixdPaedTl&ui del i nes For | nformation
Technol ogy Security Policy" in July, 2000, and the central governnent
m ni st ri es BHCHSROBYD| QF oftiratiNyENgdelrity policies. The present inventor has
proposed in Japanese Patent 1  Application Nos. 2000-164819 and
200l -1321771-a§g§r1§t9§e§h%n@"i?é1ttﬁ@@s for creating a security policy by
maki ng inquiries to organi zati on menbers, and grasping the current
condi tions from The ie&pdrises refatepeke peadrirnappl seatiths, the present
inventor has proposed to nake a security policy in the follow ng three
| evel s: (1)ME>p@é@aﬁl9@ PeveImasmenty £BRt derThitiutG eRelebmerption

system. In particular, the invention relates to the

technology of creating a security policy written in

specific languages of the respective components, based on a

security peolicy that is written in natural language.

2. Description of the Related Art

With the progression of information and

communications technology, information security of

information systems belonging to specific organizations is

assuming importance. In recent years, attention is being

given to the significance of security policies in

particular.

In the government of Japan, for example, the Cabinet

Office for National Security Affairs and Crisis Management

issued “Guidelines for Information Technology Security

Policy" in July, 2000, and the central government

ministries prepared information security policies.

The present inventor has proposed in Japanese Patent



and plan on information security of an organization; (2) Corporate |evel
policy for describing standards for the information security systemthat
enforces the executive |evel policy; and (3) Product |evel policy for
describing the neans to i nplenment the plan of the executive |evel policy
based on the standards of the corporate |evel policy. The security policy
is, so téppdycasignotipsof 200Ped cd838r rbidngO00hedé2¢diicepbarptasesst andar ds,
and neans. Incidentally, as enployed in this docunent, "organizations"
refer toandt menhpdbuspmesseentieppri sesubityvapsbdioyhby mrigangzati ons

i ncl udi ng governnent and nunicipal institutions and various incorporations
such as fiaundatiesnso Newanseetibhympobkeekesaaregthepdegcthpt comseat t he
rules as to information security, typically witten in natural |anguage.
Then, theohaiegensg firtbmeenkevekpoakesecurity policies are basically witten
in natural |anguage. 2 For exanpl e, product |evel policies describe

actual neans, andchbys packhdeagpsceapibnns ohet peesehnti ngventermati on of
concrete electronic equi pnent, software, etc., which are witten in

hU”an'reﬁQbe%o@@E@Hako|ﬁﬂgéageseEﬂQiS?tbbmgcynﬁﬁrHﬁb'QBlQBth@ el ectronic
equi pnent and software is of no use unless it is actually set to the
el ectronig gguipyent.and software. In the foregoing applications, two
| evel s of product |evel policies are hence proposed, i.e., those of a first

level written imnaturalilanguage podiaysesendekevehiMgi thenchbAcapeci fic
| anguages of specific devices.
and plan on information security of an organization;

(2) Corporate level policy for describing standards
for the information security system that enforces the
executive level policy:; and

{3) Product level policy for describing the means to
implement the plan of the executive level policy based on
the standards of the corporate level policy.

The security policy is, so to say, a group of rules
describing these concept, plan, standards, and means.

Incidentally, as employed in this document,
"organizations" refer to not only business enterprises but
also other organizations including government and municipal
institutions and various incorporations such as foundations.

Now, security policies are the descriptions of the
rules as to information security, typically written in

natural language. Then, the foregoing three levels of

security policies are basically written in natural language.



The two types of product |evel policies, in natural |anguage and in

speci fic | anguages, define the sane contents. One is witten in natural

| anguage for the sake of human readability. The other is in itself the data
for setting specific devices, and thus witten in the specific | anguages of
the specific devices. Despite the sanme contents, it has been required due
to the differeftrdesamppti oprdédmguabesel hatlihiees whe s gpilse oficprabuct | eve
policies be created separately. It would be conveni ent, however, that the
product heusk, pshidctesswintliedei despecpfionbanfuahesseahibg automatically
created fromthose witten in natural |anguage, since the contents of the
two typesnévembtindaneft abhyréhe saaetr8nicSeiviRRYeOE, THEFENYEBTT ON The
present invention has been achieved in view of the foregoing. It is thus an
obj ect oétthe phésknarénventten io ponosndecadaplbodaandadnlasgosgat ed
apparatus for automatically creating a security policy witten in a

speci fi cThanguagéengf iafspeetion dévihe bhsedronia sqaipméytpahdcy witten
in natural |anguage. To achieve the faregoing object, the present invention
provi dessafsfRhtkngsi sfonsatisenualesti ng met hedubholycrseat togreetting
information of a specific conponent witten in a specific |anguage of the

speci fi coteARPPRRNE B3SeEmOAL AaBHOYRrOhakll es, the group of rules being
setting informati on of conponents of an information systemwitten in

natural |anguagg. JherdBLHOOh G NEIYIESAt Poh@NORAGClevels of product
level policies are hence proposed, i.e., those of a first
level written in natural lanquage and a second level
written in specific languages of specific devices.

The two types of product level policies, in natural
language and in specific languages, define the same
contents. One is written in natural language for the sake
of human readability. The other is in itself the data for
setting specific devices, and thus written in the specific
languages of the specific devices. Despite the same
contents, it has been required due to the different
description languages that the two types of product level
policies be created separately.

It would be convenient, however, that the product
level policies written in specific languages can be
automatically created from those written in natural
language, since the contents of the two types are

fundamentally the same.



conversion step of converting the group of rules witten in natural

| anguage into a predeterm ned interface | anguage; and a creation step of
creating the setting information of the specific conponent based on the
group of rules converted into the predeterm ned interface | anguage. The
present invention also provides a setting information creating apparatus
for creating setting information of a specific conponent witten in a
speci fic | anguage of the specific conponent based on a group of rules, the
group of SUMMABYbEFngHEefNVEYTILANOr mati on of 4 conponent s of an
information systemwitten in natural |anguage. The apparatus includes:

| anguage convefis¢ oprasans foveconverhasgbeébe gecoupved iwmlesewroften in
natural |anguage into a predeterm ned interface | anguage; and creation
means fother éarengihbe skt tisngthund caxmathpactofof hehespecddérct conponent based
on the group of rules converted into the predeterm ned interface | anguage.
Accor di ngnventhesetoephodidadaappahatiuandsent aagochboedabpparatiusten in a
speci fic | anguage can be created with efficiency. The present invention

al so proybdesuaopaegeam foeraaking a eeapuiey psecutewaigethodnfar creating
setting information of a specific conponent witten in a specific |anguage

of the sppetfifeccorngnggt basgdspacargeodpveter Bhesd bheagsedprotyrules
bei ng setting information of conponents of an information systemwitten in

nat ur al b@m959g@riIB@npﬁﬁgﬁéﬁhﬂﬁkeiahB@a@@UpUter execute: a |anguage
conversi on procedure for converting the group of
To achieve the foregoing object, the present
invention provides a setting information creating method
for creating setting information of a specific component
written in a specific language of the specific component
based on a group of rules, the group of rules being setting
information of components of an information system written
in natural language. The method includes: a language
conversion step of converting the group of rules written in
natural language into a predetermined interface language;
and a creation step of creating the setting information of
the specific component based on the group of rules
converted into the predetermined interface language.
The present invention also provides a setting
information creating apparatus for creating setting
information of a specific component written in a specific

language of the specific component based on a group of

rules, the group of rules being setting information of



rules witten in natural |anguage into a predeterm ned interface |anguage;
and a creation procedure for creating the setting information of the

speci fic conmponent based on the group of rules converted into the
predeterm ned interface | anguage. The present invention also provides a
conput er readabl e recordi ng medium containing a programfor 5 executing a
met hod f opmpeeattagosettni hgfonhathati spsbémawspeteéhi encoapenaht witten in
a specific | anguage of the specific conponent based on a group of rules,

t he groupao@uaghesfﬁ&emw@ﬁmatuq;lmﬂkudﬁﬂ:(ﬂﬁnﬂuagﬁnnnnyﬂﬁsxﬁnan
information systemwitten in natural |anguage. The program executes: a

| anguagemeensefsronoprocedugether geconpenfi ngléhewgibupnofnrohesrakitten in
natural |anguage into a predeterm ned interface | anguage; and a creation
procedur dafignageeahtngat heedettingnedf onmatrfoancofahypeagpecahdc conponent
based on the group of rules converted into the predeterm ned interface

| anguagecréecoodi mgahs tfbeserpaoghgnthadseecondi hgfoedaundpnsett thg
information witten in a specific |language can be created with efficiency.

Mor eover sptBefpeessnpohBMENbheBdPbAVEHESgRoEBCHET EN1P9! E6NvErealii ng met hod
for creating a security policy of a predeterm ned organi zation, the

secur!tyiﬁebiEMet?reaeEégﬁaﬁedlmﬁtegfaeealaﬁeaggé I evel policy for
descri bing nmeans to i nplenent a concept and plan on information security of

t he organlzatI&@cgaéﬁﬁgOBoatﬁéggdﬁé9h$@ra af epch PO bde sopeepy and plan.
The product |evel policy

information written in a specific language can be created

with efficiency.

The present invention also provides a program for
making a computer execute a method for creating setting
information of a specific component written in a specific
language of the specific component based on a group of
rules, the group of rules being setting information of
components of an information system written in natural
language. The program makes the computer execute: a
language conversion procedure for converting the group of
rules written in natural language into a predetermined
interface language; and a creation procedure for creating
the setting information of the specific component based on
the group of rules converted into the predetermined
interface language.

The present invention also provides a computer-

readable recording medium containing a program for



includes a first level, or setting information of conponents of an
informati on system of the organi zation witten in natural |anguage, and a
second level, or the setting information of a specific conmponent witten in
a6 speci fic | anguage of the specific conponent. The nethod includes: a

| anguage conversion step of converting the product |evel policy of the
first |eesbciinivgaapnetbedr ibnedreéatengasettanguagéormatiancofasi on step of
creating the product |evel policy of the second | evel based on the product

| evel pobpegibfct hemppnsht| evittenniueréaedpenidithtapgedeteni hbd interface
| anguage. The present invention also provides an apparatus for aiding to
creat e aspeclufiitycpopboyninbhadingnaapgodupt ofeveleppl thy ooudeseri bi ng
means to inplenment a concept and plan on information security of a
predet er ruhed begani zattbngbasédroat dost afdavdpdoentnf ofcang t he concept
and plan. The product level policy includes a first level, or setting

i nf or mat infioohatbopongatsmofrantéenf onmabtonasysseguadet heltox gani zati on
witten in natural |anguage, and a second |level, or the setting information
of a speprbgcamospoonentsw at Lenguaga spreefstohapgoageuoé tbe specific
conponent. The apparatus includes: |anguage conversion nmeans for converting

the prodgehvkevehgpehecyrefipt be tulss kevetehnin Raphedet eaAkiggei nterface
| anguage; and creation nmeans for creating the product |evel policy of the

second | exeb hagedqePetRenBHOUHELFE¥E! 1 BRELSY Of atBeaf LEShthgNel converted
into the predeterm ned interface | anguage. According to these nethod and
appar at UsroEBBuPEOEYEL creating the setting information of the
specific component based on the group of rules converted
into the predetermined interface language.
According to these program and recording medium,
setting information written in a specific language can be
created with efficiency.
Moreover, the present invention provides a security
policy creating method for creating a security policy of a
predetermined organization, the security policy to be
created including a product level policy for describing
means to implement a concept and plan on information
security of the organization based on a standard for
enforcing the concept and plan. The product level policy
includes a first level, or setting information of
components of an information system of the organization

written in natural language, and a second level, or the

setting information of a specific component written in a



| evel policy of the second level witten in a specific 7 | anguage can be
created with efficiency. The present invention also provides a programfor
maki ng a conputer aid to create a security policy including a product |evel
policy for describing neans to inplenent a concept and plan on information
security of a predeterm ned organi zation based on a standard for enforcing
t he concepecafdcplanguibe pfodbet sbevelf ipokpaponroktudebha metrlsed| evel , or
setting informati on of conponents of an information system of the

or gani zatinodugestt enlengpnater abnvemguage stepdod secvrdtlisgekheor the
setting information of a specific conponent witten in a specific |anguage
of the speodiict denpdneniicVhefprtbgr ddrstkésvehe ioctnpater execute: a

| anguage conversion procedure for converting the product |evel policy of

t he firspredeeermihedaiptedéteenineduagter hadeal anguagen andpao€reati on
procedure for creating the product |evel policy of the second | evel based
on t he preduttingevak pebdoytofievbé pbilityl efeltheoseephddlentd bheed
predeterm ned interface | anguage. The present invention also provides a
conput er oheadabbeorecer dekg LMpdiluaycotit ahei Tgratpregeanchbareatding to
create a security policy including a product |evel policy for describing

nmeans toinfpl eReNpradeesepRheandnpbafiaed lahguagkion security of a
predet ermi ned organi zati on based on a standard for enforcing the concept

and plan, the predyetsbgveinpehte¥ni ACkYdpREvRAELT 8k a§§§£at9§ gstting 8
i nformati on of conponents of an information system of e organi zation, and
a secondjligyal, t8r ckheteeht kRgurity policy including a product

level policy for describing means to implement a concept

and plan on information security of a predetermined

organization based on a standard for enforcing the concept

and plan. The product level policy includes a first level,

or setting information of components of an information

system of the organization written in natural language, and

a second level, or the setting information of a specific

component written in a specific language of the specific

component. The apparatus includes: language conversion

means for converting the product level policy of the first

level into a predetermined interface language; and creation

means for creating the product level policy of the second

level based on the product level policy of the first level

converted into the predetermined interface language.

According to these method and apparatus, the product

level policy of the second level written in a specific



information of a specific conponent witten in a specific |anguage of the
speci fic conponent. The program executes: a | anguage conversi on procedure
for converting the product level policy of the first level into a
predeterm ned interface | anguage; and a creation procedure for creating the
product |evel policy of the second | evel based on the product |evel policy
of the fiPBPUREGeFaRoRGeFtEatrAt HitReepiedetBFifined i nterface | anguage.
According to these program and recordi ng nmedium the product |evel policy
of the second TeveProfettehnvanhigpedl $PcPrangdaged caropearreared with
efficiency. The present invention further provides the setting information
creat i ngnakingdpappapatas, adddtrherprogr ansanadritgodphcrednabfibnacr eat i ng
setting information described above, wherein the group of rules witten in
nat ural Papgadgeti hevadepodipar dowt desorihingbmeahpstpngmpaemartens. BRI EF
DESCRI PTI ON OF THE DRAWNGS Fig. 1 is a block diagram show ng the

confi gur abhoapbf andppddncen| énébrpekiop eeeurihy appararadenecovidedg to an
enbodi ment; Fig. 2 is a conceptual diagram show ng the conponents of the
product beyehipetioy beeatli ng app&ratiasdoforhenforcpngseht eabodptrent, or
prograns and a conputer on which the progranms run; and Fig. 3 is a

f | owchar anghpiang tTes opesdtc¢onlefel heo bt oduthicleved pofixyt creatl ng
apparatus of the present enbodi ment. DETAI LED DESCRI PTI ON OF THE PREFERRED

EMBODI MENF setting information of components of an information
system of the organization written in natural language, and
a second level, or the setting information of a specific
component written in a specific language of the specific
component. The program makes the computer execute: a
language conversion procedure for converting the product
level policy of the first level into a predetermined
interface langquage; and a creation procedure for creating
the product level policy of the second level based on the
product level policy of the first level converted into the
predetermined interface language.

The present invention also provides a computer-
readable recording medium containing a program for aiding
to create a security policy including a product.level
policy for describing means to implement a concept and plan
on information security of a predetermined organization
based on a standard for enforcing the concept and plan, the

product level policy including a first level, or setting



Herei nafter, an enbodi nent of the present invention will be described with
reference to the drawi ngs. The present enbodinent will illustrate product

| evel policies that describe concrete inplenentation neans. As nentioned
above, the product |level policies to be illustrated consist of a first

| evel and a second | evel, which are witten in natural |anguage and in the
speci fi cinhfguagestoPtsperpPPRentevPEedn toEpeRefienysyrep®, ofhehgpecific
devi ces may be hardware or software. Product |evel policies of the second

| evel deStgpbézehécBet 8NAgs 8ecend iovedoi Ay Shecpereidevi ces, and are
individually created for the respective specific devices. For exanple, when
a new de¥néeringtingt afl edspachéwcprodpeneheveripbeéncynod shecsétond | evel
must be tailored to the new device. The present enbodinent will deal with

t he techhaggeagerofr ehei aAgept bdactompyreénpol iYierwigndie ssevonedevel from
a product |evel policy of the first |evel automatically. 10 As enpl oyed
in the presenguenbodpnearsivgpecptedudevieestoneteting shét pardibar dwar e
constituting the informati on system The "conponents” in clains also have
t he sanmelawvahi nglifiygofithe Aibbbckedehgiaheshopradetdemtoadi guration of a
product |evel policy creating apparatus 600 according to the present

enbodi nrenhteAfashohangnaghe dndgaanyebshioprpdoacédhevefopotireytingati ng
apparatus 600 includes | anguage conversion neans 602, first specific device
script ctratppgduoeanse68laposeecondfsprei secof@vieeeschapeédcorathsg neans
604b, and third specific device script creating nmeans 604c. The present
enbodi meptodcehacaslepbiedyi Bt BAE 8Drst level converted into the

predetermined interface language.

According to these program and recording medium, the
product level policy of the second level written in a
specific language can be created with efficiency.

The present invention further provides the setting
information creating method/apparatus, and the program and
recoding medium for creating setting information described
above, wherein the group of rules written in natural

language includes a parameter or a table listing parameters.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing the configuration
of a product level policy creating apparatus according to
an embodiment;

Fig. 2 is a conceptual diagram showing the components

of the product level policy creating apparatus of the



interface | anguage interpretable to the individual specific device script
creating neans 604 is defined. Since such an interface | anguage is defined,
the specific device script creating nmeans 604 can interpret the policy
witten in this language to create scripts for the respective specific
devices. In other words, defining such a | anguage is synonynous with

def i ni ngpaasARt eAppHifahtpnobr pgbgrEinBgahat er tagphtefhenl aRguRgehe
conversion means 602 is supplied wth a product |level policy of the first

| evel whipeBgirsmer kuh€naha natural | anguage. The | anguage conversion neans
602 11 converts this product level policy of the first level into the

foregoi ng interfgcesl apguageowtnetdeshahig the bpaghagenCoORVERSi on nmeans
602 is preferably inplenented by a programfor perform ng | anguage

CO”VerS'9@odh6tt@%vB&e§6m5c9”EQQh€EH§ apparpeadust ktguebrpakhey of the
first level is showm as witten in natural |anguage. Nevertheless, this

product LewehipehiCy may contain tables and the |ike that describe vari ous
paranmeters, aside fromthe natural |anguage. Then, the product |evel policy
converted into the interface | anguage is supplied to the specific device
script creating neans 604a, 604b, and 604c. The specific device script

creat | n9 g 8088k 0Nd-00s SReaLRRERT edushilieNs! policles of the

second | eve e correspondi ng speci evi ces (1 ncluding hardware and

software as mehg}elﬁgfggfglgﬁ'gmbEBim&%@”Bkethéhsresent invention

will be described with reference to the drawings.

The present embodiment will illustrate product level
policies that describe concrete implementation means. As
mentioned above, the product level policies to be
illustrated consist of a first level and a second level,
which are written in natural language and in the specific
languages of specific devices, respectively. Here, the
specific devices may be hardware or software. Product
level policies of the second level describe the settings of
the foregoing specific devices, and are individually
created for the respective specific devices. For example,
when a new device is installed, a new product level policy
of the second level must be tailored to the new device.

The present embodiment will deal with the technique
for creating product level policies of the second level
from a product level policy of the first level

automatically.

10



first specific device script creating nmeans 604a creates a product |evel
policy of the second | evel 608a for a router. The second specific device
script creating neans 604b creates a product |evel policy of the second

| evel 608b for a firewall. The third specific device script creating nmeans
604c creates a product |level policy of the second | evel 608c for an
-encryption prolysaempThese spechéiprdsenteesbodphent cal spgeinfans 604a, 604b,
and 604c are desirably nade of progranms so-called 12 pl ug-in nodul es.

Cr eat i ngdavpkag”i nefedute whothwrespbetrdivereachnspétiafingdeece facilitates
creating the product |evel policies of the second | evel 608a, 608b, and
608c for inliermespent syetspeci The teompesendhe ju eskntmendhosh ente | S
characterized in that the product |evel policy of the first level is once
convert edhensamteheeant agf ace | anguage. As nenti oned above, the interface

| anguage bei ng defined neans nothing else that an APl is defined between

t he foregoi ng plgg-inisodubesciandisfeamnphdwilagathe densiupptiaetono the

pl ug-in nodul es. The presence of this APl thus facilitates designing the

i ndi vi dualf gl pgobacoodules, pelithecspaeihyCagpuiraeusCoOPt acE8aking means
604a, 604b, and 604c. In other words, the product |level policy of the first

level , Wbt €88 pReBahtr ahpbanguage oisiseebh nid ecfOrdiadSaconuested into
the API-based interface | anguage of definite form Consequently, the

devel opepsoaficthget83Pe6li%e spestihg dpyheasusaBodeshgmubibg plug-in
nodul es easily
language conversion means 602, first specific device script
creating means 604a, second specific device script creating
means 604b, and third specific device script creating means
604c.

The present embodiment is characterized in that an
interface language interpretable to the individual specific
device script creating means 604 is defined. Since such an
interface lanquage is defined, the specific device script
creating means 604 can interpret the policy written in this
language to create scripts for the respective specific
devices.

In other words, defining such a language is
synonymous with defining an API (Application Programming
Interface).

The language conversion means 602 is supplied with a

product level policy of the first level which is written in

natural language. The language conversion means 602

11



based on the APl defined. It follows that the product |evel policies of the
second | evel 608a, 608b, and 608c corresponding to the respective specific
devi ces can be created easily based on the product |evel policy of the
first level. If such an APl were not adopted, the users would have 13 to
read the product level policy of the first level (in natural |anguage),
under st apdnvheteohhént prodndtciedté rhéisgt bifnghscfipss, levethénppoduct

| evel policies of the second | evel 608a, 608b, and 608c, based on the

t echni cakhspéckrepoanponstefrfabe dpegitbige . delnciedentl ky wothel require
extrenely intricate operations. The product |evel policy of the first

| evel , a3aegphgyedohgeesnpncarassnéOlmes poafarabpgr ampiemehisti hg t abl es
and the |like. Mreover, the creation of the product |evel policies of the
second | avpkontkght fpespeblfyprmneqyi lenguabet coryemakong it difficult to

i ntroduce new devices speedily. In contrast, according to the present

enbodi nent, thenspeeipreathonsmbbdihenpr edet epnodedt i ndes aseliapguage are
defined to provide the API. The devel opers of the specific devices can thus
desi gn tbe phugfipsmodukes wst Bhbaai bhist yrifAsea fasHhturhhelpngduge.| evel
policies of the second | evel &08a, 608b, and 608c can be created easily by

usi ng threpkughkNeBBlULBSs PeBaaduentky]l pbibegomes pesshbhethpiieptroduce
the specific devices speedily. As has been described, the |anguage

conver si gR4MARS 1§R2 @HQttH@s&ﬁ@%bfbﬁr@@ﬁbcéa§§ﬁbﬁér§reéEhBQ feams 604 are
preferably constituted by progranms and a conputer on whi ch
the natural language.

Then, the product level policy converted into the
interface language is supplied to the specific device
script creating means 604a, 604b, and 604c.

The specific device script creating means 604a, 604b,
and 604c creates product level policies of the second level
for the corresponding specific devices (including hardware
and software as well), respectively. For example, the
first specific device script creating means 604a creates a
product level policy of the second level 608a for a router.
The second specific device script creating means 604b
creates a product level policy of the second level 608b for
a firewall. The third specific device script creating
means 604c creates a product level policy of the second
level 608c for an encryption program.

These specific device script creating means 604a,

604b, and 604c are desirably made of programs so-called

12



the prograns run. Fig. 2 is a conceptual diagram show ng such a conputer
700. As shown in this Fig. 2, the individual prograns nentioned above are
stored in storing 14 means 702. The computer 700 executes the various
prograns to function as the security policy creating apparatus 600 shown in
Fig. 1. Fig. 3 is a flowhart showi ng the operation of the product |evel
policy cpeagi-ng appatatus Gt iAsy shayimg-nid heodlos twitat tgpeS3-tly a
product level policy of the first level is initially supplied to the
product kewhkl spekic€yccdeatcagfaeanst608s bleedtésg thespypdtibibslpreduct

| evel policy of the first Ievel may contain paraneter-listing tables etc.
At step p3i2citbeclfanpuagecondveesebneOeansc66B, candesdsct ierpeaduct | evel
policy of the first level supplied into a predeterm ned interface | anguage.

Final |y, rabpstepvE3sgecthecspeeites.device script creating neans 604a,
604b, and 604c create product |level policies of the second |evel for the

correspondi ng de¥i geSsehespasbi VRNt Dasellapactei pe@dust theyetnhgol icy of
the first level (606) converted into the foregoing interface | anguage. In

this wayprbhgcpr edyet hevekypaki ehesrobstheegecond bLavel chavethedr espective
specific devices can be created easily. Wile the present enbodi ment has

dealt w thrseeHel tyrRekhebesanhiggRL esent invention may be applied to a
wi de range of uses where setting information of specific devices witten in
respective spegifihenl 89qua9ssotberent iscéreatedidiguage being

defined means nothing else that an API is defined between

the foregoing plug-in modules and the input data to be

supplied to the plug-in modules.

The presence of this API thus facilitates designing
the individual plug-in modules, or the specific device
script creating means 604a, 604b, and 604c.

In other words, the product level policy of the first
level, written in natural language of indefinite form, is
converted into the API-based interface language of definite
form. Consequently, the developers of the respective
specific devices can design the plug-in modules easily
based on the API defined.

It follows that the product level policies of the
second level 608a, 608b, and 608c corresponding to the
respective specific devices can be created easily based on

the product level policy of the first level.

If such an API were not adopted, the users would have

13



fromsetting information of the specific devices witten in natural

| anguage. As has been descri bed, the present enbodi nent proposes the

techni que of providing the API so that the product |evel policies of the
second |l evel are automatically created fromthe product |evel policy of the
first level. Consequently, because of the provision of the API, the plug-in
nmodul es ftor regfvEpei REoHHEt| hedplapeligigdgéhentaree lpvedudinl evel
policies of the second | evel can be created easily. This facilitates

creat i ngheherplodasgupaeel pobessesndf thhecontendsl erald foeathethespective
specific device, allow ng speedy nodifications etc. to the configuration of
t he i nforpktion seciupksy systbm pAgdhHas Beerldesdichbed, odctbeding to the
present invention, setting information of conponents witten in the

| anguagesecbntihéeredpéfBivec88hponadt §08an besefif eot thel yecheated from
setting information in natural |anguage. 16 What is clainmed is: 1. A
setting speoifatatnooseafi hjenmephod ffior devéaesng Bleisi mguladfoeguiren of a
specific conmponent witten in a specific |anguage of said specific
conponenexbasedlgniatgioapeobprubésiponsai dlige oppodhict ulese bepobiset ti ng

i nformation of conmponents of an information systemwitten in natural

| anguagepft haenetiired tenpii SaBgemplbgnguagecdianvensi epmeteépesf converting
said group of rules witten in natural |anguage into a predeterm ned

i nterfaceohaaguagaraapdea-cheatngntabepsobnar eaki Ng ksai dusetbvag,

information of said specific conponent based on said group of rules

convert ednent-Res@idnpbedeher girbadcinteitacgohangdader the second
level might possibly require much time, making it difficult
to introduce new devices speedily.

In contrast, according to the present embodiment, the
specifications of the predetermined interface language are
defined to provide the API. The developers of the specific
devices can thus design the plug-in modules with facility.
As a result, the product level policies of the second level
608a, 608b, and 608c can be created easily by using the
plug-in modules. Consequently, it becomes possible to
introduce the specific devices speedily.

As has been described, the language conversion means
602 and the specific device script creating means 604 are
preferably constituted by programs and a computer on which
the programs run. Fig. 2 is a conceptual diagram showing

such a computer 700. As shown in this Fig. 2, the

individual programs mentioned above are stored in storing

14



2. A setting information creating apparatus for creating setting
information of a specific conponent witten in a specific |anguage of said
speci fic conmponent based on a group of rules, said group of rules being
setting informati on of conponents of an information systemwitten in

nat ural |anguage, the apparatus conprising: |anguage conversion neans for
convertimgasai @08t oltheofconphese mvi12Q esxaedutnad urked  aamigblaeg o it ¢ ards
predeterm ned interface | anguage; and creation neans for creating said
setting tof bumation af shedsspecitiycpodiponencabasgdappasatdsgeoop of rul es
converted into said predeterm ned interface | anguage. 17 3. A program for
maki ng ashowpuirrreyecute a nmethod for creating setting information of a
specific conmponent witten in a specific |anguage of said specific

component basepi®n @ ¢ CAPL DEwEhA LS, sBEak Ongr owd Sbe Falt £5n beF nghset ti ng
i nformation of conmponents of an information systemwitten in natural

| anguageprbgcpr vgvam paking sakdteagpHpghre¥xesuteo.a | anguage conversion
procedure for converting sald group of rules witten in natural |anguage

into a predet exgi sigslvih NLgr{REechapgyage; sesd a3cieati prodiocedsye for
creating said setting information of said specific conmponent based on said

group of prukeg GPNVREL Bl Lt 98l d;pr edet enm pedyppi eLhacs LRRguage. 4. A
conput er -readabl e recordi ng medi um contai ning a program for executing a

met hod TQFogheat 1 89 $6hb1 0Gyi BLOLPBhEO0ReQhs2660ECINd & Gupanedwritten in
a specific language of said specific conponent based on a group of rules,

gk R A LR R R
parameter-listing tables etc.

At step S3-2, the language conversion means 602
converts the product level policy of the first level
supplied into a predetermined interface language.

Finally, at step S3-3, the specific device script
creating means 604a, 604b, and 604c create product level
policies of the second level for the corresponding devices,
respectively, based on the product level policy of the
first level (606) converted into the foregoing interface
language. 1In this way, the product level policies of the
second level for the respective specific devices can be
created easily.

While the present embodiment has dealt with security
policies, the present invention may be applied to a wide

range of uses where setting information of specific devices

written in respective specific langquages thereof is created

15



| anguage, said program executing: a | anguage conversion procedure for
converting said group of rules witten in natural |anguage into a
predeterm ned interface | anguage; and a creation procedure for creating
said setting 18 information of said specific conponent based on said
group of rules converted into said predeterm ned interface |anguage. 5. A
securityfpohi epttieat indommphadnf of theasprgidisedaviitygspolkityeof ia
predet erm ned organi zation, said security policy to be created including a
product hetekrapolirogubge.descri bing neans to inplenent a concept and pl an
on information security of said organization based on a standard for
enforcing the Bsnbeptbaad gtanribadd phedpcésérveénpodimynincl uding a first
| evel, or setting information of conponents of an information system of
sai d or gamppatskeenthei teehniqueabdr gpirovadguggéheaR@Iassetbad keeel , or said
setting information of a specific conponent witten in a specific |anguage
of sai d ppedutkc leonpopent citheolffethedseanpdi dergl arkanguage conversion
step of converting said product |evel policy of said first level into a

pr edet er munedatntanfigcerkangdageomanteapebeationesteppol ieyeati ngesai d
product level policy of said second | evel based on said product |evel
policy offigsacdiktiest | evel converted into said predeterm ned

Consequently, because of the provision of the API,
the plug-in modules fér converting the interface language
into the product level policies of the second level can be
created easily. This facilitates creating the product
level policies of the second level for the respective
specific device, allowing speedy modifications etc. to the
configuration of the information security system.

As has been described, according to the present
invention, setting information of components written in the
languages of the respective components can be effectively

created from setting information in natural language.
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interface | anguage. 6. An apparatus for aiding to create a security 19
policy including a product |evel policy for describing neans to inplenent a
concept and plan on information security of a predeterm ned organi zation
based on a standard for enforcing the concept and plan, said product |evel
policy including a first level, or setting information of conponents of an
i nf or mat Wblatsyist edaadfnesaiid :or gani zati on witten in natural |anguage, and a
second |l evel, or said setting information of a specific conponent witten
in a specific Languagéetohgsanfiospetibnccecoapongningthhd Apparcatasing
conprising: |anguage conversion neans for converting said product |evel
policy ofsesaiichaf iinSorivavdloni ptfo aa speeddétier mongdnentewtrace ehanguage; and
creation nmeans for creating said product |evel policy of said second | evel
based on speicd fproducyukeweb fpehiicy spkcddiid tiompbnkavebacenvent @ad i nto said
predeterm ned interface | anguage. 7. A programfor nmaking a conputer aid to
creat e agseug otfy rudlkisGy shnd udiong arpradect beeviegl spekiey for descri bing
nmeans to inplenment a concept and plan on information security of a
pr edet er finfedmardani &t conpbasadsonfaast dndarthatabnesierenng rtike eqoncept
and plan, said product level policy including a first level, or setting
i nf or mat i;eN n@ft LGRANPARRRILS gef, ahel Rk@hRL COmPTY Stiar: 20
a language conversion step of converting said group
of rules written in natural language into a predetermined
interface language; and
a creation step of creating said setting information
of said specific component based on said group of rules
converted into said predetermined interface language.
2. A setting information creating apparatus for
creating setting information of a specific component
written in a specific language of said specific component
based on a group of rules, said group of rules being
setting information of components of an information system
written in natural lanquage, the apparatus comprising:
language conversion means for converting said group
of rules written in natural lanquage into a predetermined
interface language; and
creation means for creating said setting information

of said specific component based on said group of rules

converted into said predetermined interface language.
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of said organization witten in natural |anguage, and a second | evel, or
said setting informati on of a specific conponent witten in a specific
| anguage of said specific conponent, the program maki ng said conputer
execute: a |l anguage conversion procedure for converting said product |evel
policy of said first level into a predeterm ned interface |anguage; and a
creation procedur @ PspgepBafligmad4ingprogaeputerekexpobiteyaoheshipd second
| evel based on said product |evel policy of said first Ievel converted into
sai d pr edetrecreadd nonsetitdoy lLatgragsiod. oA eomperdf-iceadaliploaengcor di ng
medi um containing a programfor aiding to create a security policy
i ncl udi ngrd theaddet al epelcigdlc dynidgrage odr iskilng speand itco compoaremt a
concept and plan on information security of a predeterm ned organi zation
based on bassidardard groupepfforciles,t se icdogerepr add rpllas, beding pr oduct | evel
policy including a first level, or setting information of conponents of an
i nf or mat isert tsyst émfofrmadiicnoogaciorgoinen twr ottt em iim foatwartdlon aygtege, and a
second |l evel, or said setting information of a specific conponent witten
i n a specirfiitdenanguagée uah lsdiatgspee, f ithec prpgrent makdind padgr am execut i ng:
21 a | anguage conversion procedure for converting said
computer execute:
a language conversion procedure for converting said
group of rules written in natural language into a
predetermined interface language; and
a creation procedure for creating said setting
information of said specific component based on said group
of rules converted into said predetermined interface
language.
4. A computer-readable recording medium containing a
program for executing a method for creating setting
information of a specific component written in a specific
language of said specific component based on a group of
rules, said group of rules being setting information of
components of an information system written in natural
language, said program executing:
a language conversion procedure for converting said
group of rules written in natural language into a

predetermined interface language; and

a creation procedure for creating said setting
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product level policy of said first level into a predetermned interface
| anguage; and a creation procedure for creating said product |evel policy
of said second | evel based on said product |evel policy of said first |evel
converted into said predetermned interface | anguage. 9. The setting
informati on creating method according to claiml, wherein said group of
rul es w iinfernmiat igat gfalbalidnguage filgclcodeongnpabasetepnosaadt abbepl i sti ng
paraneters. 10. The setting information creating apparatus according to
cl ai m 2, ofhenden sandegtedp iotor ghdsl wrietederivinpdt dngerifanguage i ncl udes a
paranmeter or a table listing paranmeters. 11. The program according to claim
3, wher eillangaiedegroup of rules witten in natural |anguage includes a
paranmeter or a table listing paraneters. 12. The conputer-readabl e
recordi ng nedi bm aceerdrngyt pothaynrcdcanhepematbaddfigroapeatingl @s witten
in natural |anguage includes a paranmeter or a table listing paraneters. 22
A A U&. AEBUATEYADOAL CAS oA aAbrAdetAr&iAcdAb&gANiARBiAN, As. An. As. A" . As. AR5]
6BWMN2(®i } xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]c
a] ca] ca] ca] ca] sajidakeaheatgapodficRafoabeRaktated ihdAxding a
product level policy for describing means to implement a
concept and plan on infermation security of said
organization based on a standard for enforcing the concept
and plan,
said product level policy including a first level, or
setting information of components of an information system
of said organization written in natural language, and a
second level, or said setting information of a specific
component written in a specific language of said specific
component,
the method comprising:
a language conversion step of converting said product
level policy of said first level into a predetermined
interface language; and
a creation step of creating said product level policy
of said second level based on said product level policy of
said first level converted into said predetermined

interface language.

6. An apparatus for aiding to create a security
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includes a parameter or a table listing parameters.

11. The program according to claim 3, wherein

said group of rules written in natural language
includes a parameter or a table listing parameters.

12. The computer-readable recording medium according

| to claim 4, wherein
said group of rules written in natural language

includes a parameter or a table listing parameters.
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