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METHOD TO CONTROL RADIO DEVICES BASED ON USER
ENVIRONMENT POLICY REQUIREMENTS 5 BACKGROUND OF THE
INVENTION Field of the Invention The present invention relates in
general to the field of information handling 10 systems and more
specifically, to automatically enforcing wireless-enabled device usage
policies within a predetermined environment. Description of the Related
Art As the value and use of information continues to increase, individuals
and businesses seek additional ways to process and store information.
One qpfigtybnpyelledianenen RS B0 DENaCIa B NESY SOMSSER
information hangingeySteMNIe PRIy PrRIESIEREMENES, stores,
and/or communicates information or data for business, personal, or other
purposes thereby allowing users to take advantage of the value of the
information. Because technology and information handling needs and
requirements vary between different users or applications, information
handling 20 systems may also vary regarding what information is handled,
BAOK ¢reonidin érlo I KENENMIBN TROM much information is processed,
stored, or communicated, and how quickly and efficiently the information

Fi@g}é@&g{g@gﬁﬁ%ﬁ, stored, or communicated. The variations in

ation nandling systems allow for information handling systems to
be gdieraiestridnTigRiien relatseameias e Biedhddint inderaginmbanding

financial -1 transaction processing, airline reservations, enterprise data
systemsgadareesa¢cifically, to automatically enforcing wireless-enabled device

usage policies within a predetermined environment.

Description of the Related Art

As the value and use of information continues to increase, individuals and
businesses seek additional ways to process and store information. One option
available to users is information handling systems. An information handling system
generally processes, compiles, stores, and/or communicates information or data for
business, personal, or other purposes thereby allowing users to take advantage of the
value of the information. Because technology and information handling needs and
requirements vary between different users or applications, information handling
systems may also vary regarding what information is handled, how the information is
handled, how much information is processed, stored, or coﬁﬁmumcated, and how
quickly and efficiently the information may be processed, stored, or communicated.

The variations in information handling systems allow for information handling

" systems to be general or configured for a specific user or specific use such as financial
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communications. In addition, information handling systems may include a
variety of hardware and software components that may be configured to
process, store, and communicate information and may include one or
more computer systems, data 5 storage systems, and networking
systems. The use of wireless communication devices, including
information handling systems configured as portable units, has grown in
popularity over the last several years. It is common for a usermaﬂ:ry one

ragsaaEea gm%awea%%ras 8¢ CBIRRER TSRS UGkt Bf have

usage requirements of restrictions pertaining to 10 their acceptable use
CoPRF BT cBrANRLRGR EHAHB o i it 3 r&gg%mi@ pavancty of

disabled rtain times. Some dewce suc asc hones and
haa?é’varsaaa Tk 8 HSRBETSH AL L e S

that ma fere with navi atlo ment leeW|se erel Ss-e a%l]ed
RSB B&F‘é}%na% e ?L?rﬁgt?%?ff%’%lgh“te &'tihiasé

wweless functﬁn\%ls disapled. 1 Slmllarly, users are often asked to silence

SRR B e PEIReE 8%1%% ications devices in business meetings
and gﬁgsroo S,.or ubllc laces §uchdas movie }h aters reli |on\}%72_n lin
gath g%s Y ‘%5?% fmciy e néosnsoe‘é thers Are no%dm s?mﬁ)eé) |rdl
dtewce usée %/also a%r11ter r?sthlcte(ljo%re?s WhE{e hoto t% ) S{ S overal

S S BRLE A SESIfiR SiNg ‘asked T0 temporanty surren eir ceYI

or turn |t |f it |s€¢%r%gbled 20 W|th a cam%r%eAs ar §1ult

ye% rs. 1118 com RS czfrr% chr ore suc v1ce
IS mconvenlence W en complying wit € request ast ose

eRumar en%”ct'on Offghg ”\?&q&u?ggﬁféﬁﬁ%l?gnﬁ% 19 BOSEER. pertaining fo

pho ograp IiC capa ere 1s ho altomated

‘ th%?rvgggérﬁgagl?avylrs]eor (I)lregfan%) h%so%nnercml airlines require that wireless devices

be disabled at certain times. Some devices, such as cell phones and pagers are
required to be turned off at all times because they have transmitters that may interfere
with navigation equipment. Likewise, wireless-enabled notebook computers are
required to be turned off at all times unless the wireless function is disabied.

Similarly, users are often asked to silence or turn off their wireless communications

devices in business meetings and classrooms, or public places such as movie theaters,

religious gatherings and community meetings so others are not disturbed. Wireless
device users may also enter restricted areas where photography is prohibited, resulting
in being asked to temporarily surrender their cell phone or turn it off if it is enabled
with a camera. As a result, the user is inconvenienced when complying with the
request as they lose the primary function of the phone due to it happening to possess

photographic capabilities.
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devices when required. Nor is there an automated way to disable
predetermined device features while retaining other functionalities. Stated
another way, usage policies cannot be easily and efficiently put into effect
within a given environment. 5 Instead, they have to be manually enforced.
For example, airline flight attendants make announcements requesting
that passengers either turn their wireless devices off or put them into a
required operatjing mode. However, currently available statistical .
infor TG eSS e U UBOIL BO R er LG B SHoHds e g Brse
are left on during flights, S%Win that this solution is ne t as effective gs
el RS ARG 10 R P B g s pedesamine
d rojected, and audi annourﬂi:e ents are, madgtr{a%uest['n& that wirelgss
e E%tlbrgsp‘TV S TS TS H UG HPRE SR iR oIl IR aters ARdtother
ublic venue}?. But.since there is no currentfﬁt/%ywo{tﬁrﬁfgrgine%these ‘

il t.
P éﬂﬁseg?’gflafs ﬁre@eslﬁ eag an' ﬁ%ﬁ% Op(}létcialF-C!'& e presen me,%%%%nmm

manufacturers haye attem teo}llfgo address these 15 is§uesﬂb ,
f t attendant
e BT L SRS RS R TR atrancs

e QiS%PAgn%fr%'%%ssgrgg;@ﬂayn&%%ggrg?ig%ﬁﬁ%@ﬁﬁ@%@&ﬁ%@gﬁg@g& ot

€ useda otnerwise. 0) cases, wireless tunctionality can

orNPIESS! Qﬁgaapl@%%& %%ﬁgin%@@?%w%gé%g%gy: &;awstaﬁﬁﬁcal

onsumer Electronics ncy ) has pro an icon or other

m%%&%&%@ ?&&@g@@%@tgﬁg m@?&&% %&%ﬁ&%&sﬂa 1he stalgHn

various functions. ese enhancements result in the devices costing

dg}gg%@%h ) Wgtﬂattgg%l\g&?ﬂx&%agegffé/&w@g@&&mmGA@%mther

wiréless and other device fanetionalities, these

BB ot el e 2 AR A
made requesting that wireless devices be placed in silent mode or turned off in movie
theaters and other public venues, But since there is no current way of enforcing these
requests, disturbances continue to occur.

At the present time, some manufacturers have attempted to address these
issues by incorporating a dedicated switch into their wireless devices that allow a user
to disable wireless communication functions so that the device can be used otherwise.
In other cases, wireless functionality can be disabled by pressing a predetermined
sequence of keys (e.g., Fn-F2). The Consumer Electronics Agency (CEA) has
proffered that an icon or other indicator be incorporated into wireless devices to
dispiay the status its various functions. These enhancements result in the devices
costing more and they have not been widely adopted. While facilitating the

disablement of wireless and other device functionalities, these approaches still require

manual effort on the part of the user and do not automatically enforce local wireless

3-
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device usage policies. Another approach uses power monitoring units
(PMUs) to define disabling zones that prevent cell phones from making
and/or receiving calls. In this approach, active cell phones are identified

by their electronic serial number (ESN), and if located within the disabling
zone, their network access is disallowed, thereby 5 preventing incoming or
outgoing calls as well as disruptive call tones or ringing. However, the
transmitter of the cell phone is not turned off, which can cause

irtérierange wiihi atheéreomemppicatibnsand e navigatidngequip Pt to define
some environments. In view of the foregoing, there is a need for
doatimumicationsaancothecdl pttioralities ohkinglesd/enabledidevidiss fo this
be controlled such that predetermined 10 usage policies of an
grvivecimearitercsdipele cenabel dentfiativalieentbroech SENMMARBOESN), and
THE INVENTION In accordance with the present invention, a system and
msttrsedisvitisolOsedi febliagtometibaiyrehfordingosisafedisadivatiédiuoive
usage policies within a predetermined environment. 15 In a first aspect,
thevenigngrovidiedng eystiavieg editrsiivg! agahationiv caltetess|grenshiad
devices. The system includes a wireless usage policy manager operable
Hogeneratiee somsnarigsofothe sfdtcihgpa islopaiyrstiwire lwsiceviceaysage
policies, and at least one wirelessly-enabled device operable to execute a
wirsfesmgoliclh emfgreermanninppiicaqosy otherelsy tausigptient in some
wirelessly-enabled device to respond to 20 the commands generated by
ehaivpiraless.ubaye yolicdhedamsgars TherdvipetassLidgemmpoifejions and other
manager is operable to override default wireless usage policies of a
netosslijsagé w&xﬁlﬁw@mhlﬁddé@é%wihfo?ﬁ@%ﬁégw&bet%ﬁ%ﬁéﬁ?ﬁ@imd
wirelessly-enabled device. _

usage policies of an environment or venue can be automatically enforced.

SUMMARY OF THE INVENTION

In accordance with the present invention, a system and method is disclosed for
automatically enforcing wireless-enabled device usage policies within a predetermined

environment.

In a first aspect, there is provided a system for controlling operation of
wirelessly-enabled devices. The system includes a wireless usage policy manager
operable to generate commands for enforcing a plurality of wireless device usage
policies, and at least one wirelessly-enabled device operable to execute a wireless policy
enforcement application, thereby causing the wirelessly-enabled device to respond to

the commands generated by the wireless usage policy manager. The wireless usage



10

15

In a second aspect, there is provided a method for controlling operation of
wirelessly-enabled devices. The method includes using a wireless usage

policy 5 manager to generate commands for enforcing a plurality of

wireless device usage policies, and executing a wireless policy

enforcement application on at least one wirelessly-enabled device,

thereby causing the wirelessly-enabled device to respond to the
sommandseenaspiesbyihe wiialessraisagearpRicy manpgetict bE Miveless
usage policy manager is operable to override default wireless usage
policiesafiaawinalads & vadgh palidyremainabasedonr infeimatiomahittelevice.
at least one wirelessly-enabled device. In different embodiments of the
invention, a wireless usage policy manager enforces predetermined

usage policies by automatically disabling or limiting the operation of

wirele éﬁﬁ‘l’:ﬂég Hosrledas fheywider heghadeterrnpsal boe AasiEebe!

the wireless policy management environment. When the wireless-enabled
vElesd esrAREd ﬁwe?éh%me@%m&a%%ﬁﬂn%warérééglmwhw
management environment they are. automatically restored to their prior
BgBRERD ISR NBIRISE F A ARIREC giReRbS ih ah REH Tesi CE¥ FIvCIRAS,

but are not limited. to, cellular phones, portable computers, personal
BRGitAIa B B BB ALY PISTEPS HHOTBF ST HeRREa R deaidpea
device functionality that can be disapled or limited -5 by the ysage polic
e DGR s WOE TRt 25 HOWEr SO SEicd deuite & Tesbond o

ommunicaéiions ban n /orﬁr?tocols, audjble/silent/vibrate “ring' mode,

($720 M s || EIG o= RaT) @ge StSHEIR U TRRS R BIh BliAE s Hfthe! < ess usase
inyention, additional or.extended jnformation 5 elements elre.img%ementled
BB B AR R Bt BCES 1088 B icies O @ wreles

usage policy domain based on information on the at least one wirelessly-enabled device.

In different embodiments of the invention, a wireless usage policy manager
enforces predetermined usage policies by automatically disabling or limiting the
operation of wireless-enabled devices as they enter the predetermined boundaries of the
wireless policy management environment. When the wireless-enabled devices exit the
predetermined boundaries of the wireless policy management environment they are
automatically restored to their prior operational state without user actions. Wireless-
enabled devices include, but are not limited to, cellular phones, portable computers,
personal digital assistants (PDAs), pagers and/or similar devices. Wireless-enabled

device functionality that can be disabled or limited
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skill in the art, including but not limited to, Global Services for Mobile
communication (GSM), General Packet Radio Service (GPRS), Enhanced
Data rates for Global Evolution (EDGE), Universal Mobile
Telecommunications System (UMTS), Bluetooth, ultra wideband (UWB),
IEEE 802.16 (WIMAX) and IEEE 10 802.11 (WiFi). These information
elements are implemented to communicate and/or enforce predetermined
wireless usage policies as wireless devices enter the boun%fgrgs of a

by ichsagc RAKY BETAETORFAN S IBIASHRY BIPUER iR BLY H XU Sttt

comprising a wireless ysage policy m er. The.communication and/or

CORRRUERERT (PO BHAT O St THBIRER BRSSO
.the time of handqver, 15 when the subject wireless devices switch from

dighal BmTEheRSIEI&8s transmitter connection to the local transmitter of

2 e FR e A OO EDA A GO B e R g
RGO DL ey MAGE T e ChBen e
SR B e R RO B DA e oy e e R T eing
o e R B R e R R P e
oL e B R e RE R T
B e R e

, probe requests/responsés, service

8391 a(R%/iFi). These information elements are implemented to communicate and/or
enforce predetermined wireless usage policies as wireless devices enter the
boundaries of a wireless usage policy domain established by a wireless access point
comprising a wireless usage policy managef. The communication and/or enforcement
of the additional or extended information elements occurs at the time of handover,
when the subject wireless devices switch from their current wireless transmitter
connection to the local transmitter of wireless access point comprising the wireless
usage policy manager. In an embodiment of the invention, the boundaries of a
wireless usage policy domain are formed by the coverage of a wireless access point
comprising the wireless usage policy manager. In another embodiment of the
invention, the boundaries of a wireless usage policy domain are formed by the
coverage of two or more wireless access points comprising wireless usage policy
managers that further comprise a common usage policy database. In both

embodiments, the location of the wireless access point comprising the wireless usage
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5 implemented without altering existing technology specifications and/or
standards. Furthermore, extension elements can be introduced without
changes to the underlying hardware and/or software comprising
wireless-enabled devices, allowing rapid adoption in existing as well as
new products. Those of skill in the art will understand that many such
embodiments and variations of the invention are possible, including 10 but
ot limited to those described hereinaPFove, hich ar g no means all
Pl B BRI G BTIOR OF PR D RA TGS et et
. [nvention ma b% etter understood, and its numerous objects, features
alrgﬂﬁg’%é%@“ 88%ade apparent to those skilled in the art by referencing
the pccompanying dranings. The.use.offie same reference umber. .
throu%ﬁoda e 15 severa iguries esighates A ke o Similar element. o s
Fi is a generalized illustration of .an information handlin stem that
cop A R R B el e
._invention; Fiqure 2.depicts a wireless communications_network that,can be
SR s R s S S
FOAISRIGIE BuIRIese. 45a0s POllo RIRIARIAN: SHS{P I, A% N IGMENiEd: e
accordance with an embodiment of the Invention; - |gLﬁe IS
. | , Py . caotiali tem
b

ad!)e:%%%é&i@ti%g%%@gle% ﬁ%W%}Qﬁhgﬁiﬁtﬂ&é?g‘f’ﬁSlFﬁ?tﬁi%%mg erstand

orcement system as |mple ented In accordance wi ment
thaqfntlgﬁy édgﬁ’ 8%%5:‘?1@9& and variations of the invention are possible, including

but not limited to those described hereinabove, which are by no means all inclustve.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be better understood, and its numerous objects,
features and advantages made apparent to those skilled in the art by referencing the
accompanying drawings. The use of the same reference number throughout the
several figures designates a like or similar element.

Figure 1 is a generalized illustration of an information handling system that
can be used to implement the method and system of the present invention;

Figure 2 depicts a wireless communications network that can be used to
implement the method and apparatus of the invention;

Figure 3 depicts a wireless usage policy enforcement system as implemented

in accordance with an embodiment of the invention;
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Figure 6 is a generalized depiction of the flow of information element
extensions as implemented in accordance with an embodiment of the
invention. DETAILED DESCRIPTION A system and method is described
for the automatic enforcement of wireless- 10 enabled device usage
policies within a predetermined environment. A wireless usage policy
manager enforces predetermined usage policies by automatically
disabling or limiting the operation of wireless-enabled devices as they .
enteFIBEprbHetERHHEGIHLHOABEAST & WFElESs 15BREP THEK AGERTERE™
environment. When the wireless- enabled devices exif the predetermined
SYB@W@%W?&%&?W@%%%@%M‘%@rﬁ\éi]ﬁ%fﬂ‘é?ﬁt{ﬂ%y are
automatically restored to their prior operational state without usler actions.

For pUBBSes of #fESHItSHE A ThHSHTAI SRRy S5t by
cltiel ALy TOLESE A AV TEE Tk B BHIHSRe o,

_store, display, manifest, detect, 20 record, reproduce, handle, or utilize
R A information, intelligence, or data for business, scientific,

contrgl, or other purposes. For example, an.information handling_system
may BEHPErSoh&FRTMIFSE ,881ﬁ%‘f%é’r&%‘?@88e0gléﬁ%gf%$0§n§%?ﬁg?

suitable -8 deyice and may vary in size, shape, pgrformance, .
CRNBR AR BIFSES. AR BRSaton RAAGHYG SUSRRST MEsvetian

random access memory (RAM), one or more processing resources such
D B RO xﬁ&qn (CPU) or hardware or sqftware control logic,

; f nonvolatile memory. Additional 5 components

of the information handling system may include one or more disk drives

A system and method is described for the automatic enforcement of wireless-
enabled device usage policies within a predetermined environment. A wireless usage
policy manager enforces predetermined usage policies by automatically disabling or
limiting the operation of wireless-enabled devices as they enter the predetermined
boundaries of the wireless policy management environment. When the wireless-
enabled devices exit the predetermined boundaries of the wireless policy management
environment they are automatically restored to their prior operational state without
user actions.

For purposes of this disclosure, an information handling system may include
any instrumentality or aggregate of instrumentalities operable to compute, classify,
process, transmit, receive, retrieve, originate, switch, store, display, manifest, detect,
record, reproduce, handle, or utilize any form of information, intelligence, or data for

business, scientific, control, or other purposes. For example, an information handling

system may be a personal computer, a network storage device, or any other suitable
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one or more network ports for communicating with external devices as
well as various input and output (I/0O) devices, such as a keyboard, a
mouse, and a video display. The information handling system may also
include one or more buses operable to transmit communications between
the various hardware components. 10 Figure 1 is a generalized illustration
of an information handling system 100 that can be used to implement the
system and method of the present invention. The informatjon handling

degirerand MEHEY Pptdeedsic@GroEarns: SrocHSEat inA PrEPUM 02,

. input/putp%fg/,O) devices 104, such as a display, a keyboard, a mouse,

il gL E ST P, ARG FRRIBR SRS RSEE OB 0 ¥ lo 88 ther

subsystems 15 108, network port 110 operahle to connect to a network
QTS PTa I EYR ISR ROy 0&&%&%&@8&%&% JSFBre Blisds

14. O ] 16 ides i t 112 and t
S T R T

bodiment of the invention far implementation of wirel polic
COg OB R S BRI ES SUrE T S Pt AP Qe g OTe ik citves,

oS pcalons netark 200 ot cop e sed o ploment he peltog,

T COI;W}HB Ca W, 1 as W
mvenquon. |refess mmunications neeiwork

. comprises wir cammunications cells 202, 204, 206, 208, 210 and
i T e R SR RO 2R 83 ORI, e

fiSE 9 conprises smaller cels 214, 216,218, 220,222, 224,06 230,
which may comprise, but are notlimi ed to, small macrocetls, microcells,

%ilcrzlg)cells and/or.nanocells as ar% familiar to those Pf skill in the art. These
cO 1cat1cn§st etweeatt €Val‘t10115 .

Shatler ce ypically operate on & ‘eﬂfraerﬁtclpr%lcfﬁgﬁ%lsés and handle the

Figure 1 is a generalized illustration of an information handling system 100
that can be used to implement the system and method of the present invention. The
information handling system includes a processor (e.g., central processor unit or
“CPU”) 102, mput/output (/O) devices 104, such as a display, a keyboard, a mouse,
and associated controllers, a hard drive or disk storage 106, various other subsystems
108, network port 110 operable to connect to a network 122, and system memory 112,
all interconnected via one or more buses 1 14. Operating system 116 resides in system
memory 112 and supports wireless communication application 118, which is utilized
in an embodiment of the invention for implementation of wireless usage policy
enforcement application 120.

Figure 2 depicts a wireless communications network 200 that can be used to
implement the method and system of the invention. Wireless communications

network 200 comprises wireless communications cells 202, 204, 206, 208, 210 and

212. In an embodiment of the invention, witeless communications cell 210 further
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5 majority of the traffic within cell 210, with gaps in their coverage
generally being accommodated by the overall wireless coverage provided
by cell 210. Cell types are commonly classified by the location of their
typical implementation and the wireless coverage they provide. For
example, both large and small macrocells are generally implemented
above rooftop location, but large macrocells typically provide 3 to 30 10

Km coverage whjle small macracells provide 1 to m cQqverage. .
R i et el e K o b T R RN PR Y
typically provide coverage of 1Q0 meters to 1 Km. Both picocells and
b R o ST AR AR GRS T S e

P aI|%r.9vid[e 0 me sﬁo ltﬁm au%nd 1 meter to ten meters coverage
reislpa)'léc ivéﬁ/‘? T5°8malerwifeless cell 230 further comprises a wireless

usa olic main,as described in greater detail hereinbelow., In this
.g‘jazlrff):se %Xladﬁ’e cerfls 1(:2?1? 0 erate%n 1%{3{(6 %%e tencies and handle the
depiction of wireless commuirmcations networ ., a wireless-enabled

S AR DS IR A

, and smal

acg%%‘f%‘%&%‘éﬁ%on%g%%l A0S \é\g{f%lreat%%i-e{(])%%eg.ﬁg\éie??iﬁyeﬁ%ﬁ%g%%{%re

ItS communications connectivi maintal rom cell to

comhRIaN eSﬁ#Eﬁ"’@ B9 ﬁﬂg?c?cgé&-'f@fj&%i‘%&ﬁc%? BhPRNIONER WISKSRY N less

e
current cell relinquishes control of the communications session to the

co?f%?é”é" %Yg%clivi%ig 'gg‘ge%‘r:ugﬁgi@&ﬂtlg tehgnicﬁ‘%&%ﬁ@z%a%c%iéﬁée%%é%%%g%l ’

evice foliows path gh wireleS§s communications cells

inf @&r?e%%ﬂeaﬁoﬁéifee%ﬁi%‘?s “O%A,'tﬁogxgs {Jv%%%%rfao&%@e‘iﬁi?rﬁ&ﬁ%ﬁf&lhgﬂd% velorg

ntering sma ler wireléss ce urther co prises a wireless

K&S&gz%lggg %ﬂ%%ﬁii@ﬁa@?&&@@%@&&@é SEIE q@ﬁagoverage. Microcells are

generally implemented at or below rooftop level and typically provide coverage of
100 meters to 1 Km. Both picocells and nanocells are generally implemented below
rooftop level and typically provide 10 meters to 1 Km and 1 meter to ten meters
coverage respectively.

Smaller wireless cell 230 further comprises a wireless usage policy domain as
described in greater detail hereinbelow. In this depiction of wireless communications
network 200, a wireless-enabled device follows path 226 through wireless
communications cells 202, 204, 206, 208, 212, and smaller wireless cells 216, 218 of
wireless communications cell 210, As the wireless-enabled device traverses path 226,
its communications connectivity is maintained from cell to cell by a process known to
those of skill in the art as a handover, whereby the current cell relinquishes control of

the communications session to the assuming cell.

-10-
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5 hereinbelow. As the wireless-enabled device enters the wireless usage
policy domain comprising smaller wireless cell 230, control of its
communications and associated capabilities are relinquished in a
handover process described in greater detail hereinbelow. In this same
and other embodiments of the invention, adherence to wireless usage
policies is enforced for as long as the device is within the coverage 10

area of the wireless usage policy domain 230. However, as the

wirelBs 3RS ERARE S IVEEHRB- oV EIGEs SRR 6 ey (Wi &pESX 0 94228

policy domain 230 it is returned. tg its prior operatignal state and caontro| of

U g R SO R USRS et cal o b Sl MEeelgapell 214 of

relinquished in additional handover processes, first to small wireless cell
WIE B85S ROPHBIIRIRSIESS ct %@fﬁﬁ%ﬂﬁ@ﬁ%@@fkﬁi&gﬁﬂiﬁwﬁv Ues 5531

policy enfarcement system 300 ]?s implementgd in.accordance r\%/ith.fln
ons

furdiTh GORWESEDE (RESHOR HERST. BRHRYS AR 6N JSRATEIES L e BT et
t k 306 i led to wireli icafi twork 308.. .
eSS S e TS b S A AP Lo e e et gy domain
id [ icati ivity t irel devi 302
cogggﬁgﬁggg gsﬁgg%rgegsg”&?% NS SO eV LIRS R o ofured

ICy ‘€nforcement app ireless usage
licy.domain,310. comprises wireless access point 312, which, further
R e R e
olicies 316. In.an embodiment of the.inventi wireless usage. po
AT oy A e e RS G
embodiment aof the inveption \INireI s usage paolicies 316[ are.stored on a
1 ¢ ac

wireless U € DOLCISS 18 entor Or.as 1011g as VICE 1S within th VETage
fEmote Roet And aceE8sEd y ereles§usage policy manager 514% rcﬁjgh

ar?véi E)ef] %Sesv%or%ggsp Hvaittge Ig%li?cu 01%%%19 i%ad‘sﬁ%'\‘a’%(@! %%et%]es \@f&%g s§eondél§re]9
en through wireless

Iic{es
ce 10

device leaves the coverage area of the wireless usage policy domain 230 it is returned
to its prior operational state and control of its communications and associated
capabilities are once again relinquished in additional handover processes, first to
small wireless cell 218 and then to wireless cell 212.

Figure 3 depicts a wireless usage policy enforcement system 300 as
implemented in accordance with an embodiment of the invention. In this depiction,
wireless communications network 306 is coupled to wireline communications
network 308, and comprises one or more base transceiver systems (BTS) 304, which
provide wireless communications connectivity to wireless devices 302 comprising
usage policy enforcement appiication 120. Wireless usage policy domain 310
comprises wireless access point 312, which further comprises wireless usage policy
manager 314 and wireless usage policies 316. In an embodiment of the invention,

wireless nsage policies 316 are stored locally in wireless access point 312. In another

-11-
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communications network 306 or through wireline communications network
308. In 5 yet another embodiment of the invention, wireless usage policies
316 and wireless usage policy manager 314 are both implemented on a
remote host and accessed by wireless access point 312 through wireless
connectivity through base transceiver systems (BTS) 304 and then
through wireless communications network 306 or through wireline

embogHIElT i‘f%%‘tiﬁé‘ls 0?&\&’8&%&-@:33%%%"%5%3?%‘%‘?‘5 %?esfﬁ?x%d%%%gﬁﬁg host

usage policy enforcement applicatio enter wireless usage policy

an&’%‘&@ég?ﬁlo_ &Qﬁﬁe@ﬁ%ﬁ%@%ﬁ rﬁ%ﬁi%gey%ii‘ﬂt%&%%ﬁr&ifgﬁ%oé%%%@wﬁ& to

those of skill in the art and control of thelir respective wireless

ﬂu%ﬁ%i&”%%@%?&l%@e‘i? fvity (s trepsfered asAhandaveriiom base

transcelver system 304 to wireless access point 312. At the time of

coRANHRVEE NITRIRSS KSRGS PRIGY AP RRTRIRL AL G RIBHD Icate S WiTgless,

usage policies 316 to wireless devices 302 through a series of exchanges

vethabinglude.gaiersiansuie infermationalements . degeriked h.areaifliess

detail hereinbelow. These information element éxtensions are

uségb%%mgﬂﬁ&lsgt& gnforcenniralesHsaeRAIgIRS RO CRRtRUING DSy

required wireless communication and/or associated functionalities

wikQRPHSiRg Wirplessdeyices 49804 anamhodimenh o.tha nuentiep,

usage policy enforcement application 120 implements information

syﬁ!ﬁﬁ@?ﬂﬁ@j@@é?@ﬁﬁﬂﬁx@ﬂﬁ%&&%%% HSRGRRRIGIES: LARYK 3BtwRIling
the required wireless communication and/or associated functionalities

ﬂuﬁ%{%@gl@%gﬁﬁg@w@@m@@mgmmtensions. In another embodiment
of the -12 invention, the operating system or other software code (e.g.,

operating; Rt by RN AHMLRRPICAIAN I RIE HEONRHSHI Ml

devices 302 similarly
120, enter wireless usage policy domain 310, their presence is detected using prior art
methods familiar to those of skill in the art and control of their respective wireless
communication connectivity is transferred as a handover from base transceiver system
304 to wireless access point 312, At the time of handover, wireless usage policy
manager 314 communicates wireless usage policies 316 to wireless devices 302
through a series of exchanges that include extensions to information elements,
described in greater detail hereinbelow. These information element extensions are
implementable to enforce wireless usage policies 316 by controlling the required
wireless communication and/or associated functionalities comprising wireless devices
302. In an embodiment of the invention, usage policy enforcement application 120
implements information element extensions to enforce wireless usage policies 316 by

controlling the required wireless communication and/or associated functionalities

referenced by the information element extensions. In another embodiment of the
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implements information element extensions to enforce wireless usage
policies 316. In an embodiment of the invention, wireless connectivity, as
allowed by 5 wireless usage policies 316, is maintained through a wireless
link between wireless access point 312 and base transceiver system 304,
which is coupled to wireless communications network 306, which in turn
is coupled to wireline communications network 308. In another
embodlrgent of the i inve ntion, \ﬁ(llrele connegtlwty as aIIowed bg( wireless
mvl%%ﬁg 6 GRS T@ Srﬁrerﬁr? a?ne& ?ﬁro‘ﬁ' § 80W?ré?|ﬁé Pﬁﬁr%e?\%/e%

wireless acces%@o int 31 ?nd wireline commu%flcatlo Qetwolrk 308.

PG R0 oL A o et e 1Y

nfa otlatltlo OO as Iemen accordance w
im g in o %nln;;] emen nsmns o en Tee wireless us poizclles 316.

iment o ventlon 0 negotlate e enforcement-of‘wireless
usa d%gtl)lml S rf"{}]xw'ﬁ%% Isous 0|IC ecm%{rs} 3%310 &S |t63ebates
to pre ermlne ere ess devices agram 15 wireless

vm%g &@S%‘g&%%‘%’lgsﬁ% fey %ﬁ%@%@éﬁ@% ‘é’é%&@&%‘?&%%r

|ng center base station

ac& ngtéﬁ ﬁr?s@%&)b <08 andha %@%&ﬁ%ﬁew& t%@l}é%g% Fididdobile

switthing center (MSC) A" 404 further comprises home location register

ot A 408, Visiter s lncatian eoister (VL R)A" té%ar&ﬂ% ugegﬁum%m

repository A’ 412. In'this same 20 diagram, wireless usage policy domain

neRoHE ST e RGN IR I HED G SEIE WERMRC, Bedidnmgbile

switching center (MSC) B" 416, base station controller (BSC) B' 418, and
Al MENRSS QRERSS 1&%% Bdiei BT ﬁ%&%&%@&’%ﬂ%&gﬁ aUSREERANGY between

manager 314. Mobife switching center (MSC) B" 416 further comprises -13

w1gézi§§:§ ;lr?g&g%ﬁﬁ%'#&%ﬁéh% #a0nyisioracataneRister (VLR) B
Figure 4 1s generalized block diagram of a wireless usage policy negotiation

system 400 as implemented in accordance with an embodiment of the invention to
negotiate the enforcement of wireless usage policies 316 within wireless usage policy
domain 310 as it relates to predetermined wireless devices 302. In this diagram,
wireless communication network 306 comprises gateway mobile switching center
(GMSC) ‘A’ 402, mobile switching center (MSC) ‘A’ 404, base station controller
(BSC) ‘A’ 406, and base transceiver system (BTS) 304. Mobile switching center
(MSC) ‘A’ 404 further comprises home location register (HLR) “A” 408, visitor
location register (VLR) ‘A’ 410, and usage policy repository ‘A’ 412, In this same
diagram, wireless usage policy domain 310 comprises gateway mobile switching
center (GMSC) ‘B’ 414, mobile switching center (MSC) ‘B’ 416, base station

controller (BSC) ‘B’ 418, and wireless access point 312, further comprising wireless

usage policy manager 314. Mobile switching center (MSC) ‘B’ 416 further comprises
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usage policy repository "B' 424. Gateway mobile switching center (GMSC)
"A' 402 communicates with GMSC "B' 414 to determine whether wireless
devices 302 are currently located 5 within the coverage area of MSC "A'
404 or MSC 'B' 416. Mobile switching center (MSC) "A' 404 and MSC "B’
416 provide circuit-switched calling and mobility management to wireless
devices 302 roaming within their respective coverage areas. Home
location register (HLR) "A' 408 and HLR "B' 420, respectively comprising
haus eaiqu 2ingMEBER B 14 hrdsplersietetivt atabiecs tha) ddhfaih and
details of each 10 wireless device subscribed to their associated wireless
usagapeHey snesHeny clirdat- location. Conversely, visitor location register
(VLR) "A" 406 and VLR B' 422, also respectively comprising MSC "A' 404
and M By AmebidrseEiriysersitEBYEEs thal Yohtammergriesieseh
wireless device that has roamed into their associated wireless network
Chbverdyd Hrda dppsrmins rabethoy prreless gevasrs YR gopaatelgsataiely
15 obtained from HLR B' 420 or HLR "A' 404, or it is collected from
wititeibsscousirgssase 2 Mak emBIdiRiMSSt ihe Hivertiabimeairiinarslits
of GSMC "A' 402 is _integrated with MSC 'A’' 404 and the functionality of
MESUA BHUDERS Midgrited! W WIS ST A8 Vi TotRB Mg ANO BRI Of
the invention, the functignality of VLR "A' 410 is likewise integrated with
mm&%ﬂ%&nam‘ﬂamﬁéiﬁyﬁﬁmﬁ%ifm%m@ﬂ@d@@?gmwrs@ﬁlﬁ@gﬁaws-
with MSC "B’ 416. In yet another embodiment of the invention, the
RGN TS EESMELR) 202 AR dESEHA 5 43¢ aFRIRAE VER OB St
VLR "A' 410 and VLR B' 422 are respectively integrated with MSC "A' 404

Mahd MSE* B8 HILR ROoadE BRERIER S81aRR0°aG) SrBtamAefafls of each

wireless device subscribed to their associated wireless networks and their current
location. Conversely, visitor location register (VLLR) ‘A’ 406 and VLR ‘B’ 422, also
respectively comprising MSC ‘A’ 404 and MSC ‘B’ 4;6, are temporary databases that
contain details of each wireless device that has roamed into their associated wireless
network coverage area. Data stored in VLR A’ 406 and VLR ‘B’ 422 is respectively
obtained from HLR ‘B” 420 or HLR ‘A’ 404, or it is collected from wireless devices
302. In an embodiment of the invention, the functionality of GSMC ‘A’ 402 1s
integrated with MSC “A’ 404 and the functionality of GSMC ‘B’ 420 is integrated
with MSC ‘B’ 416. In another embodiment of the invention, the functionality of VLR
‘A’ 410 is likewise integrated with MSC “A” 404 and the functionality of VLR ‘B’
422 is likewise integrated with MSC ‘B” 416. In yet another embodiment of the
invention, the functionality of GSMC ‘A’ 402 and GSMC ‘B’ 420 and the
functionality of VLR ‘A’ 410 and VLR ‘B’ 422 are respectively integrated with MSC

‘A’ 404 and MSC *B” 416, HLR “A’ 408 and HLR ‘B’ 420 are generally
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implemented on a remote host, and are typically queried by MSC "B' 416
and MSC "A' 404 at the time of handover to respectively populate their
associated VLR databases 422, 410 with additional details regarding
wireless devices 302 that are roaming in their coverage areas. 5 In an
embodiment of the invention, usage policy repository "A' 412 stores user
profile information that is cross-referenced to data stored in HLR "A' 408,

._Which is .associated with wireless devices 302 that ar scribed
R e HEB SOA TAAKE SAiHe LR b ALREBF S
A e R T Rl B PAA  mEER e

user profile infarmation that is gross-referenced to data st . in HLR
eGSR DA R R AR AR IO SRR B bt

subscribed ta the wireless communications network comprising wireless
1o mg m i COVETaEe

UeaGe policy dom h 310" As wireless devices 302 enter wireless usage

ol e A8, (UHE O AFISEADNSE AT
R SR P e e S0 A
o AP ot e e SEIRCIRTRTEN: huthiniinons
S R G S e

31RO A3 S VIS RSPHERSE RO X IIDIDRUAN [ TeR0RolIRy

repository odified as appropriate and communicate

do}gﬁgﬁl 839 4309 ROYRY PANAdGBLE Al ATE AL BRRIVELNRAPENA R e

ement extensions, to wireless usage policy

m HLR ‘B’ 422, which is likewise associated with wireless devices 302 that are
subscribed to the wireless communications network comprising wireless usage policy
domain 310. As wireless devices 302 enter wireless usage policy domain 310,
identification information 1s collected by MSC ‘B’ 416 and compared to data stored in
HLR ‘B’ 420. If a match is not found, identification information coliected from
wireless devices 302 is added to VLR ‘B’ 422 and MSC ‘B’ 416 queries MSC ‘A’
404 for additional information from HLR “A’ 408 and usage policy repository ‘A’
412. Additional information retrieved from HLR ‘A’ 408 is then added to VLR B’
422 and information retrieved from usage policy repository ‘A’ 412 is compared to
wireless usage policy information residing in usage policy repository ‘B’ 316,
Wireless usage policy information from usage policy repository ‘B’ 316 is then
modified as appropriate and communicated by wireless usage policy manager 314 at

time of handover, via information element extensions, to wireless usage policy
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-15 enforcement application 120 or other software code comprising
wireless devices 302 for enforcement as described in greater detail
hereinabove. As an example, MSC "B' 416 collects information from a
wireless device 302 as it enters wireless usage domain 310 and queries
MSC 'A' 404 to retrieve 5 information stored. on HLR 'A’ 408 and usage
policy repository 'A' 412. The information retrieved from usage policy
repository 'A' 412 indicates that the wireless device 302 is assigned to a

enif eROCEPF o didf), RISl VR AR COMBRITAL B ARS8 ocs 302
device should always be active, audible, and capable of receiving and
for spSHTRIMVE S CARS TR SR AEIMIESINRRR4E policy stored in usage

policy 10 repository B' 316 for wireless usage policy.domain 310 allows

inaudiSiehBtHERNLALSF rdtefl P SVGts I ENI ISR VA tiRE device 302

messaging, but does not allow audible natification of incoming calls, nor
bR BT FEE A PRI VRS Salle: 13 BLAER<ISe of

. digital camera functionality within a wireless.device 'is likewise no
AR 78 BRI AL SIBEE R L SO0 B o Wt 15

. wireless usage policy overrides,. the wireless usage policy retrie fram
R BB REy S LRRO 8 16 SN ST SO FAGRIT The Whrless

notification of receipt of voicemails, interactive text messaging, and
d?@@@ié%%%ﬁ%ﬁ%ﬁi&?oﬁ‘gfe&%%‘ée%@ ofﬁma and e 1o 48 Frcﬂg]i%gpcerns, the

owever, the use O

functionalify within wireless device 302 i I d as th
Ry e e T e

R S o L SR R POlSIER A e Boicy

ge policy manager attime o

oRetr Y Dreten e g o WIERSAGHBE Al
of receipt of voicemails and interactive text messaging, but does not allow audible
notification of incoming calls, nor does it allow receiving or transmitting of voice
calls. In addition, use of digital camera functionality within a wireless device is
likewise not allowed. In this example, since wireless device 302 is associated with
wireless usage policy overrides, the wireless usage policy retrieved from usage policy
repository ‘B’ 316 is first modified to allow inaudible notiﬁcation of receipt of
voicemails, interactive text messaging, and receipt and transmission of voice calls.
However, the use of digital camera functionality within wireless device 302 is not
allowed as the policy overrides received from usage repository ‘A’ 412 is not
applicable. The resulting, modified wireless usage policies are then communicated by
wireless usage policy manager 314 at time of handover, via information element

extensions, to wireless usage policy enforcement application 120 or other software

code comprising wireless devices 302 for enforcement.
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code comprising wireless devices 302 for enforcement. -16 Figure 5 is a
generalized flowchart depicting a wireless usage policy enforcement
system as implemented in accordance with an embodiment of the
invention. In Step 502, a wireless device enters a wireless usage policy
domain, as described in greater detail hereinabove, and related
information details about the 5 wireless device are collected in Step 504
by the mobile switching center (MSC) associated with the wireless
netwBikucomprisisgeradiveddeschar gepeieg aonalrsansags Sriddiment
of the invention, the wireless usage policy domain is a smaller cell of the
endarprmeiiciEssesiBRlamensethie seprdaive Wibansmbadimethevifeless
device may not be considered to be roaming by the MSC, it is still subject
ingswiipalels VeRGE2 0 POTRIRSS QK56 SRR IRE SOV SRS EOTIARH &
cell. In another embodiment of the invention, the wireless device is
dersabrAgreRIaheeril drrarboRe MRk OREEqE deirleAbor e
different embodiment of the invention, MSC functionality is implemented
wirmw@e}é@%aagagaeﬁ&f&wﬁﬁvam%&zﬁaae@%\buﬁtﬁaﬂﬁwﬁs%m%@4§C>
network and any wireless device within its area of coverage is freated as a]n

asgostiielyvith Hevideelens s BtirispaPdsaad OB HELRS WirsRBL HAICa SR

collected in Step 504, the MSC associated with the wireless usag politf ¢
anjemRARIEBLRE e HSsHtiate P AGHEIICHRSH POSISYAMTRY A §f5’§%§8 i

determine in Step 508 whether the wireless _device is subscribe(iig%o#s .
ths SSBAEEIGH BRSO R Abafich R ARSIBISIBOBHREEINEY e
wireless device is subscribed.to its associated ,netvﬁork he MSC retrieves

( t
mg PRt RS ASA RS ARG 1 1S &Y Fmitds Sl wbiesd 9 HTslRss usage

usage polic .
poiicigs agsocigted with the coverage of the smaller cell. In another embodiment of

the invention, the wireless device is roaming from another wireless network and the
MSC is different. In a different embodiment of the invention, MSC functionality is
implemented in a wireless uéage policy domain to create a virtual private wireless
network and any wireless device within its area of coverage is treated as a roaming
device.

Once additional details about the wireless device are collected in Step 504, the
MSC associated with the wireless usage policy domain checks its associated home
location register (HLR) in Step 506 to determine in Step 508 whether the wireless
device is subscribed to its associated wireless network. If it is determined in Step 508
that the wireless device is subscribed to its associated network, the MSC retrieves
additional detail information in Step 510 from its associated HLR and usage policy
data from its associated wireless usage policy register as described in greater detail

hereinabove, Ifit is determined in Step 508 that the wireless device is not subscribed
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data from its associated wireless usage policy register as described in
greater detail hereinabove. If it is determined in Step 508 that the wireless
device is not subscribed -17 to its associated network, the MSC registers
the wireless device in its visitor location register (VLR) in Step 512 and
queries the wireless device's wireless network provider MSC in Step 514
to collect additional detail information from its associated HLR and usage
policy data from its associated wireless usage policy register. 5 Retrieved
to detaskorfiatedateowaskttbe M e Sters Bik6Wiyelhes MISCassoeat@dwitbathm
wireless usage policy domain to further populate its associated VLR as
regispropdfialke, irabidiilid 2etmibyectias doe poliksddtsiis somrelmss tetamireless
usage policy manager with the default wireless usage policies of the
profidtedd $Sag & eplich dowrdlactard dompadstn| fafmtagaciemitetdnciated
- Step 518 that the usage policy data retrieved in Step 510 or Step 514
Hidyaidssegeniding dhe defaduls wireldstd sdgd s lichs pbthey wigiiess
usage policy domain, then the wireless usage policy manager determines
Rétrigveg 82ail wiethwititn asl dwerthisedvier it tol b intiptéviehntesdodiatad with the
decided in Step 520 to override the default wireless usage policies of the
witdlese ssagsaneigiofleyndariair e papula dvaridewiafe\dgphe annrspsiste,
522 and communicated to the wireless device in Step 524 using
anigfbaelisves] asden heliehdith s asresedtied inigreatasaeaaid hey aiabaisi.
Otherwise, the default wireless usage policies of the wireless usage policy
witbrihaidedralt coneashisagsdtdieins MlirdressiglagicesieSrep &dpusigor
information element extensions as described in greater detail hereinbelow.
cqppsisemunicated 20 information element extensions are accepted by

the wireless device and successfully
If it is determined in Step 518 that the usage policy data retrieved in Step 510

or Step 514 requires overriding the default wireless usage policies of the wireless
usage policy domain, then the wireless usage policy manager determines in Step 520
;vhether to allow the override to be implemented. If it is decided in Step 520 to
override the default wireless usage policies of the wireless usage policy domain, then
the overrides are applied in Step 522 and communicated to the wireless device in Step
524 using information element extensions as described in greater detail hereinbelow.
Otherwise, the default wireless usage policies of the wireless usage policy domain are
communicated to the wireless device in Step 524 using information element
extensions as described in greater detail hereinbelow. If the communicated
information element extensions are accepted by the wireless device and successfully
implemented by a wireless usage policy enforcement application in Step 526, then it
is determined in Step 534 whether the wireless device is leaving the coverage area of

the wireless usage policy domain, If it is, appropriate information element extensions
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implemented by a wireless usage policy enforcement application in Step
526, then it is determined in Step 534 whether the wireless device is
leaving the coverage area of the wireless usage policy domain. If it is,
appropriate information element extensions -18 are communicated to the
wireless device by the wireless usage policy manager and are
implemented in Step 538 by the wireless usage policy enforcement
application to restore itself to its previous operational state and it is then
arhegrdathmveictbtthideraveiviiglt e bp the miiksdeshesedeale B Uagegsoing are
manager communicates 5 appropriate information element extensions in
imgteparaian® ttie Probr skecohtlrsessizane banmmorenett ifoissagorio
element extensions are accepted by the wireless device and but are not
regoreussflyi IRpRiteRteRP I angli isde sk gt henbyleb rashierthe
application in Step 526, then it is determined in. Step 528 whether they
reggiying BERSsTHIDarBe nish ey Ol e E S BRI B SRS O pRHgR tre
wireless device. 10 If the information element extensions are successfully
apRFOEAR MG MRS I gDENtRERTE IR et RiTIned4ASkElS BRorevRsaidingss. [
wireless device is leaving the coverage area of the wireless usage policy
thegpmamEnioiies HEPrEHATeCARRFR AFSF B RRESERI SR avireless device
communicated to the wireless device by the wireless usage policy

 anthhwRje naheraresTRpIE HepifeReiies Ry B 38TBlp thEsaERONSHWAI toRe 5

comprising the wireless device to restore itself to its previous operational
appligRigRANtSISRAEA-HATTHE dSSRTTBIRGE KB ERAG MEETOHRINALE, the

wireless usage policy manager communicates appropriate information
S e S ] O EP RHAT 4RO GEBYL S ORRG FErf gFredevice.

communicated information element extensions are not, accepted by the

wirelEs Bl RSP L GERS IR HEY TRIESReB IS 8 Step

528, then it is determined in Step 534 whether the wireless device is leaving the
coverage area of the wireless usage policy domain. If it is, appropriate information
element extensions are communicated to the wireless device by the wireless usage
policy manager and are implemented in Step 538 by the other software code
comprising the wireless device to restore itself to its previous operational state and it
is then handed over to the receiving MSC. Otherwise, the wireless usage policy
manager communicates appropriate information element extensions in Step 524 and
the process continues. If the communicated information element extensions are not
accepted by the wireless device and are not successfully implemented in Step 526 or
Step 528, then the wireless usage policy manager uses information element extensions
to transmit a notification of the wireless usage policies to the wireless device in Step
530 with acknowledgement of receipt of the message requested via user action in Step

532. If receipt of the notification is not acknowledged by the wireless device user in
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20 Step 528, then the wireless usage policy manager uses information
element extensions to transmit a notification of the wireless usage
policies to the wireless device in Step 530 with acknowledgement of
receipt of the message requested via user action in Step 532. If receipt of
the notification is not acknowledged by the wireless device user in -19
Step 532, then. the notification is retransmitted in Step 530 by the wireless
usage policy manager at predetermined intervals until acknowledgement
Step ﬁ@ei@é&ﬁ ARt ERBeRIME TEPmERMantien SHelwitetesi dssgesasiicy
notification is sent as a text message to the wireless device. In another
POBfILBATRREEPIRETRVBHtSHNEE N R ckneaded penepiionticzition idn an
ent as a prerecorded voice message to the wireless device. If it is then
eﬂi&%‘mﬁ%%f ihediapamnths tedlfreres ety rofisatgnhesadve mtpet
area of the wireless usage policy domain, the wireless device user is
IGHEAG ANy OtHERTH %ﬁesépé tGbstora beg el eddhecmeantionstirevitless
%%g?ﬁional _:}sféate, and it is then handed over to the receiving MSC in Step
U N RRIF B O ST &2 SRR AT RSV 61 0 B RS ALS oo Yiiedss
d eJemfi\ft gﬁfnsions as implemented in accordance with an embodiment
Yhe INVEHHGA SHCTUE BictiSR Stk dras te matsisas device Bdoadasitiss
handover trigger 602, such as but nat limjted to, quality of service (QoS)
CO AL DB 5L TSR ARLY SN K AL fIFYHS Fiiation of
mode negatigtions 604 with wireless access point 312, 15 Mqade )
maﬁlélaqo%&?gﬁ%%%%?ﬁ%ﬁévfsgs%%@e SoTfles1 Seright d1a RifeRIsonsjional
s olic .{eq%esth60 from wireless usage policy. manager 314 which
own1daas Wi eSS 18X Fe IR IS bt RiréfedeR s point 312,

which.then checks device modes 610 of wireless-enabled device 302.
OncE WS 8%5 %g%@% e eﬂ‘ﬁ@@‘bgg}{“’cﬂ@@kgﬁ%@?mmwn element

extensions as implemented in accordance with an embodiment of the invention. In
this depiction, wireless-enabled device 302 receives handover trigger 602, such as but
not limited to, quality of service (QoS) decreasing below a predetermined level, which
results in the initiation of mode negotiations 604 with wircless access point 312,
Mode negotiation 604 with wireless access point 312 triggers a wireless usage policy
request 604 from wireless usage policy manager 314 which downloads wireless usage
policies 608 to wireless access point 312, which then checks device modes 610 of
wireless-enabled device 302. Once wireless device modes have been checked by
wireless access point 312, appropriate information elements 612 with extensions
containing wireless usage parameters and controls are communicated to wireless-
enabled device 302 and are then applied 614, In an embodiment of the invention,
IEEE 802.21 information elements for operator/user policies are extended and

communicated to wireless-enabled device 302 for implementation by a wireless usage
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wireless access point 312, appropriate information elements 612 with
extensions 20 containing wireless usage parameters and controls are
communicated to wireless- enabled device 302 and are then applied 614.
In an embodiment of the invention, IEEE 802.21 information elements for
operator/user policies are extended and communicated to
wireless-enabled device 302 for implementation by a wireless usage -20
policy enforcement application. In another embodiment of the invention,
poleE EnfeuZIngr MO RMRATIT cldrABRts torsstiams it SbME NKREY Afe lektended
and communicated to wireless-enabled device 302 for implelﬂlentation by

80 HeidomEnD lSmEREH NG RIESROLGHI 8t f&tRRdesss

1n other
embodiments of the invention, 5 existin%inforn]ation elements com E%anl%

copHIRI A EISEE UBHTRAHEH B tiC AR B BRABIABD SRR e
extended for enforcement of predetermined wireless usage palicies and.
coffRERREAEE I TR A BB e BRSPS AP e
those of skill in the art. Once wireless _us%%‘e vg%f&meters and c%)ntrols are

eXBORIITERET S WRETIS ST R I G 8V R 502 WY dPE U BPHiSY 614

acknowledgement of their suc%(;:-P?sful imple encﬁationﬁl isc?nvq}/ed to
[

R LA Kn e TR e et R R T TR A DG R o
h that a hand decision 620 ] irel - bl
A ety b A SRR S AR (e sk

request 622 to wireless access point 312, which in turn initiates handover
th%eéélé‘é}sl%ﬁlﬁ 4% which are performed 626 in wireless access point 312.

Once handaqver processes are perfo me%r6g6 on Wrirr}?rll%msséen? (I)e‘gf.ge(%/sige
302, QBRfiNEGH 8%?@8@‘9@3‘7&?{{)& GOPEIREAL RUITRISHSY 50 WHI
I : i .
en(a:tg?e] %\?i%et g%{]gr? gl\”/eeagp%%gd %?tieac[:%{]o%\é%%ésment of their successful

implementation 616 is conveyed to wireless access point 312, which then confirms
their implementation 618 such that a handover decision 620 can be made by wireless-
enabled device 302. Wireless-enabled device. 302 then initiates a handover request
622 to wireless access point 312, which in turn initiates handover processes 624,
which are performed 626 in wireless access point 312. Once handover processes are
performed 626 on wireless-enabled device 302, confirmation 628 is conveyed to
wireless access point 312, which completes the handover 630. Once handover is
completed, wireless access point 312 maintains the wireless connection and monitors
wireless-enabled device 312 to ensure that wireless usage policies are enforced.
Skilled practitioners in the art will recognize that many other embodiments and
variations of the present invention are possible. In addition, each of the referenced
components in this embodiment of the invention may be comprised of a plurality of

components, each interacting with the other ina distributed environment.
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completed, wireless access point 312 maintains the wireless connection
and monitors wireless-enabled device 312 to ensure that wireless usage
policies are enforced. 20 Skilled practitioners in the art will recognize that
many other embodiments and variations of the present invention are
possible. In addition, each of the referenced components in this
embodiment of the invention may be comprised of a plurality of
components, each interacting with the gther in a distributed enyvironment.
Furhergrth StiS @ B ERTH O URT R B AR AV &rBBRC ARy S SN SAdthe
referenced embodiment to extend the scale and reach of the system's
empodiment fo-FORNIZDaVIEs 418 TR B ARED TS R &l Em for
controlling operation of wirelessly-enabled devices, comprising: 5 a
wireless usage policy manager operable to generate commands for
enforcing a plurality of wireless device usage policies; at least one
wirelessly-enabled device operable to execute a wireless policy
enforcement application, thereby causing said wirelessly-enabled device
to respond to said commands generated by said wireless usage policy
manager, 10 wherein said wireless usage policy manager is operable to
override default wireless usage policies of a wireless usage policy domain
based on information on the at least one wirelessly-enabled device. 2.
The system of claim 1, wherein said wireless usage policy manager is at
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30

15 a fixed location. 3. The system of claim 1, wherein said wireless usage
policy manager is mobile. 20 4. The system of claim 1, wherein said
wireless usage policy manager is implemented using a single wireless

access point defining said wireless usage policy domain. 5. The system  MCSLLP

of claim 1, wherein said wireless usage policy manager is 25

implemented using a plurality of wireless access points defining said

wirgkesIsIsgoeIaipyigomain. 6. The system of claim 5, wherein

individual wireless access points in said plurality of wireless access points

are operable to enforce said wireless usage policies as 30 said wireless

device movesAwiibiansaid vineletsuspgapelicy dorlaisly-23vicbddicet,

The system of claim 1, wherein wireless usage policy manager is operable

f8'5§rr¥%f3§te commands to automatically enforce said wireless usage

policies wﬂ%sasdgmpeﬁesysﬂ&mgeremm&&aad geiretesscusagenpelicyenforcing a

1?rgomiaj[n. 8. T S stem of cl aml 1. wherein said wireless usage policy
%ﬁ%éd’er id " Epetabie 16 élﬁ%gm%(t’lcaﬁy terminate said wireless usage

poIiciest\Adaemaaidrmrade]gsemkﬁﬂmbdle\avesma])WW@I@ssmlsavgmpsjhsypoﬁcy

emceme%t aRB ?i%e fﬁ)f g alrga% 1‘%1\/%%(8 r‘lav?raelfjess rel;lelzsi 163 %g%g t}/espond to

geris opera ecute a’'discovery a plication
mnb&eamdmﬂsg&&mm;@tb;mammmmmgmw@wmnmmnhm said

ereles\ﬁh%%il <& 8'%%‘6985@ %sage policy manager is operable to override default

wireless usage policies of a wireless usage policy domain based on information on the

at least one wirelessly-enabled device.

2. The system of claim 1, wherein said wireless usage policy manager is at

a fixed location.

3. The system of claim 1, wherein said wireless usage policy manager is

mobile.

4, The system of claim 1, wherein said wireless usage policy manager is
implemented using a single wireless access point defining said wireless usage policy

domain.

5. The system of claim 1, wherein said wireless usage policy manager is
implemented using a plurality of wireless access points defining said wireless usage

policy domain.
6. The system of claim 5, wherein individual wireless access points in said

plurality of wireless access points are operable to enforce said wireless usage policies as

said wircless device moves within said wireless usage policy domain.
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10. A method for controlling operation of wirelessly-enabled devices,

comprising: 15 using a wireless usage policy manager to generate

commands for enforcing a plurality of wireless device usage policies;

executing a wireless policy enforcement application on at least one MCSLLP
wirelessly- enabled device, thereby causing said wirelessly-enabled

device to respond to said commands generated by said wireless usage

policy managene2Q wherainisait Wiialess Usagenlieydnanagekdsager is
operable to override default wireless usage policies of a wireless usage. . .
) BGFBERCBAS G BTN APPSR EHL APYSARE Bt reless Usage Poticis
witelesslysenabled deviceudd sTinevnethedoielaimdQorherein said

wireless usage policy manager is 25 at a fixed location. 12. The method
of claim 10, wherein said wireless usage policy manager is mobile. 30 13.

The mgthod of iglaied:a, orbriain saiflewirelass wiagesnakiey maRggRkisger is
implemented using g single .wireless access point de[inin said wireless
GRATAB T TRAHAT SRR, 1 TACIR HHEdth 60 B eTav PO nerees
saidkwirelessaidagealicyshanaey isoimptemented using a plurality of
wireless access points defining said wireless usage policy domain. 5 15.
The method of claim 14, wherein individual wireless access points in

9. The system of claim 1, wherein said wireless usage policy manager is

operable to execute a discovery application to detect wireless devices subject to

predetermined usage policies within said wireless usage policy domain.

10. A method for controlling operation of wirelessly-enabled devices,
comprising:

using a wireless usage policy manager to generate commands for enforcing a
plurality of wireless device usage policies;

executing a wireless policy enforcement application on at least one wirelessly-
enabled device, thereby causing said wirelessly-enabled device to respond to said
commands generated by said wireless usage policy manager,

wherein said wireless usage policy manager is operable to override default
wireless usage policies of a wireless usage policy domain based on information on the

at least one wirelessly-enabled device.

11, The method of claim 10, wherein said wireless usage policy manager is

at a fixed location.

12, The method of clatm 10, wherein said wireless usage policy manager is

maobile.

13.  The method of claim 10, wherein said wireless usage policy manager is
implemented using a single wireless access point defining said wireless usage policy

domain.
4.
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said plurality of wireless access points are operable to enforce said
wireless usage policies as said wireless device moves within said
wireless usage policy domain. 16. The method of claim 10, wherein said
wireless usage policy manager is 10 operable to generate commands to
automatically enforce said wireless usage policies when said wireless
device enters said wireless usage policy domain. 17. The method of claim

10, whesein sgigh WiLaleas,veRas RE/IOARANARS QP& aRIdDolicy manager is

automatically terminate said wireless usage policies when said wireless
ipsplanfederb 4508 SR AlBIcd ikl prRsy BORaREIENg KRl dristdepprsage
£aimy t0maherein said wireless usage policy manager is operable to
execute a discovery application to detect wireless devices subject to
predetermined usage policies within said wireless usage policy domain,

20 -2575.  The method of claim 14, wherein individual wireless access points in
said plurality of wireless access points are operable to enforce said wireless usage

policies as said wireless device moves within said wireless usage policy domain.

16.  The method of claim 10, wherein said wireless usage policy manager is
operable to generate commands to automatically enforce said wireless usage policies

when said wireless device enters said wireless usage policy domain.

17.  The method of claim 10, wherein said wireless usage policy manager is
operable to automatically terminate said wireless usage policies when said wireless

device leaves said wireless usage policy domain.
18. The method of claim 10, wherein said wireless usage policy manager is

operable to execute a discovery application to detect wireless devices subject to

predetermined usage policies within said wireless usage policy domain.
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